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The  following  excerpts  relating  to  the  Kennedy-McClellan  amend- 
ment are  taken  from  the  Congressional  Record.  Dates  and  page 
numbers  precede  individual  excerpts. 

[Thursday,  June  28,  1973,  page  S  12435] 

Mr.  Kennedy.  Mr.  President,  now  I  call  up  my  amendment  No.  273  and  ask 
that  it  be  stated. 

The  Presiding  Officer.  The  amendment  will  be  stated. 

"On  page  47,  insert  the  following  after  the  word  'title' :  'AH  criminal  history 
information  collected,  stored,  or  disseminated  through  support  under  this  title 
shall  contain,  to  the  maximum  extent  feasible,  disposition  as  well  as  arrest 
data  where  arrest  data  is  included  therein.'." 

The  Presiding  Officer.  Will  the  Senator  from  Massachusetts  clarify  a  point 
for  the  Chair? 

Mr.  Kennedy.  I  shall  be  glad  to  do  so. 

Mr.  President,  I  have  just  sent  an  amendment  to  the  desk  and  asked  that  it 
be  stated. 

The  Presiding  Officer.  Is  that  in  lieu  of  amendment  No.  273? 

Mr.  Kennedy.  It  is  an  unprinted  amendment  which  is  a  modification  of 
amendment  No.  273. 

The  Presiding  Officer.  The  modification  to  amendment  No.  273  will  be 
stated. 

The  legislative  clerk  read  as  follows  : 

"On  page  47,  line  — ,  insert  the  following  after  the  word  'title' :  'All  criminal 
history  information  collected,  stored,  or  disseminated  through  support  under 
this  title  shall  contain,  to  the  maximum  extent  feasible,  disposition  as  well  as 
arrest  data  where  arrest  data  is  included  therein.  The  collection,  storage,  and 
dissemination  of  such  information  shall  take  place  under  procedures  reasona- 
bly designed  to  insure  that  all  such  information  is  kept  current  therein.'." 

Mr.  Kennedy,  Mr.  President,  the  purpose  of  this  amendment  is  to  encourage 
agencies  and  governments  operating  data  and  information  systems  which  are 
in  any  way  supported  by  LEAA  funds  to  include  information  concerning  dispo- 
sitions where  arrest  information  is  included  in  the  system. 

The  use  and  misuse  of  arrest  records  in  data  banks  has  been  the  subject  of 
extensive  attention.  In  June  1971  a  District  Court  in  the  District  of  Columbia 
considered  a  lawsuit  to  require  expungement  of  an  arrest  record  and  in  the 
course  of  the  court's  opinion  indicated  not  only  that  there  exists  many  possible 
opportunities  for  improper  dissemination  and  misuse  of  criminal  information, 
but  also  that  arrest  record  material  "is  incomplete  and  hence  often  inaccurate, 
yet  no  procedure  exists  to  enable  individuals  to  obtain,  to  correct  or  to  sup- 
plant the  criminal  record  information  used  against  them."  The  court  recog- 
nized that  constitutional  guarantees — including  the  presumption  of  innocence, 
due  process,  the  right  to  privacy,  and  the  freedom  from  unreasonable  search — 
may  be  threatened  by  misuse  of  arrest  records,  and  it  invited  legislative  guid- 
ance setting  national  policy  to  build  into  criminal  information  systems  ade- 
quate sanctions  and  safeguards. 

An  advisory  group  of  LEAA,  the  Privacy  and  Security  Committee  of  Project 
SEARCH,  in  a  1970  technical  report,  urged  that  procedures  be  adopted  to 
regularly  purge  master  tapes  of  out-dated  information  that  would  give  an  inac- 
curate picture  of  a  subject's  current  behavior,  and  the  American  Civil  Liber- 
ties Union  and  many  other  experts  support  the  purging  of  all  arrest  records 
where  convictions  did  not  follow. 
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This  amendment  does  not  adopt  a  rigid,  inflexible  standard  requiring  purges 
or  inputs  into  any  criminal  information  system,  and  it  recognizes  ttie  difficul- 
ties where  disposition  information  does  not  reach  law  enforcement  authorities 
because  of  judicial  control  over  such  information.  The  amendment  does  require 
that  where  LEAA  funds  are  used — either  discretionary  or  block  grant  funds — 
'•procedures"  be  adopted  to  assure  that  every  arrest  record  indicate  the  cur- 
rent status  of  the  criminal  charge  growing  out  of  that  arrest.  By  "procedures," 
it  is  intended  that  the  criminal  justice  information  system  at  least  adopt  the 
procedures  set  out  in  Technical  Report  No.  2  of  the  Privacy  and  Security  Com- 
mittee of  Project  SEARCH.  LEAA  is  presently  attempting  to  require  criminal 
justice  information  systems  it  funds  under  its  comprehensive  data  systems  pro- 
gram to  adopt  these  procedures.  Unfortunately  LEAA  has  met  resistance  in  its 
effort  probably  because  of  the  absence  of  any  explicit  Federal  statutory  re- 
quirement, such  as  that  proposed  by  this  amendment. 

This  amendment  is  not  a  comprehensive  and  final  answer  to  the  problem  of 
collection  and  dissemination  of  criminal  history  information.  The  administra- 
tion and  several  committees  of  the  House  and  Senate  have  been  studying  this 
question  for  several  years.  The  administration  and  several  Members  of  Con- 
gress have  sponsored  legislation  in  this  and  prior  Congresses.  Indeed,  last  year 
the  Senate  adopted  an  absolute  prohibition  on  the  FBI's  dissemination  of  ar- 
rest records  unless  they  indicated  that  the  defendant  was  convicted  of  the 
charge  arising  out  of  that  arrest.  I  understand  that  the  administration  is 
working  on  such  legislation  at  the  present  time.  Therefore  this  amendment  is 
designed  to  protect  innocent  individuals  from  being  harmed  by  incomplete  or 
inaccurate  criminal  history  records  until  such  time  as  Congress  adopts  more 
comprehensive  legislation. 

This  is  not  really  a  new  problem  or  a  new  issue.  The  Judiciary  Committee 
has  been  concerned  with  this  problem,  under  the  leadership  of  Senator  Ervin, 
for  some  period  of  time.  We  have  seen  that  computerized  criminal  history  in- 
formation has  been  used  by  our  new  Director  of  the  Federal  Bureau  of  Inve.sti- 
gation,  he  believes,  with  considerable  success. 

I  know  that  this  particular  aspect  of  the  collection  of  information  and  the 
availability  of  information  in  relation  to  arrests  is  of  concern  not  only  to  law 
enforcement  personnel  but  also  to  all  citizens,  and  we  must  make  sure  that  a 
final  disposition  is  indicated  in  the  collection  and  in  the  distribution  of  the  in- 
formation. 

I  know  that  this  entire  issue  will  be  examined  by  the  Committee  on  the  Ju- 
diciary and  that  there  will  be  final  comprehensive  legislation  on  it.  But  this  is 
at  least  an  initial  step  to  insure  that  information  systems  and  data  banks 
which  are  supported  by  the  Law  Enforcement  As.sistance  Administration  will 
include  the  disposition  where  arrest  information  is  included  in  the  system. 

I  think  this  amendment  is  a  bare  minimum  attempt  by  us  to  provide  protec- 
tion to  individuals  whose  names  would  appear  in  such  systems.  It  is  a  simple 
amendment,  and  I  hope  it  will  be  accepted  by  the  manager  of  the  bill. 

Mr.  McClellan.  Mr.  President,  I  yield  myself  three  minutes. 

I  think  the  amendment  offered  by  the  Senator  from  Massachusetts  is  a  good 
amendment.  But  I  think  it  needs  to  be  supplemented,  and  I  send  such  an 
amendment  to  the  desk. 

The  Presiding  Officer.  The  amendment  will  be  stated. 

The  legislative  clerk  read  as  follows  : 

"At  the  end  of  the  amendment  proposed  by  Mr.  Kennedy  to  amend  the 
amendment  (numbered  248)  proposed  by  Mr.  McClellan  (for  himself  and  Mr. 
Hruska)  to  H.R.  8152,  an  act  to  amend  title  I  of  the  Omnibus  Crime  Control 
and  Safe  Streets  Act  of  1968  to  improve  law  enforcement  and  criminal  justice, 
and  for  other  purposes,  before  the  amendment  add  '(1)'  and  add  the  following 
at  the  end :  'the  Adii.inistration  shall  assure  that  the  security  and  privacy  of 
all  information  is  adequately  provided  for  and  that  information  shall  only  be 
used  for  law  enforcement  and  criminal  justice  and  other  lawful  purposes.  In 
addition,  an  individual  who  believes  that  criminal  history  information  concern- 
ing him  contained  in  an  automated  system  is  inaccurate,  incomplete,  or  main- 
tained in  violation  of  this  title  shall,  upon  satisfactory  verification  of  his 
identity,  be  entitled  to  review  such  information  and  to  obtain  a  copy  of  it  for 
the  purpose  of  challenge  or  correction.' 

"(2)  On  page  47,  line  21,  of  amendment  numbered  248,  strike  the  word 
'such'  and  insert  in  lieu  thereof  'research  or  statistical'. 


"(3)  On  page  52,  following  line  23,  insert  the  following  new  subsection:  '(n) 
"Criminal  history  information"  includes  records  and  related  data,  contained  in 
an  automated  criminal  justice  informational  system,  compiled  by  law  enforce- 
ment agencies  for  purposes  of  identifying  criminal  offenders  and  alleged  of- 
fenders and  maintaining  as  to  such  persons  summaries  of  arrests,  the  nature 
and  disposition  of  criminal  charges,  sentencing,  confinement,  rehabilitation  and 
release.'  " 

Mr.  McClellan.  Mr.  President,  If  this  amendment  to  the  amendment  is  ac- 
ceptable to  the  distinguished  Senator  from  Massachusetts,  I  am  prepared  to 
accept  his  amendment. 

Mr.  Kennedy.  Mr.  President,  I  believe  that  the  amendment  to  my  amend- 
ment actually  strengthens  the  amendment  itself.  It  would  provide  that  an  indi- 
vidual would  have  access  to  the  material  that  has  been  collected  on  him.  And  it 
would  require  information  in  these  computers  be  relevant  to  law  enforcement 
and  criminal  justice  purposes.  This  would  be  enormously  useful  and  extremely 
important,  and  I  think  it  is  a  very  constructive  addition.  I  think  it  strengthens 
my  amendment. 

With  these  two  provisions,  the  Senate  goes  on  record  today  in  a  very  impor- 
tant way  to  insure  fairness  and  equity  in  the  protection  of  individual  liberties 
for  the  American  citizen. 

Mr.  Mathias.  Mr.  President,  will  the  Senator  yield  for  a  question? 

Mr.  Kennedy.  I  yield. 

Mr.  Mathias.  I  am  glad  that  the  Senator  has  brought  the  subject  of  this 
amendment  to  the  attention  of  the  Senate.  I  generally  support  the  thrust  of 
the  amendment.  But  I  am  somewhat  concerned  by  the  use  of  the  words,  on 
line  4,  "to  the  maximum  extent  feasible." 

"To  the  maximum  extent  feasible"  is  a  phrase  we  sometimes  use  which  has 
the  effect  of  vesting  a  considerable  amount  of  discretion  in  the  Department  of 
Justice.  I  would  hope  that  at  some  time  we  would  have  statutory  guidelines 
which  would  really  shoulder  the  burden  of  responsibility  that  Congress  ought 
to  be  carrying. 

I  wonder  whether  the  Senator  would  comment  on  his  general  feeling  about 
what  "to  the  maximum  extent  feasible"  is. 

Mr.  Kennedy.  It  is  an  attempt  to  write  into  the  legislation  the  language  to 
insure  that  there  is  no  excuse  by  the  departments — the  law  enforcement  agen- 
cies, the  police  departments,  and  other  relevant  agencies— for  not  complying 
with  this  provision.  This  is  the  strongest  language  I  could  think  of  at  this 
time,  without  being  totally  inflexible,  to  insist  that  the  local  departments  that 
do  receive  the  LEAA  funds  will  actually  comply  with  our  intentions. 

I  invite  the  attention  of  the  Senator  from  Maryland  to  the  next  line  in  my 
amendment,  which  reads : 

"The  collection,  storage  and  dissemination  of  such  information  shall  take 
place  under  procedures  reasonably  designed  to  insure  that  all  such  information 
is  kept  current  therein." 

I  would  expect  that  these  procedures  be  incorporated  promptly,  immediately. 
Procedures  already  have  been  developed  under  an  LEAA  grant,  project  SEARCH. 

Mr.  President,  I  ask  unanimous  consent  to  have  printed  in  the  Record  the 
recommendations  as  to  the  procedures  contained  in  the  SEARCH  report. 

There  being  no  objection,  the  recommendations  were  ordered  to  be  printed  in 
the  Record,  as  follows  : 

"Recommended  System  Policies  Related  to  Security  and  Privacy 

"The  following  list  comprises  those  specific  points  that  the  committee  be- 
lieved to  be  important  enough  to  establish  a  policy  early  in  the  development  of 
a  final  system  concept.  Although  one  of  the  direct  tasks  of  the  committee  was 
to  propose  procedures  for  inclusion  in  the  Project  SEARCH  Operating  Manual 
that  would  be  used  during  the  demonstration,  it  was  very  diflScult  to  prepare 
procedures  in  the  absence  of  general  policies  regarding  a  total  system.  It  be- 
came apparent  that  a  set  of  major  policy  statements  had  to  be  derived  as  an 
initial  starting  point  for  the  procedures  relative  to  the  demonstration.  Al- 
though it  is  not  always  easy  to  determine  which  policies  could  be  directly  im- 
plemented for  a  two-month  demonstration,  there  was  general  agreement  re- 
garding the  long-range  issues  to  be  treated. 


"The  Project  Group  officially  approved  these  statements  of  recommended 
policy,  and  the  procedures  stipulated  in  the  Operating  Manual  are  based  on 
this  list. 

"The  reasoning  behind  each  recommendation  is  presented  in  the  discussions 
of  the  following  chapters,  and  a  page  is  cited  for  reference  to  the  appropriate 
discussion,  where  the  context  is  explained.  The  recommendations  are  grouped 
into  categories  related  to  later  discussion  sections. 

"RECOMMENDED  POLICY 

"Data  content 

"1.  Data  included  in  the  system  must  be  limited  to  that  with  the  character- 
istics of  public  record,  i.e. :  (Reference  pages  16-18) 

"a.  Recorded  by  officers  of  public  agencies  directly  and  principally  concerned 
with  crime  prevention,  apprehension,  adjudication,  or  rehabilitation  of  offend- 
ers. 

"b.  Recording  must  have  been  made  in  satisfaction  of  public  duty. 

"c.  The  public  duty  must  have  been  directly  relevant  to  criminal  justice  re- 
sponsibilities of  the  agency. 

"2.  Participants  shall  adopt  a  careful  and  permanent  program  of  data 
verification  :  (Reference  pages  19-20) 

"a.  Systematic  audits  shall  be  conducted  to  insure  that  files  have  been  regu- 
larly and  accurately  updated. 

"b.  Where  errors  or  points  of  incompleteness  are  detected,  the  Agency  of 
Record  shall  notify  the  central  index  (if  necessary)  and  any  participant  to 
which  the  inaccurate  or  incomplete  records  have  previously  been  transmitted. 

"c.  The  Agency  of  Record  shall  maintain  a  record  of  all  participants  that 
have  been  sent  records. 

"d.  Within  a  state,  a  record  should  be  kept  of  all  agencies  to  which  the  sys- 
tem's data  has  been  released. 

"e.  All  known  copies  of  records  with  erroneous  or  incomplete  information 
shall  be  corrected. 

"3.  Purge  procedures  shall  be  developed  in  accordance  with  the  Code  of  Eth- 
ics. Each  participating  agency  shall  follow  the  law  or  practice  of  the  state  of 
entry  with  respect  to  purging  records  of  that  state.  (Reference  pages  20-22) 

"4.  A  model  state  statute  for  protecting  and  controlling  data  in  any  future 
system  should  be  drafted  and  its  adoption  encouraged.  (Reference  pages 
34-37) 

"Rules  of  access  and  data  use 

"5.  Direct  access  to  the  system  should  continue  to  be  restricted  to  public 
agencies  which  perform,  as  their  principal  function,  crime  prevention,  appre- 
hension, adjudication,  or  rehabilitation  of  offenders.    (Reference  pages  23-28) 

"6.  Definitional  questions  as  to  users  should  be  presented  for  resolution  to 
representatives  of  all  the  participating  states  in  the  system.  (Reference  pages 
23-28) 

"7.  In  order  to  limit  access,  the  following  restrictions  should  be  made:  (Ref- 
erence pages  2()-27 ) 

"a.  Participating  states  should  limit  closely  the  number  of  terminals  within 
their  jurisdiction  to  those  they  can  effectively  supervise. 

"b.  Each  participating  state  should  build  its  data  system  around  a  central 
computer,  through  which  each  inquiry  must  pass  for  screening  and  verification. 
The  configuration  on  and  operation  of  the  center  should  provide  for  the  integ- 
rity of  the  data  base. 

"c.  Participating  agencies  .should  be  instructed  that  their  rights  to  direct  ac- 
cess encompass  only  requests  reasonably  connected  with  their  criminal  justice 
responsibilities. 

"8.  Requests  from  outside  the  criminal  justice  community  to  examine  data 
obtained  through  the  system  should  be  honored  only  if  the  receiving  agency  is 
authorized  access  by  local  law,  state  statute,  or  vaiid  administrative  directive. 
Efforts  should  be  made  to  limit  the  scope  of  such  requirements.  (Reference 
pages  26-27) 

"9.  The  security  and  privacy  staff  should  study  various  state  "public  record" 
doctrines  and  begin  prompt  efforts  to  obtain  appropriate  exemptions  from 
these  doctrines  for  the  system's  data.  (Reference  page  27) 


"10.  'riie  use  of  data  for  research  shall  involve  the  following  restrictions: 
(Reference  pages  32-34) 

"a.  I'roposed  programs  of  research  should  acknowledge  a  fundamental  com- 
mitment to  respect  individual  privacy  interests. 

"b.  Representatives  of  the  system  shall  fully  investigate  each  proposed  pro- 
gram. 

"c.  Identification  of  subjects  should  be  divorced  as  fully  as  possible  from  the 
data. 

"d.  The  research  data  should  be  shielded  by  a  security  system  comparable  to 
that  which  ordinarily  safeguards  system's  data. 

"e.  Codes  or  keys  identifying  subjects  with  data  should  be  given  special  pro- 
tection. 

"f.  Raw  data  obtained  for  one  research  purpose  should  not  subsequently  be 
used  for  any  other  research  purpose  without  consent  of  system's  representa- 
tives. 

"g.  Security  and  data  protection  requirements  should  be  Included  in  any  re- 
search contract  or  agreement. 

"h.  Non-disclosure  forms  should  be  required  and  the  system  should  retain 
rights  to  monitor  and,  if  necessary,  terminate  any  project. 

"Data  dissemination 

"11.  Data  received  through  the  system  should  be  marked  and  readily  identi- 
fiable as  such.  (Reference  page  27) 

"12.  Heads  of  agencies  receiving  information  should  sign  a  copy  of  an  appro- 
priate recommended  non-disclosure  agreement.  (Reference  page  32) 

"13.  Educational  programs  should  be  instituted  for  all  who  might  be  expected 
to  employ  system  data.  (Reference  page  30) 

"14.  Users  should  be  informed  that  reliance  upon  unverified  data  is  hazard- 
ous and  that  positive  verification  of  identity  should  be  obtained  as  quickly  as 
possible.  ( Reference  pages  30-31 ) 

"15.  Users  should  be  clearly  informed  that  careless  use  of  this  data  repre- 
sents unprofessional  conduct,  and  may  be  subject  to  disciplinary  actions.  (Ref- 
erence pages  30-31 ) 

"16.  The  central  computer  within  each  state,  through  which  all  data  inquir- 
ies should  pass,  will  screen  all  inquiries  to  exclude  those  that  are  inconsistent 
with  system  rules.  (Reference  pages  26  and  34) 

"Rights  of  challenge  and  redress 

"17.  The  citizen's  right  to  access  and  challenge  the  contents  of  his  records 
should  form  an  integral  part  of  the  system  consistent  with  state  law.  (Refer- 
ence page  28) 

"18.  Civil  remedies  should  be  provided  for  those  injured  by  misuse  of  the 
system  where  not  provided  for  by  state  law.  (Reference  pages  36-37) 

"Organization  and  administration 

"19.  The  system  participants  should  elect  a  board  of  directors  (governing 
body)  to  establish  policies  and  procedures  governing  the  central  index  opera- 
tion. (Reference  pages  36-37) 

"20.  The  system  should  remain  fully  independent  of  noncriminal  justice  data 
systems  and  shall  be  exclusively  dedicated  to  the  service  of  the  criminal  jus- 
tice community.  (Reference  page  26) 

"21.  A  permanent  committee  or  staff  should  be  established  to  consider  prob- 
lems of  security  and  privacy  and  to  conduct  studies  in  that  area.  (Reference 
page  35 ) 

"22.  The  permanent  staff  should  undertake  a  program  to  identify  differences 
among  the  states  in  procedures  and  terminology,  and  to  disseminate  informa- 
tion concerning  them  to  all  participants.  (Reference  page  35) 

"23.  A  systems  audit  should  be  made  periodically  by  an  outside  agency. 
(Reference  page  20)" 

Mr.  Kennedy.  I  think  the  recommendations  in  the  search  report  are  really 
first  rate.  I  think  there  will  be  very  little  excuse  for  there  not  to  be  prompt 
adoption  by  local  agencies.  These  recommendations  are  sound,  constructive, 
and  well  thought  out.  With  the  mandate  "to  the  maximum  extent  feasible,"  ap- 
plied in  conjunction  with  the  second  sentence  of  the  amendment,  I  would  ex- 
pect that  there  would  be  immediate  action  by  local  agencies. 


Mr.  Mathias.  It  is  the  Senator's  view  tliat,  in  the  absence  of  statutory 
guidelines,  until  they  can  be  provided,  it  should  be  very  strictly  construed  and 
rigidly  enforced? 

Mr.  Kennedy.  The  Senator  is  correct. 

We  want  to  recognize  again  that  this  is  not  a  final  answer  to  the  problems 
raised  by  the  collection  and  dissemination  of  criminal  history  information.  It 
is  enormously  complex.  It  is  difficult.  It  is  a  sensitive  issue  and  problem.  There 
are  competing  issues  in  this  area.  But  this  is  a  first  step.  I  think  it  is  a  step 
which  is  responsible  and  one  which  can  be  implemented  immediately. 

I  hope  the  amendment  will  be  accepted. 

Mr.  Mathias.  I  thank  the  Senator.  I  think  it  is  very  useful  to  make  clear 
the  continuing  interest  of  the  Senate  in  the  subject. 

Mr.  Kennedy.  Mr.  President,  I  move  to  modify  my  amendment,  to  accept  the 
McClellan  amendment. 

The  Presiding  Officer.  The  Senator  has  the  right  to  modify  his  amendment, 
and  it  is  so  modified. 

Mr.  McClellan.  Mr.  President,  I  yield  back  the  remainder  of  my  time  on 
both  the  amendment  to  the  amendment  which  has  been  accepted  and  on  the 
amendment  of  the  Senator  from  Massachusetts. 

Mr.  Kennedy^.  Mr.  President,  1  yield  back  the  remainder  of  my  time. 

The  Presiding  Officer.  The  question  is  on  agreeing  to  the  amendment  of  the 
Senator  from  Massachusetts,  as  modified. 

The  amendment,  as  modified,  was  agreed  to. 

Mr.  Hruska.  Mr.  President,  I  should  like  to  make  this  comment  with  respect 
to  the  amendment  which  has  just  been  agreed  to.  I  support  the  amendment.  It 
contains  certain  features  of  a  bill,  S.  2456,  which  was  considered  in  the  92d 
Congress  by  the  Committee  on  the  Judiciary.  The  language  in  this  amendment 
is  not  dispositive  of  the  entire  problem,  but  additional  legislation  will  be  forth- 
coming soon  on  that  subject,  and  it  will  supplement  and  complement  this 
measure. 


[Friday,  June  29,  1973,  page  S  12510] 

Senate  Adopts  Arrest  Records  Amendment 

Mr.  Ebvin.  Mr.  President,  yesterday  the  Senate  adopted  amendment  No.  273 
to  H.R.  8152,  the  LEAA  authorization  bill.  That  amendment  is  a  commendable 
first  step  by  the  Senate  to  place  interim  restrictions  upon  the  practices  of 
criminal  justice  information  systems  funded  by  LEAA. 

This  amendment  grows  out  of  the  concern  voiced  by  citizens,  various  crimi- 
nal justice  experts  and  the  courts  about  the  misuse  of  criminal  history  infor- 
mation by  State  and  Federal  criminal  justice  information  systems.  The  Ameri- 
can Civil  Liberties  Union,  the  Lawyers  Committee  for  Civil  Rights  and  other 
groups  have  presented  a  compelling  case  for  the  debilitating  effect  that  incom- 
plete criminal  history  records  can  have  upon  an  innocent  individual.  For  exam- 
ple, there  are  many  instances  where  incomplete  records  of  an  arrest  have  been 
disseminated  to  prospective  employers.  Records  of  an  arrest  of  a  job  applicant 
will  fall  into  the  hands  of  a  prospective  employer  where  the  record  indicates 
no  subsequent  disposition  of  the  charge  arising  out  of  that  arrest  but  the  de- 
fendant was  ultimately  acquitted  of  the  charge.  Of  course,  such  damaging  in- 
formation eliminates  any  chance  of  that  applicant  being  hired. 

I  believe  that  the  best  approach  to  this  problem  is  a  complete  ban  on  dis- 
semination of  criminal  history  information  unless  records  of  arrest  indicate 
that  the  defendant  has  been  convicted  of  the  charge  arising  out  of  that  arrest. 
Quite  frankly,  I  can  see  no  use  whatsoever,  by  prospective  employers  or  law 
enforcement  officials,  for  an  arrest  record  which  does  not  indicate  conviction. 
Therefore,  last  year  I  convinced  the  Senate  to  adopt  a  rider  to  the  FBI  appro- 
priation which  would  prohibit  the  dissemination  of  criminal  history  records 
unless  they  indicated  conviction.  I  only  wish  the  Senate  had  gone  that  far  in 
yesterday's  action. 

Amendment  No.  273  only  restricts  dissemination  of  criminal  history  records 
to  those  which  contain  dispositions.  However,  the  amendment  also  requires 
that  State  and  local  criminal  justice  systems  adopt  minimum  operating  proce- 
dures designed  to  protect  privacy  and  confidentiality  of  criminal  history  infor- 


mation  and  those  systems  must  also  guarantee  a  right  of  access  to  subjects 
who  have  records  in  the  data  banlc.  According  to  Senator  Kennedy,  sponsor  of 
the  amendment,  this  means  that  at  the  very  least  all  criminal  justice  informa- 
tion systems  which  receive  any  LEAA  funds  will  have  to  adopt  immediately 
the  privacy  and  security  regulations  recommended  by  the  Privacy  and  Security 
Committee  of  Project  Search  in  1970. 

I  was  initially  concerned  by  the  fact  that  Senator  Kennedy's  amendment  re- 
quires the  State  and  local  data  banks  to  include  dispositional  information  only 
"to  the  maximum  extent  feasible."  However,  Senator  Kennedy  in  response  to 
an  inquiry  by  Senator  Mathias,  explained  that  this  means  that  the  systems 
must  adopt  the  search  rules  immediately  and  begin  including  disposition  infor- 
mation on  records  it  disseminates  as  soon  as  is  humanly  possible.  Accordingly, 
this  language  cannot  be  used  as  an  excuse  by  law  enforcement  agencies  who 
simply  do  not  cooperate  with  court  personnel  to  get  dispositional  information. 
Bureaucratic  complications  will  not  be  tolerated  under  this  amendment  and 
neither  should  complaints  about  cost.  Of  course,  it  will  cost  more  for  the 
courts  and  police  to  interface  their  information  systems  so  that  criminal  his- 
tory records  are  complete  but  that  is  what  the  search  rules  require  and  that  is 
what  this  amendment  requires. 

Finally,  it  is  clear  from  yesterday's  Record  that  Senators  Kennedy,  Mc- 
Clellan,  and  Hruska,  who  all  have  an  interest  in  this  field,  agree  that  amend- 
ment 273  is  only  an  interim,  stop-gap  measure  and  is  not  a  final  comprehensive 
solution  to  this  problem.  As  Senator  Hruska  said  yesterday — 

"The  language  in  this  amendment  is  not  dispositive  of  the  entire  problem, 
but  additional  legislation  will  be  forthcoming  soon  on  that  subject,  and  it  will 
supplement  and  complement  this  measure." 

The  Subcommittee  on  Constitutional  Rights  on  which  Senator  Hruska  sits 
and  which  I  chair  shares  jurisdiction  over  this  matter  with  the  Subcommittee 
on  Criminal  Laws  and  Procedures.  I  have  instructed  my  staff  to  prepare  com- 
prehensive legislation  on  this  question  and  I  understand  that  the  administra- 
tion is  doing  the  same.  Therefore,  I  hope  we  will  have  a  bill  introduced  within 
the  next  few  weeks  and  that  the  Subcommittee  on  Constitutional  Rights  can 
hold  hearings  in  the  near  future  on  that  legislation  and  on  the  progress  of 
LEAA  in  enforcing  the  Kennedy  amendment. 


[Thursday,  July  26,  1973,  page  H  6657] 

Conference  Report  on  H.R.  8152,  Law  Enforcement  Assistance 

Amendments 

Mr.  RoDiNO  submitted  the  following  conference  report  and  statement  on  the 
bill  (H.R.  8152)  to  amend  title  I  of  the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968  to  improve  law  enforcement  and  criminal  justice,  and  for 
other  purposes : 

"Conference  Report  (H.  Rept.  No.  93-^01) 

"The  committee  of  conference  on  the  disagreeing  votes  of  the  two  Houses  on 
the  amendment  of  the  Senate  to  the  bill  (H.R.  8152)  to  amend  title  I  of  the 
Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  to  improve  law  enforce- 
ment and  criminal  justice,  and  for  other  purposes,  having  met,  after  full  and 
free  conference,  have  agreed  to  recommend  and  do  recommend  to  their  respec- 
tive Houses  as  follows : 

"That  the  House  recede  from  its  disagreement  to  the  amendment  of  the  Sen- 
ate and  agree  to  the  same  with  an  amendment  as  follows : 

"In  lieu  of  the  matter  proposed  to  be  inserted  by  the  Senate  amendment  in- 
sert the  following : 

"That  this  Act  may  be  cited  as  the  "Crime  Control  Act  of  1973". 

"Sec.  2.  Title  I  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968 
is  amended  to  read  as  follows  : 

"title  I — LAW  enforcement  ASSISTANCE 
*  *  *  *  *  «  * 

''Part  F — Admimstrative  Provisions 
******* 

"Sec.  524.  (a)  Except  as  provided  by  Federal  law  other  than  this  title  no 
oflBcer  or  employee  of  the  Federal  Government,  nor  any  recipient  of  assistance 
under  the  provisions  of  this  title  shall  use  or  reveal  any  research  or  statistical 
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information  furnislied  under  this  title  by  any  person  and  identifiable  to  any 
specific  private  person  for  any  purpose  other  than  the  purpose  for  which  it 
was  obtained  in  accordance  with  this  title.  Copies  of  such  information  shall  be 
immune  from  legal  process,  and  shall  not,  without  the  consent  of  the  person 
furnishing  such  information,  be  admitted  as  evidence  or  used  for  any  purpose 
in  any  action,  suit,  or  other  judicial  or  administrative  proceedings. 

"(b)  All  criminal  history  information  collected,  stored,  or  disseminated 
through  support  under  this  title  shall  contain,  to  the  maximum  extent  feasible, 
disposition  as  well  as  arrest  data  where  arrest  data  is  included  therein.  The 
collection,  storage,  and  dissemination  of  such  information  shall  take  place 
under  procedures  reasonably  designed  to  insure  that  all  such  information  is 
kept  current  therein ;  the  Administration  shall  assure  that  the  security  and 
privacy  of  all  information  is  adequately  provided  for  and  that  information 
shall  only  be  used  for  law  enforcement  and  criminal  justice  and  other  lawful 
purposes.  In  addition,  an  individual  who  believes  that  criminal  history  infor- 
mation concerning  him  contained  in  an  automated  system  is  inaccurate,  incom- 
plete, or  maintained  in  violation  of  this  title,  shall,  upon  satisfactory  verifica- 
tion of  his  identity,  be  entitled  to  review  such  information  and  to  obtain  a 
copy  of  it  for  the  purpose  of  challenge  or  correction. 

"(c)  Any  person  violating  the  provisions  of  this  section,  or  of  any  rule,  reg- 
ulation, or  order  issued  thereunder,  shall  be  fined  not  to  exceed  $10,000,  in  ad- 
dition to  any  other  penalty  imposed  by  law. 

*  *  *  *  *  i^  * 

"joint  explanatory  statement  of  the  committe:e  of  conference 

******* 

"Security  and  privacy  provisions 

"The  House  bill  provided  for  the  security  and  privacy  of  statistical  and  re- 
search information.  The  Senate  amendment  added  language  to  the  House  bill 
giving  access  to  criminal  history  records  information  maintained  by  State  and 
local  governments  with  LEAA  funds  to  individuals  who  had  reason  to  believe 
that  their  own  records  were  inaccurate.  In  addition,  it  required  that  an  indi- 
vidual's criminal  history  records  include  not  only  any  arrests  but,  where  possi- 
ble, the  disposition  of  the  case  subsequent  to  arrest  and  that  a  definition  for 
criminal  history  information  be  added  to  title  I. 

"The  Senate  amendment  also  provided  that  identified  individuals  have  access 
to  their  own  automated  records  and  criminal  history  information,  which  such 
individuals  might  believe  to  be  inaccurate  or  irrelevant.  Dissemination  of  such 
information  was  permitted  in  limited  cases  and  with  certain  safeguards. 

"The  conferees  accepted  the  Senate  version  but  only  as  an  interim  measure. 
It  should  not  be  viewed  as  dispositive  of  the  unsettled  and  sensitive  issues  of 
the  right  of  privacy  and  other  individual  rights  affecting  the  maintenance  and 
dissemination  of  criminal  justice  information.  More  comprehensive  legislation 
in  the  future  is  contemplated." 


[Thursday,  July  26,  1973,  page  S  14745] 

Law  Enforcement  Assistance — Conference  Report 

(S.  Rept.  No.  93-349) 

******* 

"Security  and  Privacy  of  statistical  and  research  information  provisions 
have  been  added  to  the  Act.  There  is  a  requirement  that  criminal  history  in- 
formation shall  contain  disposition  as  well  as  arrest  data  to  the  maximum  ex- 
tent feasible.  An  individual  who  believes  criminal  history  information  concern- 
ing him  in  an  automated  system  is  inaccurate,  incomplete  and  is  entitled  to 
review  such  information  for  the  pui"pose  of  correction.  Guidelines  are  to  be  is- 
sued to  provide  the  safeguards  necessary  to  assure  security  and  privacy." 


[Thursday,  Aug.  2,  1973,  page  S  15560] 

Mr.  Hruska.  Mr.  President,  on  June  25,   1973,   the  Senate  overwhelmingly 
passed  the  Crime  Control  Act  of  1973,  H.R.  8152.  The  primary  purpose  of  the 
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bill  was  to  authorize  continued  appropriations  for  the  Law  Enforcement  As- 
sistance Administration.  The  bill  also  made  a  number  of  amendments  to  the 
Omnibus  Crime  Control  and  Safe  Streets  Act. 

The  Senate  bill  did  not  differ  dramatically  from  the  bill  passed  by  the 
House.  By  and  large,  the  basic  structure  and  authority  of  the  LEAA  was  re- 
tained. We  attempted  to  streamline  the  agency's  block  grant  funding  mecha- 
nism and  to  emphasize  LEAA's  responsibility  for  administering  the  programs 
and  assisting  the  States  in  comprehensive  planning. 

While  the  Senate  amendment  contained  approximately  35  points  of  difference 
with  the  House  bill,  the  results  of  the  conference  cannot  reflect  the  significant 
agreements  in  both  Houses  on  approximately  25  other  changes  which  appeared 
in  both  the  House  and  Senate  bills.  The  report  submitted  along  with  this  bill 
reflects  a  compromise  on  a  number  of  issues. 

For  the  most  part,  I  believe  this  compromise  to  be  better  than  either  the 
House  bill  or  the  Senate  amendment.  Some  unworkable  provisions  have  been 
made  workable ;  some  provisions  have  been  changed  to  reflect  the  most  feasible 
alternative. 

It  is  significant  that  the  efforts  of  the  conference  were  of  a  bipartisan  na- 
ture. During  the  3  days  of  conference  this  fact  was  repeated  time  and  again. 
The  goal  of  the  conferees  was  an  obvious  commitment  to  devise  the  most  effec- 
tive legislation  for  LEAA. 

I  believe  that  the  beliefs  and  points  of  view  by  all  those  who  testified  and 
all  those  who  offered  amendments  to  these  bills  were  fully  addressed  and  that 
the  result  is  a  bill  which  will  enable  LEAA  to  continue  its  invaluable  service. 
I  would  like  to  fully  endorse  and  concur  with  the  major  features  of  the  con- 
ference which  the  Senator  from  Arkansas  (Mr.  McClellan)  has  brought  to  the 
attention  of  the  Senate.  Additionally,  I  would  like  to  add  several  other  items 
which  merit  notice. 

With  respect  to  the  compromise  reached  by  the  conferees  in  the  area  of  ju- 
venile justice,  there  was  no  intention  to  denigrate  the  activities  of  the  Interde- 
partmental Council  To  Coordinate  All  Federal  Juvenile  Delinquency  Programs 
or  the  individual  activities  of  Federal  agencies  in  the  juvenile  delinquency 
area.  It  was  recognized  that  the  Federal  effort  to  reduce  juvenile  delinquency 
grew  from  a  handful  of  Federal  programs  in  1961  to  an  effort  involving  16 
Federal  agencies  with  197  programs  and  annual  expenditures  of  approximately 
$13  billion  by  1971. 

With  respect  to  the  training  programs  for  police,  the  conferees  recognized 
that  as  to  those  programs  outside  the  bailiwick  of  the  FBI,  the  administration 
necessarily  shared  the  national  institute's  training  role  as  a  parent  organization 
and  in  keeping  with  sound  management  concepts. 

With  respect  to  the  liberalized  hard-match  features,  I  would  like  to  observe 
that  in  applying  these  requirements  to  situations  involving  transferred  person- 
nel, it  would  be  wise  for  LEAA  to  require  equivalent  State-appropriated  dol- 
lars to  cover  salaries  for  the  required  hard  match.  The  burden  of  matching 
has  been  so  lightened,  that  it  would  be  inappropriate  to  do  otherwise. 

Another  amendment  in  this  bill  will  provide  the  Administrator  of  LEAA 
with  full  authority  to  donate,  through  the  General  Services  Administration, 
surplus  property  to  State  agencies  for  use  in  the  criminal  justice  system. 
There  may  be  some  technical  questions  about  this  provision,  but  in  my  judg- 
ment, it  is  adequate  to  authorize  such  donations. 

There  are  large  inventories  of  helicopters,  light  aircraft,  rescue  and  patrol 
boats,  rough  terrain  and  special  purpose  vehicles,  and  special  communications 
equipment  which  are  available  to  improve  and  extend  the  capabilities  of  police 
agencies.  This  is  all  surplus  Federal  property. 

Scientific  and  laboratory  equipment  is  also  available  for  use  in  drug  abuse 
and  forensic  crime  laboratories.  Significant  quantities  of  machine-shop  tools 
and  skilled  occupational  machinery,  as  well  as  training  equipment,  is  available 
for  use  in  rehabilitation  facilities  and  programs.  Correctional  facilities  have  a 
need  for  all  types  of  surplus  Federal  property.  This  is  especially  true  today 
with  the  great  unrest  in  State  prisons. 

Notwithstanding  any  other  provisions  of  law  and  extensive  administrative 
regulations  in  this  area,  the  surplus  property  amendment,  as  presently  drafted, 
gives  such  full  authority  to  the  Administrator  of  LEAA. 

Finally,  I  wish  to  assure  Senators  that  with  respect  to  the  new  technical  as- 
sistance provisions,  the  conferees  recognized  the  international  scope  of  many 
law   enforcement   and   criminal   justice   problems.   Thus,   we  intended   to  give 
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LEAA  authority  to  provide  technical  assistance  abroad  in  traditional  police 
areas  of  international  concern  such  as  narcotics  interdiction,  skyjacking,  and 
terrorism.  However,  these  specific  references  are  only  intended  to  be  illustra- 
tive and  it  would,  therefore,  be  entirely  appropriate  for  technical  assistance  to 
be  provided  in  other  criminal  justice  areas,  including  corrections,  where  there 
were  particular  benefits  in  terms  of  expertise  that  could  only  be  derived 
abroad. 

Mr.  President,  on  March  14  of  this  year,  I  introduced  S.  1234,  a  bill  to  pro- 
vide for  special  law  enforcement  revenue  sharing,  at  the  request  of  the  admin- 
istration. Although  that  bill  did  not  finally  emerge  as  the  vehicle  for  the  ex- 
tension of  LEAA's  authority,  there  are  so  many  conceptual  similarities 
between  it  and  H.R.  8152  that  I  view  the  bill  at  hand  as  a  prototype  of  special 
revenue  sharing  in  substance,  in  the  area  of  law  enforcement.  Thus,  by  approv- 
ing the  instant  legislation  we  will  confirm  the  belief  that  crime  is  essentially  a 
local  problem,  to  be  solved  by  local  controls  and  initiatives.  This  has  long  been 
a  goal  of  President  Nixon  which  is  shared  by  this  Senator  and  many  of  my 
colleagues. 

The  changes  we  now  propose  for  LEAA  will  do  much  to  strengthen  and  im- 
prove what  is  now  a  very  effective  anticrime  effort.  They  deserve  the  support 
of  the  Senate. 

Mr.  Ebvijt,  Mr.  President,  I  am  pleased  that  the  House-Senate  conference 
committee  on  H.R.  8152,  the  LEAA  authorization  bill  has  retained  the  Kennedy- 
McClellan  arrest  records  amendment.  That  amendment  represents  an  impor- 
tant first  step  by  the  Congress  to  place  interim  restrictions  upon  the  operations 
of  criminal  justice  information  systems  funded  by  LEAA. 

The  purpose  of  this  amendment  is  to  direct  LEAA  and  the  criminal  justice 
information  systems  which  it  funds  to  adopt  privacy  and  security  guidelines. 
Senator  Kennedy  says  that  it  is  the  objective  of  his  amendment  that  LEAA 
consider  requiring  the  systems  to  adopt  the  safeguards  set  out  in  technical  re- 
port No.  2  of  Project  Search  and  the  model  administrative  regulations  also 
prepared  by  SEARCH.  Other  excellent  privacy  and  security  guidelines  which 
LEAA  should  look  to  in  preparing  these  regulations  include  LEAA's  own  com- 
prehensive data  systems  program  guidelines,  the  recommendations  of  the  Infor- 
mation Sy.stems  and  Statistics  Task  Force  of  the  National  Advisory  Commis- 
sion on  Criminal  Justice  Standards  and  Goals  and  the  model  rules  for  release 
of  arrest  and  conviction  records  prepared  by  Gerald  Caplan,  formerly  general 
counsel  for  the  District  of  Columbia  Police  Department. 

In  a  statement  on  June  29,  immediately  after  the  Senate  enacted  the  amend- 
ment, I  pointed  out  that  the  amendment  should  be  strictly  construed  and  vig- 
orously enforced.  The  amendment  speaks  in  terms  of  local  systems  complying 
with  restrictions  on  use  of  criminal  records  "to  the  maximum  extent  feasible." 
However,  the  legislative  hisitory  makes  it  abundantly  clear  that  the  LEAA 
must  force  the  local  information  systems  to  adopt  privacy  and  confidentiality 
guidelines  immediately  or  as  soon  as  humanly  possible,  and  that  bureaucratic 
complications  and  cost  should  not  be  accepted  as  excuses  for  noncompliance. 

Furthermore,  the  amendment  as  adopted  by  the  Senate  and  ratified  by  the 
conference  committee  allows  criminal  justice  information  to  be  disseminated 
for  law  enforcement  and  "other  lawful  purposes."  The  inclusion  of  this  lan- 
guage would  appear  to  allow  the  continued  dissemination  of  arrest  records  for 
civil  service  and  other  employment  screening.  Of  course,  this  is  exactly  the 
kind  of  use  of  criminal  justice  records,  in  particular  arrests  records  not  fol- 
lowed by  conviction,  which  should  be  halted  as  soon  as  possible.  The  Attorney 
General  should  take  these  abuses  into  consideration  in  promulgating  privacy 
and  security  guidelines.  LEAA  and  the  Department  could  and,  under  the  Ken- 
nedy-McClellan  amendment  should  condition  any  Federal  funds  it  provides  on 
the  requirement  that  the  systems  avoid  most  noncriminal  justice  use  of  records. 
It  is  incumbent  upon  the  Justice  Department  to  conduct  a  complete  review  of 
all  State  statutes  which  permit  noncriminal  justice  use  of  criminal  justice  rec- 
ords and  include  restrictions  and  safeguards  in  the  rules  it  promulgates  pur- 
suant to  this  amendment. 

Finally,  it  is  clear  from  the  legislative  history  of  this  provision  that  Sena- 
tors Kennedy,  McClellan,  and  Hruska  believe  that  the  Kennedy-McClellan 
amendment  is  only  an  interim  stop-gap  measure  and  not  a  final  comprehensive 
solution  to  this  problem.  As  Senator  Hruska  stated  at  the  time  that  amend- 
ment was  adopted  by  the  Senate  : 
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"The  language  in  this  amendment  is  not  dispositive  of  the  entire  problem 
but  additional  legislation  will  be  forthcoming  soon  on  that  subject,  and  it  will 
supplement  and  complement  this  measure." 

The  Subcommittee  on  Constitutional  Rights  on  which  Senators  Hruska,  Mc- 
Clellan,  and  Kennedy  sit  and  which  I  chair,  shares  jurisdiction  over  this  mat- 
ter with  the  Subcommittee  on  Criminal  Laws  and  Procedures.  I  have  instructed 
my  staff  to  prepare  comprehensive  legislation  on  this  question  and  I  under- 
stand that  the  administration  is  doing  the  same.  Therefore,  I  hope  we  will 
have  a  bill  introduced  within  the  next  few  weeks.  The  Subcommittee  on  Con- 
stitutional Rights  will  hold  hearings  in  the  near  future  on  that  legislation  and 
on  the  progress  of  LEAA  in  enforcing  the  Kennedy-McClellan  amendment. 


Public  Law  93-83— 93bd  Congress,  H.  R.  8152,  August  6,  1973 

AN  ACT  To  amend  title  I  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968 
to  Improve  law  enforcement  and  criminal  justice,  and  for  other  purposes. 

Be  it  enacted  hy  the  Senate  and  House  of  Representatives  of  the  United 
States  of  Atnerira  in  Cnjtgress  assembled,  That  this  Act  may  be  cited  as  the 
"Crime  Control  Act  of!  ;i973". 

Sec.  2.  Title  I  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  is 
amended  to  read  as  follows : 

"TITLE  I— LAW  ENFORCEMENT  ASSISTANCE 
"declaration  and  purpose 

******* 

"Part  F — Administrative  Provisions 
******* 

"Sec.  524.  (a)  Except  as  provided  by  Federal  law  other  than  this  title,  no 
officer  or  employee  of  the  Federal  Government,  nor  any  recipient  of  assistance 
under  the  provisions  of  this  title  shall  use  or  reveal  any  research  or  statistical 
information  furnished  under  this  title  by  any  person  and  identifiable  to  any 
specific  private  person  for  any  purpose  other  than  the  purpose  for  which  it 
was  obtained  in  accordance  with  this  title.  Copies  of  such  information  shall  be 
immune  from  legal  process,  and  shall  not,  without  the  consent  of  the  person 
furnishing  such  information,  be  admitted  as  evidence  or  used  for  any  purpose 
in  any  action,  suit,  or  other  judicial  or  administrative  proceedings. 

"(b)  All  criminal  history  information  collected,  stored,  or  disseminated 
through  support  under  this  title  shall  contain,  to  the  maximum  extent  feasible, 
disposition  as  well  as  arrest  data  where  arrest  data  is  included  therein.  The 
collection,  storage,  and  dissemination  of  such  information  shall  take  place 
under  procedures  reasonably  designed  to  insure  that  all  such  information  is 
kept  current  therein;  the  Administration  shall  assure  that  the  security  and 
privacy  of  all  information  is  adequately  provided  for  and  that  information 
shall  only  be  used  for  law  enforcement  and  criminal  justice  and  other  lawful 
purposes.  In  addition,  an  individual  who  believes,  that  criminal  history  infor- 
mation concerning  him  contained  in  an  automated  system  is  inaccurate,  incom- 
plete, or  maintained  in  violation  of  this  title,  shall,  upon  satisfactory  verifica- 
tion of  his  identity,  be  entitled  to  review  such  information  and  to  obtain  a 
copy  of  it  for  the  purpose  of  challenge  or  correction." 


August  6,  1973. 
Hon.  Elliot  Lee  Richardson, 
The  Attorney  Oeneral, 
Wa^shington,  D.C. 

Dear  aiB.  Attorney  General  :  For  some  time  the  Subcommittee  on  Constitu- 
tional Rights  has  been  concerned  with  two  important  legislative  issues  of  di- 
rect interest  to  the  Department  of  Justice.  The  first  is  the  problem  of  arrest 
records  and  the  dissemination  of  criminal  justice  information,  the  subject  of 
this  letter.  The  other  concerns  speedy  trial,  and  S.  754,  which  I  will  address  in 
a  separate  letter.  Both  would  greatly  benefit  by  a  reassessment  of  the  Depart^ 
ment's  present  position,  which  I  strongly  urge. 
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For  several  years,  the  Subcommittee  has  been  studying  the  collection  and 
dissemination  of  arrest  records  and  other  criminal  history  information  by 
state,  federal  and  local  criminal  justice  agencies.  These  subjects  were  ad- 
dressed at  the  Subcommittee's  1971  hearings  on  data  banks  at  which  you  testi- 
fied on  behalf  of  Health,  Education  and  Welfare.  On  a  number  of  occasions  I 
have  corresponded  with  your  predecessors  about  the  Justice  Department's  in- 
volvement in  such  activity,  in  particular,  about  the  Identification  Division  and 
National  Crime  Information  Center  of  the  Federal  Bureau  of  Investigation 
and  the  funding  of  state  and  local  criminal  justice  information  systems  by  the 
Law  Enforcement  Assistance  Administration. 

I  am  sure  that  you  are  aware  of  several  events  in  recent  months  which 
make  it  incumbent  upon  the  Congress  and  the  Department  of  Justice  to  formu- 
late a  comprehensive  policy  designed  to  protect  the  security  and  confidentiality 
of  records  collected  and  disseminated  by  criminal  justice  information  systems. 
First,  on  June  28  the  Senate  adopted  the  Kennedy-McClellan  arrest  records 
amendment  to  the  LEAA  authorization  bill,  H.R.  8152.  That  amendment  places 
certain  restrictions  upon  the  operation  of  criminal  justice  information  systems 
which  receive  LEAA  money.  It  further  requires  the  Attorney  General  to  adopt 
certain  privacy  and  security  regulations  for  the  operation  of  such  systems  sim- 
ilar to  those  contained  in  Technical  Report  Number  2  issued  by  Project 
SEARCH. 

A  second  development  concerns  the  controversy  which  has  arisen  in  Massa- 
chusetts as  a  result  of  the  arrest  records  statute  which  has  just  recently,  gone 
into  effect  in  that  state.  It  is  my  understanding  that  Massachusetts  has  threat- 
ened to  drop  out  of  the  Computerized  Criminal  History  program  of  NCIC  if  the 
FBI  does  not  adopt  privacy  and  security  regulations  which  are  at  least  con- 
sistent with  the  Massachusetts  statute. 

On  the  other  hand,  the  Justice  Department  has  sued  the  state  to  require  it 
to  make  available  certain  criminal  history  information  to  federal  agencies  de- 
spite the  fact  that  such  dissemination  might  violate  the  new  law.  I  understand 
a  similar  dispute  has  arisen  in  Iowa.  Thus,  it  appears  that  the  federal  govern- 
ment is  in  the  embarrassing  position  not  only  of  failing  to  take  the  lead  in 
protecting  privacy,  but  of  applying  legal  and  monetary  pressure  against  others 
who  have. 

The  NCIC  and  fingerprint  identification  division  operation  of  FBI  have  been 
the  subject  of  considerable  controversy  before  passage  of  the  Massachusetts 
statute.  For  example,  during  the  hearings  before  the  Judiciary  Committee  con- 
sidering the  nominations  of  L.  Patrick  Gray  and  Clarence  Kelley  to  be  Direc- 
tors of  the  FBI,  Senators  Mathias,  Byrd,  Hruska  and  Tunney  asked  many 
questions  about  NCIC  and  the  fingerprint  operation.  Had  I  been  able  to  attend, 
I  would  have  joined  their  expressions  of  concern. 

Another  question  of  some  concern  to  me  is  the  outstanding  order  in  the  case 
of  Menard  v.  Mitchell  328  F.  Supp.  718  which  prohibits  the  dissemination  out- 
side the  Federal  Government  of  RAP  sheets  by  the  FBI.  Unfortunately,  the 
Congress  has  suspended  that  order  for  the  past  few  years  via  a  rider  to  the 
FBI  appropriation  bill,  but  this  question  will  come  up  again  in  the  next  month 
or  so.  While  it  is  clear  that  the  rider  was  only  a  temporary  expedient  pending 
the  resolution  of  an  issue  in  which  the  Senate  has  expressed  its  concern,  I  am 
now  distressed  to  learn  that  the  Department  has  argued  the  permanency  of 
this  clearly  temporary  measure. 

I  believe  that  all  of  these  developments  provide  an  excellent  opportunity  for 
the  Department  and  the  Subcommittee  on  Constitutional  Rights  to  develop  a 
comprehensive  policy  on  the  operation  of  criminal  justice  information  systems. 
I  view  this  letter  as  a  first  step  in  that  effort  and  hope  that  further  communi- 
cation between  ourselves  and  our  staffs  might  facilitate  that  process. 

First,  I  am  anxious  to  know  what  steps  LEAA  and  you  will  take  in  response 
to  the  Kennedy-McClellan  arrests  record  amendment.  In  particular,  I  am  anx- 
ious to  know  precisely  what  privacy  and  security  regulations  you  intend  to 
adopt  in  response  to  the  legislation.  In  that  regard,  I  am  enclosing  two  state- 
ments which  I  made  on  the  Senate  floor  suggesting  that  the  amendment  be 
strictly  construed  and  vigorously  enforced. 

Second.  I  hope  that  our  staffs  can  communicate  generally  about  the  Massa- 
chusetts controversy  and  about  any  revision  of  the  NCIC  guidelines  which  re- 
sult from  that  situation. 

Third,  I  hope  that  our  staffs  could  communicate  further  about  the  Depart- 
ment's position  on   the  Menard  rider.   It  seems   that,   at  a  minimum,   if  the 
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Department  is  to  have  a  meaningful  privacy  and  security  policy,  it  must  op- 
pose any  effort  in  the  Congress  to  suspend  the  Menard  order. 

Fourth,  my  staff  has  been  working  on  comprehensive  arrest  records  legisla- 
tion which  I  hope  to  introduce  after  the  August  recess.  I  also  understand  that 
as  a  result  of  several  of  the  developments  which  I  described  earlier  that  you 
are  redrafting  the  arrest  records  legislation  which  the  Department  introduced 
in  the  last  Congress.  It  might  be  very  helpful  for  our  staffs  to  get  together  to 
discuss  comprehensive  legislation  in  the  hope  that  they  might  possibly  reach  a 
consensus  on  what  is  needed  in  this  field. 

I  know  that  your  interest  in  privacy  remains  strong  as  evidenced  by  your 
continued  support  of  the  HEW  privacy  committee  study.  The  Department  of 
Justice  is  the  natural  place  for  the  creation  of  a  government-wide  policy  on  all 
data  banks,  not  only  those  directly  managed  or  sponsored  by  the  Department. 
I  hope  we  can  work  closely  in  a  cooperative  effort  toward  this  end. 

With  kindest  wishes, 
Sincerely  yours, 

Sam  J.  Ervin,  Jr., 

Chairman. 


Office  of  the  Attorney  General, 

Washington,  D.C.,  August  21,  1973. 
Hon.  Sam  J.  Ervin, 

Chairman,  Subconunittee  on  Constitutional  Rights,  Committee  on  the  Judiciary, 
U.S.  Senate,  Washington,  B.C. 

Dear  Senator  Ervin  :  Thank  you  for  your  letters  of  August  2  and  August  6 
regarding,  respectively,  the  recently  issued  report  entitled  "Records,  Computers 
and  the  Rights  of  Citizens",  and  the  development  of  legislation  concerning  ar- 
rest records  and  the  dissemination  of  criminal  justice  information. 

I  share  your  view  that  the  Advisory  Committee  has  discharged  its  responsi- 
bilities, and  I  am  committed  to  the  view  that  comprehensive  legislation  and 
regulations  are  needed  to  govern  this  area. 

Members  of  my  staff  are  now  at  work  on  both  comprehensive  criminal  jus- 
tice information  systems  security  and  privacy  legislation,  and  regulations  to 
implement  Section  524(b)  (the  Kennedy-McClellan  Amendment)  of  the  1973 
Crime  Control  Act. 

It  is  our  expectation  that  the  regulations  will  be  published  in  the  near  fu- 
ture and  that  public  hearings  will  be  held  thereafter.  We  expect,  in  addition, 
to  have  a  bill  to  introduce  sometime  after  the  recess.  At  the  appropriate  time, 
I  would  be  more  than  happy  for  our  staffs  to  get  together  to  discuss  this  and 
other  approaches  in  the  hope  that  some  consensus  might  be  reached. 

With  respect  to  the  Massachusetts  controversy  and  the  NCIC  guidelines,  I 
assure  you  that  I  am  considering  the  Department's  position  in  that  case  and  I 
have  directed  the  FBI  to  cooperate  with  LEAA  as  the  latter  develops  regula- 
tions under  Section  524(b),  so  that  regulations  will  be  jointly  issued  in  the 
weeks  to  come. 

With  respect  to  the  Menard  case  and  its  suspension  by  Congress,  be  assured 
that  the  issue  is  being  considered  in  the  context  of  the  legislation  that  is  now 
being  drafted,  and  that  a  Department  position  will  emerge  when  that  process 
is  completed. 

I  appreciate  your  expressions  of  concern  regarding  the  Department's  role  in 
assuring  protection  for  rights  of  privacy.  I,  too,  look  forward  to  a  cooperative 
effort  to  that  end. 

With  kindest  wishes, 

Elliot  L.  Richardson. 


Staff  Memorandum  on  Major  Criminal  Justice  Data  Banks 

FACT  SHEET  1 

MAJOR  CRIMINAL  JUSTICE  DATA  SYSTEMS 

1.  Project  SEARCH 

Project  SEARCH  is  a  consortium  of  states  receiving  LEAA  funds,  created  in 
1969  to  develop  a  prototype  computerized  network  to  facilitate  the  exchange  of 

1  Prepared  by   the  Staff  of  the  Subcommittee  on  Constitutional  Rights  March   1974. 
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criminal  history  records  between  states.  Original  membership  included  ten 
states,  but  now  has  expanded  to  twenty  states. 

Operation  of  the  computerized  criminal  history  (CCH)  prototype  developed 
by  SEARCH  was  taken  over  by  the  FBI  pursuant  to  the  directive  of  Attorney 
General  Mitchell  on  December  10,  1970. 

SEARCH  has  continued  in  existence,  funding  various  projects  on  criminal 
justice  information  technology,  including  the  development  of  another  interstate 
criminal  justice  computer  network  to  share  information  regarding  organized 
crime.  In  1971,  in  coordination  with  the  Law  Enforcement  Intelligence  Units, 
it  began  development  of  the  computerized  Interstate  Organized  Crime  Index 
(lOCI).  The  project,  which  was  funded  by  LEAA,  was  intended  to  provide 
state  and  local  law  enforcement  authorities  with  a  means  of  exchanging  infor- 
mation dealing  with  organized  crime.  Sixteen  state  and  local  agencies  partici- 
pated in  the  initial  development  in  1972. 

2.  Department  of  Justice 

The  Justice  Department  maintains  several  manual  and  computerized  crimi- 
nal justice  data  banks,  which  are  available  to  federal,  state  and  local  law 
enforcement. 

(a)  FBI  Identification  Division  Files. — Contain  fingerprint  cards  on  approxi- 
mately 60  million  persons :  20  million  are  in  criminal  files  and  40  million  are 
in  civil  files.  Fingerprint  cards  in  the  criminal  files  contain  a  notation  of  the 
arrest  of  the  person  fingerprinted,  and  are  commonly  referred  to  a3  "rap 
sheets."  Currently,  11,000  requests  for  rap  sheet  information  are  received  by 
the  FBI  daily.  Approximately  6,000  requests  are  from  non-law  enforcement 
sources.  These  files  are  in  the  process  of  being  computerized.  They  are  avail- 
able to  law  enforcement  agencies  at  all  levels  and  to  some  non-law  enforce- 
ment agencies. 

(b)  FBI  National  Crime  Information  Center  (NCIC).— Begun  in  1966,  NCIC 
is  a  computerized  criminal  justice  data  bank  which  is  operated  and  controlled 
by  the  FBI.  It  contains  eight  categories  of  criminal  justice  information :  stolen 
motor  vehicles ;  stolen  boats ;  stolen  securities ;  stolen  license  plates ;  stolen  ar- 
ticles ;  stolen,  missing  or  recovered  guns ;  wanted  persons ;  and  computerized 
criminal  histories  (CCH).  CCH,  developed  in  prototype  by  Project  SEARCH, 
became  part  of  the  NCIC  in  1971  and  is  its  most  controversial  component. 

At  present,  4.8  million  records  are  contained  in  NCIC.  Included  are  criminal 
history  files  (CCH)  on  450,000  persons.  Although  more  than  40  states  have 
signed  agreements  to  participate  in  NCIC/CCH,  at  present  only  six  states  plus 
the  District  of  Columbia,  are  submitting  records.  The  central  computer  is  di- 
rectly accessed  by  89  control  terminals  located  at  state  agencies  and  major 
metropolitan  areas,  and  by  59  other  control  terminals  at  FBI  field  oflBces 
throughout  the  United  States.  Roughly  6,000  police  agencies  have  access  to 
NCIC.  Approximately  121,000  transactions  are  handled  daily.  Estimated  costs 
for  FY  73  were  $5.2  million. 

As  projected,  NCIC  was  expected  to  be  fully  operational  by  July  1,  1975. 
Over  45,000  criminal  justice  agencies  were  expected  to  have  access.  It  has  been 
projected  that  by  1979,  NCIC  will  contain  10.1  million  records,  and  by  1984, 
will  have  21.7  million  including  8  million  criminal  histories.  GAO  has  esti- 
mated that  total  cost  for  NCIC — including  all  state  and  local  funding — may 
reach  as  high  as  $100  million  if  and  when  the  system  becomes  fully  opera- 
tional. 

(c)  LEAA. — While  LEAA  does  not  operate  its  own  criminal  justice  data  sys- 
tem, it  funds  numerous  state  and  local  computerized  systems.  A  1972  LEAA 
directory  of  automated  criminal  justice  data  systems  listed  454  such  systems 
at  the  state  and  local  levels.  Of  these,  104  were  designed  as  "criminal  history" 
systems  containing  data  on  arrests  and  dispositions.  Other  data  banks  contain 
different  kinds  of  information,  including  intelligence.  It  is  also  clear  that  many 
of  the  state  and  local  systems  interface  with  one  another  to  form  a  myriad  of 
local,  regional  and  national  computerized  networks.  The  configurations  are  so 
numerous  and  complex  that  this  memo  cannot  treat  them  with  precision. 

(d)  Other  Files. — Insofar  as  criminal  justice  information  is  shared  between 
federal  authorities  and  state  and  local  authorities,  the  FBI  Identification  Sys- 
tem and  NCIC  have  the  greatest  significance.  The  FBI  does  maintain  a  compu- 
terized file  on  known  professional  check  passers  (2,000  records  in  1970),  and 
other  components  of  the  Department  of  Justice  maintain  computerized  files 
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that  are  used  for  law  enforcement  purposes.  The  Organized  Crime  Section 
maintains  a  computerized  intelligence  file  known  as  the  Organized  Crime  Intel- 
ligence System  (250,000  records  in  1972).  The  Immigration  and  Naturalization 
Service  maintains  a  computerized  tile  on  aliens  and  other  i>ersons  admitted  to 
the  U.S.  on  a  temporary  basis  (40  million  names  in  the  master  index  file  in 
1972).  The  Criminal  Division  became  heir  to  the  computerized  files  of  the  de- 
funct Internal  Security  Division  containing  intelligence  information  bearing  on 
potential  civil  disturbances  (45,000  records  in  1972). 

It  is  clear  that  state  and  local  law  enforcement,  as  well  as  federal  agencies, 
have  some  access  to  these  computerized  data  collections,  but  the  subcommittee 
has  no  figures  to  indicate  either  the  nature  and  extent  of  such  access,  or  how 
often  it  is  sought. 

3.  National  Laio  Enforcement  Teletype  System  (NLETS) 

NLETS  is  a  national  law  enforcement  teletype  system  linking  law  enforce- 
ment agencies  at  all  levels.  It  is  a  non-profit  corporation  established  for  the 
purpose  of  facilitating  the  exchange  of  operational  and  administrative  data.  It 
is  a  cooperative  state-operated  and  state-controlled  program. 

In  June  1973,  LEAA  approved  a  grant  of  $1.2  million  to  NLETS  to  upgrade 
the  existing  teletype  system,  both  in  terms  of  its  speed  and  availability.  Under 
the  proposed  plan,  each  state  will  have  a  terminal  with  direct  access  to  the 
NLETS  computer.  Each  state  terminal  will,  in  turn,  connect  to  its  own  state 
network,  making  possible  access  to  the  NLETS  computer  by  a  local  terminal. 
The  new  system  proposes  to  handle  13,000  messages  daily.  By  1977,  it  is  esti- 
mated the  system  will  handle  26,000  messages  daily.  NLETS  is  used  as  a 
back-up  for  NCIC/CCH  communications,  and  the  FBI  has  proposed  that  it 
take  operational  control  of  NLETS. 

4.  Treasury  Enforcement  Communications  System  {TECS) 

TECS  is  a  computerized  data  system  established  by  the  Department  of  the 
Treasury  in  1973.  It  contains  criminal  justice  information,  including  criminal 
history  and  criminal  intelligence  information,  for  use  by  the  Secret  Service,  In- 
ternal Revenue  Service,  Customs  Bureau,  and  the  Bureau  of  Alcohol,  Tobacco 
and  Firearms.  The  Secret  Service  maintains  a  computerized  file  of  at  least 
69,000  persons  who  are  of  interest  to  the  Service  in  their  responsibility  to  pro- 
tect the  President.  It  is  estimated  that  a  total  of  300,000  persons  are  in  the 
Secret  Service  files. 


Federal  Bureau  of  Investigation 

Questions  Submitted  by  Senator  Charles  McC.  Mathias,  Jr.,  to  L.  Patrick 
Gray  III  on  March  1,  1973,  Before  the  Senate  Judiciary  Committee  ;  Re- 
sponse BY  Mr.  Gray 


Senator  Mathias.  Mr.  Chairman,  could  I  have  the  floor? 

The  Chairman.  Proceed. 

Senator  Mathias.  Mr.  Gray,  as  you  know,  there  has  been  consider- 
able interest  in  the  National  Crime  Information  Center,  its  size,  and 
its  utility  as  a  crime  fighting,  law  enforcement  service  and  device. 

The  Chairman.  Suppose  we  adjourn  at  4:15  until  10:30  Tuesday 
morning.  That  gives  Senator  Bayh  15  minutes. 

Senator  Tunney.  Where  does  that  leave  me. 

The  Chairman.  It  leaves  you  out.  (Laughter.) 

I  am  not  going  to  stay  around  here  all  afternoon.  Proceed. 

Senator  Mathias.  As  you  know,  there  has  been  considerable  interest 
in  the  Xational  Crime  Information  Center,  its  size,  its  utility  as  a 
crime-fighting  and  law-enforcement  device,  its  effect  on  personal 
rights  to  privacy,  and  all  of  this  area. 
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Despite  the  NCIC's  national  importance  and  the  nationwide  in- 
terest in  its  potential,  there  is,  in  fact,  very  little,  if  any,  legislative 
base  for  it.  We,  in  Congress,  never  really  have  set  statutory  standards 
for  its  development  and  for  its  operation,  for  the  philosophy  with 
which  its  activities  are  conducted,  and  the  statutory  base  that  does 
exist  is  a  precomputer  concept. 

Now,  what  I  am  w^ondering  is  whether  3'ou  would  be  willing  to  co- 
operate with  the  Congress  in  a  serious  and  announced  effort  to  provide 
a  statutory  basis  for  the  NCIC,  and  to  the  related  facilities. 

What  I  have  in  mind  is  a  basis  that  will  serve  as  a  guide,  and  as  a 
foundation  upon  which  w^e  could  build  the  kind  of  broad  public 
confidence  that  this  part  of  j^our  activities  shoidd  have.  . 

Mr.  Gray.  Senator  Alathias,  I,  too,  share  the  feeling  that  all  of 
the  many  pluses,  the  many  positive  aspects  of  NCIC  have  not  been 
sufficiently  impressed  upon  the  mind  of  the  people  in  the  United 
States.  This  may  be  our  fault,  and  again  it  may  not  be  our  fault,  but 
to  answer  your  question  specifically:  Yes;  I  would  be  willing — more 
than  willing — to  work  with  this  committee,  or  any  subcommittee,  or 
any  other  appropriate  committee  of  the  U.S.  Senate,  as  I  am  working 
now  with  Congressman  Don  Edwards,  House  Judiciary  Subcommittee 
No.  4,  in  this  very  area. 

Senator  Mathias.  Well,  I  think  this  is  important  because  here 
we  have  a  great  data  bank  of  information  which  is  not  just  of  theo- 
retical interest  but  of  enormous  personal  interest  to  practically  every 
American,  and  we  have  no  statutory  guidelines  as  to  who  holds  the 
key,  or  under  what  circumstance  he  delivers  it  up,  and  to  whom  the 
key  should  rightfully  be  entrusted.  All  of  that  is  just  really  a  pretty 
vague  and  misty  area. 

I  was  pleased  to  note  that  in  appendix  A,  which  you  submitted  to 
the  committee  in  your  opening  statement,  you  listed  as  one  of  the 
13  avenues  of  inquiry  instituted  during  the  time  you  were  the  Acting 
Director,  the  avenue  entitled  Bureau  Files,  and  you  suggest  certain 
questions  wdiich  you  asked  with  regard  to  the  National  Crime  Infor- 
mation Center  and  the  Identification  Division.  I  am  interested  in 
the  NCIC,  because  I  think  it  can  be  of  great  value  to  the  country, 
but  I  am  interested  in  it  also  because  I  think  it  offers  the  potential 
for  ver}^  serious  abuse,  very  easy  abuse. 

The  questions  that  you  asked  in  the  fifth  avenue  of  inquiry  were 
these:  Are  we  taking  accurate  security  precautions  to  prevent  leaks 
to  unauthorized  persons?  Are  State  safeguards  adequate  to  insure 
the  confidentiality  of  National  Crime  Information  Center  infor- 
mation? This,  of  course,  relating  to  the  ability  of  various  State  and 
local  police  authorities  to  get  printouts  from  the  system.  Are  classi- 
fication procedures  completely  responsive  to  our  needs  and  the  needs 
of  other  Federal  agencies?  Is  there  a  need  for  certain  of  our  files  of 
a  very  sensitive  nature  including  greater  security  than  the  criminal 
files? 

What  sort  of  investigation,  can  you  tell  the  committee,  did  you 
undertake  in  order  to  get  the  answers  to  these  questions? 

Mr.  Gray.  Well,  initially,  Senator,  what  was  done  in  the  Federal 
Bureau  of  Investigation  was  to  prepare  position  and  study  papers 
on  each  of  these  areas,  and  these  were  given  to  me  and  all  of  the  top 
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executives  of  the  FBI  who  constitute  the  executive  conference.  We 
had  an  opportunity  to  study  them,  and  then  we  went  down  for  2  days 
at  the  National  Academy  at  Quantico.  We  had  a  very  thorouci;h  dis- 
cussion of  each  study  paper  and,  as  I  said  in  my  opening  statement, 
this  formed  the  first  of  a  long  series  of  avenues  of  inquiry.  We  have 
progressed  much  beyond  what  I  have  here  in  exhibit  D  to  my  state- 
ment. We  have  been  having  contmuous  meetings  on  this,  and  I  think 
that  really  we  have  once  again  not  gotten  across  to  the  public  what 
we  are  doing  in  the  National  Crime  Information  Center  and,  indeed, 
what  the  National  Crime  Information  Center  really  is — the  fact  that 
we  have  the  advisory  policy  board,  and  how  that  advisory  policy 
board  is  selected.  We  have  an  awful  lot  to  tell  about  NCIC,  and  I 
had  a  lot  of  questions  on  it  earlier.  I  actually  have  been  over  there, 
watched  it  operate,  know  the  monitoring,  checked  out  the  safeguards. 
We  have  the  codings,  and  we  have  the  terminals  and  controls,  and  that 
sort  of  thing. 

Senator  Mathias.  Well,  could  you  answer  your  own  first  question 
here? 

Mr.  Gray.  Yes. 

Senator  Mathias.  Are  we  taking  adequate  security  precautions 
to  prevent  leaks? 

■Sir.  Gray.  Yes,  sir;  I  can  answer  that  question.  But  I  will  also  have 
to  say  that  the  experts  in  computer  systems  technology  \\dll  say  to 
you  that  a  computer  system  that  cannot  be  penetrated  is  not  yet 
designed.  So  there  is  always  that  risk.  We  have  tried,  working  with 
the  computer  companies,  to  build  in  all  the  safeguards  that  we  can 
conceivably  build  in,  and  to  guard  carefully  the  terminals,  to  guard 
carefully  our  codes.  We  have  a  constant  problem,  as  you  probably 
know,  and  it  is  a  real  problem  w^tli  the  States,  because  we  require 
dedication  either  of  the  computer,  or  that  the  computer  be  under  the 
control  of  a  law  enforcement  agency.  W^e  are  contractually  in  agree- 
ment ^vith  these  law  enforcement  agencies  so  that  we  do  have  some 
sanctions,  and  if  we  find  that  abuse  is  occurring,  we  can  terminate 
their  participation  in  the  NCIC.  That  is  the  only  sanction  we  have 
right  now.  Those  are  contractual — those  are  signed  contracts. 

Senator  Mathias.  So  that  really  your  answ^er  to  your  question — 
your  second  question — is  that  you  are  not  totally  happy  with  State 
safeguards? 

]\Ir.  Gray.  Well,  I  say  that  we  have  some  problems  because  there 
are  States,  and  there  are  big  municipalities,  who  don't  want  to  come  to 
agreement  with  us  and,  as  a  result,  are  not  in  the  system.  We  v/on't 
let  them  in,  and  this  is  a  problem. 

The  Governors  have  this  problem,  and  the  mayors  and  the  law 
enforcement  officials  of  some  of  the  bigger  cities.  An  example  is 
Cincinnati.  I  don't  know  w^hether  we  have  settled  it  with  Cincinnati 
or  not,  but  apparently  not. 

Senator  Mathias.  But  lack  of  safeguards  m  major  metropolitan 
areas  that  might  really  need  this  kind  of  device  prevents  them  from 
getting  it? 

Mr.  Gray.  Yes;  it  could  be  a  problem,  yes,  sir.  The  fact  they 
will  not  dedicate — they  have  either  to  dedicate  the  computer  or  to 
give  control  to  a  law  enforcement  agency.  The  real  danger  here,  you 
know,  is  the  co-mingling  of  all  this  information  that  is  programmed  in  a 
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State  or  municipal  computer  system.  You  have  all  kinds  of  informa- 
tion there  which  we  don't  want  co-mingled  with  the  criminal  justice 
system. 

Senator  Mathias.  So  if  you  and  I  hold  credit  cards  from  the  same 
company,  and  I  get  your  bill  or  you  get  mine,  this  same  problem 
might  occur? 

^Ir.  Gray.  That  could  happen,  yes,  sir,  but  that  would  be  remote. 

Senator  Mathias.  What  about  classification  procedures;  do  you 
find  them  responsive? 

Mr.  Gray.  So  far,  working  with  our  advisory  committee,  we  are 
satisfied  with  those. 

Senator  Mathias.  Wliat  about  a  classification  of  files  of  a  sensitive 
nature  giving  them  greater  security  treatment  than  criminal  files? 

]\Ir.  Gray.  Are  we  talking  of  these  last  two  questions  directed  right 
to  our  files?  We  are  not  in  the  NCIC  area  now  and  that  is  what  I 
had  reference  to.  Within  the  Federal  Bureau  of  Investigation  we 
chopped  heavily,  that  is,  in  the  number  of  officials  of  the  Bureau  who 
could  classify.  We  cut  them  down  heavily,  far  more  actually  than  I 
wanted  to  cut  them  down,  under  the  pressure  of  the  Commission 
established  by  the  President  to  oversee  the  Federal  Government.  I 
resisted  the  cuts  and  we  had  to  take  them  bitterly.  They  have  been 
cut  and  the  classification  authority  is  much  more  narrow  now. 

The  other  one,  yes,  there  is  a  need  for  certain  of  our  files  of  a  very 
sensitive  nature  to  be  given  greater  security  than  the  criminal  files, 
and  indeed  they  are,  and  indeed  they  are  separate  and  distinct  from 
them.  One  of  the  things  that  concerns  me  very  greatly  is  the  handling 
of  those  files  on  a  day-to-day  basis,  the  accountability  of  those  files, 
and  the  dissemination  of  information.  I  have  done  everything  that  I 
can  do,  and  will  continue  to  do,  to  tighten  up,  and  the  people  in  the 
FBI  know  I  am  not  satisfied  yet. 

Senator  Mathias.  Would  you  illustrate  to  the  committee  the  kind 
of  files  that  you  are  referring  to? 

Mr.  Gray^..  The  highest  order  of  national  security. 

Senator  Mathias.  I  have  prepared  a  number  of  written  questions. 
I  am  not  going  to  take  your  time  or  the  committee's  time  to  propound 
them  to  you  now.  I  will  submit  them  for  the  record  and  give  you  a 
copy  of  them.  I  would  say  that  I  recognize  the  time  pressures  that 
are  on  you  and  the  voluminous  information  that  is  requested  of  you 
by  the  .committee  up  to  this  point.  Some  of  these  questions  will 
recjuire  merely  factual  answers  but  others  are  really  looking  for  your 
personal  views.  So,  notwithstanding  the  time  pressure,  it  would  be 
very  helpful  if  you  can  respond  to  these  questions  because  I  think  to 
the  extent  that  it  involves  your  evaluation,  your  personal  evaluation, 
it  can  be  heljjful  to  the  Committee  and  to  the  Senate,  and  I  think 
ma3"be  helpful  to  you  in  getting  the  approval  of  the  Senate. 

Mr.  Gray.  I  am  pleased  to  do  that.  Senator.  The  only  thing  I  would 
like  to  invite  your  attention  to  is  that  yesterday  the  committee  wanted 
us  to  key  responses  to  the  pages  of  the  transcript,  and  I  said  I  would 
l)rovido  answers  in  48  hours.  That  was  modified  to  provide  answers 
48  hours  after  receipt  of  the  transcript. 
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Senator  Mathias.  Well,  in  order  to  facilitate  that  process  I  will  ask 
unanimous  consent  now  that  the  questions  be  included  at  this  point 
in  the  record 

Mr.  Gray.  All  right,  that  v/ill  help. 

Senator  Mathias  (continuing).  As  if  propounded. 

Senator  Kennedy  (presiding).  It  is  so  ordered. 

(The  document  referred  to  follows:) 

Questions  by  Senator  Mathias  Submitted  in  Writing  to  L.  Patrick  Gray 
AND  Inserted  in  the  Record  of  the  Hearings  on  Mr.  Gray's  Nomination 
OF  THE  Senate  Judiciary  Committee 

(A)  How  many  individual  files  are  now  contained  in  the  NCIC?  How  many 
of  these  are  suniman^  files?  How  many  are  complete  files?  How  do  you  distinguish 
between  the  two  categories?  What  would  be  3'our  personal  estimate  as  to  the  rate 
of  growth  in  the  number  of  files  that  would  be  contained  in  the  NCIC  over  the 
next  year,  five  years,  ten  years? 

(B)  How  many  of  the  files  above  are  criminal  history  files  of  particular  individ- 
uals? How  many  of  these  are  summary  files?  How  inanj'  are  complete  files? 
What  is  your  personal  estimate  as  to  the  number  of  such  files  the  NCIC  will 
contain  or  have  access  to  in  one  year,  five  years,  ten  years? 

(C)  What  Federal  oflScials  are  authorized  to  have  access  to  these  files?  For  what 
purpose  may  a  Federal  official  attain  such  access?  For  how  long  may  he  retain 
the  information  he  has  so  acquired?  Is  the  rule  governing  access  available  in  a 
written  form?  If  so,  could  you  provide  a  complete  set  of  such  rules  or  regulations 
to  the  Committee?  What  procedures  are  there  for  ensuring  that  the  rules  governing 
access  are  actually  obeyed?  In  what  waj-,  if  any,  have  you  altered  the  rules  govern- 
ing access  to  the  files  contained  in  the  NCIC  in  your  tenure  as  Acting  Director? 
Have  j^ou  instituted  any  studies  to  determine  if  these  rules  are  adequate  and  are 
being  obeyed?  If  so,  could  j-ou  provide  the  results  of  these  studies  to  the  Com- 
mittee? What  regulations  have  been  established  for  dealing  with  cases  of  improper 
access  to  these  files?  Could  you  provide  the  Committee  with  a  copy  of  these 
regulations?  Have  you  knowledge  of  anj^  cases  of  improper  access?  If  so,  could 
you  provide  us  with  the  pertinent  details? 

(D)  May  a  Federal  official  give  information  obtained  from  the  NCIC  to  any 
officials  outside  the  FBI?  If  so,  to  whom?  For  what  purpose?  Under  whose  author- 
ity? What  safeguards  have  been  established  to  make  sure  that  the  regulations 
governing  the  dissemination  of  information  are  obe3''ed?  In  what  way  have  you 
changed  the  regulations  governing  dissemination  of  information  during  your 
tenure  as  Acting  Director?  Have  you  instituted  studies  to  determine  if  further 
changes  are  advisable?  If  so,  could  you  provide  the  Committee  with  a  description 
of  these  studies  and  the  results  of  these  studies?  If  you  have  determined  that 
there  have  been  instances  of  improper  dissemination  of  information,  could  you 
suppl>  us  with  the  relevant  details,  together  with  a  description  of  the  action 
taken  regarding  the  individuals  involved  in  such  improper  conduct? 

(El)  Do  you  demand  that  states  establish  a  system  of  safeguards  as  stringent 
as  that  which  j-ou  have  established?  If  not,  why  not?  Could  you  provide  a  summary 
of  the  safeguards  against  improper  access  of  dissemination  of  information  con- 
tained in  the  NCIC  or  related  state  systems  that  have  been  established  by  each 
state  that  provides  or  receives  information  from  the  NCIC?  In  your  opinion,  are 
these  safeguards  entirely  adequate?  If  not,  do  you  believe  the  Federal  govern- 
ment should  take  a  more  active  role  to  assure  that  adequate  safeguards  are 
developed  and  enforced  by  participating  states?  If  not,  why  not?  Have  you  ever 
provided  to  the  States  a  model  set  of  regulations  to  safeguard  the  NCIC  system 
from  improper  access  or  abuse?  If  so,  could  you  provide  this  committee  with 
these  regulations?  If  not,  do  you  believe  that  such  a  model  might  help  to  assure 
that  the  NCIC  and  related  state  systems  would  be  properl}'  utilized? 

(F)  How  much  money  will  it  cost  to  operate  the  NCIC  this  year?  To  operate 
related  state  systems?  Approximately  how  much  of  the  funds  for  operating  re- 
lated state  systems  originate  with  the  Federal  government  and  through  which 
Federal  agency  are  they  channelled  to  the  states?  How  much  money  has  been 
spent  to  develop  the  NCIC  and  related  state  systems  in  the  past?  From  what. 
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sources  did  this  money  originate?  What  is  your  best  estimate  of  the  amount  of 
funds  necessary  to  expand  the  NCIC  as  projected  during  the  next  year,  five 
\-ears?  To  expand  related  state  systems  as  projected  during  this  same  period? 
To  operate  the  s.ystem  as  so  expanded  during  each  of  these  A'ears?  Would  you 
regard  this  expenditure  of  funds  as  a  more  cost  effective  method  of  assuring 
criminal  justice  than  a  comparable  expenditure  of  funds  on  other  activities  of 
the  FBI? 

KJ)  Could  you  provide  the  committee  with  a  complete  accounting  of  how  the 
NCIC  deals  with  arrest  records  in  cases  where  a  trial  is  still  pending,  in  which 
charges  have  been  drf)pi)ed,  in  which  the  individual  has  been  found  innocent,  in 
which  the  individual  has  been  found  guilty,  etc.?  Do  you  insist  that  the  informa- 
tion in  this  regard  in  the  NCIC  be  up  to  date?  Do  you  insist  that  states  and 
Federal  officials  ])rovide  disposition  records  as  well  as  arrest  records?  If  so,  what 
sanctions  have  been  established  to  deal  with  officials  or  states  that  do  not  regu- 
larly provide  disposition  records?  Do  you  insist  on  the  same  standards  of  per- 
formance 1)3'  participating  state  systems?  What  safeguards  have  you  instituted  to 
make  certain  that  the  regulations  established  in  this  regard  are  being  carried  out? 
In  what  way  have  you  changed  the  procedures  in  this  area  since  you  became 
Acting  Director? 

For  what  purpose  does  the  FBI  disseminate  arrest  records,  conviction  records, 
or  both? 

VV^ho  are  the  recipients  of  FBI  arrest  and  conviction  records?  Are  the  recipients 
ever  private  agencies  or  organizations?  Are  the  recipients  ever  public  agencies 
other  than  law-enforcement  agencies?  If  so,  who  are  they  and  what  is  the  purpose 
in  disseminating  FBI  records  to  such  private  or  non-law-enforcement  public 
agencies? 

(H)  Does  the  FBI  collect  records  of  juvenile  delinquency  hearings  or  of  hear- 
ings to  determine  whether  a  person  is  in  need  of  supervision   (PINS)? 

What  procedures  does  the  Bureau  have  to  learn  whether  such  juvenile  records 
are  required  to  be  kept  secret  by  State  law?  What  procedures  does  the  Bureau  have 
to  implement  these  State  law  requirements  of  confidentiality? 

Are  juvenile  records  which  are  required  to  be  kept  confidential  by  State  law 
ever  disseminated  to  any  other  public  or  private  agency?  If  so,  to  whom  and  why? 

When  federal  agencies  such  as  the  Civil  Service  Commission  cease  to  request 
arrest  information  from  the  prospective  employees,  does  the  Bureau  still  continue 
to  furnish  such  information?  If  so,  why? 

What  is  the  rationale  for  ever  disseminating  arrest  records  where  the  arrest 
involved  did  not  result  in  a  conviction? 

(I)  What  procedures  exist  for  challenging;  the  contents  of  a  citizen's  FBI  file 
where  (a)  the  originating  source  for  the  information  in  the  file  is  not  the  Justice 
Department,  or  (b)  it  is  the  Justice  Department? 

In  addition  to  the  above  questions  requesting  basic  information,  I  would 
appreciate  answers  to  the  following  questions  which  I  have  prepared  with  the 
cooperation  of  the  Senior  Senator  from  North  Carolina,  Senator  Ervin. 

(J)  What  is  the  legal  status  of  guidelines  adopted  by  the  NCIC  Advisory 
Policy  Board  on  March  31,  1971  and  amended  on  August  31,  1971?  Are  they 
simply  general  operational  guidelines  or  have  they  been  formally  adopted  by 
the  Director  of  the  FBI?  Why  have  they  not  been  promulgated  by  the  Attorney 
General  pursuant  to  section  301  of  Title  5  of  the  U.S.  Code? 

(K)  It  is  clear  that  these  guidelines  relate  to  the  interchange  of  information 
between  the  central  NCIC  comj^uter  and  the  various  state  information  systems. 
As  a  general  matter,  the  guidelines  require  the  individual  state  systems  to  adopt 
their  own  rules  and  regulations  on  specific  issues  concerning  privacy  and  security. 
However,  it  is  not  procedures  concerning  information  it  stores  in  its  own  computer, 
e.g.  information  on  multi-state  offenders  and  information  stored  at  NCIC's 
own  computer  on  an  interim  basis  for  participating  states  which  do  not  yet 
have  the  capability  of  keeping  complete  criminal  history  files  on  offenders.  For 
example,  guideline  II  B.  requires  states  to  adopt  a  systematic  audit  to  assure  that 
files  are  regularly  and  accurately  updated.  However,  there  seems  to  be  no  require- 
ment that  NCIC  do  the  same  with  its  central  computer,  including,  how  often  is  it 
conducted?  Another  examjjle  of  this  ambiguity  in  the  guidelines,  is  guideline 
VI  concerning  Right  to  Challenge.  That  guideline  makes  it  clear  that  state  systems 
must  adopt  procedures  permitting  a  right  of  access  and  challenge.  However,  it 
is  not  clear  whether  NCIC  has  done  the  same  for  its  own  computer  and  if  so, 
exactly  what  those  rules  provide. 
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(L)  In  a  letter  dated  October  24,  1972  attached  to  the  GAO  report  on  NCIC, 
L.  M.  Pellerzi,  Assistant  Attorney  General  for  Administration  refers  to  an 
inaccuracy  in  an  earlier  draft  of  the  report  concerning  a  9  month  expungement 
rule  for  arrests  not  followed  by  disposition.  Although  this  is  clearly  not  a  present 
rule  of  NCIC,  was  this  ever  used  by  NCIC  possibly  as  a  result  of  the  order  in  the 
case  of  Menard  v.  Mitchell?  If  such  an  expungement  rule  has  never  been  followed, 
what  policy  was  followed  by  NCIC  during  the  period  that  the  system  was  subject 
to  the  order  in  Alenard?  What  technical  problems  exist  which  would  make  it 
impossible  for  NCIC  to  operate  under  such  an  expungement  rule  if  Congress 
were  to  reinstate  Menard  or  a  similar  rule  prohibiting  dissemination  of  raw  arrest 
data  to  non-criminal  justice  agencies? 

(M)  Ms.  Carey  in  her  report  on  LEAA  at  page  45  suggests  that  certain  state 
CCH  systems  participating  in  NCIC  collect  and  disseminate  non-public  record 
information.  However,  I  assimie  that  even  if  this  is  the  case,  interstate  exchange 
of  that  information  over  NCIC  would  be  prohibited  by  the  guidelines.  If  that 
assumption  is  invalid,  please  correct  me. 

(N)  A  number  of  provisions  in  the  Advisory  Committee  guidelines  require 
affirmative  action  by  the  states  and  would  take  on  greater  meaning  if  the  state 
regulations  adopted  in  response  thereto  could  be  made  available  to  the  Sub- 
committee. P]xamples  of  such  jjrovisions  are  Rule  II  B  requiring  systematic  audits, 
Rule  IV  on  Control  of  Criminal  Justice  Systems  and  Rule  VI  on  Right  to  Chal- 
lenge. Could  you  please  make  available  to  the  Subcommittee  staff  copies  of  the 
rules  relating  to  securitj'  and  privacy,  as  well  as  the  general  systems  descriptions 
for  all  the  state  CCH  systems  which  have  signed  contracts  with  NCIC. 

(O)  The  guidelines  state  at  Rule  VIII  that  a  permanent  Committee  on  Security 
and  ConfidentiaUty  will  be  established.  Has  this  Committee  been  established?  If 
so,  please  forward  a  list  of  its  membership.  Please  do  the  same  for  the  NCIC 
Advisory  Policy  Board.  Guideline  VIII  also  mentions  that  the  Committee  on 
Securitj'  and  Confidentiality  would  address  itself  to  three  specific  areas  including 
purging  and  secondary  access.  Has  the  Committee  conducted  these  studies?  If  so, 
please  provide  the  Subcommittee  with  copies  of  anj'  reports  concerning  these 
studies. 

(P)  Have  there  been  any  inspections  pursuant  to  Rule  IX  F?  If  so,  please  make 
the  results  of  such  inspections  available  to  the  Subcommittee.  Have  an}^  incidents 
of  non-compliance  with  the  guidelines  come  to  the  attention  of  the  Privacy  and 
Security  Committee?  If  so,  please  explain  what  action  has  been  taken  in  each  case. 

(Q)  bo  the  NCIC  guidelines  discussed  above  apply  to  the  "Wanted  Pei'son 
File"  of  NCIC  or  only  to  the  CCH?  If  these  guidelines  do  not  apply,  i^lease 
explain  why? 

(R)  Earlier  letters  written  by  the  Department  in  response  to  the  survey  ques- 
tions prepared  by  the  Senate  Subcommittee  on  Constitutional  Rights  concerning 
both  the  Fingerprint  Record  Files  concerning  NCIC  suggest  an  interface  between 
the  fingerprint  files  and  the  NCIC.  For  example,  the  following  statement  appears 
in  the  November  3  response  by  the  Identification  Division: 

The  FBI  automated  fingerprint  processing  system  is  being  designed  so  that  it 
will  be  completely  compatible  with  the  Computerized  Criminal  History  (CCH) 
system  .  .  . 

Throughout  the  NCIC  guidelines  reference  is  made  to  the  FBI  fingerprint 
identification  card  as  the  source  document  for  a  record  entry.  For  example, 
guideline  I  C  is  explicit  in  requiring  some  type  of  interface  between  the  Identifi- 
cation Records  and  NCIC: 

Each  cycle  in  an  individual's  record  will  be  based  upon  fingerprint  identifi- 
cation. Ultimately  the  criminal  fingerprint  card  documenting  this  identification 
will  be  stored  at  the  state  level  or  in  the  case  of  a  Federal  offense,  at  the  national 
level.  At  least  one  criminal  fingerprint  card  must  be  in  the  files  of  the  FBI  Identi- 
fication Division  to  support  the  computerized  criminal  history  record  in  the 
national  index. 

Does  this  interface  mean  that  all  information  circulating  in  the  NCIC  system 
will  become  a  part  of  the  fingerprint  identification  records  (RAP  sheets)?  Or  is 
this  interface  only  one  way,  in  the  sense  that  information  from  RAP  sheets  will 
go  into  the  NCIC  system  but  NCIC  information  will  not  go  into  the  Bureau's 
fingerprint  RAP  sheet  dissemination  system? 

(S)  To  what  extent  do  the  NCIC  guidelines  apph^  to  the  criminal  history 
information  contained  on  the  RAP  sheets — for  example,  records  of  arrest  which 
frequently  appear  on  the  RAP  sheets.  If  these  guidelines  do  not  apply,  why  not? 
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(Mr.  Gray  subsequently  submitted  the  following  document  for  the 
record :) 

Mr.  Gray.  I  have  had  answers  prepared  to  the  questions  submitted  for  the 
Record  by  Senator  Mathias.  Our  response  is  keyed  to  the  alphabetical  designation 
given  to  each  question. 

(A)  As  of  February  23,  1973,  there  was  a  total  of  3,943,468  records  contained  in 
the  NCIC  computer.  This  total  is  broken  down  as  follows: 

Stolen  securities 1,  331,  099 

Stolen  vehicles 782,  983 

Stolen  articles 616,  1 23 

Stolen  guns 572,  232 

Stolen  license  plates 222,  976 

Stolen  boats 6,  490 

Wanted  persons 123,  358 

Criminal  histories 288,  207 

Total 3,943,468 

None  of  these  records  are  summaries.  With  respect  to  the  records  concerning 
stolen  property,  each  record  contains  information  which  specifically  identifies  the 
stolen  item  as  well  as  the  identity  of  the  police  agency  which  placed  the  article  into 
NCIC  and  which  holds  the  theft  report. 

Information  in  tlie  wanted  persons  file  relates  to  individuals  for  whom  Federal 
warrants  are  outstanding  or  individuals  who  have  committed  or  who  have  been 
identified  with  an  offense  which  is  classified  as  a  felony  or  serious  misdemeanor 
under  the  existing  penal  statutes  of  the  jurisdiction  originating  the  entry  and  for 
whom  a  warrant  has  been  issued.  Each  record  shows  the  identity  of  the  police 
agency  entering  the  record  and  includes  information  concerning  the  name  (and 
alias)  of  the  wanted  person;  descriptive  data  (sex,  race,  height,  weight,  hair 
color),  as  well  as  at  least  one  numerical  identifier  (date  of  birth,  FBI  Number, 
Social  Security  Number,  automobile  operator's  license  number) ;  fingerprint  classi- 
fication, if  known;  offense  charged  with;  date  of  warrant;  and  agency  holding 
warrant. 

Information  concerning  computerized  criminal  histories  is  contained  in  the 
response  to  the  Question  (B) . 

The  estimate  of  the  number  of  records  that  will  be  contained  in  NCIC  one  year 
hence  is  5,200,000;  five  years  hence  is  10,100,000;  and  ten  vears  hence  is 
21,700,000. 

(B)  As  of  February  23,  1973,  there  were  288,207  criminal  history  records  entered 
in  the  NCIC  computer.  Each  record  represents  one  particular  individual.  None 
of  these  are  summary  records.  By  way  of  explanation,  computer  programs  have 
been  prepared  which  aUow  the  computer,  upon  request,  to  prepare  a  summary 
computerized  criminal  history  record  based  upon  the  data  contained  in  the 
complete  computerized  criminal  history  record.  There  are  submitted  for  the 
Record  two  documents  which  will  acquaint  the  Committee  with  the  format  of 
both  the  complete  computerized  criminal  history  record  as  well  as  the  summarj^ 
record:  Simulated  Record,  U.S.  Department  of  Justice,  Federal  Bureau  of 
Investigation,  National  Crime  Information  Center  Criminal  History  Record; 
and  Simulated  NCIC  Summary  Record.  It  is  estimated  that  the  NCIC  computer 
will  contain  1,000,000  computerized  criminal  history  records  one  year  hence; 
3,000,000  computerized  criminal  history  records  five  years  hence;  and  8,000,000 
computerized  criminal  history  records  ten  years  hence.  With  respect  to  the  8,000,- 
000  total  this  is  believed  to  be  the  maximum  that  will  be  stored  in  the  NCIC 
convputer. 

(C)  Any  Federal  agency  can  request  and  receive  all  information  contained  in 
the  NCIC  for  purposes  of  discharging  its  official  and  mandated  responsibilities. 

Federal  agencies  authorized  direct  access,  meaning  the  ability  to  access  the 
NCIC  computerized  files  by  means  of  a  terminal  device,  are  limited  to: 

(1)  Law  enforcament  agencies  and  departments  that  are  responsible  for 
enforcement  of  Federal  criminal  laws, 

(2)  Federal  prosecutive  agencies  and  departments, 

(3)  Federal  courts  with  a  criminal  or  equivalent  jurisdiction, 

(4)  Federal  parole,  probation,  and  correctional  agencies. 

•    There  is  no  limitation  on  the  length  of  time  NCIC  information  may  be  retained 
by  a  Federal  agency. 
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Rules  governing  direct  access  to  NCIC  wanted  persons  and  stolen  property 
records  (which  are  equally  applicable  to  Federal  agencies)  are  set  forth  in  the 
558-page  NCIC  Operating  Manual  (five  copies  of  which  will  be  provided  the 
Committee),  which  states,  "The  National  Crime  Information  Center  is  a  com- 
puterized information  system  established  as  a  service  to  all  law  enforcement 
agencies — local,  state  and  Federal."  Rules  governing  direct  access  to  the  NCIC 
criminal  history  records  are  set  forth  on  pages  12  and  13  under  "Who  May 
Access  Criminal  History  Data"  of  a  document  captioned,  "National  Crinie 
Information  Center,  Computerized  Criminal  History  Program,  Background, 
Concept  and  PoHcy,  As  Approved  bj'  NCIC  Advisory  Polic.y  Board,"  dated 
September  20,  1972.  (A  copy  of  this  paper  has  previously  been  furnished  for  the 
Record.) 

With  respect  to  procedures  adopted  governing  direct  access  to  NCIC,  a  brief 
background  of  the  origin  of  the  provisions  contained  in.  the  NCIC  policy  paper 
maj^  be  helpful.  I  would  like  to  point  out  that  the  procedures  apply  to  all  users 
of  NCIC,  both  at  the  Federal  and  state  levels. 

Prior  to  implementation  of  the  NCIC  criminal  history  file,  a  resolution  was 
adopted  May  15,  1967,  by  the  Committee  on  Uniform  Crime  Records,  Inter- 
national Association  of  Chiefs  of  Police  (lACP),  which  provided  that  the  controls 
governing  access  to  NCIC  data  must  remain,  as  they  have  been  historically 
placed,  with  law  enforcement  agencies  That  is,  terminals  having  direct  transaction 
capability  with  NCIC  must  be  located  in  a  law  enforcement  agency.  The  NCIC 
Advisory  Policy  Board  took  note  of  the  above  and  concm-red  fully  with  the  content 
of  the  lACP  resolution  at  its  meetmg  in  Washington,  D.C.,  on  June  4,  1969. 

The  issue  of  shared-time  governmental  computerized  information  systems 
and  their  compatibility  with  the  lACP  resolution  was  considered  at  length  during 
the  June  4,  1969,  Board  meeting.  This  discussion  was  predicated  upon  the  fact 
that  in  certain  localities  law  enforcement  accessed  NCIC  through  a  computer 
system  operated  by  a  civilian  governmental  agencj^ 

The  NCIC  Advisory  Policy  Board  noted  that  the  needs  of  law  enforcement  in 
information  storage  and  retrieval  as  well  as  in  message  interchange  could  not  be 
adequately  served  by  other  than  a  dedication  of  computer  and  related  hardware. 
Further,  it  was  noted  that  in  those  instances  where  such  dedication  of  the  sj'stem 
to  law  enforcement  did  not  exist,  management  control  of  the  law  enforcement 
application  within  that  system  should  be  established. 

The  wanted  persons  and  stolen  property  data  stored  in  NCIC  is  considered 
documented  police  information  and  access  to  that  data  is  for  use  of  duh^  authorized 
law  enforcement  agencies.  It  is  incumbent  upon  agencies  operating  an  NCIC 
terminal  to  afford  the  necessary  measures  to  make  that  terminal  secure  from  any 
unauthorized  use.  Any  departure  from  this  responsibility  would  warrant  the  re- 
moval of  the  offending  terminal  from  further  system  participation  in  order  to 
protect  all  other  users. 

Agencies  participating  in  the  NCIC  as  control  terminals  are  charged  with 
assuming  responsibility  for  and  enforcing  sj^stem  security  with  regard  to  all  other 
agencies  which  they  in  turn  service. 

The  FBI  daily  monitors  transactions  coming  into  the  NCIC  computer.  We  also 
utilize  communications  equipment  and  computer  programs  which  assist  in 
assuring  that  security  requirements  are  being  met.  In  the  last  analysis,  we  must 
depend  on  the  individual  agencies  for  maintenance  of  the  confidentiality  of 
NCIC  information. 

With  the  establishment  of  the  NCIC  Computerized  Criminal  History  Program 
in  December,  1970,  the  NCIC  Advisory  Policy  Board  in  March,  1971,  readdressed 
NCIC  policy  specifically  as  it  relates  to  the  interstate  exchange  of  criminal  history 
data.  One  requirement  adopted  by  the  NCIC  Advisory  Policy  Board  in  March, 
1971,  and  approved  by  the  Attorney  General  in  June,  1971,  was  that  all  computers 
capable  of  interfacing  directly  with  the  NCIC  computer  for  the  interstate  exchange 
of  criminal  history  information  must  be  rmder  the  management  control  of  a  crim- 
inal justice  agency  authorized  as  a  control  terminal  agency. 

Control  terminal  agencies  in  the  NCIC  system  prior  to  being  allowed  the  right 
to  receive  criminal  history  data  are  required  to  complete  an  agreement  binding 
the  agency  to  abide  by  all  present  and  future  rules,  policies,  and  procedures  of 
the  NCIC  as  approved  by  the  NCIC  Advisory  PoHcy  Board  and  adopted  by 
NCIC.  The  control  terminal  agency  has  responsibility  for  enforcing  s.ystem 
security  with  regard  to  other  agencies  which  it  in  turn  services.  A  control  terminal 
not  qualified  to  receive  criminal  history  data  is  locked  out  of  receiving  such  data 
hy  the  NCIC  computer. 
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From  May  3,  1972,  to  date,  three  changes  have  occurred  with  respect  to  criminal 
history  policy  of  the  NCIC. 

As  state  computer  systems'  development  progressed,  it  became  evident  that 
some  states  were  centralizing  computer  operations  in  other  than  criminal  justice 
agencies.  In  order  to  allow  participation  in  the  criminal  history  program  by 
those  states  where  the  state  computer  is  not  under  the  direct  control  of  a  criminal 
justice  agency,  the  NCIC  Advisory  Policy  Board  on  September  20,  1972,  adopted 
the  following  modification  of  policy  which  is  in  effect  at  the  present  time. 

In  those  instances  where  criminal  justice  agencies  are  utilizing  equipment  and 
personnel  of  a  noncriminal  justice  agency  for  NCIC/CCH  purposes,  the  following 
criteria  will  apply  in  meeting  NCIC/CCH  management  control  provisions: 

(1)  The  hardware,  including  processor,  conmiunications  control,  and  storage 
devices,  to  be  utilized  for  the  handling  of  criminal  history  data  must  be  dedicated 
to  the  criminal  justice  function. 

(2)  The  criminal  justice  agency  must  exercise  management  control  with  regard 
to  the  operating  of  the  aforementioned  equipment  by: 

a.  having  a  written  agreement  with  the  noncriminal  justice  agency  operat- 
ing the  data  center  providing  the  criminal  justice  agency  authority  to  select 
and  supervise  personnel, 

b.  having  the  authority  to  set  and  enforce  policy  concerning  computer 
operations,  and 

c.  having  budgetary  control  with  regard  to  personnel  and  equipment. 
Further,  the  original  policy  paper  of  NCIC  designated  the  types  of  agencies, 

such  as  the  police,  prosecutive  departments,  the  courts,  and  correctional  institu- 
tions that  could  directly  access  the  NCIC/CCH  File.  No  allowance  was  made 
for  a  state  agency  which  had  as  its  sole  function  by  statute  the  development  and 
operation  of  a  criminal  justice  information  system.  Thus,  it  became  necessary 
for  the  NCIC  Advisory  Policy  Board  to  consider  the  matter  of  whether  such 
a  state  agency  would  be  able  to  have  direct  access  to  the  criminal  historj"  informa- 
tion contained  in  NCIC.  After  consideration,  on  September  20,  1972,  the  Board 
broadened  the  category  of  agencies  that  can  access  NCIC  for  criminal  historj' 
data  to  include  such  agencies. 

The  policy  of  the  NCIC,  before  it  was  amended  September  20,  1972,  provided 
that  criminal  history  data  on  an  individual  from  the  national  computerized  file 
would  be  made  available  outside  the  Federal  Government  only  to  criminal  justice 
agencies  for  criminal  justice  purposes.  This  precluded  the  dissemination  of  such 
data  for  use  in  connection  with  licensing  and  local  or  state  employment  other  than 
with  a  criminal  justice  agency.  The  policy  specifically  stated,  "There  are  no  ex- 
ceptions pending  legislative  action  at  state  and  Federal  level  or  Attorney  General 
regulations." 

Public  Law  92-184,  approved  December  15,  1971,  provided  for  the  exchange  of 
identification  records,  as  authorized  by  state  statutes  and  approved  by  the 
Attorney  General,  with  officials  of  state  and  local  governments  for  purposes  of 
employment  and  licensing. 

By  reason  of  the  passage  of  Public  Law  92-184,  this  particular  section  of  the 
NCIC  policy  paper  was  amended  to  read  as  follows: 

"Criminal  history  data  on  an  individual  from  the  national  computerized  file 
will  be  made  available  outside  the  Federal  Government  only  to  criminal  justice 
agencies  for  criminal  justice  purposes.  This  precludes  the  dissemination  of  such 
data  for  use  in  connection  with  licensing  or  local  or  state  employment,  other  than 
with  a  criminal  justice  agency,  or  for  other  uses  unless  such  dissemination  is 
pursuant  to  state  and  Federal  statutes.  There  are  no  exceptions." 

Experience  to  date  indicates  that  the  security  and  confidentiality  requirements 
as  contained  in  the  NCIC  policy  paper  governing  access  to  criminal  history 
records  are  sufficiently  stringent  and  no  studies  have  been  conducted  since  May  3, 
1972,  in  this  area. 

Presently,  NCIC  criminal  history  records  are  being  exchanged  with  various 
criminal  justice  agencies  which  have  signed  agreements  with  the  FBI  to  abide  by 
all  rules,  polices  and  procedures  of  the  NCIC  as  approved  by  the  NCIC  Advisory 
Policy  Board.  This  agreement  includes  a  provision  which  states  that  NCIC 
reserves  the  right  to  immediately  suspend  furnishing  criminal  history  data  to  a 
criminal  justice  agency  when  either  the  security  or  dissemination  requirements 
approved  by  the  NCIC  Advisory  Policy  Board  and  adopted  by  the  NCIC  are 
violated.  Agencies  serviced  within  a  state  by  a  state  computer  system  tied  to  the 
NCIC  enter  into  a  similar  agreement  with  the  state  system.  It  is  a  responsibility 
of  the  state  system  to  insure  its  users  abide  by  policy,  security  and  dissemination 
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requirements  of  the  NCIC.  Any  noncompliance  is  subject  to  inspection  and  review 
by  the  NCIC  Advisory  Pohcy  Board  and  failure  to  conform  with  NCIC  policy 
can  result  in  discontinuance  of  service  to  the  user  agency. 

We  have  no  knowledge  of  any  case  of  improper  access  to  NCIC. 

(D)  A  Federal  agency  can  give  information  obtained  from  NCIC  to  another 
agency  outside  the  FBI. 

With  respect  to  information  obtained  from  the  NCIC  Wanted  Persons  and 
Stolen  Property  liles  by  a  Federal  agency,  there  is  no  specific  restriction  as  to 
further  dissemination  of  the  information  by  that  agency.  The  NCIC  Operating 
Manual  recognizes  that  information  obtained  can  be  exchanged  with  other  gov- 
ernmental bodies  (at  any  level)  on  a  need-to-know  basis.  Traditionally,  data  such 
as  this  has  been  freely  exchanged  among  law  enforcement  agencies  and  we  have 
no  regulations  governing  such  exchange. 

With  respect  to  furnishing  a  computerized  criminal  history  record  to  another 
Federal  agency,  an  admonition  is  contained  on  the  record  that  it  is  provided  for 
official  use  onty.  The  FBI  has  no  further  control  over  the  information  once  it 
leaves  our  possession.  We  must  rely  upon  the  Federal  agency  to  afford  proper 
security  to  the  information.  We  give  the  record  to  the  Federal  agency  for  its 
official  use.  If  the  Federal  agency  has  an  official  use  in  furnishing  the  record  to 
someone  outside  the  FBI  (such  as  a  U.S.  Attorney  giving  the  record  to  a  U.S. 
Judge),  then  it  could  do  so.  Criminal  history  records  are  regarded  as  confidential 
and  safeguards  protecting  against  their  unauthorized  disclosure  rest  at  the  Federal 
agency  level  to  which  dissemination  is  made.  Unauthorized  use  of  a  criminal 
history  record  by  a  Federal  agency  could  subject  that  agency  to  possible  termina- 
tion of  the  NCIC  criminal  history  service. 

The  only  changes  in  NCIC  policy  during  my  tenure  as  Acting  Director  have 
been  set  out  in  the  answer  to  Question  (C). 

By  reason  of  the  fact  that  any  dissemination  we  make  of  criminal  history  data 
is  made  pursuant  to  Federal  statute  or  regulations,  and  further  because  we  have 
absolute])'  no  knowledge  of  instances  of  improper  dissemination  of  criminal  history 
data,  no  studies  have  been  undertaken  directed  toward  changing  dissemination 
policy.  The  FBI  will  support  Federal  legislation  which  would  provide  civil  and 
criminal  remedies  against  anyone  responsible  for  unauthorized  dissemination  of  a 
criminal  histor}^  record. 

(E)  Initially  it  should  be  understood  that  the  NCIC  is  a  user's  system.  The 
states  have  been  instrumental  in  the  development  of  all  NCIC  policy  including 
that  which  deals  with  security  and  privacy.  The  policy  has  been  developed  and 
discussed  at  various  regional  and  national  meetings  since  the  inception  of  NCIC. 

The  states  are  expected  to  establish  a  stringent  system  of  safeguards  comparable 
to  NCIC.  Each  has  been  provided  copies  of  the  NCIC  policy  paper.  This  paper 
along  with  the  security  procedures  and  policy  included  in  the  NCIC  Operating 
Manual  and  the  NCIC/CCH  agreement  which  must  be  signed  by  participants  in 
the  Computerized  Criminal  History  Program  provides  a  model  on  which  the  state 
systems  can  base  state  regulations  for  safeguards  against  misuse  or  improper 
access. 

A  summary  of  safeguards  regarding  each  state  which  provides  or  receives  in- 
formation from  NCIC  is  not  available.  There  is  being  submitted  for  the  Record, 
pursuant  to  the  request  made  in  Question  (N),  a  copy  of  one  state's  rules  and 
regulations,  as  well  as  copies  of  two  states'  user  agreements,  which  we  believe  to 
be  representative  of  the  safeguards  being  adopted  by  the  states. 

Although  states  following  NCIC  safeguards  are  considered  to  have  adequate 
safeguards,  we  recognize  a  need  for  Federal  legislation  containing  provisions  for 
civil  and  criminal  remedies  for  misuse  of  the  system,  especially  the  Computerized 
Criminal  History  File.  In  this  regard,  legislation  was  introduced  on  September  20, 
1971,  cited  as  "Criminal  Justice  Information  Systems  Security  and  Privac.y  Act  of 
1971."  This  proposed  legislation,  in  addition  to  other  provisions,  contained  man- 
agement control  requirements  consistent  with  the  NCIC  j^olicy  and  provided  civil 
and  criminal  remedies  for  misuse  of  criminal  history  data.  This  proposed  legislation 
was  not  enacted. 

(F)  With  respect  to  the  questions  posed  concerning  NCIC  costs,  it  should  be 
pointed  out  that  costs  for  development  and  operation  of  the  NCIC  fall  into  two 
areas — FBI  costs  and  state  costs.  FBI  costs  are  for  the  central  computer  in  NCIC 
and  for  0})erating  this  facility  and  the  network  it  serves;  namely,  the  dedicated 
communications  lines  to  the  vai'ious  state  and  local  law  enforcement  control 
terminals.  The  only  communications  costs  to  be  borne  by  the  states  are  the  intra- 
state conununications  lines  making  up  state  network  systems.  The  FBI's  portion 
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of  NCIC  costs  is  specifically  earmarked  in  the  FBI's  budget  and  is  paid  out  of 
ap))ropriated  funds. 

Insofar  as  state  costs  are  concerned,  cost  data  could  only  be  obtained  through  a 
detailed  analysis  with  respect  to  each  of  the  50  states  because  of  the  separate  and 
varying  problems  and  conditions  that  exist  in  each  state.  As  a  consequence,  we 
have  no  knowledge  or  information  concerning  states'  costs  for  development  and 
operation  of  their  data  systems  which  may  be  devoted  in  whole  or  in  part  to  the 
NCIC  system.  We  have  been  advised  that  LEAA  has  a  Comprehensive  Data 
Systems  Program  for  funding  state  data  systems  which  in  many  cases  will  include 
NCIC  and  computerized  criminal  history  facilities.  We  have  been  advised  that 
LEAA  is  requiring  each  state  to  submit  a  computerized  data  system  plan  which 
will  include  an  estimate  of  total  costs  plus  required  incremental  cost  to  be  sup- 
ported by  the  Federal  Government.  Based  on  this  reported  LEAA  requirement,  it 
is  expected  that  state  costs  for  development  of  data  S3"stems,  including  state 
NCIC  costs,  will  become  available  in  the  future. 

In  response  to  the  request  for  FBI  cost  data,  a  schedule  showing  the  amount  of 
funds  expended  by  the  FBI  from  the  inception  of  NCIC,  along  with  funds  budg- 
eted for  the  next  five  3'ears  for  NCIC  operations,  follows: 

FBI  costs  for  National  Crime  Information  Center 

Year:  Cost 

1966 $94,  329 

1967 105,  194 

1968 130,  915 

1969 325,  598 

1970 1,  752,516 

1971 2,  786,865 

1972 3,  978,  508 

1973  » 5,  178,455 

19741 7,  888.  142 

19751 6,623,813 

1976  1 7,  656,948 

19771.... 9,081,  226 

19781 - 10,933,214 

>  Actual  and  estimated. 

In  1967,  the  President's  Commission  on  Law  Enforcement  and  Administration 
of  Justice  declared,  "An  integrated  national  information  system  is  needed  to 
serve  the  combined  needs  at  the  national,  state,  regional  and  metropolitan  or 
county  levels  of  the  police,  courts,  and  correction  agencies,  and  of  the  public 
and  research  community."  The  NCIC  system  substantially  complies  with  the 
kind  of  system  prescribed  by  the  President's  Commission.  It  has  been  widely  and 
enthusiastically  accepted  by  the  law  enforcement  community  and  hailed  by 
law  enforcement  people  at  all  levels.  It  is  one  of  law  enforcement's  greatest 
advances.  In  our  view  the  tax  dollars  spent  on  this  valuable  criminal  justice 
information  sj'stem  are  well  invested  and  highly  justified  in  relation  to  other 
expenditures  in  the  fight  against  crime. 

(G)  In  responding  to  this  question,  it  should  be  recfignized  that  while  the 
Wanted  Persons  File  and  the  Stolen  Property  Files  of  NCIC  have  full  participa- 
tion bj-  all  states,  there  is  limited  participation  at  this  time  by  the  states  in  the 
interstate  exchange  of  criminal  history  records.  The  state  programs  which  will 
result  in  the  full  system  described  in  the  NCIC  policy  paper  are  in  varying  stages 
of  development.  For  the  system  to  be  fully  operational  will  require  that  each  of 
the  states  possess  essential  services  such  as  identification,  information  flow,  and 
computer  systems  capabilities.  Until  such  time  as  this  full  capability  is  realized, 
we  must  operate  with  the  criminal  history  data  that  is  acquired  by  the  states  and 
within  the  framework  of  the  states'  technical  resources. 

By  way  of  further  background,  the  FBI  Identification  Division  has  served 
since  1924  as  the  national  clearinghouse  for  fingerprint  cards  and  identification 
records.  In  that  capacity  it  acts  as  the  custodian  of  fingerprint  identification 
information  submitted  by  various  law  enforcement  and  governmental  agencies 
on  the  Federal,  state  and  local  levels.  Responsibility  for  the  accuracy  and  com- 
pleteness of  the  information  contained  in  the  record  rests  with  the  arresting  or 
contributing  agency  and  onh^  that  agency  can  change  or  alter  the  record.  The 
FBI's  function  is  to  exchange  such  data  with  these  authorized  sources.  There  has 
been  previously  furnished  for  the  Record  Section  534,  Title  28  of  U.S.  Code  and 
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the  pertinent  portion  of  Public  Law  92-544  which  is  the  statutory  authoritjr  for 
the  FBI  to  collect  and  exchange  identification  records. 

With  specific  reference  to  how  NCIC  deals  with  an  arrest  record,  once  a  com- 
puterized criminal  history  record  has  been  established  concerning  an  individual, 
any  arrest  data  received  is  entered  into  that  record.  At  such  time  as  additional 
information  is  received,  such  as  charges  dropped,  acquittal,  or  conviction,  this 
data  likewise  would  be  entered  into  the  record  to  show  the  disposition  of  the 
arrest. 

If  an  inquiry  is  received  at  anj-  time  for  the  criminal  history  record,  the  record 
as  currenth'  existing  is  furnished. 

We  have  constantly  urged  that  both  arrest  and  disposition  data  be  submitted 
promptly  to  the  FBI  so  that  the  manual  records,  as  well  as  those  records  that 
have  been  computerized,  can  be  kept  up-to-date.  We  have  supplied  to  the  Com- 
mittee a  detailed  account  of  FBI  efforts  in  this  respect. 

There  are  no  sanctions,  mandatory  requirements  or  performance  standards  to 
assure  nationwide  reporting  of  disposition  to  either  the  computerized  or  manual 
systems.  This  is  unfortunate,  but  true,  and  I  support  Federal  legislation  to  require 
reporting  of  arrest  disposition.  Participation  in  both  the  computerized  and  man- 
ual programs  is  voluntary  on  the  part  of  all  states  and  contributors.  The  design 
of  the  NCIC/CCH  system  was  accomphshed  with  the  cooperation  of  the  states 
and  was  done  wi,th  the  intention  of  better  serving  the  criminal  justice  system 
and  improving  the  reporting  processes.  Implicit  in  the  design  is  the  inclusion  of 
arrest  dispositions. 

Since  May  3,  1972,  two  changes  hav'e  occurred  in  the  handling  of  identification 
records  in  the  manual  system.  On  December  26,  1972,  the  Attorney  General 
approved  a  policy  whereby  the  FBI  will  not  accept  for  retention  or  recording 
on  the  record,  data  on  certain  minor  offenses.  In  addition,  in  our  manual  system 
we  are  no  longer  maintaining  data  on  persons  80  years  or  older.  These  changes 
were  initiated  to  make  the  manual  system  consistent  with  criteria  adopted  for 
handling  of  computerized  criminal  history  records. 

In  accordance  with  statutory  authority,  arrest  and  conviction  data  is  dis- 
seminated to  authorized  recipients  of  such  data  for  law  enforcement  purposes, 
Federal  employment  screening  purposes,  and  employment  and  licensing  pvu-poses 
on  the  local  level  when  appropriately  authorized  by  state  statute.  It  should  be 
noted  at  this  point  in  time,  such  dissemination  is  almost  entirel}''  from  the  manual 
system  by  reason  of  the  limited  data  base  of  CCH. 

Arrest  and  conviction  data  is  disseminated  from  our  files  to  authorized  officials 
of  the  Federal  Government,  the  states,  cities  and  penal  and  other  institutions 
for  official  use  only.  Any  Federal  agencies,  upon  request,  can  receive  such  data 
for  official  use.  Except  for  federally  chartered  or  insured  banking  institutions  as 
specifically  provided  by  statute  (Title  II,  PubHc  Law  92-544),  no  arrest  or  con- 
viction data  maintained  by  the  FBI  is  disseminated  to  private  agencies.  In  accord- 
ance with  our  statutory  authority,  we  do  disseminate  arrest  and  conviction  data 
to  Federal,  state  and  local  governmental  agencies  for  other  than  law  enforcement 
purposes.  Such  dissemination  is  for  the  purpose  of  employment  screening  or 
licensing.  Examples  of  such  agencies  include  Education  Boards,  Alcoholic  Beverage 
Control  Boards,  Real  Estate  Boards,  as  well  as  licensing  authorities  for  issuing 
of  gun  permits,  legal  and  medical  licensing  boards  and  the  like. 

(H)  The  FBI  Identification  Division  does  not  collect  records  of  juvenile  delin- 
quency hearings  or  of  hearings  to  determine  whether  a  person  is  in  need  of  super- 
vision. Data  collected  by  the  Identification  Division  relates  to  individuals  who 
have  been  arrested  and  the  disposition  of  such  arrests.  If  an  individual  Ls  placed 
on  parole  or  probation  as  the  result  of  arrest  charges  furnished  to  the  FBI,  the 
parole  or  probation  information  will  be  posted  to  his  identification  record.  Subse- 
quent arrest  data  received  during  the  term  of  parole  or  probation  will  be  furnished 
to  the  criminal  justice  agenc}^  supervising  the  individual  during  the  probationary 
or  parole  period. 

With  respect  to  procedures  the  FBI  has  to  learn  whether  juvenile  records  are 
required  to  be  kept  secret  by  state  laws,  the  massive  size  of  the  criminal  files  of  our 
manual  identification  system  prohibits  the  segregation  of  juvenile  arrest  records 
from  adult  arrest  records.  All  contributors  of  arrest  data  are  aware  that  the  FBI 
does  not  have  any  provisions  for  keeping  juvenile  arrest  records  which  have  been 
ordered  sealed  or  which  are  otherwise  required  to  be  kept  confidential  in  a  separate 
file  and  all  contributors  were  last  advised  of  this  fact  by  letter  dated  January  22, 
1971.  Consequently,  the  FBI  Identification  Division  has  filed  juvenile  arrest 
records  in  its  general  criminal  file  when  such  cards  were  submitted  to  it  unless  the 
arrest  data  contained  on  the  juvenile  arrest  fingerprint  card  or  disposition  report 


28 


indicated  that  the  arrest  information  had  been  ordered  sealed  or  was  otherwise 
required  to  be  kept  confidential.  All  incoming  arrest  data  to  the  FBI  Identification 
Division  is  reviewed  upon  receipt  and  those  juvenile  records  containing  informa- 
tion indicating  the  arrest  data  has  been  ordered  sealed  or  otherwise  kept  confi- 
dential are  extracted  and  returned  to  the  submitting  agencies  for  appropriate 
compliance  with  the  sealing  provisions  of  state  law.  No  record  of  such  juvenile 
arrest  data  is  maintained  by  the  FBI  Identification  Division  and  no  subsequent 
dissemination  of  such  juvenile  arrest  data  is  possible.  This  procedure  implements 
state  law  requirements  of  confidentiality  as  to  juvenile  arrest  records. 

The  NCIC/CCH  file  from  its  inception  has  excluded  juvenile  offender  informa- 
tion unless  the  juvenile  has  been  tried  in  court  as  an  adult.  With  the  approval  of 
the  Attorney  General  to  establish  a  uniform  criteria  for  juvenile  arrest  data 
maintained  by  the  FBI,  in  February,  1973,  all  contributors  of  arrest  information 
were  advised  that  juvenile  arrest  records  would  be  excluded  from  the  files  of  the 
manual  identification  system  unless  the  arrest  data  submitted  clearly  indicated 
that  the  juvenile  had  been  tried  in  court  as  an  adult.  In  implementing  this  policv, 
all  juvenile  records  currently  being  received  by  the  FBI  which  do  not  clearly 
indicate  the  juvenile  has  been  tried  in  court  as  an  adult  are  being  returned  to  the 
submitting  agency  and  no  record  of  the  arrest  is  maintained  by  the  FBI. 

Juvenile  arrest  records  submitted  to  the  Identification  Division  which  contain 
information  indicating  the  arrest  data  is  required  to  be  kept  confidential  by  state 
law  are  not  retained  by  the  FBI,  and  therefore,  are  never  disseminated  to  any 
other  agencies.  Arrest  data  from  a  juvenile  record  which  is  retained  by  the  FBI, 
such  as  a  record  of  a  juvenile  tried  in  court  as  an  adult  for  a  serious  offense,  may 
be  disseminated  upon  inquiry  from  agencies  authorized  to  receive  such  data. 
Such  dissemination  is  made  in  the  same  manner  and  to  the  same  agencies  entitled 
by  our  statutory  authority  to  receive  adult  criminal  arrest  data.  Except  for 
Federally  chartered  or  insured  banking  institutions  as  specifically  provided  by 
statute  (Title  II,  Public  Law  92-544)  no  arrest  data  maintained  bj^  the  FBI  is 
disseminated  to  private  agencies. 

Even  though  Federal  agencies  such  as  the  Civil  Service  Commission  may  cease 
to  request  arrest  information  from  prospective  employees,  the  FBI  Identification 
Division  will  furnish  arrest  data  to  the  particular  agency  in  response  to  the  receipt 
of  an  applicant  fingerprint  card  from  that  agency.  This  is  done  in  compliance  with 
Title  28,  Section  534,  United  States  Code  and  Public  Law  92-544,  which  author- 
izes the  FBI,  among  other  things,  to  collect  and  exchange  identification  records 
with  officials  of  the  Federal  Government.  To  prohibit  the  dissemination  of  an 
arrest  record  of  an  applicant  for  Federal  employment  could  have  harmful  effects 
on  our  national  security  and  our  ability  to  maintain  the  integrity  of  our  govern- 
mental institutions.  Military  facilities  would  be  unable  to  properly  evaluate  the 
propriety  of  placing  an  applicant  in  a  position  where  he  would  have  access  to 
sensitive  information  or  a  Government  agency,  attempting  to  fill  a  position  in  its 
payroll  office,  would  not  be  able  to  determine  if  an  applicant  had  been  arrested  fur 
embezzlement  if  dissemination  of  such  prior  arrest  records  were  prohibited. 

The  arrest  record  files  of  the  FBI  Identification  Division  as  well  as  those  of 
many  State  and  local  Identification  Bureaus  are  replete  with  lengthy  arrest  records 
of  long-time  hoodlums  and  members  of  organized  crime  whose  arrests  never  re- 
sulted in  conviction.  Many  sex  offenders  of  children  are  not  prosecuted  because 
parents  of  the  victim  do  not  want  to  subject  the  child  to  the  traumatic  experience 
of  testifjing.  Others  are  not  tried  because  ke^'  evidence  has  been  suppressed  or 
witnesses  are,  or  have  been  made,  unavailable.  The  latter  situation  is  not  uncom- 
mon in  organized  crime  cases.  To  prohibit  dissemination  of  such  arrest  records 
would  be  a  disservice  to  the  public  upon  whom  they  might  prey  again.  Regardless 
of  whether  or  not  an  arrest  is  supported  by  a  conviction,  certainly  the  Federal 
Government  and  the  law  enforcement  communit}^  have  the  riglat  to  be  informed  of 
arrest  data  for  purposes  of  Federal  security  clearances  and  in  discharging  all  law 
enforcement  responsibilities.  We  have  had  cases  in  recent  years  wherein  the  subject 
of  a  rape  case  has  had  the  case  against  him  dismissed  because  of  a  legal  technicality 
and  subsequently  the  subject  admitted  before  a  United  States  District  Judge  that 
he  was  in  fact  guilty  of  the  crime.  Barring  expungement,  should  law  enforcement  be 
prohibited  from  receiving  the  past  arrest  record  of  this  individual  who  may  well 
commit  a  similar  crime  again?  In  another  such  case,  an  individual  attacked  one  of 
our  own  female  FBI  employees  with  a  knife;  he  was  subsequently  committed  to 
St.  Elizabeth's  Hospital  and  then  released.  Following  his  release,  he  was  arrested 
again  for  assault  and  not  convicted.  Thereafter,  he  applied  for  employment  with  a 
law  enforcement  agency  and  this  arrest  information  certainly  would  be  pertinent  in 
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considering  his  application.  When  one  considers  the  potential  school  teacher  with 
two  prior  rape  arrests  and  no  convictions,  a  gun  permit  applicant  with  three  prior 
felonious  assault  arrests  and  no  convictions,  an  applicant  at  a  Federally  chartered 
bank  with  a  grand  larceny  arrest  and  two  bank  burglary  arrests  and  no  convictions, 
and  a  |)olice  applicant  with  a  prior  jjeeping  torn  arrest  and  no  conviction,  the 
rationale  for  disseminating  arrest  records  not  supported  by  convictions  is  sub- 
stantial. 

It  should  be  noted  that  all  arrest  records  disseminated  from  the  FBI  Identifica- 
tion Division  carry  a  caveat  that  admonishes  the  recipient  to  communicate  with 
the  agency  contributing  the  fingerprints,  where  the  disposition  is  not  shown  or 
further  explanation  of  the  charge  or  disposition  is  desired.  In  addition,  our  Final 
Disposition  Report  forms,  which  are  made  available  without  charge  tt)  ail  con- 
tributors of  fingerprints  to  the  Identification  Division,  contain  instructions  and 
an  admonishment  pertaining  to  the  vital  value  of  the  Final  Disposition  Report. 
This  Final  Disposition  Report  form  points  out  emphatically  that  it  is  vitally 
important  for  completion  of  a  subject's  record  in  the  FBI  Identification  Division 
files  that  the  report  be  submitted  in  every  instance  where  fingerprints  were  pre- 
viously forwarded  without  the  final  disposition  noted  thereon. 

(I)  Procedures  have  been  in  existence  for  many  years  which  allow  a  citizen  to 
challenge  the  contents  of  his  fingerprint  arrest  record  maintained  by  the  FBI 
Identification  Division.  Generally,  such  challenges  must  be  initiated  with  and/or 
channeled  through  the  original  arresting  agenc3^ 

In  the  case  of  non-Federal  arrests  and  convictions  the  FBI  Identification 
Division  serves  merely  as  custodian  of  the  information  submitted  by  contributing 
agencies  and  any  request  for  altering,  amending  or  removing  data  in  the  finger- 
print files  must  be  received  from  the  law  enforcement  agency  which  originally 
submitted  the  information.  This  procedure  provides  authentication  for  tlie  re- 
quest, as  well  as  providing  positive  identifying  data  which  enables  us  to  make  the 
necessary  changes  in  the  particular  arrest  record.  The  FBI  interposes  no  objection 
to  expunging  such  non-Federal  arrest  data  and  regularly  effects  such  expunction 
by  retm-ning  fingerprints  to  the  arresting  agency.  This  usually  occurs  when 
charges  have  been  dismissed,  subject  acquitted  or  other  similar  action  taken.  The 
return  of  the  fingerprints  results  in  the  complete  and  automatic  expunction  of 
the  arrest  record  from  our  files. 

Concerning  Federal  arrests  and  convictions  (where  the  originating  source  for  the 
information  in  file  is  the  Justice  Department  or  some  other  Federal  law  enforce- 
ment agency)  the  FBI  Identification  Division  will,  upon  receipt  of  inquiry  from 
a  citizen  who  provides  sufficient  identifying  data  to  locate  an  arrest  and  conviction 
record  in  our  files,  look  into  the  matter  through  contact  with  the  Federal  arresting 
agency  involved  and  correct  or  amend  the  arrest  record  based  on  the  facts  that 
are  established.  Federal  arrest  fingerprints  may  be  expunged  only  on  the  basis  of  an 
official  court  order  and  the  courts  usually  require  the  Federal  agency  originally 
submitting  the  arrest  fingerprints  to  the  FBI  Identification  Division  to  retrieve 
the  record.  In  other  words,  the  original  submitting  agency  should  request  expunge- 
ment of  the  record  in  question.  In  all  Federal  expungem.ent  cases,  the  United 
States  Attorney  requests  the  court  to  order  that  the  fingerprints  of  the  part}^ 
seeking  expungement  be  taken  for  comparison  with  the  prints  on  the  record  to  be 
expunged  in  order  to  assure  that  the  right  record  is  erased. 

The  same  basic  procedures  would  apply  in  the  event  a  record  in  the  CCH  file 
was  challanged. 

(J)  The  NCIC  Policy  Paper  takes  on  legal  status  when  a  state  seeking  participa- 
tion signs  an  agreement,  which  is  in  the  nature  of  a  contract,  to  abide  by  the 
terms  set  forth  therein.  This  paper,  which  has  been  furnished  to  the  Committee, 
has  remained  substantially  the  same  since  March  31,  1971,  v.ith  only  minor 
modifications,  since  that  time.  The  material  contained  in  this  document  has  been 
formally  adopted  by  the  Director  of  the  FBI  and  approved  by  the  Attorney 
General. 

No  suggestion  has  been  made  to  the  Attorney  General  to  promulgate  the 
provisions  of  the  NCIC  policy  paper  pursuant  to  Section  301  of  Title  .)  of  the 
U.S.  Code  as  it  is  believed  that  specific  Federal  legislation  is  needed. 

It  is  noted  in  this  regard  that  Public  Law  91-644  amending  the  Omnibus 
Crime  Control  and  Safe  Streets  Act  of  1968  provides  in  Section  519(b)  of  the  Act 
that,  "Not  later  than  May  1,  1971,  the  Administration  shall  submit  to  the  Presi- 
dent and  to  the  Congress  recommendations  for  legislation  to  assist  in  the  purposes 
of  this  title  with  respect  to  promoting  the  integrity  and  accuracy  of  criminal 
justice  data  collection,  processing,  and  dissemination  systems  funded  in  whole 
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or  in  part  by  the  Federal  Government,  and  protecting  the  constitutional  rights 
of  all  persons  covered  or  affected  by  such  systems." 

On  September  20,  1971,  the  Attorney  General  submitted  to  the  Congress  for 
its  consideration  a  legislative  proposal  entitled  "Criminal  Justice  Information 
Systems  Security  and  Privacy  Act  of  1971."  Section  6  of  this  Legislative  Proposal 
states,  "The  Attorney  General  is  authorized,  after  appropriate  consultation  with 
representatives  of  State  and  local  law  enforcement  agencies  participating  in 
information  systems  covered  by  this  Act,  to  establish  such  rules,  regulations  and 
procedures  as  he  may  deem  necessary  to  effectuate  the  provisions  of  this  Act." 
The  proposed  legislation  was  not  enacted. 

(K)  The  FBI  functions  both  as  administrator  of  the  NCIC  system  and  as  a 
user  agency.  The  FBI,  as  a  user,  is  subject  to  and  abides  by  the  rules,  policies, 
and  procedures  as  set  forth  in  the  NCIC  policy  paper.  The  NCIC  staff  receives 
from  the  Identification  Division  arrest  and  disposition  data  on  Federal  offenders 
for  entry  or  updating  in  the  CCH  File.  Similar  data  submitted  by  nonparticipating 
states  where  there  is  an  existing  CCH  record  on  file  is  received  from  the  Identifica- 
tion Division  so  that  the  existing  CCH  record  can  be  updated.  Procedures  utilized 
for  the  processing  of  the  data  provide  for  a  continuing  audit  of  the  records  on  file. 

The  NCIC  policy  paper  states,  "The  person's  right  to  see  and  challenge  the 
contents  of  his  record  shall  form  an  integral  part  of  the  system  with  reasonable 
administrative  procedures."  "Access"  is  permitted  only  for  criminal  justice 
agencies.  Item  (I)  above  discusses  procedures  for  challenging  the  contents  of  a 
manual  record.  These  procedures  are  also  applicable  to  the  computerized  record. 

(L)  The  draft  of  the  report  by  the  Comptroller  General  of  the  United  States 
to  the  Congress  of  the  United  States  entitled  "Development  of  a  Criminal  History 
Exchange — Need  to  Determine  Cost  and  Improve  Reporting"  erroneously 
reported  that  an  NCIC  official  had  said  that  if  an  arrest  recorded  in  the  criminal 
history  exchange  system  is  not  followed  by  a  related  disposition  entry  within 
9  months,  the  arrest  entry  will  be  removed. 

No  such  9-month  rule  for  removal  of  arrest  entries  has  been  or  is  in  existence 
in  the  NCIC  computerized  criminal  history  program  and,  consequently,  was 
never  used  by  NCIC  as  a  result  of  the  order  in  the  case  of  Menard  v.  Mitchell 
or  any  other  case. 

The  expungement  policy  followed  by  NCIC  with  respect  to  the  computerized 
criminal  history  program  since  its  inception  has  remained  unchanged.  It  is  as 
follows : 

Each  control  terminal  agency  (a  state  criminal  justice  agency  on  the  NCIC 
system  servicing  statewide  criminal  justice  users  with  respect  to  criminal  history 
data)  shall  follow  the  law  or  practice  of  the  state  or,  in  the  case  of  a  Federal  control 
terminal,  the  applicable  Federal  statute,  with  respect  to  purging/expunging  data 
entered  by  that  agency  in  the  nationally  stored  data.  Data  may  be  purged  or 
expunged  only  by  the  agency  originally  entering  that  data.  If  the  offender's 
entire  record  stored  at  the  national  level  originates  with  one  control  terminal  and 
all  cycles  (a  "cycle"  consists  of  data  concerning  an  arrest  and  the  subsequent 
judicial  action  and  correctional  status  changes  related  thereto)  are  purged/ex- 
punged by  that  agency,  all  information,  including  personal  identification  data 
will  be  removed  from  the  computerized  NCIC  file. 

This  policy  rests  on  a  fundamental  concept  of  the  NCIC  computerized  criminal 
history  program  which  is  stated  as  follows: 

*  *'  *  The  NCIC  system  places  complete  responsibility  for  all  record  entries 
on  each  agency — local,  state,  or  Federal.  Likewise,  clearance,  modification  and 
cancellation  of  these  records  are  also  the  responsibility  of  the  entering  agency. 
Each  record,  for  all  practical  purposes,  remains  the  possession  of  the  entering 
agency.  *  *  * 

Should  the  Congress  prohibit  dissemination  of  "raw  arrest  data  to  noncriminal 
justice  agencies"  it  would  be  possible,  technically,  to  identify  the  "raw  arrest 
data"  in  NCIC  on  the  basis  of  definition.  Responsibility  for  restricting  dissemina- 
tion would  rest  with  the  control  terminal  agency  in  each  state  and  the  Federal 
control  terminal  (FBI).  It  is  technically  possible  to  so  restrict  the  dissemination, 
having  knowledge  of  the  identity  of  the  requesting/inquiring  agency. 

(M)  Nonpublic  information  may  not  be  stored,  exchanged  or  disseminated 
through  or  by  the  NCIC  system. 

(N)  Copies  of  the  various  regulations  adopted  by  the  states  relativ^e  to  security 
and  privacy,  and  general  descriptions  of  their  individual  systems  have  not  generally 
been  made  available  to  the  FBI. 
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We  do  have  and  make  available  for  the  Record  the  rules  and  regulations  for 
the  Ohio  System  (document  titled  "LEADS,  Rules  and  Regulations").  We  also 
have  available  copies  of  an  agreement  which  the  States  of  Michigan  and  Georgia 
require  to  be  signed  by  their  system  users.  These  are  submitted  for  the  Record 
(document  captioned  "Exchange  of  Criminal  Justice  Information  Agreement" 
and  document  captioned  "Law  Enforcement  Information  Network,  ComiDuterized 
Criminal  History  Participation  Agreement-LEIN/NCIC"). 

The  security  and  privacy  provisions  of  the  NCIC  system,  as  contained  in  the 
NCIC  policy  paper  previously  submitted  to  the  Committee,  represent  the  mini- 
mum required  of  the  participating  states  in  that  regard,  and  the  individual  states 
may,  of  course,  establish  more  stringent  requirements  within  the  provisions 
adopted  for  the  NCIC  system  overall.  The  NCIC  policy  paper  requires  under 
Rule  IX  A  that,  "Each  control  terminal  agency  shall  sign  a  written  agreement 
with  the  NCIC  to  conform  with  system  policy  before  participation  in  the  criminal 
history  program  is  permitted.  This  would  allow  for  control  over  the  data  and 
give  assurance  of  system  security."  The  agreement  required  by  Rule  IX  A  is 
signed  by  the  head  of  the  appropriate  state  agency  and  the  Director  (or  Acting 
Director)  of  the  FBI.  A  copy  of  the  standard  agreement  is  attached  for  the 
Record  (document  titled  "Federal  Bureau  of  Investigation,  National  Crime 
Information  Center,  Interstate  Exchange  of  Computerized  Criminal  Histories 
Agreement"). 

(O)  The  permanent  Committee  on  Security  and  Confidentiality  was  estabhshed 
by  the  NCIC  Advisory  Policy  Board  on  August  18,  197L  The"  hst  of  members 
follows: 

Colonel  John  Plants,  Michigan  State  Police — Chairman 

Mr.  Herbert  D.  Brown,  Illinois  Department  of  Law  Enforcement 

Dr.  Robert  R.  J.  Gallati,  New  York  State  Identification  and  Intelligence 
System 

Mr.  O.  J.  Hawkins,  California  Department  of  Justice 

Colonel  D.  B.  Kelly,  New  Jersey  State  Police 

Dr.  Howard  Livingston,  North  Carolina  Police  Information  Network 

Mr.  William  L.  Reed,  Florida  Department  of  Law  Enforcement 

Colonel  Wilson  E.  Speir,  Texas  Department  of  Public  Safety 

FBI— NCIC  Representative 

The  current  Chairman  of  the  NCIC  Advisory  Policy  Board  is  selecting  a  new 
Security  and  Confidentialit^v  Committee. 

The  current  membership  of  the  NCIC  Advisory  Policy  Board  is  as  follows: 

Chairman 

Mr.  O.  J.  Hawkins 

Assistant  Director 

California  Department  of  Justice 

Sacramento,  California 

Vice  Chairman 

Colonel  D.  B.  Kelly 

Superintendent 

Department  of  Law  and  Public  Safety 

Division  of  State  Police 

West  Trenton,  New  Jersey 

Mr.  William  E.  Kirwan 
Superintendent 
New  York  State  Police 
Albany,  New  York 

Major  Albert  F.  Kwiatek 
Director  of  Technical  Services 
Pennsylvania  State  Police 
Harrisburg,  Pennsylvania 

Colonel  Walter  E.  Stone 
Superintendent 
Rhode  Island  State  Police 
North  Scituate,  Rhode  Island 
Mr.  John  R.  West 
Deputy  Superintendent 
Boston  Police  Department 
Boston,  Massachusetts 

See  footnotes  at  end  of  fable,  p.  246. 


Colonel  Robert  M.  Chiaramontc 

Superintendent 

Ohio  State  Highway  Patrol 

Columbus,  Ohio 

Mr.  Edmund  I.  Hockaday  ^ 

Superintendent 

Missouri  State  Highway  Patrol 

Jeflferson  City,  Missouri 

Mr.  Clarence  M.  Kelley 
Chief  of  Police 
Kansas  City,  Missouri 

Mr.  Robert  K.  Konkle 
Superintendent 
Indiana  State  Police 
Indianapolis,  Indiana 

Colonel  John  R.  Plants 

Director 

Division  of  State  Police 

East  Lansing,  Michigan 

Colonel  R.  L.  Bonar 

Superintendent 

West  Virginia  State  Police 

South  Charleston,  West  Virginia 

Captain  J.  H.  Dowling 
Communications  Bureau 
Police  Department 
Memphis,  Tennessee 
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Dr.  Howard  M.  Livingston  Mr.  Oliver  Furseth  ^ 

Director,   North  Carolina  Police  Infor-  Chief 

mation  Network  Washington  State  Patrol 

Department  of  Justice  Olj-mpia,  Washington 

Raleigh,  North  Carolina  Mr.  L.  Clark  Hand 

Colonel  Raj'  Pope  Superintendent 

Director  Idaho  State  Police 

Department  of  Public  Safety  Boise,  Idaho 

Atlanta,  Georgia  Colonel  James  J.  Hegarty 

Honorable  William  L.  Reed  Director 

Commissioner  Arizona  Department  of  Public  Safety 

Florida    Department   of    Law    Enforce-  Phoenix,  Arizona 

^  "?ent  Mr.  George  P  Tielsch 

Tallahassee,  Florida  Chief  of  Police 

Seattle,  Washington 
1  Now  retired — these  former  members  not  yet  replaced. 

The  Security  and  Confidentiality  Committee  addressed  the  matter  considering 
the  criteria  for  the  purging  of  records  from  the  NCIC  computerized  criminal  history 
flic  by  recommending  that  consideration  should  be  given  to  this  purging  at  the 
national  level  only  in  the  event  of  inaction  by  the  states  and  that  no  action  should 
be  instituted  at  the  national  level  to  establish  purge  criteria  at  that  time.  It  was 
believed  bj'  the  Committee  that  each  state  should  be  developing  its  own  criteria 
for  purging.  The  NCIC  Advisory  Policy  Board  which  met  September  19-20,  1972, 
in  Washington,  D.C.,  concurred  in  the  Committee's  recommendation. 

No  considerations  have  been  afforded  criteria  for  secondary  access  to  criminal 
history  data  or  a  model  state  statute  for  protecting  data  in  the  development  of  a 
new  sj'stem. 

(P)  There  have  been  no  inspections  pursuant  to  Rule  IX  F  of  the  NCIC  poHcy 
paper.  Since  the  inception  of  CCH  on-line  availability  on  November  29,  1971, 
there  have  been  no  allegations  of  security  violations  made  to  the  Security  and 
Confidentiality  Committee  and  thus  there  has  been  no  need  for  an  inspection. 

It  can  be  noted  that  the  Security  and  Confidentiality  Committee  has  been 
active  with  respect  to  the  security  and  privacy  issue.  In  1972,  the  Committee 
reviewed  a  number  of  criminal  justice  information  systems  which  were  desirous 
of  participating  in  the  interstate  exchange  of  criminal  history  information  in  the 
near  future  to  determine  if  they  would  meet  the  criminal  justice  management 
control  provisions  of  the  NCIC  Advisory  Policy  Board.  Five  states  and  one 
metropolitan  sj'stem  were  found  to  not  meet  the  requirements  at  this  time.  These 
agencies  have  been  advised  of  the  reasons  for  exclusion  by  the  Committee  so  they 
may  take  necessary  steps  to  qualify  for  CCH  participation. 

(Q)  Provisions  of  the  NCIC  Computerized  Criminal  Historj^  Program  Back- 
ground, Concept,  and  Policy  document  relate  to  the  NCIC  Computerized  Crim- 
inal History  Program  and  not  to  the  NCIC  Wanted  Person  File. 

The  NCIC  Advisory  Policy  Board  considers  data  in  the  NCIC  Computerized 
Criminal  History  File  to  be  sensitive  and,  as  such,  to  be  guarded  against  misuse. 
It  does  not  take  that  position  with  respect  to  persons  for  whom  arrest  warrants 
are  outstanding  (wanted  persons).  It  is  considered  to  be  in  the  public  interest  to 
allow  information  concerning  persons  who  are  fugitives  from  justice  to  be  made 
readil}^  available  to  persons  in  the  criminal  justice  community  and  the  public  (the 
more  exposure — the  greater  the  likelihood  the  fugitive  will  be  identified  and 
apprehended).  As  a  practical  matter,  it  should  be  recognized  that  although  the 
same  restrictions  do  not  exist  concerning  wanted  persons  records  as  on  criminal 
history  records,  only  criminal  justice  agencies  have  the  capability  of  accessing 
wanted  persons  information  in  the  NCIC  computer.  However,  no  restrictions 
exist  with  respect  to  dissemination  of  wanted  persons  records  received  by  criminal 
justice  agencies. 

(R)  Recognizing  that  the  liberty,  or  even  the  life,  of  an  individual  might  be  at 
stake,  law  enforcement  has  traditionally  taken  greater  care  to  determine  the  true 
identity  of  the  subjects  of  its  records  than  any  other  record-keeping  profession. 
The  most  positive  means  of  identifying  individuals  known  to  date  is  fingerprint 
examination.  Yet,  only  law  enforcement  over  the  j^ears  has  used  fingerprint 
identification  as  a  means  of  insuring  the  accuracy  and  integritj'  of  its  records. 
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For  example,  it  has  been  standard  operating  procedure  at  the  FBI  Identification 
Division  to  require  that  every  entry  on  a  manual  identification  record  ("rap" 
sheet)  be  backed  by  an  arrest  fingerprint  card.  This  means  that  before  any  new 
arrest  data  is  added  to  an  existing  record,  the  fingerprints  appearing  on  a  current 
arrest  card  must  be  compared  with  the  fingerprints  already  on  file  of  the  person 
who  is  the  subject  of  the  record.  Further,  it  is  onl}^  on  the  basis  of  a  fingerprint 
comparison  that  a  manual  identification  record  will  be  disseminated  as  positively 
belonging  to  a  particular  individual. 

The  fingerprint  comparisons  are  performed  by  skilled  technicians.  If  a  finger- 
print technician  finds  the  two  sets  of  fingerprints  to  be  identical,  his  finding  must 
be  verified  by  having  another  technician  compare  the  prints,  as  a  "double  check" 
procedure,  before  new  arrest  data  is  added  or  the  record  is  disseminated  as  a 
positive  identification.  The  objective  of  this  meticulous  procedure  is  to  avoid 
false  entries  in  a  person's  identification  record  and  to  insure  against  associating  a 
record  with  the  wrong  person. 

In  view  of  the  traditional  use  of  fingerprints  as  a  device  to  insure  the  validity 
of  law  enforcement  records,  it  was  only  natural  that  the  fingerprint  card  would 
be  adopted  by  laAv  enforcement  when  it  developed  the  Computerized  Criminal 
History  (CCH)  program  for  NCIC.  Hence,  the  NCIC  guidelines  require  a  "crimi- 
nal fingerprint  card  taken  at  the  time  of  arrest  as  the  basic  source  document 
for  all  record  entries  and  updates"  and  "at  least  one  criminal  fingerprint  card 
must  be  in  the  files  of  the  FBI  Identification  Division  to  support  the  computerized 
criminal  history  record  in  the  national  index." 

Besides  its  identification  role,  the  FBI  Identification  Division  assists  the  CCH 
program  by  making  available  manual  identification  records  (rap  sheets)  on  persons 
who  have  a  prior  history  of  arrests  so  that  these  past  arrests  can  be  made  a  part 
of  the  computerized  record  when  that  person  is  made  a  subject  in  CCH.  Under 
the  NCIC  guidelines  concept,  once  a  person's  manual  record  is  converted  to  a 
computerized  record  in  CCH,  the  CCH  record  supplants  the  manual  record. 
Therefore,  under  this  concept,  arrest  information  from  manual  rap  sheets  will  be 
entered  into  the  CCH  system,  but  CCH  arrest  information  will  not  go  into  the 
FBI's  manual  rap  sheet  dissemination  system. 

The  FBI  Identification  Division  is  presently  engaged  in  a  program  to  automate 
its  own  internal  work  procedures.  This  is  being  done  to  achieve  greater  efficiency 
and  to  realize  manpower  and  operating  cost  savings  to  the  Government.  The 
automated  fingerprint  processing  system  for  the  Identification  Division  is  being 
designed  to  be  compatible  with  the  CCH  system.  This  is  being  done  in  order  to 
facilitate  and  improve  the  Identification  Division's  ability  to  carry  out  its  re- 
sponsibilities under  the  NCIC/CCH  program. 

(S)  The  NCIC  guidelines  apply  only  to  criminal  history  information  contained 
in  the  Computerized  Criminal  History  (CCH)  system  and  not  to  that  contained 
in  manual  identification  records  ("rap"  sheets).  This  is  because  the  guidelines 
were  written  to  provide  guidance  and  controls  for  the  computerized  information 
system  tlxat  makes  up  CCH  and  not  the  older  manual  rap  sheet  sj^stem  which 
is  to  be  eventuall}^  supplanted.  Further,  it  must  be  recognized  that  many  of  the 
system  requirements  of  the  NCIC  guidelines  would  be  inapplicable,  unnecessary, 
or  impractical  in  the  case  of  manual  files.  Of  course,  once  criminal  history  infor- 
mation is  coined  from  a  manual  identification  record  and  entered  into  a  CCH 
record,  that  information  becomes  part  of  the  CCH  system  and  is  governed  by 
the  NCIC  guidelines. 

Although  the  NCIC  guidelines  do  not  apply  to  manual  identification  record 
files,  most  of  the  major  provisions  of  the  guidelines  are  followed  in  the  operation 
of  the  maiuial  files.  This  results  partially  from  the  fact  the  guidelines  incorporate 
responsibilities  and  constraints  contained  in  enabling  statutes,  laws,  and  regula- 
tions that  affect  both  the  computerized  and  manual  systems.  And,  partially  from 
a  conscious  effort  on  the  part  of  the  administrators  of  both  the  NCIC  and  the 
manual  identification  record  systems  to  achieve  uniformity  wherever  practical. 
Examjiles  of  this  are  the  adoption  by  the  NCIC  guidelines  of  the  traditional 
manual  system  practice  of  requiring  a  fingerprint  comparison  prior  to  entering 
data  into  a  record,  and  the  recent  adoption  by  the  FBI  Identification  Division 
of  the  NCIC  guideline  policy  of  no  longer  accepting  records  on  nonserious  offenses 
for  storage  at  the  national  level. 
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SIMULATED     RECORD 

OTITBD  STATES  DEPARTMENT  OF  JUSTICE 
FEDERAL  BUREAU  OF  INV'ESTIOATION 

RATIONAL  CRIME  INFORMATION  CBITER 

CRIMINAL  HISTORY  r^=™D^^^^^^^^^^^  ^^^^  ^^^  ^^^^^     ,^^3/73 

HKE/EH-C        SAM/DOE,   JOHN  SHX/M       RACA'        POB/FL        008/09221*3        HGT/507       WGT/160 

EYEz-BRO  HAI/ERO     SMT/SC  R  KID     FPC/200610C01O120J03091O     ICO/ABMD  AND  DANGEROUS 

ADDITIONAL  IDelTIFIERS  - 
SI'i/SC  CHIN        SC  L  HMD 
AKA/SXIIH,   HARRY/DOE,   JIM 
ESIA'S       DP,E/02t372        DLU/110W72 

CYCLE        1  - 

ARREST-  AGCY/US  MARSHALL   INDIAHAPOLIS   I"  STATE  ID/F0922'*3       NAME  USED/SMITH,   HARRY  DATE  ARR/122668 

CHAf.GL  110/01  CITATICN/T18/US/2312 

OFFEIISE/ir.'TERSTATE  TRAJISP  STOLEN  VEH-DYER  ACT 
CHARGE  NO/02 
OFFENSE/CARRYING  CONCEALED-CCW 

COURT-     AGCY/ 

COUl.'T  :io/oi 

OiFL'i'St/IKTERSTUTE  TRA,N3P   STOLEN   VEH-DYER  ACT     DISP/CONVICIED 

C0nFIMED/60H     FINE/t2000     OTHER/INDETEM 

CUSTODY-  ACCY/IN  UEP  TERRE  HAl'TE 

A  DAVE/0;;0269      ST/.TUS/REOEIVED 

A(-CY/IIi   USP  TERRE  HAUTE 
B  DATE/01.2271      STATUS/PAROLED 

CYCLE       2- 

ARKE3T-  AOCYAS  MARSHALL  LOUISVILLE  KY  STATE  1D/F0922l*3       NAME  USED/DOE,   JIM  DATE  ARR/063071 

Cll/.IiOi:  NC/01 

CFrbJISE/HOBBERY-BANKING-HPE  INST 
CMRIX  NO/02 
OFFHISE/PAROLE  VIOLATION 

COURT-     ACCY/ 

csw;x  NO/Cl 

OFFBiSE/fiOBBEnY-BANXINO-TYPE  INST     DISP/CONVICTED 

C0NrIHED/12OM  OTHEH/REl'  PAR  VIO   COJiC  W/THIS  CHG 

CUSTODY-     AGCY/IN  USP  TERRE  KAUTE 

A  DATE/110371      ETATUS/Rr'.CEIVED 

CD 

OFFICIAL  USE  ONLY  -  ARREST  DATA  BASED  ON 
FIKGERPM:1I  IDaillFICATION  BY  SUBMITTING  J^'-■  :'T  OR  FBI 

SIMULATED  NATIONAL  CRIME  INFORMATION  CENTER 
SUMMARY  RECORD 


"FBI  rdenlLnFalioii  Nunibor  p!^\'.  on'^SH."'! 

NCIC  SUMMARY   MULTIPLE _STATE    FBI/i23-'5GI__01/23/73 

"£7u7y  TV|Vc~  JtacT  .DateoJlhnK'  '\\cn:,hl         WDi-lJt_  Eye  Color. 

^EK-C  DOE,  JOHN    M  W  FL  DOb7g32243  HGT/'507  WGT/160  EYE/BRO 

w  '  I  t  _-_  -    —    "■      ■"  —  "  

Cau;i::7;..i4.cat"or2  Jcx       'staie~of  llirlli  _Scar6^M_ar'K.Sj_Jattpqs,_Elc^ 

HAI/BRO  FPC/200610Cpl6l"2Q50S0910  SMT/SC  R_HNp_,_  SXT  CHIN 

"iJair  Color  Kinijcrprir.t  Cl.iP5.iiicntio_n  (Scars "rlfiht  hnnd,  chin) 


,COMMENT/ARMp-DANG-  :Ar.n,ed-p,-,nliiT3Ui: 

Additional  Comn^oni  r\£\6_  Rca'ibn  for  Cnution 

TOTAL  ARRESTS  -  2 


Offense  Charges         Convictions 


Stolen  vehicle 

Weapon  offenses. 

Robbery 

Parole  violation.. 


1 

1 

1 

0 

1 

1 

1 

0 
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LAST  ARREST  STATUS    (INCLUDED  ABOVE)  - 

Date  Last  Arrcsl       "Arrcbtin.;  A.;crcy  (t;s  Marshal) 

_        063071     USM  LOUISVILLE  KY 

~Arre?t  Charfo  Nunibcrs_ 

01  ROBBERY-BANKING-TYPE  INST 

Arrest  Offenses 

02  PAROLE  VI6l/.TI0N 

.COURT  STATUS  (mCLUDED  ABOVE)  - 

Court  Co,!ni  N' ..  .--r      'Court  Ofiense  "CburlTDlspysTtToif 

01   J?qBBE^Y-BANKING^-XYJPE_ps'S'I^-CONVICTED 

Cpniijicinent-iqO  Momli£        .Olher_  Sentence  I'rovi^oiTslKcturncd  aTvarolcViolator 

CONFINE/120M       OTrlER/RETPAR  VIO  CONG  V//THIS  CIIG 

Concurrent  with  lJiibjCliar^;o 

CUSTCDY_STATUS- "' 

C_ubU.dy  or  S_uiHrviMo"~AielK7  Date  rtcFcucd     'Cusiody_or7Su'»cTvisIonSlatus 

IN  US.P  TERRE  HAUTE    110371    RECEIVED 

(ysJPe  iTi  ic  n  t  i  ar  y  J 

END 

^nd  of  liecord 

Federal  Bureau  of  Investigation  National  Crime  Information  Center, 
Interstate  Exchange  of  Computerized  Criminal  Histories  Agreement 

The  National  Crime  Information  Center  of  the  FBI,  hereinafter  called  NCIC, 

agrees  to  furnish  to ,  a  criminal  justice  agency  serving 

as  a  control  terminal  agency  in  the  NCIC  system  such  criminal  history  informa- 
tion as  is  available  in  NCIC  files  subject  to  the  following  provisions. 

agrees  to  abide  b}^  all  present  rules,  policies,  and 

procedures  of  the  NCIC  as  approved  by  the  NCIC  Advisory  PoHcy  Board  as  well 
as  any  rules,  policies,  and  procedures  hereinafter  approved  by  the  NCIC  Advisory 
Policj'  Board  and  adopted  by  the  NCIC. 

NCIC  reserves  the  right  to  immediately  suspend  furnishing  criminal  history 

data  to   w^hen  either  the  security  or  dissemination 

requirements  approved  by  the  NCIC  Advisory  Pohcy  Board  and  adopted  by  the 
NCIC  are  violated.  NCIC  may  reinstate  the  furnishing  of  criminal  history  data 
in  such  instance  upon  receipt  of  satisfactory  assurances  that  such  violation  has 
been  corrected. 

Either   NCIC  or   may,   upon   30   days  notice  in 

writing,  discontinue  service. 

agrees  to  indemnify  and  save  harmless  the  Federal 

Bureau  of  Investigation,  its  Director  and  employees  from  and  against  any  and  all 
claims,  demands,  actions,  suits,  and  proceedings  by  others;  against  all  liability  to 
others,  including  but  not  limited  to  any  liability  for  damages  by  reason  of  or 
arising  out  of  any  false  arrest  or  imprisonment  or  any  cause  of  action  whatsoever, 
and  against  any  loss,  cost,  expense,  and  damage  resulting  therefrom,  arising  out 

of  or  involving  any  negligence  on  the  part  of in  the 

exercise  or  enjoyment  of  this  Agreement. 

This  Agreement  will  become  effective  on 

In  witness  whereof,  the  parties  hereto  caused  this  agreement  to  be  executed  by 
the  proper  officers  and  ofiricials. 

FEDERAL  BUREAU  OF  INVESTI-         NCIC  CONTROL  TERMINAL 
GATION  NATIONAL  CRIME  IN-  AGENCY: 

FORMATION  CENTER: 

Bv By 

Title:  Acting  Director.  Title 

Date , Date  
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LEADS — Rules  and  Regulations 

To  assure  the  continued  proper  functioning  of  the  Ohio  LEADS,  each  agency 
signing  an  agreement  for  LEADS  services  shall  conform  to  the  following  rules  and 
regulations  duly  agreed  upon  in  regular  session  by  the  Ohio  LEADS  Steering 
Committee.  Each  agency  further  agrees  to  abide  by  whatever  actions  the  Steering 
Committee  shall  decide  to  take  as  a  result  of  violations  of  these  rules  and 
regulations. 

Failure  to  comply  with  the  rules  and  regulations  may  result  in  the  order  of 
terminal  suspension  by  the  Steering  Committee. 

SECTION    I GENERAL 

(1.1)  LEADS  terminal  agencies  shall  meet  all  monetary-  obligations  to  the 
terminal  vendor. 

(1.2)  Suggestions,  tips,  or  other  pertinent  instructions  listed  in  the  manual, 
newsletter,  or  bulletins  will  have  the  same  effect  as  rules  or  regulations  wherein 
that  effect  may  be  reasonably  applied. 

(1.3)  Rules  and  regulations  of  the  National  Crime  Information  Center  or  that 
of  any  other  data  or  message  switching  system,  when  i^rooerly  disseminated,  will 
have  the  same  weight  as  the  rules  and  regulations  of  LEADS. 

(1.4)  LEADS  operators,  supervisors  or  agencj'  heads  shall  cooperate  with  any 
efforts  of  the  Steering  Committee,  or  persons  authorized  to  act  in  their  name,  in 
actions,  investigations,  or  efforts  to  improve  the  s\'stem. 

(1.0)  LEADS  manuals,  NCIC  manuals,  or  other  authorized  printed  materials 
necessary  to  the  proper  functioning  of  a  terminal  shall  be  maintained  in  an  up-to- 
date  condition  readily  accessible  to  those  persons  charged  with  terminal  operation 
or  control. 

(1.6)  Operational  instructions  from  LEADS  Control  will  have  the  same  effect 
as  orders  from  the  Steering  Committee. 

(1.7)  LE.\DS  terminals  shall  not  be  changed  in  any  manner  or  moved  from  the 
installed  position  without  permission  of  the  Steering  Comaiittee  or  persons  em- 
powered to  act  in  their  behalf.  Anj^  relocation  charge  shall  be  at  the  expense  of 
the  user. 

(1.8)  LE.\DS  terminal  agencies  shall  be  responsible  for  assuring  ths  original 
and  continuing  training  of  all  persons  whom  they  authorize  to  operate  their 
terminal. 

(1.9)  Each  terminal  agency  will  make  every  reasonable  effort  to  acquaint  the 
enforcement  personnel  of  their  agencj'  with  the  capabilities,  rules,  regulations,  and 
services  offered  by  LEADS. 

(1.10)  Each  LEADS  terminal  agency  shall  designate  one  person  as  LEADS 
Terminal  Supervisor  for  purposes  of  supervision,  training,  and  control  of  their 
terminal. 

SECTION    II OPERATIONAL 

(2.1)  Data  stored  in  LEADS,  NCIC,  or  other  interfaced  system  shall  be  re- 
stricted to  the  use  of  duly  authorized  law  enforcement  personnel  and  shall  not  be 
sold,  transmitted,  or  disseminated  to  any  non-law  enforcement  agency  or  person. 

(2.2)  LEADS  message  switching  shall  not  be  used  for  personal  communication 
between  operators. 

(2.3)  Procedures  for  entry,  inquiry,  and  message  switching  as  outlined  in  the 
LEADS  manual  shall  be  adhered  to. 

(2.4)  Messages,  entries  or  inquiries  for  a  non-terminal  law  enforcement  agency 
should  be  handled  by  a  terminal  user  upon  request.  Any  formal  or  informal 
agreement  made  between  a  terminal  agency  and  non-terminal  agencies,  for  the 
purpose  of  this  rule,  shall  be  filed  with  the  LEADS  Steering  Committee. 

(2.5)  LEADS  terminal  agencies  shall  validate  entries  by  that  terminal  as  often 
as  necessary.  Invalid  entries  will  be  removed  as  soon  as  possible. 

(2.6)  LE.\DS  terminal  agencies  shall  correctly  maintain  equipment  leased  to  it, 
and  shall  notify  the  equipment  contractor  as  soon  as  a  malfunction  is  noted. 

(2.7)  Each  terminal  agency  shall  make  every  reasonable  effort  to  assure 
accuracy,  completeness,  and  conci-seness  of  all  messages  transmitted. 

(2.8)  Each  terminal  user  shall  make  every  reasonable  effort  to  promptly  respond 
to  messages  requiring  a  reply  directed  to  their  terminal. 

(2.9)  ALLTERM  and  Quadrant  messages  will  be  strictly  controlled  to  assure 
that  only  those  messages  reasonably  meeting  statewide  or  area  la\v  enforcement 
needs  will  be  transmitted. 
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•(2.10)  LEADS  terminals  shall  not  be  turned  off,  unplugged,  or  rendered  in- 
operative in  an,y  manner  unless  such  action  has  been  authorized  by  LEADS 
Control  or  the  equipment  contractor. 

These  rulcrs  and  regulations  were  adopted  at  the  regular  meeting  of  the  LEADS 
Steering  Committee,  December  16,  19G9. 

Exchange  of  Criminal  Justice  Information  Agreement 

THIS  AGREEMENT,  entered  into  this day  of ,   19..,  by 

and  between  the  Georgia  Department  of  Public  Safety  (Georgia  Crime  Informa- 
tion Center),  hereinafter  sometimes  referred  to  as  GCIC,  and 

hereinafter  sometimes  referred  to  as  Customer. 

GCIC  agrees  to  furnish  to  Customer,  a  criminal  justice  agency  v.ithin  the 
State  of  Georgia,  such  criminal  history,  NCIC,  and  Georgia  Law  'Enforcement 
System  information  as  is  available  to  GCIC,  subject  to  the  f(jllowing  conditions. 

Customer  agrees  to  abide  by  all  rules,  policies,  and  procedures  now  or  hereafter 
established  by  the  National  Crime  Information  Center  of  the  Federal  Bureau  of 
Investigation  (NCIC)  and  by  GCIC. 

Customer  agrees  and  acknowledges  that  its  access  terminal  location  and  security, 
and  its  computer  system  configuration  are  subject  to  approval  b}'  and  will  conform 
to  continuing  requirements  estabhshed  by  NCIC  and  GCIC.  Customer  agrees 
to  notify  GCIC  at  least  thirty  (30)  minutes  prior  to  the  performance  of  any 
maintenance  upon  Customer's  access  terminal  by  any  person  who  is  not  a  member 
of  Customer's  staff  authorized  to  operate  the  terminal;  Customer  agrees  and 
acknowledges  that  its  access  terminal  will  be  placed  in  a  restrictive  mode  during 
such  maintenance  by  such  unauthorized  personnel. 

GCIC  reserves  the  right  to  terminate  Customer's  access  to  criminal  history/data 
without  notice  to  the  Customer,  at  any  time  it  may  appear  to  GCIC  that  any 
security  or  dissemination  requirement  of  NCIC  or  GCIC  has  been  violated. 
GCIC  may  thereafter  reinstate  Customer's  access  upon  receipt  of  satisfactor}^ 
assurances  that  such  violation  has  been  corrected.  Customer  agrees  and  acknowl- 
edges that  its  computer  system  use  and  configuration  will  be  continuously  mon- 
itored by  a  GCIC  command  terminal. 

Either  GCIC  or  Customer  may,  upon  thirty  (30)  days  written  notice  to  the 
other,  discontinue  service  under  this  Agreement. 

This  Agreement  will  become  effective ,  19 

In  witness  whereof,  the  parties  hereto  have  executed  this  Agreement  on  the 
date  first  above  written. 

Customer  Georgia  Department  of  Public  Safety 

(Georgia  Crime  Information  Center) 

By By 

Title Title 

Date Date 


Law  Enforcement  Information  Network — Computerized  Criminal  History 

Participation  Agreement 

(LEIN/NCIC) 

The  National  Crime  Information  Network  of  the  FBI,  hereinafter  called  NCIC, 

agrees    to    furnish    to    ,    a    criminal   justice    agtncj'. 

Agency 
through  the  Michigan  Law  Enforcement  Information  Network  (LEIN),  criminal 
history  information  as  is  available  in  NCIC  files,  subject  to  the  following  Pro- 
visions: 

,  agrees  to  abide  bj"  all  present  rules,  policies,  and 

Agency 
procedures  of  LEIN  and  NCIC  as  approved  by  the  LEIN  Advisory  Committee 
and  the  NCIC  Advisory  Policy  Board,  as  well  as  any  rules,  policies,  and  procedures 
hereinafter  approved  and  adopted  by  these  respective  groups. 

LEIN  reserves  the  right  to  immediately  suspend  furnishing  criminal  history 
data  to  the  aforementioned  criminal  justice  agency  when  either  the  security  or 
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dissemination  requirements  approved  and  adopted  by  the  LEIN  Advisory  Com- 
mittee or  the  NCIC  Advisory  Policy  Board  are  violated.  LEIN  may  reinstate 
the  furnishing  of  criminal  history  data  in  such  instance  upon  receipt  of  satisfactory 
assurances  that  such  violation  has  been  corrected. 

,  agrees  to  indemnify  and  save  harmless  the  Law 

Agency 
Enforcement  Information  Network  and  its  officials  and  employees  from  and 
against  any  and  all  claims,  demands,  actions,  suits,  and  proceedings  by  others, 
against  all  liability  to  others,  including  but  not  limited  to  any  liability  for  damages 
by  reason  of  or  arising  out  of  any  false  arrest  or  imprisonment,  or  any  cause 
of  action  whatsoever,  and  against  any  loss,  cost,  expense,  and  damage  result- 
ing   therefrom,    arising    out    of    or    involving    any    negligence    on    the    part    of 

,  in  the  exercise  of  enjoyment  of  this  agreement. 

Agency 

This  agreement  will  become  effective  upon  the  confirming  signature  of  the 
Director  of  the  Michigan  State  Police. 

In  witness  whereof,  the  parties  hereto  caused  this  agreement  to  be  executed 
by  the  proper  officers  and  officials. 

Law  Enforcement  Information  Network 

BY AGENCY 

Signature  BY 

TITLE  Director,  Department  of  State  Signature 

PoUce  TITLE 

DATE DATE . 

Senator  Mathias.  Now,  in  appendix  D,  under  the  section  entitled 
"Additional  Changes  in  FBI  Policies  and  Procedures,"  you  list  32 
changes.  Only  three  of  these,  I  think,  relate  directly  to  the  information 
retention;  No.  12,  which  you  referred  to,  purged  inactive  arrest 
records  of  individuals  age  80  and  older  from  the  fingerprint  files. 
No.  28  discontinued  the  program  of  gathering  biographical  data  on 
nonincumbent  congressional  candidates,  and  No.  31  discontinued 
the  compilation  of  statistics  on  the  recovery  of  stolen  motor  vehicles 
which  were  transported  in  interstate  commerce,  unless  the  vehicle 
was  recovered  specifically  as  a  result  of  FBI  investigative  efforts. 

Now,  I  would  suggest  that  these  are  all  steps  in  the  right  direction, 
but  I  am  wondering  if  they  are  all  the  changes  in  this  particular  area 
that  have  been  made  and  whether  you  could  provide  us  with  a  more 
complete  list,  if  there  are  additional  items  in  this  area,  and  particularly 
Nnth  the  changes  that  relate  to  the  NCIC,  and  to  the  facilities  that 
relate  to  NCIC? 

Mr.  Gray.  The  only  other  one  that  I  can  think  of  quickly  and  off- 
hand is  that  requiring  weekly  reports  of  any  serials — that  is  papers, 
individual  papers — that  are  legitimately  charged  out  of  our  files.  The 
reason  for  that  is  once  again  my  concern  for  dissemination  and  access 
and  that  sort  of  thing.  I  did  state  earlier  today,  Senator  Mathias, 
that  we  do  have  a  rather  good  records  management  program  in  the 
FBI,  and  I  would  submit  information  for  the  record  concerning  that, 
but  I  will  take  a  look  and  see  what  other  things  we  have  done.  We 
tried  to  hit  just  the  highlights  here.  We  did  not  list  all  the  changes. 
Some  of  them  are  not  even  listed  here. 

Senator  Mathias.  That  is  why  I  raised  the  point,  because  I  won- 
dered whether  this  was  a  comprehensive  list. 

Mr.  Gray.  No,  it  is  not.  In  fact,  the  changes  that  have  been  made 
in  the  organized  crime  area,  for  example,  regarding  strategy  and 
tactics,  are  not  in  here,  and  I  would  not  list  them  at  all  in  any  com- 
pilation. We  have  made  substantial  changes  in  that  area. 

Senator  Mathias.  If  you  can  advise  the  committee  to  the  fullest 
extent  possible  of  those  changes,  I  think  it  is  important. 
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Mr.  Gray.  Yes,  sir. 

(Mr.  Gray  subsequently  submitted  the  following  document  for  the 
record :) 

Mr.  Gray.  I  have  previously  supplied  to  the  Committee  a  background,  con- 
cept and  policy  paper  dated  September  20,  1972,  which  sets  out  detailed  standards 
concerning  the  operation  of  the  NCIC  and  the  computerized  criminal  history 
program.  From  May  3,  1972,  to  date,  the  following  changes  have  occurred  with 
respect  to  the  policy  of  the  NCIC: 

One  requirement  adopted  by  the  NCIC  Advisory  Policy  Board  in  March,  1971, 
and  approved  by  the  Attorney  General  in  June,  1971,  was  that  all  computers 
capable  of  interfacing  directly  with  the  NCIC  computer  for  the  interstate  exchange 
of  criminal  history  information  must  be  under  the  management  control  of  a 
criminal  justice  agency  authorized  as  a  control  terminal  agency.  Subsequently,  as 
the  development  of  state  computer  systems  progressed,  it  became  evident  that 
some  states  preferred  to  place  responsibility  for  computerized  operations  in  other 
than  a  criminal  justice  agency.  In  order  to  allow  participation  in  the  criminal  his- 
tory program  by  those  states  wherein  the  computer  is  not  under  the  direct  control 
of  a  criminal  justice  agency,  the  NCIC  Advisory  Policy  Board  on  September  20, 
1972,  adopted  the  following  policy  which  is  in  effect  at  the  present  time: 

"In  those  instances  where  criminal  justice  agencies  are  utilizing  equipment  and 
personnel  of  a  noncriminal  justice  agency  for  NCIC/CCII  purposes,  the  following 
criteria  will  apply  in  meeting  the  above  management  control  provisions: 

1.  The  hardware,  including  processor,  communications  control,  and  storage 
devices,  to  be  utilized  for  the  handling  of  criminal  history  data  must  be  dedicated 
to  the  criminal  justice  function. 

2.  The  criminal  justice  agency  must  exercise  management  control  with  regard 
to  the  operating  of  the  aforementioned  equipment  by: 

a.  having  a  written  agreement  with  the  noncriminal  justice  agency  operating 
the  data  center  providing  the  criminal  justice  agency  authority  to  select  and 
supervise  personnel, 

b.  having  the  authority  to  set  and  enforce  policy  concerning  computer  opera- 
tions, and 

c.  having  budgetary  control  with  regard  to  personnel  and  equipment,  in  the 
crhninal  justice  agency. 

Further,  the  original  policy  paper  of  NCIC  designated  the  types  of  agencies, 
such  as  the  police,  prosecutive  departments,  the  covu-ts,  and  correctional  institu- 
tions that  could  directly  access  the  NCIC/CCH  File.  No  allowance  was  made 
for  a  state  agency  which  had  as  its  function  the  operation  of  an  information 
svstem  for  the  state's  criminal  justice  agencies.  Thus,  it  became  necessary  for 
the  NCIC  Advisory  Policy  Board  to  consider  the  matter  of  whether  such  a  state 
agency  would  be  able  to  "have  direct  access  to  the  criminal  history  information 
contained  in  NCIC.  After  consideration,  on  September  20,  1972,  the  Board 
broadened  the  category  of  agencies  that  can  access  NCIC  for  criminal  historj- 
data  to  include: 

"State  control  terminal  agencies  which  have  as  a  sole  function  by  statute  the 
development  and  operation  of  a  criminal  justice  information  system." 

The  policy  of  the  NCIC,  before  it  was  amended  September  20,  1972,  provided 
that  criminal  history  data  on  an  individual  from  the  national  computerized  file 
would  be  made  available  outside  the  Federal  Government  only  to  criminal 
justice  agencies  for  criminal  justice  purposes.  This  precluded  the  dissemination 
of  such  data  for  use  in  connection  with  licensing  and  local  or  state  employment 
other  than  with  a  criminal  justice  agency.  The  policy  specifically  stated,  "There 
are  no  exceptions  pending  legislative  action  at  state  and  Federal  level  or  Attorne}^ 
General  regulations." 

Public  Law  92-184,  approved  December  15,  1971,  provided  for  the  exchange 
of  identification  records,  as  authorized  by  state  statutes  and  approved  by  the 
Attorney  General,  with  officials  of  state  and  local  governments  for  purposes  of 
employment  and  licensing. 

By  reason  of  the  passage  of  Public  Law  92-184,  this  particular  section  of  the 
NCiC  policy  paper  was  amended  to  read  as  follows: 

"Criminal  history  data  on  an  individual  from  the  national  computerized  file 
will  be  made  available  outside  the  Federal  government  to  criminal  justice  agencies 
for  criminal  justice  purposes.  This  precludes  the  dissemination  of  such  data  for 
use  in  connection  with  licensing  or  local  or  state  employment,  other  than  with  a 
criminal  justice  agency,  or  for  other  uses  unless  such  dissemination  is  pursuant  to 
state  and  Federal  statutes.  There  are  no  exceptions." 


34-788    O  -  74  -  4 


40 


Senator  Mathias.  Finally,  Mr.  Gray,  there  was  a  study  published 
by  the  Lawyers  Committee  for  Ci\'il  Rights  Under  Law,  entitled 
"Law  and  Disorder:  State  and  Federal  Performance  Under  Title  I  of 
the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968."  In  chapter 
2  of  that  publication,  there  are  some  comments  and  a  series  of  recom- 
mendations and  conclusions  on  the  subject  of  Computerized  Criminal 
Information  and  IntelHgence  Systems." 

In  calling  attention  to  this  article,  I  do  not  necessarily  endorse  all 
of  the  recommendations,  but  I  think  they  are  worth  looking  at  and 
evaluating,  and  I  am  wondering  if  you  would  take  a  look  at  those 
recommendations  and  let  the  committee  have  yoxir  comment  on 
them. 

Mr.  Gray.  Senator,  I  would  like  to  say  that  we  are  alert  to  these 
kinds  of  things  because  all  too  frequently  we  find— and  this,  once 
again  may  be  due  to  our  fault  because  we  have  not  opened  the  win- 
dows— that  there  exists  a  paucity  of  information,  so  that  these  reports 
get  off  on  the  wrong  track. 

Senator  Mathias.  This  is  a  good  opportunity  to  put  that  record 
straight.  That  is  the  reason  I  am  asking  these  questions. 

Mr.  Gray.  I  know  it,  and  we  are  happy  to  do  it.  As  a  matter  of 
fact,  Senator  Mathias,  we  have  been  working  on  analyzing  this 
particular  report  in  our  Computer  Systems  Division.  We  will  supply 
the  analysis  to  the  committee. 

Senator  Mathias.  I  will  ask  unanimous  consent,  for  the  purpose 
of  keeping  the  record  straight,  that  chapter  2  of  this  study  be  inserted 
in  the  record  at  this  point  and  that  ^I^.  Gray  be  allowed  to  supply 
his  comments  on  it  for  the  record  at  this  point. 

Senator  Bayh  (presiding).  Without  objection. 

(The  document  referred  to  follows :) 

Chapter     II — Computerized     Criminal     Ixformation     and     Intelligence 

Systems 

from  "law  and  disorder:  state  and  federal  performance  under   title  1 
of  the  omnibus  crime  control  and  safe  streets  act  of  1968",  prepared 

BY  THE  lawyers'  COMMITTEE  FOR  CIVIL  RIGHTS  UNDER  LA^V,  1973 

The  application  of  computer  technologj^  to  criminal  justice  information  systems 
was  recommended  by  the  President's  Crime  Commission  as  au  important  tool  for 
improving  the  deployment  of  criminal  justice  resources  and  for  keeping  track  of 
criminal  offenders.  The  commission  warned,  however,  that  special  precautionary 
steps  would  have  to  be  taken  to  protect  individual  rights  and  recommended  that 
primarj'  control  of  computerized  information  systems  be  retained  at  the  state 
and  local  levels  to  avoid  the  development  of  a  centralized  file  subject  to  Executive 
manipulation. 

LEAA  has  effectively  concentrated  a  variety  of  resources,  including  research, 
discretionary  and  block  grants,  in  the  development  of  computerized  information 
and  intelligence  systems.  It  has  not,  however,  given  adequate  attention  to  the 
warnings  of  the  Crime  Commission  or  demonstrated  adequate  appreciation  of  the 
consequences  of  a  massive  accumulation  of  personal  dossiers  at  the  national  level. 

Millions  of  dollars  of  Institute  and  discretionary  grants  have  supported  the 
creation  of  a  national  computerized  file  of  criminal  histories  that  is  fed  by  LEAA 
block  grant-funded  state  information  systems.  The  initial  design  of  the  system 
followed  the  decentralized  model  recommended  by  the  Crime  Commission,  but 
in  Januar}'  1970,  former  Attorney  General  John  IST.  Mitchell  decided — over  the 
objections  of  LEAA — to  make  the  system  a  more  centrahzed  one.  To  accomplish 
this  purpose,  he  transferred  the  file  system  from  LEAA  to  the  FBI. 

LEAA  has  simultaneously  given  the  states  substantial  grants  to  create  intelli- 
gence systems  directed  primarily  toward  organized  crime,  civil  disorders  and  the 
activities  of  dissenters.  (See  Chapters  I  and  IV.) '  Some  of  these  files  are  being 
maintained  by  the  same  agencies  that  operate  the  more  reliable  information  files, 

I  See  also  Chapter  III,  describing  the  new  kinds  of  iatalligence  and  monitoring  devices  that  LEAA  grants 
have  purchased. 
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creating  the  possibility  that  the  two  will  be  used  jointly.  At  the  federal  level  the 
Attorney  General  has  the  power  to  combine  intelligence  with  information  files,  but 
he  apparently  has  not  exercised  that  power,  on  a  regular  basis. 

All  of  this  has  occurred  without  broad  public  policy  debate  about  the  desirability 
of  the  new  systems  and  with  little  serious  effort  to  determine  whether  the  contri- 
bution they  make  to  controlling  crime  outweighs  their  potential  for  eroding  privacy 
and  individual  autonomy,  or  whether  that  potential  can  be  reduced  or  controlled. 

LEAA's  investment  in  information  and  intelligence  systems  must  be  placed  in 
the  context  of  the  over-all  Justice  Department  strategy  for  strengthening  the  law 
enforcement  capability  of  the  federal  government  and  for  building  up  the 
powers  of  police  and  prosecutors  at  all  levels.  During  his  tenure  as  Attorney  Gen- 
eral (1968-72)  John  N.  Mitchell  made  it  clear  that  these  were  major  goals  of  his 
administration.  To  this  end  he  greath^  expanded  federal  surveillance  of  citizens 
thought  to  be  threats  to  internal  security,  justifying  his  action  on  the  theory  that 
the  Executive  has  inherent  and  discretionary  power  to  protect  itself.^  He  made 
aggressive  use  of  existing  laws,  and  sought  and  obtained  significant  new  legislation 
to  arm  police  and  prosecutors  with  expanded  authority  to  monitor  individual  con- 
duct in  order  to  prevent  or  punish  potential  crimes. ^  These  developments,  when 
viewed  in  conjunction  with  the  new  surveillance  technology  funded  by  LEAA 
grants  and  the  national  computerized  file  on  criminal  offenders,  greatly  increase  the 
capability  of  the  government  to  monitor  the  activities  of  all  citizens  and  to  step  in 
to  prevent  or  punish  those  activities  where  it  chooses  to  do  so.* 

The  new  criminal  justice  information  network  can  be  used  in  conjunction  with 
the  vast  government  and  private  computer  dossiers  being  compiled  by  credit 
bureaus,  insurance  companies,  welfare  agencies,  mental  health  units  and  others.* 
Cumulatively,  these  files  threaten  an  "information  tyranny"  that  could  lock  each 
citizen  into  his  past;  they  signal  the  end  of  a  uniquely  American  promise — that 
the  individual  can  shed  past  mistakes  and  entanglements,  and  start  out  anew. 

There  are  no  federal  and  few  state  laws  regulating  the  national  criminal  infor- 
mation system  or  its  com)Donents.  Few  laws  control  the  host  of  related  public  and 
private  information  systems.  And  any  constitutional  protections  that  exist  are 
limited  and  narrowly  defined.^  Without  controls,  the  systems  continue  to  evolve 
primarily  by  force  of  their  own  momentum.  In  part  through  the  well-meaning 
actions  of  LEAA  the  prophecy  of  Dr.  Jerome  Wiesner,  MIT  president,  is  being 
realized : 

Such  a  depersonalizing  state  of  affairs  could  occur  without  overt  decisions,  without 
high-level  encouragement  or  support  and  totally  independent  of  malicious  intent.  The 
great  danger  is  that  ws  could  become  information  bound,  because  each  step  in  the 
development  of  an  information  tyranny  appeared  to  be  constructive  and  useful.'' 

2  See  the  statempnt  of  William  H.  Kehnquist,  Hearings  on  Federal  Data  Banks,  Computers  and  the  Bill  of 
Rights,  Senate  Subcommittee  on  Constitutional  Rights,  92ncl  Congress,  1st  Session  (February-March  1971) 
p.  597,  et.  seg.,  March  11,  1971.  (Referred  to  hereafter  as  Senate  Constitulloml  Righ's  Subcommittee  Hearings.) 
The  s'upreme  Court  rejected  tho  argument  that  warrantless  wiretapping  is  permissible,  in  United  States  v. 
United  States  District  Court,  _  U.S.  _,  40  U.S.L.W.  4761  (1972). 

3  For  example,  under  Mitehell's  leadership  the  Justice  Department  implemented  Titles  II  (expanding 
federal  wiretapping  powers)  and  III  (weakcriing  the  strict  exclusionary  rules  developad  after  the  Supreme 
Court's  ruling  in  Mirandi  v.  .\ri:onn)  of  the  Safe  Streets  Act  of  1965.  In  addition  the  deoartrn'-nt  has  sought 
and  obtained  new  lpgi-;l  ition  such  as  the  D.C.  Crim  '  Bill,  the  Organized  Crime  Act  of  1970  and  the  Compre- 
hensive Drug  Abuse  Prevention  and  Control  Act  of  1970,  which  greatly  expanded  federal  law  enforcement 
powers.  Thes?  three  bills  include  a  number  of  provisions  of  dulnous  consfitutiona'.ity,  such 'as  authority  for 
preventive  detention  of  suspects,  for  police  to  ent-.^r  homes  without  warning  ("no-knock"),  for  courts  to 
impose  greatly  expanded  sentences  for  "dangerous  special  offenders,"  and  for  grand  juries  to  function  with 
increised  powers. 

*  A  recent  federal  court  ruling  on  another  matter  describes  the  congressional  intent  not  to  create  a  national 
police  force  through  the  LEAA  program,  in  Ely  v.  VeUe,  451  F.2d  1131,  at  1130  (4th  Cir.  1972),  the  court 
stated:  "The  dominant  concern  of  Congress  apparently  was  to  guard  against  any  tendency  toward  federal- 
ization of  local  poUce  and  law  enforcement,  agencies."  Congress  f.-^ared  that  "overbroad  federal  control  of 
state  law  enforcement  could  result  in  the  creation  of  an  Orwellian 'federal  police  force.'  .  .  .  The  legislative 
history  reflects  the  congressional  purpose  to  shield  the  routine  operations  of  local  Dolice  forces  from  ongoing 
control  by  LEAA — a  control  which  conceivably  could  turn  the  local  police  into  an  arm  of  the  federal 
government." 

>  The  courts  can  and  do  protect  individuals'  constitutional  rights  when  they  are  specifically  threatened  by 
overt  government  action.  But  judicial  intervention  is,  by  nature,  episodic  and  primarily  remedial  rather 
than  preventive.  Until  government  overreaching  ripens  into  concrete,  demonstrable  injury— such  as  the  use 
of  illegal  evidence  at  trial,  the  loss  of  employment  or  the  disbanding  of  a  political  organization— the  courts 

will  not  recognize  that  it  is  harmful.  See,  for  examnle,  Laird  v.  Taturn, U.S. _,  40  U.S.L.W.  48.50  (.Tune 

26,  1972),  rejecting  a  claim  that  military  surveillance  of  persons  involved  in  domestic  political  activities 
violates  the  Constitution. 

•  In  many  ways  these  data  banks  are  far  more  threatening  than  those  maintained  by  criminal  justice 
agencies.  'The  over-all  problem  of  computers  and  privacy  is  well  presented  in  Miller,  Assault  on  Privacy: 
Computers,  Datn.  Banks  and  Dossiers  (1972),  and  in  the  hearings  cited  above,  n.  2. 

'  Senate  Constitutional  Rights  Subcommittee  Hearings,  March  11,  1971,  p.  671. 
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Computerized  criminal  history  files 

When  the  LEAA  program  began,  a  few  states  had  established  centralized  files 
of  criminal  offender  histories  to  assist  police  departments  in  the  identification 
and  prosecution  of  suspects.  For  example,  New  York  State's  Identification  and 
Intelligence  System  (NYIIS),  operating  on  an  annual  budget  in  excess  of  $5 
million,  had  more  than  two  or  three  million  fingerprints  and  500,000  summary 
criminal  histories  on  its  computer. «  Additional  fingerprints  and  criminal  histories 
existed  in  manual  files.  Included  in  both  the  files  were  "criminal  wanteds"  for 
felonies  and  misdemeanors,  escapees  from  penal  institutions,  parole  and  probation 
absconders,  elopees  from  mental  institutions  and  missing  persons.  More  than 
3,600  local  law  enforcement  agencies  submitted  information  to  the  files  and  used 
them  to  check  out  suspects  and  new  arrests.  Other  states,  such  as  California, 
Michigan  and  Florida,  were  developing  systems,  but  for  the  most  part  centralized, 
compiiterized  recordkeeping  was  rudimentary.  The  extent  to  which  the  state  files 
expedited  or  otherwise  improved  law  enforcement  had  not  been  demonstrated. 

At  the  national  level  the  FBI  maintained  the  National  Crime  Information 
Center  (NCIC).  This  system  operated  through  local  law  enforcement  control 
terminals  (as  of  early  1972  there  were  102  terminals,  of  which  48  were  com- 
puterized) that  put  the  FBI  in  direct  touch  with  approximately  4,000  of  the 
nation's  40,000  local  law  enforcement  agencies.  NCIC  cost  about  $2.3  million  per 
year  to  operate.  The  system  contained  files  on  stolen  items,  such  as  vehicles, 
firearms,  boats  and  securities,  and  on  wanted  persons.  Of  the  3.1  million  NCIC 
files,  only  about  300,000  were  active  criminal  offender  records.  On  an  average, 
the  NCIC  system  found  a  record  or  produced  a  "hit"  on  about  6  percent  of  the 
queries  it  received  from  local  agencies  (some  estimates  have  been  as  low  as  2 
percent).  In  addition  to  the  NCIC  system,  the  FBI  maintained  more  than  190 
million  identification  and  fingerprint  files  and  approximately  20  million  criminal 
offender  records  in  permanent  manual  files. 

Federal,  state  and  local  law  enforcement  agencies  all  contributed  information 
to  and  could  extract  information  from  the  NCIC  files.  In  addition,  NCIC  records 
were  searched  as  part  of  the  identification  service  that  the  FBI  provides  for  agen- 
cies of  federal  and  state  governments  and  other  authorized  institutions,  including 
hospitals  and  national  banks,  which  seek  information  on  an  individual's  arrest 
record  for  purposes  of  employment  clearances  and  licensing. » 

Todaj-  it  is  clear  the  NCIC  and  the  few  systems  such  as  NYIIS  were  relatively 
primitive,  first  generation  data  banks.  In  the  past  three  years,  with  the  investment 
of  more  than  $50  million  in  Institute,  discretionary  and  block  grant  funds,  LEAA 
has  launched  a  program  that  by  1975  promises  computerized  criminal  history  files 
kept  by  all  50  states  that  will  be  tied  in  to  ("interfaced  with")  a  massive  national 
file  run  by  the  FBI.  The  states  will  place  in  the  central  FBI  file  only  information 
of  public  record  pertaining  to  people  who  have  been  accused  of  "serious  and  other 
significant  violations."  The  central  file  will  consist  of  comprehensive  histories  of 
persons  who  violate  federal  laws  or  who  commit  crimes  in  more  than  one  state 
and  summary  histories  on  offenders  who  have  been  involved  solely  in  intrastate 
crimes. 1"  Anj'^  authorized  inquirers  '^  will  have  access  to  the  central  records,  and 
will  be  referred  to  the  relevant  state  files  for  further  information.  The  individual 
state  systems  will  include  whatever  information  or  intelligence  the  states  choose 
to  put  into  them  and  will  be  accessible  on  terms  defined  by  each  state. 

This  ambitious  centralized  program  developed  out  of  the  System  for  Electronic 
Analj^sis  and  Retrieval  of  Criminal  Histories  (Project  SEARCH),  a  $16-million 
demonstration  project  supported  by  LEAA  discretionarj^  and  Institute  grants,  in 

8  NYIIS  perfonns  a  variety  of  functions  in  regard  to  this  data:  fingerprint  processing  (not  yet  computer- 
ized), name  searching,  wanted  system  (NCIC  interface),  personal  appearance/arrestee  file  searches  and  re- 
view of  latent  fingerprinting  material.  (NYIIS  Fact  Sheet) 

»  Executive  Order  10450  (April  19.S3)  calls  for  an  investigation  of  any  individual  appointed  "in  any  depart- 
ment or  agency  of  the  government,"  and  provides  that  "in  no  event  shall  the  investigation  include  less  than 
a  national  agency  check  Cincluding  a  check  of  the  fingerprint  files  of  the  FBI),  and  written  inquiries  to 
appropriate  local  law  enforcement  agencies  .  .  .  ."  In  Menard  v.  Mitchell,  328  F.  Supp.  718  (D.D.C.  1971), 
the  court  suggested  the  Executive  Order  should  be  reexamined,  but  refused  to  enjoin  the  use  of  NCIC  for 
tliis  purpose.  The  court  did  preclude  the  distribution  of  arrest  records  except  for  law  enforcement  and 
federal  employment  purposes,  but  Congress  overruled  this  exclusion  in  approving  the  FBI's  1972  appro- 
priation. (.See  n.  20,  infra.) 

10  Summary  criminal  histories  contain  public  record  information  such  as  fingerprints  (where  available), 
personal  description,  arrests,  charges,  dates  and  places  of  arrest,  arresting  agencies,  court  dispositions, 
sentences,  limited  institutional  data  and  limited  information  concerning  parole  and  probation. 

"  "Authorized  inquirers"  include  any  agency  that  now  participates  in  the  FBI's  system,  plus  any  agency 
subsequently  permitted  to  do  so  by  the  Attorney  General. 
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which  20  states  shared  criminal  histories  through  a  computerized  central  data 
index. '2  SEARCH  was  intended  as  a  prototype  for  a  national  computer  file  which 
would  facilitate  prompt  apprehension  of  interstate  felons. '^ 

The  project  was  funded  through  the  California  Council  on  Criminal  Justice. 
Primary  developmental  responsibility  was  contracted  to  Public  Systems  Inc. 
(PSI),  a  research  and  development  lirm  based  in  San  Jose.'*  PSI  was  aided  by  task 
forces  and  advistjrj^  committees  composed  of  representatives  from  the  particiiiating 
states.  The  major  assignment  of  the  SP^ARCll  group  was  to  develoj)  standard, 
computerized  criminal  historj^  records,  summaries  of  which  could  be  filed  in  a 
central  index.  Computer  terminals  in  the  individual  states  could  submit  informa- 
tion to  the  central  index  and  query  it  for  identification  of  suspects.  If  the  central 
index  contained  matching  references  concerning  the  subject  of  a  query,  the  sum- 
mary index  data  was  transmitted  to  the  inquiring  police  officer  and  he  was  told 
which  state  had  the  full  file  on  the  suspect.  The  officer  could  then  request  and 
obtain  a  copy  of  the  suspect's  full  record  via  teletype  from  the  state  agenc.v.  The 
initial  focus  of  the  system — like  its  predecessors — was  on  police  requirements; 
but  the  project  design  anticipated  subsequent  development  of  a  capability  to 
service  the  information  needs  of  courts  and  corrections  officials  as  well.  ^^ 

On  March  9,  1971,  LEAA  Associate  Administrator  Richard  W.  Velde  testified 
before  the  Senate  Subcommittee  on  Constitutional  Rights  that: 

The  basic  problems  facing  SEARCH  in  the  demonstration  period  have  been  solved. 
A  common  format  for  criminal  histories  was  developed,  and  in  machine-readable 
form.  Each  active  participant  converted  at  least  10,000  felony  records  to  the  SEARCH 
system  for  the  demonstration.  As  the  test  period  showed,  a  state  making  an  inquiry 
of  the  central  index  with  perhaps  no  more  information  than  a  driver's  license  number 
could  find  out  if  that  person  were  in  the  (national)  index  and  then  be  switched  to  the 
state  holding  the  complete  criminal  history.  It  takes  merely  seconds  to  do  all  of  that 
and  receive  the  information.^^  ? 

Computer  exj^erts  were  less  sanguine  about  the  success  of  the  exi^eriment.  Some 
noted  that  only  a  small  number  of  the  SEARCH  states  had  actually  participated 
in  the  demonstration  and  suggested  that  the  test  simply  duplicated  what  the 
FBI's  NCIC  had  already  demonstrated.  Datamation  magazine  reported  on  the 
SEARCH  demonstration  as  follows: 

Ten  states  officially  participated  in  the  demonstration,  but  only  New  York  made 
any  extensive  operational  uses  of  the  system,  and  a  total  of  only  five  states  conducted 
any  demonstrations.  .  .  .  SEARCH  met  its  demonstration  objectives  from  a  conceptual 
point  of  view,  but  did  not  achieve  much  operational  success,  because  of  design  com- 
promises, lack  of  updating  capability  for  the  central  index  and  failure  to  develop 
record  formats  acceptable  to  all  users,  among  other  reasons.^'' 

Despite  these  criticisms,  and  over  the  protests  of  LEAA  Director  Jerris  Leonard 
and  the  states  that  had  participated  in  the  project,  SEARCH  became  the  launching 
pad  for  an  expanded  and  "improved"  criminal  offender  sj'stem  to  be  operated  by 
the  FBI.  Transfer  of  system  control  to  the  FBI  meant  that,  instead  of  a  network 
of  state-controlled  files  tied  into  a  limited  central  index,  the  SEARCH  system 
became  a  national  file  run  b}'  a  line  operating  agenc}'.  More  importantly,  judging 
from  the  debate  on  the  subject  that  raged  for  months,  FBI  control  meant  dimin- 
ished operational  standards  for  the  sj'stem's  integrity,  and  attenuation  of  safe- 
guards for  individual  privacy. 


12  The  states  participating  in  the  SEARCH  experiment  were  Arkansas,  Arizona,  California,  Colorado, 
Connecticut,  Florida,  Georgia,  Illinois,  Maryland,  Massachusetts,  Michigan,  Minnesota,  Nebraska,  New 
Jersey,  New  York,  Ohio,  Pennsylvania,  Texas,  Utah  and  Washington. 

13  As  the  FBI  put  it:  "The  purpose  of  centralization  .  .  .  is  to  contend  with  increasing  criminal  mobility." 
(NCIC  Advisory  Board,  "Computerized  History  Program:  Background,  Concepts  and  Policy,"  as  ap- 
proved March  31,  1971,  and  amended  Aug.  31,  1971).  FBI  data  show  that  2.5  percent  of  arrests  involve  inter- 
state movement  by  felons.  A  preliminary  survey  by  SEARCH  put  the  figure  at  around  27  percent  but 
estimated  that  most  of  these  arrests  were  in  contiguous  states. 

i«  Eight  of  PSI's  key  personnel  are  from  Sylvania  Sociosystems  Lab  (a  research  and  development  arm  of 
GTE  Sylvania),  and  one  is  the  former  head  of  California's  SPA,  the  Cahfornia  Council  on  Criminal  Justice. 

15  We  disagree  with  LEAA's  assumption  that  across-the-board  increases  in  offender  data  are  desirable  for 
all  decision-making  processes  witliin  the  criminal  justice  system.  For  example,  arrest  records  not  followed  by 
convictions  or  juvenile  offenses  probably  should  not  be  made  available  to  sentencing  judges  or  to  parole 
boards.  LEAA  recently  made  a  grant  to  the  Federal  Judicial  Center  to  finance  the  transfer  of  all  data  proc- 
essed through  the  federal  courts  to  the  Justice  Department.  Sen.  Ervin  has  questioned  the  propriety  of  this 
arrangement  under  the  separation  of  powers  principle.  (Letter  of  July  27,  1972,  from  Sen.  Erviu  to  the  Hon. 
Alfred  P.  Murrah,  Federal  Judicial  Center.) 

19  Senate  C onat it utional  Rights  Subcommittee  Hearings,  p.  611. 

1'  Phil  Hirsch,  Datamation  magazine,  June  15,  1971,  pp.  28-31. 
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The  conflict  between  the  FBI  and  the  Project  SEARCH  group  had  emerged  in 
May  1970.  In  a  letter  dated  May  8,  1970,  Jerome  J.  Daunt,  then  director  of  the 
FBI's  NCIC  system,  wrote  to  the  SEARCH  group  complaining  about  various 
recommendations  in  the  Interim  Report  of  the  SEARCH  Committee  on  Security 
and  Privacy.  Among  other  items,  the  letter  stated: 

Throughout  the  report  Project  SEARCH  is  described  as  an  ongoing  system.  Future 
developments  of  this  system  are  not  the  proper  objectives  of  the  Project  SEARCH 
group.  .   .  . 

In  view  of  the  limited  purpose  of  the  Project  SEARCH,  further  studies  in  the  area 
of  privacy  and  security  are  not  justified.  If  there  is  a  need,  it  should  be  done  by  some 
other  body. 

The  conflict  became  more  pointed.  In  a  letter  of  Oct.  15,  1970,  John  F.  X.  Irving, 
then  chairman  of  the  state  planning  agency's  executive  committee,  wrote  to 
Attorney  General  Mitchell  protesting  the  proposed  transfer  of  control  over  the 
SEARCH  sj-stem  to  the  FBI  as  well  as  certain  "changes  in  direction"  of  the 
system.  Irving  complained  that  duplication  would  result  because  the  states 
intended  to  continue  developing  their  own  sj'stems  ^^  and  protested  that  the 
FBI's  plan  to  focus  on  data  useful  to  the  police  only  ignored  the  needs  of  courts 
and  corrections  agencies.  Irving  also  argued  that  the  FBI  system,  by  dealing 
directly  with  city  police  departments  instead  of  going  through  the  states,  would 
subvert  the  federal-state  relationship  contemplated  by  the  Safe  Streets  Act. 

The  strongest  protest  in  Irving's  letter  was  directed  to  the  potential  invasions 
of  privacy  inherent  in  a  federal  information  system. 

Last,  but  certainly  not  least,  the  FBI's  proposed  file  is  significantly  different  in 
both  conception  and  content  from  the  state-held  files  contanplated  by  Project  SEARCH. 
The  basic  underlying  concept  of  Project  SEARCH  is  that  no  new  national  data 
hanks  or  criminal  history  fiL"s  should  be  created  because  of  the  inherent  threats  to 
individual  privacy  and  the  security  of  records.  The  Project  SEARCH  operating 
concept  is  state-hdd  files  with  a  national  index  or  directory  of  offenders.  .  .  .  The 
FBI  file,  on  thz  other  hand,  would  contain  as  much  detailed  data  on  offenders  as  the 
FBI  was  willing  and  able  to  collect.  It  is  not  a  true  index  but  rathei  a  federal  data 
bank  on  offenders. 

The  FBI  countered  that  expanding  SEARCH  as  a  state-dominated  sj'stem 
would  increase  the  over-all  costs  and  would  duplicate  the  NCIC  system.  More 
importantly",  a  system  subject  to  the  control  of  50  state  executives  could  be  abused 
too  easily.  As  Jerome  Daunt  put  it:  "If  the  governor  controlled  the  system,  he 
could  control  who  gets  elected." 

The  protests  by  the  states  and  by  Jerris  Leonard  were  to  no  avail.  The  FBI 
took  control  of  the  SEARCH  index  in  December  1970.  The  decision  was  John 
Mitchell's.  In  November  1971  the  bureau  notified  the  press  that: 

The  Federal  Bureau  of  Investigation  has  begun  operation  of  a  computerized  criminal 
history  data  bank  Chat  eventually  will  give  police  almost  instantaneous  access  to  an 
individual's  crimirial  arrest  record  from  all  50  states  and  some  federal  investigative 
agencies  and  the  courts.  .  .  .  The  system  .  .  .  will  make  available  by  1975  on  a 
nationwide  computer  network  most  of  the  information  now  handled  through  the  FBI's 
vast  criminal  record  and  fingerprint  files.  .  .  .  It  replaces  a  pilot  effort,  called  Proj- 
ect SEARCH,  in  which  only  a  computerized  index  was  maintained,  capable  of  telling 
police  if  a  suspect  had  a  record.^^ 

Although  the  November  1971  announcement  signaled  the  end  of  LEAA  control 
of  the  system,  the  agency  has  continued  to  be  involved  in  the  development  and 
expansion  of  information  systems.  Project  SEARCH  has  been  given  discretionary 
and  research  grants  for  developing  related  technology,  such  as  satellite  transmis- 
sion of  information,  automatic  fingerprint  identification/verification  and  additional 
work  on  transaction-based  criminal  justice  statistics.  And  LEAA  block  grants 
have  continued  to  serve  as  the  primary  source  of  funding  for  the  state  information 
systems  that  will  be  the  major  components  of  the  NCIC  criminal  history  infor- 
mation system.  Despite  LEAA's  expressed  concern  for  privacy  considerations  in 
the  operation  of  information  systems,  it  has  not  sought  to  precondition  the  use 
of  its  funds  for  such  systems  on  the  development  by  the  states  of  adequate  statu- 
tory or  regulatory  safeguards. 


1'  By  altering  the  basic  system  design  for  SEARCH,  FBI  requirements  could  increase  the  cost  by  30  to 
40  percent,  apart  from  the  possil^le  duplication  involved.  Ial,ei  view  with  Jerry  Emmer,  LEAA  official. 
'"  Justice  Department  news  release,  November  1971. 
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It  is  difficult  to  obtain  reliable  information  concerning  the  present  or  projected 
scope,  cost  or  structure  of  the  new  FBI  data  bank.  At  the  federal  level  a  variety 
of  agencies  are  scheduled  to  participate  in  the  system,  most  of  which  have  been 
previously  active  in  the  NCIC  system.  Among  others,  the  system  will  receive 
data  and  answer  inquiries  from  the  Secret  Service,  the  Internal  Revenue  Service, 
the  Alcohol  and  Tax  Division  of  the  Treasury  Department,  the  Bureau  of  Customs, 
the  Immigration  and  Naturalization  Service,  the  Bureau  of  Prisons,  the  U.S. 
Courts,  U.S.  Attorneys  and  U.S.  Marshals.  As  far  as  the  states  are  concerned,  at 
the  time  of  the  FBI's  November  1971  press  release,  only  one  state — Florida — 
was  actually  contributing  information  to  the  file.  The  next  two  states — New  York 
and  California— were  not  scheduled  to  participate  until  July  1972.  (As  Chapter 
IV  shows,  California  will  probably  not  be  ready  for  full  participation  until  1973.) 
In  most  instances,  the  states  do  not  have  their  own  systems  operational— or  even 
designed. 

Oificial  estimates  of  the  total  number  of  individuals  who  will  eventually  be 
included  in  the  national  file  range  from  five  million  (the  FBI  estimate)  to  20 
million  or  more  (the  LEAA  estimate).  The  number  of  files  in  the  total  system 
including  all  the  state  files  will,  of  course,  be  much  greater.  Neither  LEAA  nor 
the  FBI  will  provide  information  on  the  total  costs  involved. 

Nor  is  it  clear  whether  the  FBI's  file  will  be  comprehensive,  or  simply  a  summary 
index  that  refers  inquirers  to  the  state  files.  The  FBI  has  stated  that  it  plans  to 
maintain  complete  files  only  on  offenders  who  have  been  arrested  in  more  than 
one  state,  maintaining  ''summary  files"  on  offenders  who  have  been  arrested 
within  a  single  state  only.  State  control  centers  will  be  able  to  add  or  remove 
information  from  the  national  file.  However,  for  those  states  that  have  not  yet 
built  a  central  computerized  information  file,  the  FBI  is  presently  maintaining 
complete  offender  files  in  both  situations.  The  fact  that  the  agency  is  presently 
maintaining  complete  files  for  all  states  makes  it  doubtful  that  they  will  subse- 
quently abandon  those  files. 2° 

The  kinds  of  information  to  be  stored  in  the  data  file  and  the  conditions  of 
participation  in  the  system  are  not  defined  by  statute  or  by  formal  regulations. 
The  only  standards  regulating  the  system  are  those  set  forth  in  the  NCIC  Ad- 
visory Board  policy  paper.^i  Each  state  seeking  to  participate  in  the  system  must 
sign  a  contract  with  the  director  of  the  FBI,  agreeing  to  abide  by  the  terms  of 
the  policy  paper  and  by  any  "rules,  policies  and  procedures  hereinafter  adopted 
by  NCIC."  The  contracting  state  must  also  agree  to  indemnify  the  federal  agency 
against  any  legal  claims  arising  out  of  the  operation  of  the  information  system. 
The  FBI  claims  that  the  majority  of  the  states — "all  but  three  or  four,"  according 
to  Daunt,  "and  those  have  technical  not  substantive  problems  with  the  sys- 
tem"— have  signed  the  contract  and  thereby  accepted  the  terms  of  the  policy 
paper. 

The  NCIC  standards  are  substantially  less  rigorous  than  those  developed  by 
LEAA's  Project  SEARCH,  and  in  manj^  instances  their  adoption  was  met  by 
vigorous  objections  from  LEAA,  the  SPAs  and  the  Project  SEARCH  participants. 

Under  the  NCIC  policies,  the  national  file  is  restricted  to  data  on  "serious  and 
other  significant  violations."  This  is  defined  by  exclusion: 

Excluded  from  the  national  index  will  be  juvenile  offenders  as  defined  by  state  law 
(u7iless  the  juvenile  is  tried  in  court  as  an  adult);  charges  of  drunkenness  and/or 
vagrancy;  certain  public  order  offenses,  i.e.,  disturbing  the  peace,  curfew  violations, 
loitering,  false  fire  alarm;  traffic  violations  {except  data  will  be  stored  on  arrests  for 
manslaughter,  driving  under  the  influence  of  drugs  or  alcohol,  and  'hit  and  run'); 
and  nonspecific  charges  of  suspicion  or  investigation.^^ 

2°  The  basic  policies  developed  for  the  FBI  system  by  the  NCIC  Advisory  Policy  Board  state: 

"In  the  developed  system,  single  state  records  will  become  an  abbreviated  criminal  history  record  in  the 
national  index  with  switcliing  capability  for  the  states  to  obtain  the  detailed  record.  Such  an  abbreviated 
record  should  contain  sufficient  data  to  satisfy  most  inquiry  needs,  i.e.,  identification  segment,  originating 
agency,  charge  data,  disposition  of  each  criterion  offense  and  current  status.  This  will  substantially  reduce 
storage  costs  and  eliminate  additional  duplication." 

2'  The  NCIC  Policy  Paper,  supra  n.  13.  The  board  is  appointed  by  and  serves  at  the  discretion  of  the 
director  of  the  FBI.  Its  members  are  individuals  responsible  for  the  administration  on  state  information 
systems  or  state  or  local  terminals  on  the  NCIC  system.  Recently,  procedures  were  introduced  for  electing 
board  members  from  among  participating  state  officials.  It  does  not  include  ODnstitutional  lawyers,  computer 
experts  or  other  nonlaw  enforcement  representatives. 

«  NCIC  Policy  Paper,  supra  a.  18,  p.  11. 
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Narcotic  or  mental  commitment  records  will  be  maintained  if  they  are  part  of 
the  criminal  justice  process.  Domestic  crimes  such  as  nonsupport  or  adultery  and 
victimless  crimes  such  as  homosexuality,  gambling  and  others  are  considered 
"serious"  in  some  jurisdictions. ^^  Moreover,  any  state  or  locality  may  store  addi- 
tional information  in  its  own  files,  which  can  be  disseminated  upon  requests 
referred  to  the  state  or  local  poUce  department  by  the  central  index.^^  Besides  the 
criminal  record  data  on  serious  offenders,  the  Justice  Department  has  asserted 
an  absolute  right  to  keep  recoi'ds  on  persons  who  are  "violence  prone"  and  other 
"persons  of  interest"  for  national  security  reasons. 

Contributions  to  each  individual  file  depend  on  participating  state  and  local 
agencies.  According  to  the  NCIC  poHcy  paper,  each  file  is  supposed  to  show  arrests, 
charges,  the  disposition  of  each  case,  sentencing  details  and  custody  and  super- 
vision status,  but  experience  indicates  that  agencies  contributing  to  the  files 
rarely  remove  arrests  records  that  do  not  lead  to  convictions ^s  and  often  include 
damaging  extenuating  inforination.  Personal  identification  information  such  as 
name,  age,  sex  and  physical  descriptio;i  are  included  as  well  as  FBI  numbers, 
state  numbers,  social  security  numbers,  date  and  place  of  birth  and  other  miscel- 
laneous numbers.  At  least  one  criminal  fingerprint  card  is  filed  in  the  FBI  identi- 
fication division  "to  support  the  computerized  criminal  history  record  in  the 
natioi^al  index."  ^* 

No  federal  law  or  regulation  calls  for  deletion  of  out-dated  records.  The  NCIC 
policy  paper  states: "Each  control  terminal  agency  shall  follow  the  law  or  practice 
of  the  state  .  .  .  with  respect  to  purging/expunging  of  data  entered  by  that 
agency  in  the  nationally  stored  data"  (p.  12).  Most  states  have  no  purging  re- 
quirements at  present.  The  policy  paper  endorses  the  concept  of  state  and  federal 
penalties  for  misuse  of  the  data,^^  and  suggests  that  the  individual  be  given  the 
right  to  see  and  correct  his  file,  but  makes  no  specific  recommendations.  Experience 
at  the  state  and  local  levels  indicates  that  it  is  extremely  difficult  for  an  individual 
to  correct  an  erroneous  or  incomplete  file  without  resorting  to  lengthy  court 
proceedings. 

The  major  deficiency  in  the  guidelines  and  the  system  as  a  whole  is  the  absence 
of  proper  controls  on  access  to  the  data  contained  in  the  files.  The  policy  paper 
states  that  access  will  be  provided  primarily  to  criminal  justice  agencies  in  the 
discharge  of  their  official  responsibilities.  In  addition,  "agencies  at  all  govern- 
mental levels  which  have  as  a  principal  function  the  collection  and  provision  of 
fingerprint  identification  information"  will  have  access,  as  will  all  those  agencies 
that  presently  use  NCIC.  This  means  that  the  files  will  still  be  used  for  clearing 
federal  employees  and  the  employees  of  federal  contractors,^^  and  the  information 


23  HR  1,  the  welfare  reform  proposal  which  was  extensively  revised  by  the  Senate  Finance  Committee 
before  the  92nd  Congress  adjourned,  would  make  nonsupport  a  federal  crime  and  place  a  special  assistant 
U.S.  attorney  in  every  judicial  district  to  prosecute  violators  whose  desertion  caused  their  families  to  po  on 
welfare.  This  new  crime  would  assure  that  personal  data  files  on  welfare  recipients  will  be  mingled  with  the 
files  on  criminal  offenders. 

2<  A  number  of  jurisdictions  maintain  harmful,  irrelevant  data.  The  Kansas  City,  Mo.,  ALERT  System, 
for  example,  Includes  the  following  categories  of  infonnation  in  its  computerized  WarrantA^'ant  Real  Time 
Files:  "local  and  national  intelligence  on  parole  status;  active  adult  and  juvenile  arrest  records  with  abstract 
data;  area  dignitaries;  persons  with  a  history  of  mental  disturbance;  persons  known  to  have  confronted  or 
opposed  law  enforcement  personnel  in  the  performance  of  their  duty;  college  students  known  to  have  par- 
ticipated in  disturbances  primarily  on  college  campus  areas."  (Statement  of  Sen.  Charles  Mathias.  March  9, 
1971,  Senate  Constitutional  Rights  Subcommittee  Hearings,  p.  ,576.) 

"  The  inclusion  of  arrest  records  that  do  not  lead  to  conviction  is  particularly  onerous.  In  20  to  30  percent 
of  arrests,  the  police  do  not  bring  charges  for  a  variety  of  reasons  including  mistaken  identification,  lack  of 
evidence,  etc.  Yet  only  eight  states  have  statutes  providing  for  expungement  of  such  records.  And  of  the 
eight,  only  one  allows  expungement  of  arrest  records  for  an  individual  who  has  had  a  previous  conviction. 

26  NCIC  Policy  Paper,  supra  n.  13. 

2'  At  present  the  only  penalty  for  misuse  of  data  maintained  in  the  NCIC  system  is  the  provision  in  28 
use  §  .534  allowing  the  FBI  to  withdraw  the  privilege  of  participating  in  the  exchange  system  from  an 
agency  that  fails  to  abide  by  NCIC  standards.  As  the  exercise  of  that  sanction  means  that  the  agency  would 
also  cease  contributing  data  to  NCIC,  the  provision  has  been  invoked  rarely.  18  USC  §  1905  provides  weak 
criminal  sanctions  for  the  disclosure  of  confidential  financial  information  by  federal  officials.  It  would  not 
extend  to  the  state  participants  in  the  NCIC  system,  and  it  protects  only  white-collar  criminals  whose 
offenses  involve  financial  misdealings. 

28  Federal  contractors  such  as  Lockheed  Aircraft  have  in  the  p.ast  obtained  such  records  from  the  federal 
departments  with  which  they  do  business. 
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will  be  shared  with  federally  insured  banks,  hospitals,  insurance  companies,  etc.^' 

At  the  state  level,  the  N  YIIS  experience  suggests  that  a  wide  range  of  state 
agencies  and  some  private  firms  will  have  access  to  the  tiles  for  clearing  potential 
employees  or  licensees.^"  The  guidelines  provide  that  state  agencies  (except  for 
criminal  justice  agencies)  cannot  use  the  data  in  connection  with  licensing  or  state 
and  local  employment,  luiless  "legislative  action  at  the  state  and  federal  level  or 
Attorney  General  Regulations"  provide  otherwise.  But,  as  the  New  York  ex- 
perience shows,  a  number  of  states  already  have  clearance  authorization  laws,  and, 
since  Congress  has  authorized  the  sharing  of  identification  information  with  such 
states — -with  the  approval  of  the  Attorney  General — the  exclusion  promises  to 
be  of  limited  value.  (The  Attorney  General  has  never  withheld  approval  from  a 
state  agencj^  seeking  access.)  Even  if  approval  or  clearance  should  be  denied,  local 
policy  will  inevitably  determine  the  terms  of  access  because  the  NCIC  system 
lacks  adequate  sanctions  to  apply  to  nonconforming  states.  At  least  one  state, 
Iowa,  is  considering  making  the  information  available  to  anyone  willing  to  pay 
for  it.3> 

The  looseness  of  the  access  jjrovisions  becomes  more  ominous  in  view  of  the 
parallel  rapid  growth  of  law  enforcement  intelligence  files  containing  sensitive  and 
unsubstantiated  information. ^2  In  addition,  the  provisions  virtually  invite  linkages 
with  information  files  maintained  by  public  and  private  agencies.  LEAA  is 
presently  cooperating  with  HUD  and  several  other  federal  agencies  to  fund  ex- 
perimental programs  in  six  cities  ^^  that  will  provide  city  managers  or  mayors 
with  "integrated  municipal  information  systems"  (IMIS)  for  management  pur- 
poses. The  IMIS  is  being  promoted  by  theNational  League  of  Cities  as  a  "sig- 
nificantly new  approach  to  the  process  of  local  government  itself,"  one  "that  will 
require  a  degree  of  commitment  and  level  of  expenditure  by  municipalities  which 
has  never  before  been  associated  with  computer-based  systems."  The  new  sys- 
tems will  eventually  include  data  from  all  urban  service  departments — police, 
welfare,  schools,  etc. — as  well  as  underlying  demographic  and  other  facts  that 
could  be  useful  in  making  urban  management  decisions.  The  enlarged,  organized 
data  base  supposedly  will  point  lo  new  relationships  aniong  urban  problems,  and 
consequently  will  improve  policy-making. 

The  IMIS  could  present  serious  problems;  total  recall  of  statistics  could  be 
extremely  harmful  to  the  individual  citizen.  As  Robert  Knisely,  the  director  of  the 
program  has  written: 

If  vital  stalislics,  and  school,  employment  and  criminal  justice  records  can  be  pulled 
together  on  a  named  individual  at  will,  a  child's  teachers  may  find  oxtt  he  is  illegitimate, 
his  poor  grades  may  keep  him  from  getting  a  job,  his  lack  of  a  job  may  lead  to  crime  and 
his  criminal  justice  records  may  keep  him  permanently  unemployed}^ 

Although  Knisely  sees  certain  potential  benefits  in  the  program,  he  concludes 
that  they  are  overbalanced  by  the  likelihood  that  neither  the  courts  nor  the  legisla- 
tures will  exert  adequate  control  over  the  emerging  technology.  In  any  event, 
the  possibility  that  criminal  information  files  will  become  a  part  of  a  larger  city- 
wide  integrated  information  system  is  a  real  one.  In  California,  Iowa  and  other 

25  On  Dec.  3,  1971,  Congress  approved,  as  part  of  the  fiscal  1972  FBI  appropriation,  the  following  blanket 
authorization  for  the  distribution  of  FBI  data: 

"The  funds  provided  in  the  Department  of  Justice  Appropriations  Act,  1972,  for  Salaries  and  Expenses, 
Federal  Bureau  of  Investigation,  may  be  used,  in  addition  to  those  uses  authorized  thereunder,  for  the 
exchange  of  identification  records  with  officials  of  federally  chartered  or  insured  banking  institutions  to  pro- 
mote or  maintain  the  security  of  those  institutions,  and,  if  authorized  by  state  statute  and  approved  by  the 
Attorney  General,  to  ofllcials  of  state  and  local  governments  for  purposes  of  employment  and  licensing, 
any  such  exchange  to  be  made  only  for  the  oflicial  use  of  any  such  official  and  subject  to  the  same  restric- 
tion with  respect  to  dissemination  as  that  provided  for  under  the  aforementioned  Act."  {Congressional 
Record,  Dec.  3,  1971,  S  20461.) 

In  1972  a  proposal  was  submitted  to  Congress  to  reverse  the  1971  action.  At  the  time  of  this  report  that 
proposal,  an  amendment  to  the  pending  Justice  Department  appropriations  bill,  was  before  a  House-Senate 
Conference  Committee.  In  the  meantime  the  Justice  Department  (through  Sen.  Hruska)  introduced 
S.  3834  (HR  15929)  to  assure  the  broad  availability  of  FBI  records. 

3"  See  letter  from  Aryeh  Neier.  executive  director  of  the  American  Civil  Liberties  Union,  to  Sen.  Sara  J. 
Er\nn  (D  N.C.),  March  23,  1971  (copy  on  file  with  the  Senate  Subcommittee  on  Constitutional  Rights), 
listing  state  agencies  with  access  to  N  YIIS  files. 

31  Des  Moines  Sunday  Register,  July  2,  1972,  p.  3A. 

32  We  have  already  pointed  out  that  LEAA  is  funding  regional  and  state  intelligence  networks  for  the  col- 
lection and  analysis  of  data  on  organized  crime,  as  well  as  state  and  local  intelligence-gathering  systems  on 
civil  disorders  and  militants  and  other  nonconformers.  Because  of  the  difficulty  of  standardizing  intelligence 
information,  it  is  unlikely  that  interstate  computer  exchange  of  such  data  will  be  realized,  at  least  for  some 
time.  However,  once  the  data  are  centralized  at  the  state  level  under  the  auspices  of  the  agency  responsible 
for  operating  the  central  criminal  information  files,  it  becomes  accessible  to  other  state  or  federal  agencies 
who  will  be  directed  to  the  state  of  record  through  the  NCIC  system.  And  the  Attorney  General  has  the 
power  under  the  present  statutory  scheme  to  combine  federal  investigative  and  intelligence  files  with  the 
NCIC  criminal  offendei  files. 

23  The  IMIS  cities  are:  Dayton,  St.  Paul,  Long  Beach,  Calif.,  Reading,  Pa.,  Charlotte,  N.C.,  and  Wichita 
Falls,  Tex.  Other  jurisdictions  are  combining  criminal  justice  computer  data  with  information  from  other 
public  agencies  on  their  own. 

3<  Knisely,  Robert  A.,  "The  Fruit  of  the  Tree  of  Knowledge— Privacy  Problems  in  Integrated  Municipal 
Information  Systems,"  Dec.  7,  1971,  p.  7. 
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jurisdictions,  data  from  a  variety  of  social  service  agencies  are  already  being  com- 
bined in  a  single  administrative  unit  that  is  also  responsible  for  criminal  justice 
data.35 

Beyond  I  MIS,  which  is  a  deliberate,  small-scale  experiment,  it  is  likely  that 
private  and  public  decisionmakers  will  step  up  their  generalized  demands  for 
whatever  data  are  available  on  the  individuals  with  whom  they  are  concerned.^^ 
Senator  Sam  Ervin  (D-N.C.)  has  described  the  problem  this  way: 

*' Interrelationship"  is  the  key  word  here.  Once  the  correlating  process  begins  on 
individual  personal  data  in  the  many  files  of  government,  all  the  weaknesses  and  limita- 
tions of  the  computer  as  a  machine  will  he  operating  on  a  grand  scale  to  make  possible  a 
massive  invasion  of  the  privacy  of  millions,  and  it  raises  the  specter  of  a  possible 
program  of  routine  denial  of  due  process.  Interagency,  inter-business  networks  are 
being  established  of  computers  that  talk  only  to  each  other.  Decisions  affecting  a  per- 
son's job,  retirement  benefits,  security  clearance,  credit  rating  or  many  other  rights 
may  be  made  without  benefit  of  a  hearing  or  confrontation  of  the  evidence. 

The  computer  reduces  his  opportunity  to  talk  back  to  the  bureaucrats.  It  removes 
his  chances  to  produce  documents,  photographs  or  other  evidence  to  alter  a  decision.^'' 

The  problem  of  potential  linkages  between  criminal  justice  system  and  other 
governmental  files  on  individuals  has  been  centered  in  a  debate  that  has  plagued 
the  new  system  since  its  inception.  The  NCIC  guidelines  initially  required  partici- 
pating states  to  utilize  computers  "dedicated"  to  law  enforcement  uses  only  and 
managed  by  law  enforcement  personnel.  Many  of  the  states  have  opposed  this 
policy  on  the  grounds  that  dedicated  computers  cost  more  and,  in  some  cases, 
that  state  law  requires  that  all  computer  systems  be  centralized  under  the  control 
of  the  governor.38  According  to  Donald  Roderick,  Jerome  Daunt's  successor, 
the  FBI  will  now  permit  each  state  to  set  its  own  rules  in  accordance  with  existing 
provisions  for  statewide  computer  administration.  If  a  decision  is  reached  to  use 
a  nondedicated  computer,  however,  that  state  must  make  a  showing  that  the 
criminal  justice  data  are  under  the  control  of  law  enforcement  officials. 

The  Need  for  New  Legislation 

Neither  the  FBI  nor  LEAA,  the  two  agencies  of  the  Justice  Department  with 
the  resources  or  powers  to  impose  regulatory  controls,  has  developed  adequate 
safeguards  for  the  fast-growing  computer  files  on  criminal  offenders.  The  NCIC 
guidelines  are  inadequate.  As  we  have  indicated,  most  of  them  are  nonspecific, 
relying  on  state  statutes  to  spell  out  specific  protections.  Since  most  of  the  states 
have  no  regulatory  legislation  on  the  books  and  the  few  laws  that  have  been 
passed  are  inadequate,  the  system  affords  little  protection  against  abuse.  Further, 
the  enforcement  of  the  few  NCIC  standards  that  are  binding  depends  exclusively 
on  the  FBI's  willingness  to  exclude  a  noncomplying  state  from  the  system.  This 
ultimate  sanction  has  never  been  invoked. 

Project  SEARCH  developed  more  comprehensive  privacy  and  operational 
guidelines,'^  but  these  guidelines  are  advisor}^  onh',  and  not  legally  binding  on 
the  states.  LEAA  has  been  unwilling  to  impose  the  SEARCH  standards  as  a 
condition  of  its  grants.  It  has  simply  suggested  that  states  contemplating  the 
purchase  of  information  systems  with  LEAA  money  "ensure  that  adequate 
provisions  are  made  for  system  security,  for  protection  of  individual  privacj'  and 
the  insurance  of  the  integrity  and  accuracj''  of  the  data  collection." 


3'  Iowa's  TRACTS  (Traffic  Records  and  Criminal  Justice  Information  System),  for  example,  will  connect 
with  the  state's  Department  of  Public  Instruction,  the  Department  of  Social  Services  and  others.  And  the 
California  CLETS  system  (see  Chapter  TV)  will  be  able  to  relate  to  records  from  the  public  schools. 

3«  In  recognition  of  this  growing  tendency  and  the  immense  data  flies  available  through  his  department , 
particularly  those  tied  into  social  security  numbers  (as  is  the  NCIC  system),  HEW  Secretary  Elliot  L. 
Richardson  has  appointed  an  Advisory  Committee  on  Automated  Personnel  Data  Systems  to  develop 
safeguards  to  "protect  against  potentially  harmful  consequences  to  privacy  and  due  process."  (See  "Charter 
of  the  Secretarv's  Advisorv  Committee  on  Automated  Personnel  Data  S^•stems,"  Feb.  27,  1972.) 

"  "The  Coniputer  and  Individual  Privacy,"  address  of  Sen.  Sam  J.  Ervin  (D  N.C.)  to  the  American 
Management  Association,  March  6,  1967. 

^  Jerris  Leonard  sided  with  the  states,  sa3ring,  "As  long  as  I  am  here,  we  are  going  to  carry  out  the  philos- 
ophy of  this  administration  and  that  is  the  states  will  decide  what  they  need  ...  If  the  FBI  doesn't  want 
to  provide  the  service,  we'll  find  someone  else."  (Washington  Evening  Star,  Jan.  22,  1972.)  In  addition  the 
National  Association  for  State  Information  Systems  formally  protested  the  dedication  requirement  to 
Attorney  General  Mitchell. 

2'  See  Technical  Report  No.  2,  July  1970,  "Security  and  Privacy  Considerations  in  Criminal  History 
Information  Systems,"  prepared  by  the  Project  SEARCH  Committee  on  Security  and  Privacy.  The  com- 
mittee has  also  prepared  a  model  state  statute  and  model  regulations  for  the  governance  of  state  information 
sj-stems.  These  have  been  introduced  but  not  acted  upon  in  several  state  legislalnres. 
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Congress  anticipated  the  need  for  regulation  of  the  growing  law  enforcement 
information  network  in  1970  and  added  an  amendment  to  the  Safe  Streets  Act 
requiring  LEAA  to  submit  legislation  b.y  May  1,  1971,  to  ensure: 

The  integrity  and  accuracy  of  criminal  justice  data  collection,  processing  and 
dissemination  systems  funded  in  whole  or  in  part  by  the  federal  government,  and  pro- 
tecting the  constitutional  rights  of  all  persons  covered  or  affected  by  such  systems. 

On  Sept.  20,  1971,  Senator  Roman  Hruska  (R-Ncb.)  introduced  S.  2546,  "The 
Criminal  Justice  Information  Systems  Security  and  Privacy  Act  of  1971,"  on 
behalf  of  the  Administration.  The  bill  essentially  would  codify  the  standards 
establislied  by  the  NCIC  policy  board  and  give  the  Attorney  General  the  authority 
to  alter  the  scope  of  the  national  system  as  he  deems  necessar\'.  The  bill,  which 
has  been  severely  criticized  for  failing  to  provide  adequate  protection  against 
misuse  of  data,  was  never  assigned  to  an  appropriate  subcommittee  for  hearings. 

In  addition  in  1970  Congress  mandated  the  creation  of  a  National  Commission 
on  Individual  Rights  to  study,  among  other  things,  the  impact  "of  the  accumulation 
of  data  on  individuals  by  federal  agencies  as  authorized  by  law  or  "required  by 
executive  action"  and  to  determine  which  practices  "are  effective,  and  whether 
they  infringe  upon  the  individual  rights  of  the  people  of  the  United  States." 
(Section  12,  The  Organized  Crime  Bill  of  1970.)  This  provision  has  never  been 
imjjlemented. 

There  are  serious  questions  whether  the  state  and  national  computerized  files 
are  necessary,  whether  they  are  worth  their  cost,  both  social  and  financial,  and 
whether  they  work.  Perhaps  with  more  experience  the  FBI  or  LEAA  will  develop 
a  convincing  case  concerning  the  manner  in  which  the  computerized  information 
systems  have  developed.  However,  the  Justice  Department  has  not  yet  confronted 
the  very  real  problems  that  the  new  NCIC  system  is  creating,  particularly  in 
regard  to  governmental  overreaching,  invasions  of  privacy  and  infringement  of 
basic  constitutional  rights. 

Underlying  the  deficiencies  of  the  new  NCTC  criminal  offender  records  system 
is  the  vagueness  of  the  legislation  under  which  it  operates.  28  USC  §  534  enables 
the  Attorney  General  to  set  up  (and  alter)  a  system  to  "acquire,  collect,  classify 
and  preserve  identification,  criminal  identification,  crime  and  other  Tccoi^ds."  and  to 
"exchange  these  records  with,  and  for  the  official  use  of,  authorized  o'ficials  of  the 
federal  government,  the  states,  cities  and  penal  and  other  institutions."  (Emphasis 
added.)  The  statute  contains  no  standards;  and  despite  the  fact  that  the  Attorney 
General  has  full  power  to  do  so,  no  regulations  have  ever  been  issued  to  govern  the 
information  system  except  to  delegate  the  Attorney  General's  administrative 
authority  to  the  FBI  (28  CFR  §  0.85). 

In  addition  to  the  question  of  the  Justice  Department's  statutory  power, 
several  aspects  of  the  system  as  it  is  presenth'  administered  raise  importaiit  con- 
stitutional questions.  To  include  information  unrelated  to  criminal  convictions  in 
the  state  files  (and  by  automatic  referral  in  the  national  file)  may  well  \iolate  the 
First  Amendment  and  the  due  process  and  equal  protection  clauses  of  the  United 
States  Constitution. 

For  example,  on  numerous  occasions  the  Supreme  Court  has  held  or  indicated 
that  the  Fifth  and  Fourteenth  Amendments'  guarantee  of  due  process  protects 
individuals  from  injury  caused  by  public  bodies  acting  without  giving  the  individ- 
ual the  opportunity  to  challenge  or  clarify  the  factual  assumptions  on  which  the 
agency  is  operating.^"  The  protection  against  arbitrary  action  and  the  right  to  be 
heard  apply  even  when  the  activities  involved  do  not  entail  direct  civil  or  criminal 
penalties,  and  extend  to  the  circulation  by  the  government  of  prejudicial  informa- 
tion. 

In  Joint  Anti-Fascist  Refugee  Committee  v.  McGrath,*^  the  Supreme  Court  con- 
fronted a  situation  remarkably  similar  to  that  posed  by  certain  aspects  of  the 
present-day  Justice  Department  data  distribution  program.  Ruling  that  the 
Attorney  General  must  provide  an  opportunity  for  a  hearing  before  including  an 
organization  on  his  subversive  list,  Justice  Felix  Frankfurter  stated: 


"  See,  e.g..  Joint  Anti-Fascist  Refugee  Committee  v.  McOrath,  341  U.S.  123  (1951);  Greene  v.  McElroy,  360 
U.S.  474  (19.59). 

*i  Supra,  n.  40.  Although  the  Attorney  General  was  ordered  to  Institute  proper  procedures  before  adding 
an  organization  to  the  subversive  list,  the  majority  of  the  Court  did  not  join  any  one  opinion.  Justice  Frank- 
furter's constitutional  reasoning  has  become  the  most  noted  of  the  opinions  entered  in  that  case.  In  Wisconsin 
V.  Constantineau,  400  U.S.  433  (1971),  the  Supreme  Court  held  unconstitutional  a  Wisconsin  statute  author- 
izing local  authorities  to  post  public  notices  prohibiting  the  sale  of  liquor  to  persons  who  drink  excessively, 
without  affording  the  interdicted  individual  a  right  to  challenge  the  determination. 
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The  heart  of  the  mailer  is  thai  democracy  implies  respect  for  the  elementary  rights  of 
m,en,  however  suspect  or  unmorthy;  a  democratic  government  must  therefore  practice 
fairness;  and  fairness  can  rarely  be  obtained  by  secret  one-sided  determination  of 
facts  decisive  of  rights.  .  .  .  No  better  instrument  har  been  devised  for  arriving  at  truth 
than  to  give  a  person  in  jeopardy  of  serious  loss  notice  of  the  case  against  him  and 
opportunity  to  meet  it.  .  .  .  The  Attorney  General  is  certainly  not  immune  from  the 
historic  requirements  of  fairness  merely  because  he  acts,  however  conscientiously,  in 
the  name  of  security.  341  U.S.  at  170-174. 

Under  the  new  NCIC  system  the  federal  and  state  agencies  which  disseminate 
background  intelligence  information  or  data  pertaining  to  arrests  not  followed  by 
conviction,  without  giving  the  subject  the  chance  to  clarify  or  correct  his  record, 
could  be  found  in  violation  of  the  due  process  clauses  of  the  Fifth  and  Fourteenth 
Amendments. 

It  is  also  quite  possible  that  the  NCIC  criminal  history  file  violates  the  equal 
protection  clause,  by  magnifj^ng  the  consequences  of  present  discriminatory 
police  practices.  Because  the  data  it  collects  focus  on  street  crimes  and  offenses  that 
tend  to  be  committed  by  the  disadvantaged  and  minorities,  and  because  of  its  in- 
discriminate inclusion  of  data  on  arrests  for  ill-defined  crimes  (such  as  arrests  for 
suspicion)  and  arrests  not  followed  by  charges  or  convictions,  the  NCIC  file  rein- 
forces the  existing  class  and  racial  bias  of  the  criminal  justice  system.  Arrests  for 
"suspicion"  or  "investigation,"  for  vagrancy  and  other  vague  crimes,  constitute 
a  major  form  of  police  discrimination  against  blacks  and  Chicanos.  Keeping 
permanent  computerized  files  of  such  arrests  (and  in  some  cases  convictions)  adds 
another  layer  of  discrimination  to  the  criminal  justice  s.ystem,  encouraging  sur- 
veillance, the  imposition  of  stiflFer  penalties,  etc.,  on  minorities.  When  such  records 
are  made  available  to  employers,  discrimination  in  the  hiring  process  is  com- 
pounded.  (See  Gregory  v.  Litton  Systems.)  *^ 

■  CONCLUSIONS  AND  RECOMMENDATIONS.  LEAA  is  investing  substan- 
tially in  the  creation  of  a  national  computerized  criminal  offender  information  file 
serving  state  and  local  contributors  and  users.  The  files  at  present  contain  too  much 
information  and  are  accessible  to  too  many  agencies,  including  private  business  con- 
cerns. Few  safeguards  protect  legitimate  rights  of  personal  privacy  or  prevent  use  of  the 
information  in  a  discriminatory  manner.  Standing  alone,  the  new  information  sys- 
tems requi)e  immediate  and  comprehensive  regulations  and  controls.  The  potential 
harm  that  they  could  inflict,  however,  is  made  even  more  critical  by  (a)  the  coincident 
development  of  new  state-level  intelligence  files  on  civil  disorders  and  dangerous  persons 
that  are  maintained  by  the  same  agencies  that  administer  the  information  files  and  that 
are  accessible  to  participants  in  the  national  system,  and  (b)  the  rapid  expansion  of 
computerized  records  on  individuals  maintained  by  welfare,  health,  education  and  other 
public  and  private  agencies  that  can  be  (and  have  been)  readily  interfaced  with  the 
criminal  offender  files.  To  ensure  integrity  and  fairness  of  such  systems: 

No  further  federal  funds  should  be  distributed  for  the  operation,  expansion  or 
development  of  state  and/or  national  information  systems  prior  to  the  completion  of  a 
study  by  a  neutral  and  reputable  scientific  body — stich  as  the  National  Academy  of 
Sciences  or  the  National  Commission  on  Individual  Rights — setting  forth  the  policy 
options  facing  the  nation  in  regard  to  such  systems.  In  particular,  the  study  should 
examine:  the  necessity  for  various  possible  kinds  of  information  (and  intelligence) 
systems  to  effective  law  enforcement ;  the  most  appropriate  structure (s)  for  such  systems 
(centralized,  decentralized,  state  controlled,  law  enforcement  controlled,  etc.);  the 
kinds  of  safeguards  that  can  and  should  be  built  into  such  systems;  the  relationship  of  the 
data  banks  developed  under  such  systans  to  other  data  banks;  and  the  proper  forms  for 
public  regulation  of  such  systems. 

If  a  national  or  multi-state  criminal  justice  information  system  is  found  to  be 
justified  after  the  full  report  by  the  independent  body,  federal  legislation  should  be 
passed  creating  an  affirmative  right  to  privacy,  which  would  require  the  government  to 
justify  in  advance  any  activity  that  would  conflict  with  that  right.  In  addition,  regula- 
tory laws  should  be  passed  to  control  all  information  systems  (1)  developed  and  main- 
tained by  agencies  of  the  federal  government,  (2)  operated  by  state  or  local  agencies  but 
supported  wholly  or  partly  by  federal  funds  and  (3)  interfacing  with  federal  systems  or 


«316  F.  Supp.  401  (CD.  Calif.  1970).  The  President's  Commission  on  Federal  Statistics.  Vol.  HI  (1971), 
p.  .'>46,  reported:  "An  applicant  who  lists  a  previous  arrest  faces  at  best  a  'second  trial'  in  which,  without 
procedural  safeguards,  he  must  prove  his  innocence;  at  worst  the  listing  of  the  arrest  disqualifies  him  per  se. 
The  arrest  record  is  the  first  of  a  series  of  status  degradation  ceremonies  in  the  criminal  law  process."  The 
commission  pointed  to  the  fact  that  in  a  recent  survey  of  39  counties,  not  one  lists  arrests  that  have  not  led  to 
convictions.  "The  'criminal  record'  in  these  39  counties  includes  only  convictions,  and  often  only  those  for 
serious  crimes"  (p.  ."^48).  For  a  detailed  treatment  of  the  problems  inherent  in  the  broad  dissemination  of 
arrest  lecords,  see  Security  and-Pripaai  of  Criminal  Arrest  Records.  Hearings  before  Subcommittee  No.  4  of 
tlie  House  Committee  on  the  Judiciary,  02nd  Congress,  2nd  Session  (April  1972). 
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federally  supported  systems.  {If  such  legislation  is  not  passed,  the  Attorney  General 
should  issue  formal  regulations  under  his  present  powers.)  Among  the  kinds  of  safe- 
guards that  should  be  considered  for  inclusion  in  the  legislation  are  the  following: 

#  The  legislation  should  spell  out  with  specificity  (rather  than  defining  by  exclusion) 
the  scope  of  the  criminal  history  offender  files  and  the  matter  to  be  included  therein. 
Only  serious  crimes  that  pose  actual  danger  to  the  public  and  are  likely  to  involve 
interstate  mobility  should  be  included.*^  The  national  file  should  contain  only  iden- 
tifying data,  records  of  active  arrests,  convictions  and  sentencing  and  an  identification 
of  the  state  agency  maintaining  the  full  records.  Records  of  arrests  not  followed  by 
indictment  or  information  within  one  year,  or  conviction  within  two  years,  should 
be  deleted  from  the  files.  When  a  criminal  law  is  repealed,  the  record  of  prior  violations 
of  it  should  be  deleted  from  the  computer.  Ari  affirmative  obligation  should  be  placed 
on  all  participating  states  to  delete  such  information  from  their  own  files  as  well  as  the 
FBI  files.  Failure  to  do  so  should  result  in  termination  of  participation  in  the  system 
and  imposition  of  financial  penalties. 

#  Specific  congressional  approval  should  be  required  for  any  expansion  or  modifica- 
tion of  the  initial  system,  such  as  a  decision  to  interface  with  other  data  banks  within 
the  Justice  Department  or  other  federal  agencies. 

#  The  legislation  should  provide  for  operation  and/or  monitoring  of  the  national 
system  by  an  independent  agency  or  commission  that  toould  conduct  audits  and 
spot-checks  on  both  the  operating  agency  and  the  contributing  agencies,  and  would 
report  annually  (and  periodically,  as  requested)  to  Congress.  The  commission,  which 
should  include  constitutional  lawyers,  representatives  of  citizen's  groups  and  other 
civilians,  would  share  responsibility  with  the  operating  agencies  for  the  development 
of  detailed  guidelines  to  govern  the  operation  of  the  system.  No  state  should  be  allowed 
to  participate  in  the  federal  system  until  such  time  as  it  has  passed  its  own  statute 
reflecting  the  national  standards,  creating  a  state  monitoring  body  and  providing  for 
the  protection  of  individuals  whose  records  are  included  in  the  system. 

#  Each  individual  should  be  granted  the  right  of  access,  notice  and  challenge  to  all 
information  pertaining  to  him.  A  person  should  receive  notification  when  his  file  is 
opened,  and  upon  each  entry  he  should  be  informed  of  his  right  to  access  and  challenge. 
During  a  challenge,  to  protect  the  individual  from  incomplete  and  inaccurate  informa- 
tion, an  embargo  should  be  placed  on  use  of  the  information. 

#  The  legislation  itself  should  establish  general  standards  for  the  operation  of  the 
system  and  should  require  the  Attorney  General  to  issue  more  specific,  mandatory 
regulations  to  govern  dissemination  of  the  information  to  criminal  justice  agencies, 
the  courts  and  corrections  institutions  and  other  public  agencies.  The  information 
should  be  graded  so  that  only  the  summary  computer  record  (not  access  to  supplementary 
state  investigative  files)  will  be  available  to  certain  recipients,  such  as  federal  and  state 
employers,  or  courts  seeking  to  determine  sentences.*^ 

(Mr.  Gray  subsequently  submitted  the  following  document  for  the 
record :) 

Mr.  Gray.  Before  responding  to  the  request  of  Senator  Mathias  that  I  comment 
on  the  conclusions  and  recommendations  contained  at  the  end  of  Chapter  II  of  the 
pubHcation  "Law  and  Disorder  III,"  I  would  like  to  remind  the  Committee  that 
there  has  been  furnished  for  the  record  a  paper  dated  September  20,  1972,  cap- 
tioned "National  Crime  Information  Center  (NCIC),  Computerized  Criminal 
History  Program,  Background,  Concept  and  Policy  as  approved  by  the  NCIC 
Advisory  Policy  Board."  A  close  analysis  of  this  paper,  I  think,  will  show  that  we 
in  law  enforcement  have  recognized  not  only  the  need  for  applying  computer 
technology  to  law  enforcement's  needs  but  also  the  absolute  necessity  for  stringent 
safeguards  to  protect  privacy  rights. 

Further,  I  believe  it  pertinent  to  point  out  that  the  FBI  operates  only  the  one 
computerized  information  system  and  that  is  NCIC.  We  are  not  associated  with 
any  other  systems  that  are  operating  or  under  development  at  the  Federal  level. 

«  This  would  remove  most  victimless  crimes  from  the  file  as  well  as  the  other  petty  offenses  that  are  most 
subject  to  enforcement  patterns  that  are  socially  discriminatory. 

"  The  legislation  should  probably  also  waive  sovereign  immunity  on  behalf  of  the  United  States  and  make 
them  jointly  liable  with  any  individual  who  disseminates  information  to  an  unauthorized  recipient,  on  a 
strict  liabihty  basis.  The  law  should  include  minimum  damage  penalties,  attorneys'  foes,  and  a  provision 
for  treble  damages;  the  individual  defendant  and  the  governmental  employer  shall  have  the  burden  of  prov- 
ing a  good-faith  effort  to  make  sure  that  the  recipient  did  have  authority  to  request  and  receive  the  infonna- 
tion,  in  order  to  escape  punitive  and  treble  damages.  The  same  sanctions  should  apply  for  dissemination  of 
erroneous  information.  U.S.  district  courts  should  be  given  jurisdiction  without  regard  to  the  amount  in 
controversy. 
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We  do  not  plan  to  become  a  part  of  any  such  systems.  Please  bear  in  mind  that  the 
only  computerized  data  in  the  NCIC  system  is  information  on  wanted  persons, 
stolen  articles,  and  criminal  histories. 

We  have  studied  Chapter  II  and  disagree  with  many  of  the  observations  and 
inferences  expressed.  The  authors  have  based  their  recommendations  and  conclu- 
sions on  many  of  these  questionable  statements.  I  will  address  mj-self  to  the 
areas  wherein  we  disagree  by  commenting  specifically  on  each  of  the  recom- 
mendations and  conclusions.  I  must  confine  my  remarks  primarily  to  the  NCIC 
system  because  we  do  not  possess  any  detailed  knowledge  of  other  systems  alluded 
to  in  Lawyers'  Committee  for  Civil  Rights  Under  Law  report. 

The  first  conclusion  of  the  report  is  that  too  nmch  information  is  being  placed 
into  a  computerized  form;  too  many  agencies,  including  private  business  concerns, 
have  access  to  this  computerized  data;  and  few  safeguards  exist  to  protect  the 
right  of  personal  privacy. 

All  of  the  information  in  NCIC  is  needed  by  law  enforcement  agencies  and 
other  criminal  justice  agencies  on  a  daily  basis  and  enables  them  to  carry  out 
their  responsibilities  in  a  much  more  efficient  manner. 

I  frankly  do  not  believe  the  authors  have  any  sincere  argument  that  a  com- 
puterized file  on  wanted  persons  and  stolen  articles  threatens  any  rights  of  an 
individual. 

The  authors  make  the  statement  that  the  NCIC  Criminal  History  File  possibly 
violates  "the  equal  protection  clause."  I  cannot  agree  with  this  contention.  In 
simple  terms,  what  we  have  set  out  to  do,  with  respect  to  the  criminal  history  file, 
is  to  put  into  a  digital  form  for  computer  storage  information  concerning  the  stages 
of  a  criminal  offender's  formal  contacts  with  the  criminal  justice  agencies,  i.e., 
information  to  identif.v  him,  data  on  arrest  and  charge,  what  the  court  action  was, 
and  custody  or  supervision  status.  All  of  this  information  is  a  matter  of  public 
record.  It  is  the  same  information  already  on  hand  in  a  manual  format  in  the  FBI 
Identification  Division.  The  progiam  we  have  imderwaj'^  is  to  computerize  the 
information  so  that  it  can  readily  be  obtained  in  a  much  more  rapid  manner.  The 
file  will  contain  no  other  information.  In  fact,  the  NCIC  policy  paper  clearlj'  states 
that  "  Data  included  in  the  system  must  be  limited  to  that  with  the  characteristics 
of  public  record." 

We  have  provided  safeguards  designed  to  control  the  dissemination  of  criminal 
history  data  and  to  restrict  its  availability.  Brieflj^  stated,  criminal  history  data  is 
available  outside  the  Federal  Government  only  to  criminal  justice  agencies  for 
criminal  justice  purposes,  unless  other  dissemination  is  specifically  provided  for  by 
Federal  or  state  statutes.  I  believe  it  worthwhile  to  quote  the  following  excerpt 
from  the  NCIC  policj*:  "This  precludes  the  dissemination  of  such  data  for  use  in 
connection  with  licensing  or  local  or  state  employment,  other  than  with  a  criminal 
justice  agency,  or  for  other  uses  unless  such  dissemination  is  pursuant  to  state  and 
Federal  statutes.  There  are  no  exceptions." 

We  require  each  state  control  terminal  having  the  ability  to  accept  the  criminal 
history  file  of  NCIC  to  sign  an  agreement  to  abide  by  the  NCIC  policy.  The  agree- 
ment specifically  provides  that  service  will  be  immediatelj'  suspended  if  securit.y  or 
dissemination  requirements  as  detailed  in  the  NCIC  policy  paper  are  violated.  I 
can  assure  the  Committee  the  FBI  most  certainly  will  cause  immediate  termination 
of  service  to  any  agency  guilty  of  unauthorized  dissemination  of  data.  The  state 
people  know  this.  They  need  the  NCIC  service  and  I  do  not  foresee  a  problem.  In 
this  respect,  1  would  like  to  point  out  that  since  1924  the  FBI  has  been  exchanging 
arrest  data,  in  the  form  of  identification  records  (so-called  "rap  sheets"),  with 
local  and  state  agencies.  There  have  been  only  a  verj^  few  instances  where  an 
agency  has  been  found  to  have  allowed  unauthorized  use  of  such  information  and 
in  those  cases  we  have  taken  action,  including  the  discontinuance  of  the  identifica- 
tion service. 

By  reason  of  the  well-defined  safeguards  under  which  the  NCIC  sj-stem  operates, 
I  just  cannot  accept  the  assertion  that  private  business  concerns  have  access  to 
criminal  history  data. 

The  Law  and  Disorder  III  report  states  that  comprehensive  controls  are  needed 
because  the  states  are  developing  systems  that  have  "intelligence  files  on  civil  dis- 
orders and  dangerous  persons"  which  are  accessible  to  participants  in  the  national 
system.  Further,  it  is  alleged  that  computerized  data  maintained  by  welfare, 
health,  education  and  other  public  and  private  agencies  can  and  has  been  inter- 
faced with  the  criminal  offender  files. 

We  are  not  in  a  position  to  comment  on  whether  the  states  are  creating  com- 
puterized intelligence  files  because  any  such  files  would  not  be  a  part  of  the  NCIC 
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system.  I  can  make  the  positive  statement  that  the  FBI  has  no  such  intelligence 
files  in  NCIC  nor  do  we  have  any  plan  to  develop  such  files.  I  can  also  assure 
you  that  the  NCIC  system  as  designed  and  operating  makes  it  absolutely  impos- 
sible for  the  NCIC  computer  to  obtain  information  from  a  state  intelligence  file. 
Further,  it  is  likewise  impossible  for  any  particular  state  or  Federal  computer  or 
terminal  to  direct  a  message  through  the  NCIC  computer  for  the  purpose  of 
inquiring  into  another  state  intelligence  file. 

The  validity  of  the  statement  in  the  report  to  the  effect  that  computers  of  public 
and  private  agencies  (I  presume  the  authors  are  not  making  reference  to  criminal 
justice  agencies)  can  and  have  been  interfaced  with  computers  containing  crim- 
inal offender  files  is  highly  questionable.  We  know  of  no  such  situation  as  alluded 
to  by  the  authors  and  honestly  doubt  that  any  criminal  justice  agency  would 
permit  this  kind  of  access. 

The  NCIC  policy  paper  specifically  delineates  who  can  access  criminal  history 
data,  i.e.,  police  departments,  prosecutive  agencies,  courts,  correctional  depart- 
ments, parole  commissions,  identification  agencies,  and  state  agencies  which  by 
statute  have  as  their  sole  function  the  operation  of  a  criminal  justice  information 
system.  In  addition,  NCIC  requires  that  any  and  all  equipment  capable  of 
directly  interfacing  with  the  NCIC  computer  be  under  the  management  control 
of  a  criminal  justice  agency. 

Another  requirement  in  the  NCIC  policy  is  that  criminal  history  records  will 
not  be  centrally  stored  or  controlled  in  "data  bank"  systems  containing  noncrim- 
inal justice-related  information  such  as  welfare,  hospital,  education,  revenue, 
voter  registration,  and  other  noncriminal  files. 

The  Lawyers'  Committee  recommends  no  further  Federal  funding  of  state 
and/or  national  information  systems  until  an  independent  study  has  been  made 
to  establish: 

1.  "Necessity  for  various  kinds  of  information  (and  intelligence)  systems  to 
effective  law  enforcement," 

2.  "The  most  appropriate  structure (s)  for  such  systems  (centralized,  decen- 
tralized, state  controlled,  law  enforcement  controlled,  etc.)," 

3.  "The  kinds  of  safeguards  that  can  and  should  be  built  into  systems," 

4.  "The  relationships  of  the  data  banks  developed  under  such  systems  to 
other  data  banks," 

5.  "The  proper  forms  for  public  regulations  of  such  systems." 

In  1967,  The  President's  Crime  Commission  asserted  there  was  a  need  for 
".  .  .  an  integrated  national  information  system  to  serve  the  combined  needs 
at  the  national,  state,  regional  and  metropolitan  or  county  levels  of  the  police, 
courts,  and  correction  agencies,  and  of  the  public  and  research  community" 
(Page  267,  Chapter  11,  Science  and  Technology,  "The  Challenge  of  Crime  in  a 
Free  Society").  The  NCIC  system  was  designed  and  implemented  to  fill  this 
need.  The  system  is  fulfilling  the  need  as  evidenced  by  the  enthusiastic  and 
extensive  use  being  made  of  it.  There  are  now  nearly  4,000,000  records  on  file. 
Approximatelj"  100,000  transactions  per  day  are  being  made  and  the  file  is  averag- 
ing approximately  800  "hits"  per  day. 

The  system  concept  and  limitations  as  to  type  of  data  filed  in  NCIC  (no  intel- 
ligence or  unverified  information)  have  been  carefully  and  minutely  documented 
in  the  NCIC  policy  paper  to  which  all  participants  must  adhere.  Security  safe- 
guards are  carefully  delineated  in  this  document  to  insure  individual  privacy 
rights  are  protected.  Sanctions  are  prescribed  and  will  be  imposed  in  the  event  of 
violations. 

The  Lawyers'  Committee  recommends  that  legislation  be  enacted  that  will 
limit  criminal  histor}^  files  to  "only  serious  crimes  that  pose  actual  danger  to  the 
public  and  are  likely  to  involve  interstate  mobility.  .  ."  Present  NCIC  policy 
has  already  taken  cognizance  of  this  problem.  Only  more  serious  offenses  will  be 
included  in  the  CCH  file.  Specifically  excluded  are  arrests  for.  drunkenness,  vag- 
rancy, suspicion,  traffic  offenses  (other  than  driving  under  the  influence  or  "hit 
and  run"),  juvenile  offenses  (unless  tried  as  an  adult)  and  other  similar  minor 
offenses.  The  record  will  include  no  more  than  identifying  data,  arresting  agency, 
charge,  disposition  and  custody  or  other  postsentence  information.  Legislation, 
if  believed  necessary,  would  simply  re-enforce  the  present  NCIC  policy  and 
procedures  now  in  effect. 

The  a.uthors  assert  that  arrests  not  followed  by  indictment  or  information  within 
one  year  or  conviction  within  two  years  should  be  deleted  from  the  computerized 
file.  This  recommendation  should  realistically  be  considered  in  light  of  present 
court  backlogs  and  trial  delays  brought  about  by  pretrial  maneuvering.  An  arrest 
record  might  well  be  expunged  before  the  case  came  to  trial. 
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The  recommendation  does  highlight  the  problem  of  obtaining  arrest  disposition 
data  in  a  system  wherein  input  derives  from  voluntary  submissions  by  the  par- 
ticipants. The  problem  is  not  peculiar  to  the  computerized  record  but  rather  has 
been  with  us  a  long  time  in  relation  to  manual  files.  Some  states  have  laws  man- 
dating the  entry  of  arrest  disposition  data  by  the  arresting  agencies,  many  have 
not.  We  would  support  and  encourage  any  reasonable  measures,  including  Federal 
legislation,  that  will  help  deal  with  this  problem. 

It  should  be  noted  that  it  is  a  "fact  of  life"  that  arrest  information,  with  or 
without  disposition  or  conviction  data  shown,  is  valuable  to  poUce  agencies  in  the 
discharge  of  their  obhgations. 

The  Lawyers'  Committee  recommends  that  specific  congressional  approval  be 
required  for  any  expansion  or  modification  of  the  system  "...  such  as  a  decision 
to  interface  with  other  data  banks  within  the  Justice  Department  or  other  federal 
agencies." 

This  recommendation  seems  to  imply  a  possible  expansion  of  the  NCIC  system 
for  interchange  of  inteUigence  or  personal  histon,-  information  among  various 
agencies.  The  point  is  moot.  The  NCIC  system,  as  stated  earUer,  just  does  not 
nor  will  not  contain  other  than  documented  information  on  stolen  property,  wanted 
persons  and  criminal  histories.  The  NCIC  does  not  nor  will  not  access  any  other 
data  banks. 

The  Law\'ers'  Committee  recommends  creation  of  a  "watch  dog"  commission 
to  operate  or  monitor  the  NCIC  system.  We  believe  that  our  present  self -policing 
procedures  in  which  the  user  agencies  fully  participate,  will  insure  against  misuse 
of  the  sj'stem  while  providing  maximum  service  to  the  criminal  justice  community. 
It  is  our  view  that  legal  remedies  presently  available  in  event  of  system  abuse  are 
adequate. 

The  recommendation  is  made  that  each  individual  be  granted  right  of  access, 
notice  and  challenge  to  all  information  concerning  him,  should  be  notified  when 
his  file  is  opened  and  on  each  entrj'  should  be  informed  of  his  right  to  challenge. 

The  only  file  in  NCIC  on  a  person  is  (1)  a  record  of  his  status  as  a  wanted  person 
with  warrant  outstanding  (the  problem  of  advising  him  of  this  record  of  his  fugi- 
tive status  is  obvious)  and  (2)  criminal  history  record  resulting  from  his  arrests. 
(It  would  seem  the  fact  of  his  arrest  and  being  fingerprinted  would  to  him  create  a 
presumption  and  thus  notification  that  a  record  entry  had  been  made.)  NCIC 
policy  supports  the  individual's  right  to  see  and  challenge  the  contents  of  his 
criminal  historj^  record. 

Finally,  the  Lawyers'  Committee  suggests  that  legislation  should  ".  .  .  establish 
general  standards  for  operation  of  the  system.  .  ."  and  require  the  Attorney 
General  to  ".  .  .  issue  more  specific,  mandator}'  regulations  to  govern  dissemina- 
tion of  the  information.  .  ." 

As  to  need  for  legislation  to  establish  operating  standards  for  the  system — the 
NCIC  policy  paper  has  been  furnished  to  the  Justice  Department,  various  con- 
gressional committees  and  members  of  the  Congress  and  has  been  disseminated 
elsewhere — including  the  Lawyers'  Committee  for  Civil  Rights  Under  Law.  We 
believe  the  procedures  and  standards  set  forth  in  this  document  are  well  conceived, 
logical  and  properly  balance  security  and  privacy  safeguards  with  the  practical 
needs  of  the  criminal  justice  community.  Any  need  to  modify  or  redefine  the  pres- 
ent policies  or  to  reenforce  them  by  legislative  enactment  is  not  apparent  to  us. 

The  Lawyers'  Committee  recommends  there  be  legislation  to  limit  dissemination 
to  the  "summary  computer  record"  and  not  supplementary  data  in  state  files. 
This  recommendation  seems  to  acknowledge  that  the  data  in  NCIC  is  properly 
subject  to  dissemination  and  that  supplementary  information  in  state  files  (pre- 
sumably intelligence  and  investigative  information)  is  not.  That  is  the  present 
NCIC  policy,  hence  the  only  question  here  is  whether  the  policy  should  be  re- 
affirmed by  federal  law.  We  defer  to  the  Congress  as  to  necessity  for  any  such 
reaffirmation. 

In  conclusion,  it  is  our  view  that  Chapter  II  of  the  Lawyers'  Committee  report 
should  certainly  be  considered  in  the  light  of  the  four  basic  premises  which  the 
authors  admit  may  color  their  conclusions  and  recommendations.  These  are: 

"A  strengthened  criminal  justice  system  alone  cannot  begin  to  solve  the  'crime 
problem.'  " 

"In  a  democratic  society  all  available  alternatives  should  be  explored  before  the 
role  of  the  police  is  expanded." 

"The  agencies  of  the  criminal  justice  system  should  be  subjected  to  broad  public 
review  and  participation." 

"The  criminal  justice  system  as  a  whole  is  presently  characterized  by  widespread 
discrimination  against  the  poor  and  minorities." 
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Report  by  the  Jet  Propulsion  Laboratory,  January  7,  1974 

United  States  Department  of  Justice, 

Federal  Bureau  of  Investigation, 

Washington,  D.C.,  April  1, 1974. 
Hon.  Sam  J.  Ebvin,  Jr., 
U.S.  Senate, 
Washington,  D.C. 

Dear  Senator  Ervin  :  During  my  testimony  before  the  Subcommittee  on  Con- 
stitutional Rights  of  the  Committee  on  the  Judiciary  on  March  7,  1974,  Senator 
Hruska  requested  a  copy  of  any  report  received  on  the  Study  being  made  by  the 
Jet  Propulsion  Laboratory  on  the  National  Law  Enforcement  Telecommunications 
Requirements. 

There  is  enclosed  a  copy  of  the  Preliminary  Report  issued  by  the  Jet  Propul- 
sion Laboratory,  dated  January  7,  1974.  An  additional  Report  is  expected  in  the 
near  future  and  when  received  will  promptly  be  made  available  to  your  Committee. 
Sincerely  yours, 

Clarence  M.  Kelley, 

Director. 
Enclosure. 


34-788    O  -  74 


56 


PRELIMINARY 

NATIONAL  LAW  ENFORCEMENT 

TELECOMMUNICATIONS 

REQUIREMENTS 


1200-133 


January  7,     1974 


Approved  by: 


R.    L.    Sohn 
Task  Leader 


Approved  by: 


PatrlcITJ.    Rygt 
Project  Manage 


JET      PROPULSION      LABORATORY 

CALIFOBNIA       INSTITUTE      OF      TtCHNOlOGY 
PASADENA         CALIFORNIA 


57 


1200-133 


PREFACE 


The  National  Law  Enforcement  Telecommunications  System 
Requirements  document  presents  a  preliminary  statement  of  user  require- 
ments projected  through  one  decade.      The  requirements  reflect  an  extension 
of  present  national  law  enforcement  nets,    plus  the  introduction  of  new  classes 
of  users  and  data  types,    such  as  the  automated  transmission  of  fingerprint 
data,    and  the  use  of  computerized  criminal  histories  in  a  fully  operational 
mode.     This  statement  of  law  enforcement  communication  requirements  will 
permit  effective  network  concepts  and  implementations  to  be  developed  and 
tradeoffs  prepared  to  support  decisions  regarding  plans  and  programs. 

The  LEAA  and  JPL  recognize  the  urgent  need  for  early  publication  of 
this  document  because  many  law  enforcement  agencies  at  all  levels  —  local, 
state,    and  federal  —have  begun  to  develop  information  storage  and  retrieval 
systems  and  supporting  data  communication  nets  to  enable  their  users  to 
access  data  files  and  exchange  administrative  messages  with  other  agencies. 
These  efforts,     which  are  encouraged  by  LEAA  grants,    conferences,    and 
issuance  of  planning  implementation  guidelines,    must  be  coordinated  so  that 
in  the  aggregate  these  independent  efforts  will  be  cost  effective  and  will  fully 
meet  user  needs  and  expectations. 

It  is  recognized  that  this  requirements  document  will  be  used  by  many 
organizations  for  their  individual  purposes:    planning  by  specific  user  organi- 
zations,   developing  implementation  plans  or  programs,    and  testing  the 
effectiveness  of  regulatory  practices,    funding  levels,    and  operation  pro- 
cedures.     This  document  is  intended  to  provide  detailed  information  in  a 
usable  format  to  serve  the  needs  of  these  various  user  and  planning  organi- 
zations. 

Finally,    this  document  is  intended  as  a  vehicle  for  user  and  planning 
organizations  to  communicate  their  future  needs  in  more  precise,    quantita- 
tive terms.     As  this  document  is  reviewed  by  representatives  of  the  law 
enforcement  community  and  their  comments  are  received  and  evaluated,    a 
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more  precise  statement  of  needs,  problems,  and  issues  will  emerge  so  that, 
through  a  reasoned  approach,  a  well  tested  and  debated  implementation  pro- 
gram can  be  developed. 

Enormous  increases  in  technological  capability,    such  as  massive,    low- 
cost  information  systems,    easily  accessible  through  nationwide  computer  /  com- 
munications networks,    will  force  decisions  on  the  law  enforcement  community 
in  the  relatively  near  future.     Early  planning  can  well  serve  the  community  to 
better  meet  its  needs. 
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FOREWORD 


The  following  personnel  contributed  to  preparation  of  this 
document: 


J.    E.    Fielding,    Traffic  Modeling 


S.    D.    Foulkes,    Definition  of  User  Community  and  New 
Requirements 


R.    Granit,      New  Requirements 

R.    L.    Sohn,    Traffic  Modeling 

The  authors  wish  to  extend  their  appreciation  to  R.    M.    Marx, 
Project   Monitor,    whose  consultation  and  advice  have  been  very- 
helpful  in  conducting  the  requirements  analysis,    particularly  in 
the  area  of  new  classes  of  users  and  new  data  types.      We  also 
wish  to  thank  the  members  of  the  NALECOM  Steering  Committee 
for  their  careful  review  and  helpful  suggestions  offered  at  the 
project  review  meeting  on  December  13,     1973. 
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1.     SUMMARY 


This  document  presents  preliminary  requirements  for  a  National  Law 
Enforcement  Telecommunications  system  (NALECOM),    based  on  analyses 
performed  for  the  National  Criminal  Justice  Information  and  Statistics  Service, 
of  the  Law  Enforcement  Assistance  Administration,   United  States  Department 
of  Justice.      The  results  are  summarized  in  the  form  of  system  origin- 
destination  traffic  load  estimates  for  state -to -national  and  state -to- state  com- 
munications through  1983.     The  results  indicate  that  traffic  can  be  expected  to 
increase  by  a  factor  of  30  compared  to  present  transaction  levels. 

The  system  requirements  definition  task  was  comprised  of  four 
elements: 

1)  Define  the  user  community. 

2)  Perform  an  on-site  survey  of  representative  users. 

3)  Develop  an  analysis  methodology  and  perform  requirements 
analyses. 

4)  Prepare  a  statement  of  system  requirements. 

The  user  community  was  defined  to  include:     law  enforcement,    courts, 
corrections,    prosecution,    and  probation  and  parole;  each  function  was  clas- 
sified    as  local/regional,    state  and  federal.      Other  federal  users  were  consi- 
dered on  a  limited  basis,    and  will  be  surveyed  in  more  detail  for  the  final 
requirements  document. 

An  on-site  survey  of  24  representative  user  agencies  was  conducted  by 
the  Project  SEARCH  staff  to  acquire  a  data  base  for  preparing  traffic  pro- 
jections.     Data  acquired  included:     (1)  information  on  existing  or  planned 
information  and  communication  systems,    (2)  information  required  in  perform- 
ing criminal  justice  functions,    (3)  jurisdiction  served,    (4)  number  of  terminals, 
and  (5)  current  and  projected  traffic  levels.     Supportive  data  was  obtained  from 
the  Uniform  Crime  Reports  and  state  criminal  justice  master  plans;  valuable 
comments  and  data  were  received  from  informal  contacts  with  the  NALECOM 
Steering  Committee  and  from  various  authorities  in  the  criminal  justice 
community. 
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Analysis  methods  were  developed  for  application  to  the  primary  classes 
of  communications  traffic:     (1)  projections  of  present  traffic,    (2)  estimates  of 
extended  uses   (such  as  Computerized  Criminal  Histories  and  OBTS  systems), 
and  (3)  new  uses  such  as  transmission  of  coded  fingerprint  data.     Statistical 
analyses  were  performed  on  traffic  data  for  existing  nets  to  develop  traffic 
growth  models,    for  individual  states,    based  on  parameters  such  as  population, 
crime  rate,    law  enforcement  personnel,    and  degree  of  system  automation,    all 
of  which  are  shown  to  have  a  strong  impact  on  traffic  level.      Growth  rate  is 
strongly  correlated  with  existing  traffic  levels.      Traffic  estimates  generated 
by  the  models  are  in  reasonable  agreement  with  actual  data,    and  are  appropri- 
ate for  predicting  growth  trends. 

A  modified  "gravity"  model  was  developed  to  aid  in  generating  interstate 
origin-destination  traffic  matrices  in  which  traffic  was  varied  with  population 
and  distance  between  states.      Extended  or  basically  new  requirements  and  new 
users  were  analyzed  on  the  basis  of  limited  operational  experience  of  various 
interstate  and  local  agencies  with  new  information  systems,    or  on  the  basis  of 
projected  estimates  of  key  variables  such  as  criminal  offenses,   number  of 
arrests  and  other  factors. 

The  preliminary  results  of  these  analyses  for  the  year   1983  are  given  in 
Table   1.  1.     Estimates  of  message  volume  in  millions,    average  character 
length  per  message  type,    and  average  traffic  load  expressed  in  bits  per  second 
are  shown  for  each  usage  category  and  separated  into  state-to-state  and  state- 
to-national  communications.     A  brief  statement  about  each  usage  category  in 
Table   1.  1  follows. 

Estimates  based  on  empirical  models  indicate  that  current  types  of  traf- 
fic projected  to   1983   (item  1)  will  constitute  approximately  18.  9%  of  the  traffic 
load.     Hence,    new  applications  will  account  for  81.  1%  of  the  traffic,    which 
represents  a  major  increase  in  services  supplied  by  a  NALECOM  type  system. 
Use  of  current  types  of  services  will  increase  by  a  factor  of  1  5  for  state  to- 
state  traffic,    (due  in  part  to  the  recent  LETS  upgrade),    whereas  state-to- 
national  traffic  will  increase  by  a  factor  of  4.  8  over  1972  levels. 
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Traffic  due  to  the  use  of  Computerized  Criminal  Histories  (CCH)  was 
estimated  by  assuming  a  national  "pointer  index",  with  the  actual  CCH  retained 
on  file  at  the  state  of  original  jurisdiction  (item  2).     It  was  further  assumed  that 
state  identification  bureaus  would  be  in  operation  and  capable  of  servicing  50% 
of  the  requests  directed  to  them.    Based  upon  these  assumptions,    there  will  be 
9.6  million  interstate  messages  and  24.1  million  state-to-national  messages  in  1983. 

Based  on  the  further  development  of  digital  encoding  of  fingerprints,  coupled 
with  the  development  of  the  Federal  Bureau  of  Investigation's  FINDER   system  for 
search  and  retrieval  of  encoded  fingerprints  data,  transmission  of  fingerprint  data 
is  expected  by  1983.    Assuming  that  it  will  be  technically  feasible  to  transmit  a  set 
of  fingerprints  with  150,000  bits,  transmission  of  slightly  under  3  million  sets  in 
1983  will  account  for  33.5%  of  NALECOM  traffic.     This  estimate  is  based  upon  the 
existence  of  state  identification  bureaus  with  a  capability  to  identify  50%  of  finger- 
print requests. 

All  states  are  expected  to  develop  driver  and  vehicle  records,    and  that 
a  law  enforcement  officer  through  his  state  identification  bureau,    will  be  able 
to  access  any  other  such  bureau  over  NALECOM.      These  systems  will  generate 
approximately  49  million  messages   per  year  in  1983,    which  will  account  for 
2.  5%  of  the  traffic.     These  messages  are  distinct  from  the  messages  related 
to  the  National  Driver's  Registry  which  is  not  considered  a  user  of  NALECOM 
because  of  federal  legal  restraints  on  the  use  of  the  Registry. 

It  is  envisioned  that  criminal  justice  planners,  administrators,  and  managers 
will  utilize  the  national  data  banks  containing  information  on  offender  based  trans- 
action statistics  (OBTS),  on  research  programs  sponsored  by  the  U.  S.  Department 
of  Justice,  and  on  the   results  of  innovative  law  enforcennent  techniques.    The  traffic 
involved  in  this  application  has  been  assumed  to  be  exclusively  national  and  account- 
ing for  approximately  0.1%  of  the  total  traffic. 

Another  new  use  examined  was  the  potential  development  of  a  national  organ- 
ized criminal  information  system  similar  to  the  one  in  operation  in  the  New  England 
states.    Based  upon  the  usage  of  the  New  England  system  and  scaling  it  to  a  national 
level,  it  is  predicted  that  such  a  use  might  account  for  5.1%  of  the  NALECOM  traffic; 
but,  it  should  be  reiterated  that  this  usage  is  highly  speculative. 

Finally,  the  use  of  NALECOM  by  crime  laboratories  for  the  prelinninary 
transmission  of  specimen  facsimilies  among  the  state  crime  laboratories  and  the 
FBI  criminal  laboratory  was  examined.      Written,  pictorial  and  other   specimens 
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are  amenable  to  facsimile  transmission  and  can  support  preliminary  crime 
lab  analyses  prior  to  sending  the  actual  specimen  for  examination;  it  is 
estimated  that  such  use  would  account  for  36.6%  of  the  predicted  traffic.    This 
high  percentage  is  due  to  the  fact  that  the  average  facsimile  would  require 
approximately  100,000  characters  for  purposes  of  encoding  and  transmission. 

It  should  be  noted  that  although  uses  for  courts,    prosecution,    and  cor- 
rections do  not  explicitly  appear  in  Table   1.1,    these  uses  are  accounted  for 
in  the  estimates  of  Criminal  Histories  and  Criminal  Justice  Planners. 

The  sumnnary  indicates  that  the  average  traffic  load  on  NALECOM  in 
1983  will  be  47,  339  bits  per  second.*      However,    this  estimate  may  be  amended 
based  on  the  results  of  continuing  tasks  outlined  below. 

Additional  analysis  will  be  performed  in  the  following  areas: 

1)  Federal  Users  —   Careful  review  will  be  made  of  other  potential 
federal  users  not  considered  herein.     Also  those  interstate 
regional  networks  whose  complete  operational  data  were  unavail- 
able during  this  preliminary  analysis  will  be  analyzed. 

2)  National  File  System  vs  State  Files  —  Additional  analysis  will  be 
performed  to  assess  the  sensitivity  of  the  traffic  estimates  to 
the  assumption  of  state  files  with  a  national  pointer  index  versus 
a  national  file  system, 

3)  Sensitivity  of  Estimates  —  Estimates  of  new  user  requirements 
will  be  examined  for  sensitivity  to  changes  in  underlying  assump- 
tions. 

4)  Traffic  Model  Refinements  —  The  effect  of  increased  equipment 
automation,    of  the  introduction  of  mobile  terminals,    of  cost,    and 
of  urban  versus  rural  usage  will  be  explored  through  the  traffic 
models. 


*Bits  per  second  results  from  the  following  conversion: 

„     „       Messages        Characters  8  bits  1  year 

°^^  '       Year         "    Message       "  Character       31,  536,  000  seconds 
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5)  Traffic  Dynamics  —  The  effects  of  message  queues   (i.e.,    message 
delays  or  waiting)  on  the  communications  traffic  will  be  analyzed 
to  determine  effects  on  system  design  requirements. 

6)  Privacy  —  The  impact  of  citizens'  right  to  privacy  and  supporting 
legislation  thereto  will  be  considered  as  it  affects  the  building  of 
files,    the  access  to  files,    and  the  content  of  files. 
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2.     INTRODUCTION 


The  National  Law  Enforcement  Telecommunications  System  preliminary 
requirements  document  has  been  prepared  for  the  National  Criminal  Justice 
Information  and  Statistics  Service,    Law  Enforcement  Assistance  Administration, 
United  States  Department  of  Justice,    in  response  to  a  statement  of  work  which 
is  in  JPL  Proposal  No.    51-213A,    dated  June   12,    1973,    and  which  has  been 
incorporated  into  task  order  RD-152,    Amendment  No.    22  (basic)  of  contract 
NAS7-100  and  the  LEAA-NASA  Interagency  Agreement  LEAA- J-IAA-037 -73. 

This  document  is  a  preliminary  statement  of  National  Law  Enforcement 
Telecommunications  System  requirements,    projected  through  one  decade  and 
encompassing  the  interstate,    state -to-federal,    and  federal-to-federal  agency 
transactions;  transactions  generated  at  local  and  regional  levels  captured  by 
the  national  nets  are  included.      The  statement  of  user  requirements  encom- 
pases  extensions  of  present  national  law  enforcements  nets,    plus  the  intro- 
duction of  new  classes  of  users  and  data  types,    such  as  fully  operational  Com- 
puterized Criminal  History  (CCH)  systems,    automated  transmission  of  encoded 
fingerprint  data,    and  support  of  criminalistics  and  other  elements  and  functions 
in  the  criminal  justice  system.     Information  presented  in  this  document  pro- 
vides a  basis  for  the  design  and  development  of  NALECOM  network  concepts 
and  implementation  planning  and  programming.      The  results  of  the  study  are 
summarized  in  Chapter   1. 

Chapter   3  states  the  purpose  and  scope  of  the  user  requirements  analysis. 
Chapter  4  gives  a  statement  of  the  problems  encountered  by  the  criminal  justice 
community  relative  to  the  needs  for  new  information  systems,    a  brief  descrip- 
tion of  existing  information  systems  and  national  communications  networks, 
several  major  new  requirements  that  must  be  met  by  advanced  system  imple- 
mentations in  the  coming  decade,    and  the  approach  used  in  developing  the  state- 
ment of  system  requirements. 

Chapter  5  briefly  describes  the  user  community  in  terms  of  types  of 
agencies,    e.g.,    police  departments,    prosecutors,    courts,    corrections  and  pro- 
bation and  parole,    and  hierarchy  of  users,    local,    regional,    state,    and  federal. 
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Data  describing  the  characteristics  of  the  users  are  included  to  support  cor- 
relations of  traffic  estimates  with  various  parameters,    such  as  crime  rate, 
population,    and  other  variables.     Detailed  information  is  given  in  Appendix  D. 

Traffic  load  estimates  are  presented  in  Chapter  6  for  both  interstate  and 
state -to-federal  communications  projected  to  1983.      The  estimates  are  based 
on  traffic  models  based  on  NCIC  and  NLETS    operational  data,    augmented  by 
estimates  of  traffic  against  new  information  files,    traffic  generated  by  new 
users  in  the  criminal  justice  community,    and  new  types  of  data,    such  as  image 
transmissions,    and  fingerprints.      The  number  of  characters  per  message  can 
be  expected  to  increase  significantly  as  new  information  types  are  introduced 
onto  the  nets;  projections  of  the  increases  in  message  lengths  are  included  in 
the  overall  estimate.      An  important  consideration  relates  to  peak-to-average 
traffic  loading  values;  estimates  are  included  for  this  factor. 

Chapter  7  discusses  extended  and  basically  new  requirements,    utilizing 
the  operational  experience  of  various  agencies  and  estimates  of  key  variables 
such  as  number  of  arrests,    number  of  records  in  state  and  federal  data  files, 
and  other  factors.      Numerous  consultations  with  various  user  agencies  provided 
valuable  inputs  to  the  analyses.      A  summary  of  total  system  traffic  anticipated 
for  NALECOM  is  given  in  Chapter  7   (see  also  Table   1.1,    page   1-5). 

Chapter  8  presents  response  time  requirements,  based  on  recommen- 
dations by  the  National  Advisory  Con-imission  on  Criminal  Justice  Standards 
and  Goals.  The  requirements  values  reflect  both  officer  safety  criteria  and 
maximum  values  for  investigatory  and  identification  functions. 

Supporting  data  are  given  in  the  Appendices. 
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3.     PURPOSE  AND  SCOPE  OF  THE  USER  REQUIREMENTS  SPECIFICATIONS 

3.  1       Purpose 

The  primary  purposes  of  the  user  requirements  analysis  are  to 

1)  Estimate  user  needs  for  a  10-year  planning  horizon,    and 

2)  Prepare  a  statement  of  present  and  future  requirements  of 
local,    state,    and  federal  law  enforcement  agencies  for  inter- 
state telecommunications. 

The  major  purpose  of  the  user  requirements  task  is  to  develop  a  state- 
ment of  system  requirements  such  that  concepts  and  implementations  of  the 
NALECOM  net  can  be  developed  to  meet  future  user  requirements. 

Definitions  of  the  user  community  were  prepared  to  identify  agencies  in 
the  law  enforcement  community  and  the  characteristics  of  these  users  in  terms 
of  size,    jurisdiction,    number  of  law  enforcement  personnel,    resources  avail- 
able to  the  agency,    and  functions  for  which  the  agency  is  responsible.     A  survey 
of  the  user  agencies  was  made  to  acquire  data  on  their  present  operations,    and 
to  determine  their  future  needs  and  plans. 

3.  2       Scope 

Certain  assumptions  have  been  made  in  formulating  system  requirements 
for  NALECOM.      These  include  the  following: 

1)  NALECOM  is  a  telecommunications  network  for: 

a)  The  exchange  of  criminal  justice  information  among  the 
states,    the  District  of  Columbia,    and  territories  of  the 
United  States. 

b)  The  exchange  of  criminal  justice  information  between  the 
states,    the  District  of  Columbia  and  the  territories  of  the 
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United  States  and  the  various  Federal  departments  involved 
in  law  enforcement  and  criminal  justice. 

c)  The  exchange  of  criminal  justice  information  between  the 
states,    the  District  of  Columbia  and  territories  of  the  United 
States  and  authorized  Federal  agencies,    outside  the  criminal 
justice  system,    where  the  primary  need  for  exchange  is  pur- 
suant to  criminal  justice  responsibilities. 

d)  The  exchange  of  criminal  justice  information  between  the 
states,    the  District  of  Columbia  and  territories  of  the  United 
States  and  criminal  justice  agencies  in  Canada  and  Mexico. 

Z)  It  is  assumed  that  NALECOM  have  the  capacity  to  serve  the  needs 

of  the  major  functions  and  agencies  of  criminal  justice:     law  enforce- 
ment,   courts,    prosecution,    probation  and  corrections,    and  others. 

3)  It  is  assumed  that  states  and  territories  will  exercise  jurisdictional 
control  over  access  to  and  use  of  information   originating  within 
their  boundaries  either  through  reciprocal  agreement  with  other 
states  and  agencies  and/or  controlled  access. 

4)  For  traffic  analysis  purposes,    each  state  is  considered  as  a  single 
"port"  into  the  system.     This  does  not  preclude  multiple  terminals 
in  a  state,    provided  each  terminal  is  controlled  by  the  state  author- 
ity. 

5)  Intrastate  traffic  will  not  be  provided  by  the  system,    but  will  be 
considered  in  the  requirements  analysis  to  determine  traffic  volume 
captured  by  the  national  system. 

6)  It  is  assumed  that  the  system  will  not  impose  constraints  on  data 
types  or  formats. 

7)  It  is  assumed  that  digital  records,    fingerprints,    photographs  and 
possibly  other  data  types  can  be  transmitted;    video  transmissions 
will  not  be  considered  initially. 

8)  A  10-year  planning  horizon  is  assumed. 


1 


LEAA  communication  to  P.J.    Rygh,    JPL  NALECOM  Project  Manager,    re 
scope  of  NALECOM  study,     November  9,    1973, 
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4.     BACKGROUND 
4.  1       Problem  Statement 

Crime  in  the  United  States  is  a  phenomenon  of  national  concern.     Crime 
rates  have  increased  over  the  past  decade  making  it  necessary  to  initiate  pro- 
grams at  all  levels  of  government  (local,    state  and  federal)  to  deter  crime  and 
to  improve  the  effectiveness  of  the  criminal  justice  system.      Greater  resources 
are  being  made  available  to  the  system  for  more  personnel,    modernization  of 
facilities  and  equipment,    and  introduction  of  new  hardware  and  operations 
technology. 

Along  with  many  other  sectors,    the  cruninal  justice  system  is  experien- 
cing an  "information"  explosion  with  a  greatly  increased  capability  to  gather, 
process,    and  transmit  information,  and  is  experiencing  steadily  increasing  pres- 
sures for  more  information  and  reduced  response  times.     For  the  effective  admin- 
istration of  justice,    information  must  be  made  available  rapidly  on  the  identity, 
location,    characteristics,    and  description  of  the  offender.     Improved  officer 
safety  and  the  increasingly  stringent  legal  requirements  to  protect  the  rights  of 
the  individual  place  enormous  demands  on  crime  information  systems  and  on 
communication  nets  supporting  those  systems.     Information  is  required  quickly 
and  accurately  not  only  for  the  apprehension  of  criminals  but  also  because  of  the 
strong  necessity  to  avoid  the  use  of  inaccurate  information,   which  can  have 
adverse  reactions  in  the  form  of  legal  actions  against  the  law  enforcement  com- 
munity. 

The  complexity  of  the  problem  is  placed  in  perspective  by  the  sheer  num- 
bers of  agencies  that  have  the  need  to  exchange  information.     LEAA  has  esti- 
mated that  there  are  approximately  40,000  such  agencies.     This  suggests  a 
communication  matrix  of  enormous  dimensions,    and  one  that  will  m.ake  it  dif- 
ficult to  achieve  response  times  within  seconds  and  minutes  instead  of  hours 
and  days  as  is  all  too  frequently  the  case  with  present  facilities. 

In  response  to  the  need  for  improved  information  systems,    local,    state, 
and  federal  law  enforcement  agencies  have  begun  work  on  both  specialized 
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information  storage  and  retrieval  systems  and  telecommunication  system  that 
will  ensure  user  access  to  the  information  files  and  the  exchange  of  administra- 
tive messages  with  other  agencies.      Thus  far,    these  efforts  are  largely  unco- 
ordinated,   and  there  is  concern  that  the  aggregate  of  new  or  expanded  law 
enforcement  telecommunications  systems  may  not  be  fully  cost-effective  and 
may  not  fully  meet  the  needs  of  the  users. 

In  essence,    the  present  interstate  telecommunications  systems  must  be 
modified  or  expanded  to  support  larger  traffic  loads  and  the  introduction  of 
extended  and  new  functions.     Standards  for  establishing  law  enforcement  tele- 
communication systems  have  not  been  completely  defined.      There  are  few 
existing  provisions  for  handling  data  on  organized  crime  or  interfacing  with 
crime  labs.      Furthermore,    the  introduction  of  new  data  transmission  require- 
ments,   such  as  the  transmission  of  fingerprint  information,    will  greatly 
increase  the  loading  on  the  present  networks  and  will  require  substantial 
upgrades  to  maintain  adequate  performance. 

In  summary,    the  following  general  communications  problems  can  be 
stated  for  law  enforcement  applications: 

1)  National  telecommunications  networks  which  can  meet  user  require- 
ments and  constraints  must  be  defined. 

2)  System  implementation  needs  must  be  defined  in  terms  of  capacity, 
response  time  and  operational  dates. 

3)  The  issue  of  privacy  and  security  constraints  on  data  handling  has 
not  been  resolved;  criminal  histories  and  offender  based  trans- 
actions statistics  pose  particular  problems  in  regard  to  file 
content,    location  and  access. 

The  following  sections  address  these  problems  and  present  them  in  terms 
of  quantified  user  requirements. 


34-788   O  -  74  -  6 
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4.  2       Existing  Information  Systems  and  Communication  Nets* 

Basically,    two  major  law  enforcement  information  and  communications 
networks  are  in  use  at  the  present  time:     the  National  Crime  Information  Center 
(NCIC)     and  the  national  Law  Enforcement  Teletypewriter  Service   (LETS). 
LETS  provides  a  state-to-state  administrative  communication  capability  but  has 
no  central  data  files,    whereas  NCIC  provides  a  state -to-national  near -real-time 
access  to  data  files  on  stolen  vehicles,    stolen  property,    wanted  persons,    and 
criminal  histories.     A  brief  review  of  these  systems  is  given  to  provide  the 
framework  for  traffic  projections  for  the  NALECOM  system,    although  it  is  not 
necessarily  intended  that  NALECOM  will  be  a  simple  combination  of  these  two 
existing  nets, 

4.2.1        NCIC 

NCIC  is  a  computerized  information  system  established  to  provide  a  ser- 
vice to  all  law  enforcement  agencies  at  local,    state,    and  federal  levels.     The 
system  is  essentially  a  computerized  index  to  documented  police  information  con- 
cerning crime  and  criminals  of  a  nationwide  interest.     The  FBI  is  responsible 
for  operating  NCIC;    data  files  and  supporting  equipment  are  located  in  Washing- 
ton,   D.C. 

The  NCIC  presently  runs  on  an  IBM  370  computer  system  with  an  IBM 
2703  transmission  control  unit  capable  of  handling  48  134.  5-baud  terminals,    140 
110-baud  terminals,    and  12  2400-baud  terminals.     Practically  all  these  termi- 
nals are  in  use  at  the  present  time,    and  the  NCIC  is  in  the  process  of  an  upgrade 
to  accommodate  additional  traiffic. 

Eight  data  files  make  up  the  NCIC  data  bank,    including  wanted  persons, 
stolen  vehicles,    stolen  boats,    stolen  license  plates,    stolen  articles,    stolen  guns, 
stolen  or  missing  securities,    and  criminal  histories.       There  were  over  4  mil- 
lion data  and  index  references  as  of  1972,    and  it  is  anticipated  that  a  substantial 
Increase  In  the  crlm.lnal  history  file  will  be  experienced  over  the  next  several 
years. 


*More  complete  descriptions  of  existing  nets  are  given  in  Appendix  B. 
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A  number  of  types  of  messages  are  permitted  against  each  file  including 
inquiries,    tests,    entries,    clears,    cancels,    modifies,    and  locates.      These  mes- 
sage types  are  handled  on  line  in  real  time;  each  receives  a  response  from  the 
computer  on  a  one  in,    one  out  basis  without  priority. 

The  inconning  messages  are  confined  largely  to  inquiries  (57%)  and  entries 
(8%).      The  average  incoming  message  contains  50  characters,    and  the  average 
outgoing  message  85  characters.      The  latter  can  be  expected  to  increase  if  the 
CCH  files  are  built  up  at  the   national  level  since  criminal  history  records  typi- 
cally contain  several  hundred  characters  per  record. 

The  NCIC  network  was   initiated  in  1967,    and  transactions  against  the 
system  in  1968  were  approximately  7  million.     The  1973  transactions  are  esti- 
mated at  37  million,    based  on  June  and  July  averages. 

4.  2.  2       LETS 

The  second  major  national  law  enforcement  net  (LETS)  consists  of  9  cir- 
cuits providing  interstate  communications  to  the  48  contiguous  states.     Each  state 
has  at  least  one  entry  point  on  the  network;    direct  intra-circuit  communication 
J^s  possible  without  going  through  the  central  message  switcher  located  in 


Phoenix.     The  LETS  system  does  not  contain  an  internal  data  base. 
The  basic  types  of  information  provided  by  LETS  include 

1)  Persons  of  concern  to  criminal  justice  agencies. 

2)  Stolen  vehicles  and  property, 

3)  Vehicle  and  driver's  license  data. 

4)  Road  and  weather  conditions, 

5)  Administrative  messages. 

Approximately  4500  law  enforcement  agencies  participate  in  LETS  system 
at  the  present  time,    and  the  system  handles  approximately  2.  5  million  messages 
a  year.     The  average  message  length  handled  by  LETS  is  432  characters  per 
message. 
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The  LETS  system  is  being  upgraded,    and  the  network  configuration  is 
being  changed  from  the  circuit  concept  to  a  network  in  which  all  users  have 
direct  lines  to  the  central  message  switcher.     Initially,    approximately  half  of 
the  users  will  be  provided  with  high-speed  lines  such  that  direct  computer-to- 
computer  interfaces  can  be  accommodated.      This  new  system  came  on  line  in 
late  December,    1973. 

Other  major  law  enforcement  nets  have  been  implemented  on  a  regional 
basis,    such  as  the  Kansas  City,    Missouri,    ALERT  System,    Cincinnati  CLEAR 
System,    and  several  others.      These  nets  provide  service  to  many  clients  in  the 
regions  in  which  they  operate  and  will  be  considered  in  the  development  of  con- 
cepts for  the  NALECOM  System. 

4.  3       Future  Needs 

The  most  difficult  aspect  of  user  requirements  definition  relates  to  the 
identification/quantification  of  growth  factors,    particularly  those  generated  by 
new  data  types  and  users,    or  by  new  technology.     A  list  of  potential  growth  fac- 
tors extracted  from  various  master  plans  for  criminal  justice  information  sys- 
tems prepared  by  state  planning  agencies  is  given  in  Table  4.  1,    page  4-7.    These 
documents  have  been  prepared  in  response  to  requests  and  guidelines  by  LEAA 
and  are  good  examples  of  statements  of  needs  and  priorities  developed  by  the 
state  agencies.      The  list  is  divided  into  2  main  areas:     (1)  expanded  access  to 
existing  data  banks  and  (2)  expanded  data  types,    services,    and  users.    Expanded 
access  includes  the  installation  of  additional  terminals  and  the  increased  use  of 
criminal  history  records.      Expanded  data  types  include  a  full  implementation  of 
the  CCH  system,    which  includes  OBTS,    the  latter  being  a  major  attempt  to 
"instrument"  the  criminal  justice  information  system  by  accumulating  longitudi- 
nal traces  of  offenders  in  the  system.      Other  new  data  types  include  fingerprint 
and  other  video  transmissions,    general  support  for  crime  analysis,    resource 
allocation,    and  other  services.      Each  item  is  considered  for  possible  incor- 
poration into  NALECOM. 
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4.  4       Analysis  Methodology 

The  System  Requirements  Analysis  Task  is  comprised  of  five  elements: 

1)  Define  the  user  community. 

2)  Perform  an  on-site  survey  of  representative  users. 

3)  Develop  analysis  methodology. 

4)  Perform  requirements  analyses. 

5)  Prepare  a  statement  of  system  requirements. 

Primary  reliance  was   placed  on  the  on-site  surveys  and  informal  contacts 
with  many  agencies  and  individuals  in  the  criminal  justice  community  to  obtain 
realistic  estimates  of  user  requirements. 

Initial  activities  were  devoted  to  defining  the  user  community  which  is  com- 
prised of  all  agencies  involved  in  the  several  aspects  of  criminal  justice,    such 
as  law  enforcement,    prosecution,    courts,    corrections,    parole  and  probation  and 
others.     It  has  been  estimated  that  there  are  over  40,  000  such  agencies  in  the 
United  States,    ranging  from  several  large  institutions  in  major  metropolitan 
areas  to  single  organizations  in  small  communities.     In  defining  the  user  com- 
munity,   the  emphasis  was  placed  on  relating  agency  functions  to  the  information 
needed  to  perform  these  functions.     Information  describing  the  user  agencies  and 
their  jurisdictions  (population  served,    number  of  law  enforcement  personnel, 
crime  rate,    and  economic  base)  were  obtained  to  support  the  analysis  activities. 

Subsequent  to  defining  the  user  community,    on-site  interviews  were  con- 
ducted with  a  number  of  representative  users  to  obtain  data  describing  existing 
or  planned  information  and  communication  systems,    information  types  and  mes- 
sage functions  used   in  performing  criminal  justice  functions,    number  of  clients 
served,    including  the  number  of  access  terminals,    and  data  relating  to  the  vol- 
ume of  traffic  against  the  information  files.     This   information  was  combined  with 
data  contained  in  the  Uniform  Crime  Reports,    state  criminal  justice  master 
plans,    and  other  supporting  documents  to  comprise  a  prime  data  base  for  develop- 
ment of  user  requirements.     Many  valuable  comments  and  data  were  received 
from  informal  contacts  with  the  SEARCH  Ad  Hoc  Telecommunications  Committee 
and  from  various  authorities  in  the  criminal  justice  community. 
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Table  4.  1.     Growth  factors 


Expanded  Access 

Criminal  Histories 

Courts 

Prosecutors 

Probation /Pa  role 

Corrections 
Expanded  In-Kind  User  Access  (Added  Terminals) 
New  Users 

Expanded  Information  Services 

OBTS 

Parole/Probation  Data  Centers 

Expanded  Support  Services 

Crime  Analysis 

Organized  Crime  Information 

Crime  Lab  and  M,  O.    Support 

Expanded  Identification  Activities 

Fingerprint  Transmission  and  Identification 
Video  Transmission 

Reference  Files 
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Methodologies  were  developed  to  utilize  the  functional  descriptions  and 
supporting  data  assembled  through  the  field  surveys  and  interviews,    and  to 
develop  a  statement  of  user  requirements  for  the   1983  planning  horizon.    Analy- 
sis methods  were  developed  for  application  to  three  primary  classes  of  commu- 
nication traffic:     (1)    projections  of  present  traffic  (as  represented  by  existing 
nets  such  as  LETS  and  NCIC),    (2)  estimates  of  extended  uses   (such  as  CCH  and 
OBTS  systems),    and  new  uses   (such  as  transmission  of  graphics  and  video  data). 
To  project  traffic  uses  to  1983,    statistical  analyses  were  performed  on  traffic 
volumes  on  existing  nets,    resulting  in  traffic  growth  models  on  a  state-by-state 
basis  and  reflecting  parameters  such  as  population  served,    crime  rate,    law 
enforcement  personnel,    and  degree  of  system  automation,    all  of  which  have  a 
strong  impact  on  traffic  level.      Growth  per  year  is  strongly   correlated  with 
existing  traffic  levels.      Traffic  estimates  generated  by  the  model  are  in  reason- 
able   agreement  with  actual  data. 

State-to-state  traffic  predictions  were  developed  by  a  somewhat  different 
technique:  traffic  between  states  was  related  to  population  and  airline  distance 
between  states.     The  total  was  adjusted  to  agree  with  LETS  actuals.     The  LETS 
upgrade,    which  is  reaching  completion,    was  accounted  for  by  incorporating 
adjustments  for  the  installation  of  automatic  switchers  in  place  of  manual  "torn 
tape"  equipments;  this  upgrade  is  predicted  to  have  a  substantial  impact  on 
system  loading. 

Extended  or  basically  new  requirements  and  new  users  were  analyzed  on 
the  basis  of  operational  experience  of  various  agencies  and  on  estimates  of  key 
variables,    such  as  number     of  arrests,    previous  history  of  the  arrestee,    and 
other  factors.     Fingerprint  transmission  by  digital  communication  techniques 
tends  to  dominate  new  communication  traffic  volume  requirements. 

The  requirements  projections  are  summarized  in  tables  and  origin-des- 
tination traffic  assignment  matrices.     Estimates  of  the  number  of  characters 
per  message  are  given  to  facilitate  the  analysis  and  planning  for  communications 
systems  hardware. 

Details  of  the  system  requirements  analyses  are  presented  in  the  following 
sections. 

4-8 
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5,       THE  USER  COMMUNITY 


In  specifying  requirements  for  NALECOM,    it  was  necessary  to  define  the 
structure  and  organization  of  the  community  for  which  the  system  is   intended. 
This  section  provides  a  brief  overview  of  the  components  and  functions  of  the 
criminal  justice  system,    and  indicates  the  manner  in  which  the  requirements 
analyses  were  related  to  the  structure  of  the  criminal  justice  system.      A    more 
complete  description  can  be  found  in  Appendix  D. 

Agencies  within  the  criminal  justice  system  are  generally  divided  by  type 
of  function  and  geographic  jurisdiction.     These  are  not  unique  divisions,    and  a 
great  deal  of  overlap  exists.     However,    these  divisions  are  somewhat  useful  in 
outlining  the  various  components.     The  most  common  functional  categories  are: 

1)  Law  enforcement. 

2)  Prosecution. 

3)  Adjudication  (criminal  courts). 

4)  Probation  and  parole. 

5)  Correctional  institutions. 

6)  Other. 

The  "other"  category  is  necessary  to  include  such  agencies  as  crime  labs  and 
various  criminal  justice  commissions. 

Geographically  the  system  is  divided  by: 

1)  City. 

2)  County. 

3)  State. 

4)  Federal. 

For  our  purposes  the  "city"  and   "county"  classifications  were  grouped  together 
Into  a  "local"  category.     Thus, there  are  only  3  geographical  divisions. 
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To  completely  understand  the  user  comnnunity,  we  would  need  to  contact 
each  criminal  justice  agency  in  the  U.S.  individually.  Since  this  is  impractical, 
it  was  necessary  to  survey  selected  agencies  in  an  attempt  to  obtain  a  represen- 
tative sample.  The  actual  sample  was  selected  by  the  Project  SEARCH  staff 'and 
includes  only  those  agencies  which  currently  have  some  type  of  information  sys- 
tem. Thus,  the  sample  is  somewhat  biased  towards  the  medium  to  large  agen- 
cies. However,  there  is  no  reason  to  believe  that  the  needs  of  smaller  agencies 
will  be  fundamentally  different  except  for  level  of  traffic  volume. 

Table  5.  1  indicates  the  range  of  agencies  surveyed,    and  gives  the  number 
of  systems  surveyed  in  each  category. 

No  listings  are  presented  under  Prosecution  or  Probation  and  Parole 
because  they     were  not  expressly  listed  as  applications  of  any  system  surveyed. 
However,    it  is  safe  to  assume  that  the  prosecutor  is  considered  as  part  of  the 
criminal  court  by  most  systems,    and  similarly  probation,    parole,    and  correc- 
tional institutions  are  combined  under  the  term  correction.     With  this  assumption, 
the  full  range  of  agencies  are  covered  by  the  sample. 


*The  Project  SEARCH  staff  work  was  primarily  accomplished  by  Public  Systems, 
Inc. 
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Table  5.  1    Information  systems  surveyed 


Type  of  Agency 

Local 

Statewide 

Nationwide 

Served 

Jurisdiction 

Jurisdiction 

Jurisdiction 

Law  Enforcement 

8 

10 

3 

Prosecution 

- 

- 

- 

Adjudication 

4 

5 

- 

(Criminal  Courts) 

Probation  and 

- 

- 

- 

Parole 

Correctional 

4 

5 

- 

Institutions 

Others 

4 

4 

- 
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6.     ANALYSIS  AND  PREDICTED  GROWTH  OF  PRESENT  SYSTEMS 


6.  1       NALECOM  Network 

The  National  Law  Enforcement  Telecommunications  System  (NALECOM), 
which  is  to  provide  for  rapid  interstate  communication  between  criminal  justice 
agencies,    is  envisioned  as  a  combination  of  two  functions:     state-to-state  com- 
munications including  controlled  automated  access  of  state-based  files,    and 
state-to-national  traffic  with  automated  access  of  a  central  national  crime  data 
file.     The  states  retain  control  over  crime  data  and  can  determine  which  data 
can  be  given  over  to  the    central  national  file  or   retained  within  a  state  file. 

Two  alternative  configurations  can  be  postulated,    but  each  has  certain  dis- 
advantages.    The  first  calls  for  all  data  banks  to  be  maintained  by  the  state  of 
origin,    plus  a  national  "pointer"  file.     If  a  state  seeks  out-of-state  information, 
it  first  locates  the  desired  information  through  the   "pointer"  file  and  then 
queries  that  file  for  the  information.     The  second  alternative  calls  for  a  single 
national  data  file  which  contains  complete  information  from  all  of  the  states. 
This  eliminates  the  need  for  a  "pointer"  file;     however,    it  is  unlikely  that  all 
states  will  rely  entirely  on  a  national  data  bank  since  their  own  intrastate  sys- 
tems would  necessarily  duplicate  many  of  the  national  data  files;     in  addition, 
many  questions  remain  regarding  safeguards  for  sensitive  information  such  as 
that  contained  in  criminal  histories. 

NALECOM  is  expected  to  accommodate  concepts  involving  both  state  and 
national  crime  data  banks,    using  combinations  of  state- to-national  and  inter- 
state communication  links.     Regional  switching  centers  or  concentrators  may 
be  used  to  facilitate  network  linkage,    but  regional  data  banks  are  not  believed 
desirable  or  feasible. 

Although  NALECOM  system  analyses  consider  each  state  as  a  "port"  into 
the  system,    several  terminals  may  in  fact  constitute  the   "port,  "  provided  that 
all  constraints  imposed  by  the  state  relating  to  the  exchange  of  information  and 
access  to  the  system  are  adhered  to. 
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In  order  to  develop  traffic   projections  for  NAL.ECOM,    it  was  found  useful 
to  utilize  data  from  an  existing  state- to-national  net  (NCIC)  and  from  a  state-to- 
state  net  (LETS).      Since  its   inception  in  1967,    NCIC  lias  accumulated  compre- 
hensive data  records  on  traffic  volumes,    providing  an  excellent  data  base  for 
NALECOM  state-to-national  traffic  projections.     LETS  has  not  monitored  system 
traffic  at  a  detailed  level,    and  a  less  substantial  data  base  is  available  for  model- 
ing state-to-state  traffic. 

Growth  trends  projected  by  the  traffic  models  are  believed  reasonable 
since  adjustments  were  incorporated  for  the  anticipated  jump  in  traffic  due  to 
system  automation  (available  LETS  data  reflect  the  torn  tape  system  which  is 
currently  being  replaced). 

6.  2       State-to-Natlonal  Traffic  Modeling 

6.  2.  1        Approach 

NALECOM  state-to-national  traffic  projections  were  estimated  by  develop- 
ing correlations  between  transaction  level  and  several  independent  variables 
including  state  population,    crime  rate,    number  of  law  enforcement    personnel, 
and  degree  of  automation.     Traffic  is  predicted  for  each  state  and  summed  to 
give  national  totals.     Yearly  growth  is  correlated  with  the  above  variables  and 
with  transaction  level.     With  the  resulting  regression  coefficients,    projections 
of  future  traffic  can  be  made  by  first  estimating  traffic  volume  for  each  state 
for  a  given  base  year,    extrapolating  to  the  target  year,    and  summing  the  values 
for  all  states  to  give  total  traffic  to  the  national  data  file.     The  resulting  estimate 
should  anticipate  major  trends   in  state-to-national  crime  information  traffic 
volume,    although  precise  predictions  obviously  cannot  be  generated.     The  follow- 
ing sections  describe  the  multivariate  regression  analysis  techniques  and  pre- 
sent traffic  predictions  based  on  the  resulting  models. 

6.  2.  2        Data  Base 

Table  6.  1   summarizes  data  available  on  the  NCIC  state-to-national  crime 
information  net,    including  transactions  by  individual  state  for  1972,    degree  of 
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automation  of  the  state  terminal,    and  additional  data  on  crime  rate,    population 
and  law  enforcement  personnel  level.     Automation  is  defined  herein  to  indicate 
whether  or  not  computer  message  switchers  are  available  at  the  state  terminal 
to  interface  with  carrier  lines  to  the  NCIC.     The  rationale  for  this  index  of  auto- 
mation is  as  follows:     rapid  response  to  a  query  against  a  stolen  vehicle/wanted 
persons  file  is  essential  in  meeting  an  officer  safety  criterion:     a  response  must 
be  available  to  the  officer  in  1-2  minutes  or  less    (see  Chapter  8).        Since  most 
queries  from  the  field  involve  at  least  one  manual  operation  (i.  e.  ,    one  voice 
communication  plus  a  terminal  entry),    response  time  constraints  cannot  be  met 
if  a  second  manual  operation  is  introduced  into  the  operation,    such  as  a  manual 
relay  at  the  state  terminal.      Hence,    systems  which  do  not  have  automatic  switch- 
ing interfaces  with  NCIC  probably  do  not  meet  service  standards.     Also,    a  high 
volume  of  queries  cannot  be  accommodated  with  a  double  manual  operation. 
Reference  1  lists  the  message  switching  configuration  for  each  state  and  was 
used  in  establishing  the  level  of  automation;     however,    several  errors  have 
been  noted  in  this  document,    and  a  more  careful  classification  is  being  made. 
Also,    many  upgraded  state  systems  are  or  have  recently  come  on-line,    and 
some  states  may  be  misclassified  for  this  reason.     Initial  correlations,    however, 
indicate  a  marked  difference  in  NCIC  traffic  between  the  "have"  and  "have  not" 
states. 

Traffic  growth  data  were  obtained  from  NCIC  records  by  individual  states 
for  the  years   1971-1973  (June  totals)  and  averaged  to  give  yearly  growth.     These 
data  were  correlated  with  traffic  levels,    population,    and  degree  of  automation. 

6.  2.  3        Trial  Variables 

Candidate  independent  variables  were  determined  by  graphing  the  raw  data 
shown  in  Table  6.  1  versus  trial  variables  and  by  noting  possible  trends.     If 
trends  were  identified,    the  variable  was  included  in  a  formal  regression  analysis 
as  described  in  the  following  section.     The  dependent  variable  in  all  cases  was 
transaction  level  per  1000  population. 


1.     Anon.,    1973  Directory  of  Automated  Criminal  Justice  Information  Systems. 
Dept.    of  Justice  LEAA,    December  1972. 
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The  first  trial  variable  examined  was  crime  rate  which  varies  from 

1,  020  serious  crimes  per  100,  000  population  for  North  Dakota  to  4,  610  per 

2 
100,  000  population  for  California  (1972  Uniform  Crime  Report).        A  serious 

crime  is  defined  here  in  accord  with  UCR  standards.*   The  scatter  diagram 

given  in  Fig.    6.  1   shows  a  significant  correlation  between  transaction  level  and 

crime  rate,    and  hence,    crime  rate  is  included  as  an  independent  variable  in  the 

regression  analysis. 

The  level  of  automation  was  next  tested  as  a  trial  variable  and  was  noted 
to  have  a  strong  effect  on  transaction  level,    particularly  for  the  less  populous 
states.     The  variable  was  included  in  the  regression  analysis,    although  as  noted 
previously,    the  data  in  Reference  1   may  not  be  entirely  accurate  in  regard  to 
operational  dates  or  the  exact  interpretation  of  "computer  message  switching"; 
these  data  are  being  verified.     Population  level  also  has  a  strong  effect  on 
transaction  rate.     The  "super"  states,    California  and  New  York,    exhibit  a 
lower  than  average  transaction  rate,    whereas  the  small  states  (less  than  2  mil- 
lion population)  have  higher  than  average  but  wide  divergences   in  use  rates. 
Population  level  and  degree  of  automation  were  included  in  the  regression  analy- 
sis as  independent  variables. 

The  number  of  law  enforcement  personnel  per  capita  is  also  a  candidate 
independent   variable    since   the    number   of   transactions    reflects    the    relative 
number   of   enforcement    personnel.       It  was    found    that   a    relatively    strong 
correlation  exists  between  the  number  of  enforcement  personnel  and  crime  rate 
(see  Fig.    6.2),    hence  one  or  the  other  variable  should  be  included  in  the  regres- 
sion model.     Crime  rate  only  was  incorporated  into  the  model. 

Growth  data  were  obtained  by  averaging  transaction  levels  over  the  period 
1971-1973.     The  values  in  percent  growth  per  year  appear  to  correlate  with 
existing  transaction  level,    population,    and  level  of  automation.     Many  of  the 
states  that  did  not  have  a  computer  message  switching  function  at  the  state  level 


*Serious  crimes  include:    criminal  homicide,    forcible  rape,    robbery,    aggra- 
vated assault,    burglary,    grand  larceny,    and  auto  theft. 

2.     C.    Kelley,    "FBI  Uniform  Crime  Report,    1972.  " 
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Fig.    6.  1.     Transactions  vs  crime  rate 
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had  zero  growth  over  the  past  few  years.      Matured  systems  such  as  Kansas  City 
(Mo)  ALERT  II  also  show  a  leveling  off  over  the  time  period  of  interest.     A 
regression  analysis  was  conducted  to  test  these  hypotheses. 

6.2.4       Regression  Analysis 

A  least  squares  technique  was  used  to  develop  correlations  between  trans- 
action level  and  growth  rate  as  a  function  of  the  above   independent  variables. 
The  usual  procedures  were  followed  in  determining  the  best  coefficients  for  the 
assumed  model  relations.     The  analysis  of  transactions  levels  will  be  discussed 
first. 

Transaction  levels  per  capita  were  assumed  to  be  a  function  of  population 
level,    crime  rate,    law  enforcement  personnel  per  capita,    and  level  of  automa- 
tion.    The  data  of  Table  6.  1  were  first  segregated  by  level  of  automation,    and 
curve  fits  were  attempted  for  each  grouping.     The  independent  variables  were 
introduced  in  first  and  second  order  terms.     A  constant  term  was  allowed: 

T  =  Cq  +  CjR  +  c^E  +  CjP  +  c^R^  +  c^E^  +  c^P^  +  c^RE  +  CgRP  +  c^PE 

The  sum  of  the  squares  of  the  residuals   is 

Q    =     z;(T  -  T)^ 


Setting  the  partials  of  Q  with  respect  to  c.  equal  to  zero  yields  the  appropriate 
set  of  equations  for  solution  of  the  least  squares  coefficients.     The  sample 
deviation  is 


s.d.         ^  '    ^ 


IN  -  n 
Where  N  is  the  sample  number  (50),    and  n  the  degrees  of  freedom  (2). 

The  results  of  the  analysis  yield  the  following  relations: 
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T  =  0.  0845R  -  0.  0GZ6  P  x  R  (automatic  message 

switching) 


where       T  =  transactions  per  1000  populaion 

R  =  major  crimes  per  100,  000  population 
P  =  population  in  millions 


and 


2 

T  =  196.3  -  81.  8P  *  9.78P  (non-automatic  mes- 

sage switching) 

Graphs  of  these  relations  are  presented  in  Figs.    6.3  and  6.4.     Comparisons  of 
actual  versus  predicted  transaction  rates  are  shown  in  Figs.    6.5  and  6.6  for 
automated  and  nonautomated  message  switching,    respectively.     The  mean  devia- 
tions are  relatively  high,    but  trends  are  reasonably  well  predicted. 

Growth  rates  were  correlated  on  a  similar  basis,    but  no  significant 
dependence  on  crime  rate  or  law  enforcement  personnel  levels  was  found.     How- 
ever,   a  pronounced  dependence  on  level  of  automation  was  apparent  (see  Fig. 
6.8).     The  resulting  relations  are 

Growth  (%  per  year)     =    34.62  -  0.  0576T  (automatic  message  switching) 
-  =    24.46  -  0.0756T  (non-automatic  message  switching) 

where  T  =  transactions  per  1000  population.     The  relations  are  presented  in 
Fig,    6.  8,    and  the  comparisons  of  actual  to  predicted  growth  rates  are  shown  in 
Figs,    6.9  and  6,  10  for  automated  and  nonautomated  message  switching, 
respectively. 

6.  2.  5       Predicted  Growth  in  Total  State-to-National  Transactions 

The  relations  derived  in  the  preceding  section   have  been  used  to  predict 
state-to-national  transactions  for  the  10-year  planning  horizon.     The  states  that 
presently  have  automatic  message  switching  for  NCIC  interface  were  assumed  to 
increase  traffic  in  accordance  with  the  growth  relationships  given  above.     Trans- 
actions in  1983  for  all  such  states  are 
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m  n 

Transactions  =    S     T.   ,    tt       [(1+G..)|  P.    , 
i  =  i       '•     j  =  l  'J         '• 

where    T.    ,      =    Transactions   per  capita  for  state  (i)  for  1972 

G.  .       =    Growth  rate  for  state  (i)  at  transaction  level  T 

iJ  ij 

P.    ,      =    Population  of  state  (ij'for  1972 

i  =    State,    i  =  1,  2,  .  . . m 

j  =     Year,    j  =  1,  2,  .  .  .  n 

For  states  that  do  not  now  have  automatic  message  switching   interfaces  with 
NCIC,    an  automated  interface  was  assumed  to  be  installed  by  1976.      Transaction 
levels  were  generated  on  this  basis  and  projected  to  1983  by  the  above  algorithm. 
The  totals  for  both  classes  of  states  were  summed  to  give  a  traffic  volume  level 
for  1983  of  142  million  messages.     This  result  is  approximately  45  percent 
greater  than  the  value  of  98.  2  million  messages  obtained  by  a  straight  line  extra- 
polation of  1968-1973  actuals.     A  comparison  of  estimates  is  given  in  Fig.    6.  11. 
The  higher  value  is  assumed  for  the  overall  total  traffic  estimates  that  are  given 
in  Table  A-1   of  Appendix  A. 

Figure  6.  12  illustrates  a  "ramp"  growth  in  transaction  level  for  the  state 
of  Missouri  as  reflected  by  the  Kansas  City  ALERT  II  system.      The  growth  curve 
as  predicted  by  the  foregoing  model  is  shown  for  comparison,    assuming  that  the 
system  is  upgraded  from  nonautomatic  to  automatic  message  switching  in  the 
second  year.     Although  the  comparison  is  favorable,    similar  ramp  growths  were 
not  found  in  the  NCIC  data  for  individual  states,    and  questions  are  raised  as  to 
the  validity  of  comparing  local  or  regional  system  startup  growth  trends  to  traf- 
fic buildup  against  NCIC  files. 

6.  2.  6        Comments 

Several  comments  are  offered  regarding  the  regression   analysis.    First, 
it  is  noted  that  the  variances  are  relatively  large,    as  could  be  expected;  near 
term  trends  are  reasonably  valid,    however.     The  smaller  states,    in  particular, 
are  difficult  to  model  (on  a  per  capita  basis). 
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MODEL 
ALERT  1 1 


TRANSITION  TO  AUTOMATIC 
MESSAGE  SWITCHING 


1  2  3 

YEARS 


The  growth  rate  function  is  noted  to  depend  on  current  transaction  level 
only;    other  independent    variables  were  rejected  by  the  regression  technique. 
This  does  not    imply  that  population  growth  rate  and  crime  rate  increase  are 
excluded,    however;     since  the  raw  data  were  obtained  from  the  average  actual 
growth  over  the  time  period  from  1971  to  1973,    changes  in  crime  rate  and  popu- 
lation are  implicitly  included  in  the  raw  data  points.     Extrapolations  of  future 
growth  thus  assume  the  same  percent  per  year  changes  in  population  and  crime 
rate.     A  second  point  to  note  in  regard  to  growth  rate  is  that  transaction  rates 
for  all  states  will  tend  to  asymptote  to  nearly  equal  values,    which  may  or  may 
not  be  valid. 


Other  approaches  that  may  be  explored  in  subsequent  analyses  of  traffic 
models  include  correlations  with  the  sizes  of  the  various  data  files  since  pre- 
sumably transaction  rate  is  a  function  of  completeness  of  the  files,    and  therefore 
the  hit  rates.     Another  variable  of  interest  is  the  percent  of  urbanized  areas 
serviced  by  modern  law  enforcement  communication  nets  since  most  of  the 
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population  is  concentrated  in  such  areas  (over  70  percent).      Because  over  80 
percent  of  the  total  population  reside  in  states  with  automated  message  switching 
interfaces  with  NCIC,    large  increases   in  total  traffic  may  not  occur  as  nonauto- 
mated  systems  are  upgraded. 

6.3       Interstate  Traffic  Modeling 

The  national  Law  Enforcement  Teletypewriter  Service  (LETS)  was  ana- 
lyzed to  gain  insight  into  the  state -to -state  traffic  component  of  the  proposed 
NALECOM  system.     Unlike  the  state-to-national  study,    the  proposed  NALECOM 
system  requires  not  only  the  traffic  volume,    but  also  a  50-state  origin-destina- 
tion matrix. 

6.  3.  1        Modeling  Approach 

The  increase  in  state-to-state  traffic  volume  was  estimated  to  increase  on 
the  basis  of  the  prediction  models  presented  in  Section  6.  2.     A  significant 
change  in  the  base  year  projection  was  made,    however,    to  account  for  the 
fact  that  the  LETS  historical  data  reflect  traffic  levels  for  an  unautomated  system. 
Hence,    an  adjustment  was  made  on  the  basis  of  the  unautomated  versus  automa- 
ted prediction  models  in  the  base  year  projection  to  reflect  upgrade  to  automatic 
switching  and  file  access.    Assuming  1972  traffic  volume  to  be  6640  messages  per 
day,  *  a  value  of  101,  000  messages  per  day  was  obtained  for  1983  (36,  850,  000 
messages  per  year). 

Once  traffic  volumes  were  projected,    an  origin-destination  matrix  was 
needed  to  specify  interstate  traffic  assignments.     In  order  to  generate  this 
matrix,    a  modified  gravity  model  was  developed.     The  model  assumes 

1)  Originating  traffic  volume  is  directly  proportional  to  state  popula- 
tion. 

2)  Destination  traffic  varies  directly  with  the  population  of  the  destina- 
tion state  and  inversely  with  the  distance  from  the  originating  state. 


*See  Appendix  B. 
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6.  3,  2        Originating  Traffic 

The  traffic  allocation  model   is  developed  as  follows.     For  originating 
traffic,    the  number  of  messages  is  assumed  to  vary  directly  with  the  population 
of  the  originating  state. 


T.     =    T 


m 


where       T.        =    Traffic  originating  from  state  i 
I 
T         =    Total  system  traffic 

P.        =    Population  of  state  i 

P        =    Total  population 

i  =     I,    2,    .  .  .   N  originating  states 

Unfortunately  LETS  did  not  maintain  comprehensive  records  of  its  state-to- 
state  transactions  (O-D  traffic);     records  are  limited  to  the  percentage  of  total 
traffic  generated  by  each  of  the  nine  circuits  (see  Fig.    6.  13). 


Results  obtained  with  the  allocation  model  agree  reasonably  well  with  the 
available  LETS  traffic  data  (Table  6.2).     The  sparsely  settled  western 
states  (Circuits  7  and  8)  are  underestimated  by  the  model;    Circuit  (5),    which 
is  covered  in  part  by  the  ALECS  network,    is  overestimated. 


6.3.3        Destination  Traffic 

Destination  traffic  allocation  is  estimated  by  assuming  that  message 
volume  arriving  at  a  state  varies  directly  with  its  population  and  inversely  with 
its  distance  to  the  originating  state.     The  total  traffic  received  by  each  state 
(T.;    j  =  l,  2,  .  .  .N)  is  calculated  as  follows: 

Defining  T..  as  traffic  originating  in  state  (i)  and  terminating  in  state  (j), 
we  can  say 

-P. 


T..     =    T 
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Messages  Originated 

Circuit  A    ^      1  x/    J    1 

Actual  Model 


1 

10.  0% 

10.5% 

2 

9.3 

13,  1 

3 

13.  1 

14.3 

4 

12.  2 

13.4 

5 

14.  1* 

18.0 

6 

11.6 

12.  1 

7 

7.  5 

3.  9** 

8 

12.  1 

4.  9** 

10 

9.2 

9.9 

100.0%  100.0% 

*ALECS  Network  not  included. 

**Rocky  Mountain  and  Western  States 
circuits. 

Table  6.2.     Comparison  of  actual  and  predicted  messages  originated 

LETS  (state-state) 


where:        P.         =    Population  of  state  j 

T^  =    Total  traffic  that  originates  from  state  (i) 

r..        =    Airline  distance  from  terminal  in  state  (i)  to  terminal  in 
'J  state  (j) 

R.  =    Constant 

The  term  {-^ R.  )    can  be  interpreted  as  the  fraction  of  traffic  origina- 
ting in  state  (i)  that  go'«^8  to  state  (j).     Keeping  this  interpretation  in  mind: 

/P. 


j  =  lVP     r..       ., 


1 


for  i    =    1.    2,    .  ..N 


or 
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m^) 


for  i  =  1,    2,    .  .  .  N. 


Once  the  R.s  have  been  calculated,    the  T..  matrix  can  be  constructed.    The 
terms  in  a  column  of  the  O-D  matrix  will  sum  to  the  total  transactions   into  a 


state: 


for  i  =  1,    2,    ...  N. 


N 
T.     =    ST.. 
J        i  =  l     ^J 


Results  of  the  analysis  (O-D  traffic  assignment  matrix)  are  given  in  Appen- 
dix A,    Table  A-2. 

The  values  obtained  using  the  above  analysis  were  checked  with  the  limited 
available  LETS  actuals  by  comparing  traffic  departing  a  circuit  to  traffic   routed 
to  other  users  on  the  same  circuit,    i.e.,    the  ratio  of  intra  to  inter  circuit  traf- 
fic.    The  comparison  is  given  in  Table  6.  3. 

It  is  noted  that  the  destination  model  assumes  the  number  of  messages 
transmitted  to  be  independent  of  the  number  of  messages  received.     Since 
obviously  many  messages  are  generated  in  response  to  queries,    the  assumption 
of  independence  reduces  the  model  to  a  purely  statistical  fit  of  messages 
received. 

The  two  NALECOM  functions,    state-to-state  communication  and  state-to- 
national  communications,    are  relatively  independent.     Thus,    NALECOM  traffic 
can  be  estimated  by  directly  combining  the  projections  of  the  two  traffic  types. 
However,    these  estirrates  have  accounted  for  existing  types  of  information 
transferred  across  the  NALECOM   network.     The  next  chapter  discusses  new 
uses  of  the  NALECOM  network  and  assesses  the  impact  on  total  traffic  volume. 
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Circuit  Actual  Model 

1  40% 

2  14 

3  32 

4  22 

5  27 

6  22 

7  19 

8  33 


32% 

26 

21 

25 

32 

14 

8 

12 

Average  27        24 


Table  6.  3.     Comparison  of  actual  and  predicted  intra-circuit  traffic 

LETS  (state-state) 


6.  4       Peak-to-Average  Loading 

The  National  Law  Enforcement  Telecommunications  system  has  strict 
response  time  constraints  (see  Chapter  8)  and  thus  cannot  tolerate  delays  of 
more  than  a  few  seconds.      These  messages,    in  general,    relate  to  greater  police 
officer  safety.     Since  officer  safety  is  involved,    NALECOM  must  have  sufficient 
line  capacity  or  queuing  capacity  to  ensure  that  high  priority  messages  will  not 
encounter  delays,    even  during  peak  hours. 

To  facilitate  the  capac  ity /queuing  analysis,    some  measure  of  peak  traffic 
flow  is  needed.      A  good  system  indicator  is  the  peak-to-average  traffic  flow 
ratio.     The  following  approach  was  used.     NCIC  provides  hourly  transaction 
numbers  for  each  day  of  the  week  and  for  each  of  its  users.     Nine  representative 
NCIC  users  were  chosen,    including: 

1)  Boston,    Massachusetts,    Police  Department, 

2)  Minnesota  Bureau  of  Criminal  Apprehension. 

3)  Salt  Lake  City  Department  of  Public  Safety. 

4)  NCIC  Albany,    New  York,    State  Police. 


107 


1200-133 


5)  New  York  City  Police  Department. 

6)  Phoenix  Highway  Patrol. 

7)  FBI,    Los  Angeles. 

8)  Dade  County  Department  of  Public  Safety. 

9)  Wisconsin  Department  of  Justice. 

For  each  user,    the  daily  peak-to-average  ratio  was  calculated  by  dividing 
the  number  of  transactions  that  occurred  during  the  busiest  hour  of  a  day  by  the 
average  hourly  transactions  for  that  day.     Thus  for  each  user,    there  were  seven 
ratios,    one  for  each  day  of  the  week.      The  largest  of  the  seven  was  chosen  as  the 
peak-to-average  ratio.     These  ratios  versus  transactions  per  month  are  pre- 
sented in  Fig.    6.  14     and  indicate  that  as  the  number  of  transactions   increases, 
the  hourly  peak-to-average  ratios  decreases.     The  peak-to-average  ratio 
asymptotes  to  an  approximate  value  of  Z. 

It  is  noted  that  although  the  peak-to-average  ratio  was  calculated  on  an 
hourly  basis,    the  allowable  delay  time  will  be  only  a  few  seconds.      Unless  the 
assumption  is  made  that  the  mean  arrival  rate  is  constant  over  the  hour  under 
study,    a  queuing  analysis  will  not  yield  accurate  results.     Accuracy  would  be 
improved  if  smaller  than  hourly  time  units  were  used  in  calculating  the  peak-to- 
average  ratio.     It  is  apparent  that  data  relating  to  queuing  procedures  within  the 
NCIC  system  would  be  helpful  in  determining  actual  delays.     Such  data  will  be 
sought  in  the  follow-on  studies. 
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7.     ANALYSIS  OF  NEW  SYSTEM  REQUIREMENTS 


7.  1       Criminal  Histories 

The  need  for  speedy  and  reliable  background  information  on  defendants 
and   suspects  within  the  Criminal  Justice  System      is  well  known.      Determining 
the  correct  charge,    setting  bail,    and  many  other  activities  can  be  justly  done 
only  if  the  background  of  the  person  in  question  is  known.      To  meet  this  need 
the  concept  of  a  computerized  criminal  history  (CCH)  was  developed. 

A  national  computerized  criminal  history  (CCH)  file  has  been  under  develop- 
ment for  the  last  several  years.      This  effort  was  highlighted  by  the  Project 
SEARCH  esiperinnents  and  the  establishment  of  a  CCH  file  in  the  NCIC  system. 
As  it  currently  exists  the    CCH  system  is  a  centralized  data  file  at  the  FBI  into 
which  the  states  place  criminal  records  of  offenders.     Once  in  the  file,    any 
authorized  terminal  can  access  that  record  and  retrieve  a  copy  of  the  file.      In 
most  cases,    a  copy  of  the  criminal  history  is  not  considered  valid  unless  positive 
identification  has  been  made  (normally  through  the  use  of  fingerprints)  and  thus 
the  CCH  record  can  be  positively  linked  to  the  person  in  question.      In  this  manner 
the  transmission  of  CCH's  and  fingerprints  are  directly  related  (see  Section  7.2 
on  fingerprints).     . 

7.1.1      General  Methodology  and  Assumptions 

Current  Computerized  Criminal  History  files  are  maintained  in  a  single 
centralized  file  at  NCIC,    and,    thus,    only  state-to-national  traffic  exists.      How- 
ever,   it  is  the  stated  policy  of  the  FBI  to  encourage  the  creation  of  state  held 
CCH  files.     Consequently  the  future  CCH  system  will  quite  likely  consist  of  some 
type  of  national  file  supplemented  by  or  in  conjunction  with,    state  files.      The 
exact  structure  of  any  future  system  is  not  clear  and  several  alternatives  are 
available.     Consequently,    we  have  examined  four  configurations  that  we  believe 
cover  the  range  of  possibilities: 

1)  All  files  remain  at  the  national  level  (no  significant  change). 

2)  Each  state  maintains  its  own  files  on  single-state  offenders  within 
their  state,    with  only  multi-state  offenders  and  a  pointer  in  a  national 
file. 
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3)  All  files  are  maintained  at  the  state  level  with  only  a  pointer  at  the 
national  level. 

4)  All  files  are  maintained  at  the  state  level  with  a  pointer  and  a 
Criminal  Summary  (CS)  file  at  the  national  level. 

While  playing  a  significant  role  in  determining  the  loadings  on  the  com- 
munication links,    we  have  assun-ied  that  the  overall  system  configuration  (inclu- 
ding any  of  the  4  cases  listed    above)  will  not  affect  the  total  number  of  inquiries 
and  updates  being  generated  at  the  state  and  local  levels.      Thus,    our  basic 
methodology  has  been  to  estimate  the  total  number  of  inquiries  and  updates  to 
be  generated  and  then  examine  each  case  to  determine  how  and  by  whom  these 
messages  are  received  and  acted  upon. 

7.1.2        Total    Inquiries  and  Updates  (State  and  Local) 

We  have  assumed  that  regardless  of  the  structure,    there  will  be  two 
types  of  inquiries  generated: 

1)  Requests  for  a  complete  Criminal  History  (CH). 

2)  Requests  for  a  Criminal  Summary  (CS). 

We  have  further  assumed  that  there  will  be  one   (1)  inquiry  for  a  CH  for  each 
arrest,    to  be  used  during  the  booking  process  and  the  determination  of  bail. 
Due  to  the  long  delay  associated  with  the  criminal  justice  process  it  cannot  be 
assumed  that  the  record   originally  obtained  at  the  time  of  arrest  will  be  ade- 
quate throughout  the  process.      Thus  we  will  assume  that    there  will  also  be  a 
CH  inquiry  by  the  prosecutor  for  each  arrest  to  aid  in  the  decision  as  to  whether 
or  not  to  prosecute.     An  additional  CH  inquiry  will  probably  be  necessary  for 
each  case  prosecuted  for  the  preparation  of  a  pre-sentence  investigation  by  a 
probation  officer.     If  the  defendent  is  convicted  and  sentenced  to  some  correc- 
tional program,    there  will  be  a  need  for  CH's  by  various  corrections  agencies. 
Exactly  how  many  inquiries  will  be  made  by  corrections  personnel  is  uncertain 
at  this  time.      To  estimate  the  expected  traffic,    however,    we  will  assume  an 


1.     For  the  purposes  of  this  report  "arrests"  will  include  all  arrests  of  persons 
over  18  years  for  all  offenses  reported  in  the  UCRs  except  drunkenness. 


l.T. 


Ill 


1200-133 


average  of  three  (3)  CH  inquiries  per  convicted  defendant.      In  summary,    we 
will  assume  two  (2)  CH  inquiries  per  arrest;     one  (1)  CH  inquiry  per  case 
prosecuted;     and  three  (3)  CH  inquiries   per  conviction.     These  estimates  are 
quite  possibly  high  in  that  the  need  for  a  criminal  history  at  each  point  described 
above  varies  from  case  to  case.      Depending  on  the  actual  personnel  involved 
a  CH  may  or  may  not  be  requested.      However,    for  the  purpose  of  sizing  a  tele- 
communications system,    these  estimates  should  provide  adequate  upper  bounds 
on  CH  inquiries. 

In  addition  to  CH  inquiries  we  anticipate  that  information  on  criminal 
records  will  be  needed  in  the  course  of  investigations.      Again  no  figures  exist 
on  which  to  estimate  the  expected  traffic  from  such  a  use.     Thus,    we  have 
assumed  that  a  criminal  summary  (CS)  will  be  adequate  for  this  purpose  and 
that  there  will  be  approximately  two  (2)  CS  inquiries  per  arrest  made. 

Obviously,    the  above  assumptions  are  meaningless  without  some  esti- 
mates of  the  number  of  arrests  (  up  to  1983).      Changes   in  crime  definition, 
social  values,    and  attitudes  make  any  prediction  of  arrest  trends  somewhat 
tenuous.      Thus,    it  was  not  felt  necessary  to  develop  a  detailed  model  to  predict 

the  growth  in  arrests,    and  a  simple  linear  extrapolation  of  current  growth 

2 
trends  (1963  to  1973)  was  considered  sufficient.         This  extrapolation  yielded 

1975  and  1983  estimates  of  4.  3  million  and  5.  8  million  arrests   per  year, 

respectively. 

To  completely  determiine  the  total  expected  CH  inquiries   it  is  necessary  to 
know  the  percentage  of  offenders  actually  prosecuted  and  the  percentage  con- 
victed (and  placed  in  custody  or  under  supervision).      Figures  available  on  felony 

arrests  indicate  that  73%  of  all  arrestees  are  actually  prosecuted  (for  some 

4 
offense)  and  42%  are  convicted. 

The  total  number  of  state  and  local  updates  to  be  generated   is   somewhat 
more  difficult  to  determine.      Current  update  traffic  on  NCIC   is  probably  not  a 


2.  "Uniform  Crime  Reports,  "    Federal  Bureau  of  Investigation,    1963-1972. 

3.  See  Appendix  C  for  details  of  the  extrapolation  procedure. 

4.  International  Synposium  on  Criminal  Justice  Information  and  Statistics  Sys- 
tems, Project  SEARCH,  "The  Use  of  Offender-Based  Transaction  Statistics 
in  Criminal  Justice  Planning,  "    October  1972,    p.    465. 
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good  estimate  due  to  its  relatively  small  file  size  and  the  future   inclusion  of 
more  data  (for  compatability  with  an  OBTS  system)  in  the  CCH  files.     To  esti- 
mate update  traffic  we  will  assume  that  for  each  major  step  in  the  criminal  jus- 
tice process  there  will  be  one  (1)  update.     The  major  steps  are: 

1)  Arrest. 

2)  Preliminary  hearing. 

3)  Verdict. 

4)  Admission  to  corrections. 

5)  Probationary  release, 

6)  Final  release. 

As  discussed  above,    based  on  felony  arrests,    73%  of  all  arrestees  are  actually 
prosecuted  (preliminary  hearing),    47%  are  held    to  answer  some  charge  (receive 
some  verdict),    and  42%  are  convicted  of  some  offense  (admitted  to  corrections). 
We  will  assume  that  for  each  conviction  there  will  be  three  (3)  updates.     Thus 
for  each  arrest  we  expect  approximately  3.  5     updates  to  be  generated.     Under 
the  above  assumptions  we  are  able  to  calculate  the  expected  total  number  of 
inquiries  and  updates  to  be  generated.     Table  7.  1   summarizes  these  results. 

Table  7.  1.     Total  inquiries  and  updates  to  be  generated  by  state  and  local 
agencies  for  1978  and  1983  (millions  per  year) 


1978 

1983 

CH  inquiries  generated* 

15.9 

21.5 

CS  inquiries  generated 

8.6 

10.6 

Total  inquiries  generated 

24.  5 

32.  1 

Updates 

15.1 

20.3 

*CK  inquiries   per  arrest  = 

:  2  +  1  X  0.  42 
X  0.90     =    3. 

+  3 
7 

X  0.42 

5.  Ibid. 

6.  Updates  per  arrest  =  1   (arrest)  +  1  x  0.  73  (prelim,    hearing)  +  1  x  0.47 
(verdict)  +  3  x  0,  42  (corrections)     =    3.  46   =  3.  5. 


113 


1200-133 


7.  1.3        NALECOM  System  Traffic  for  Each  of  the  Four  Cases 

Case  1     -     All  Criminal  History  (CH)  and  Criminal  Summary  (CS)  Files 
at  the  National  Level  (No  Change  from  NCIC) 

We  have  assumed  in  this  case  that  no  state  CCH  files  exist  and  thus  all 
requests  for  criminal  histories  and  summaries  must  be  addressed  to  the  national 
file. 

State-to-National  Traffic 

State-to-national  traffic  should  consist  only  of  inquiries  and  updates,    for 
the  states  do  not  have  data  files  and  thus  cannot  respond  to  inquiries  (from  any- 
one).    Thus'all  inquiries  and  updates  generated  must  go  to  the  national  level. 
The  traffic  volumes  are  identical  to  those  in  Table  7.  1. 

National-to-State  Traffic 


For  Case  1  national-to- state  traffic  will  consist  only  of  responses  to 
inquiries.     Thus  the  total  number  of  national-to-state  messages  (responses) 
should  equal  the  number  of  inquiries.     However,    it  is  necessary  to  distinguish 
between  "hit"  (a  criminal  history  or  summary  is  found)  and  "no  hit"  (no  record 
in  the  file)  responses.     In  the  former  case  the  record  itself  will  be  sent,    whereas 
in  the  latter  case  a  "no  record  available"  message  is  sent. 

For  the  initial  CH  inquiry  at  the  time  of  arrest  we  would  expect  the  "hit" 
rate^  to  be  equal  to  the  percentage  of  offenders  who  are  recidivists  (65%). 
Subsequent  inquiries  by  prosecutions  and  corrections,    however,    will  always 
receive   "hits"  because  a  CCH  file  will  have  been  created  on  the  offender.      Thus 
the  number  of  "hit"  responses  should  equal  0.  65  times  the  number  of  arrests 
plus  2.  7  times  the  number  of  arrests. 


7.  The  percentage  of  inquiries  for  which  a  record  is  actually  found  and  returned. 

8.  Op.    cit.,    "Uniform  Crime  Reports,  "     p.    36. 

9.  2.  7  X  arrests  equals  the  number  of  prosecutions  and  corrections  CH  inquiries. 
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CS  inquiries,    on  the  other  hand,    are,    by  assumption,    the  results  of  the 
various   investigatory  functions.     Thus,    we  would  expect  far  fewer  "hits"  because 
this  system  is  used  less  discriminately  than  the  CH  files.     Since  no  accurate 
figures  are  available,    we  can  only  say  that  the   "hit"  rate  for  CS  inquiries   should 
be  lower  than  for  CH  inquiries,    perhaps  25%  to  50%  lower.      For  purposes  of  this 
document,    however,    we  will  assume  in  all  cases  that  the  "hit"  rates  for  CS  and 
CH  inquiries  are  equal  to  avoid  underestimating  the  traffic  volumes.     Table  7.  2 
shows  the  1978  and  1983  estimates  for  national-to-state  traffic  under  Case    1, 

Table  7,2.     National-to-state  traffic  under  Case  1   (millions  per  year) 


1978 

1983 

CH  "hit"  responses 

14.4 

19.  5 

CH  "no  hit"  responses 

1.  5 

2.0 

CS  "hit"  responses 

5.6 

6.9 

CS  "no  hit"  responses 

3.  0 

3.7 

Total  responses 

24.5 

32.  1 

State-to-State  Traffic 

Under  this  case  there  will  be  no  state-to- state  traffic.      Figure   7.  1  out- 
lines the  flow  of  messages  under  Case  1. 


Case  2  -  State  Files  on  Single-State  Offenders  with  a  National  Pointer 
and  Multi-State  Offender  File 


In  this  case  we  have  assumed  that  the  states  maintain  files  on  single-state 
offenders.     Thus  a  state  would  first  search  its  own  CCH  files  before  forwarding 
any  inquiry  to  the  national  level.      The  national  file  would  contain  a  pointer  to 
the  state  files  and  hold  all  the  records  of  multi-state  offenders.     A  pointer  at 
the  national  level  is  simply  an  index  to  state-held  CCH  files.     For  each  record 
held  by  a  state,    the  national  pointer  contains  the  name,    identification  data,    and 
the  state  of  record.     In  the  event  of  a  "hit"  on  the  pointer  file  (indicating  the 
transition  of  a  single-state  offender  into  a  multi-state  offender)  the  state  cur- 
rently holding  the  record  would  be  requested  to  forward  that  record  to  the 
national  file  (and  create  a  new  multi-state  offender  record  at  the  national  level). 
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This  record  would  then  be  forwarded  to  the  inquiring  state  along  with  a  request 
to  send  their  records  on  the  individuals  (to  complete  the  national  record). 

State-to-National  Traffic 

State-to-national  traffic  under  Case  2  will  consist  of  inquiries  (when  no 
state  file  is  located),    updates,    and  responses  (when  a  new  multi-state  offender 
file  is  created).     An  FBI  study       done  from  1970  to  1972  indicated  that: 

65%  of  all  arrestees  are  repeat  offenders. 

44%  of  all  repeaters  are  multi-state  repeaters. 

64%  of  all  multi-state  repeaters  had  records  in  only  two  (2)  states. 

If  these  percentages  are  assumed  to  be  representative  of  the  nation,    the  follow- 
ing figures  can  be  derived: 

29%  of  all  arrestees  are  multi-state  offenders. 

36%  of  all  arrestees  are  single-state  recidivists, 

35%  of  all  arrestees  are  new  offenders. 

18%  of  all  arrestees  are  recidivists  with  records  in  only  two  (2)  states. 

All  CS  and  CH  inquiries  will  first  be  checked  against  the  state  files.     Since 
all    multi- state    files   will    have    been    removed,     those    offenders    with    records 
in  only  one  state  will  be  "hit"  at  the  state  level.     Thus  36%  of  all  CS  and  CH  inqui- 
ries will  automatically  be  cut  off  by  the  states.     Of  the  remaining  64%,    29% 
represent  multi-state  offenders  and  35%  are  new  offenders.     For  CS  inquiries 
all  64%  continue  to  the  national  level.     However,    for  CH  inquiries  we  will  assume 
that  one  (1)   inquiry  per  arrest  will  be  national  for  new  offenders  and  all  other 
CH  inquiries  regarding  new  offenders  will  be  stopped  at  the  state  level.     With  an 
average  of  3.  7  inquiries  per  arrest  this  means  that  approximately  27%  of  all  new 
offender  CH  inquiries  will  be  national.     Since  new  offenders  account  for  35%  of 
the  total  traffic,    about  9%  (0.27  x  0.  35  =  0.  094)  of  the  total  CH  inquiries  gener- 
ated will  be  first-offender  national  inquiries.     Combining  this  with  multi-state 


10.  Op.    Cit.,    "Uniform  Crime  Reports,  "    p.    36. 

11.  The  numbers  have  been  rounded  to  maintain  only  the  appropriate  number  of 
significant  figures. 
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offender  traffic  gives  38%  of  the  total  CH  inquiries  generated  continuing  to  the 
national  level.     The  basic  assumption  is  that  once  a  state  file  is  created  further 
inquiries  about  that  offender  should  be  stopped  by  the  State. 

All  updates  for  single-state  offenders  (36%  of  arrestees)  would  only  reach 
the  state  level.     In  addition,    new  offenders  (35%  of  arrestees)  would  only  require 
one  (1)  update  (for  the  pointer)  per  arrest.     Thus,    only  29%  of  all  updates  gen- 
erated (from  Table  7.  1)  plus  one  (1)  per  new  offender  arrest  would  be  national 
updates  under  Case  2.     This  gives  5.9  million  updates /year  (0. 29  x  15.1    +0.35 
X  4.  3  =  5.  9)  and  7.  9  million  updates/year  (0.  29  x  20.  3   +  0.  35  x  5.8  =  7.9)  for 
1978  and  1983,    respectively. 

As  discussed  above,    each  time  a  new  multi-state  offender  file  is  created, 
both  states  will  be  requested  to  forward  their  files  to  the  national  level.     Thus 
there  will  be  two  state-to-national  "responses"  for  each  new  multi-state  file 
created  at  the  national  level.      Unfortunately,    the  number  of  times  we  could 
expect  this  to  occur  is  not  available.     However,    the  FBI  study  referenced  earlier 
indicated  that  18%  of  all  arrestees  have  records   in  two  (2)  and  only  two  (2)  states. 
To  obtain  a  rough  approximation  of  the  number  of  new  multi-state  files  created, 
we  will  assume  that  all  of  the  two-state  recidivists  are  classified  as  such  on  the 

basis  of  the  arrest  in  question  (and  thus  a  new  file  at  the  national  level  is  crea- 

12 
ted).  With  3.7  inquiries   per  arrest,    the  first  inquiry  represents  27%  of  the 

inquiries   related  to  that  arrest.      If  27%  of  all  inquiries  are  the  initial  inquiry 

(for  a  particular  arrest)  and  18%  of  the  initial  inquiries  create  a  new  national 

file  (new  multi-state  offender),    then  5%  (18%  x  27%)  of  all  inquiries  will  create 

new  national  files.      This  would  rriean  that  5%  of  the  total  CH  inquiries  would  not 

be  "hit"  at  the  state  file  but  would  be   "hit"  at  the  national  pointer  and  thus  require 

the  two  states   involved  (the  arresting  state  and  the  state  identified  by  the  pointer) 

to  forward  their  records  on  that  arrestee  to  the  national  file.     Thus  the  total 

state-to-national  responses   should  equal  two  times  0.05  times  the  number  of  CH 

inquiries  generated.      Table  7.  3  shows  the  figures  for  state-to-national  traffic 

under  Case  2  for  1978  and   1983. 


12.      This   is  actually  an  upper  bound,    for  in  reality  we  would  expect  less  than 

18%.     However,    since  no  estimates  exist,    we  will  assume  the  larger  figure. 
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Table  7.  3.      State-to-national  traffic  under  Case  2  (millions  per  year) 


1978 

1983  . 

CH  inquiries 

6.0 

8.2 

CS  inquiries 

5.  5 

6.  8 

Total   inquiries 

11.5 

15.0 

Updates 

5.9 

7.9 

"Responses"  or  CCH  file 

transfers  (twice  the  number 

of  new  national  files  created) 

1.6 

2.  2 

National-to-State  Traffic 

Under  Case  2  national-to-state  traffic  will  consist  of  responses  to  inquiries 
and  requests  for  new  files  (new  multi-state  offendersy".     When  an  inquiry  is 
received  at  the  national  level,    one  of  three  things  occurs: 

1)  A  "hit"  on  a  multi-state  offender  record, 

2)  A  "hit"  on  the  pointer  file. 

3)  No  "hit.  " 

Concerning  the  national-to-state  traffic  Case  2  strongly  differentiates  between 
CH  and  CS  inquiries.      When  either  inquiry  (CH  or  CS)   receives  a  "hit"  on  the 
multi-state  offender  file  a  "hit"  response  (of  the  appropriate  type)  is  sent.    How- 
ever,   "hits"  on  the  pointer  file  ("pointer-hits")  are  treated  differently  according 
to  the  type  of  inquiry  (CH  or  CS). 

For  CH  inquiries,    if  a  "pointer  hit"  is  made,    the  state  holding  the  record 
is  requested  to  forward  its  file  (as  described  above)  to  the  national  level.    Once 
this  file  is  received,    the  standard  "hit"    response  (for  CHs)  is  sent  to  the  origi- 
nal requesting  state.     In  addition,    the  requesting  state  is  asked  to  forward  its 
files  to  the  national  level  as  well  (to  complete  the  multi-state    record).     Thus, 
for  a  CH  "pointer  hit"  two  national-to- state  "inquiries"  are  generated  and  one 
standard  "hit"  response  is  sent. 


T-\n 
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For  CS  inquiries,    on  the  other  hand,    when  a  "pointer  hit"  is  made,    no 
new  multi-state  file  is  to  be  created  (for,    by  assumption,    no  new  arrest  has 
been  made).     Thus,    simpley  a  "pointer  hit"  response  will  be  sent  and  it  will  be 
up  to  the  requesting  state  to  obtain  the  CS  file.      A     "pointer  hit"  response 
simply  informs  the  requesting  state  where  the  records  on  the  individual  in  ques- 
tion are  being  held. 

Based  on  the  percentages  given  earlier,    estimates  of  the  traffic  loads  for 
each  message  type  are  calculated  as  follows: 

1)  CH  "hit"  responses  (from  the  multi-state  file)  should  occur  on  29% 

13 
of  all  CH  inquiries  generated. 

2)  The  number  of  national-to- state  CH  "inquiries"  will  be  0.  10   (2  x  0.  05) 
times  the  total  number  of  CH  inquiries  generated. 

3)  CS  "hit"  responses  (from  the  multi-state  file)  will  equal  29%  of  all 
CS  inquiries  generated. 

4)  CS  "pointer-hit"  responses  will  be  18%  of  the  total  CS  inquiries 
generated  (by  assumption). 

5)  The  number  of  "no  hit"  responses  will  equal  the  total  number  of 
inquiries  (reaching  the  national  level)  less  the   "hit"  (for  CH  and  CS) 
and  "pointer-hit"  (CS  only)  responses. 

Table  7.4  shows  the  national-to- state  traffic  under  Case  2  for  1978  and  1983. 

Table  7.4.      National-to- state  traffic  under  Case  2  (millions  per  year) 


1978 

1983 

CH  "hit"  responses 

4.6 

6.2 

CH  "no  hit"    responses 

1.4 

2.  0 

CCH  transfer  requests 

1.  6 

2.  2 

CS  "hit"  responses  (multi-state  file) 

2.  5 

3.  1 

CS  "pointer  hit"  responses 

1.5 

1.9 

CS  "no  hit"  responses 

1.  5 

I.  8 

13.     This  includes  those  "hit"  responses  sent  after  a  new  file  has  been  created 
("pointer  hit"). 


34-788   O  -  74  -  9 
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State-to-State  Traffic 

The  only  state-to- state  traffic  under  Case  2  is  to  retrieve  Criminal 
Summaries  (CSs).      Thus,    there  should  be  one  state-to- state  inquiry  and   "hit" 
response  for  each  "pointer-hit"  on  the  national-state  traffic.     The  values  are 
summarized  in  Table  7.  5. 

Table  7.5.      State-to-state  traffic  under  Case  2  (millions   per  year) 


1978 

1983 

CS  inquiries 
CS  responses 

1.5 
1.  5 

1.9 
1.9 

An  overall  outline  of  the  flow  of  messages  under  Case  2  is  given  in 
Fig.    7.2. 

Case  3  -  State  Files  with  Only  A  "Pointer"  at  the  National  Level 

Under  Case  3  the   states  will  be  the  repository  of  all  files.     When  an  offen- 
der is  arrested  all  available  files  are  transferred  to  that  state;     the  national 
pointer  indicates  the  new  state  of  record;     and  inquiries  by  any  other  state  (for 
criminal  summaries)  will  be  directed  to  that  state.      Thus  all  inquiries  (both  CH 
and  CS)  will  first  check  the  state  file;     if  they  are  the  state  of  record  a  response 
(of  the  appropriate  length)  will  be  sent.     If  no  record  is  found  (no  "hit"),    the 
inquiry  will  be  forwarded  to  the  national   "pointer.  "    If  the  "pointer"  indicates 
that  some  other  state  has  a  file  on  the  individual,    the  inquiring  state  will  then 
initiate  an  inquiry  to  the  appropriate  state.     For  CH  inquiries  an  arrest  has 
been  made  (by  assumption)  and  thus  the  inquiring  state  will  become  the  state  of 
record.     CS  inquiries,    on  the  other  hand,    are  for  investigatory  purposes  (by 
assumption)  and  thus  no  transfer  of  records  takes  place. 

State-to-National  Traffic 


For  CH  inquiries,    after  the  initial  inquiry  (by  the  booking  agency)  the 
requesting  state  will  become  the  state  of  record  regardless  of  the  past  history 
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of  the  offender.      Consequently,    all  further  inquiries  during  the  course  of  the 
criminal  justice  process  (by  prosecutor,    etc.)  will  be  stopped  at  the  state  level. 
Therefore,    to  estimate  traffic  loads  on  a  national  network  we  need  only  consider 
the  initial  CH  inquiry  by  a  state.      By  assumption,    then,    the  number  of  such 
"initial   inquiries"  would  equal  the  number  of  arrests.     However,    since  the 
inquiring  state  may  already  be  the  state  of  record  not  all  the   initial  CH  inquiries 
will  be  national.      To  estimate  the  number  of  CH  inquiries  not  cut  off  by  the  state 

we  will  again  use  the  fact  that  36%  of  all  offenders  are  single-state  recidivists, 

14 
29%  are  multi-state  recidivists,    and  35%  are  new  offenders.  All  CH  inquiries 

concerning  single-state  recidivists  will  be  cut  off  along  with  a  certain  percentage 
of  the  multi-state  recidivists.     However,    since  we  are  unable  to  estimate  the 
likelihood  of  a  multi-state  offender  having  a  record  in  the  inquiring  state,    we 
will  assume  that  all  such  inquiries  are  national.     Thus  all  the  initial  CH  inqui- 
ries (one  per  arrest)  with  regards  to  new  offenders  (35%)  and  multi-state  reci- 
divists (29%)  will  be  assumed  to  be  national  traffic.     In  other  words,    the  number 
of  national  CH  inquiries  expected  will  equal  64%  of  total  number  of  arrests  made. 

For  CS  inquiries  we  can  only  expect  the  inquiring  state  to  be  the  state  of 
record  for  single-state  offenders  and  again  some  multi-state  offenders.  Since 
we  cannot  estimate  the  fraction  of  the  multi-state  offenders  that  will  be  cut  off, 
we  will  assume  an  upper  bound  in  which  none  will  be  cut  off.  Thus  the  number 
of  National  CS  inquiries  expected  should  be  64%  of  the  total  CS  inquiries 
generated. 

Since  all  files  would  be  state-held,    the  only  reason  to  update  the  national 
pointer  is  once  for  new  arrestees  or  recidivists  in  a  new  state.     As  presented 
earlier,    about  35%  of  all  arrestees  are  new  offenders  and  we  estimated  about 
18%  of  all  arrestees  are  new  multi-state  offenders  (see  page  7-7).     Thus  we 
would  expect  the  number  of  national  updates  to  be  about  53%  (35  +  18)  of  the 
total  number  of  arrests  made.     Table  7-6  summarizes  the  estimates  for 
Btate-to-national  traffic  under  Case  3. 


14.     Op.    Cit.,    "Uniform  Crime  Reports,  "    p.    36, 
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Table  7.6.     State-to-national  traffic  under  Case  3  (millions   per  year) 


1978 

1983 

CH  inquiries 
CS  inquiries 
Updates 

2.7 
5.5 
2.3 

3.  7 
6.8 
3.  1 

National-to-State  Traffic 

For  each  inquiry  received  at  the  national  file  either  a  "pointer-hit"  or  a 
"no  hit"  response  will  be  returned.     We  will  assume  that  29%  (the  percentage  of 
all  offenders  who  are  multi-state  offenders)  of  all  CS  inquiries  generated  (at  the 
local  level)  will  receive  a  "pointer-hit"  response  from  the  national  file.      Simi- 
larly 29%  of  all  the  initial  CH  inquiries  (by  the  booking  agency)  will  receive 
national   "pointer-hit"  responses.     Thus  the  total  number  of  "pointer-hit"  respon- 
ses should  equal  0.  29  times  the  sum  of  CS  inquiries  (total  generated)  and  initial 
CH  inquiries  (number  of  arrests).      All  other  responses  will  be  "no  hit"  respon- 
ses.    The  results  are  summarized  in  Table  7.7. 


Table  7,7.     National-to-state  traffic  under  Case  3  (millions  per  year) 


"Pointer-hit"  responses 
"No  hit"  responses 


1978 


3.7 
4.  5 


1983 


4.  8 
5.7 


State-to-State  Traffic 


For  every  "pointer-hit"  on  the  national  file,  there  will  be  a  state-to- state 
iniquiry  and  a  response  (see  Table  7.  8).  An  outline  of  the  overall  flow  of  mes- 
sages  is  given  in  Figure  7.  3. 
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Table  7.8.     State-to-state  traffic  under  Case  3  (millions   per  year) 


1978 

1983 

CH  inquiries 

1.2 

1.7 

CS  inquiries 

2.  5 

3.  1 

Total  inquiries 

3.7 

4.  8 

CH  responses 

1-2 

1.7 

CS  responses 

2.  5 

3.  1 

Total    responses 

3.7 

4.  8 

Case  4  -  Complete  State  Files  with  a  "Pointer"  and  a  Criminal  Summary 
(CS)  at  the  National  Level 

The  final  case  is  essentially  the  same  as  Case  3  except  that  requests  for 
CSs  will  be  satisifed  at  the  national  level.     Since  all  offenders  will  have  a  CS 
File  at  the  national  level,    all  updates  will  be  national. 

State-to-National  Traffic 


State-to-national  traffic  will  be  the  same  as   in  Case  3  (except  for  updates). 
Since  there  is  a  criminal  summary  at  the  national    level  we  would  expect  the 
same  number  of  updates  as   if  the  total  file  were  national.     Thus  the  number  of 
national  updates  should  equal  the  total  number  generated.     (See   Table  7.  1.) 

National-to-State  Traffic 


The  absolute  volume  of  traffic  will  be  the  same  as   in  Case  3,    only  now  CS 
"hit"  responses  will  replace  "pointer  hit"  responses  to  CS  inquiries  (see  Table 
7.9). 
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Table  7.9.      National-to-state  traffic  under  Case  4  (millions   per  year) 


1978 

1983 

"Pointer-hit" 

responses 

1.2 

1.7 

CS  "hit"  responses 

2.  5 

3.  1 

"No  hit"  responses 

4.  5 

5.7 

State-to-State  Traffic 

The  only  state- to- state  traffic  will  be  for  the  retrieval  of  criminal  histor- 
ies (CHs).     Thus  all  the  "pointer-hit"  responses  of  Table  7.  9  will  generate  CH 
inquiries  and  responses  to  another  state  (see  Table  7.  10).      An  outline  of  the 
flow  of  messages  under  Case  4  is  shown  in  Fig.    7.4. 

Table  7-10.     State-to-state  traffic  under  Case  4  (millions  per  year) 


1978 

1983 

CH  inquiries 
CH  responses 

1.2 
1.2 

1.7 
1.7 

7.  1,4       Character  Lengths  of  Each  Message  Type 


As  discussed  on  the  preceding  pages,    there  are  7  types  of  messages: 


1)  CH  inquiries, 

2)  CS  inquiries. 

3)  Updates. 

4)  CH  "hit"  responses, 

5)  CS  "hit"  responses. 

6)  "Fbinter  hit"  responses. 

7)  "No  hit"  responses. 
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Based  on  current  NCIC  message  formats  we  estimate  that  CH  and  CS 

15 
inquiries  will  be  about  70  characters   in  length.  The  length  of  update  message 

depends  on  the  type  of  file  being  updated  (pointer  or  CH)  and  the  particular  sec- 
tion of  the  file  to  be  updated  (if  it's  a  CH  file).     For  CH  files,    the  average  sec- 
tion is  186  characters.  Thus  we  will  assume  the  average  CH  update  will  be 
about  186  characters  plus  70  characters  for  identification  (256  total).     No 
"pointer"  system  currently  exists  from  which  we  can  determine  the  character 
length  of  "pointer"  updates.     However,    since  it  contains  much  the  same  infor- 
mation as  an  inquiry,    we  will  assume  "pointer"  updates  will  be  70  characters  in 
length. 

CH  "hit"  responses  will  vary  in  length  according  to  the  number  of  arrests 
described  in  the  file  and  how  many  steps  in  the  criminal  justice  process  were 
completed  per  arrest.     NCIC  formats  allow  195  characters  for  identification,    206 

for  each  arrest,    240  for  the  judicial  process  (plus  168  supplementary  to  the  judi- 

17 
cial  section),    and  119  for  custody  after  conviction.  As  discussed  on  page  7-4, 

73%  of  all  arrestees  are  actually  prosecuted,    47%  receive  some  verdict,    and 

42%  are  admitted  to  corrections.     Thus,    on  the  average,    we  would  expect  the 

file  to  contain  195  characters  (for  identification)  plus  510  characters  for  each 

1  8 
arrest.  The  careers  in  crime  study  done  by  the  FBI  indicated  approximately 

19 
3  arrests  per  offender.  Consequently  we  estimate  approximately  1725  char- 

20 
acters  per  CH  "hit"  response. 

CS  "hit"  responses  are  simply   short  summaries  of  the  CH  file.      Although 
it  does  vary  in  length  according  to  the  number  of  arrests,    CS  "hit"  responses 
are  much  less  sensitive  to  this  because  only  a  summary  is  given.     Based  on 


15.  "NCIC  CCH  Message  Keys,  "    issued  June  30,    1971,    p.    22-23. 

16.  Ibid.  ,   pp.    2-2,    3-2,    4-2,    5-2.     Based  on  total  characters  allowed  per  sec- 
tion.    The  smallest  section  has   119  characters  and  the  largest  240  characters. 

17.  Ibid. 

18.  206  +  .  73  x  240  +  .47  X  168  +  .42  X  119    =    510.14=510. 

19.  Op.    Cit.,      "Uniform  Crime  Reports,  "  p..  36.     65%  have  an  average  of  4 
arrests  and  35%  only  1  arrest. 

20.  195  +  3  X  510    =    1725.  ^'. 
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examples  of  NCIC  Criminal  Summaries,    about  half  the  characters  are  for 

21 
identification.  This  indicates  an  average  CS  "hit"  response  of  390  (2  x  195) 

characters. 

"Pointer  hit"  and  "no  hit"  responses  basically  contain  the  same  informa- 
tion as  an  inquiry  plus  one  line  giving  the  state  of  record  or  a  negative   response. 
Thus  we  will  estimate  the  lengths  of  both  of  these  responses  to  be  70  characters 
(the  same  as  inquiries). 

The  above  character  lengths  are  based  on  current  formats,    but  we  will 
assume  that  these  figures  will  remain  constant  over  the  next  10  years.     Table 
7-11   summarizes  the  results  for  computerized  criminal  histories. 


21.     Op.    cit.,    "NCIC  Message  Keys." 
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7.2       Fingerprint  Transmission 

Fingerprints  are  considered  one  of  the  most  reliable  means  of 
distinguishing  one  person  from  another.      With  the  growing  volume  of  law 
enforcement  data  traffic  (see  Chapter  6)  and  the  increased  numbers  of  arrests 
annually,    there  is  an  increasing  demand  for  faster  and  more  convenient  methods 
of  evaluating  fingerprints. 

Currently,    FBI  fingerprint  card  identification  procedure  is  based  upon 
processing  of  cards  received  via  the  mail;    there  is  no  capability  to  receive 
or  process  cards  on  a  real-time  basis.     Although,    facsimile  equipment  has 
been  used  operationally  for  a  number  of  years  to  transmit  fingerprints  from 
an  arresting  agency  to  a  state  identification  bureau  and,    experimentally,     to 
the  FBI,    when  used  on  a  limited  scale  involving  only  high  priority  cases, 
facsimile  has  been  found  to  be  both  efficient  and  effective. 

The  primary  limitation  to  expansion  of  existing  facsimile  systems  lies 
in  their  long  transmission  times.      Limited  as  they  are  by  the  bandwidth  of 
the  commercial  telephone  services,    the  most  advanced  facsimile  systems 
would  require  at  least  4  minutes  to  transmit  a  single  standard  fingerprint 
card  with  resolution  sufficient  fdr  use  in  identification.      To  transmit  any  appre- 
ciable percentage  of  the  fingerprint  cards  generated  daily  within  the  United 
States,    a  tremendous  number  of  telephone  lines  and  facsimile  transmitters  and 
receivers  would  be  required.         However,    the  art  of  processing  fingerprints 
has  been  enhanced  by  the  development  of  automated  systems  based  on  advance- 
ments in  the  technologies  of  pattern  recognition  and  data  processing.    Currently, 

23 
the  FBI  is  evaluating  a  system  called  FINDER        which  is  a  fingerprint  reader 

which  operates  upon  inputs  of  quantized  minutiae   {ridge  endings  and  forks)  and 

ridge  direction  data  from  an  inquiry  print  for  registration,    classification,    and 

matching.     In  conjunction  with  this  development,    digital  fingerprint  processing 

significantly  reduces  the  amount  of  information  that  must  be  processed. 


22 

"Satellite  Transmission  of  Fingerprint  Images:     The  Results  of  a  Feasibility 
Experiment,"    Project  SEARCH  Technical  Report  No.    7,    p.    5,    1972. 

^■^  "Automatic  Fingerprint  Identification,  "  IEEE  Spectrum,  pp.  36 -45,  Sept.  1973. 
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Asidefrom  conventional  data-compression  techniques  that  may  be  used 
to  enhance  whole-print  transmission,    studies  indicate  that  considerable  band- 
width reduction  can  be  attained  prior  to  transnnission.      That  is,    if  minutiae 
encoding  was  done  at  the  point  of  transmission,    a  whole  fingerprint  card  could 
be  reduced  to  150,  000  bits. 

Although  there  will  be  no  transmission  of  digital  fingerprint  data  within 
the  next  few  years  because  of  the  experimental  status  of  above  techniques  and 
the  time  required  for  implementation  of  such  new  technologies,  estimates  for 
potential  traffic  for  the  years   1978  and  1983  are  presented  below. 

The  interstate  transmission  of  fingerprints  is  associated  with  two  specific 
activities: 

1)  Positive  identification  of  booked  offenders. 

2)  Identification  of  latent  fingerprints  found  in  the  course  of 
investigation. 

Two  cases  will  be  examined.     In  Case  1,    arrest  data  can  be  used  to  gen- 
erate an  initial  estimate  of  traffic  in  fingerprint  transmission  for  booked  offenders. 
In  the  latter  case,    an  extrapolation  of  current  transaction  levels  can  be  utilized 
to  generate  estimates. 

Case   1 

Estinnates  are  based  upon  the  following  assumptions:     1)  each  state  will 
have  its  own  Identification  Bureau,    and  2)  only  those  prints  which  cannot  be 
identified  at  the  state  level  will  be  forwarded  to  the  FBI.    Furthermore,    it  is 
assumed  that  offenders  under   18  years  of  age  and  most  of  the  drunk  and  mis- 
demeanor offenders  will  not  have  their  cards  forwarded  to  the  FBI. 

All  other  offenders  will  have  a  fingerprint  card  sent  to  the  state  identifica- 
tion bureau  which  should  be  able  to  identify  approximately  50%  of  all  the  cards 

24 
at  the  state  level.        Therefore,    the  total  number  of  fingerprint  sets  being 


24 
"Design  of  a  Model  State  Ident  Section  Bureau",  Project  SEARCH  Technical 

Report  No.    8. 
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transmitted  to  the  FBI  will  equal  0.  5  x  A-,    where  A-  is  the  estimated  number 

25 
of  projected  arrests  for  year{i)    .     Initial  estimates  for   1978  and  1983  are  shown 


in  Table  7-12. 


Case  2 


Based  on  requests  received  by  the  Latent  Fingerprint  Section  of  the  FBI 
in  the  years    1971  and   1970,    there  were  32,864  such  cases  in  1971  which  repre- 
sented an  8%  increase  over   1970.     Assuming  that  there  would  be  a  constant 
growth  in  requests  at  the  national  level  each  year  and  that  the  increasing  level 
of  expertise  at  the   state  and  local  level  would  absorb  any  increased  growth  in 
requests  at  the  local  level,    an  initial  estimate  for  the  years   1978  and  1983  is 
shown  in  Table  7-12.      It  is  assumed  that  on  the  average,    latent  fingerprints 
requests  will  occupy  about   1/3  of  an  8-1/2"  x  11"  page,    and  that  they  will  be 
sent  by  facsimile  at  a  scan  rate  of  200  x  200  per  square   inch  or  will   require 
approximately  750,  000  bits  per  transmission. 

Table  7-12.     Fingerprint  transmission  estimates 


1978 

1983 

Case   1.     Booked  Offenders 

Projected  Arrests  (A.) 

4, 880, 000 

5. 830, 000 

Proportion  of  Prints  Sent  to  FBI 

50% 

50% 

Total  Fingerprint  Requests  to  FBI 

2,440. 000 

2, 915, 000 

Bits  per  transmission 

150, 000 

150, 000 

Average  BPS  Rate 

11.639 

13.900 

Case  2.      Latent  Fingerprints 

56. 000 

83,000 

Bits  per  Transmission 

750, 000 

750. 000 

Average  BPS  Rate 

1,336 

1,980 

Total  Average  BPS  (bits  per  second) 

12,975 

15. 880 

25 


See  Appendix  C 
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7.  3       Courts  and  Prosecution 

The  data  requirements  of  the  courts  and  prosecution  are  considered  jointly 
because  of  the  similarity  of  their  impact  on  any  national  teleconnmunications 
system. 

With  respect  to  courts,    the  information  needs  are  primarily  of  an  intra- 
state nature;  however,    those  of  an  interstate  or  national  nature  would  be  the 
computerized  criminal  histories  (CCH)  of  defendents,  driving  records  of  the 
defendants,   statute  and  case  law  related  to  the  offense,  and  criminal  justice 
research  data  from  other  jurisdictions.   CCH  data  transactions  have  been  accounted 
for  earlier  (Section  7.1).    Driver  or  vehicle  related  data  would  be  available  through 
the   state  Department  of  Motor  Vehicles  (DMV)  and  would  be  obtained  on  an  inter- 
state basis  as  discussed  in  Section  7.8. 

A  statute  and  case  law  retrieval  system  might  require  a  state -to-national 
telecommunications  capability.      LEXIS,    a  privately  contracted  computer  service, 
offers  a  computer  assisted  access  to  a  national  electronic  law  library.     In  the 
future,    whether  there  would  be  a  complete  electronic  law  library  within  each 
state  or  only  one  complete  library  at  the  national  level  with  state  laws  and  cases 
at  the  state  level  is  not  clear  at  this  time.     However,    initial  indications  are  that 
the  most  frequent  use  of  this  system  would  be  intrastate  with  a  much  smaller 
interstate  demand  unless  due  to  cost  there  would  be  regional  data  banks. 

Use  of  a  criminal  justice  data  base  would  be  from  the  standpoint  of  intro- 
ducing new  procedures  or  programs  into  the  courts  and  prosecutor's  offices  in 
one  jurisdiction  based  upon  their  history  in  another  jurisdiction.    Such  data  might 
be  derived  from  the  Grants  Management  Information  System  (GMIS),    Offender 
Based  Transactions  Statistics  (OBTS),  Prosecutor's  Management  Information 
System  (PROMIS),    and  other  criminal  justice  data  sources.     The  use  of  crimi- 
nal justice  data  for  planning,    research,    and  program  implementation  purposes 
is  discussed  in  Section  7.  5. 


26 
Furthermore,    it  is  doubtful  whether  such  a  proprietary  system  would  be  an 

allowable  user  candidate  for  NALECOM,    and  since  there  are  no  federally 

funded  activities  in  this  area,    no  estimates  are  included. 
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Other  uses  by  the  courts  and  prosecution  would  be  largely  of  a  management 
and/or  administrative  nature  and  therefore  consist  of  local  or  intrastate  trans- 
actions as  pointed  out  earlier. 

In  summary,    the  transactions  involving  CCH  and  driving  offense  records 
have  been  accounted  for  in  Sections  7.  1  and  7.8;  legal  research  transactions 
cannot  be  assessed  at  this  time,    and  criminal  justice  data  base  uses  are  dis- 
cussed in  Section  7.  5. 

7. 4       Corrections  (Probation,    Parole,    Institutional  Supervision) 

Corrections  in  this  discussion  encompasses  all  agencies  which  have 
responsibility  for  supervising  offenders,    the  term  includes  pretrial  detention, 
probation,    parole,    and  institutional  supervision. 

Correctional  agencies  will  require  detailed  information  and  statistics  for 
administrative  and  nnanagennent  functions,    for  research,    for  offenders  accounting, 
and  for  other  purposes.     In  terms  of  interstate  or  national  information  require- 
ments,   this  activity  would  consist  of  computerized  criminal  histories,    offender 
based  transaction  statistics  (OBTS),    and  other  criminal  justice  statistical  data. 

In  terms  of  the  demand  for  and  updates  of  CCH's,    the  impact  of  corrections 
has  been  accounted  for  in  Section  7.  1.     As  to  statistical  and  research  data 
requirements,    the  impact  of  corrections  has  been  accounted  for  in  Section  7.  5. 

Any  other  impact  on  the  network  has  been  assumed  to  be  nonexistent  based 
on  the   research  performed  to  date. 

7.  5       Crinninal  Justice  Planning  Information 

"Criminal  Justice  Planners"  as  discussed  here,    will  include  planners  and 
administrators  at  all  levels  and  in  all  agencies  of  the  Criminal  Justice  System. 
Although  fornnal  planning  agencies  are  very  important  and  require  a  great  deal 
of  information,    most  policy  and  procedural  changes  are  nnade  by  agency  admin- 
istrators.     Thus  a  system  to  provide  planning  information  must  insure  that  this 
information  is  made  available  to  all  types  of  agencies  at  all  levels  of  the   system. 


34-788   O  -  74  -   10 
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There  are  currently  three  federal  programs  designed  in  part  to  disseminate 
criminal  justice  planning  infornnation: 

Grants  Management  Infornnation  System  (GMIS) 

National  Criminal  Justice  Statistics  Data  Base  (NCJSDB) 

National  Crinninal  Justice  Reference  Service  (NCJRS) 

GMIS  is  a  computer  based  infornriation  system  designed  to  track  the  pro- 
gress of  the  various  progranns  funded  by  LEAA.      The  principal  goal  is  to  allow 
LEAA  to  more  effectively  distribute  the  funds  they  have  available.      The  system 
includes  the  capability  to  search  the  data  file,    identify  programs  involving  a 
particular  subject  area,    and  provide  certain  information  on  each  program  iden- 
tified.     Thus  criminal  justice  planners  and  adnninistrators  could  inquire  as  to 
what  programs  are  currently  going  on  regarding  a  particular  subject  (drug 
rehabilitation  for  instance)  and  receive  a  listing  describing  all  such  progranns. 

GMIS  is  currently  processing  about  250  inquiries  per  week,    of  which  about 

28 
50  are  from  LEAA's  Washington  Office.  Once  the  system  is  better  known, 

they  expect  approximately  400-500  total  inquiries  per  week  (21,  000  to  26,  000 

29 
per  year).  Character  lengths  per  message  (inquiry  and  response)  are  not 

known  but  are  likely  to  be  on  the  order  of  those  for  a  criminal  history  (70  char- 
acters for  an  inquiry  and  about  1725  characters  for  a  response). 

Assuming  the  number  of  inquiries  grows  at  a  rate  of  10%  per  year  yields 
the  estimates  given  inTable  7-13. 

As  currently  planned  NCJSDB  will  be  a  computerized  statistical  data  base 
to  provide  "demographic  data,    crime  statistics,    and  geographic  infornriation  to 
facilitate  analysis  of  the  criminal  justice  system".  Since  the  system  is  still 

quite  new  and  has  few  access  ternninals  it  is  difficult  to  estimate  the  volume  of 


27 

"LEAA  -  GMIS",    Information  Systems  Divisions,    Office  of  Operations  Support, 

Law  Enforcement  Assist.   Ad.    1972. 

28 

Telephone  conversation  with  Lou  Arnold  of  GMIS. 

Ibid. 

'■^^"Third  Annual  Report  of  LEAA",    1971,    p.    101. 
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traffic  to  be  expected.     However,    a  major  use  of  the  system  is  expected  to  be  in 
conjunction  with  the  GMIS  systenn  to  obtain  relevant  background  data  on  areas 
where  new  programs  are  ongoing.  Thus  we  estinnate  2-3  statistical  inquiries 

for  each  GMIS  inquiry  or  800-1500  per  week  (42,  000-78,  000  per  year).     Charac- 
ter lengths  for  inquiries  and  responses  are  not  available,    however,    "order  of 
magnitude"  estimates  would  be  50  characters  for  inquiries  and  500  characters 
for  responses. 

To  obtain  message  volume  estimates  for  1978  and  1983  we  have  assumed 
that  the  number  of  inquiries  will  grow  at  a  rate  of  10%  per  year. 

NCJRS  is  a  document  retrieval  system  to  assist  criminal  justice  personnel 
and  researchers  in  obtaining  documents  relevant  to  their  activities.     Currently 
the  service  contains  documents  generated  throughout  the  criminal  justice  system 
including  documents  describing  programs  funded  by  LEAA  and  thus  in  the  GMIS 
system.     The  NCJRS  does  not  contain  all  crinninal  justice  documents,    but  it  is 
rapidly  expanding.     The  system  currently  has  an  "on-line"  access  capability  for 
a  limited  number  of  users  (within  NCJRS  itself)  with  the  majority  of  users  access- 
ing the  system  by  telephone  or  mail.    NCJRS  currently  receives   1,  500-1,  800 
requests        for  searches  per  month  (18,  000-22,  000  per  year).      It  can  be  assumed 
that  at  least  this  number  would  be  received  if  "on-line"  access  were  available. 

Currently,    NCJRS  supplies  the  documents  themselves  to  the  requestor  by 

mail.     Consequently,    the  character  length  would  be  enormous.     However,    assum- 

33 
ing  only  an  Abstract  is  supplied,    a  typical  response  might  be   1,  000  characters. 

1978  and  1983  estimates  are  based  on  an  assumed  growth  of  10%  per  year 
and  are  given  in  Table  7-13. 


Ibid. 

Telephone  conversation  with  Mr.    Murphy  at  NCJRS. 
■'^Based  on  an  example  given  in  the  NCJRS  "Users  Manual",    1972,   p.  15. 
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Table  7-13     Traffic  Volume  Related  to  Criminal  Justice  Planners 


AVERAGE 

MESSAGE 

VOLUME 

LENGTH 

YEAR 

TYPE 

(messages/yr) 

(characters) 

EPS 

1978 

GMIS 

Inquiries 

37, 100* 

70 

.66 

Responses 

37,  100 

1725 

16.26 

NCJSDB 

Inquiries 

96, 700** 

50 

1.23 

Responses 

96, 700 

500 

12.28 

NCJRS 

Inquiries 

32, 200*** 

50 

.41 

Re  sponses 

32, 200 

1000 

8.  18 

1978  TOTAL 

39.  02 

1983 

GMIS 

Inquiries 

59.700 

70 

1.06 

Re  sponses 

59, 700 

1725 

26.16 

NCJSDB 

Inquirie  s 

155, 600 

50 

1.  94 

Responses 

155,600 

500 

19.76 

NCJRS 

Inquiries 

51, 900 

50 

.68 

Responses 

51, 900 

1000 

13.  18 

1983  TOTAL 

62.78 

** 


*s!SSi6 


23,  000/yr  used  as  a  1973  base  figure 
60,  000/yr  used  as  a  1973  base  figure 
20,  000/yr  used  as  a  1973  base  figure 
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7.  6       Criminalistics  Information 

Crime  labs  are  playing  an  ever  increasing  role  in  criminal  investigations. 
To  what  extent  a  telecommunication  system  can  aid  in  this  field  is,    however, 
difficult  to  determine.      In  most  cases  the  mere   comnnunication  of  information  is 
not  sufficient  and  it  is  necessary  to  physically  transport  evidence  to  the  lab. 

In  some  cases,    however,    it  would  be  desirable  to  obtain  preliminary 
results  quickly  over  a  telecommunication  system  to  establish  grounds  for 
holding  a  suspect  until  a  complete  analysis  is  available  (e.g.,    handwriting  or 
signature  analysis).      In  addition,    certain  tests  can  be  run  remotely  and  the 
results  transmitted  to  a  crime  lab  (e.g.,    infrared  spectrographic  tests).     Such 
applications  have  only  recently  begun  to  be  developed  and  no  such  system  actually 
exists  on  a  large  scale. 

The  system  of  crime  labs  currently  envisioned  is  primarily  state  oriented. 
The  aim  is  to  develop  state  crime  lab  systenns  which  will  be  capable  of  dealing 
with  most  cases.      In  addition,    it  is  believed  that  each  state  system  will  develop 
some  type  of  expertise  in  particular  areas.      Thus,    in  the  future,    interstate 
communications  between  crime  labs  in  quite  likely. 

In  the  current  state  of  development,    it  is  impossible  to  accurately  deter- 
mine traffic  loads  related  to  crime  labs.     However,    since  this  may  be  a  signi- 
ficant load  in  the  future  we  will  attempt  to  establish  upper  bounds  on  the  probable 
loads  for  three  different  types  of  interactions:     1)  facsimile  transmission, 
2)  data  transmission,    and  3)  administrative  messages. 

7.6.1      Facsimile  Transmission 

To  transmit  one  (1)  8-1/2"  x  11"  page  by  facsimile  required  approximately 
300,  000  characters  (800,  000  bits).      Thus  the  number  of  such  transmissions 
could  significantly  effect  system  loads.     In  FY   1971  the  FBI  crime  lab  received 
291,000  specimens  for  examination. 
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The  exact  nature  of  these  specimens  is  not  known  at  this  time  and  thus  it 
is  impossible  to  accurately  estinnate  what  percentage  of  these  cases  could  use 
an  interstate  telecommunication  system.      To  obtain  a  rough  estimate,    however, 
we  will  assume  that  certainly  no  more  than  half  (50%)  the  cases  sent  to  the  FBI 
could  be  aided  by  a  telecommunication  system.      In  addition,    since  state  labs  will 
be  developing  their  own  specializations,    we  will  assume  half  of  these  are  state- 
to-state  and  half  state-to-national.      To  estimate  the  expected  number  of  cases 
in  1978  and  1983  we  will  further  assume  a  growth  rate  roughly  parallel  to  the 

growth  in  arrests  (3.  75%  per  year).     Thus  as  an  upper  bound  we  estimate 

34 
188,300  and  226,500  cases  will  be  handled  in  1978  and  19§3  respectively. 

Assuming  a  fifty-fifty  split  between  interstate  and  state-to-national  yields  the 

results  shown  in  Table  7-14. 

7.6.2     Data  Transmission 

The  only  crime  lab  data  transmission  system  currently  in  existence  is  the 
New  York  State  spectrographic  data  file.     This  system  is  used  in  identifying 
unknown  substances.     The  New  York  system  was  utilized  on  approximately  30  to 

40  cases  per  month  (360-480  per  year)  with  about  3  searches  per  case  (110-1400 

35 
searches  per  year).  To  translate  this  into  a  national  figure  is  tenuous,    how- 

ever,   a  rough  estimate  based  on  relative  populations       would  indicate  about 
12,000  to  16,000  transactions  per  year.     Assuming  this  volume  increases  with 

the  arrest  rate  (3.75%  per  year)  gives   1978  and  1983  estimates  of  16,800  and 

37 
20,  600  respectively.  Estimates  of  the  character  length  per  message  (inquiry 

38 
and  response)  are  based  on  a  sample  output  from  the  New  York  system.  In 

this  example  there  were  about  100  characters  of  input  and  about  700  characters 

of  output.    We  will  assume  the  New  York  system  will  remain  in  operation  and  thus 

all  traffic  will  be  state-to-state. 


^"^Based  on  145,500  (291,000  x  0.5)  cases/year  in  1971. 

International  Symposium  on  Criminal  Justice  Information  and  Statistics  Systems, 
"Pilot  Computerized  Infrared  Data  File  for  Forensic  Science  Laboratories,  " 
October  1972,   p.    393. 

^^Statistical  Abstract  of  the  U.S.,    1971,    p.   201. 

Using  abase  figure  of  14,000  trans/year. 

^®Op.  cit.,  International  Symposium  on  Criminal  Justice  Information  and  Statistics, 
p.  399.  Inquiry  length  was  determined  by  adding  up  all  other  characters  indicated 
as  "operator  entries",   all  other  characters  were  counted  as  output. 
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Table  7-14    Traffic  Related  to  Criminalistics  Laboratories 


AVERAGE 

VOLUME 

LENGTH 

AVERAGE 

YEAR 

MESSAGE  TYPE 

(messages  /yr ) 

(characters) 

BPS 

1978 

Facsimile  Transmission 

Interstate 

94, 150 

300, 000 

7,  174.23 

State-National 

94,  150 

300, 000 

7,  174.23 

Data  Transmission 

Inter  state -Inquiry 

16, 800 

100 

.43 

-Response 

16, 800 

700 

2.99 

State -National 

-0- 

-0- 

-0- 

Administrative  Messages 

Interstate 

205, 100 

432 

22.51 

State -National 

188,  300 

432 

20.66 

1978  TOTAL 

14.  395.05 

1983 

Facsimile  Transmission 

Interstate 

113, 250 

300, 000 

8,  629.65 

State-National 

113,250 

300,000 

8,629.65 

Data  Transmission 

Inte  r  s  tate - Inquiry 

20,  500 

100 

.52 

-Response 

20,  500 

700 

3.64 

State-National 

-0- 

-0- 

-0- 

Administrative  Messages 

Interstate 

247, 000 

432 

27.  10 

State-National 

226, 500 

432 

24.  85 

1983  TOTAL 

17,  315.41 

7.6.3     Administrative  Messages 

The  number  and  length  of  such  messages  cannot  realistically  be  estimated. 
However,    to  place  a  "first  guess"  upper  bound  on  the  traffic  we  will  assume  one 
(1)  administrative  message  for  each  data  transmission  (inquiry-response)  and 
two  (2)  for  each  facsimile  transmission.      The  character  length  will  be  assumed 
to  be  the  same  as  current  administrative  messages  on  NLETS  (432  characters) 


39 


39 


NLETS  data  estimate. 
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7.  7       Organized  Crime  Intelligence  Information 

The  need  to  combat  organized  crime  on  an  interstate  basis  has  been  known 
for  some  time.      Thus  the  exchange  of  information  pertaining  to  organized  crime 
activities  between  the  states  and  perhaps  the  federal  government  would  be  quite 
useful.     Although  some  pilot  systems  have  been  developed  recently,    no  nationwide 
system  currently  exists.     At  the  present  time  it  is  impossible  to  meaningfully 
speculate  as  to  how  a  nationwide  system  might  develop. 

In  both  California  and  New  England  intelligence  systems  are  currently 
being  developed.     However,    no  data  is  available  on  the  California  system  and  the 
New  England  system  is  in  the  process  of  reorganization.      The  New  England  sys- 
tem currently  disseminates  information  to  the  six  states  in  the  area  on  a  regular 
basis  and  to  other  states  on  occasion.      They  are  currently  handling  about  200 
formal  communications  per  nnonth  (2,  400/year)  and  about  40  informal  messages 
per  day  ( 1  4,  600 /year).      The  distinction  is  not  completely  clear  but  generally 
formal  messages  are  prepared  and  set  out  to  all  concerned  parties  by  mail. 
Informal  messages  are  more  likely  to  be  over  the  phone  to  check  or  confirm 

information.     On  the  average  both  types  of  messages  would  average  about  1-1/2 

A  40 

typed  pages. 

To  obtain  a  rough  estimate  of  the  potential  NALECOM  traffic  in  organized 

crime  intelligence  information,    we  will  assume  that  the  New  England  data  will  be 

41 
typical  of  interstate  traffic.     Based  on  relative  populations        we  could  expect 

2.9  million/year  (17,000  x  17.2)  interstate  transactions.     Assuming  approximately 

1,500  characters  per  typed  page  (double  spaced)  yeilds  about  2,250  characters  per 

message.     Due  to  the  rapidly  changing  nature  of  these  systems  no  estimates  of 

future  growth  are  possible.    In  addition,    there  is  some  question  as  to  whether  or 

not  intelligence  information  will  continue  to  be  transmitted  at  all.      Thus  for  our 

purposes  we  will  assume  that  the  above  estimates  will  apply  to  1978  and  1983. 


40 

All  information  pertaining  to  NECOIS  was  obtained  through  a  telephone  conver- 
sation with  Ted  Finegan  of  NECOIS  in  Massachusetts. 

41 

New  England  represents  5.  8%  of  the  U.S.   population. 
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Estimates  of  national-to-state  traffic  can  be  obtained  from  the  FBI's 
current  dissemination  of  organized  crime  intelligence  information.     In  FY    1971, 

340,451   items  of  organized  crime  intelligence  information  were  distributed  to  the 

42 
states  by  the  FBI.  Character  lengths  per  message  are  assumed  to  be  the   same 

as   in  the   New  England   system. 

To  obtain  a  rough  estimate  of  the  traffice  volume  we  will  assume  that  the 
growth  rate  between  1970  and  1971  will  continue  (12%  per  year). 

Table  7-15     Traffic  Volume  Related  to  Organized  Crime 


YEAR 

MESSAGE 
TYPE 

VOLUME 
(messages/year) 

AVERAGE 

LENGTH 

(characters) 

AVERAGE 
•BPS 

1978 

Interstate 
National -State 

2.  9  million 
.  75  miillion* 

2,250 
2,250 

1, 657. 35 
428.63 

1978  TOTAL 

2, 085.98 

1983 

Interstate 
National-State 

2  .  9  million 
1  .  3   million 

2,  250 
2.  250 

1,  657.  35 
742.95 

1983  TOTAL 

2,400.30 

'  340,  000/year  was  used  as  the   base  level   in  1971. 

7. 


Driver  and  Vehicle  Records 


Currently,    there  is  not  a  national  vehicle   registry  nor  is  the  National 

43 
Drivers  Register      ,    which  is  administered  by  National  Highway  Traffice  Safety 

Administration,    accessible  by  law  enforcement  agencies.     However,    the  Amer- 
ican Association  of  Motor  Vehicle  Administrators  (AAMVA),    an  association  of 
state  and  provincial  officials  responsible  for  the  administration  and  enforcement 
of  motor  vehicle  and  traffic  laws  in  the  United  States  and  Canada,    is  currently 
sponsoring  several  programs  which  may  have  an  impact  on  NALECOM, 


42 


43 


"Attorney  General's  First  Annual  Report",    U.  S.  Government  Printing  Office, 
1972,    p. 198. 

Public   Law  89-563,    89  Stat.  730,    Title  IV,    Sec.  402   specifically  limits  the 
Register's  use  to  licensing  activities  only. 
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Among  these  programs  are  the  following: 

1)  A  project  to  develop  a  model  registration  and  certificate  of 
ownership  data  bank. 

2)  A  project  to  develop  a  state-oriented  Model  Motorist  Data  Base. 

3)  A  pilot  project  to  implement  an  interstate  data  net  with  the  capability 
of  instantaneous  interjurisdictional  data  transmission  relative  to 
vehicles  and  drivers. 

The  proposed  scope  of  these  projects  includes  the  development  of  automated 
data  processiiig  procedures  adaptable  to  state  vehicle  administrative  functions  in 
the  field  of  vehicle  registration  and  certificate  of  ownership,    drivers  licensing, 
nnotor  vehicle  inspection,    highway  safety  and  accident  statistics,    and  nnotorists 
financial  responsibility  and  other  vehicle  reciprocal  agreements.     These  proce- 
dures are  projected  for  communication  between  all  states  on  a  systems  network, 
enabling  nnessage  switching  and  interfacing  with  other  computers  as  the  need 
arises  (i.e.,    NCIC  and  the  National  Drivers  Register)  for  overall  coordinated 
unity  and  intercommunication. 

44 
Although  department  of  motor  vehicle  usages  of  NALECOM  is  excluded, 

if  the  state  files  suggested  by  AAMVA  are  developed  (currently  35  states  main- 

45 
tain  licensing  and  registration  data  on  computer  systems)      ,    it  could  be  accessed 

on  an  interstate  basis  by  out-of-state  criminal  justice  agencies. 

Transactions  would  be  those  engendered  by  automobile  and  license  plate 
thefts,    vehicle  use  in  perpetration  of  a  felony,    and  moving  traffic  citations  to 
out-of-state  drivers  (i.e.,    prior  to  an  officer  making  a  pullover,    he  will  want 
to  know  whether  the  vehicle  is  stolen,    who  is  the  vehicle  owner,    and  whether  the 
driver  is  wanted).     NCIC  files  would  be  able  to  address  the  first  and  third  ques- 
tions,   but  prior  to  the  pullover,    the  name  of  the  registered  owner  of  the  out-of- 
state  car  would  have  to  be  run  against  the  data  files  of  the  registering  state 


Letter  regarding  NALECOM  Scope  from  Lloyd  A.    Bastian,    Acting  Director, 
Systems  Development  Division,    National  Criminal  Justice  Information  and 
Statistics  Service,    dated  November  9,    1973. 

1972  Director  of  Automobile  Criminal  Justice  Information  System.    U.S. 
Department  of  Justice,    December  1972,    PD-35. 
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before  an  NCIC  check  of  the  owners  nanne  is  possible  if  data  on  the  vehicle  is 
not  already  in  the  NCIC  file. 

In  estimating  the  interstate  traffic  which  might  be  generated  under  the 
above   systenn,    the  following  assumptions  are  made:     (1)  all  out-of-state  vehicles 
and  drivers  will  be  checked  at  both  NCIC  and  the  state  of  origin,    (2)  50%  of  the 

queries  against  NCIC  vehicle  and  license  files  are  made  on  out-of-state  vehicles 

46 
or  plates,         and  (3)  present  transaction  rates  against  NCIC  files  is  representa- 

47 
tive  of  transactions  in  1983. 

Based  on  an  analysis  of  current  NCIC  transaction  data,    approximately   1/3 
of  all  transactions  are  against  the  vehicle/license  plate  files.      The  projected 
state-to-national  traffic  in  1983  will  be   142,000  transactions  (see  Section  6.2). 
Applying  the   1/3  estimate     of  vehicle/license  plate  queries  as  a  base  for  pre- 
dictions,   it  would  appear  that  there  will  be  approximately  47,  300,  000  queries 
expected  in  1983.     From  this  estimate,    it  has  been  assumed  that  1/2  will  trig- 
ger interstate  queries  so  that  23,  650,  000  vehicle/license  plate  queries  would 
be  expected  to  occur.     Since  state-to-national  traffic  was  presented  earlier  in 
Section  6.2,    only  interstate  traffic  projections  are  shown  in  Table  7-16. 


Table  7-16     Estin^ated  Interstate  Driver /Vehicle  Record  Traffic 


Year 

Message 
Type 

1 

Volume 

Average 
Length 
(Characters)* 

Total  Bit 
Requirement 
(8/character) 

Average 
BPS 
Rate 

1978 
1983 

Inquiry 

Response 

Update 

Inquiry 

Response 

Update 

14,170,000 

14,170,000 

850,000 

23,650,000 

23,650,000 

1,420,000 

60 
125 
200 

60 
125 
200 

6.80  X  109 
14.  17  X  109 

0. 17  X  109 
21.  14  X  109 

11.35  X  109 

23.65  X  109 

0.28  X  109 

35.28  X  109 

216 

450 

43 

709 

360 

751 

72 

1183 

^Average  message  length  estimates  were  compiled  from  the  National  Highway 
Traffic  Safety  Administration  and  the  American  Association  of  Motor  Vehicle 
Administrators. 

46 
47 


Estimate  based  on  telephone  survey  of  five  largest  state  users. 

This  estimate  will  be  an  upper  bound  since  transactions  against  other  files 
will  probably  grow  faster  than  vehicle  file  use. 
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7.  9       Video  Circuits 

Presently,    the  criminal  justice  purposes  which  may  require  the  use  o£ 
video  circuits  are  in  the  area  of  training,    education,    and  trial  court  procedures. 

However,    the  cost  of  utilizing  video  circuits  in  terms  of  capital  costs  and  opera- 

48 
ting  costs  are  significant.  Therefore,    additional  analysis  is  required  of  alter- 

native methods  to  disseminate  video  data  from  the   standpoint  of  cost  and  effective- 
ness before  a  definite  estimate  can  be  made  for  telecomnnunications  requirennents 
due  to  video  usage. 

It  should  be  noted  that  with  respect  to  training  and  education,    the  response 
time  requirements  are  not  urgent  since  scheduling  can  be  made  in  advance  to 
coincide  with  low-demand  periods  based  on  prior  historical  use  patterns.     Since 
scheduling  is  a  factor  in  this  application,    the  dissemination  of  video  tapes  is  a 
viable,    and  a  cost-competitive  alternative  which  should  be  considered. 

With  respect  to  use  of  video  in  the  courts,    current  uses  have  primarily 
consisted  of  local  closed-circuit  applications  and  video  tapes  of  witness  testi- 
mony and  depositions.     The  frequency  of  interstate  use  of  such  techniques  is  not 
presently  un 
applications. 


49 
presently  under  active  consideration  by  jurisdictions       which  have  used  such 


A  summary  of  total  system  traffic  anticipated  for  NALECOM  in  1983  is 
shown  in  Table  1.  1. 


48 

Satellite  Transmission  of  Fingerprint  Images,    Project  SEARCH  Technical 

Report  No.   7,    Chapter  3. 

49 

Based  on  discussion  with  a  number  of  State  Court  Administrators. 
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8.     RESPONSE  TIME  REQUIREMENTS 


Overall  response  times  from  the  time  the  user  requests  information  until 
he  receives  information  should  be  compatible  with  those  specified  in  Table  8.  1. 
Since  the  response  times  quoted  will  necessitate  intrastate  transmission  func- 
tions as  well  as  the  functions  of  the  national  net,    no  more  than  5  to   10%  of  the 
total  allotted  response  time  should  be  consumed  by  the  national  net.      The  values 
given  are  those  developed  by  the  National  Advisory  Commission  on  Criminal 
Justice  Standards  and  Goals,    and  represent  the  best  available  values  for  response 
times. 

The  response  times  in  Table  8.  1    suggest  3  priorities  for  messages: 

(1)  the  highest  priority  for  activities  involving  officer  safety,    (2)  a  lower  priority 
for  time-limited  investigatory  functions  such  as  person  identification,    and 

(3)  routine  messages  of  low  priority  and  no  specified  time  constraint.     Category 

(2)  priority  is  now  dictated  by    statutory    regulations  in  many  cases,    and  can 
be  expected  to  be  controlled  more  closely  in  the  future. 
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Table  8.  1     Response  Time  Requirements* 


User 

Maximum  Delay 

1.     For  users  engaged  in  unpredictable 
field  activity  of  high  potential 
danger  (e.g.,    vehicle  stop) 

120  seconds 

2.     For  users  engaged  in  field  activity 
without  exposure  to  high  potential 
danger  (e.g.,    checking  parked 
vehicles) 

5  minutes 

3.     For  users  engaged  in  investigatory 
activity  without  personal  contact 
(e.g.,    developing  suspect  lists) 

8  hour  s 

4.     For  users  engaged  in  postapprehen- 
sion  identification  and  crinninal 
history  determinations 

4  hours 

""Criminal  Justice  System",    National  Advisory  C 
Criminal  Justice  Standards  and  Goals.    23  Janu 

Commission  on 
ary  1973. 
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APPENDIX   A. 
PROJECTIONS  OF  PRESENT  USE  TRAFFIC  THROUGH  1983 


A.  1  State-to-National  Traffic  Projections 

Table  A-1  presents  projections  of  state-to-national  traffic  estinnates 
based  on  models  described  in  Section  6.2,    through  1983.      The  projections  based 
on  the  key  variables  which  includes  degree  of  automation,    population,    crime 
rate,    number  of  law  enforcement  personnel  per  capita,    and  base  year  (1972) 
transaction  levels  are  given  for  each  state.     The  traffic  values  are  given  in  units 
of  transactions  per  year  where  a  transaction  is  defined  as  an  incoming  message 
(query,    update,    etc.)  plus    the  response  to  the  incoming  message. 

The  average  number  of  characters  per  message  (c/m)  is  noted  to  be 
50  c/m  for  incoming  traffic  and  85  c/m  for  responses.      The  response  c/m  values 
can  be  expected  to  increase  as  traffic  builds  up  against  the  Computerized  Criminal 
History  (CCH)  files;  CCH  traffic  is  estinnated  separately  in  Chapter  7.  1,    and 
hence,    the  above  values  for  c/m  are  applicable  for   1983  transactions. 

A.  2  State-to-State  Traffic  Projections 

Table  A-2  presents  projections  of  state-to-state  traffic  estimates  based 
on  estimation  techniques  (described  in  Section  6.3),  through  1983.      The  estimates 
are  given  in  the  form  of  an  origin-destination  matrix  and  represent  messages 
(not  transactions)  from  the  originating  state  to  the  destination  state. 

The  average  number  of  characters  per  message  is  estimated  at  432,  the 
value  currently  experienced  by  the  LETS  network. 


34-738   O  -  7-1  -   11 
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Table  A-1,     State -to -national  traffic  projections  (1983) 
(transactions  per  year  in  millions) 


State 

Transactions 

State 

Transactions 

Ala 

1 

2.  074 

Mont 

26 

.370 

Alk 

2 

.211 

Neb 

27 

1.  176 

Ariz 

3 

2.  198 

Nev 

28 

.575 

Ark 

4 

.867 

NH 

29 

.856 

Calif 

5 

12.899 

NJ 

30 

4.286 

Colo 

6 

1.  937 

NM 

31 

.955 

Conn 

7 

1.732 

NY 

32 

13.083 

Del 

8 

.367 

NC 

33 

2.  534 

Fla 

9 

7.073 

ND 

34 

.256 

Ga 

10 

3.313 

Ohio 

35 

7.334 

Ha 

11 

.603 

Okla 

36 

1.507 

Id 

12 

.  397 

Ore 

37 

2.381 

111 

13 

9.  584 

Pa 

38 

6.570 

Ind 

14 

2.826 

RI 

39 

.610 

Iowa 

15 

1.  512 

SO 

40 

1.268 

Kan 

16 

1.890 

SD 

41 

.298 

Kent 

17 

2.  143 

Tenn 

42 

2.  742 

La 

18 

2.611 

Tex 

43 

8.980 

Ma 

19 

.478 

Utah 

44 

.601 

Md 

20 

3.  175 

Ver 

45 

.220 

Mass 

21 

3.758 

Va 

46 

3.  002 

Mich 

22 

7.  736 

Wash 

47 

2.654 

Minn 

23 

1.854 

WV 

48 

.646 

Miss 

24 

.994 

Wise 

49 

2.  197 

Mo 

25 

4.816 

Wy 

50 

.  181 
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APPENDIX    B. 

DESCRIPTIONS  OF  EXISTING  LAW  ENFORCEMENT 
INFORMATION  -  COMMUNICATIONS  NETS 


B.  1  National  Crime  Information  Center  (NCIC) 

A  brief  description  of  the  NCIC  net  is  given  in  Chapter  4,2.     Additional 
information  is  given  in  this  appendix. 

Map  1  displays  NCIC  users  as  of  June   1973.      Inforn:iation  from  the  cen- 
tral data  files  in  Washington,    D.  C.  ,    is  available  to  each  user  through  a  dedicated 
carrier  line.     Communication  between  individual  users  is  not  possible  on  the 
present  NCIC  net,    i.e.,    NCIC  does  not  provide  a  message  switching  service. 

In  some  cases,    the  users,    presented  in  Map   1,    actually  represent 
several  individual  agencies  that  have  access  to  NCIC.     For  example,    the  Talla- 
hassee FCIC  Terminal  in  Florida  serves  the  Florida  Highway  Patrol  along  with 
a  number  of  local  police  and  sheriff's  departments  throughout  Florida.     In  addi- 
tion,   many  states  have  more  than  one  terminal  in  the  state  with  direct  connection 
to  NCIC. 

B.1.1        Traffic  and  Records 

A  major  user  requirements  analysis  task  using  NCIC  actuals  as  a 
data  base  involved  the  projection  of  state-to-national  traffic.     Table  B.  1  is  an 
example  of  the  data  available  for  this  purpose  and  presents  figures  representing 
traffic  coming  into  NCIC  from  the  New  York  State  Police  for  the  month  of  July  1 972; 
similar  data  are  available  for  each  of  the   160  NCIC  users.     Also  presented  is  the 
amount  of  traffic  separated  out  by  message  function  and  data  type  and  separated 
out  by  hour  of  the  day.     For  purposes  of  predicting  traffic,    monthly  totals  were 
used.     Peak-to-average  values  were  obtained  from  the  hour-of-the-day  tables. 
Message  distribution  functions  were  derived  from  the  traffic  values  by  message 
function  and  file  type.     The  number  of  records  in  each  data  file  are  given  below 
(June   1,    1973). 
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Number  and  Percent 
Type  (millions) 

1.  Stolen  Securities  1.40(32.5%) 

2.  Stolen  Motor  Vehicles  ,83(19.1%)  "^ 

3.  Stolen/Mission  Guns  .60(14.0%) 

4.  Stolen  Articles  .76  (17.5%) 

5.  Wanted  Persons  .13(3.1%) 

6.  Stolen  License  Plates  .27  (6.2%) 

7.  CCH  .32  (7.4%) 

B.  1.2        Message  Formats 

There  are  eight  data  files  making  up  the  NCIC  data  bank.     They  are 

1)  Wanted  persons. 

2)  Stolen  vehicles. 

3)  Stolen  boats . 

4)  Stolen  license  plates. 

5)  Stolen  articles. 

6)  Stolen  guns. 

7)  Stolen  or  missing  securities. 

8)  Aliases. 

There  are  six  message  types  that  may  be  used  against  each  file  on  the 
NCIC  system.     They  are 


1) 

Inquiries 

2) 

Entries. 

3) 

Clears. 

4) 

Cancels. 

5) 

Modifies. 

6) 

Locates. 

A  description  of  the  purpose  of  each  of  these  messages  follows: 

1)  Inquiry  -  To  request  a  search  of  an  NCIC  file  against  information 

available  to  the  inquiring  agency. 
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2)  Entries  -  To  (1)  place  a  new  record  in  a  file  or  (2)  enter  alias(es) 
and/or  other  additional  identifiers  as  a  supplemental  record  to  an 
active  wanted  person  record. 

3)  Clears  -   To  record  recovery  of  stolen/missing  property  or  ap- 
prehension of   a    wanted  person  on  file  in  NCIC;  may  be  nnade 
only  by  agency  originally  entering  the  record. 

4)  Cancel  -   To  cancel  an  entire  record  in  any  file  or  to  cancel 
alias(es)  and/or  identifiers  in  a  supplemental  record  previously 
added  to  a  wanted  person  record.     Records  may  be  canceled  only 
by  the  agency  which  originally  entered  the  record.     Entire 
records  should  be  canceled  only  for  reasons  other  than  recovery 
of  property  or  apprehension  of  a  wanted  person,    i.  e.  ,    record  was 
later  determined  to  be  invalid,    withdrawal  of  prosecutive  action, 
etc. 

5)  Modify  -  To  add  data  to,    to  delete  data  from,    or  to  change  a 
portion  of  data  which  is  part  of  an  active  NCIC  record;    may  be 
made  only  by  agency  which  originally  entered  record. 

6)  Locate  -   To  indicate  (until  the  originating  agency  clears  the 
record)  that  the  property  has  been  located  or  the  person  appre- 
hended.     This  message  is  sent  by  an  agency  other  than  the  origina- 
ting agency  which  has  located  stolen/missing  property  or  wanted 
person  on  file  in  the  system.    The  record,    including  located  infor- 
mation,   will  remain  in  file  until  the  agency  which  originally 
entered  the  record  transmits  a  "clear"  message. 

Table  B.  2  presents  the  total  NCIC  transaction  breakdown  by  file  type 
(vehicles/plates,    wanted  person,    etc.)  for  June  of  1972.     In  addition,    the  total 
NCIC  query  transaction  breakdown  is  shown.     Over  60%  of  all  transactions  were 
inquiries  out  of  which  56%  of  these  inquiries  were  on  vehicles/plates  or  wanted 
persons. 
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Table  B.2     NCIC  Traffic  by  File 
June   1972 


a.     All  activity  against  each  file  during  the  month. 


File                                      Transactions  Percentage 

Vehicles/plates  46,793  51.6 

Wanted  persons  30,820  34.0 

Articles  3,997  4.4 

Guns  3.126  3.4 

Securities  952  1.0 
Boats 
-'(Rejects) 

Total  90,762  100.0 


Average  Daily 

Num 

ber  of 

Transactions 

46, 

793 

30, 

820 

3, 

997 

3. 

126 

952 

56 

5, 

019 

1 

5.  5 


b.     Average  daily  number  of  Q(inquiry)  transactions  against  each  file. 


Average  Daily 
Number  of 


File 

-X 

ransactions 

Percentage 

Vehicles/plates 

29,069 

32.  1 

Wanted  persons 

22„359 

24.6 

Articles 

2,  199 

2.4 

Guns 

1,662 

1.8 

Securities 

449 

.5 

Boats 

19 

.0 

Total  55,756  61.4 


"'a  reject,    although  not  a  specific  message  type  itself,    results 
whenever  an  incorrect  or  faulty  message  is  sent  by  a  terminal 
user. 


B.  1.3        Message  Frequency  Distributions  and  C/M 

An  analysis  of  message  frequency  distributions  and  characters  per 
message  is  required  to  provide  a  data  base  for  network  simulations  to  test  the 
degree  of  contention  for  line  access  at  nodes,    queue  size,    storage  requirements, 
and  possible  need  for  prioritization.     Initial  frequency  distributions  and  C/M 
analyses  have  been  prepared  and  are  presented  in  the  accompanying  tables. 
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Queries   require  fewer  characters  than  entries  as  appropriate 
identifiers  only  are  placed  in  the  message.     Responses  to  entry,    cancel,    clear, 
modify,    and  locate  messages  are  short  acknowledgements  that  the  message  has 
been  received  and  processed.     There  are  two  possible  responses  to  an  incoming 
query.     The  first  and  by  far  the  most  common  is  a  NO  RECORD  response  which 
requires  approximately  50  characters.     The  second  is  a  positive  response  or  a 
"hit"  which  constitutes  a  considerably  longer  response.     The  length  of  this 
response  is  variable  with  the  type  of  file  (vehicle,    person,    boat,    etc.  ).      Tables 
B.  3  and  B.  4  present  the  matrix  of  message  lengths  by  message  type  and  file 
for  incoming  and  outgoing  messages,    respectively.      These  data  can  be  com- 
bined with  the  observed  frequencies  for  each  type  of  message  to  arrive  at  an 
average  value  of  C/M  for  all  transactions.     Tables  B.  5  and  B.  6  present  the 
message  frequency  distributions  and  average  C/M  values. 


Table  B.3.     Characters   per  message  into 

NCIC 

Entry 

Wanted                                                     1 

Vehicle 

Article 

Person 

Security 

Gun 

Boats 

72 

74 

237 

132 

66 

98 

Modify 

48 

46 

94 

55 

46 

47 

Locate 

46 

52 

60 

53 

46 

46 

Cancel 

41 

47 

61 

48 

41 

41 

Clear 

54 

60 

63 

61 

54 

54 

Query 

41 

47 

52 

49 

38 

34 

Test  Query 

41 

47 

51 

49 

38 

34 

Table  B.4.     Characters  per  message  out  of  NCIC 


Entry 

Wanted 

Vehicle 

Article 

Person 

Security 

Gun 

Boat 

Reject 

35 

39 

39 

47 

36 

37 

Modify 

28 

28 

46 

28 

28 

28 

Locate 

28 

36 

47 

34 

28 

28 

Cancel 

28 

34 

59 

34 

28 

28 

Clear 

27 

33 

45 

33 

27 

27 

Query 

67 

47 

60 

47 

32 

42 

Test  Query 

67 

47 

60 

47 

32 

42 

Reject 

26 
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B.  Z  Law  Enforcement  Teletypewriter  Service   (LETS) 

The  national  Law  Enforcement  Teletype  Service  (LETS)  consists  of 
nine  circuits  providing  interstate  communications  to  the  48  contiguous  states 
(see  Map  2).     Each  of  these  48  states  has  at  least  one  entry  point  on  the  LETS 
network  (see  Table  B. 7).  Direct  Lntracircuit  communication  is  possible  without 
going  through  the  central  message  switcher  located  in  Phoenix,    Arizona.     How- 
ever,   if  an  entry  point  in  one  circuit  wishes  to  communicate  with  an  entry  point 
in  another  circuit,    the  message  is  routed  through  the  central  message  switcher. 
There  is  only  one  line  per  circuit  going  into  the  central  message  switcher.    Cur- 
rently,   LETS  operates  with  half-duplex  circuits. 

Out  of  the  52  LETS  terminals,    45  are  located  in  state  capitols,    5  are 
located  in  cities  which  are  not  state  capitols,    and  2  are  located  in  Washington, 
D.C.     Only  two  states,    New  York  and  Illinois,    have  more  than  one  terminal. 

It  should  be  noted  that  the  LETS  system  is  now  undergoing  an  upgrade. 
The  network  configuration  is  being  changed  from  the  nine-circuit  concept  to  a 
network  in  which  all  terminals  have  a  direct  line  to  the  central  message  switcher. 
This  new  system  is   scheduled  to  be  in  operation  by  December  24,    1973. 

In  the  analysis  of  LETS  traffic,    the  following  statistics  were  available: 

1)  Total  yearly  traffic  in  messages. 

2)  Percent  of  traffic  originating  from  each  circuit. 

3)  Percent  of  intracircuit  traffic  for  each  circuit. 

Table  B.  8  is  an  example  of  the  data  available  from  LETS.     The  first  column  of 
the  table  presents  the  total  number  of  messages  received  (RC)  by  the  central 
message  switcher  from  each  circuit  during  the  second  quarter  of  1972.     The 
second  column  records  the  number  of  messages  transmitted  between  stations 
on  the  same  circuit  (OL)  for  the  first  quarter  of  1972. 

The  number  of  characters  per  message  observed  on  LETS  is  432. 


167 


1200-133 


o 

L^ 

*-~ 

ce: 

ZD 

ZD 

o 

1— 1 

■^ 

o 

o 

o 

CM 

CO 

'> 

to 
u 


p. 


G 

£ 

D 

u 
u 
o 

C 


p. 


O 

ce: 

o 
oo 


o 
o 

C3 


34-783   O  -  74  -   12 


168 


1200-133 


Table  B.  7.     National  law  enforcement  teletype  system 


State 

Relay  Center 

Type 

Alabama 

Montgomery 

ST 

Arizona 

Phoenix 

DPS 

Arkansas 

Little  Rock 

SP 

California 

Sacramento 

HP 

Colorado 

Denver 

SPAT 

Connecticut 

Hartford 

SP 

Washington,  D.  C. 

Washington,  D,  C. 

PD 

Delaware 

Dover 

SP 

Washington 

NCIC 

Florida 

Tallahassee 

HP 

Georgia 

Atlanta 

SPAT 

Idaho 

Boise 

SP 

Illinois 

Springfield 

SP 

Illinois  NATB 

Chicago 

NATB* 

Indiana 

Indianapolis 

SP 

Iowa 

Des  Moines 

DPS 

Kansas 

Topeka 

HP 

Kentucky 

Frankfort 

SP 

Louisiana 

Baton  Rouge 

SP 

Maine 

Augusta 

SP 

Maryland 

Pikesville 

SP 

Massachusetts 

Boston 

SP 

Michigan 

East  Lansing 

SP 

Minnesota 

St.    Paul 

HP 

Mississippi 

Jackson 

SFP 

Missouri 

Jefferson  City 

HP 

HP    -    Highway  Patrol 
SPAT    -     State  Patrol 
SP    -    State  Police 

SFP    -    Safety  Patr( 
ST    -    State  Troope 
DPS    -     Dept.    of  Pu 

3l 

rs 

blic  Safety 
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Table  B.  7  (Contd) 


State 

Montana 
Nebraska 
Nevada 

New  Hampshire 
New  Jersey- 
New  Mexico 
New  York 
New  York 
North  Carolina 
North  Dakota 
Ohio 

Oklahoma 
Oregon 
Pennsylvania 
Rhode  Island 
South  Carolina 
South  Dakota 
Tennessee 
Texas 
Utah 
Vermont 
Virginia 
Washington 
West  Virginia 
Wisconsin 
Wyoming 


Relay  Center 

Billings 

Lincoln 

Carson  City 

Concord 

Trenton 

Santa  Fe 

Albany 

New  York  City 

Raleigh 

Bismarck 

Columbus 

Edmond 

Salem 

Harrisburg 

Providence 

Columbia 

Pierre 

Nashville 

Austin 

Salt  Lake  C  ity 

Montpelier 

Richmond 

Olympia 

Charleston 

Madison 

Cheyenne 


Type 

HP 

SFP 

HP 

SP 

SP 

SP 

SP 

PD 

HP 

HP 

SP 

DPS 

SP 

SP 

SP 

HP 

SP 

HP 

DPS 

HP 

SP 

SP 

SP 

DPS 

SP 

SPAT 


HP     -     Highway  Patrol 
SPAT     -     State  Patrol 
SP     -     State  Police 


SFP  -  Safety  Patrol 
ST  -  State  Troopers 
DPS    -     Dept.    of  Public  Safety 
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Table  B.  8.     LETS  traffic  statistics  (second  quarter,    1972) 


Circuit 

Received  Messages 

On-Line  Messages 

1 

35,  934 

24,437 

2 

44,  595 

10.  189 

3 

53,  056 

25.  023 

4 

58,  653 

16.  105 

5 

62,  916 

23,  294 

6 

56,  940 

15,  572 

7 

38,  198 

8,971 

8 

51,394 

24,  940 

10 

Total 

54,  211 

455,  888 

148,  528 

1 

Florida  Crii 

Tie  Information  Center 

B.3 

The  Florida  Crime  Information  Center  (FCIC)  is  a  good  example  of  a 
regional  system  that  is  linked  to  the  National  Crime  Information  Center.    Through- 
out  the  state,    FCIC  presently  has  terminals  in  80  sheriff's  stations,    144  polic( 
stations,    42  Florida  Highway  Patrol  stations,    17  Florida  Department  of  Lr- 
Enforcement  offices,    and  16  other  criminal  justice  agencit 


jaw 


les. 


The  inquiry  cycle*  is  as  follows: 

1)  Information  request.     Initiated  by  the  field  officer  via  radio 
transmission  to  a  dispatcher. 

2)  Inquiry.     Formulated  by  dispatcher  who  transmits  from  his 
computer  teleprocessing  terminal  to  FCIC  via  high-speed  tele- 
phone lines. 


*The  only  exception  to  this  inquiry  cycle  is  when  mobile  terminals  are  used. 
These  terminals  came  into  existence  in  1973  and  allow  the  field  officer  to 
transmit  his  message  directly  to  the  computer.     Mobile  terminals  are  now 
being  used  by  the  Palm  Beach  Sheriff's  Department  (17  mobile  terminals). 
Kansas  City  Alert  System  is  also  using  15  mobile  terminals. 


The 
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3)  Response.  Constructed  by  FCIC  after  scanning  its  data  base 
and  automatically  checking  NCIC  or  other  interfaced  files,  if 
applicable,    and  transmitted  to  the  dispatcher. 

4)  Reply.     Formulated  by  dispatcher  and  transmitted,    via  radio, 
to  field  office. 

Map  3  represents  the  FCIC  network  and  shows  that  FCIC  allows  local 
criminal  justice  agencies  in  Florida  access  to  NCIC,    LETS,    Department  of 
Highway  Safety  and  Motor  Vehicles,    and  FCIC  data  banks. 

r 

B.4  Kansas  City  ALERT 

The  Kansas  City  ALERT  network  is  another  example  of  a  regional  sys- 
tem that  has  direct  interface  to  NCIC.     It  serves  Z2  Police  Departments,    6 
Sheriffs,    the  Kansas  City  FBI,    the  U.S.    Postal  Inspector,    2  Sheriff's  Patrols, 
the  Municipal  Court,    the  Jackson  County  Prosecutor,    and  the  Jackson  County 
Juvenile  Court.     In  addition  to  having  direct  interface  with  NCIC,    Kansas  City 
ALERT  is  also  connected  to  40  state  police  computers  and  15  major  city  police 
computers  as  well  as  having  direct  computer  interface  to  the  Missouri  Highway 
Patrol  system  called  Missouri  Uniform  Law  Enforcement  System  (MULES). 
Inquiries  on  the  Kansas  City  ALERT  system  are  made  in  similar  manner  as  on 
the  FCIC  network. 

Data  similar  to  that  available  from  NCIC   is  available  from  the  ALERT 
net  and  provides  a  valuable  basis  for  traffic  modeling.     Traffic  is  recorded  by 
data  type  and  message  function  for  each  terminal.     In  addition,    information  is 
available  on  the  traffic  against  the  NCIC  files. 
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APPENDIX  C 


PRELIMINARY  ARREST  PROJECTIONS  TO  1983 


Some  of  the  inherent  limitations  in  predictive  statistical  techniques  are  the 
inability  to  quantify  and/or  identify  those  parameters  which  will  be  influential 
upon  the  variable  of  interest  (in  this  instance,  arrests).    Specifically,    when 
dealing  with  societal  behavior,    the  changing  social  standards,    both  legal  and 
moral,    will  have  significant  impact  upon  law  enforcement,    as  well  as  all  crimin- 
nal  justice    agencies  in  the  discharge  of  their  duties.    In  the  year  following  the 
Miranda  vs.    Arizona  Case  (384US436,    1966),    which  dealt  with  interrogations 
and  confessions,    significant  impact  upon  the  manner  in  which  law  enforcement 
agencies  could  interrogate  offenders  occurred.      During  the  current  session     of 
the  United  States  Supreme  Court,  a  case  challenging  the  Miranda  Decision  may  be 
taken  under  submission  of  the  Court;  if  so,    depending  upon  the  decision,    there 
may  be  significant  impact  once  again  upon  the  criminal  justice  process. 

Changes  are  added  which  might  arise  due  to  the  following  issues:    (I)  the 
balancing  of  the  rights  of  an  individual  to  his  privacy  against  the  rights  of  society 
to  be  protected;  (2)  the  review  of  search  and  seizure  laws  by  the  California 
Supreme  Court;   (3)  the  impact  of  the  "energy  crisis"  upon  legislation  which  may 
identify  activities  which  will  be  considered  criminal  acts  in  the  future,    but  are 
not  now  so  considered;  and  (4)  gun  control  legislation,    as  well  as  any  number  of 
changes  which  might  occur  during  the  next  10  years. 

Before  embarking  upon  any  time-consuming  attempt  to  develop  a  factorial 
analysis  or  a  stepwise  multiple  regression  technique  to  predict  future  arrests, 
a  careful  review  of  the  above  mentioned  limitations  must  be  made.     It  was 
decided,    therefore,    that  before  performing  extensive  technical  analysis,    a 
simple  linear  regression  would  be  performed  on  arrest  data  published  in  the 
Uniform  Crime  Reports  from   1963  through  1972.      The  actual  arrests  listed 
represented  those  reported  to  the  FBI  less  those  for  juveniles  and  those  for 
minor  offenses.     Results  of  the  regression  reflect  an  approximate  growth  late  in 
arrests  of  interest  on  the  order  of  3.75%  per  year,  which  would  be  equivalent  to 
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5,833,210  arrests  in  1983.     At  the  95%  confidence  level,    this  estimate  would 
range  from  5,  283,  35  1  to  6,  383,  069  arrests. 


Table  C- 

1.  Results  of  a  linear  regression  of  arrest  data 

Linear 

95% 

Actual 

Predicated 

Standard 

Confidence 

Arrests 

Arrests 

Difference 

Deviation 

Limits 

Year 

(Y) 

(Fit) 

(R  =  Y-Fit) 

(S  =  SD  of  Fit) 

(C  =  1.96  *  S) 

1963 

2,  230,  398 

2,  028,  088 

202,  310 

95,  007 

186,  213 

1964 

2,  287.  045 

2,  218,  344 

68.  701 

80,  577 

157, 930 

1965 

2,  447.  778 

2,  408.  601 

39,  177 

67.  767 

132,  823 

1966 

2.410.  904 

2,  598,  857 

-187,  953 

57,  667 

113,  027 

1967 

2,  695.  654 

2.  789,  113 

-  93,  459 

51,  885 

101,  694 

1968 

2.  781,  042 

2,  979.  369 

-198,  327 

51,  885 

101, 694 

1969 

2.  984,  773 

3.  169.  625 

-184,  852 

57,  667 

113,  027 

1970 

3.438,  124 

3.  359.  881 

78,  243 

67,  767 

132.  823 

1971 

3,691,891 

3.  550.  137 

141.  754 

80.  577 

157. 930 

1972 

3.  874,  499 

3,  740.  393 

134. 406 

95,  007 

186.  213 

1973 

0 

3.  930.  649 

0 

110,  424 

216.  430 

1974 

0 

4.  120.  905 

0 

126,  467 

247.  875 

1975 

0 

4.  311,  161 

0 

142.  926 

280,  135 

1976 

0 

4,  501,  418 

0 

159.  672 

312,  958 

1977 

0 

4,  691,  674 

0 

176.  624 

346,  183- 

1978 

0 

4,  881,  930 

0 

193.  727 

379,  706 

1979 

0 

5.  072,  186 

0 

210.  945 

413,  453 

1980 

0 

5.  262,  442 

0 

228,  252 

447,  374 

1981 

0 

5,  452.  698 

0 

245,  629 

481,  432 

1982 

0 

5.  642,  954 

0 

263.  062 

515,  601 

1983 

0 

5,  833,  210 

0 

280.  540 

549.  859 
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APPENDIX    D 


USER  AGENCY  CHARACTERISTICS 


This  section  outlines  the  various  components  of  the  criminal  justice 
community  and  briefly  describes  the  activities  performed.      The  section  also 
discusses  the  sample  of  users  selected  by  the  project  SEARCH  staff. 

D.  1       Outline  of  the  Criminal  Justice  System 

Agencies  within  the  criminal  justice  system  are  generally  divided  by  type 
of  function  and  geographic  jurisdiction.     These  are  not  unique  divisions,    and  a 
great  deal  of  overlap  exists.     However,    these  divisions  are  somewhat  useful  In 
outlining  the  various  components.     The  most  common  functional  categories  are: 

1)  Law  enforcement. 

2)  Prosecution. 

3)  Adjudication  (criminal  courts). 

4)  Probation  and  parole. 

5)  Correctional  Institutions. 

6)  Other. 

The   "Other"  category  Is  necessary  to  Include  such  agencies  as  crime  labs  and 
various  criminal  justice  commissions,    etc. 

Geographically  the   "system  Is  divided  by: 

1)  City. 

2)  County. 

3)  State. 

4)  Federal. 
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Quite  often,    however,     "city"  and   "county"  are  grouped  together  into  a  "local" 
category  and  are  not  considered  separately.     The  "local"  category  will  be  used 
here  with  only  minor  exceptions. 

D.  1.  1     Law  Enforcement  Agencies 

Law  enforcement  agencies  constitute  the  largest  and  most  visible  compo- 
nent of  the  criminal  justice  system.     At  the  local  level,    these  would  be  the  city 
police,     the  county  sheriff,    and  the  coroner.     State-wide  law  enforcement  agencies 
are  highway  patrols,    state  police,    or  departments  of  public  safety. 

The  local  law  enforcement  agency  is  primarily  responsible  for 

1)  Detecting  deviant  or  criminal  behavior. 

2)  Preventing  such  behavior  if  possible. 

3)  Apprehending  offenders  if  a  violation  occurs  (when  either  observed 
by  an  officer  or  reported  to  him). 

In  addition,    these  agencies  are  quite  often  asked  to  intervene  in  a  wide  variety 
of  non-criminal  activities,    such  as  family  disputes,    civil  defense,    rescue,    and 
other  emergency  situations.     While  officially  classified  as  a  law  enforcement 
agency,    the  county  coroner  is  primarily  an  investigator.     His  investigations  are 
restricted  to  those  cases  involving  the  death  of  a  human  being  and  generally  are 
concerned  only  with  the  cause  of  death. 

In  the  United  States  in  1970,  there  were  approximately  14,  603  local  law 
enforcement  agencies.  Exactly  4,  356  of  these  were  in  states  with  populations 
of  10  million  or  more  (6  states)  and  10,  790  in  states  of  3,  000,  000  or  more  (24 
states). 

State  law  enforcement  agencies  are  generally  of  two  types:    a  state  police 
with  general  police  powers  to  enforce  all  state  laws  (22  states),    or  a  highway 
patrol  which  specializes  in  the  operation  of  vehicles  on  public  highways  (26 
states,    Alaska  and  Hawaii  not  included).     Each  state,    however,    has  a  slightly 
different  assignment  of  responsibility  although  most  emphasize  one  of  the  two 
aforementioned  types.     In  other  states,    there  is  a  state  coroner's  office  which 
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replaces  the  county  coroner.     Thus,    the  number  of  state  law  enforcement  agencies 
per  state  varies  from  1   (13   states)  to  33  (Kansas)  with  the  mean  being  4,    but  the 
median  about  2. 

D.  1 .  2    Prosecution 

At  the  local  level,    the  criminal  prosecutor  is  generally   the  county  district 
attorney.     Many  cities  have  city  attorneys  but  only  in  very  large  cities  do  they 
handle  criminal  cases  to  any  extent.      The  primary  responsibilities  of  the  district 
attorney  are  to  investigate  and  prepare  cases  for  prosecution  and,    when  neces- 
sary,   present  these  cases  in  court.     In  the  vast  majority  of  cases,    the  prosecu- 
tion is  allowed  to  decide  whether  or  not  to  prosecute.     If  he  decides  to  prosecute, 
however,    he  cannot  take  the  case  directly  to  court.      First,    he  must  obtain  a 
grand  jury  indictment  or  hold  a  preliminary  hearing  before  a  judge  (the  defendant 
can,    of  course,    waive  his  right  to  a  preliminary   hearing-).     If  the  judge  or  grand 
dury  agrees  that  there  is  sufficient  evidence  for  a  trial,    the  defendant  is   "held 
to  answer"  to  the  charges  filed  against  him. 

In  most  criminal  cases  today,    the  formal  criminal  procedure   is  only  par- 
tially carried  out  and  plea  bargaining  takes  place.     The  prosecutor's  role  in  this 
process   is  one  of  a  principal  negotiator.      With  the  unofficial  concurrence  of  the 
judge,    the  prosecutor  and  the  defense  attorney  (or  sometimes  the  defendant 
himself)  agree  on  a  lesser  charge  and  sentence  in  exchange  for  a  guilty  plea. 
While  strictly  unofficial,    this  process  is  so  widespread  that  it  must  currently 
be  considered  as  part  of  the  prosecutor's  job. 

The  state  prosecutor  is  normally  referred  to  as  the  state  attorney  general. 
In  states  where  the  county  district  attorney  prosecutes  the  criminal  cases,    the 
state  attorney  general  plays  a  small  role  in  the  prosecution  of  criminal  cases. 
However,    in  some  states  there  is  a  state  prosecutor  in  each  county  or  Judicial 
District  who  essentially  replaces  the  county  DA  and  prosecutes  all  the  criminal 
cases.     In  operation,    there  is  very  little  difference  between  the  two  systems. 

There  are  8,  501   prosecutor's  offices  in  the  U.  S.  ;    of  these,    7,  868  are 
at  the  local  level  and  633  at  the  State  level.    These  figures  are  somewhat  inflated 
in  that  over  5,  000  of  these  offices  are  at  the  city  or  township  level  and  thus  play 
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a  small  role  in  the  criminal  justice  process  (felony  cases).     Of  the  8,  501   agencies, 
6,  349  are  located  in  the  24  largest  states. 

D.  1.  3    Adjudication  (Criminal  Courts) 

The  local  judicial  system  is  normally  divided  into  courts  of  "inferior" 
jurisdiction  and  courts  of  "general"  jurisdiction.      Courts  of  "inferior"  juris- 
diction are  police  courts,    magistrates'  courts,    peace  courts,    recorders'  courts, 
mayors'  courts,    city  courts,    justice  courts,    and  municipal  courts.     These  courts 
hold  preliminary  hearings  on  serious  cases  (felonies)  and  render  final  disposition 
for  minor  offenses  (traffic  violations  and  most  misdemeanors). 

Courts  of  general  jurisdiction  include  county  courts,    superior  courts, 
supreme  courts  (N.  Y.  ),    district  courts,    or  circuit  courts.  *    These  courts  are 
considered  the  highest  courts  of  original  jurisdiction  within  the  state  system. 
They  conduct  trials  on  all  major  offenses  (felonies),    disposing  of  these  cases, 
and  also  can  hear  appeals  from  "inferior"  courts  on  misdemeanor  cases. 

The  next  level  in  the  state  judicial  system  is  normally  a  court  of  appeals 
with  either  multicounty  or  statewide  jurisdiction.     In  most  states,    there  are 
two  levels  of  appeal,       the  first  being  to  a  district  court  of  appeals,    and  the 
second  to  a  state  supreme  court  or  court  of  last  appeal.      Unless  a  ruling  involves 
the  U.  S.   Constitution,    it  cannot  be  appealed  beyond  the  state  supreme  court. 
If  proper  grounds  are  presented,    certain  decisions  can  be  appealed  directly  to 
the  U.  S.    Supreme  Court. 

There  are  13,  235  state  and  local  courts   in  the  U.S.     Out  of  these,    9,  897 
are  in  the  24  largest  states.     Almost  50%  (6,  248)  of  the  courts  are  at  the  county 
level,    and  about  137o  (I,  690)  at  the  state  level. 

D.  1.4    Probation  and  Parole 

Both  probation  and  parole  have  two  major  concerns: 


♦Unfortunately  many  of  these  names  conflict  with  federal  court  designations  but 
they  are  in  no  way  related. 
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1)  The  decision  to  parole  or  place  on  probation. 

2)  The  supervision  of  those  on  parole  or  probation. 

In  the  first  case,    probation  and  parole  are  quite  different;    whereas  in  the  latter 
case,    they  are  very  similar  and  often  identical. 

Whether  or  not  a  defendant  is  placed  on  probation  is  determined  by  the 
sentencing  authority,    usually  the  trial  judge.      He  bases  his  decision  on   his 
observations  in  court  and  a  "presentence  investigation"  report  prepared  by  a 
probation  officer. 

Whether  or  not  an  imate  is  paroled,    however,     is  determined  by  the  state 
parole  board.     The  board's  decision  is  based  on  a  report  prepared  by  the  staff 
at  the  inmate's  institution  and  a  personal   "interview.  "    In  addition,    a  parole 
officer  may  prepare  a  report  on  the  inmate's  background  or  the  presentence 
report  can  also  be  used.     Once  the  decision  is  made  (in  both  parole  and  proba- 
tion),   there  is  very  little  review  and  no  avenues  for  appeal. 

The  supervisory  aspects  of  probation  and  parole,    on  the  other  hand,    are 
quite  similar.     The  probationer  or  parolee  is  required  to  meet  periodically  with 
the  supervisor  (usually  a  parole  or  probation  officer  but  sometimes  a  private 
"sponsor").     In  addition,    other  "conditions"  are  also  generally  included  in  the 
probation  or  parole  agreement.     If  any  violation  of  the  conditions  occurs,    the 
officer  can  recommend  that  probation  or  parole  be  revoked,    and  the  defendant 
sent  to  jail.     In  such  cases,    the  time  served  on  parole  or  probation  is  generally 
not  counted  towards  the  completion  of  a  jail  term. 

Although  quite  similar  in  many  ways,    there  are  significant  differences 
between  probation  and  parole.     The  former  is  normally  used  with  first  offenders 
and  minor  offenses.     In  some  cases,    probation  may  be  accompanied  by  a  short 
(a  few  months)  jail  term.     Parole,    on  the  other  hand,    is  used  only  for  serious 
offenders.     Inmates  in  county  jails  (sentence  of  less  than  1  to  2  years)  are 
generally  not  eligible  for  parole.     Since  longer  terms  are  usually  served  in  state 
prisons,    parole  is  normally  a  state  function. 
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There  are  2,  445  probation  offices  in  the  U.  S. ,    1,  867  at  the  local  level. 
The  number  of  probation  officers  per  office  varies  from  over  2,  000  for  large 
agencies  like  Los  Angeles  to  1   or  2  officers  in  small  agencies.     The  caseloads 
per  officer  also  vary  a  great  deal.     Roughly  two-thirds  of  the  probation  officers 
(assigned   to  adult  felons)  have  caseloads  of  over  100  with  some  approaching  300. 
In  addition  to  his  supervisory  work,    probation  officers  are  asked  to  perform 
up  to  14  presentence  investigations  per  month. 

D.  1.  5     Correctional  Institutions 

Correctional  institutions  generally  refer  to  county  jails  and  state  and 
federal  prisons.     Municipal  jails  are  usually  "holding  areas"  where  defendants 
are  held  for  trial. 

In  addition  to  county  jails,    at  the  local  level,    there  are  a  wide  variety  of 
honor  camps,    detention  camps,    road  crews,    etc.   which  also  serve  as  adult 
correctional  institutions.     The  degree  of  freedom  allowed  the  inmate  also  varies 
widely  according  to  the  type  of  institution. 

At  the  state  level,    there  are  a  wide  variety  of  institutions  ranging  from 
maximum  security  prisons  to  conservation  camps  and  vocational  centers.     To 
properly  assign  a  convicted  defendant  to  the  institution  which  will  best  suit  him, 
various  classification  methods  are  in  use.     In  almost  all  cases,    inmates  are 
separated  according  to  age  and  length  of  term.     In  some  states,    special  diag- 
nostic techniques  are  used.     The  general  procedure  in  most  states  is  that, 
based  on  the  presentence  report,    the  judge  assigns  the  defendant  to  an  institution. 
Once  the  inmate  arrives  at  the  insitution,    he  is  assigned  to  a  particular  program 
within  the  institution.     In  a  few  states,    all  convicted  defendants  are  first  sent  to 
a  "reception  center"  where  they  are  interviewed  and  tested  to  determine  the  best 
institution  and  program.     The  inmate  is  then  transferred  to  the  proper  institution. 

There  are  currently  4,  435  state  and  local  adult  correctional  institutions 
in  the  U.  S.   with  3,  024  of  these  run  by  county  governments.     There  are  about  400 
state  institutions,    and  an  unknown  number  of  city  jails  and  police  "holding  tanks.  " 
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D.  1 .  6    Institutions  for  Juveniles 

In  addition  to  adult  correctional  institutions,    all  states  have  institutions 
for  "delinquent"  children.     These  are  usually  called  detention  homes,    juvenile 
halls,    training  schools,    or  youth  camps.     The  reasons  for  sending  a  juvenile  to 
one  of  these  institutions  ranges  from  simply  being   "neglected"  to  committing 
murder.     In  most  states,    it  is  assumed  that  a  juvenile  is  incapable  of  commit- 
ting a  crime,    and  thus  no  "criminal"  record  is  maintained.     It  is  commonly  felt 
that  "labeling"  a  juvenile  a  "criminal"  will  adversely  affect  rehabilitation. 

D.  1.  7    Other  Types  of  Agencies 

There  are  a  great  many  agencies  which  play  a  part  in  the  criminal  justice 
process  but  do  not  fit  into  any  uf  the    previously  described  categories.     These 
would  include: 

1)  Crime  labs. 

2)  Police  academies. 

3)  County  marshals. 

4)  Criminal  mental  hospitals. 

5)  Legislative  committees. 

6)  Planning  agencies. 

7)  Executive  departments. 

These  are  not  described,    but  are  identified  as  distinct  parts  of  the  criminal 
justice  community  and  potential  users  of  a  NALECOM  system. 

D.  2      A  Sample  of  Users 

To  completely  understand  the  user  community,    we  would  need  to  contact 
each  criminal  justice  agency  in  the  U.  S.    individually.     Since  this  is  impractical, 
i.t  was  necessary  to  select  assorted  agencies  Ln  an  attempt  to  obtain  a  represen- 
tative sample.     The  actual  sample  selected  by  Project  SEARCH  staff  includes 
only  those  agencies  which  currently  have  some  type  of  information  system.     Thus, 
the  sample  is  somewhat  biased  towards  the  medium  to  large  agencies.    However, 
there  is  no  reason  to  believe  that  the  needs  of  smaller  agencies  ■^n.U  be  of  a  fun- 
damentally different  type  but  rather  only  on  a  different  scale  in  terms  of  volume. 


182 


1200-133 


Figure  D.  1   indicates  the  range  of  agencies  which  were  surveyed.      The 
numbers  in  the  boxes  indicate  the  name  of  the  information  system  surveyed  as 
listed  in  Table   D.  1.      No  listings  are  presented  under  Prosecution  or  Probation 
and  Parole  because  these  were  not  expressly  listed  as  applications  of  any  system 
surveyed.      However,    it  is  safe  to  assume  that  the  prosecutor  is  considered  as 
part  of  the  criminal  court  by  most  systems,    and  similarly  probation,    parole,    and 
correctional  institutions  are  combined  under  the  term  correction.      With  this 
assumption,    the  full  range  of  agencies  are  indeed  covered  by  the  sample. 


Agency 


Law  Enforcement 


Prosecution 

Adjudication 
(Criminal  Courts) 

Probation  and 
Parole 

Correctional 
Insitutions 

Others 


Local 


5.    9,    10,    14, 
15,    16,    17,20 


10,    14,    20,    21 


10,    17,    20,    21 


14,    16,    20,    21 


State* 


I,  2,    6,    7. 

II,  12,    13, 
18,    19 


2,    6,    11,    13, 
18 


6,    11,    13.    18, 
19 

2,    8,    13,    19 


Federal 


1 


22,    23,    24 


*State  Jurisdiction,    as  used  in  this  figure,    implies  that  the 
system  is  designed  to  be  used  by  all_  the  agencies  in  the  state, 
not  just  those  designated  "state  agencies"  (e.g.,    state  police, 
etc.). 


Fig.    D.  1.     Agencies  surveyed 
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Table  D.  1.     Survey  List 

1.  ACIC  -         Arizona  Crime  Information  Center 

Contact:    Curt  Baer,    Data  Processing  Manager 
P.O.    Box  6638,    2010  W.    Encantc  Blvd. 
Phoenix,    Arizona    85008 

2.  CLETS      -         California  Law  Enforcement  Telecommunications  System 

Contact:    Henry  P.    Gietzen,    Sr.    D.  P.    Systems  Analyst 
7171  Bowling  Drive 
Sacramento,    California      95823 

3.  CJIS  -         California  Justice  Information  System 

Same  as  CLETS 

4.  AMIS  -         Automated  Management  Information  System 

Same  as  CLETS 

5.  AWWS       -         Automated  Want/Warrant  System 

Contact:  Antonio  Miera,    Asst.    Chief  Data  Services 
200  North  Spring  Street,    Rm.    400,    City  Hall  East 
Los  Angeles,    California      90012 

6.  NYSIIS      -         New  York  State  Identification  and  Intelligence  System 

Contact:     Adam  D'Alessandro,    Dept.    Dir.,    Sys.    Dev.    &   Opn. 
Exec.    Park  -  Stuyvesant  Plaza 
Albany,    New  York.        12203 

7.  NYSPIN    -         New  York  Statewide  Police  Information  System 

Contact:    Fred  Frank,    Director,    Electronic  Data  Processing 
St.    Campus,    Public  Security  Bldg. 
Albany,    New  York      12226 

8.  LEIS  -         Law  Enforcement  Information    System 

Contact:     Mike  Stewart,    UCJIS  Coordinator 

304  State  Office  Bldg. 

Salt  Lake  City,    Utah    84114 

9.  SKA  -         Sea  King  Alert 

Contact:     Maj.    Harvey  Hallom 
Wash.    S.  P. 

General  Administration  Building 
Olympia,    Washington      98504 

10.        CJIC  -         Criminal  Justice  Information  Control 

Contact:    George  Vandermate,    Gen.    Serv.    Agency 

Data  Processing  Center 

1555  Berger  Drive 

San  Jose,    California      95112 


34-788   O  -  74  -  13 
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Table   D.  1.   (Contd) 


11.        FCIC 


Florida  Crime  Information  Center 
Contact:     Emory  B.    Williams,    Dir. 

and  Information 
P.O.    Box  1489 
Tallahassee,    Florida      32302 


Div.    of  Crim.    Ident. 


12.       LEIN 


13.        MINCIS 


15.        PIN 


16.       PSIS 


17.        AJIS 


18.       NJCIS- 
Phll 


19.       MILES 


20.       CLEAR    - 


Law  Enforcement  Information  Network 

Contact:     David  R.    Fergason,    Dir.,    Data  Processing  Division 

Michigan  State  Police 

714  South  Harrison  Road 

East  Lansing,    Michigan      48223 

Minnesota  Crime  Information  System 
Contact:     Michael  J.    Stump,    Maj.    System  Mgr. 
5th  Floor  Centennial  Bldg. 
St.    Paul,    Minnesota      55101 

Police  Information  Network 

Contacts:    Shig  Naito,    Data  Processing  Supervisor 
Art  Dahl,    Director  of  the  Data  Center 
Gordon  Milliman,    Spec.   Cons,   for  Data  Proc. 

1221  Oak  Street 

Oakland,    California    94612 


Public  Safety  Information  System 
Contact:    George  M.    Medak,    Proj. 

Prl 
444  West  Ocean  Blvd.    -  Suite  808 
Long  Beach,    California    90802 


Dir.,    Public  Safety  Demo. 


Automated  Justice  Information  System 

Contact:    Capt.    James  White,    LASD  Records  Bureau 

211   West  Temple  Street,    Rm.    376 

Los  Angeles,    California      90012 

New  Jersey  Statewide  Comm.    Information  System 
Contact:     Lt.    Ronald  E.    Ayres,    Asst.    Dir. 
P.O.    Box  1453  E.    State  Street 
Trenton,    New  Jersey    08607 

Maryland  Inter-Agency  Law  Enforcement  System 

Contact:    Col.    Robt,   Lally,    Sec,    Public  Safety/Correctional 

Services 
Executive  Plaza  -  5th  floor 
CockeysvlUe,    Maryland    21030 


Regional  Crime  Information  Center 
•Contact:    Andrews  O.    Atkinson,    Supt. 
138  East  Court  Street 
Cincinnati,    Ohio    45202 


RCIC 
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Table  D.  1    (Contd) 


21. 


PCS 


Philadelphia  Courts  System 

Contact:    Larry  P.    Polansky,    Chief  Deputy  Court  Admin. 

City  Hall  Rm.    370,    Court  Admin. 

Philadelphia,    Pennsylvania     19107 


22.        NHTSA     -         National  Highway  Traffic  Safety  Administration 

Contact:    Brian  Connell,    Dir.,    Natl.    Driv.    Register 
400  -  7th  Street  S.  W. 
Washington,    D.  C.      20590 


23. 


NCIC 


National  Crime  Information  Center 
Contact:    John  Cary,    Spec.    Agt.       x  2628 

Dennis  G.    Lofgren,    Spec.    Agt.     NCIC-3117RB 
Federal  Bureau  of  Investigation 
9th  Street  and  Pennsylvania  Avenue 
Washington,    D.  C.      20535 


24.        NLETS     -         National  Law  Enforcement  Teletype  System 
Contact;    Sgt.    George  Falter 
P.O.    Box  6638,      2010  W.    Encanto  Blvd. 
Phoenix,    Arizona      85008 
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Law  Enforcement  Assistance  Administration 

Excerpts  from  the  Report  of  the  National  Advisory  Commission  on 
Criminal  Justice  Standards  and  Goals 

A    NATIONAL    STRATEGY    TO    RE:DUCE    CRIME,    PP.    51-60 

Criminal  Justice  Information  8ystem,s 

Organizing  the  Nation's  criminal  justice  information  into  a  useful  body  of 
knowledge  was  talked  about  for  decades  but  little  was  done.  Recently,  how- 
ever, the  urgency  of  the  Nation's  crime  problem,  and  the  availability  of  com- 
puters and  data  processing  equipment,  have  made  integrated  State  and  na- 
tional information  systems  a  possibility. 

Along  with  many  other  disciplines,  criminal  justice  has  been  experiencing 
an  "information  explosion"  since  the  late  1960's.  Its  characteristics  are  stead- 
ily increasing  demands  for  more  capability  in  gathering,  processing,  and  trans- 
mitting information,  and  steadily  increasing  information  needs. 

More  frequent  use  of  the  computer  and  other  automated  technology  is  a  na- 
tional trend.  In  1968,  according  to  LEAA,  there  were  just  10  States  in  the 
United  States  with  automated  State-level  criminal  justice  information  systems. 
By  1972,  47  States  had  operational  automated  information  systems  serving  at 
least  one  component  of  the  system. 

The  uses  of  information  and  compute! 3  vary  from  jury  selection  to  police 
manpower  allocation  to  correctional  program  placement.  A  recent  survey  of 
States  by  LEAA  identified  39  different  police  functions,  23  different  court  func- 
tions, and  13  different  corrections  functions  performed  by  automated  informa- 
tion systems  in  one  or  more  States  or  cities  (see  Table  3.1). 

TABLE  3.1.— CRIMINAL  JUSTICE  FUNCTIONS  PERFORMED  BY  AUTOMATED  INFORMATION  SYSTEMS 


Police:  Function 


Courts:  Function 


Corrections:  Function 


Activity  reporting 

Administration/finance 

Alphabetic  Index 

Arrests 

Command  and  control 

Communications— message  switching 

Communications-on-line  inquiry 

Communications — other 

Computer-assisted  dispatch 

Crime  lab 

Crime  trend  analysis 

Criminal  associates 

Criminal  history 

Evidence  control 

Field  contact  reporting 

Fingerprint  processing 

Juvenile  index 

Licensing/registration 

Missing  persons 

Modus  operandi 

Narcotics  control  • 

Organized  crime 

Performance  evaluation 

Planning 

Police  personnel 

Research  statistics 

Resource/allocation 

Simulation/modeling 

Stolen  licenses 

Stolen  property— guns 

Stolen  property— vehicles 

Stolen  property— other 

Subjects  in  process 

Training 

Uniform  crime  reporting 

Vehicle  maintenance 

Warrants/wanted  persons 

White-collar  crime 

Workload  analysis 


Administration/finance 
Assignment— attorneys 
Assignment— courtroom 
Assignment — judges 
Calendaring/scheduling 
Case  control 
Case  disposition  reports 
Citation  control 
Courts  personnel 
Criminal  history 
Defendant  control 
Docketing 
Evidence  control 
Fines,  collateral,  bail 
Jury  management 
Juvenile  records 
Probation  control 
Process  service  control 
Research/statistics 
Simulation/modeling 
Summons  control 
Warrant  control 
Witness  control 


Administration/finance 
Corrections  personnel 
Inmate  accounting 
Inmate  records 
Menu  planning 
Performance  evaluation 
Physical  goods  inventory 
Planning 
Prison  industries 
Prisoner  behavior  models 
Rehabilitation 
Research/statistics 
Trust  fund  accounting 


Source  :   United   States  Department  of  Justice,   LEAA,   Computer  Summaries  from  the 
Directory  of  Automated  Criminal  Justice  Information   Systems    (1973).   pp.   37,   45,   53. 

Criminal  justice  agencies — like  most  public  and  private  agencies — are  vora- 
cious consumers  of  information.  As  the  pace  and  complexity  of  change  in  the 
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criminal  justice  system  quiclcens,  police,  courts,  and  corrections  agencies  will 
seek  more  information  and  a  faster  response  in  its  delivery. 

To  avoid  duplication  of  effort  and  to  facilitate  effective  collection  and  proper 
dissemination  of  information  during  this  period  of  rapid  expansion,  the  Com- 
mission recommends  that : 

State  offices  coordinate  development  of  information  systems. 
High  priority  be  given  to  development  of  criminal  history  and  offender- 
based  transaction  statistics  systems. 

Each    State  establish   a   Security   and   Privacy   Council   to  prevent  im- 
proper use  of  information. 

DEVELOPMENT   OF    INFORMATION    SYSTEMS 

Decisions  must  be  made  as  to  which  information  systems  deserve  priority 
attention  and  which  ones  are  less  important.  Choosing  the  right  jurisdictional 
level  at  which  to  apply  and  use  the  developing  criminal  justice  information 
systems  technology  is  also  a  critical  decision. 

At  the  present  time,  local.  State,  and  Federal  agencies  are  spending  consider- 
able moneys  for  the  hardware  and  impediments  of  incompatible  and  duplica- 
tive information  systems.  Money  is  being  wasted  and  the  human  resources, 
technical  talents,  and  skills  available  for  development  of  a  criminal  justice  in- 
formation system  are  being  diffused  in  many  redundant  development  efforts. 

The  availability  of  Federal  funds  has  contributed  to  the  diffusion  of  effort. 
Most  State  criminal  justice  planning  agencies  have  been  faced  with  decisions 
on  a  project-by-project  basis  where  all  projects  appear  to  be  reasonable  and  no 
setting  of  priorities  is  possible.  As  funding  expands,  the  demand  increases. 
Nearly  every  State  is  in  the  position  of  having  a  plethora  of  information  sys- 
tems which  cannot  be  integrated  into  a  usable  network.  The  price  of  neglected 
planning  is  often  high  ;  millions  of  dollars  are  spent  by  State  and  local  govern- 
ments in  large  urban  States  without  obtaining  the  necessary  information  in  its 
most  usable  form. 

The  Commission  recommends  that  each  State  create  an  organizational  struc- 
ture for  coordinating  the  development  of  criminal  justice  information  systems. 

Such  a  structure  would:  (1)  prepare  a  master  plan  for  the  development  of 
an  integrated  network  of  criminal  justice  information  systems;  (2)  provide 
technical  assistance  and  training  to  all  jurisdictions  in  data  collection  meth- 
ods, system  concept  development,  and  related  areas;  and  (3)  arrange  for  audit 
and  inspection  of  State  and  local  information  systems. 

Proper  jurisdictional  responsibilities  in  an  integrated  network  of  criminal 
justice  information  systems  are  set  forth  in  the  Commission's  Report  on  the 
Criminal  Justice  System.  Standards  define  State,  local,  and  component  system 
roles  based  on  several  principles  of  system  integration. 

The  most  important  principle  of  system  integration  is  that  identical  records 
should  not  be  contained  within  two  separate  repositories  unless  there  are 
strongly  overriding  considerations  of  total  system  efficiency  to  be  gained 
thereby.  In  practice,  this  means  that  there  should  not  be,  for  example,  criminal 
histories  kept  at  the  local  level  unless  the  State  is  temporarily  unable  to  pro- 
vide this  service.  In  a  time  of  rapid  automated  information  technology,  dupli- 
cative systems  are  usually  unnecessary  and  wasteful. 

In  1971,  the  FBI's  National  Crime  Information  Center  (NCIC)  began  operat- 
ing a  nationwide  .system  for  the  exchange  of  criminal  histories  between  States. 
This  system  is  the  result  of  an  LEAA-funded  program  of  intergovernmental 
cooperation  on  information  systems  among  Federal,  State,  and  local  govern- 
ments called  Project  SEARCH.  Since  the  Commission's  work  is  confined  to 
State  and  local  governments,  it  set  no  standards  for  the  FBI,  LEAA,  or  any 
other  Federal  agency.  However,  because  State  and  local  governments  are  pri- 
mary data  sources  for  the  NCIC,  implementing  the  Commission's  report  would 
affect  the  national  level  as  well. 

Various  other  operational  and  management  needs  of  criminal  justice  agen- 
cies are  discussed  in  the  Commission's  Report  on  the  Criminal  Justice  System. 
Standards,  for  example,  are  .set  for  improving  the  collection  and  processing  of 
local  police  crime  statistics.  In  addition,  the  Commission  identified  two  infor- 
mation needs  that  merit  the  highest  priority  attention-criminal  histories  and 
offender-based  transaction  statistics  (OBTS). 
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CRIMINAL  HISTORIES  AND  OBTS 

The  criminal  history  record  is  a  major  thread  in  tying  the  criminal  justice 
system  together.  It  shows,  as  no  other  docimient  or  record  does,  the  actions  of 
the  total  system  on  individuals.  It  describes  the  official  actions  of  police  agen- 
cies, judicial  and  supportive  agencies,  and  all  correctional  components. 

The  uses  of  criminal  histories  are  varied.  A  police  detective  may  use  a  crim- 
inal history  to  indicate  vphether  a  suspect  is  likely  to  have  committed  the 
crime  under  investigation  and  also  the  suspect's  possible  whereabouts.  A  dis- 
trict attorney  may  find  an  arrestee's  criminal  history  invaluable  in  making  rec- 
ommendations on  the  question  of  bail  and  its  amount.  Most  judges  who  face 
the  choice  of  placing  a  convicted  defendant  on  probation  or  sending  him  to 
prison  realize  that  a  criminal  history  is  vital  to  intelligent  sentencing. 

Closely  allied  to  the  need  for  criminal  history  data  on  a  given  offender  is 
the  need  for  aggregate  data  on  offenders  processed  through  the  system, 
namely,  offender-based  transaction  statistics  (OBTS).  OBTS  data  have  come  to 
be  thought  of  as  "derivative"  from  individual  criminal  histories  since  many 
data  elements  are  the  same.  Statistics  on  what  happens  to  offenders  at  each 
significant  step  in  the  criminal  justice  process  can  provide  answers  to  ques- 
tions such  as  these : 

What  percentage  of  those  arrested  are  prosecuted? 

What  percentage  of  those  prosecuted  are  acquitted  or  dismissed? 

What  is  the  average  length  of  time  between  arrest  and  final  disposition? 

What  percentage  of  arrestees  wait  more  than  1  year  before  the  final  disposi- 
tion of  their  cases? 

What  percentage  of  offenders  in  institutions  and  community-based  correc- 
tions programs  are  rearrested  and  reconvicted  upon  release? 

The  evaluation  of  whether  a  part  of  the  system  is  meeting  its  basic 
objectives  must  have  its  roots  in  the  statistics  describing  the  passage  of  of- 
fenders through  the  system.  Without  OBTS  data,  planners  and  legislators  fre- 
quently find  themselves  relying  on  the  uncertain  grounds  of  good  intentions 
and  the  often  ill-founded  assumptions  of  conventional  wisdom. 

In  spite  of  the  need  for  particular  and  statistical  data  derived  from  individ- 
ual criminal  histories,  most  criminal  justice  systems  find  it  difficult  to  produce, 
rapidly  and  easily,  complete  criminal  history  information.  Local  police  depart- 
ment files  are  still  the  most  important  sources  of  criminal  history  information. 
Known  as  "rap  sheets,"  summary  criminal  history  records  are  kept  by  police 
and  commonly  shared  witli  other  criminal  justice  agencies.  In  most  jurisdic- 
tions there  is  no  immediately  available  substitute  for  rap  sheets ;  indeed  they 
are  vital  to  the  functioning  of  urban  criminal  justice  systems. 

Nevertheless,  there  are  major  difficulties  in  relying  totally  on  local  informa- 
tion. Rap  sheets  often  are  not  complete ;  followup  on  the  disposition  of  the  of- 
fender after  he  has  been  arrested  frequently  is  spotty.  Offenders  may  be  ar- 
rested for  offenses  in  other  cities  and  counties  without  the"  arrests  ever 
showing  up  on  the  records  of  the  original  jurisdiction.  Some  offenders  are 
highly  mobile.  For  instance,  a  New  York  study  of  869  persons  arrested  in  a  2- 
month  period  revealed  that  one  in  five  had  been  arrested  at  least  once  before 
in  another  jurisdiction.  (6) 

In  most  localities  criminal  history  information  is  in  manual  files,  impeding 
fast  retrieval.  Yet,  police  conducting  investigations  and  judges  setting  bail  can- 
not tolerate  long  delays.  Retention  of  criminal  history  data  in  many  files 
makes  the  compilation  of  offender-based  transaction  statistics  on  a  continual 
basis  all  but  impossible. 

The  need  for  States  to  become  repositories  for  criminal  history  information 
is  clear ;  this  need  coincides  with  other  needs  requiring  statewide  attention, 
such  as  on-line  files  on  wanted  persons,  stolen  autos,  and  other  identifiable 
stolen  items. 

The  Commission  recommends  that  all  State  criminal  justice  information  sys- 
tems provide  com,puterized  criminal  history  files  and  collection  and  storage  of 
additional  data  elements  to  permit  collection  of  offender-based  transaction  sta- 
tistics. 

Advisory  committees  representing  information  users  from  all  parts  of  the 
criminal  justice  system  should  be  established  to  assure  compatibility  of  sys- 
tems designs.  National  requirements  such  as  tlie  FBI's  National  Crime  Infor- 
mation Center  (NCIC)  specifications  must  be  considered  in  the  design  of  infor- 
mation systems. 
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PRIVACY 

The  permanent  storage,  rapid  retrieval,  and  national  coverage  of  a 
computer-based  criminal  justice  information  system  can  deprive  a  citizen  of 
his  "right  to  privacy" — his  right  to  be  free  from  unwarranted  intrusion  in  his 
affairs. 

The  problem  in  establishing  a  criminal  justice  information  system  is  to  de- 
termine who  should  have  access  to  the  files  or  computer  terminals,  who  should 
be  eligible  to  receive  information  from  these  files,  and  under  what  circum- 
stances. 

For  these  reasons,  the  collection  and  dissemination  of  criminal  history  infor- 
mation and  other  criminal  justice  information  should  be  carefully  supervised. 

The  Commission  recommends  that  each  State  adopt  legislation  to  establish  a 
Security  and  Privacy  Council  which  is  vested  with  sufficient  authority  to  adopt 
and  administer  security  mid  privacy  standards  far  crim,inal  justice  information 
systems. 

Fifty  percent  of  each  Council's  members  should  be  private  citizens. 

In  its  Report  on  the  Criminal  Justice  System  the  Commission  establishes  a 
number  of  standards  that  it  recommends  should  be  enacted  into  legislation  and 
enforced  by  Privacy  and  Security  Councils.  Among  those  adopted  were  key 
standards  on  the  purging,  access,  and  dissemination  of  criminal  history  infor- 
mation and  the  individual's  right  to  review  oflBcial  records. 

Criminal  justice  files  contain  information  that  may  be  useful  to  a  wide 
range  of  agencies  outside  the  criminal  justice  system,  for  background  investi- 
gations of  potential  employees  of  public  agencies  and  private  firms,  for  deter- 
mining eligibility  for  occupational  licenses,,  for  credit  evaluation,  and  for  gen- 
eral public  information  supplied  by  news  media. 

The  potential  damage  to  privacy  is  increased  when  the  information  in 
criminal  justice  files  is  inaccurate,  incomplete,  misleading,  and  unnecessarily 
disseminated  to  persons  outside  the  criminal  justice  system. 

In  view  of  the  sensitivity  and  content  of  criminal  history  files,  the  Commis- 
sion recommends  that  strict  security  and  privacy  procedures  be  established  to 
insure  that  there  be  no  dissemination  outside  the  government. 

Credit  bureaus,  news  media,  employers,  employment  agencies,  and  other  seek- 
ers of  information  should  be  denied  access  to  criminal  histories.  Although 
items  in  a  criminal  history  file  are  for  the  most  part  matters  of  public  record, 
the  government  should  not  compile  the  items  and  turn  the  composite  over  to 
persons  outside  of  government. 

This  recommendation  may  appear  to  be  an  exception  in  freedom  of  informa- 
tion laws  and  practices,  but  the  Commission  believes  the  protection  of  individ- 
ual privacy  to  be  of  paramount  concern  in  this  instance. 

Files  should  be  reviewed  periodically  to  eliminate  inaccurate,  incomplete, 
misleading,  unverified,  and  unverifiable  information.  Individuals  should  be  ac- 
corded the  right  to  inspect  criminal  history  files  pertaining  to  them  and  to 
challenge  the  validity  of  inaccurate  or  misleading  entries.  In  addition,  informa- 
tion that,  because  of  its  age,  is  no  longer  a  reliable  guide  to  the  subject's  pres- 
ent attitudes  or  behavior  should  be  purged  from  the  files. 

Information  concerning  individuals  convicted  of  serious  crimes  should  be 
purged  from  active  files  10  years  after  the  date  of  release  from  supervision  by 
the  criminal  justice  system.  For  less  serious  crimes,  the  period  should  be  5 
years.  Exceptions  to  this  purging  rule  should  be  made  in  the  case  of  wanted 
persons,  persons  under  indictment,  and  multiple  offenders. 

The  principle  of  purging  should  also  apply  to  simple  arrest  records.  The  eco- 
nomic and  personal  damage  resulting  from  an  arrest  that  does  not  lead  to  con- 
viction is  unnecessary  yet  often  substantial.  Although  the  existence  of  an  ar- 
rest record  is  neither  an  indication  of  guilt  nor  a  reliable  guide  to  a  person's 
character,  it  may  become  an  automatic  disqualification  for  employment. 

The  Commission  recommends  that  all  copies  of  information  filed  as  a  result 
of  an  arrest  that  is  legally  terminated  in  favor  of  the  individual  should  be  re- 
turned to  that  individual  within  60  days  of  final  disposition,  upon  order  of  a 
court  or  if  requested  by  the  agency  that  disposed  of  the  case.  Exceptions 
should  be  made  in  the  case  of  persons  against  whom  a  criminal  action  or  pro- 
ceeding is  pending  or  who  have  previously  been  convicted  of  a  crime. 

In  its  Report  on  the  Criminal  Justice  System,  the  Commission  acknowledges 
that  purged  information  may  be  removed  from  active  files  and  still  retained 
for  internal  recordkeeping  and  bona  fide  research  purposes.  Information  that  is 
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purged,  but  not  returned  or  destroyed,  should  be  held  in  confidence,  in  separate 
flies,  and  not  disseminated  except  under  several  narrowly  defined  cases  speci- 
fied in  the  Commission's  report. 

Legislation  should  be  enacted  that  limits  questions  about  arrests  on  applica- 
tions for  public  and  private  employment,  licenses,  and  other  civil  rights  and 
privileges  to  those  arrests  for  which  records  have  not  been  returned  or  purged. 
(See  the  chapter  in  this  report  on  CJommunity  Crime  Prevention  for  a  further 
discussion  of  removing  employment  barriers  resulting  from  arrests  and  convic- 
tions. ) 

Few  persons  doubt  the  necessity  for  the  criminal  justice  system  to  be  aware 
of  community  conditions  and  potential  criminal  activity.  Controversy  occurs, 
however,  on  what  information  should  be  gathered,  how  it  should  be  obtained, 
and  who  should  have  access  to  it.  The  threat  to  individual  rights  from  unre- 
stricted intelligence  operations  is  direct.  Leaks  occur.  Details  that  should  be 
strictly  private  become  public  news.  Reputations  may  be  destroyed  and  careers 
ruined.  The  Commission  wishes  to  discourage  the  retention  of  demonstrably  in- 
accurate and  unnecessary  intelligence  information  and  to  prevent  its  dissemi- 
nation. 

In  no  instance  should  criminal  history  files  be  linked  with  intelligence  files. 
To  minimize  the  threat  to  privacy,  criminal  history  files  must  contain  only  in- 
formation concerning  formal  contacts  with  the  criminal  justice  system  such  as 
arrest,  charge,  and  release  information.  Unproven  allegations,  rumors  of  illicit 
associations,  and  subjective  opinions  have  no  place  in  criminal  history  files 
which  of  necessity  will  be  used  by  the  entire  criminal  justice  system  and  possi- 
bly by  other  government  agencies. 

All  of  the  privacy  standards  discussed  above  and  others  specified  in  the 
Commission  report  would  be  promulgated  and  enforced  by  the  State  Privacy 
and  Security  Councils  in  the  absence  of  controlling  national  legislation. 

Developing  adequate  information  systems  that  safeguard  basic  rights  is  not  a 
police  problem  or  a  courts  problem  or  a  corrections  problem.  It  is  a  criminal 
justice  problem.  Issues  surrounding  such  areas  as  criminal  history  exchanges, 
offender-based  transaction  statistics,  and  privacy  and  security  requirements 
must  be  decided  on  a  multiagency  basis.  The  Commission  information  systems 
standards  present  a  suggested  course  of  action  that  will  unify  the  criminal 
justice  community  in  this  critical  area. 


State-by-State     Surveys     Conducted    by    the    Law     Enforcement 

Assistance  Administration 

EXCERPTS   from    "SECURITY   &   PRIVACY   CONSIDERATIONS   IN    COMPUTERIZED   CRIMINAL 
JUSTICE   INFORMATION    SYSTEMS"    MAY    10,    1971 

NEEDS   AND  BALANCES 

Information  and  intelligence  files  have  always  been  maintained  by  police  de- 
partments and  other  law  enforcement  agencies. 

Until  recent  years,  these  files  for  the  most  part  were  manual  systems ;  that 
is,  each  card,  each  piece  of  paper,  had  to  be  put  into  the  file  or  taken  from  it 
by  hand ;  as  a  result,  tracking  down  a  specific  case  or  compiling  overall  statis- 
tics was  nearly  always  slow  and  ineflScient. 

In  recent  years,  a  major  change  in  such  record-keeping  has  occurred  in 
many  parts  of  the  country,  with  the  use  of  computers  in  which  vast  amounts 
of  information  can  be  stored  and  from  which  information  can  be  extracted 
quickly. 

The  basic  purposes  of  the  two  kinds  of  files — manual  and  computer — are  the 
same.  First,  the  files  are  designed  to  improve  the  effectiveness  of  police,  courts, 
and  corrections  agencies  on  a  case-by-case  basis  as  they  deal  with  persons  who 
have  come  into  contact  with  the  criminal  justice  system.  Second,  they  are  de- 
signed to  also  provide  detailed  statistical  material  on  patterns  of  crime, 
amounts  of  crime,  disposition  of  cases,  and  similar  material  from  which  an  ac- 
curate picture  can  be  obtained  on  how  well  the  criminal  justice  system  is  func- 
tioning. 

The  shortcomings  of  manual  systems  have  long  been  apparent.  Computerized 
files  already  have  shown  that  they  can  be  a  vital  factor  in  the  improvement  of 
the  criminal  justice  system — in  making  the  nation  safer,  in  making  that  sys- 
tem fairer. 
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The  considerations  of  privacy  and  security,  as  they  relate  to  improper 
disclosure  of  material  in  law  enforcement  files,  are  not  new.  The  adverse  effect 
upon  an  individual  about  who  information  has  been  improperly  or  illegally  uti- 
lized is  the  same  regardless  of  whether  the  material  came  from  a  manual  file 
or  a  computer. 

But  with  the  advent  of  computerized  criminal  justice  information  systems,  a 
number  of  new  factors  have  been  brought  into  play. 

With  manual  systems,  police  departments  often  are  compartmentalized ;  that 
is,  they  may  be  willing  or  even  eager  to  share  information  with  other  cities  or 
states,  but  tracking  down  material  may  be  so  ditficult  that  sharing  is  pre- 
cluded in  many  instances,  or  at  least  it  is  very  slow.  With  a  computer  and  a 
computer  format  for  data,  the  collection  is  greatly  simplified.  A  city  may  put 
information  into  its  own  computer,  or  into  one  which  is  the  centralized  collec- 
tion point  for  an  entire  state.  The  state  then  could  send  its  material  along  to 
a  computer  serving  as  the  central  storage  point  for  a  nationwide  system. 

What  flows  in  one  direction  can  also  flow  back.  Thus,  a  city  could  query  the 
central  computer  in  its  state  for  information  that  has  been  compiled  by  other 
cities ;  a  state  could  obtain  information  from  the  national  computer  center  that 
has  been  gathered  by  other  states. 

A  computerized  system  might  not,  by  itself,  add  appreciably  to  the  total 
number  of  bits  and  pieces  of  information  existing  throughout  the  country ;  but 
such  a  system  would  put  all  of  that  information  into  one  or  more  central  repos- 
itories in  usable  form ;  and  it  would  enable  that  information  to  be  fashioned 
into  usable  statistics. 

The  considerations  of  security  and  privacy  also  take  on  new  dimensions  with 
the  development  of  computerized  information  systems.  Under  a  manual  system, 
information  on  an  individual  might  be  obtained  from  a  police  department  by  a 
person  who  had  no  legal  right  to  receive  such  data.  At  present,  there  are  some 
manual  systems  in  existence  which  collect  arrest  data  on  a  national  basis.  But 
it  would  be  an  impossible  task  to  directly  query  every  police  department  in  the 
country  to  find  one  with  information  on  that  individual. 

However,  putting  all  available  information  about  that  individual  into  a  na- 
tional computerized  system  at  least  solves  the  collection  problem  for  the  per- 
son improperly  seeking  information.  If  he  can  find  a  way  to  obtain  access  to 
the  computerized  files,  then  he  can  obtain  everything  he  wants. 

The  first  question,  then,  is  how  to  safeguard  material  in  intelligence  and  in- 
formation files  of  law  enforcement  agencies.  Even  if  there  were  no  computers, 
security  and  privacy  controls  would  have  to  be  stringent.  With  the  existence  of 
computers,  the  controls  have  to  be  even  more  strict. 

Two  basic  views  have  been  expressed  on  how  best  to  satisfy  the  security  and 
privacy  considerations.  One  view  holds  that  it  can  best  be  done  by  administra- 
tive regulations — that  is,  each  law  enforcement  or  government  agency  making 
its  own  program  watertight  against  information  leakage.  The  second  view  is 
that  federal  legislation  is  needed — that  is,  no  matter  how  well  such  regulations 
might  work,  there  will  be  failures. 

Those  two  points  of  view  are  not  mutually  exclusive.  Even  under  the  best 
administrative  procedures,  and  the  best  of  circumstances,  precautions  against 
improper  disclosure  of  information  may  fail.  In  the  interests  of  fairness  and 
justice,  every  possible  safeguard  must  be  taken  in  advance ;  thus,  a  statute  is 
needed  to  bring  legal  sanctions  and  penalties.  On  the  other  hand,  even  the 
most  artfully  drawn  law  will  fail  if  it  is  not  buttressed  by  excellence  in  ad- 
ministrative regulations;  thus,  those  with  day-in,  day-out  responsibilities  for 
operation  of  information  systems  must  not  only  abide  by  the  letter  of  security 
and  privacy  laws,  but  by  the  spirit  of  a  broader  concept  of  fairness  and  legal- 
ity as  well. 

The  criminal  justice  system  has  an  urgent  need  for  computerized  informa- 
tion and  intelligence  systems ;  there  is  ar  equally  urgent  need  for  security  and 
privacy  for  such  systems  to  protect  the  constitutional  rights  of  citizens.  The 
rights  of  the  general  public  and  the  rights  of  the  individual  must  be  pro- 
tected ;  and  there  must  be  a  balance  between  the  two.  That  is  the  purpose  of 
the  draft  legislation  that  will  be  discussed  later  in  this  report. 

SUPPORT  FOR  SYSTEMS 

The  needs  for  computerized  information  and  intelligence  systems  are  diverse, 
and  support  for  their  creation  has  come  from  many  quarters. 
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The  President's  Commission  on  Law  Enforcement  and  Administration  of  Jus- 
tice said  : 

"An  integrated  national  information  system  is  needed  to  serve  the  combined 
needs  at  the  national,  state,  regional  and  metropolitan  or  county  levels  of  the 
police,  courts  and  corrections  agencies,  and  of  the  public  and  research  commu- 
nity. Each  of  these  agencies  has  information  needed  by  others ;  an  information 
system  provides  a  means  for  collecting  it,  analyzing  it,  and  disseminating  it  to 
those  who  need  it.  Each  can  be  kept  in  close  communication  with  the  others, 
and  information  transferred  by  voice,  teletype,  or  computer  to  computer." 

The  District  of  Columbia's  Comprehensive  Criminal  Justice  Plan  said : 

"Effective  action  to  overcome  the  challenge  of  crime  depends  on  the  immedi- 
ate availability  of  accurate  information  about  the  nature  and  extent  of  the 
problem  on  the  one  hand,  and  the  resources  required  to  meet  the  problem  on 
the  other  hand.  This  kind  of  information  is  too  often  not  available.  Decisions, 
therefore,  must  be  made  on  the  basis  of  less  precise  information,  too  little  in- 
formation, or  old  information ;  or  else  decisions  must  be  postponed  until  such 
time  as  a  laborious  special  information  and  data  acquisition  and  analysis  task 
has  been  performed.  ...  It  is  essential  that  agency  heads  and  program  direc- 
tors communicate  clearly  their  information  needs  to  those  who  manage  infor- 
mation systems,  record  systems,  and  computer  systems  so  that  the  technicians 
can  begin  to  collect  and  produce  the  information  the  decision-makers  want  and 
need  for  their  management,  planning  and  budgeting  purposes." 

In  addition,  the  Kerner  Commission,  as  part  of  its  study  of  riots  and  civil 
disorders,  looked  at  this  matter  carefully,  and  recommended  that  the  police  de- 
velop adequate  intelligence  for  tension-detecting  as  well  as  on-the-scene  infor- 
mation for  tactical  units.  Many  of  the  systems  LEAA  supports  in  the  civil  dis- 
orders area  arose  out  of  the  recommendations  of  the  Kerner  Commission  and 
similar  commissions  established  by  the  states. 

The  uses  for  material  from  computerized  intelligence  systems  can  be  varied, 
and  immediate  availability  of  accurate  and  complete  data  on  people  and  prop- 
erty can  be  of  extreme  value  to  officials  in  the  criminal  justice  system.  A  pa- 
trolman can  use  summary  information  to  check  out  persons  under  immediate 
suspicion  of  committing  a  crime.  He  can  use  this  data  when  observing  a  vehi- 
cle ;  license  check  gives  him  the  owner's  name  and  dat«  of  birth  in  situations 
where  he  suspects  the  driver  has,  is  now,  or  is  about  to  commit  a  crime.  Of 
equal  importance,  the  process  can,  with  other  evidence  at  hand,  clear  the  inno- 
cent quickly.  A  detective  can  use  the  summary  data  to  help  narrow  down  a 
list  of  suspects.  The  data  would  serve  to  speed  up  the  investigative  process.  In 
eliminating  or  reducing  suspects,  the  process  also  clears  the  innocent. 

Detailed  information  can  assist  a  prosecutor  in  determining  whether  a  com- 
plaint should  be  issued,  the  degree  of  penalty  he  will  seek,  and  in  the  cross  ex- 
amination of  defense  witnesses.  The  data  can  help  to  determine  defense  strat- 
egy. The  defense  counsel  can  use  it  to  determine  whether  his  client  is  truthful, 
whether  he  should  place  him  on  the  stand,  and  how  to  use  and  select  possible 
defense  witnesses. 

A  judge  can  use  the  detailed  data  in  considering  sentence  and  probation  fol- 
lowing a  verdict,  to  help  determine  how  best  to  sentence  the  subject  for  his 
best  interest,  and,  in  the  case  where  the  history  shows  the  subject  to  be  a  dan- 
ger to  others,  to  remove  the  potential  danger  to  others. 

Corrections  officials  can  use  the  data  to  determine  whether  parole  should 
occur,  what  institution  is  best  suited  to  the  subject's  emotional,  educational 
and  vocational  needs.  Prison  officials  can  be  assisted  in  analyzing  the  subject,, 
determining  the  nature  of  assignment,  degree  of  security,  privileges  and  how 
to  handle  special  problems  should  they  arise.  A  probation  officer  can  use  the 
data  to  determine  probation,  type  and  degree  of  supervision  and  the  best  guess 
as  to  length  of  probation.  It  can  be  a  guide  to  behavior  patterns,  prior  work 
experience  and  discipline  and  to  point  out  areas  of  special  concern.  The  parole 
officials  can  use  the  data  in  evaluation  and  in  determining  release  and  proce- 
dures. 

EABLY   SYSTEMS 

Prior  to  the  National  Crime  Commission,  there  was  some  development  of 
computerized  criminal  justice  systems.  Since  then,  there  has  been  a  substantial 
increase  in  the  development  of  such  information  and  intelligence  systems. 

Under  the  Law  Enforcement  Assistance  Act  of  1965,  major  federal,  regional, 
state,  and  local  criminal  justice  systems  were  funded. 

The  National  Crime  Information  Center   (NCIC)    was  implemented  by  the 
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Federal  Bureau  of  Investigation  with  funds  from  the  Office  of  Law  Enforce- 
ment Assistance  (OLEA).  The  initial  interagency  agreement  for  $97,000  in  Fis- 
cal 1966  was  for  the  feasibility  and  design  work  on  a  computerized  national 
crime  information  system.  Successive  contributions  of  $406,197,  $295,000,  and 
$250,000  enabled  the  program  to  be  expanded  to  sixty-four  state  and  local  law 
enforcement  agencies.  The  NCIC  will  serve  as  an  index  for  the  eventual  devel- 
opment of  fifty  statewide  computerized  law  enforcement  information  systems. 

Under  a  $350,000  OLEA  grant,  the  California  Department  of  Justice,  pro- 
ceeding from  previous  feasibility  studies,  undertook  the  development  of  an  in- 
tegrated, statewide  criminal  justice  information  system  covering  all 
components  of  law  enforcement,  courts,  and  corrections. 

The  District  of  Columbia  Police  Department  received  a  $257,500  grant  for 
developmental  work  for  computer-based  information  systems  to  serve  police  de- 
partments in  the  metropolitan  area. 

Cincinnati  received  grants  of  $123,710  and  $124,545  to  develop  and  implement 
a  computer-based  regional  law  enforcement  system  to  integrate  and  serve  in- 
formation handling  requirements  of  police,  prosecution  and  court  agencies  in 
Hamilton  County  and  surrounding  communities. 

EFFORTS  BY  LEAA 

Under  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968,  the  Law 
Enforcement  Assistance  Administration  surveyed  the  information  system  field, 
reviewed  the  recommendations  of  the  President's  Crime  Commission,  and 
sought  formal  advice  of  the  FBI.  It  was  decided  that  a  central  need  of  the 
states  was  for  the  development  of  a  machine  readable  format  for  criminal  his- 
tory records  that  could  be  used  by  all  elements  of  the  criminal  justice  system. 
LEAA  allocated  $600,000  to  bring  into  a  consortium  the  most  experienced 
states  to  work  with  LEAA  and  the  FBI.  In  June  of  1969,  the  states  of  Califor- 
nia, Arizona,  Maryland,  Michigan,  Minnesota,  and  New  York  began  the  devel- 
opment of  a  criminal  justice  information  system  capable  of  interstate  transfer- 
ence of  criminal  histories  as  well  as  the  capability  to  automate  state  collected 
criminal  statistics.  The  project  became  known  as  SEARCH  (System  for  Elec- 
tronic Analysis  and  Retrieval  of  Criminal  Histories)  was  expanded  to  fifteen 
states. 

An  increasing  number  of  projects  has  been  established  in  recent  years,  both 
with  and  without  LEAA  support.  In  order  to  assess  the  impact  of  these  devel- 
opments, LEAA's  National  Criminal  Justice  Information  and  Statistics  Service 
conducted  a  survey  in  the  Spring  of  1970  to  determine  the  status  of  criminal 
justice  information  systems  in  the  states  and  large  cities. 

It  was  discovered  that  in  1968  only  three  states  had  made  substantial  prog- 
ress in  the  implementation  of  automated  systems — New  York,  Michigan,  and 
California.  Another  five  states  had  made  limited  progress.  By  1970,  about  ten 
states  could  be  said  to  have  made  substantial  progress  and  another  16  had 
made  limited  progress.  Thus,  more  than  half  of  the  states  had  made  some 
progress.  Their  plans  suggest  that  all  but  three  or  four  states  will  have  some 
computerized  system  by  1972. 

Most  of  the  state  systems  are  police  systems,  and  do  not  involve  courts  and 
corrections.  Many  were  similar  to  the  FBI's  National  Crime  Information  Cen- 
ter in  that  they  provide  only  information  on  wanted  persons  and  stolen  prop- 
erty. 

The  survey  also  looked  into  the  existence  and  characteristics  of  the  central 
record  and  identification  functions  of  the  states,  because  without  effective  rec- 
ord and  identification  services,  it  is  impossible  for  them  to  develop  effective  in- 
formation systems.  (See  Appendix  E.) 

FUNDING 

A  number  of  the  early  state  systems  had  their  initial  fiscal  support  from 
state  funds.  The  New  York  State  Information  and  Intelligence  System  (NY 
SIIS)  program  is  a  prime  example.  Whereas  most  of  the  early  criminal  jus- 
tice information  system  programs  were  primarily  supported  by  Federal  cate- 
gorical grants  under  the  Act  of  1965  or  by  Federal  discretionary  grants  under 
the  Act  of  1968,  the  most  recent  trend  would  indicate  that  the  primary  support 
is  now  coming  from  Federal  block  grants  and  state  allocations. 

In  OLEA's  three  years— 1966,  1967,  and  1968— it  gave  more  than  $1  million 
a  year  for  information  and  data  systems,  out  of  budgets  that  averaged  $7.5 
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million  a  year.  LEA  A  was  created  by  the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968.  Amounts  of  money  awarded  for  information  and  data  sys- 
tems increased  but  those  funds  comprised  a  smaller  percentage  of  LEAA's  an- 
nual budgets.  For  instance,  in  Fiscal  1969,  when  the  budget  totaled  $63  million, 
about  $1.5  million  was  awarded  for  data  and  information  systems  from  discre- 
tionary action  funds.  In  Fiscal  1970,  when  the  budget  totaled  $268  million, 
some  $9  million  was  awarded  for  such  systems  from  discretionary  funds  and 
from  the  National  Criminal  Justice  Information  and  Statistics  Service.  In  Fis- 
cal 1971  when  the  budget  totaled  $480  million,  projections  showed  that  states 
planned  to  spend  $16  million  of  block  grant  funds  on  such  systems.  (See  Ap- 
pendices A  and  B.) 

SECURITY  AND  PRIVACY 

National  systems 

Systems  operating  either  as  Federal  or  interstate  systems  have  long  been 
conscious  of  problems  of  system  security  and  privacy.  Two  examples  are  the 
NCIC  and  Project  SEARCH. 

1.  The  National  Crime  Information  System  (NCIC). — The  following  para- 
graphs are  from  the  NCIC  Manual : 

"System  Security.— A  resolution  adopted  May  15,  1967,  by  the  Committee  on 
Uniform  Crime  Records  International  Association  of  Chiefs  of  Police  (lACP), 
as  recommended  by  the  NCIC  Advisory  Group,  provided  that  the  controls  gov- 
erning access  to  police  information  must  remain,  as  they  have  been  historically 
placed,  with  law  enforcement  agencies.  It  was  further  resolved  that  the  forego- 
ing will  not  preclude  the  continued  dissemination  of  appropriate  information 
to  other  governmental  bodies  on  a  need-to-know  basis  or  the  furnishing  of  ad- 
ditional data  as  may  be  derived  from  law  enforcement  computerized  systems. 
This  resolution  was  adopted  by  the  full  conference  of  the  lACP  in  Kansas 
City,  Missouri,  in  September  1967." 

"The  data  stored  in  the  NCIC  is  documented  police  information  and  access 
to  that  data  must  be  restricted  to  duly  authorized  law  enforcement  agencies. 
It  is  incumbent  upon  agencies  operating  an  NCIC  terminal  to  afford  the  neces- 
sary measures  to  make  that  terminal  secure  from  unauthorized  use.  Any  de- 
parture from  this  responsibility  logically  warrants  the  removal  of  the  offend- 
ing terminal  from  further  system  participation  in  order  to  protect  all  other 
users. 

"Agencies  participating  in  the  NCIC  as  a  control  terminal  must  assume  re- 
sponsibility for  and  enforce  system  security  with  regard  to  all  other  agencies 
which  it  in  turn  services.  The  FBI  will  utilize  various  hardware  and  software 
devices  as  necessary  to  assure  that  the  above  responsibilities  are  carried  out ; 
however,  final  responsibility  rests  with  the  individual  agency  and  the  tradi- 
tional acceptance  of  the  confidentiality  of  law  enforcement  information. 

"System  discipline. — To  assure  the  proper  operation  of  the  system,  the  stand- 
ards, procedures,  formats  and  criteria  as  set  forth  herein  must  be  strictly  ad- 
hered to.  In  this  respect,  as  in  system  security,  the  NCIC  control  terminals 
must  not  only  follow  the  rules  set  forth  but  must  also  insure  that  agencies 
they  are  servicing  do  the  same. 

"Accuracy  is  essential  as  is  promptness  in  entering,  modifying,  locating  or 
clearing  records  in  the  system.  Each  record  in  file  is  identified  with  the  agency 
originating  that  record  and  that  agency  alone  is  responsible  for  the  accuracy 
and  correct  status  of  that  record  at  all  times.  The  FBI  cannot  assume  responsi- 
bility for  the  accuracy  of  any  record  other  than  those  entered  by  the  FBI. 

"The  NCIC  provides  information  for  a  decision-making  by  investigator's  and 
patrolmen.  The  information  furnished  through  NCIC  must  be  evaluated  with 
other  facts  known  to  the  officer  and  investigator  at  the  scene.  NCIC  is  an  in- 
formation tool.  It  is  no  substitute  for  professional  police  judgment. 

"When  an  agency  receives  a  positive  response  from  NCIC,  an  immediate  fol- 
lowup  with  the  agency  that  originated  the  record  in  the  system  is  necessary 
for  effective  operation.  Likewise,  the  originating  agency  has  an  obligation  to 
reply  promptly  to  the  inquiring  agency  with  confirmation  and  other  pertinent 
details  requested." 

2.  System  for  Electronic  Analysis  and  Retrieval  of  Criminal  Histories  (Proj- 
ect SEARCH) 

Since  its  inception,  Project  SEARCH  has  been  concerned  with  problems  of 
individual  privacy  and  system  security.  A  Committee  on  Security  and  Privacy 
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published  a  landmark  work  on  the  subject.^  Prior  to  that,  however,  the  Proj- 
ect Group  limited  the  file  to  persons  who  had  at  least  two  arrests  for  serious 
crimes  with  at  least  one  disposition  of  the  charges.^  After  the  demonstration, 
an  evaluation  committee  recommended  that  the  threshold  criteria  should  be  in- 
creased to  ona  conviction  for  a  serious  crime  or  three  arrests  and  one 
disposition.^ 

SEARCH  has  successfully  completed  the  demonstration  phase  of  the  inter- 
state exchange  of  criminal  history  records.  Its  system  functions  have  been  ab- 
sorbed into  the  NCIC  system.  The  characteristics  of  the  ultimate  system  of 
criminal  history  exchange  are  now  being  developed  by  the  FBI  with  their  ad- 
visors in  the  states.  The  NCIC  Advisory  Board  recently  approved  a  policy  on 
security  and  confidentiality  of  information  in  FBI/NCIC  Interstate  Criminal 
History  Exchange  System.  (See  Appendix  H) 

The  Project  Group,  however,  is  still  quite  active.  Recently  it  approved  a 
model  state  statute  governing  the  security  and  privacy  of  systems  in  state 
criminal  history  systems  (Appendix  F).  This  legislation  has  already  been  in- 
troduced in  the  California  legislature. 

State  systems 

In  recent  years,  many  states  have  been  very  aware  of  the  requirements  of 
integrity,  security,  and  privacy  of  automated  information  systems.  The  New 
York  State  Identification  and  Intelligence  System  (NYSIIS),  established  in 
1967,  has  pioneered  in  the  area  of  system  security.  Much  of  the  work  which 
has  been  published  in  the  area  has  related  to  the  NYSIIS  system.  For  exam- 
ple, LEAA  has  been  sending  a  NYSIIS  document  on  organized  crime  intelli- 
gence to  all  applicants  for  funds  to  develop  similar  systems.  LEAA  has  not 
made  the  NYSIIS  rules  a  requirement  of  its  grantees;  however,  it  has  sug- 
gested that  these  procedures  should  be  examined  for  relevance  within  the 
grantees'  own  area. 

New  York  is  not  alone.  Connecticut,  in  its  1971  comprehensive  plan,  states 
that  "A  committee  will  be  established  in  charge  of  the  responsibility  for  defin- 
ing acceptable  uses  of  the  system  as  well  as  abuses."  Massachusetts  similarly 
in  its  1971  comprehensive  plan  indicated  that  the  Governor's  Committee  will 
review  procedures  to  "guarantee  confidentiality  of  the  information  and  the  pri- 
vacy rights  of  individuals." 

Arkansas  recently  passed  legislation  requiring  that  all  criminal  justice  agen- 
cies report  on  their  activities  to  a  central  source.  In  the  bill,  however,  which 
set  up  information  systems,  corrective  measures  were  specified  to  purge  the 
files  of  records  for  persons  who  had  been  arrested  but  not  convicted  of  a 
crime.  Severe  penalties  were  established  for  the  willful  misuse  of  any  of  the 
data  included  in  the  statewide  system. 

Project  SEARCH  has  had  some  impact  on  various  states  on  problems  of  se- 
curity and  privacy.  For  example,  Minnesota's  1971  plan  indicated  that  its  data 
file  will  be  in  conformity  with  the  SEARCH  statements  regarding  the  all-im- 
portant considerations  of  security  and  privacy  of  the  individuals  involved. 

Other  measures 

LEAA  has  taken  positive  steps  to  be  sure  that  state  and  local  jurisdictions 
utilizing  LEAA  money  are  aware  of  the  problems  of  integrity,  security  and 
privacy  and  that  they  are  taking  positive  steps  to  regulate  their  systems  in 
recognition  of  these  problems.  On  January  8,  1971,  a  notice  was  sent  to  State 
Planning  Agency  Directors,  the  subject  of  which  was  "Security  and  Privacy 
Considerations  in  Organized  Crime  Intelligence  Units."  Signed  by  the  Associate 
Administrators  of  the  Agency,  it  said : 

"There  is,  however,  o  sensitive  issue  that  must  be  considered.  This  is  that 
matter  of  the  individual's  right  of  privacy. 

"In  the  context  of  information  systems,  privacy  is  the  interest  by  individuals 
or  groups  in  determining  when,  how,  and  to  what  extent  information  about 
them  is  communicated  to  others.  While  the  right  of  privacy  is  fundamental  in 
a  democratic  society,  it  is  not  absolute ;  it  must  be  weighed  against  the  needs 
of  society.  No  one  can  deny  law  enforcement  agencies  the  right  to  collect  and 


>  Technical  Report  No.  2  :  Security  and  Privacy  Considerations  in  Criminal  History 
Information  Systems — Project   SEARCH  Corumlttee  on   Security  and  Privacy,  July  1970. 

'  Technical  Report  No.  1  :  Standardized  Data  Elements  for  Criminal  History  Files — 
Project  SEARCH,  January  1970. 

'  Technical  Memorandum  No.  2  :  Technical  Evaluation  of  Project  SEARCH — Project 
SEARCH,  January  1971. 
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employ  information.  Nevertheless,  decisions  and  actions  affecting  the  right  to 
privacy  are  a  heavy  responsibility  and  should  he  the  result  of  careful  consider- 
ation and  unquestionable  need.  The  collection  of  information  about  individuals, 
for  whatever  purpose  must  be  done  judiciously.  This  is  particularly  true  of  in- 
telligence systems  because  the  data  is  highly  sensitive,  subjective  and  often  un- 
verifiable.  Such  data  must  be  carefully  controlled  since  misuse  could  injure 
seriously  the  reputations  and  opportunities  of  quite  innocent  people. 

"The  privacy  considerations  in  an  organized  crime  intelligence  operation  in- 
volve several  basic  questions ;  about  vs^hom  vpill  data  be  collected,  vphat  kind  'of 
data  will  be  collected,  to  whom  will  the  data  be  disseminated,  how  will  the 
quality  of  the  data  be  assured,  how  will  the  data  be  used,  and  how  will  the  in- 
tegrity and  security  of  the  system  be  protected.  Decisions  on  each  of  these 
questions  must  be  made  and  are  best  made  in  the  initial  planning  stages.  The 
goals  of  an  intelligence  program  should  be  designed  to  impact  the  problem  of 
organized  crime  and  all  subsequent  actions  should  clearly  serve  to  further  the 
attainment  of  those  goals. 

"As  the  Director  of  a  State  Planning  Agency,  you  may  be  asked  to  fund  an 
intelligence  unit  or  units.  You  will  also  be  required  to  evaluate  and  monitor 
such  efforts.  These  responsibilities  make  it  essential  that  you  be  aware  of  and 
concerned  about  these  issues.  LEAA  is  planning  a  monograp.h  on  privacy  issues 
that  may  be  of  value  to  you.  We  would  ask  that  you  take  all  measures  neces- 
sary to  minimize  detrimental  effects  on  privacy  and  to  insure  that  adequate  se- 
curity is  maintained." 

LEAA  also  has  taken  steps  to  provide  that  states  and  localities  take  into  con- 
sideration the  questions  of  security  and  privacy  in  using  LEAA  funds  for 
information  and  intelligence  systems.  The  following  special  condition  has  been 
added  to  all  1971  comprehensive  state  plans  for  those  states  contemplating  in- 
formation systems :  "The  grantee  agrees  to  insure  that  adequate  provisions  are 
made  for  system  security,  the  protection  of  individual  privacy  and  the  insur- 
ance of  the  integrity  and  accuracy  of  data  collection." 

Discretionary  grantees  must  submit  plans  detailing  their  procedures  for  in- 
suring the  security  of  information  maintained  in  criminal  justice  information 
systems  funded  by  LEAA. 
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APPENDIX  D:  SYSTEM  FUNCTION  INDEX  -  EXCERPTED  FROM  "1972  DIRECTORY 
OF  AUTOMATED  CRIMINAL  JUSTICE  INFORMATION  SYSTEMS,"  DECEMBER 
1972 


SYSTEM 


FUNCTION 


INDEX 


ACTIVITY     REP0RTIN3 
ALABAKA 
ALABAMA 
ARIZONA 
ARIZONA 
ARIZONA 
ARIZONA 
CALI FORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALI FORNIA 
CALIFORNIA 
COLORADO 
CONNECTICUT 
CONNECTICUT 
CONN  ECTICUT 
CONNECTICUT 
DELAWARE 
DIST.     OF    COL. 
DIST.     OF    COL. 
FLORIDA 
FLORIDA 
FLORIDA 

Florida 

FLORIDA 

FLORIDA 

HAWAII 

IDAHO 

ILLI NOIS 

INDIANA 

IOWA 

KANSAS 

KANSAS 

KENTUCKY 

LOUISIANA 

MARYLAND 

.MARYLAND 

HARYLAND 

MARYLAND 

MARYLAND 

MARYLAND 

MASSACHUSETTS 

MASSACHUSETTS 

MICHIGAN 

MINNESOTA 

MINNESOTA 

MINNESOTA 

MISSOURI 

MISSOURI 

MISSOURI 

MONTANA 

NEBRASKA 

NEBRASKA 

NEW    JERSEY 

NEW    JERSEY 

NEW     MEXICO 

NEW    YORK 

NEW     YORK 

NEW    YORK 

NEW     YORK 

NORTH    CAROLINA 

NORTH    CAROLINA 

OHIO 

OHIO 

OHIO 

OHIO 

OKLAHOMA 

OKLAHOMA 


ALABAMA 

BIRMINnHAM 

ARIZONA 

ARIZONA 

PHOENIX 

TUCSON 

L. A. COUNTY 

L. A. COUNTY 

LONG    BEACH 

ORANGE    COUNTY 

SACRAMENTO 

SAN    DIEGO 

SAN  FRANCISCO 

SANTA  CLARA  C 

COLORADO  SPBI 

CONNECTICUT 

BRIDGEPORT 

HARTFORD 

NEW  HAVEN 

DELAWARE 

WASHINGTON 

WASHINGTON 

FLORIDA 

DADE  COUNTY 

HILLSBOROUGH 

JACKSONVILLE 

MIAMI 

TAMPA 

HONOLULU 

IDAHO 

I LLINOIS 

INDIANA 

POLK  COUNTY 

KANSAS 

WICHITA 

KENTUCKY 

LAFAYETTE 

MARYLAND 

MARYLAND 

MARYLAND 

BALTIMORE 

BALTIMORE 

MONTGOMERY  CO 

BOSTON 

MIDDLESEX  COU 

DETROIT 

MINNESOTA 

MINNEAPOLIS 

ST. PAUL 

MISSOURI 

JACKSON  COUNT 

ST.  LOUIS 

BILLINGS 

NEBRASKA 

OMAHA 

NEWARK 

PASSIAC  COUNT 

NEW  MEXICO 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK  CITY 

ROCHESTER 

CHARLOTTE 

CHARLOrrE 

CINCINNATI 

CLEVELAND 

COLUMBUS 

DAYTON 

OKLAHOMA 

OKLAHOMA  CITY 


ACTIVITY  SUMMARY,  P.  B- 3 
BIRMINGHAM,  AL.  LAW  ENF 
TIME  6  ACTIVITY,  P.  B-2 
MANAGEMENT  REPORTING,  P 
DISPATCH,  D.  8.  ARREST 
COMMAND  AND  CONTROL,  P. 
OPTIMUM  REC.  AUTO.  FOR 
STATISTICAL  SYSTEM,  P. 
PUBLIC  SAFETY  INFORMATI 
ORANGE  COUNTY  JUSTICE  I 
SACRAMENTO  CRIME  AND  A8 
CURRENT  LAW  ENFORCEMENT 
COMPUTER  ASSISTED  BAY  A 
COUNTY  PATHOL  ACTIVITY 
MULTI-JURISDICTIONAL  LA 
STATE  POLICE  DATA  PROCE 
BRIDGEPORT  CRIME  INFORM 
MANAGEMENT  INFORMATION 
CASE  INCIDENT  REPORTING 
CRIMINAL  LAW  UNIFORM  EN 
RADIO  RUNS  SYSTEM,  P.  B 
OFFENSES  REPORTING  SYST 
FLORIDA  CRIME  INFORMATI 
DADE  COUNTY  CRIMINAL  JU 
HILLSBOROUGH  CO.  DATA  P 
CRIMINAL  JUSTICE  INFORM 
COMPLAINT  REPORT  CARD  S 
TAMPA  CRIMINAL  JUSTICE 
DEPARTMENT  OF  INFORMATI 
STATE  POLICE  ACTIVITY, 
TRAFFIC  INFORMATION  PLA 
INDIANA  DATA  AND  COMMUN 
LAW  ENFORCEMENT  NETWORK 
HIGHWAY  PATROL  ADMINIST 
LAW  ENFORCEMENT  AUTOMAT 
LAW  ENFORCEMENT  NETWORK 
AUTOMATED  LAW  ENFORCEME 
MARYLAND  AUTOMATED  ACCI 
MARYLAND  INTEh-AGENCY  L 
VARIOUS  BATCH  ORIENTED 
OFFENSE  REPORTING  SYSTE 
DISPATCH  REPORTING  SYST 
POLICE  MANAGEMENT  INFOR 
BOSTON  POLICE  SYSTEM,  P 
POLICE  INFORMATION  SYST 
DETROIT  ELECTRNC  COMPTR 
MINNESOTA  CRIME  INFORHA 
MINNEAPOLIS  DP  5  POLICE 
ST.  PAUL  POLICE  INFORMA 
MO.  UNIFORM  LAW  ENFORCE 
KANSAS  CITY,  MISSOURI  P 
S.  L.  M.  POLICE  SYSTEM, 
LAW  ENFORCEMENT,  P.  B-U 
COST  ACCOUNTING  SYSTEM, 
OMAHA/DOUGLAS  COUNTY  CH 
NEWARK  CRIMINAL  JUSTICE 
PATERSON  POLICE  COMPUTE 
STATE  POLICE  ADMINISTRA 
TIME  AND  ACTIVITY,  P.  B 
SPRINT  DISPATCHING,  P. 
SPRINT  BACKUP,  P.  S-5b2 
CALLS  FOR  SERVICE,  P.  B 
POLICE  SYSTEM,  P.  B-5<la 
PUBLIC  SAFETY  -  INTEGRA 
REGIONAL  CRIME  INF3RMAT 
CLEVELAND  POLICE  COHPUT 
CITY  OF  COLUMBUS  COMPUT 
DAYTON  POLICE,  P.  B-529 
OKLA.  CRIMINAL  f,  TRAFFI 
OKLAHOMA  CITY  SYSTEM,  P 


STEM,  P.  B-5 


T  S 

RCE 

U 
.  P 

STE 
EM, 
NT, 
P. 
.  S 
113 
B-1 


15 

P. 
25 
B-2 


YSTEM,  P.  B-J1 
SENT,  P.  B-6  1 


.  B-88 

M,  P.  B-92 

P.  B-95 

P.  B-100 

B-1  12 
YS.,  P.  B-125 


57 


B-168 


B-219 
33 


272 


OBCEMENT  INFO.  SY 
0 

B-23 
6  TRAFFIC  ACCIDEN 

B-«2 
COURTS  6  LAW  ENFO 
B-72 

ON  SYSTEM,  P.  B-7 
NFORMATION  SYSTEM 
REST  REPORTING  SY 

INFORMATION  SYST 
REA  LAW  ENFORCEME 
NETWORK  ANALYSIS, 
W  ENFORCEMENT  INF 
SSING  UNIT,  P.  B- 
ATION  CENTER,  P. 
SYSTEM,  P.  B-160 

SYSTEM,  P.  B-163 
F3RCEMENT  SYSTEM, 
-178 

EM,  P.  B-180 
ON  CENTER,  P.  B-2 
STICE  INFO.  SYST, 
ROCESSING,  P.  B-2 
ATION  SYSTEM,  P. 
YSTFM,  P.  B-2U0 
SYSTEM*,  P.  B-2«6 
ON  SYSTEMS,  P.  B- 
P.  B-276 

NNING  SYSTEM,  P. 
ICATIONS  SYSTEM, 

CENTRAL,  P.  B-31 
RATIVE  INFO.  SYST 
ED  DATA  ENTRY  6  R 

OF    KENTUCKY,     P. 
NT    COMH.     6REP0RTI 
DENT     REPORTING     SY 
AW    ENFORCEMENT    SY 
SYSTEMS,     P.     B-367 
M,     P.     fl-370 
EM,     P.     B-3714 
MATION    SYSTEM,     P. 

B-381t 
EM,     P.     B-386 

6  TELEPBOCESS.  S 
TION    SYSTEM,     P. 

RECORDS  SYSTEMS, 
TION  SYSTEM,  P.  B 
MENT  SYSTEM  (CENT 
OLICE,     P.     B-lt3<t 

P.     B-UH2 
57 

P.     B-1159 
IMINAL    JUSTICE    SY 

INFORMATION  SYST 
R,  P.  B-513 
TIVE  SYSTEM,  P.  B 
-5UU 
B-558 

575 


TEDMUNICIPALINFOSYST,     P.     B-596 
ION    CENTER     (CLEAR),     P.     B-609 
ER     FILES,     P.     B-615 
ERS    SYSTEM,     P.     B-626 

C    LAW     ENFORCEMENT    SYS.,     P.     8-615 
B-650 


B-2814 

p.     B-302 

4 

EMS,     P.     B 

-326 

ETRVL,     P. 

B-329 

B-3314 

NG    SYS,     P 

.     B-3U7 

STEM,     P. 

B-361 

STEM,     P. 

B-363 

B-378 


YST.,     P.     B-411 
-tlU 

P.     B-U18 
-422 
6AL)  ,     P.     B-'t28 


STE 
EM 


M,     P.     B-llb6 
P.     B-501 


518 
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S  Y  S  T  E  n 


FUNCTION 


INDEX 


ACirVITY  BEP0RTIN3 
OKLAHONA 
oaEGON 
OREGON 
oaEGON 

PENNSYLVANIA 
PENNSYLVANIA 
SOUTH  DAKOTA 
SOUTH  DAKOTA 
TENN  ESSEE 
TENNESSEE 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
UTAH 

VIRGINIA 
VIRGINIA 
VIRGINIA 
WASHINGTON 


TULSA 

LANE    CO.JNTY 
LANE    COUNTY 
PORTLAND 
PENNSYLVANIA 
PHILADELPHIA 
SOUTH    DAKOTA 
SIOUX    FALLS 
TENNESSEE 
.1  En  PHIS 
TEXAS 
AUSTIN 
DALLAS 

DALLAS    rOUNTY 
SAN    ANTONIO 
SAN    ANTONIO 
WICHITA     FALLS 
SALT    LAKE 
ALEXANnsIA 
FAIRFAX     COUNT 
NORFOLK 
SPOKANE    COUNT 
WEST     VIRGINIA       WEST    VIRGINIA 


TULSA    REG.     AUTOHATED    CRIM.     IDENT.     SYSTEM,    P.     B-652 

AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION    RECORD    SYSTEM    PLANNED,     P.     B-672 

COLUMBIA    REGION    INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

COMMONWEALTH    LAW     ENFORCEM'T    ASSIST'CE    NETBOHK,     P.     B-691* 

POLICE    SYSTEM,     P.     B-712 

HIGHWAY  PATROL,  P.  B-735 

REGIONAL  CJIS,  P.  B-737 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P.     B-71t2 

MEMPHIS     POLICE    DEPARTMENT    TAB    SYSTEM!,     P.     B-74d 

DEPT    OF    PUB    SAFETY    SYS,     P.     B-792 

AUSTIN  AUTOMATED  FUNCTIONS*,  P.  B-796 

POLICE    DATA    BASE,     P.     B-802 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS 

POLICE    CALLS     INOdRY    SYSTEM,     P.     B-827 

OFFICER     ACTIVITY    REPORTING    SYSTEM,     P.     B-8J2 

EVENT  PROCESSING,  P.  B-RU1 

DEPARTMENTAL  MGT.  INFORMATION  SYSTEM,  P.  B-860 

POLICE  INFO  SYSTEM-COMPLAINT  SUBSYSTEM,  P.  B-872 

POLICE  MANAGEMENT  INFORMATION  SYSTEM,  P.  B-877 

LAW  ENFORCEMENT  MANPOWER  RESOURCE  ALLOCATION,  P. 

THE  INLAND  EMPIRE  POLICE  INFORMATION  NETWORK,  P. 


P.  B-806 


B-885 
B-903 


W. 


VA.  DEPT.  OF  PUB.  SAFETY-POL.  BATCH  PROCESSING,  P.  B-906 


NUMBER  OF  SYSTEMS 


9  3 


STATES  INCLODSD 


ALA3A;1A,  ARIZONA,  CALIFORNIA,  COLORADO,  CONNECTICOT, 
DELAWARE,  DIST.  OF  COL.,  FLORIDA,  HAWAII,  IDAHO, 
ILLINOIS,  INDIANA,  IOWA,  KANSAS,  KENTUCKY, 

LOUISIANA,  MARYLAND,  MASSACHUSETTS,  MICHIGAN,  MINNESOTA, 
MISSOURI,  MONTANA,  NEBRASKA,  NEW  JERSEY,  NEW  MEXICO,   * 
NEW  Y3RK,  NORTH  CAROLINA,  OHIO,  OKLAHOMA,  OREGON, 
PENNSYLVANIA,  SOUTH  DAKOTA,  TENNESSEE,  TEXAS,  UTAH, 
VIRGINIA,  WASHINGTON,  WEST  VIRGINIA 


ADMINISTRATION/FINANCE 

AMERICAN  SA10A 

AMES.  SAMOA 

ARIZONA 

ARIZONA 

ARIZONA 

ARIZONA 

ARIZONA 

PHOENIX 

CALIFORNIA 

L. A. COUNT Y 

COLOaADO 

COLORADO 

COLORADO 

COLORADO 

COLORADO 

COLORADO  spm 

CONN  ECTICUT 

CONNECTICUT 

CONNECTICUT 

HARTFORD 

CONNECTICUT 

NEW  HAVEN 

DIST.  OF  COL. 

WASHINGTON 

DIST.  OF  COL. 

WASHINGTON 

DIST.  OF  COL. 

WASHINGTON 

FLORIDA 

FLORIDA 

FLORIDA 

DADE  CO'JNTY 

FLORIDA 

HILLSBOROUGH 

FLORIDA 

TAMPA 

GKORGIA 

GEORGIA 

HAWAII 

HAWAII 

HAWAII 

HONOLULU 

ILLINOIS 

ILLINOIS 

ILLINOIS 

ILLINOIS 

ILLINOIS 

COOK  COUNTY 

nwA 

POLK  COUNTY 

KANSAS 

KANSAS 

KENTUCKY 

KENTUCKY 

LOUISIANA 

LOUISIANA 

LOUISIANA 

NEW  ORLEANS 

LOUISIANA 

NEW  ORLEANS 

MARYLAND 

MARYLAND 

MARYLAND 

MAHYLAND 

MARYLAND 

MARYLAND 

GOVT.  AM.  SAMOA  ACCOUNTING  SYSTEMI,  P.  B-17 

ACCOUNTING,  P.  B-21 

OTHER,  P.  B-22 

DISPATCH,  D.  R.  ARREST  S  TRAFFIC  ACCIDENT  SYSTEM,  P.  B-31 

STATISTICAL  SYSTEM,  P.  B-72 

JUDICIAL  MANAGEMENT  INFORMATION  SYSTEM,  P.  B-117 

COMPATIBLE     REPORTING    SYSTEM,     P.     B-121 

MULTI-JURISDICTIONAL    LAW     ENFORCEMENT    INF.     SYS.,     P.     B-125 

IMPROVEMNT    IN    CRIM.     COURT    MANGMT    6    OPERATIONS,     P.     B-1U1 

MANAiSEMENT    INFORMATION     SYSTEM,     P.     B-160 

CASE    INCIDENT     REPORTING    SYSTEM,     P.     B-163 

PAYROLL     INFORMATION     SYSTEM,     P.     B-191 

REPORT    COOJ<DINATIDN     6    AUDIT    SYSTEM,     P.     B-192 

ATTORNEY  ESCROW,  P.  B-208 

FLORIDA    CRIME    INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

TAMPA  CRIMINAL  JUSTICE  SYSTEM*,  P.  B-2U6 

CORRECTIONS    SYSTEM,     P.     B-253 

CORRECTIONS  f.  PAROLE,  P.  B-270 

DEPARTMENT  OF  INFORMATION  SYSTEMS,  P.  B-272 

CORRECTIONS  SYSTEM,  P.  B-298 

LAW     ENFORCEMENT    DEPT.     GEN.      ECONOMIC     BEPORT.     SYS.,     P.     B-290 

COOK  COUNTY  CIRCUIT  COURT*,  P.  B-298 

LAW  ENFORCEMENT  NETWORK  CENTRAL,  P.  B-31U 

HIGHWAY  PATROL  ADMINISTRATIVE  INFO.  SYSTEMS,  P.  B-326 

LAW     ENFORCEMENT    NETWORK    OF    KENTUCKY,     P.     B-33a 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     8-315 

NEW    ORLEANS    COURTS     A  DM IN/FINA NCE» ,     P.     B-356 

OFFENSES,  P.  B-357 

MARYLAND    AUTOMATED    ACCIDENT     HEPORTING    SYSTEM,     P.     B-361 

MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P.     B-363 

VARIOUS     BATCH    ORIENTED    SYSTEMS,     P.     B-367 


D-3 


202 


STSTEM  FUNCTION  INDEX 


ADNINISTBATION/FINANCE 

MASSACHUSETTS        BOSTON  BOSTON     POLICE    SYSTEd,     P.     B-38U 

r^ICHIGAN  MICHIGAI  MICHIGAN    STATE    CORBECTIONS    SYSTEdl,     P.     B-397 

MINNESOTA  MINNEAPOLIS  MINNEAPOLIS    DATA    PROCESSING    SYSTEM,     P.     B-lt20 

MlSSOUai  JACKSON    COUNT  KANSAS    CITY,     MISSOURI     POLICE,     P.     B-a34 

MISSOUSI  ST.     LOUIS  S.     L.     8.     POLICE    SYSTEM,     P.     B-'4ll2 

MISSOURI  ST.     LOUIS  CITY    OF    ST.     LOUIS    SYSTEM,     P.     B-a46 

NEBRASKA  NEBRASKA  COST    ACCOUNTING    SYSTEM,     P.     B-«59 

NEBRASKA  OMAHA  0(1  AH  A/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-U66 

NEVADA  NEVADA  SHERIFF'S    COMPUTER    OPRPN    POR    PROTCTN    6    ENPCMT,     P.     8-471 

NEW    JERSEY  NEWARK  NEWARK    CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-501 

NEW    JERSEY  PASSIAC    COUNT  PATERSON    POLICE    COMPUTER,     P.     8-513 

NEW     MEXICO  NEW    MEXICO  DEPT.     OP    FINANCE    AND    ADMINISTRATION,     P.     B-521 

NEW     MEXICO  ALDUiJDEIiQUE  AIMS,     P.     B-52"* 

NEW     YORK  NEW     YORK     CITY  SPRINT    DISPATCHING,     P.     B-558 

NEW    YORK  NEW     YORK     CITY  SPRINT     BACKUP,     P.     B-562 

NORTH    CAROLINA     NORTH    CAROLINA  NORTH    CAROLINA    CORRECTIONS    SYSTEM,     P.     B-592 

OHIO  CINCINNATI  REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

OHIO  COLUMBUS  CITY     OF    COLUMBUS    COMPUTERS    SYSTEM,     P.     B-626 

OHIO  TOLEDO  BUDGET    AND    ENCUMBRANCE     REPORTING,     P.     B-637 

OKLAHOMA  OKLAHOMA  COURT    CLERKS    SYSTEM,     P.     B-6143 

OKLAHOMA  OKLAHOMA  OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6Q5 

OKLAHOMA  OKLAHOMA    CITY  OKLAHOMA    CITY    SYSTEM,     P.     B-650 

OKLAHOMA  TULSA  TULSA    REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

OREGON  LANE    COUNTY  AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-665 

OREGON  LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

OREGON  LANE    COUNTY  COURTS,     P.     B-679 

PENNSYLVANIA  PENNSYLVANIA  COMMONWEALTH    LAW     ENFORCEM'T    ASSIST'CE    NETWORK,     P.     B-69U 

PENNSYLVANIA  PENNSYLVANIA  CORRECTIONAL     INDUSTRIES,     BUR.     OF    CORRECTION,     P.     B-b97 

PENNSYLVANIA  PHILADELPHIA  COURT    SYSTEMS,     P.     B-705 

PENNSYLVANIA  PHILADELPHIA  POLICE    SYSTEM,     P.     B-712 

SOUTH    CAROLINA     SOUTH    CAROLINA  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

SOUTH    CAROLINA     SOUTH    CAROLINA  DEPT.     OF    CORRECTIONS    MGMT.     INFO.     SYSTEMS,     P.     B-726 

SOUTH    CAROLINA     SOUTH    CAROLINA  YOUTH     SERVICES     PROGRAM,     P.     3-729 

TENNESSEE  MEMPHIS  MEMPHIS     POLICE    DEPARTMENT    TAB    SYSTEM!,     P.     B-748 

TENNESSEE  NASHVILLE  FI NANCE- BUDGET     (DOUBLE     ENTRY),     P.     B-751 

TENNESSEE  NASHVILLE  AFSIOO,     P.     B-7b2 

TENNESSEE  NASHVILLE  AFSIOO,     P.     B-756 

TEXAS  TEXAS  INMATE    TRACKING    SYSTEM,     P.     B-790 

TEXAS  TEXAS  DEPT    OF    PUB    SAFETY    SYS,     P.     B-792 

TEXAS  HOUSTON  COURTS,     P.     B-820 

TEXAS  WICHITA     FALLS  FINANCE,     P.     B-851 

UTAH  UTAH  CORRECTIONS     INFORMATIONS    SYSTEM,     P.     B-856 

UTAH  UTAH  JUVENILE    INFORMATION     SYSTEM,     P.     B-858 

UTAH  SALT    LAKE  DEPARTMENTAL    MGT.      INFORMATION     SYSTEM,     P.     8-860 

WASHINGTON  WASHINGTON  ADMINISTRATIVE    RECORDS,     P.     B-893 

WASHINGTON  WASHINGTON  DIVISION    OF    RESEA RCH- 1 N FORM  ATI  ON    SYSTEM,     P.     B-895 

WISCONSIN  MILWAUKEE    COU  CASH    REPORTING,     P.      B-930 

NUMBER    OF    SYSTEMS  80 

STATES    INCLUDED       AMERICAN    SAMOA,     ARIZONA,     CALIFORNIA,    COLORADO,     CONNECTICUT, 

DISI.     OF    COL.,  FLORIDA,     GEORGIA,      HAWAII,     ILLINOIS, 
IOWA,     KANSAS,     KENTUCKY,     LOUISIANA,     MARYLAND, 

MASSACHUSETTS,  MICHIGAN,     MINNESOTA,     MISSOURI,     NEBRASKA, 
NEVADA,     NEii    JERSEY,     NEW    MEXICO,     NEW     YORK,     NORTH    CAROLINA, 
OHIO,     OKLAHOMA,     OREGON,     PENNSYLVANIA,     SOUTH    CAROLINA, 
TENNESSEE,     TEXAS,     UTAH,     WASHINGTON,     WISCONSIN 

ALIMONY    CONTROL 

DISI.     OF    COL.        WASHINGTON  DOMESTIC    REL.     ALIMONY    S    CHILD    SUPPORT    SYSTEM,     P.     B-210 

NEW     YORK  NEW    YORK     CITY  PROBATION    SUPPORT    PAYMENTS,     P.     B-570 

NUMBER    OF    SYSTEMS  2 

STATES     INCLUDED        DIST.     OF    COL.,  NEW    YORK 

ALPHABETIC    INDEX 

ALABAMA  BIRMINGHAM  BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 
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INDEX 


ALPHABETIC     INDEX 
ALASKA 
ARIZONA 
AHKANSAS 
CALX  FORIllA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFOBNIA 
CALIFOSNTA 
CALIFORNIA 
CALIFORNIA 
C^LI FOHNIA 
CALI FORNIA 
COLOHADO 

CONN  Ecricur 

CONN  ECTTCUr 

CONNECTICUT 

COf'NECTICUT 

CONNECrlCUI 

DELAWARE 

DIST.  OF  COL. 

DIST.  OF  COL. 

DIST.  OF  COL. 

DIST.  OF  COL. 

DIST.  OF  COL. 

DIST.  OF  COL. 

DIST.  OF  COL. 

DIST.  OF  COL. 

FLORIDA 

FLOHIOA 

FLORIDA 

FLORIDA 

HAWAII 

HAWAII 

ILLINOIS 

ILLINOIS 

ILLINOIS 

INDIANA 

TOWA 

KANSAS 

KANSAS 

KENTUCKY 

KENTUCKY 

LOni SI  ANA 

lARYLAND 

MASSACHUSETTS 

MASSACHUSETTS 

flTNNESOTA 

MINNESOTA 

MISSOURI 

MISSOURI 

MONTANA 

NEBRASKA 

NEVADA 

NSW  JERSEY 

NEW  YORK 

NORTH  CAROLINA 

NORTH  CAROLINA 

OHIO 

OHIO 

OKLAHOMA 

OKLAHOMA 

OREGON 

OREGON 

ORE'JON 

PENNSYLVANIA 

PENNSYLVANIA 

SOUTH    CAROLINA 

SOUTH    DAKOTA 

TENNESSF.E 


ALASKA 

MAhlCnCA    COU 

ARKANSAS 

CALI FOHNIA 

CALIFORNIA 

L. A. COUNTY 

LONG     BEACH 

LDS    ANGELES 

ORANGE    COUNTY 

SACRAMENTO 

SAN     FSANCISCO 

SANTA    CLARA    C 

SANTA    CLARA    C 

COLOHADJ 

CONNECTICUT 

CONNECTICUT 

CONNECilCUT 

BHIDGEP3PT 

HARTFORD 

DELAWARE 

HASHINGrON 

WASHINGTON 

WASHINGTON 

WASHINGTON 

WASHINGTON 

WASHINGTON 

WASHINGTON 

WASHINGTON 

FLORIDA 

DADE  COUNTY 

HILLSBOROUGH 

JACKSONVILLE 

HAWAII 

HONOLULU 

ILLINOIS 

CHICAGO 

CHICAGO 

INDIANAPOLIS 

POLK  COUNTY 

KANSAS 

WICHITA 

KENTUCKY 

LOUISVILLE 

NEW  ORLEANS 

MAKYLANU 

MASSACHUSETTS 

MIDDLESEX  COU 

MINNESOTA 

ST. PAUL 

MISSOURI 

JACKSON  COUNT 

MONTANA 

OMAHA 

NEVADA 

NEW  JERSEY 

NEW  YORK  CITY 

NORTH  CAROLINA 

CHARLOTTE 

CINCINNATI 

CLEVELAND 

OKLAHOMA 

TULSA 

LANE    COUNTY 

LANE    COUNTY 

PORTLAND 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH    CAROLINA 

SIOUX    FALLS 

TENNESSEE 


ALASKA  JUSTICE  INFORMAT 
LAW  ENFORCEMENT-JUDICIA 
CRIMINAL  JUSTICE  INFORM 
CALIF.  JUSTICE  INFORMAT 
AUTOMATED  MANAGEMENT  IN 
AUTOMATED  INDEX,  P.  B-6 
PUBLIC  SAFETY  INFOEMATI 
AUTOMATED  WORTHLESS  DOC 
ORANGE  COUNTY  JUSTICE  I 
SACRAMENTO  CHIME  AND  A? 
COMPUTER  ASSISTED  BAY  A 
CRIMINAL  JUSTICE  INFORM 
COURTS  INDEXES,  P.  B- 1  1 
COLORADO  CRIME  INFORMAT 
COMPUTERIZED  CRIMINAL  H 
LICENSE  SYSTEM,  P.  B-IS 
ACCIDENT  RECORDS  SYSTEM 
BRIDGEPORT  CRIME  INFORM 
MANAGEMENT  INFORMATION 
CRIMINAL  LAW  UNIFORM  EN 
INTRA-FAHILY  INDEXING  5 
LANDLORD  6  TENANT,  P.  B 
CIVIL  ACTIONS,  P.  B-200 
NEGLECT  INDEXING,  P.  B- 
SMALL  CLAIMS,  P.  B-203 
JUVENILE  INDEXING,  P 
DOMESTIC  RELATIONS  INDE 
CRIMINAL  SYSTEM,  P.  B-2 
FLORIDA  CRIME  INFORMATI 
DADE  COUNTY  CRIMINAL  JU 
HILLSBOROUGH  CO.  DATA  P 
CRIMINAL  JUSTICE  INFORM 
INDEX  CONTROL,  P.  B-269 
DEPARTMENT  OF  INFORMATI 
COMPUTERIZED  CRIMINAL  H 
GENERAL  INDEXES,  P.  B-2 
ARRESTS,  P.  B-295 
POLICE  AUTOMATED  CASE  E 
■LAW  ENFORCEMENT  NETWORK 
KANSAS  LAW  ENFORCEMENT 
LAW  ENFORCEMENT  AUTOMAT 
LAW  ENFORCEMENT  NETWORK 
CRIMINAL  JUSTICE  INFORM 
METRO  ORLEANS  TOTAL  INF 
MARYLAND  INTER-AGENCY  L 
CRIMINAL  JUSTICE  INFORM 
POLICE  INFORMATION  SYST 
MINNESOTA  CRIME  INFOBMA 
ST.  PAUL  POLICE  INFORMA 
HO.  UNIFORM  LAW  ENFORCE 
KANSAS  CITY,  MISSOURI  P 
OFFENDER  TRANSACTION  AR 
OMAHA/DOUGLAS  COUNTY  CR 
SHERIFF'S  COMPUTER  OPRI 
N.  J.  STATEWIDE  C3MMUNI 
SPRINT  BACKUP,  P.  B-562 
NORTH  CAROLINA  POLICE  I 
PUBLIC  SAFETY  -  INTEGRA 
REGIONAL  CRIME  INFORMAT 
JUDICIAL  INFORMATION  SY 
OKLA.  CRIMINAL  6  TRAFPI 
TULSA  REG.  AUTOMATED  CR 
AREA  INFORMATION  RECORD 
AREA  INFORMATION  RECORD 
COLUMBIA  REGION  INFO.  S 
COMMONWEALTH  LAW  ENFORC 
POLICE  SYSTEM,  P.  B-712 
CRIMINAL  JUSTICE  INFORM 
REGIONAL  CJIS,  P.  B-737 
TENN    CRIMINAL    JUSTICE    S 


ION 
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3 
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SYSTEM,  P.  B-11 

FORMATION  SYSTEM,  P.  B-25 

N  SYSTEM,  P.  B-U5 

SYSTEM,  P.  R-SO 

ATION  SYSTEM,  P.  B-55 

YSTEH,     P.     B-7lt 
T    INDEX,     P.     B-SH 
MATION     SYSTEM,     P.     B-88 

REPORTING    SYSTEM,     P.     B-92 
LAW     ENFORCEMENT,     P.     B-lOO 
N    CONTROL,     P.     B-107 

CENTER,     P.     B-115 
RY  ,     P.     B-139 

B-1S2 
N    CENTER,     P.     B-157 
EH,     P.     B-160 
EMENT    SYSTEM,     P.     B-168 
TISTICS,     P.     B-198 


-20« 

XING  6  STATISTICS,  P.  B-207 

13 

ON    CENTER,     P.     B-215 

STICE    INFO.     SYST,     P.     B-219 

ROCESSING,     P.     B-225 

ATION    SYSTEM,     P.     B-233 

ON    SYSTEMS,     P.     B-272 
ISTORY,     P.     B-282 
93 

NTHY    6    BETBEIVAL    SYS.,     P.     B-305 

CENTRAL,     P.     B-3U 
TELETYPE    SYSTEM,     P.     B-319 
ED    DATA     ENTRY    S    RETRVL,     P.     B-329 

OF     KENTUCKY,     P.     B-334 
ATION    SYSTEM,     P.     B-338 
0    ON-LINE     NETWORK,     P.     B-351 
AW     ENFORCEMENT    SYSTEM,     P.     B-363 
ATION    SYSTEM,     P.     B-379 
EM,     P.     B-386 
TION    SYSTEM,     P.     B-tlU 
TION    SYSTEM,     P.     8-422 
MENT    SYSTEM     (CENTRAL) ,     P.     B-U28 
OLICE,      P.     8-434 
REST    SYSTEM,     P.     B-453 
IMINAL    JUSTICE    SYSTEM,     P.     B-466 
N     FOR    PROTCTN    6    ENFCMT,     P.     B-471 
CATIONS     INFO.     SYS.     -PH.     II,     P.     8-478 

NFORMATION     NETWORK,     P.     B-588 
TEDMUNICIPALINFOSYST,     P.     B-595 
ION    CENTER     (CLEAR),     P.     B-609 
STEM,     P.     B-618 

C    LAW    ENFORCEMENT    SYS.,     P.     B-645 
IM.      IDENT.     SYSTEM,     P.     B-6S2 

SYSTEM    OPERATIONAL,     P.     B-656 

SYSTEM     PLANNED,     P.     B-672 
HARING    SYSTEM-PHASE    1,     P.     B-589 
EMT    ASSIST'CE    NETWORK,     P.     B-694 

ATION    SYSTEM,     P.     B-721 

YSTEM  PHASE  I,  P.  B-742 
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FUNCTION 


INDEX 


ALPHABETIC  INDEX 
TENNESSEE 
TEX\S 
TEXAS 
TEXAS 
UTAH 
UTAH 

VIRGINIA 
WASHINGTON 
WASHINGTON 


MEMPHIS 
DALLAS  COUNTY 
HODSTON 
WICHITA  FALLS 
SALT  LAKE 
SALT  LAKE 
ALEXANDRIA 
SEATTLE 
SPOKANE  COUNT 


HEHPHIS  POLICE  DEPARTMENT  TAB  SYSTEM!,  P.  B-7U8 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

INFORMATION    r,    COMMUNICATION     PLAN    AREA-WIDE,     P.     B-817 

PERSON     PROCESSING,     P.     B-838 

DEPARTMENTAL  MGT.  INFORMATION  SYSTEM,  P.  B-850 

OFFENSE     NAME    INDEX    SYSTEM,     P.     B-862 

POLICE    INFO    SYSTEM-EVENT    SUBSYSTEM,     P.     B-87J 

SEA-KING    ALERT,     P.     B-898 

THE     INLAND    EMPIRE    POLICE    INFORMATION     NETWORK,     P.     B-903 


NUMBER    OF    SYSTEMS 


STATES    INCLUDED 


80 

ALABAMA,  ALASKA,  ARIZONA,  ARKANSAS,  CALIFORNIA, 
COLORADO,  CONNECTICUT,  DELAWARE,  DIST.  OF  COL.,  FLORIDA, 
HAWAII,  ILLINOIS,  INDIANA,  IOWA,  KANSAS, 

KENTUCKY,  LOUISIANA,  MARYLAND,  MASSACHUSETTS,  MINNESOTA, 
MISSOURI,  MONTANA,  NEBRASKA,  NEVADA,  NEW  JERSEY, 
NEW  YORK,  NORTH  CAROLINA,  OHIO,  OKLAHOMA,  OREGON, 
PENNSYLVANIA,  SOUTH  CAROLINA,  SOUTH  DAKOTA,  TENNESSEE,  TEXAS, 
UTAH,  VIRGINIA,  WASHINGTON 


ARRESTS 

ALABAMA 

ARIZONA 

ARIZONA 

ARIZONA 

ARIZONA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALI FORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

COLORADO 

COLORADO 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

DELAWARE 

DIST.  OF  COL. 

DIST.  OP  COL. 

niST.  OF  COL. 

FLORIDA 

FLORIDA 

FLORIDA 

FLOR IDA 

FLORIDA 

FLORIDA 

HAWAII 

ILLINOIS 

ILLINOIS 

INDIANA 

IOWA 

IOWA 

KANSAS 

KANSAS 

KENTUCKY 

KEtlTUCKY 

LOUISIANA 

LOUISIANA 

MARYLAND 

MARYLAND 

HARYLANT 

MASSACHUSETTS 

MICHIGAN 

MICHIGAN 


BIRMINGHAM 
ARIZONA 
MARICOPA  COU 
PHOENIX 
TUCSON 
CALI  FOHNIA 
L. A. COUNTY 
L. A. COUNTY 
LONG  BEACH 
LOS  ANGELES 
ORANGE  COUNTY 
SACRAMENTO 
SAN  FRANCISCO 
SANTA  CLARA  C 
COLORADO  SPRI 
DENVER 

bridgeport 

hartford 

new  haven 

delaware 

washin;ton 

washington 

washington 

FLORIDA 

DADE  COUNTY 

HI  LLSBOROfiGH 

JACKSONVILLE 

MIAMI 

TAMPA 

HONOLULU 

ILLINOIS 

CHICAGO 

I NDIANAPOLIS 

IOWA 

POLK  COUNTY 

KANSAS 

WICHITA 

KENTUCKY 

LOUISVILLE 

LAFAYETTE 

NEK    ORLEANS 

MARYLAND 

MARYLAND 

BALTIMORE 

MIDDLESEX    COU 

MICHIGAN 

DETROIT 


BIRMINGHAM,     AL.     LAW     ENFORCEMENT    INFO.     SYSTEM,     P.     B-5 

ARIZONA     CHIME    INFORMATION    CENTER,     P.     B-18 

LAW    ENFORCEMENT-JUDICIAL    INFORMATION    SYSTEM,     P.     B-25 

DISPATCH,     D.     R.     ARREST    E    TRAFFIC    ACCIDENT    SYSTEM,     P.     B-31 

MANAGEMENT     INFORMATION     SYSTEMSt,     P.     B-U3 

CALIF.     JUSTICE     INFORMATION    SYSTEM,     P.     B-50 

OPTIMUM     REC.     AUTO.     FOR    COURTS    6     LAW     ENFORCEMENT,     P.     B-61 

AUTOMATED    INDEX,     P.     B-53 

PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     B-7« 

PATTERN     RECOGNITION    6     INFORMATION    CORRELATION,     P.     B-78 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

SACRAMENTO    CRIME    AND    ARREST    REPORTING    SYSTEM,     P.     B-92 

COMPUTER    ASSISTED    BAY     AREA     LAW     ENFORCEMENT,     P.     B-100 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.      B-107 

MULTI-JURISDICTIONAL    LAW     ENFORCEMENT    INF.     SYS.,     P.     B-125 

POLICE     SYSTEM     3,     P.      B-133 

BRIDGEPORT    CRIME    INFORMATION    CENTER,     P.     B-157 

MANAGEMENT     INFORMATION     SYSTEM,     P.     B-160 

CASE     INCIDENT     REPORTING     SYSTEM,     P.     B-163 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

OFFENSES     REPORTING    SYSTEM,     P.     B-180 

CIVIL    DISTURBANCE    PRISONER     CONTROL    SYSTEM,     P.     B-183 

ARRESTS     STATISTICAL    REPORTING    SYSTEM,     P.     B-ISU 

FLORIDA    CRIME     INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

ARREST    SYSTEM,     P.     B-237 

TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-2t6 

DEPARTMENT    OF     INFORMATION     SYSTEMS,     P.     B-272 

TRAFFIC    INFORMATION     PLANNING    SYSTEM,     P.     B-2814 

ARRESTS,     P.     B-295 

POLICE     AUTOMATED    CASE    ENTRY    6    RETREIVAL    SYS. 

TRAFFIC    RECORDS     f,    CRIMINAL    JUSTICE     INFO    SYST, 

LAW     ENFORCEMENT    NETWORK    CENTRAL,     P.     B-31« 

HIGHWAY     PATROL    ADMINISTRATIVE     INFO.     SYSTEMS,     P.     B 

LAW    ENFORCEMENT    AUTOMATED     DATA     ENTRY    6     RETRVL,     P. 

LAW    ENFORCEMENT    NETWORK     OF     KENTUCKY,     P.     B-33lt 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

AUTOMATED    LAW     ENFORCEMENT    COMM.     6REP0RTING    SYS,     P.     8-347 

METRO    ORLEANS    TOTAL     INFO    ON-LINE     NETWORK,     P.     B-351 

MARYLAND     INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P.     B-363 

VARIOUS     BATCH    ORIENTED    SYSTEMS,      P.     B-367 

ARREST    REPORTING    SYSTEM,     P.     B-376 

POLICE    INFORMATION     SYSTEM,     P.     B-386 

ARRESTS,     P.     B-'402 

DETROIT  ELECTKNC  COMPTR  6  TELEPROCESS.  SYST.,  P.  B-tU 


P.  B-305 
P.  B-309 


-326 

B-329 
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SYSTEM  FUNCTION  INDEX 


ARRESTS 

MINNESOTA  l1INNESt5TA  MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B-UII 

MINNESOTA  MINNEAPOLIS  MINNEAPOLIS     DATA    PROCESSING    SYSTEM,     P.     B-U20 

MINNESOTA  ST. PAUL  ST.     PAUL     POLICE    INFORMATION    SYSTEM,     P.     B-U22 

MISSOURI  MISSOURI  MO.     UNIFORM    LAW    ENFORCEMENT    SYSTEM     (CENTRAL),     P.     B-t28 

MISSOURI  JACKSON    COUNT  XANSAS    CITY,     MISSOURI    POLICE,     P.     B-lOU 

MISSOURI  ST.     LOUIS  S.     L.     B.     POLICE    SYSTEM,     P.     B-UU2 

MONTANA  MONTANA  OFFENDER    TRANSACTION    ARREST    SYSTEM,     P.     B-U53 

NEBRASKA  OMAHA  OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-1466 

NEVADA  NEVADA  SHERIFF'S    COMPUTER    OPRTN    FOR     PROTCTN    6    ENFCMT,     P.     B-«71 

NEW    JERSEY  NEW    JERSEY  N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.     -PH.     II,     P.     B-478 

NEW    JERSEY  CAMDEN    COUNTY  COURT    MANAGEMENT     INFORMATION    CENTER,     P.     B-UBO 

NEW    JERSEY  HUDSON    COUNTY  JERSEY    CITY    POLICE    DEPT.,     P.     B-U91 

NEB    JERSEY  HUDSON    COUNTY  HUDSON    COUNTY    PROSECUTOR'S    OFFICE,     P.     6-198 

NEW    JERSEY  NEWARK  NEWARK    CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-501 

NEW    JERSEY  PASSAIC    COUNT  PLANNED     PASSAIC    COUNTY    SYSTEMt,     P.     B-510 

NEW    JERSEY  PASSIAC    COUNT  PATERSON    POLICE    COMPUTER,     P.     B-513 

NEW     YORK  NEW    YORK  N.     Y.     STATE    IDENTIFICATION     S     INTELLIGENCE    SYS.,     P.     B-532 

NEW     YORK  BUFFALO  ERIE    COUNTY    DISTRICT    ATTORNEY     MGT.     INFO.     SYSTEM,     P.     B-5U8 

NEW     YORK  NASSAU    COUNTY  POLICE    DATA    SYSTEMS,     P.     B-555 

NEW     YORK  NEW     YOKK    CITY  SPRINT    DISPATCHING,     P.     B-558 

NEW    YORK  NEW    YORK     CITY  SPRINT     BACKUP,     P.     8-562 

NEW    YORK  NEW    YORK    CITY  IIOI     SYSTEM,     P.     B-556 

NEW    YORK  ROCHESTER  ARREST     REPORTING    SYSTEM,     P.     B-577 

NORTH    CAROLINA     NORTH    CAROLINA  NORTH    CAROLINA     POLICE    INFORMATION    NETWORK,     P.     8-588 

NORTH    CAROLINA    CHARLOTTE  PUBLIC    SAFETY    -     INTEGRATEDM UNIC IPA LI NFOSYST,     P.     B-596 

OHIO  OHIO  LAW    ENFORCEHENT    AUTOMATIC    DATA    SYSTEM,     P.    B-605 

OHIO  CINCINNATI  REGIONAL    CRIME    INFORMATION    CENTER     (CLEAR),     P.     B-609 

OHIO  CLEVELAND  CLEVELAND    POLICE    COMPUTER    FILES,     P.     B-615 

OHIO  COLUMBUS  CITY    OF    COLUMBUS    COMPUTERS    SYSTEM,     P.     B-626 

OHIO  DAYTON  DAYTON    POLICE,     P.     B-629 

OHIO  TOLEDO  POLICE    RECORDS,     P.     B-6U0 

OKLAHOMA  OKLAHOMA  OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6145 

OKLAHOMA  OKLAHOMA    CITY  OKLAHOMA    CITY    SYSTEM,     P.     B-650 

OKLAHOMA  TDLSA  TULSA    REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

08EG0N  LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

OREGON  LANE    COUNTY  AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-572 

OREGON  PORTLAND  COLUMBIA     REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

PENNSYLVANIA  PENNSYLVANIA  COMMONWEALTH    LAW    ENFORCEM'T    ASSIST'CE    NETWORK,     P.     B-69lt 

PENNSYLVANIA  PHILADELPHIA  COMBINED    JUSTICE    INFO.     NETWORK    OVER    TERMINALS,     P.     B-710 

PENNSYLVANIA  PHILADELPHIA  POLICE    SYSTEM,     P.     B-712 

SOUTH    CAROLINA     SOUTH    CAROLINA  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

SOUTH    DAKOTA  SIOUX    PALLS  REGIONAL    CJIS,     P.     B-737 

TENNESSEE  TENNESSEE  TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7U2 

TENNESSEE  MEMPHIS  MEMPHIS     POLICE    DEPARTMENT    TAB    SYSTEM*,     P.     B-7U8 

TEXAS  AUSTIN  AUSTIN     AUTOMATED    FUNCTIONS*,     P.     B-796 

TEXAS  DALLAS  POLICE     DATA    BASE,     P.     B-802 

TEXAS  DALLAS    COUNTY  DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

TEXAS  EL    PASO    COUKI  EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-8 1 1 

TEXAS  FORT    WORTH  FORT    WORTH    SYSTEMt,     P.     B-816 

TEXAS  HOUSTON  .INFORMATION    F,    COMMUNICATION    PLAN    AREA-WIDE,     P.     B-817 

TEXAS         •  SAN    ANTONIO  ARRESTS     REPORT    SYSTEM,     P.     B-830 

TEXAS  WICHITA     FALLS  PERSON    PROCESSING,     P.     B-838 

"TAH  UTAH  LAW     ENFORCEMENT    INFORMATION    SYSTEM,     P.     B-852 

VIRGINIA  FAIRFAX    COUNT  POLICE    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-877 

VIRGINIA  NORFOLK  TIDEWATER    ELECTRONIC    NETWORK    POLICE    INFO,     P.     B-881 

WASHINGTON  WASHINGTON  ADMINISTRATIVE    RECORDS,     P.     B-893 

HASHINGTON  SEATTLE  SEA-KING    ALERT     PLANNED,     P.     B-900 

WASHINGTON  SPOKANE    COUNT  THE    INLAND    EMPIRE    POLICE    INFORMATION     NETWORK.     P.     B-903 

WEST     VIRGINIA  WEST    VIRGINIA  W.     VA.     DEPT.     OF    PUB.     SAFETY-POL.     BATCH     PROCESSING,     P.     B-906 

WISCONSIN  MADISON  MADISON    AREA    POLICE    DEPARTMENT     (PHASE     I),     P.     B-925 

NUMBER    OF    SYSTEMS  107 
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s   r    S    T    E    « 


FUNCTIO'i 


INDEX 


ARRESTS 

STAIRS  IIJCI.UDBD 


ALABAMA,  ASIZONA,  CALIFOBNIA,  COLORADO,  CONNECTICDT, 
DELAWARE,  DIST.  OF  COL.,  FLOSIOA,  HAWAII,  ILLINOIS, 
INDIANA,  lOHA,  KANSAS,  KENTUCKY,  LOUISIANA, 
MARYLAND,  MASSACHUSETTS,  MICHI.JAN,  MINNESOTA,  MISSOURI, 
MONTANA,  NEBRASKA,  NEVADA,  NEW  JERSEY,  NEW  YORK, 
NORTH  CAROLINA,  OHIO,  OKLAHOMA,  OREGON,  PENNSYLVANIA, 
SOUTH  CAROLINA,  SOUTH  DAKOTA,  TENNESSEE,  TEXAS,  UTAH, 
VIRGINIA,  WASHINGTON,  WEST  VIRGINIA,  WISCONSIN 


ASSIGNMENT- ATTORNEYS 
ARIZONA 
ARIZONA 
CALIFORNIA 
DELAWARE 
OIST.  OF  COL. 
DIST.  OF  COL. 
FLORIDA 
FLORIDA 
ILLINOIS 
MICHIGAN 
NEBRASKA 
NEW  JERSEY 
NEW  JERSEY 
NEW  YORK 
OHIO 
OHIO 
OREGON 
OREGON 
OREGON 
OREGON 

SOUTH  CAROLINA 
TENNESSEE 


MARICOPA  COU 
PIMA  COUNTY 
SANTA  CLARA  C 
DELAWARE 
WASHINGTON 
WASHINGTON 
DADE  COUNTY 
HILLSBOROUGH 
COOK  COJNTY 
MICHIGAN 
OMAHA 
NEHARK 

PASSAIC  COUNT 
NEW  YORK  CITY 
CINCINNATI 
FRANKLIN  COUN 
LANE  COUNTY 
LANE  COUNTY 
LANE  COUNTY 
PORTLAND 
SOUTH  CAROLINA 
TENNESSEE 


8-193 


B-219 


LAW     ENFORCEMENT-JUDICIAL    INFORMATION    SYSTEM,     P.     B-25 

CRIMINAL    COURTS    AUTOMATION     PROJECT,     P.     B-35 

CRIMINAL    JUSTICE     INFORMATION    CONTROL,     P.     B-107 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

PROSECUTOR    MANAGEMENT    INFORMATION    SYSTEM,     P. 

ATTORNEY    APPOINTMENTS,     P.     B-2l)9 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P. 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

COOK    COUNTY    CIRCUIT    COURT*,     P.     B-298 

BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM, 

NEWARK     CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P. 

AUTOMATED    CRIMINAL    CASE    PROCESSING    SYSTEM,     P. 

DA/SUPREME    COURT    RECORDS    MANAGEMENT,     P.     B-572 

REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     B-632 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-665 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COURTS,     P.     B-679 

COLUMBIA    REGION    INFO-SHARING    SYSTEM-PHASE    II,     P.     8-584 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7U2 


P.     8-1466 

B-501 
B-505 


NUMBER    OF    SYSTEMS 


22 


STATES  INCLUDED   ARIZONA,  CALIFORNIA,  DELAWARE,  DIST.  OF  COL.,  FLORIDA, 
ILLINOIS,  MICHIGAN,  NEBRASKA,  NEK  JERSEY,  NEW  YORK, 
OHIO,  OREGON,  SOUTH  CAROLINA,  TENNESSEE 


ASSlr.NMENT-COUPTRlOM 
ARIZONA 
ARIZONA 
CALIFORNIA 
COLORADO 
DELAWARE 
FLORIDA 
FLORIDA 
ILLINOIS 
KENTUCKY 
MICHIGAN 
NEBRASKA 
NEW  JERSEY 
OHIO 
OHIO 
OREGON 
TENNESSEE 
TENNESSEE 


PHOENIX 

PIMA  COUNTY 

SANTA  CLARA  C 

DENVER 

DELAWARE 

DADE  COUNTY 

HILLSBOROUGH 

COOK  COUNTY 

LOUISVILLE 

MICHIGAN 

OMAHA 

NEWARK 

CINCINNATI 

FRANKLIN     COUN 

PORTLAND 

TENNESSEE 

NASHVILLE 


AUTOMATED    TRAFFIC    COURT    SYSTEM,     P.     B-28 

CRIMINAL    COURTS    AUTOMATION     PROJECT,     P.     B-35 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

UNIFORM    SUMMONS    SYSTEM,     P.     B- 1 3 1 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-158 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

COOK    COUNTY    CIRCUIT    COURT*,     P.     B-298 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     8-1466 

NEWARK    CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.      B-50 1 

REGIONAL    CRIME     INFORMATION    CENTER      (CLEAR),     P.     B-609 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     8-632 

COLUMBIA    REGION     INFO-SHARING    SYSTEM-PHASE    II,     P.     8-684 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     8-742 

FACILITY     ASSIGNMENT,     P.      B-782 


NUMBER    OF    SYSTEMS 


1  7 


STATES  INCLUDED 


ARIZONA,  CALIFORNIA,  COLORADO,  DELAWARE,  FLORIDA, 
ILLINOIS,  KENTUCKY,  MICHIGAN,  NEBRASKA,  NEW  JERSEY, 
OHIO,  OREGON,  TENNESSEE 


ASSIGNMENT-JUDGES 
ALABAMA 
ARIZONA 


BIRMINGHAM 
PIMA  COUNTY 


BIRMINGHAM,  &L.  LAW  ENFORCEMENT  INFO.  SYSTEM,  P. 
CRIMINAL  COURTS  AUIOMATION  PROJECT,  P.  B-35 


B-5 
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S    Y 


FUNCTION 


INDEX 


assignhent-judges 
delaware 
dist.    of  col. 

FLORIDA 

FLORIDA 

GEORGIA 

GEORGIA 

ILLINOIS 

MICHIGAN 

MISSOURI 

NEBRASKA 

NEU  JERSEY 

NEU  JERSEY 

OHIO 

OHIO 

OREGON 

OREGON 

SOUTH  CAROLINA 

TENNESSEE 


DELAKARE 
WASHINGTON 
DADE    COUNTY 
HILLSBOROUGH 
ATLANTA     SPISA 
ATLANTA    SUSA 
COOK    COUNTY 
MICHIGAN 
JACKSON    COUNT 
0>1AHA 
NEWARK 

PASSAIC    COUNT 
CINCINNATI 
FRANKLIN    COUN 
LANE    COUNTY 
PORTLAND 
SOUTH    CAiiOLINA 
TENNESSEE 


CRIMINAL    LAW    UNIFORM    F.N  FOHC  EM  ENT    SYSTEM,     P.     B-168 
PROSECUTOR    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-19J 
DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 
HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 
JUVENILE    COURT     INFORMATION     SYSTEM,     P.     B-257 
JUDICIAL    ADMINISTRATION     SYSTEM,     P.     B-259 
COOK    COUNTY    CIRCUIT    COORT*,     P.     B-29B 
BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 
KANSAS    CITY,     MISSOURI     POLICE,     P.     B-a3« 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-lt66 
NEWARK    CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-50 1 
AUTOMATED    CRIMINAL    CASE    PROCESSING    SYSTEM,     P.     B-505 
REGIONAL    CRIME     INFORMATION    CENTER      (CLEAR),     P.     B-609 
FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     B-6J2 
AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 
COLUMBIA    REGION     INFO-SHARING    SYSTEM-PHASE    II,     P.     B-681* 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 
TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7l<2 


NUMBER    OF    SYSTEMS 


20 


STATES    INCLUDED       ALABAMA,     ARIZONA,     DELAWARE,     DIST.     OF    COL.,     FLORIDA, 
GEORGIA,     ILLINOIS,     MICHIGAN,     MISSOURI,     NEBRASKA, 
NEW    JERSEY,     OHIO,     OREGON,     SOUTH    CAROLINA,     TENNESSEE 


AUTO    REGISTRATION 
ALABAMA 
ALASKA 
ARKANSAS 
CALI FORNIA 
COLORADO 
COLORADO 
COLORADO 
CONNECTICUT 
CONNECriClIT 
DELAWARE 
FLOR IDA 
FLORIDA 
FLORIDA 
FLOH IDA 
FLORIDA 
GEORGIA 
HAWAII 
ILLI NOIS 
INDIANA 
IOWA 
KANSAS 
KANSAS 
KENTUCKY 
KENTUCKY 
LOUISIANA 
LOUISIANA 
LOUISIANA 
MARV  LAND 
MI  NNESOTA 
MISSISSlrPI 
MISSOURI 
1ISS0URI 
MONTANA 
NEBRASKA 
NEW     JERSEY 
NEW     MEXICO 
Nt:u     YORK 
NORTH    DAKOTA 
OHIO 
OHIO 
OHIO 
OREGON 
PENNSYLVANIA 


B-157 
P.     B-168 


B-219 


BIRMINGHAM  BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

ALASKA  MOTOR    VEHICLE    REGISTRATION     SYSTEM,     P.     B-1b 

ARKANSAS  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-U5 

CALIFORNIA  AUTOMATED    MANAGEMENT     INFORMATION    SYSTEM,     P.      B-55 

COLORADO  MOTOR    VEHICLE,     P.     B-123 

COLORADO    SPRI  MULTI- JU HISDICT ION AL    LAW     ENFORCEMENT     INF.     SYS.,     P.     B-125 

DENVER  MOTOR    VEHICLE,     P.     R-130 

CONNECTICUT  REGISTRATION    SYSTEM,     P.     B- 1 5H 

BRIDGEPORT  BRIDGEPORT    CRIME     INFORMATION    CENTER,     P. 

DELAWARE  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM, 

FLORIDA  FLORIDA     CRIME    INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY  UADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P. 

HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

JACKSONVILLE  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-23J 

TAMPA  TAMPA    CRIMINAL    JUSTICE    SYSTEMI,      P.     B-2l*b 

GEORGIA  STATE    COMPUTER    CENTER,     P.     B-250 

HONOLULU  DEPARTMENT    OF     INFORMATION    SYSTEMS,     P.     B-272 

ILLINOIS  LAW     ENFORCEMENT    AGENCIES    DATA    SYSTEM,     P.     B-279 

INDIANA  INDIANA     DATA    AND    COMMUNICATIONS    SYSTEM,     P.     B-302 

IOWA  TRAFFIC    RECORDS     f.    CRIMINAL    JUSTICE    INFO     SYST,     P.     B-309 

KANSAS  HGWY    COMM/HGWY     PATROL    TELETYPE     NETWORK,     P.     B-317 

WICHITA  LAW     ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

KENTUCKY  LAW     ENFORCEMENT    NETWORK    OF     KENTUCKY,     P.      B-33« 

LOUISVILLE  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

LOUISIANA  STATE    COMPUTER    CENTER,      P.     B-3I4U 

LAFAYETTE  AUTOMATED    LAW     ENFORCEMENT    COMM.     SBEPORTING    SYS,     P.     B-3U7 

NEW    ORLEANS  METRO    ORLEANS    TOTAL     INFO    ON-LINE     NETWORK,     P.     B-351 

MARYLAND  MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P.     B-363 

MINNESOTA  MINNESOTA    CRIME     INFORMATION    SYSTEM,     P.      B-HIU 

MISSISSIPPI  ON-LINE     INQUIRY    -     AUTO     REGISTRATION,     P.     B-U27 

JACKSON    COUNT  KANSAS    CITY,     MISSOURI     POLICE,     P.     B-«3« 

ST.     LOUIS  MISSOURI    DEPT.     OF    REVENUE    SYSTEM     (VIA    SLMPD),     P.     B-U50 

MONTANA  TRAFFIC    RECORDS,     P.      B-1456 

OMAHA  OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-466 

NEW    JERSEY  MOTOR    VEHICLE    ADMINISTRATION,     P.     B-UBl 

NEW    MEXICO  DEPT.     OF    MOTOR    VEHICLES,     P.     B-520 

NEW    YORK  DRIVER     BEG     FILES,     P.     B-535 

NORTH    DAKOTA  TRAFFIC    RECORDS,     P.     B-601 

OHIO  LAW    ENFORCEMENT    AUTOMATIC    DATA    SYSTEM,     P.     B-505 

CINCINNATI  REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

TOLEDO  POLICE     RECORDS,     P.     B-640 

OREGON  MOTOR     VEHICLES     DIVISION,     P.     B-665 

PENNSYLVANIA  PENN.     DEPT.     OF    TRANSPORTATION,     P.     B-699 
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SYSTEM 


FUNCTION 


INDEX 


AUTO    ilEGISTRATION 

'■lOUTH    CASOLISA 

SOUTH  BAKOTA 

SOUTH  DAKOTA 

TFVNESSF.E 

TEXA-S 

TEXAS 

TFXAS 

UTAH 

VIHCINIA 

-ASHINGTUN 

WASHINGTON 

WEST  VI3JINIA 

WISCONSIN 

MK01ING 


SOUTH  CAROLINA 

SOUTH  DAKOTA 

SIOUX  FALLS 

TENNESSEE 

TEXAS 

FOi(T  WORTH 

WICHITA  FALLS 

UTAH 

VIRGIN! A 

WASHINGTON 

WASHINGTON 

WEST    VIRGINIA 

WISCONSIN 

WYOMING 


CKIfllNAL    JUSTICE     INFOBMATION    SYSTEM,     P.     B-721 

MOTOR    VEHICLE,     P.     D-713 

TRAFFIC    CONTKOL,     P.     8-740 

TENN     CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7li2 

DEPT    OF    PUB    SAFETY    SYS,     P.     B-792 

POLICE    DEPARTMENT    STOLEN     IMPO'JNDED    REPOSSESS,     P.     B-fllU 

ARTICLE     PROCESSING,     P.     B-8U6 

LAW     ENFORCEMENT    INFORMATION     SYSTEM,     P.     B-852 

VIRGINIA    PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     B-870 

A    CENTRAL    COMPUTERIZED     ENFORCEMENT    SER.     SYS.,     P.     B-891 

ADMINISTRATIVE    fiECORDS,     P.     0-^93 

TRAFFIC    RECORDS    SYSTEM,     P.     B-908 

WISCONSIN     DEPARTMENT    OF    TRANSPORTATION,     P.     B-910 

TRAFFIC    RECORDS    SYSTEM,     P.     B-936 


NUMBER    OF    SYSTEMS 


57 


STATES  INCLUDED 


ALABAMA,  ALASKA,  ARKANSAS,  CALIFORNIA,  COLORADO, 
CONNECTICUT,  DELAWARE,  FLORIDA,  GEORGIA,  HAWAII, 
ILLINOIS,  INDIANA,  TOWA,  KANSAS,  KENTUCKY, 
LOUISIANA,  MARYIAND,  MINNESOTA,  MISSISSIPPI,  MISSOURI, 
MONTANA,  NEBRASKA,  NEW  JERSEY,  NEW  MEXICO,  NEW  YORK, 
NORTH  DAKOTA,  OHIO,  OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA, 
SOUTH  DAKOTA,  TENNESSEE,  TEXAS,  UTAH,  VIRGINIA, 
WASHINGTON,  WEST  VIRGINIA,  WISCONSIN,  WYOMING 


BOOK ING 

ALASKA 
ARIZONA 
OHIO 
TEXAS 


ALASKA  ALASKA    JUSTICE    INFORMATION    SYSTEM,     P.     B- 1 1 

MARICOPA     CUU  LAW     EN FORC EM ENT- JUDICI AL     INFORMATION    SYSTEM,     P.     B-25 

CLEVELAND  SHERIFF    INFORMATION     SYSTEM,     P.     B-621 

SAN    ANTONIO  BEXAR    COUNTY    CRIM.     JUST.     INFO.     SYS-PHASE    I,     P.     B-82U 


NUMBER    OF    SYSTEMS  U 

STATES    INCLUDED       ALASKA,     ARIZONA,     OHIO,     TEXAS 


CALENDARING/SCHEDULING 

ALABAMA 

BIRMINGHAM 

ALASKA 

ALASKA 

ARIZONA 

PHOENIX 

ARIZONA 

PIMA  COUNTY 

CALIFORNIA 

ORANGE  COUNTY 

CALI FORNIA 

SANTA  CLARA  C 

DELAWARE 

DELAWARE 

DIST.  OF  COL. 

WASHINGTON 

DIST.  OF  COL. 

WASHINGTON 

FLORIDA 

DADE  COUNTY 

FLORIDA 

HILLSBOROUGH 

FLORIDA 

JACKSONVILLE 

GEORGIA 

ATLANTA  SMSA 

GEORGIA 

ATLANTA  SMSA 

ILLINOIS 

COOK  COUNTY 

INDIANA 

INDIANAPOLIS 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

NEW  ORLEANS 

MASSACHUSETTS 

MASSACHUSETTS 

MICHIGAN 

MICHIGAN 

MICHIGAN 

M  ICHIGAN 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEBRASKA 

OMAHA 

NEW  JERSEY 

CAMDEN  COUNTY 

NEW  JERSEY 

NEW  ARK 

NEk  JERSEY 

PASSAIC  COUNT 

NEW  MEXICO 

ALBUQUERQUE 

NEW  YORK 

NEW  YORK 

NEW  YORK 

BUFFALO 

NEW  YORK 

BUFFALO 

BIRMINGHAM, 
ALASKA  JUSTI 
AUTOMATED  TR 
CRIMINAL  COU 
ORANGE  COUNT 
CRIMINAL  JUS 
CRIMINAL  LAW 
PROSECUTOR  M 
CRIMINAL  SYS 
DADE  COUNTY 
HILLSBOROUGH 
COURTS  MANAG 
JUVENILE  COU 
JUDICIAL  ADM 
COOK  COUNTY 
POLICE  AUTOM 
CRIMINAL  JUS 
TRAFFIC    COUR 

SUPERIOR  con 

TRAFFIC    AND 
BASIC    MICHIG 
KANSAS    CITY, 
CITY    OF     ST. 
OMAHA/DO  UGLA 
COURT     MANAGE! 
NEWARK    CRIMI 
AUTOMATED    CR 
COURTS     HISDE 
AOMINISTRATI 
ERIE    COUNTY 
CITY    COURT     I 


AL.  LAW  EN 
CE  INFORMA 
AFFIC  COUR 
RTS  AUTOHA 
Y  JUSTICE 
TICE    INFOR 

UNIFORM     E 
ANAGEMENT 
TEM,     P.     B 
CRIMINAL    J 

CO.     DATA 
EMENT     INFO 
RT     INFORMA 
INISTRATIO 
CIRCUIT    CO 
ATED    CASE 
nCE    INFOR 
T,     P.     B-15 
RT    CASE    MA 
ORDINANCE 
AN    COURT    S 

MISSOURI 
LOUIS  SYST 
S  COUNTY  C 
MENT  INPOH 
NAL  JUSTIC 
IMINAL  CAS 
MEANORS,  P 
VE  ADJUDIC 
DISTRICT  A 
NF03MATI0N 


FORCEMEN 
TION  SYS 
T  SYSTEM 
TION  PRO 
INFORMAT 
MATION  C 
NFORCEME 
INFORMAT 
213 

USTICE  I 
PHOCESSI 
RMATION 
TION  SYS 
N  SYSTEM 
URT»,  P. 
ENTRY  6 
MATION    S 

N  AGEMENT 
SYSTEM, 
YSTEH,     P 
POLICE, 
EH,     P.     B 
RIMINAL 
MATION    C 
E     INFORM 
F    PROCES 

B-528 
ATION,     P 
TTORNEY 
SYSTEM 


T     INFO.     SYSTEM,     P.     B-5 

TEM,     P.     B-11 

,     P.     B-28 

JECT,     P.     B-35 

ION    SYSTEM,     P.     B-8S 

ONTROL,     P.     B-107 

NT    SYSTEM,     P.     B-168 

ION    SYSTEM,     P.     B-193 

NPO.     SYST,     P.     B-219 
NG,     P.     B-225 
SYSTEM,     P.      B-231 
TEM,     P.     B-257 
,     P.     B-259 

B-298 
RETREIVAL    SYS.,     P.     B-305 
ISTEM,     P.     B-338 

SYSTEM,     P.     B-382 
P.     B-390 

B-392 
P.     B-I43U 
-4116 

JUSTICE  SYSTEM,  P.  B-466 
ENTER,  P.  B-484 
ATION  SYSTEM,  P.  B-501 
SING  SYSTEM,  P.  B-505 


B-537 

MGT.  INFO.  SYSTEM,  P. 
P.  B-550 


B-548 


D-10 
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SYSTEM 


FUNCTION 


INDEX 


CALEND*RI  NG/SCHEDtlLING 


NEU  YOflK 

NEU  YORK 

OHIO 

OHin 

OHIO 

OHIO 

OHIO 

OKLAHOMA 

OREGON 

OREGON 

PENNSYLVANIA 

PENNSYLVANIA 

PUERTO  SICO 

SOUTH  CAROLINA 

TENNESSEE 

TENNESSEE 

TEXAS 

UTAH 

BISCONSIN 


NASSAU  COUNTY 

NEW  YORK  CITY 

CINCINNATI 

CLEVELAND 

CLEVELAND 

CLEVELAND 

FRANKLIN    COUN 

rULSA 

LANE    COUNTY 

PORTLAND 

PHILADELPHIA 

PITTSBURG 

PUERTO    HICO 

SOUTH    CAROLINA 

TENNESSEE 

NASHVILLE 

SAN    A  NT  J N 10 

UTAH 

MILWAUKEE    COU 


BASIC    COURT    SYSTEM,     P.     B-553 

DA/SUPREME    COURT    RECORDS    MANAGEMENT,     P.     B-572 

REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-509 

JUDICIAL    INFORMATION    SYSTEM,     P.     B-618 

SHERIFF    INFORMATION    SYSTEM,     P.     B-621 

CALENDAR    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-623 

FRANKLIN    COUNTY    COURTS,    CASE    SCHEDULING     PROJCT,     P.     B-632 

TRAFFIC    COURT    INFORMATION    SYSTEM,     P.     B-659 

AREA     INFORMATION     RECORD    SYSTEM    PLANNED,     P.     B-672 

COLUMBIA    REGION     INFO-SHARING    SYSTEM-PHASE    II,     P.     B-68U 

COURT    SYSTEMS,     P.     B-705 

COURT    OF    COMMON    PLEAS,     P.     B-715 

COURT    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-713 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P.     B-7142 

COURT    CALENDAR     AND    SCHEDULING,     P.     B-783 

DEXAR    COUNTY    CRIM.     JUST.     INFO.     SYS-PHASE    I,     P.     B-82« 

JUVENILE    INFORMATION    SYSTEM,     P.     B-858 

INTEGRATED    COURT     INFORMATION    SYSTEM,     P.     B-931* 


NUMBER    OF    SYSTEMS 


50 


STATES  INCLUDED 


ALABAMA,  ALASKA,  ARIZONA,  CALIFORNIA,  DELAWARE, 
DISI.  OF  COL.,  FLORIDA,  GEORGIA,  ILLINOIS,  INDIANA, 
KENTUCKY,  LOUISIANA,  MASSACHUSETTS,  MICHIGAN,  MISSOUBI, 
NEBRASKA,  NEW  JERSEY,  NEW  MEXICO,  NEH  YORK,  OHIO, 
OKLAHOMA,  OREGON,  PENNSYLVANIA,  PUERTO  RICO,  SOUTH  CAROLINA, 
TENNESSEE,  TEXAS,  UTAH,  WISCONSIN 


CASE  CONTROL 
ALABAMA 
ALASKA 
ARIZONA 

ARIZONA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

COLORADO 

CONNECTICUT 

DELAWARE 

DIST.     OF    COL. 

PIST.     OF    COL. 

DIST.     OF    COL. 

DIST.     OF    COL. 

FLORIDA 

FLORIDA 

FLORIDA 

GEORGIA 

GEORGIA 

HAWAII 

ILLINOIS 

KANSAS 

KENTUCKY 

MASSACHUSETTS 

.IICHIGAN 

MICHIGAN 

MICHIGAN 

MISSOURI 

MISSOURI 

NEBRASKA 

NEW    JERSEY 

NEW    JERSEY 

NEW    JERSEY 

SEW    JERSEY 

NEW    JERSEY 

NEW     YORK 

NEW    YORK 

NEW     YORK 

NEW     YORK 


B-88 
P.     B-92 


B-Ht1 


BIRMINGHAM  BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

ALASKA  ALASKA    JUSTICE     INFORMATION     SYSTEM,     P.     B- 1  1 

PHOENIX  AUTOMATED    TRAFFIC    COURT     SYSTEM,     P.     B-28 

PIMA    COUNTY  CRIMINAL    COURTS    AUTOMATION     PROJECT,     P.     B-35 

ORANGE    COUNTY  ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P. 

SACRAMENTO  SACRAMENTO    CRIME    AND    ARREST     REPORTING    SYSTEM, 

SAN     FRANCISCO  BASIC    COURT    SYSTEM,     P.     B-103 

COLORADO  COURTS     AND     PROBATION    CONTROL,     P.     B-120 

CONNECTICUT  IMPROVEMNT    IN    CRIM.     COURT     MANGMT    6    OPERATIONS,     P. 

DELAWARE  CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B-168 

WASHIN;T0N  prosecutor    management    INFORMATION    SYSTEM,     P.     B-193 

WASHINGTON  INTRA-FAMILY     INDEXING    6    STATISTICS,     P.     B-198 

WASHINGTON  CIVIL    ACTIONS,     P.     B-200 

WASHINGTON  CRIMINAL    SYSTEM,     P.     B-213 

DADE    COUNTY  DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH  HILLSBOROUGH    CO.     DATA     PROCESSING,     P.     B-225 

JACKSONVILLE  COURTS     MANAGEMENT     INFORMATION    SYSTEM,     P.     B-231 

GEORGIA  STATE    COMPUTER    CENTER,     P.     8-250 

ATLANTA     SMSA  JUDICIAL    ADMINISTRATION    SYSTEM,     P.     B-259 

HAWAII  INDEX    CONTROL,     P.     B-269 

COOK    COUNTY  COOK    COUNTY     CIRCUIT    GOUST«,     P.     B-298 

KANSAS  CASE    STATISTICS    SYSTEM     (DISTRICT    COURTS),     P.     B-32U 

LOUISVILLE  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

1ASSAC1IJSETTS  SUPERIOR    COURT    CASE    MANAGEMENT    SYSTEM,     P.     B-332 

MICHIGAN  TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 

MICHIGAN  BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

MICHIGAN  CASE    INFORMATION    CONTROL    SYSTEM,     P.     B-395 

JACKSON    COUNT  COURT    COMPUTER    SYSTEM,     P.     B-U32 

JACKSON    COUNT  KANSAS    CITY,     MISSOURI    POLICE,     P.     B-«3U 

OMAHA  OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P. 

CAMDEN    COUNTY  COURT    MANAGEMENT     INFORMATION    CENTER,     P.     B-U8(4 

HUDSON    COUNTY  JERSEY     CITY    MUNICIPAL    JAIL,     P.     B-U89 

HUDSON    COUNTY  JERSEY     CITY    MUNICIPAL    COURT,     P.      B-l»91l 

HUDSON    COUNTY  SUP.     CT.     OF    NJ-AUTOH'D    CRIM.     CASE    PROCESSING    SYS,     P. 

PASSAIC    COUNT  AUTOMATED    CRIMINAL    CASE    PROCESSING    SYSTEM,     P.     R-505 

BUFFALO  ERIE    COUNTY    DISTRICT    ATTORNEY     MGT.     INFO.     SYSTEM,     P.     B-5U8 

BUFFALO  CITY    COURT     INFORMATION    SYSTEM,     P.     8-550 

NASSAU    COUNTY  BASIC    COURT    SYSTEM,     P.     B-553 

NEW     YORK    CITY  UA/SUPREME    COURT    RECORDS    MANAGEMENT,     P.     8-572 


B-K66 


8-1(96 
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S    Y    3    T    E    tl 


FUNCTION 


INDEX 


CASE  CONTROL 
OHIO 
OHIO 
OHIO 

OKLAHOn* 
OKLAHOm 
OREGON 
OREGON 

PENNSYLVANIA 
PENNSYLVANIA 
PENNSYLVANIA 
PUERTO  RICO 
SOUTH  CAROLINA 
TENN  ESSEE 
TENNESSEE 
TEXAS 
TEXAS 
UTAH 

WISCONSIN 
WISCONSIN 


CINCIMNATI 
CLEVELAND 

FRANKLIN    COUN 

OKLAHOMA 

TULSA 

LANE    COONTY 

PORTLAND 

PHILADELPHIA 

PHILADELPHIA 

PITTSBU3G 

PUERTO    RICO 

SOUTH    CAROLINA 

TENNESSEE 

NASHVILLE 

HOUSTON 

SAN    ANTONIO 

UTAH 

niLKAUKEE    COU 

HILWAUKEE    COU 


REGIONAL    CRIHE    INFORflATION    CENTER     (CLEAR),     P.     B-609 

JUDICIAL    INFORHATION    SYSTEH,     P.     B-618 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PBOJCT,     P.     B-632 

COURT    CLERKS    SYSTEM,     P.     B-614J 

TRAFFIC    COURT     INFORMATION    SYSTEM,     P.     B-659 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COLUMBIA    REGION    INFO-SHARING    SYSTEM-PHASE    II,     P.     B-68U 

PHILADELPHIA    JUSTICE    INFOBMATION    MODEL,     P.     B-703 

COURT     SYSTEMS,     P.     8-70") 

COURT    OF    COMMON     PLEAS,     P.     B-715 

COURT    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-718 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P.     B-7112 

JUD800,  P.  B-781* 

COURTS,  P.  R-820 

BEXAR  COUNTY  CBIM.  JUST.  INFO.  SYS-PHASE  I,  P.  B-82U 

JUVENILE  INFORMATION  SYSTEM,  P.  B-858 

INVENTORY  6  STATISTICAL  REPORTING,  P.  B-931 

TRAFFIC    CASE    PROCESSING,     P.     B-93J 


NUMBER    OF    SYSTEMS 


S8 


STATES  INCLUDED 


ALABAMA,  ALASKA,  ARIZONA,  CALIFORNIA,  COLORADO, 
CONNECTICUT,  DELAWARE,  DIST.  OF  COL.,  FLORIDA,  GEORGIA, 
HAWAII,  ILLINOIS,  KANSAS,  KENTUCKY,  MASSACHUSETTS, 
MICHIGAN,  MISSOURI,  NEBRASKA,  NEW  JERSEY,  NEW  YORK, 
OHIO,  OKLAHOMA,  OREGON,  PENNSYLVANIA,  PUERTO  RICO, 
SOUTH  CAROLINA,  TENNESSEE,  TEXAS,  UTAH,  WISCONSIN 


CASE  DISPOSITION  RE 
ALABAMA 
ALASKA 
ARIZONA 
ARIZONA 
ARIZONA 
CALIFORNIA 
CALI FORNIA 
CALIFORNIA 
CALI FORNIA 
CALIFORNIA 
COLORADO 
COLORADO 
CONNECTICUT 
DELAWARE 
DIST.  OF  COL. 
FLORIDA 
FLORIDA 
FLORIDA 
FLORIDA 
FLORIDA 
GEORGIA 
GEORGIA 
GEORGIA 
ILLINOIS 
INDIANA 
IOWA 
KANSAS 
KANSAS 
KENTUCKY 
LOUISIANA 
LOUISIANA 
MASSACHUSETTS 
MICHIGAN 
MICHIGAN 
MICHIGAN 
MINNESOTA 
MISSOURI 
MISSOURI 
MISSOURI 


PORTS 
BIRMINGHAM 
ALASKA 

MARICOPA  COO 
PHOENIX 
PIMA  COUNTY 
CALIFORNIA 
ORANGE  COUNTY 
SACRAMENTO 
SAN  FRANCISCO 
SANTA  CLARA  C 
COLORADO 
DENVER 
CONNECTICUT 
DELAWARE 
WASHINGTON 
FLORIDA 
DADE  COUNTY 
HI  LLSBOHOIIGH 
JACKSONVILLE 
TAMPA 
GEORGIA 
ATLANTA  SMSA 
ATLANTA  SMSA 
COOK  COUNTY 
INDIANAPOLIS 
IOWA 
KANSAS 
WICHITA 
LOUISVILLE 
LAFAYETTE 
NEW  ORLEANS 
MASSACHUSETTS 
M ICHIGAN 
MICHIGAN 
MICHIGAN 
MINNESOTA 
JACKSON  COUNT 
JACKSON  COUNT 
ST.  LOUIS 


BIRMINGHAM,  AL.  LAW  ENFORCEMENT  INFO.  SYSTEM,  P.  B-5 

ALASKA  JUSTICE  INFORMATION  SYSTEM,  P.  B-11 

LAW  ENFORCEMENT-JUDICIAL  INFORMATION  SYSTEM,  P.  B-25 

AUTOMATED  TRAFFIC  COURT  SYSTEM,  P.  B-28 

CRIMINAL  COURTS  AUTOMATION  PROJECT,  P.  B-35 

CALIF.  JUSTICE  INFORMATION  SYSTEM,  P.  B-50 

ORANGE  COUNTY  JUSTICE  INFORMATION  SYSTEM,  P.  B-88 

SACRAMENTO  CRIME  AND  ARREST  REPORTING  SYSTEM,  P.  B-92 

BASIC    COURT    SYSTEM,     P.     B-103 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

COURTS     AND    PROBATION    CONTROL,     P.     B-120 

UNIFORM  SUMMONS  SYSTEM,  P.  B- 1 3 1 

IMPROVEHNT     IN    CRIM.     COURT    MANGMT    6    OPERATIONS,     P.     8-141 

CRIMINAL  LAW  UNIFORM  ENFORCEMENT  SYSTEM,  P.  B-168 

PROSECUTOR     MANAGEMENT     INFORMATION    SYSTEM,     P.     B-193 

FLORIDA     CRIME    INFORMATION    CENTER,     P.     B-215 

DADE  COUNTY  CRIMINAL  JUSTICE  INFO.  SYST,  P.  D-219 

HILLSBOROUGH  CO.  DATA  PROCESSING,  P.  B-225 

COURTS    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-231 

TAMPA  CRIMINAL  JUSTICE  SYSTEM*,  P.  B-2U6 

STATE    COMPUTER    CENTER,     P.     B-250 

JUVENILE    COURT     INFORMATION    SYSTEM,     P.     B-257 

JUDICIAL    ADMINISTRATION    SYSTEM,     P.     B-259 

COOK    COUNTY    CIRCUIT    COURT»,     P.     B-298 

POLICE     AUTOMATED    CASE    ENTRY    S     RETREIVAL    SYS.,     P.     B-305 

TRAFFIC    RECORDS    6    CRIMINAL    JUSTICE    INFO    SYST,     P.     B- 309 

CASE    STATISTICS    SYSTEM     (DISTRICT    COURTS)  ,     P.     B-32« 

LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     8-338 

AUTOMATED    LAW     ENFORCEMENT    COMM.     6REP0RTING    SYS,     P.     8-317 

TRAFFIC    COURT,     P.     B-35« 

SUPERIOR    COURT    CASE    MANAGEMENT    SYSTEM,     P.     B-382 

TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 

BASIC    MICHIGAN    COURT    SYSTEM,     P.     8-392 

CASE    INFORMATION    CONTROL    SYSTEM,     P.     8-395 

MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B-Ull 

COURT    COMPUTER    SYSTEM,     P.     B-1432 

KANSAS    CITY,     MISSOURI     POLICE,     P.     B-Uilt 

CITY  OF  ST.  LOUIS  SYSTEM,  P.  B-tUb 
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SYSTEM 


FUNCTION 


INDEX 


CUSE  DISPOSITION  REPORTS 


NEBSASK* 
NEK  JERSEY 
NF«  JERSEY 
V'.V  JERSEY 
VF.U  JERSEY 
NEW  JERSEY 
SFH  JERSEY 
NEW  YORK 
YORK 
YORK 
YORK 
YORK 
YORK 


NEK 

NEW 

NEU 

NEW 

NEW 

OHIO 

OMTO 

OHIO 

OKLAHOMA 

OKLAHOIA 

OKLAHOMA 

0RE3ON 

OREGON 

PENNSYLVANIA 

PEN>iSYLVANIA 

SOUTH  CAROLINA 

TENNESSEE 

TENN  ES3EE 

TEXAS 

TEXAS 

TEXAS 

TEXAS 

TEXAS 

TEXAS 

UTAH 

WISCONSIN 


OUAHA 

NEW  JERSEY 

CAMDEN  COUNTY 

HUDSON  COUNTY 

HUDSON  COUNTY 

HUDSON  COUNTY 

PASSAIC  COUNT 

NEW  YOSK 

BUFFALO 

BUFFALO 

NASSAU  COUNTY 

NEW  YORK  CITY 

NEJ  YORK  CITY 

CINCINNATI 

CLEVELAND 

FRANKLIN  COUN 

OKLAHOMA 

TULSA 

TULSA 

LANE  COUNTY 

PORTLAN J 

PHILADELPHIA 

PITTSBURG 

SOUTH  CAROLINA 

TENNESSEE 

NASHVILLE 

AUSTIN 

DALLAS 

HOUSTON 

SAN  ANTONIO 

SAN  ANTONIO 

SAN  ANTONIO 

UTAH 

MILWAUKEE  COU 


B-532 
8-518 


B-632 


OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     6-166 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.     -PH.     II,     P.     B-17B 

COURT    MANAGEMENT     INFORMATION    CENTER,     P.     B-181 

JERSEY     CITY    MUNICIPAL    JAIL,     P.     B-ISq 

JEFSEY  CITY  MUNICIPAL  COURT,  P.   B-191 

SUP.  CT.  OF  NJ-AUTOH'O  CRIM.  CASE  PROCESSING  SYS,  P.  B-196 

AUTOMATED  CRIMINAL  CASE  PROCESSING  SYSTEM,  P.  B-505 

N.     Y.     STATE    IDENTIFICATION    6     INTELLIGENCE    SYS.,     P. 

ERIE    COUNTY    DISTRICT    ATTORNEY     BGT.     INFO.     SYSTEM,     P. 

CITY    COURT     INFORMATION    SYSTEM,     P.     B-550 

BASIC    COURT    SYSTEM,     P.     B-553 

SPRINT     BACKUP,     P.     B-562 

DA/SUPREME    COURT     RECORDS    MANAJEMENT,     P.     B-S72 

REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

JUDICIAL     INFORMATION    SYSTEM,     P.     B-618 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING    PROJCT,     P. 

COURT    CLERKS    SYSTEM,     P.     B-613 

TULSA    REG.     AUTOMATED    CHIM.     IDENT.     SYSTEM,     P.     B-652 

TRAFFIC    COURT     INFORMATION    SYSTEM,     P.     B-559 

AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COLUMBIA    REGION    INFO-SHARING    SYSTEM-PHASE    II,     P. 

COURT    SYSTEMS,     P.     B-705 

COURT  OF  COMMON  PLEAS,  P.  B-715 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TENN  CRIMINAL  JUSTICE  SYSTEM  PHASE  I,  P.  B-712 

JUDBOO,  P.  B-781 

AUSTIN  AUTOMATED  FUNCTIONSt,  P.  B-796 

POLICE    DATA    BASE,     P.     B-802 

COURTS,     P.     B-820 

BEXAR    COUNTY    CRIM.     JUST.     INFO.     SYS-PHASE    I,     P.     B-821 

ISSUE    DISPOSITION     REPORTING    SYSTEM      (TRAFFIC) ,     P.     B-833 

DISPOSITIONS     REPORTING     SYSTEM     (ARRESTS),     P.     B-831 

COURTS     INFORMATION    SYSTEM,     P.     B-855 

INVENTORY    6    STATISTICAL    REPORTING,     P.     B-931 


B-681 


NUMBER    OF    SYSTEMS 


73 


STATES  INCLUOED 


ALABAMA,  ALASKA,  ARIZONA,  CALIFORNIA,  COLORADO, 

CONNECTICUT,  DELAWARE,  DIST.  OP  COL.,  FLORIDA,  GEORGIA, 

ILLINOIS,  INDIANA,  IOWA,  KANSAS,  KENTUCKY, 

LOUISIANA,  MASSACHUSETTS,  MICHIGAN,  MINNESOTA,  MISSOURI, 

NEBRASKA,  NEW  JERSEY,  NEW  YORK,  OHIO,  OKLAHOMA, 

OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA,  TENNESSEE,  TEXAS, 

UTAH,  WISCONSIN 


CITATION  CONTROL 
ALABAMA 
ARIZONA 
CALTFOBNIA 
CALIFORNIA 
CALIFORNIA 
COLORADO 
COLORADO 
CONNECTICUT 
DELAWARE 
DISr.  OF  COL. 
FLORIDA 
FLORIDA 
FLORIDA 
FLORIDA 
ILLI NOIS 
INDIANA 
KANSAS 
KENTUCKY 
LOUISIANA 
MICHIGAN 
MISSOURI 
MISSOURI 
MONTANA 


BIRMINGHAM 

PHOENIX 

ORANGE    COUNTY 

SACRAMENTO 

SAN     FRANCISCO 

COLORADO    SPRI 

DENVER 

CONNECTICUT 

DELAWARE 

WASHINGTON 

DADE    CO-JNTY 

HILLSBOROUGH 

JACKSONVILLE 

TAMPA 

COOK  COUNTY 

INDIANAPOLIS 

WICHITA 

LOUISVILLE 

NEW     ORLEANS 

MICHIGAN 

JACKSON    COUNT 

ST.     LOUIS 

BILLINGS 


BIRraNGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-3 

AUTOMATED  TRAFFIC  COURT  SYSTEM,  P.  B-28 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

SACRAMENTO    CRIME    AND    ARREST     REPORTING    SYSTEM,     P.     B-92 

BASIC    COURT    SYSTEM,     P.     B-103 

nULTI-JURISDICTIONAL    LAW    ENFORCEMENT    INF.     SYS.,     P.     B-12S 

UNIFORM    SUMMONS    SYSTEM,     P.     B- 1 3 1 

I^PROVEMNT     IN    CRIM.     COURT     HAN3MT    6    OPERATIONS,     P.     B- 1 1 1 

CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B-168 

CENTRAL    VIOLATION     PARKING    SYSTEM,     P.     B-211 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

COURTS     MANAGEMENT     INFORMATION    SYSTEM,     P.     B-231 

TAMPA  CRIMINAL  JUSTICE  SYSTEM!,  P.  B-216 

COOK  COUNTY  CIRCUIT  COURT«,  P.  B-298 

POLICE     AUTOMATED    CASE    ENTRY    6     RETREIVAL    SYS.,     P.     B-305 

LAW     ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

TRAFFIC  COURT,  P.  B-351 

TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     H-390 

KANSAS    CITY,     MISSOURI     POLICE,     P.     B-13U 

CITY    OF    ST.     LOUIS    SYSTEM,     P.     B-116 

TRAFFIC    CONTROL,     P.     B-158 
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SYSTEM 


FUNCTION 


INDEX 


CITSTION  CONTROL 
NEBRASKA 
NEK  JERSEY 
NEW  JERSEY 
NEW  JERSEY 
NEW  JERSEY 
NEW  flEXICO 
NEW  YORK 
NEW  YORK 
OHIO 
OHIO 
OHIO 

OKLAHOHA 
OKLAHOMA 
OKLAHOMA 
OREGON 
OREGON 
ORE^-JON 
OREGON 

SOUTH  CAROLINA 
SOUTH  DAKOTA 
TENNESSEE 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
WASHINGTON 
WISCONSIN 
WISCONSIN 


OMAHA 

NEW  JERSEY 

HUDSON  COUNTY 

HUDSON  COUNTY 

PASSAIC  COUNT 

ALBUQUERQUE 

NEW  YORK 

NEW  YORK  CITY 

CLEVELAND 

FRANKLIN    COUN 

TOLEDO 

OKLAHOMA    CITY 

TULSA 

TULSA 

LANE    COUNTY 

LANE    COUNTY 

LANE    COUNTY 

P0RTLAN9 

SOUTH    CAROLINA 

SIOUX    FALLS 

NASHVILLE 

AUSTIN 

DALLAS 

SAN     ANTONIO 

WICHITA     FALLS 

SEATTLE 

WISCONSIN 

NILHAUKEE    COD 


OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-466 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.     -PH.     II,     P.     B-U78 

JERSEY    CITY    MUNICIPAL    JAIL,     P.     B-US") 

JERSEY     CITY    MUNICIPAL    COURT,     P.      B-U9U 

AUTOMATET    CRIMINAL    CASE    PROCESSING    SYSTEM,     P.     B-50S 

AIMS,     P.     B-52« 

ADMINISTRATIVE     ADJUDICATION,     P.     B-S37 

UNIVERSAL    SUMMONS    SYSTEM,     P.     B-571 

CLEVELAND    POLICE    COMPUTER     FILES,     P.     B-615 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PBOJCT,     P.     B-632 

POLICE     RECORDS,     P.     B-640 

OKLAHOMA    CITY    SYSTEM,     P.     B-650 

TULSA    REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

TRAFFIC    COURT    INFORMATION     SYSTEM,     P.     B-659 

AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-6b6 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COURTS,     P.     B-679 

COLUMBIA     REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-687 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TRAFFIC    CONTROL,     P.     B-7U0 

CITATION    CONTROL,     P.     B-786 

AUSTIN     AUTOMATED    PUNCTIONSt,     P.     B-796 

POLICE    DATA    BASE,     P.     B-802 

MUNICIPAL    COURT    MOVING    VIOLATIONS    SYSTEM,     P.     B-822 

MUNICIPAL    COURT    SYSTEM,     P.     B-8«14 

SEA-KING    ALERT    PLANNED,     P.     B-900 

WISCONSIN     DEPARTMENT    OF    TRANSPORTATION,     P.     B-910 

TB&FFIC    CASE    PROCESSING,     P.     B-9i3 


NUMBER    OF    SYSTEMS 


51 


STATES  INCLUDED 


ALABAMA,  ARIZONA,  CALIFORNIA,  COLORADO,  CONNECTICUT, 
DELAWARE,  DIST.  OF  COL.,  FLORIDA,  ILLINOIS,  INDIANA, 
KANSAS,  KENTUCKY,  LOUISIANA,  MICHIGAN,  MISSOURI, 
MONTANA,  NEBRASKA,  NEW  JERSEY,  NEW  MEXICO,  NEW  YORK, 
OHIO,  OKLAHOMA,  OREGON,  SOUTH  CAROLINA,  SOUTH  DAKOTA, 
TENNESSEE,  TEXAS,  WASHINGTON,  WISCONSIN 


COHM-MESSAGE  SWITCHING 


ALABAMA 

ALASKA 

ARIZONA 

ARIZONA 

ARIZONA 

ARKANSAS 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALI FORNIA 

CALIFORNIA 

CALIFORNIA 

COLORADO 

CONNECTICUT 

DELAWARE 

FLORIDA 

FLORIDA 

FLORIDA 

FLORIDA 

FLORIDA 

GEORGIA 

HAWAII 

ILLINOIS 

ILLINOIS 

INDIANA 

IOWA 

IOWA 

KANSAS 


con 


ALABAMA 

ALASKA 

ARIZONA 

MARICOPA 

PHOENIX 

ARKANSAS 

CALIFORNIA 

ALAMEDA 

L. A. COUNTY 

LONG  BEACH 

LOS  ANGELES 

ORANGE  COUNTY 

SAN  FRANCISCO 

SANTA  CLARA  C 

COLORADO 

CONNECTICUT 

DELAWARE 

FLORIDA 

DADE  COUNTY 

HILLSBOROUGH 

JACKSONVILLE 

TAMPA 

GEORGIA 

HONOLULU 

ILLINOIS 

CHICAGO 

INDIANA 

IOWA 

POLK  COUNTY 

KANSAS 


MONTGOMERY  POLICE  SYSTEM!,  P.  B-H 

ALASKA  JUSTICE  INFORMATION  SYSTEM,  P.  B-11 

ARIZONA  LAW  ENFORCEMENT  TELETYPE  SYSTEM,  P. 


B-2H 


LAW    ENFORCEMENT- JUDICIAL    INFORMATION    SYSTEM,     P.     B-25 

COMMUNICATIONS     COMMAND    5    CONTROL,     P.     B-33 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     8-1*5 

CALIF.     LAW    ENFORCEMENT    TELECOMMUNICATIONS    SYS.,     P.     8-49 

POLICE    INFORMATION     NETWORK,     P.     B-59 

JUSTICE    DATA    INTERFACE     COMPUTER,     P.     B-65 

PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     B-714 

AUTOMATED    WANT/WARRANTS    SYSTEM,     P.     B-81 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

COMPUTER    ASSISTED    BAY     AREA     LAW     ENFORCEMENT,     P.     B-100 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

COLORADO    CRIME    INFORMATION    CENTER,     P.     B-115 

STATEWIDE     INFORMATION    ACCESS    SYSTEM,     P.     8-133 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     8-158 

FLORIDA     CRIME    INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     8-233 

TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     8-216 

STATE    COMPUTER    CENTER,     P.     B-250 

DEPARTMENT    OP     INFOFMATIIN    SYSTEMS,     P.     B-272 

LAW    ENFORCEMENT    AGENCIES    DATA    SYSTEM,     P.     8-279 

HOT    DESK,     P.     B-296 

INDIANA     DATA    AND    COMMUNICATIONS    SYSTEM,     P.     8-302 

TRAFFIC    RECORDS    6    CRIMINAL    JUSTICE    INFO    SYST,     P.     B-309 

LAW     ENFORCEMENT    NETWORK    CENTRAL,     P.     B-31H 

HGWY     COMM/HGWY    PATROL    TELETYPE     NETWORK,     P.     8-317 


D-W 
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SYSTEM  FUNCTION  INDEX 


COdM-IESS AGE    SWITCHING 

KANSAS    LAW     ENFORCEMENT    TELETYPE    SYSTEH,     P.     ')-319 

LAW     ENFOHCEPIENT    AUTOHATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

LAW    ENFORCEMENT    NETWOBK    OF     KENTUCKY,     P.     B-3314 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.      D-33tJ 

LAHENFORCEMENTCOMPUTERIZEDCOMMUNICATIONSSYS,     P.      B-3U2 

METRO    ORLEANS    TOTAL     INFO    ON-LINE     NETWORK,     P.     B-351 

COMPLAINT,     P.     B-359 

MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P,     B-363 

BOSTON     POLICE    SYSTEM,     P.     B- 38<t 

LAW     ENFORCEMENT    INFORMATION     NETWORK,     P.     B-399 

MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B-ltlU 

ON-LINE    INQUIRY    -    DRIVER'S     LICENSE,     P.     B-lt2b 

ON-LINE     INQUIRY    -     AUTO     REGISTRATION,     P.     6-127 

MO.     UNIFORM    LAW    ENFORCEMENT    SYSTEM     (CENTRAL),     P.     B-1128 

KANSAS    CITY,     MISSOURI     POLICE,     P.     B-t3U 

S.     L.     n.     POLICE    SYSTEM,     P.     B-UU2 

COMBINED    LAW     ENFORCEMENT    INFORMATION     NETWORK,     P.     B-H63 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-"t66 

SHERIFF'S    COMPUTER    OPRTN    FOR    PROTCTN    S    ENFCMT,     P.     B-U71 

TELEPROCESSIN-;    OF     RECORDS     S    COMM.     FOR    ENFCMT,     P.     8-175 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS-PHASE     1,     P.     B-U76 

STATE    POLICE    COMMUNICATIONS,     P.      B-522 

NEW     YORK    STATEWIDE     POLICE    INFORMATION     NETWORK,     P.     B-510 

SPRINT     DISPATCHING,     P.     B-5S8 

NORTH    CAROLINA     POLICE    INFORMATION     NETWORK,     P.     B-588 

PUBLIC     SAFETY    -    INT EGR ATEDM UNICI PA L I NPOS YST ,     P.     B-59S 

LAW     ENFORCEMENT    AUTOMATIC    DATA     SYSTEM,     P.     B-605 

REGIONAL    CRIME    INFORMATION    CENTER     (CLEAR),     P.     B-609 

CLEVELAND    POLICE    COMPUTER    FILES,     P.     B-615 

OKLA.     CRIMINAL    5    TRAFFIC    LAW     ENFORCEMENT    SYS.,     P.     B-615 

TULSA    COMPUTER     ASSISTED    DISPATCH,     P.     B-657 

LAW     ENFORCEMENT    DATA    SYSTEM,     P.     B-b61 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-572 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PRASE    1,     P.     B-687 

COMMONWEALTH    LAW     ENFORCEM'T     ASSIST'CE    NETWORK,     P.     B-691 

POLICE    SYSTEM,     P.     B-712 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

COMMUNICATIONS,     P.      B-736 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-712 

MESSAGE    SWITCHING,     P.     B-765 

DEPT    OF    PUB    SAFETY    SYS,     P.     B-792 

POLICE    DATA    BASE,     P.     B-802 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE     INFO.     STS.,     P.     B-806 

FORT    WORTH     SYSTEM!,     P.     B-81b 

INFORMATION    S    COMMUNICATION     PLAN     AREA-WIDE,     P.     B-817 

LAW    ENFORCEMENT    INFORMATION    SYSTEM,     P.     B-852 

VIRGINIA    CRIMINAL     INFORMATION     NETWOBK,     P.     B-855 

POLICE    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-877 

TIDEWATER     ELECTRONIC    NETWORK    POLICE    INFO,     P.     B-8S1 

WACIC    MESSAGE    SWITCHING    SYSTEMI,     P.     B-B90 

SEA-KING     ALERT,     P.     B-898 

COMMUNICATIONS     PROCESSING     MESS.     SWITCHING,     P.     B-919 

MADISON     AREA    POLICE    DEPARTMENT      (PHASE    II),     P.     B-927 

NUMBER    OF    SYSTEMS  81 

STATES    INCLUDED        ALABAMA,     ALASKA,     ARIZONA,     ARKANSAS,     CALIFORNIA, 

COLORADO,     CONNECTICUT,     DELAWARE,     FLORIDA,     GEORGIA, 

HAWAII,     ILLINOIS,     INDIANA,     IOWA,     KANSAS, 

KENTUCKY,     LOUISIANA,     MARYLAND,     MASSACHUSETTS,     MICHIGAN, 

MINNESOTA,     MISSISSIPPI,     MISSOURI,     NEBRASKA,     NEVADA, 

NEW    HAMPSHIRE,     NEW    JERSEY,     NEW    MEXICO,     NEW    YORK,     NORTH    CAROLINA, 

OHIO,     OKLAHOMA,     OREGON,     PENNSYLVANIA,     SOUTH    CAROLINA, 

SOUTH     DAKOTA,     TENNESSEE,     TEXAS,     UTAH,     VIRGINIA, 

WASHINGTON,     WISCONSIN 

COMM-ON-LINE     INQUIRY 

ALABAMA  BIRMINGHAM  BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 


KANSAS 

KANSAS 

KANSAS 

WICHITA 

KENTUCKY 

KENTUCKY 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

LOUISIANA 

LOUISIANA 

NEW  ORLEANS 

LOUI SIANA 

NEW  ORLEANS 

MARYLAND 

MARYLAND 

MASSACHUSETTS 

BOSTON 

MICHIGAN 

MICHIGAN 

MINNESOTA 

MINNESOTA 

MISSISSIPPI 

MISSISSIPPI 

MISSISSIPPI 

MISSISSIPPI 

MISSOURI 

MISSOURI 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEBRASKA 

NEBRASKA 

NEBRASKA 

OMAHA 

NFVADA 

NEVADA 

NEW  HAMPSHIRE 

SEW  HAMPSHIRE 

NEW  JERSEY 

NEW  JERSEY 

NEW  MEXICO 

NEW  MEXICO 

NEW  YORK 

NEW  YORK 

NEW  YORK 

NEW  YORK  CITY 

NORTH  CAROLINA 

NORTH  CAROLINA 

NORTH  CAROLINA 

CHARLOTTE 

OHIO 

OHIO 

OHIO 

CINCINNATI 

OHIO 

CLEVELAND 

OKLAHOMA 

OKLAHOMA 

OKLAHOMA 

TULSA 

OREGON 

OREGON 

OREGON 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

OREGON 

PORTLAND 

PENNSYLVANIA 

PENNSYLVANIA 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

SOUTH  DAKOTA 

TENNESSEE 

TENNESSEE 

TENNESSEE 

NASHVILLE 

TEXAS 

TEXAS 

TEXAS 

DALLAS 

TEXAS 

DALLAS  COUNTY 

TEXAS 

FORT  WORTH 

TEXAS 

HOUSTON 

UTAH 

UTAH 

VIRGINIA 

VIRGINIA 

VIRGINIA 

FAIRFAX  COUNT 

VIRGINIA 

NORFOLK 

WASHINGTON 

WASHINGTON 

WASHINGTON 

SEATTLE 

WISCONSIN 

WISCONSIN 

WISCONSIN 

MADISON 

D-15 
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SYSTEM 


FUNCTION 


INDEX 


COMH-ON-L INE     INVUIR 
ALASKA 
ARI'.ONA 
ARIZONA 
AKI7.0NA 
ARIZONA 
ARKANSAS 
CAtI FOSNIA 
CALI FOSNIA 
CALIFORNIA 
CALt FOBNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALI FOSNIA 
CALIFORNIA 
COLORADO 
CONN  ECTICUT 
CONNECTICOT 
CONNECTICUT 
CONNECTICUT 
CONNECTICUT 
CONNECTICUT 
CONNECTICUT 
CONN  ECTICUT 
DELAWARE 
DIST.     OF    COL. 
FLOR  IDA 
FLORIDA 
FLORIDA 
FLORIDA 
FLORIDA 
iJEORCI  A 
HAWAII 
ILLI NOIS 
ILLINOIS 
INDIANA 
INDIANA 
IOWA 
lOHA 
KANSAS 
KANSAS 
KANSAS 
KENTUCKY 
KENTUCKY 
LOUISIANA 
LOUISIANA 
1AINE 
MARYLAND 
1ASSACHUSETTS 
MICHIGAN 
MINNESOTA 
.IINNESOTA 
1ISSISSIPPI 
HISS  ISSIPPI 
mSSOURI 
.11  S3  OUR  I 
MISSOURI 
NEBRASKA 
NEBRASKA 
NEVADA 

NEW  HAMPSHIRE 
1F.A  JERSEY 
NEW  JFRSFY 
NEW  JERSEY 
NEW  JERSEY 
NEW  MEXICO 
NEW  MEXICO 
NEW     MEXICO 


ALASKA  ALASKA    JUSTICE     INFORMATION    SYSTEM,     P.     B- 

ARIZONA  ARIZONA    CRIME    INFORMATION    CENTER,     P.     B-1 

ARIZONA  ARIZONA     LAW    ENFORCEMENT    TELETYPE    SYSTEM, 

MARICOPA     COU  LAW     ENFO RCEM ENT- JU DICI AL    INFORMATION    SYS 

PHOENIX  COMMUNICATIONS    COMMAND     &    CONTROL,     P.     B-3 

ARKANSAS  CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P. 

CALIFORNIA  CALIF.     LAW     ENFORCEMENT    TELECOMMUNICATION 

CALIFORNIA  AUTOMATED    MANAGEMENT     INFORMATION    SYSTEM, 

ALAMEDA  POLICE     INFORMATION     NETWORK,     P.     B-59 

L. A. COUNTY  JUSTICE     DATA    INTERFACE     COMPUTER,     P.     B-65 

LONG    BEACH  PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     B-7 

LOS    ANGELES  AUTOMATED    FIELD    INTERVIEW    SYSTEM,     P.     B-8 

LOS     ANGELES  AUTOMATED    WORTHLESS     DOCUMENT    INDEX,     P.     8 

ORANGE    COUNTY  ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM 

SAN    DIEGO  CURRENT     LAW     ENFORCEMENT    INFORMATION    SYST 

SAN     FRANCISCO  COMPUTER    ASSISTED    BAY    AREA     LAW     ENFORCEME 

SANTA    CLARA    C  CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P. 

COLORADO  COLORADO    CRIME    INFORMATION    CENTER,     P.     B- 

CONNECTICUT  STATEWIDE    INFORMATION    ACCESS    SYSTEM,     P. 

CONNECTICUT  COMPUTERIZED    CRIMINAL    HISTORY,     P.     B-139 

CONNECTICUT  MOTOR    VEHICLE/JUDICIAL     SYSTEM,     P.     B-IHB 

CONNECTICUT  LICENSE    SYSTEM,     P.     B-150 

CONNECTICUT  ACCIDENT    RECORDS    SYSTEM,     P.     D-152 

CONNECTICUT  REGISTRATION    SYSTEM,     P.      B-15M 

BRIDGEPORT  BRIDGEPORT    CRIME    INFORMATION    CENTER,     P. 

NEW     HAVEN  CASE     INCIDENT     REPORTING    SYSTEM,     P.     B-163 

DELAWARE  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM, 

WASHINGTON  RADIO     RUNS    SYSTEM,     P.     fl-178 

FLORIDA  FLORIDA    CRIME     INFORMATION    CENTER,     P.     B-2 

DADE    COUNTY  DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST, 

HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-2 

JACKSONVILLE  CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P. 

TAMPA  TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-216 

GEORGIA  STATE    COMPUTER    CENTER,     P.     B-250 

HONOLULU  DEPARTMENT    OF    INFORMATI  IN    SYSTEMS,     P.     B- 

ILLINOIS  LAW     ENFORCEMENT    AGENCIES     DATA    SYSTEM,     P. 

CHICAGO  POLICE    OPERATIONS,     P.     B-291 

INDIANA  INDIANA     DATA    AND    COMMUNICATIONS    SYSTEM, 

INDIANAPOLIS  POLICE     AUTOMATED    CASE    ENTRY    6     RETREIVAL 

IOWA  TRAFFIC    RECORDS    f,    CRIMINAL    JUSTICE     INFO 

POLK    COUNTY  LAW    ENFORCEMENT    NETWORK    CENTRAL,     P.     B-31 

KANSAS  HGWY    COMM/HGWY    PATROL    TELETYPE     NETWORK, 

KANSAS  KANSAS    LAW     ENFORCEMENT    TELETYPE    SYSTEM. 

WICHITA  LAW     ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     B 

KENTUCKY  LAW     ENFORCEMENT    NETWORK    OP     KENTUCKY,     P. 

LOUISVILLE  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 

LOUISIANA  LAWENFORCEMENTCOMPUTERIZEDCOMMUNICATIONS 

LAFAYETTE  AUTOMATED    LAW     ENFORCEMENT    COMM.     6KEP0RTI 

MAINE  COMPREHENSIVE    DATA    SYSTEM,     P.     B-360 

MARYLAND  MARYLAND    INTER-AGENCY     LAW     ENFORCEMENT    SY 

BOSTON  BOSTON     POLICE    SYSTEM,     P.     B-38U 

MICHIGAN  LAW     ENFORCEMENT    INFORMATION     NETWORK,     P. 

MINNESOTA  MINNESOTA    CRIME     INFORMATION     SYSTEM,     P.     B 

ST. PAUL  ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     B 

MISSISSIPPI  ON-LINE     INQUIRY    -     DRIVER'S     LICENSE,     P.     B 

MISSISSIPPI  ON-LINE     INQUIRY    -     AUTO     REGISTRATION,     P 

MISSOURI  MO.     UNIFORM    LAW    ENFORCEMENT    SYSTEM     (CENT 

JACKSON    COUNT  KANSAS    CITY,     MISSOURI    POLICE,     P.     B-U3U 

ST.     LOUIS  S.     L.     M.     POLICE    SYSTEM,     P.     B-'*li2 

NEBRASKA  COMBINED    LAW     ENFORCEMENT     INFOHMATION    NET 

OMAHA  OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SY 

NEVADA  SHERIFF'S    COMPUTER    OPRTN     FOR    PROTCTN    S     E 

NEW     HAMPSHIRE  TELEPROCESSING    OF    RECORDS     6    COMM.     FOR     EN 

NEW    JERSEY  N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS 

CAMDEN    COUNTY  COURT    MANAGEMENT     INFORMATION    CENTER,     P. 

NEWARK  NEWAHK     CRIMINAL    JUSTICE     INFORMATION    SYST 

PASSAIC    COUNT  PLANNED     PASSAIC    COUNTY    SYSTEM*,     P.     B-510 

NEW    MEXICO  STATE    POLICE    COMMUNICATIONS,     P.      B-522 

ALBUQUERQUE  ACTION,      P.     D-S2t> 

ALBUQUERQUE  COMPUTER     ASSISTED    DISPATCH.     P.     B-529 


P.     B- 

2« 

TEM,     P 

.      B 

-25 

3 

B-U5 

S    SYS. 

.     P 

.     B- 

■U9 

P.     B- 

55 

1 

2 

-8U 

,     P.     B 

-88 

EM,     P. 

B- 

95 

NT,     P. 

B- 

100 

B-107 

115 

8-138 

B-157 

P.     B-168 

15 

P.     8-2  19 
25 
B-2J3 


272 
B-279 

P.     B-30  2 

SYS.,    P.     B-305 

SYST,    P.     8-309 

U 

P.     B-317 

P.     B-319 

ETRVL,     P.     B-329 

B-33U 

B-338 

SYS,     P.     8-31*2 

NG    SYS,     P.     B-3H7 


STEM, 

B-399 

-41i» 

U22 

1126 
B-a27 
RAL)  , 


B-363 


B-U28 


WORK,     P.     B-l*63 

STEM,     P.     8-466 

NFCMT,     P.     8-U71 

FCMT,     P.     B-U75 

-PHASE     1,     P.     B-U76 

8-481* 

EM,     ?.     B-50  1 
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SYSTEH  FUNCTION  INDEX 


COHH-ON-LINE     INQUIRY 

NEW    YORK  NEW    YOHK  NEW    YORK    STATEWIDE     POLICE    INFOBHATION     NETWORK,     P.     B-5U0 

NEW     YORK  DOFFALO  CITY    OF    BUFFALO    LAW     ENFORCEriENT    COMPUTER    OPNS,     P.     B-5a6 

NEW     YORK  NEW     YORK    CITY  SPRINT     DISPATCHING,     P.     B-558 

NEW    YORK  NEW     YORK     CITY  SPRINT    BACKUP,     P.     B-562 

NEW     YORK  ROCHESTER  ON-LINE     INFORMATION    SYSTEM     (OPERATIONAL),     P.     B-578 

NORTH    CAROLINA    NORTH    CAROLINA  NORTH    CAROLINA     POLICE    INFORMATION    NETWORK,     P.     B-S88 

NORTH    CAROLINA    CHABLOTPE  POLICE    SYSTEH,     P.     B-59a 

NORTH    CAROLINA    CHARLOTTE  PUBLIC    SAFETY    -     INT EGR ATEDM UN IC IPALIN FOS Y3T ,     P.     B-596 

OHIO  OHIO  LAW    ENFORCEMENT    AOTOMAIIC    DATA    SYSTEM,     P.     B-605 

OHIO         Cincinnati      regional  crime  information  center  (clear),  p.  b-609 

OHIO  CLEVELAND  CLEVELAND    POLICE    COMPUTER    FILES,     P.     B-615 

OHIO  COLUMBUS  CITY    OF    COLUMBUS    COMPUTERS    SYSTEM,     P.     B-62b 

OKLAHOMA  OKLAHOMA  OKLA.     CRIMINAL    E    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6<15 

OKLAHOMA  OKLAHOMA     CITY  OKLAHOMA    CITY     SYSTEM,     P.     B-650 

OKLAHOMA  TULSA  TULSA     REG.     AUTOMATED    CRIM.     IDENT,     SYSTEM,     P.     B-652 

OKLAHOMA  TULSA  TULSA    COMPUTER     ASSISTED    DISPATCH,     P.     B-657 

OREGON  OREGON  LAW    ENFORCEMENT    DATA    SYSTEM,     P.     B-66  1 

OREGON  LANE    COUNTY  AREA    INFORMATION     RECORD    SYSTEH    OPERATIONAL,     P.     B-666 

OREGON  LANE    COUNTY  AREA     INFORMATION    RECORD    SYSTEM     PLANNED,     P.     B-672 

OREGON  PORTLAND  COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE     1,     P.     B-689 

PENNSYLVANIA  PENNSYLVANIA  COMMONWEALTH    LAW     ENFORCEM'T    ASSIST'CE    NETWORK,     P.     B-69« 

PENNSYLVANIA  PHILADELPHIA  COMBINED    JUSTICE    INFO.     NETWORK    OVER    TERMINALS,     P.     B-710 

SOUTH    CAROLINA     SOUTH    CAROLINA  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TENNESSEE  TENNESSEE  TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7U2 

TENNESSEE  NASHVILLE  ON-LINE     ENQUIRY,     P.     B-766 

TEXAS  TEXAS  DEPT    OF    PDB    SAFETY    SYS,     P.     B-792 

TEXAS  DALLAS  POLICE    DATA    BASE,     P.     B-802 

TEXAS  DALLAS    rOUNTY  DALLAS    COUNTY     RES.     CRIMINAL    JUSTICE    INFO.     STS.,     P.     B-806 

TEXAS  EL    PASO    COUNT  EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-8 1 1 

TEXAS  FORT    WORTH  POLICE    DEPARTMENT    STOLEN    IMPOUNDED    REPOSSESS,     P.     B-81H 

TEXAS  HOUSTON  INFORMATION    5    COMMUNICATION     PLAN    AREA-WIDE,     P.     8-817 

TEXAS  SAN     ANTONIO  BEXAR    COUNTY    CRIM.     JUST.     INFO.     SYS-PHASE     I,     P.     B-82lt 

TEXAS  WICHITA     FALLS  SYSTEMS     SOFTWARE,     P.     B-8U3 

UTAH  UTAH  LAW    ENFORCEMENT    INFORMATION    SYSTEH,     P.     B-852 

VIRGINIA  VIRGINIA  VIRGINIA    CRIMINAL     INFORMATION     NETWORK,     P.     B-865 

VIRGINIA  FAIRFAX    COUNT  POLICE    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-877 

VIRGINIA  NORFOLK  TIDEWATER    ELECTRONIC    NETWORK    POLICE    INFO,     P.     B-881 

WASHINGTON  SEATTLE  SEA-KING    ALERT,     P.     8-898 

WASHINGTON  SPOKANE    COUNT  THE    INLAND    EMPIRE    POLICE    INFORMATION     NETWORK,     P.     B-903 

WISCONSIN  WISCONSIN  COMMUNICATIONS    PROCESSING    MESS.     SWITCHING,     P.     3-919 

WISCONSIN  MADISON  MADISON    AREA    POLICE    DEPARTMENT     (PHASE    I)  ,     P.     B-925 

NUMBER    OF    SYSTEMS  112 

STATES    INCLUDSP       ALABAMA,     ALASKA,     ARIZONA,     ARKANSAS,     CALIFORNIA, 

COLORADO,     CONNECTICUT,     DELAWARE,     DIST.     OF    COL.,     FLORIDA, 
GEORGIA,     HAWAII,     ILLINOIS,     INDIANA,     IOWA, 
KANSAS,     KENTUCKY,     LOUISIANA,     MAINE,     MARYLAND, 

MASSACHUSETTS,     HICHIGAN,     MINNESOTA,     HISSISSIPPI,     HISSOURI, 
NEBRASKA,     NEVADA,     NEW     HAHPSHIRE,     NEW    JERSEY,     NEW    HEXICO, 
NEW    YORK,     NORTH    CAROLINA,     OHIO,     OKLAHOMA,     OREGON, 
PENNSYLVANIA,     SOUTH    CAROLINA,     TENNESSEE,     TEXAS,     UTAH, 
VIRGINIA,     WASHINGTON,     WISCONSIN 

COMMAND    AND    CONTROL 

ARIZONA  PHOENIX  COMMUNICATIONS    COMMAND     G    CONTROL,     P.     B-33 

ARIZONA  TUCSON  COMMAND    AND    CONTROL,     P.     8-1*2 

CALIFORNIA  L. A. COUNTY  COMPUTER    ASSISTED    DISPATCH    SYSTEM,     P.     8-66 

FLORIDA  HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     8-225 

FLORIDA  JACKSONVILLE  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

FLORIDA  TAHPA  TAHPA    CRIMINAL    JUSTICE    SYSTEM!,     P.     B-2U6 

ILLINOIS  ILLINOIS  TRAFFIC    INFORMATION    PLANNING    SYSTEM,     P.     8-2814 

ILLINOIS  CHICAGO  POLICE    OPERATIONS,     P.     B-291 

fOWA  POLK    COUNTY  LAW     ENFORCEMENT    NETWORK    CENTRAL,     P.     3-314 

'<*'*SAS  WICHITA  LAW     ENFORCEMENT    AUTOHATED    DATA     ENTRY    6     RETRVL,     P.     8-329 

MASSACHUSETTS        BOSTON  BOSTON     POLICE    SYSTEM,     P.     B-38« 

MINNESOTA  ST. PAUL  ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     8-422 

MISSOURI  JACKSON    COUNT  KANSAS    CITY,     MISSOURI    POLICE,     P.     B-U3U 

MISSOURI  ST.     LOUIS  S.     L.     H.     POLICE    SYSTEM,     P.     B-UU2 


D-17 


490-522  O  -  73  -  63 


34-788    O  -  74  -   15 


216 


SYSTEM 


FUNCTION 


INDEX 


rOIMAND  AND  CONTBOL 
NEVADA 
NEV  JERSEY 
NE^  YORK 
NEli  YORK 
NEW  YORK 
NORTH  CAROLINA 
OHIO 
OHIO 
OHIO 

OKLAHOMA 
OKLAHOMA 
OK»:30N 
OREGON 

SO'JTH  DAKOTA 
TENNESSEE 
TEXAS 
UTAH 
WASHINGTON 


NEVADA 

NEWARK 

NEW  YOKK  CITY 

NEW  YORK  CITY 

ROCHESTER 

NORTH  CAROLINA 

CINCINNATI 

CLEVELAND 

TOLEDO 

OKLAHOMA 

TULSA 

LANE  COUNTY 

LANE  COUNTY 

SIOUX  PALLS 

TENNESSEE 

DALLAS  COUNTY 

SALT  LAKE 

SEATTLE 


SHERIFF 

NEWARK 

SPRINT 

SPRINT 

CALLS  F 

NORTH  C 

REGIONA 

CLEVELA 

POLICE 

OKLA.  C 

TOLSA  R 

AREA  IN 

AREA  IN 

BEGIONA 

TENS  CH 

DALLAS 

DEPARTM 

COMMAND 


•S  COMPUTE 
CRIMINAL  J 
DISPATCHIN 
BACKUP,  P. 
OR  SESVICE 
AROLINA  PO 
L  CRIME  IN 
ND  POLICE 
RECORDS,  P 
RIMINAL 
EGi     AUIOMA 
FORMATION 
FORMATION 
L  CJIS,  P 
IMINAL  JUS 
COUNTY  REG 
ENTAL  HGT. 
AND  CONTB 


R  OPST 
US T  ICE 
G,  P. 
B-562 

P 
LICE  I 
FORMAT 
COMPUT 

B-6K 
TRAFFI 

TED  cn 

RECORD 
RECORD 

B-737 

TICE  S 

CRIM 

INFOR 
OL,  P. 


N  FOR  PROTCTN  6  ENFCHT,  P.  8-171 

INFORMATION  SYSTEM,  P.  B-501 
B-558 


-575 

NPORMATION     NETWORK,     P.     B-588 

ION    CENTER     (CLEAR),     P.     B-609 

ER    FILES,     P.     B-b15 

0 

C  LAW  ENFORCEMENT  SYS.,  P.  8-515 

IM.  IDENT.  SYSTEM,  P.  B-652 
SYSTEM  OPERATIONAL,  P.  .^-656 
SYSTEM  PLANNED,  P.  B-6J2 


YSTEM  PHASE  I,  P.  B-712 
INAL  JUSTICE  INFO.  SYS., 
MATION  SYSTEM,  P.  B-860 
B-902 


P.     B-B06 


NUMBER    OF    SYSTEMS 


32 


STATES    INCLUDED 


ARIZONA,     CALIFORNIA,     FLORIDA,     ILLINOIS,     IOWA, 
KANSAS,     MASSACHUSETTS,     MINNESOTA,     MISSOURI,     NEVADA, 
NEW    JERSEY,     NEW    YORK,     NORTH    CAROLINA,     OHIO,     OKLAHOMA, 
OREGON,     SOUTH    DAKOTA,     TENNESSEE,     TEXAS,     UTAH, 
WASHINGTON 


COMMUNICATIONS-OTHEI 

R 

ARIZONA 

PHOENIX 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

ALAMEDA 

CALIFORNIA 

L.  A. COUNTY 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

LONG  BEACH 

CALIFORNIA 

LOS  ANGELES 

CALIFORNIA 

OAKLAND 

CALIFORNIA 

ORANGE  COUNTY 

CALIFORNIA 

SAN  FRANCISCO 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

HARTFORD 

CONN  ECTICUT 

NEW  HAVEN 

DELAWARE 

DELAWARE 

DIST.  OF  COL. 

WASHINGTON 

FLORIDA 

FLORIDA 

FLORIDA 

DADE  COUNTY 

GEORGIA 

GEORGIA 

ILLINOIS 

ILLINOIS 

ILLINOIS 

CHICAGO 

INDIANA 

INDIANAPOLIS 

IOWA 

IOWA 

KANSAS 

KANSAS 

KANSAS 

W ICHITA 

LOUISIANA 

NEW  ORLEANS 

MAINE 

MAINE 

MARYLAND 

M  ARYLANO 

MICHIGAN 

MICHIGAN 

MINNESOTA 

ST. PAUL 

MISSOURI 

MISSOURI 

NEHR ASKA 

NEBRASKA 

NEBRASKA 

OMAHA 

NEB  JERSEY 

NEWARK 

NEW  JERSEY 

PASSAIC  COUNT 

NEW  YORK 

NEW  YORK 

KFW  YORK 

NEW  YORK 

NEW  YORK 

NEK  YORK 

NORTH  CAROLINA 

NORTH  CAROLINA 

OHIO 

CINCINNATI 

COMMUNICATIONS     COMMAND     6    CONTROL,     P.     B-3 
CALIF.     LAW     ENFORCEMENT    TELECOMMUNICATION 
POLICE     INFORMATION     NETWORK,     P.      B-59 
JUSTICE    DATA    INTERFACE    COMPUTER,     P.     B-65 
COMPOTES     ASSISTED    DISPATCH     SYSTEM,     P 
PUBLIC    SAFETY     INFORMATIJN    SYSTEM,     P.     B-7 
AUTOMATED    FIELD    INTERVIEW    SYSTEM,     P.     B-8 
SEMI     AUTOMATIC    CAR     LOCATOR     SYSTEM,     P.     B- 
ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM 
COMPUTER    ASSISTED    BAY     AREA     LAW     ENFORCEME 
COMPUTERIZED    CRIMINAL    HISTORY,     P.     B-139 
MOTOR    VEHICLE/JUDICIAL    SYSTEM,     P.     B-IUS 
ACCIDENT    RECORDS    SYSTEM,     P.     B-152 
MANAGEMENT     INFORMATION     SYSTEM,     P.     B-160 
CASi    INCIDENT     REPORTING    SYSTEM,      P.     B-163 
CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM, 
RADIO    RUNS    SYSTEM,     P.     B-178 

FLORIDA     CRIME     INFORMATION    CENTER,     P.     B-2 
DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST, 
STATE    COMPUTER    CENTER,     P.     B-250 
LAW    ENFORCEMENT    AGENCIES    DATA    SYSTEM,     P. 
POLICE    OPERATIONS,     P.     B-291 
POLICE    AUTOMATED    CASE    ENTRY    S     RETREIVAL 
TRAFFIC    RECORDS     6    CRIMINAL    JUSTICE     INFO 
HGWY     COMM/HGWY     PATROL    TELETYPE     NETWORK, 
LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6    R 
COMPLAINT,     P.     B-359 

COMPREHENSIVE    DATA    SYSTEM,     P.     8-360 
MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT     SY 
LAW     ENFORCEMENT    INFORMATION     NETWORK,     P. 
ST.     PAUL     POLICE    INFORMATION     SYSTEM,     P.     B 
MO.     UNIFORM    LAW     ENFORCEMENT     SYSTEM      (CENT 
COMBINED    LAW     ENFORCEMENT    INFORMATION    NET 
OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SY 
NEWARK    CRIMINAL    JUSTICE     INFORMATION    SYST 
PLANNED     PASSAIC    COUNTY     SYSTEMt,     p.     B-510 
N.     Y.     STATE    IDENTIFICATION     6    INTELLIGENC 
NEW     YORK    STATEWIDE     POLICE     INFORMATION     NE 
MOBILE    DIGITAL    TERMINALS,     P.     B-515 
NORTH    CAROLINA     POLICE    INFORMATION     NETWOR 
REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR 


S    SYS.,     P.     B-U9 


66 

1 

2 

87 

,    P.     8-88 

NT,     P.     B-100 


P.     B-168 

15 

P.     B-219 

B-279 

SYS.,    P.     B-305 
SYST,     P.     B-309 
P.     B-317 
ETSVL,     P.     B-329 


STEM,  P.  B-363 

B-399 

-122 

RAL) ,  P.  B-128 

WORK,  P.  B-163 

STEM,  P.  B-166 

EM,  P.  B-501 

E  SYS.,  P.  B-5i2 
TWORK,  P.  B-510 

K,  P.  B-588 
) ,  P.  B-609 
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S    T    S    T    E    M 


FDNCTION 


INDEX 


COflMUNICftTIONS-OTHER 

OKLAHOMA 

OKLAHOHA 

OKLA. 

OKLAHOMA 

TULSA 

TULSA 

ORESON 

PORTLAND 

COLUM 

PENNSYLVANIA 

PENNSYLVANIA 

COMMO 

PENNSYLVANIA 

PHILADELPHIA 

COMBI 

SOOTH    CAROLINA 

SOUTH    CAROLINA 

CRIMI 

TENNESSEE 

TENNESSEE 

TENN    1 

TENNESSEE 

NASHVILLE 

ON-LI 

TENNESSEE 

NASHVILLE 

COMPU 

TENNESSEE 

NASHVILLE 

MOBIL 

TENNESSEE 

NASHVILLE 

SUBSY 

TEXAS 

DALLAS    COUNIY 

DALLA: 

TEXAS 

EL    PASO    COUNT 

EL   pa: 

TEXAS 

WICHITA     FALLS 

SYSTE 

UTAH 

UTAH 

LAW     E 

VIRGINIA 

FAIRFAX    COUNT 

POLIC 

VIRGINIA 

NORFOLK 

TIDEW 

WISCONSIN 

WISCONSIN 

COMMU 

WISCONSIN 

riADISON 

MADISI 

WISCONSIN 

MADISON 

MADISi 

CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-645 
REH.     automated    CPIM.     IDENT.     SYSTEM,     P.     B-652 
BIA    REGION     INFO.     SHARINS    SYSTEM-PHASE     1,     P.     B-687 
NWEALTH    law     ENFORCEM'I     ASSIST'CE    network,     p.     B-6911 
NED    JUSTICE    INFO.     NETWORK    OVER    TERMINALS,     P.     B-710 
NAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-7  2 1 
CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P.     8-712 
NE     ENTRY/UPDATE,     P.     B-767 
TER    TO    COMPUTER    INTERFACES,     P.     B-768 
E    VIDEO/PRINTER    TERMINAL    COMPLEX,     P.     B-769 
STEM    INPUT    CONTROL,     P.     B-77a 

S    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 
SO    COUNTY     CRIMINAL    JUSTICE    SYSTEM.,     P.     B-9 1 1 
MS     SOFTWARE,     P.     B-8tt3 

NFORCEMENT    INFORMATION     SYSTEM,     P.     B-B52 
E    MANAGEMENT     INFORMATION     SYSTEM,     P.     B-877 
ATER     ELECTRONIC    NETWORK    POLICE    INFO,     P.     B-881 
NICATIONS     PROCESSING    MESS.     SWITCHING,     P.     B-919 
ON     AREA    POLICE    DEPARTMENT      (PHASE     I),     P.     B-925 
ON     AREA    POLICE    DEPARTMENT     (PHASE     II),     P.     B-927 


NUMBER    OF    SYSTEMS 


61 


STATES  INCLUDED 


ARIZONA,  CALIFORNIA,  CONNECTICUT,  DELAWARE,  DIST.  OF  COL. 
FLORIDA,  GEORGIA,  ILLINOIS,  INDIANA,  IOWA, 
KANSAS,  LOUISIANA,  MAINE,  MARYLAND,  MICHIGAN, 
MINNESOTA,  MISSOURI,  NEBRASKA,  NEW  JERSEY,  NEW  YORK, 
NORTH  CAROLINA,  OHIO,  OKLAHOMA,  OREGON,  PENNSYLVANIA, 
SOUTH  CAROLINA,  TENNESSEE,  TEXAS,  UTAH,  VIRGINIA, 
WISCONSIN 


COMPUTER  INST3UCTIDN 

ILLINOIS         ILLINOIS 
OREGON  PORTLAND 

PENNSYLVANIA    PHILADELPHIA 
TENNESSEE        NASHVILLE 


LAW  ENFORCEMENT  AGENCIES  DATA  SYSTEM,  P.  B-279 
COLUMBIA  REGION  INFO.  SHARING  SYSTEM-PHASE  1,  P.  B-689 
COURT  SYSTEMS,  P.  B-705 
COMPUTER  AIDED  INSTRUCTION,  P.  B-773 


NUMBER  OF  SYSTEMS      t 

STATES  INCLUDED   ILLINOIS,  OREGON,  PENNSYLVANIA,  TENNESSEE 


COMPUTER- ASSISTED  D 
ALA3AMA 
ARI70NA 
CALIFORNIA 
CALIFORNIA 
CONNECTICUT 
FLOR IDA 
FLORIDA 
ILLINOIS 
IOWA 
KANSAS 

MASSACHUSETTS 
MICHIGAN 
MISSOURI 
NEVADA 
NEW  JERSEY 
NEW  MEXICO 
NEW  YORK 
NEW  YORK 
NORTH  CAROLINA 
NORTH  DAKOTA 
OHIO 

OKLAHOMA 
TEXAS 
TEXAS 
TEXAS 


ISPAT 
BIRMINGHAM 
PHOENIX 
L.  A. COUNTY 
LONG  BEACH 
NEW  HAVEN 
HILLSBOROUGH 
JACKSONVILLE 
ILLINOIS 
POLK  COUNTY 
KANSAS 
BOSTON 
DETROIT 
JACKSON  COUNT 
NEVADA 
NEWARK 
ALBUQUERQUE 
NEW  YORK  CITY 
SEW  YORK  CITY 
NORTH  CAROLINA 
FARGO 

CINCINNATI 
TULSA 
DALLAS 

DALLAS  COUNTY 
HOUSTON 


alRMIN 

COMMUN 

COMPUT 

PUBLIC 

CASE  I 

HILLSB 

CRIMIN 

TRAFFI 

LAW  EN 

HIGHWA 

BOSTON 

DETROI 

KANSAS 

SHEHIF 

NEWARK 

COMPUT 

SPRINT 

SPRINT 

NORTH 

LAW  EN 

REGION 

TULSA 

COMPUT 

DALLAS 

INFORM 


SHAM,  AL.  LAW 
ICATIONS  COMMA 
ER  ASSISTED  DI 

SAFETY  INFORM 
NCIDENT  REPORT 
OROUGH  CO.  DAT 
AL  JUSTICE  INF 
C  INFORMATION 
FOBCEMENT  NETW 
Y  PATROL  ADMIN 

POLICE  .SYSTEM 
T  ELECTBNC  COM 

CITY,  MISSOUR 
F'S  COMPUTER  0 

CRIMINAL  JUST 
EP  ASSISTED  DI 

DISPATCHING, 

BACKUP,  P.  B 
CAROLINA  POLIC 
FORCEMENT,  P 
AL  CRIME  INF3R 
COMPUTER  ASSIS 
ER  ASSISTED  DI 

COUNTY  REG.  C 
ATION  6  COMMUN 


ENFORCE 
ND  t,  CO 
SPATCH 
ATION  S 
ING  SYS 
A  PROCE 
OPMATIO 
PLANNIN 
OHK  CEN 
ISTRATI 
,  P.  B- 
PTR  6  T 
I  POLIC 
PRTN  FO 
ICE  INF 
SPATCH, 
P.  3-55 
562 

E  INFOR 
B-bOU 
MATION 
TED  DIS 
SPATCH, 
RIM  INAL 
ICATION 


MENT 
NT  30 
SYST 
YSTE 
TEM, 
SSIN 
N  3Y 
G  SY 
TRAL 
VE  I 
381) 
ELEP 
E,  P 
R  PR 
ORMA 
P 


INFO.     SYSTEM,     P 
L,     P.     B-33 
EM,     P.     B-66 
M,     P.     B-711 

P.     B-163 
G,     P.     B-225 
STEM,     P.     B-233 
STEM,     P.     8-284 
,     P.     B-31U 
NFO.     SYSTEMS,     P. 


B-5 


B-326 

B-un 


ROCESS.    SYST., 

.     B-434 

OTCTN    6    ENFCMT,     P.     8-171 

TION    SYSTEM,     P.     B-50 1 

B-529 


NATION     NETWORK, 


B-5a 


CENTER     (CLEAR),     P.     B-609 

PATCH,     P.     B-657 
P.     B-799 

JUSTICE    INFO.     SYS.,     P.     B-806 
PLAN     AREA-WIDE,     P.     B-817 


NUMBER    OF    SYSTEMS 


25 


D-19 
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S    Y    3    T    E    .1 


!■•     U     N    C    T    I    I)    N 


INDEX 


COIPiJTEP- ASSISTED    DISPAT 

STATES    INCLUDED        ALABA.IA,     ARIZONA,     CALIFORNIA,     CONNECTICUT,     FLORIDA, 
ILLINOIS,     rOKA,     KANSAS,     1  ASS  ACHUS  ETTS ,     .IICHIGAN, 
fllSSOUST,     NEVADA,     NEW    JERSEY,     NEW     KEXICO,     NEW     YORK, 
NOSTM    CAROLINA,     NORTH     DAKOTA,     OHIO,     OKLAHOPIA,     TEXAS 


COBRECrUNS  PERSONNEL 

COLORADO 

COLORADO 

COMPATIFLS  REPO 

UELAWA5E 

DELAWARE 

CRI.1INAL  LAW  UN 

niST.  Of  CUL. 

WASHINGTON 

WASH.  D.  C.  COR 

GEOPGI A 

GEORGIA 

CORRECTIONS  SYS 

HAWAII 

HAWAII 

CORRECTIONS  6  P 

ILLINOIS 

I LLINOIS 

CORRECTIONS  SYS' 

KANSAS 

WICHITA 

LAW  RNFORCErlENT 

NORTH  CAROLINA 

NORTH  CAROLINA 

NORTH  CAROLINA  ( 

0I1I3 

TOLEDO 

PERSONNEL  RECOR 

0KLAH01A 

OKLAHOMA 

OKLA.  CRI1INAL 

OREGON 

LANE  COUNTY 

AREA  INFORMATIO' 

OREGON 

LANE  COUNTY 

AREA  INFORPIATIO: 

PENNSYLVANIA 

PENNSYLVANIA 

CORRECTIONAL  IN 

PENNSYLVANIA 

PHILADELPHIA 

COURT  SYSTEMS, 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

DEPT.  OF  CORREC 

SOUTH  CAaOLINA 

SOUTH  CAROLINA 

YOUTH  SERVICES 

TENNESSEE 

TENNESSEE 

TENN  CRIMINAL  J 

TEXAS 

TEXAS 

INMATE  TRACKING 

TEXAS 

WICHITA  FALLS 

PERSONNEL,  P.  D 

WASHIN'JTON 

WASHINGTON 

DIVISION  OP  RES 

WISCONSIN 

WISCONSIN 

PERSONNEL  INFORI 

RTING    SYSTEM,     P.     B-121 

IFORM     ENFORCEMENT    SYSTEM,     P.     B-168 

RECTIONS     RECORD     INFO.     SYSTEM,     P.     B-195 

TFM,     P.     3-253 

AROLE,     P.     B-270 

TEM,     P.     B-289 

AI)T0MAT.-;D    data     entry    6    RETRVL,     P.     B-329 
COHHECnONS    SYSTEM,     P.     B-592 
OS,     P.     B-638 

6    TRAFFIC    LAW     ENFORCEMENT    SYS. 
N     RECORD    SYSTEM    OPERATIONAL,     P 
N     RECORD    SYSTEM     PLANNED,     P.     B-672 
DUSTRIES,     BUR.     OF    CORRECTION,     P.     B-697 
P.     B-705 

TIONS     1GMT.     INFO.     SYSTEMS,     P.     B-726 
PROGRAM,     P.     B-729 
USTICE    SYSTEM    PHASE    I,     P.     B-7«2 

SYSTEM,     P.     B-790 
-819 

EAHCH-INFORMATION    SYSTEM,     P.     B-895 
MATION    SYSTEM,     P.     B-912 


P.     B-SHS 
B-666 


NUMBER    OF    SYSTEMS 


21 


STATES     INCLUDED 


COLORADO,     DELAWARE,     DIST.     OF    COL.,     GEORGIA,     HAWAII, 
ILLINOIS,     KANSAS,     NORTH     CAROLINA,     OHIO,     OKLAHOMA, 
OREGON,     PENNSYLVANIA,     SOUTH    CAROLINA,     TENNESSEE,     TEXAS, 
WASHINGTON,     WISCONSIN 


COURTS    PERSONNEL 
ALABAMA 
DIST.     OF    COL. 
ILLINOIS 
KANSAS 
MISSOURI 
NEBRASKA 
NEW    JERSEY 
OREGON 
0R2.;0N 
OREGON 

PENNSYLVANIA 
TENNESSEE 
TEXAS 


BIRMINGHAM  BIRMINGHAM,     AL.     LAW    ENFORCEMENT    INFO.     SYSTEM,     P.     B-5 

WASHINGTON  COURT     PERSONNEL,     P.     B-205 

COOK    COUNTY  COOK    COUNTY    CIRCUIT    COURT!,     P.     B-298 

WICHITA  LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

ST.     LOUIS  CITY    OF    ST.     LOUIS    SYSTEM,     P.     R-Ua6 

OMAHA  OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-lt65 

NEWARK  NEWARK    CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.      B-50 1 

LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

LANE    COUNTY  COURTS,     P.     B-679 

PHILADELPHIA  COURT    SYSTEMS,     P.     R-705 

NASHVILLE  COURTS     PERSONNEL    RECORDS,     P.     B-785 

WICHITA     FALLS  PERSONNEL,     P.     B-8149 


NUMBER    OF    SYSTEMS 


1  J 


STATES  INCLUDED   ALABAMA,  DIST.  OF  COL.,  ILLINOIS,  KANSAS,  MISSOURI, 

NEBRASKA,  NEW  JERSEY,  OREGON,  PENNSYLVANIA,  TENNESSEE, 
TEXAS 


CRIME  CASES  (VICTIM) 

CALIFORNIA       SAN  DIEGO 


CURRENT  LAW  ENFORCEMENT  INFORMATION  SYSTEM,  P.  S-95 


NUMBER  OF  SYSTEMS      1 
STATES  INCLUDED   CALIFORNIA 


CRIME    LAB 

CALIFORNIA 
CALI FORN lA 


SAN     DIEjO 
SANTA    CLARA    C 


PROPOSED    LAW     ENFORCEMENT    SYSTEM,     P.     B-97 
CRIMINAL    JUSTICE     INFORMATION    CONTROL,     P.     B-107 


D-20 
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SYSTEJ1      FUNCTION      INDEX 


CRr>1=;    HB 

DtLAJARE  DELAaARE  CHININAL    LAW    UNIFORH    ENPOHCENENT    SYSTEd,     P.     B-168 

FLORIDA  FLORIDA  FLORIDA    CRIME     INFORHATnN    CENTER,     P.     B-215 

FLORIDA  TAHPA  TAMPA    CRIMINAL    JUSTICE    SYSTEM!,     P.     B-2146 

KANSAS  KANSAS  KANSAS    LAU     ENFORCEMENT    TELETYPE    SYSTEM,     P.     B-319 

MISSOURI  JACKSON    COUNT  KANSAS    CITY,     MISSOURI    POLICE,     P.     B-USU 

NEK     YORK  NEU    YORK  N.     Y.     STATE    IDENTIFICATION    6    INTELLIGENCE    SYS.,     P.     B-532 

TEXAS  DALLAS    COUNTY  DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

NUMBER    OF    SYSTEMS  9 

STATES    INCLUDED       CALIFORNIA,     DELAWARE,     FLORIDA,     KANSAS,     MISSOURI, 
NEW    YORK,    TEXAS 


BIRMINGHAM,     AL.     LAW    ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

DISPATCH,     D.     R.     ARREST    S    TRAFFIC    ACCIDENT    SYSTEM,     P.     B-31 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-145 

STATISTICAL  SYSTEM,  P.  B-72 

PUBLIC  SAFETY  INFORMATION  SYSTEM,  P.  B-71* 

PATTERN  RECOGNITION  6  INFORMATION  CORRELATION,  P.  B-78 

0RAN;E    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

MULTI-JURISDICTIONAL    LAW     ENFOHCEMENT    INF.     SYS.,     P.     B-125 

MANA'iEMENT    INFORMATION     SYSTEM,     P.     B-160 

CASE    INCIDENT    REPORTING    SYSTEM,     P.     B-163 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

OFFENSES    REPORTING    SYSTEM,     P.     B-180 

FLORIDA    CRIME    INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH  CO.  DATA  PROCESSING,  P.  B-225 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

OFFENSE  SYSTEM,  P.  B-239 

TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-2U6 

GENERAL     INDEXES,     P.     B-293 

TRAFFIC    RECORDS    ',    CRIMINAL    JUSTICE    INFO    SYST,     P.     B-309 

MONTHLY     REPORT    OF    KANSAS     POLICE    AG  ENCI ES  (UC  R)  ,     P.     B-322 

LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6    RETRVL,     P.     B-329 

LAW     ENFORCEMENT    NETWORK    OF    KENTUCKY,     P.     B-33U 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

AUTOMATED    LAW     ENFORCtMENT    C0M.1.     6RFP0BTING    SYS,     P.     B-3U7 

OFFENSES,     P.     B-357 

CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-379 

POLICE    INFORMATION     SYSTEM,     P.     B-386 

DETROIT     ELECTRNC    COMPTR     6    TELEPROCESS.     SYST.,     P.     B-U11 

ST,     PAUL    POLICE    INFORMATION    SYSTEM,     P.     B-lt22 

KANSAS    CITY,     MISSOURI     POLICE,     P.     B-«3U 

S.     L.     M.     POLICE    SYSTEM,     P.     8-ltM2 

SHERIFF'S    COMPUTER    OPRTN    FOR     PROTCTN    6     ENFCMT,     P.     8-171 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.     -PH.     II,     P.     B-U78 

COMPUTERIZED    CRIME    ANALYSIS,     P.     B-U82 

PATERSON    POLICE    COMPUTER,     P.     B-513 

CITY    OF    BUFFALO    LAW     ENFOHCEMENT    COMPUTER    OPNS,     P.     B-516 

POLICE     DATA    SYSTEMS,     P.     B-5b5 

SPRINT    DISPATCHING,     P.      B-55« 

SPRINT     BACKUP,     P.     D-562 

OFFENSES    REPORTING     SYSTEM,     P.     B-582 

NORTH    CAROLINA     POLICE    INFORMATION     NETWORK,     P.     B-588 

POLICE    SYSTEM,     P.     B-59t 

PUBLIC    SAFETY    -     IN T EGR ATEDHUN IC IPALIN FOS YST ,     P.     B-596 

LAW     ENFORCEMENT    AUTOMATIC    DATA     SYSTEM,     P.     B-605 

REGIONAL    CRIME    INFORMATION    CENTER     (CLEAR)  ,     P.     B-609 

CLEVELAND     POLICE    COMPUTER     FILES,     P.     B-615 

DAYTON  POLICE,  P.  B-529 

POLICE     RECORDS,     P.     B-6U0 

OKLA.     CRIMINAL    i    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6n5 

TULSA     REG.     AUTOMATED    CRIM.      IDENT.     SYSTEM,     P.     D-652 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COLUMBIA    REGION     INFO.     SHARING     SYSTEM-PHASE     1,     P.     B-589 


E  TREND  ANALYSIS 

ALABAMA 

BIRMINGHAM 

ARIZONA 

PHOENIX 

ARKANSAS 

ARKANSAS 

CALIFORNIA 

L. A. COUNTY 

CALI FORNiA 

LONG  BEACH 

CALIFORNIA 

LOS  ANGELES 

CALI FORNIA 

ORANGE  COUNTY 

CALI FORNIA 

SANTA  CLARA  C 

COLORADO 

COLORADO  SPRI 

CONNECTICUT 

HARTFORD 

CONNECTICUT 

NEW  HAVEN 

DELAWARE 

DELAWARE 

DIST.  OF  COL. 

WASHINGTON 

FLORIDA 

FLORIDA 

FLORIDA 

DADE  COUNTY 

FLORIDA 

HILLSBOROUGH 

FLORIDA 

JACKSONVILLE 

FLORIDA 

MIAMI 

FLORIDA 

TAMPA 

ILLINOIS 

CHICAGO 

IOWA 

IOWA 

KANSAS 

KANSAS 

KANSAS 

WICHITA 

KENTUCKY 

KENTUCKY 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

LAFAYETTE 

LOUISIANA 

NEW  ORLEANS 

MASSACHUSETTS 

MASSACHUSETTS 

MASSACHUSETTS 

MIDDLESEX  COU 

MICHIGAN 

DETROIT 

MINNESOTA 

ST. PAUL 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEVADA 

NEVADA 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

CAMDEN 

NEW  JERSEY 

PASSIAC  COUNT 

NEW  YORK 

BUFFALO 

NEW  YORK 

NASSAU  COUNTY 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

ROCHESTER 

NORTH  CAROLINA 

NORTH  CAROLINA 

NORTH  CAROLINA 

CHARLOTTE 

NORTH  CAROLINA 

CHARLOTTE 

OHIO 

OHIO 

OHIO 

CINCINNATI 

OHIO 

CLEVELAND 

OHIO 

DAYTON 

OHIO 

TOLEDO 

OKLAHOMA 

OKLAHOMA 

OKLAHOMA 

TULSA 

OREGON 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

OREGON 

PORTLAND 

D-21 


220 


SYSTEM 


FUNCTION 


INDEX 


CCIflE    TREND    ANALYSIS 
PENNSYLVANIA 
SOUTH    CAROLINA 
SOUTH    DAKOTA 
TENNESSEE 
TENN  ESSEE 
TENNESSEE 
TEXAS 
TEXAS 
TEXAS 
UTAH 

VIRGINIA 
VIRGINIA 
WEST    VIRGINIA 
WISCONSIN 


PENNSYLVANIA 
SOUTH    CAROLINA 
SIOUX    FALLS 
TENNESSEE 
(1  EH  PHIS 
NASHVILLE 
AUSTIN 

DALLAS  COUNTY 
HICHITA  FALLS 
SALT  LAKE 
ALEXANDRIA 
FAIRFAX  COUNT 
WEST  VIRGINIA 
WISCONSIN 


COMflONUEALTH    LAW    ENPORCEN'T    ASSIST'CE    NETWORK,     P.     B-69U 


CRI.1INAL    JUSTICE    INFORMATION    SYSTEM,     P. 

REGIONAL    CJIS,     P.     B-737 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P. 

MEMPHIS    POLICE    DEPARTMENT    TAB    SYSTEM!,     P 

CRIME    TREND    ANALYSIS,     P.     B-759 

AUSTIN    AUTOMATED    FUNCTI)NSI,     P.     B-796 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO 

EVENT    PROCESSING,     P.     B-BUl 

DEPARTMENTAL    HGT.     INFORMATION    SYSTEM,     P. 

POLICE    MANAGEMENT    SYSTEM,     P.     B-875 

POLICE  MANAGEMENT  INFORMATION  SYSTEM,  P. 

W.     VA.     DEPT.    OF    PUB.     SAFETY-POL.     BATCH 

CRIME  6  ARREST  STATISTICS  SYSTEM,  P.  B 


B-721 


-7U2 
8-748 


B-860 

B-877 
PROCESSING, 
922 


B-806 


NUMBER    OF    SYSTEMS 


69 


STATES  INCLUDED 


ALABAMA,  ARIZONA,  ARKANSAS,  CALIFORNIA,  COLORADO, 
CONNECTICUT,  DELAWARE,  DIST.  OF  COL.,  FLORIDA,  ILLINOIS, 
IOWA,  KANSAS,  KENTUCKY,  LOUISIANA,  MASSACHUSETTS, 
MICHIGAN,  MINNESOTA,  MISSOURI,  NEVADA,  NEW  JERSEY, 
NEW  YORK,  NORTH  CAROLINA,  OHIO,  OKLAHOMA,  OREGON, 
PENNSYLVANIA,  SOUTH  CAROLINA,  SOUTH  DAKOTA,  TENNESSEE,  TEXAS, 
UTAH,  VIRGINIA,  WEST  VIRGINIA,  WISCONSIN 


CRIMINAL  ASSOCIATES 

ARIZONA 

MARICOPA  COU 

ARIZONA 

TUCSON 

CALIFORNIA 

L.  A. COUNTY 

CALIFORNIA 

SAN  FRANCISCO 

CALIFORNIA 

SANTA  CLARA  C 

FLORIDA 

FLORIDA 

FLORIDA 

MIAMI 

FLORIDA 

MIAMI 

KANSAS 

HICHITA 

LOUISIANA 

NEW  ORLEANS 

MINNESOTA 

ST.  PAUL 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEVADA 

NEVADA 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

PASSAIC  COUNT 

NEW  YORK 

NEW  YORK 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

NEW  YORK  CITY 

NORTH  CAROLINA 

CHARLOTTE 

OHIO 

CINCINNATI 

OKLAHOMA 

TULSA 

OREGON 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

OREGON 

PORTLAND 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUP"  DAKOTA 

SIOUX  FALLS 

TEXAS 

DALLAS  COUNTY 

TEXAS 

WICHITA  FALLS 

VIRGINIA 

FAIRFAX  COUNT 

WASHINGTON 

SEATTLE 

WASHINGTON 

SPOKANE  COUNT 

LAW  ENFORCEMENT-JUDICIA 
AUTOMATED  LAW  ENFORCEME 
STATISTICAL  SYSTEM,  P. 
COMPUTER  ASSISTED  BAY  A 
CRIMINAL  JUSTICE  INFORM 
FLORIDA  CRIME  INFORMATI 
SYS  FOR  ORGANIZED  CRIME 
GENERAL  APPEA R ANCEO FCR I 
LAW  ENFORCEMENT  AUTOMAT 
OFFENSES,  P.  B-357 
ST.  PAUL  POLICE  INFORM* 
KANSAS  CITY,  MISSOURI  P 
S.  L.  M.  POLICE  SYSTEM, 
SHERIFF'S  COMPUTER  OPRT 
JERSEY  CITY  POLICE  DEPT 
HUDSON  COUNTY  PHOSECUTO 
PLANNED  PASSAIC  COUNTY 
N.  Y.  STATE  IDENTIFICAT 
SPRINT  DISPATCHING,  P. 
SPRINT  BACKUP,  P.  B-562 
PUBLIC  SAFETY  -  INTEGRA 
REGIONAL  CRIME  INF3RMAT 
TULSA  REG.  AUTOMATED  CR 
AREA  INFORMATION  RECORD 
AREA  INFORMATION  RECORD 
COLUMBIA  REGION  INFO.  S 
COMBINED  JUSTICE  INFO. 
CRIMINAL  JUSTICE  INFORM 
REGIONAL  CJIS,  P.  B-737 
DALLAS  COUNTY  REG.  CRIM 
PERSON  PROCESSING,  P.  B 
POLICE  MANAGEMENT  INFOR 
SEA-KING  ALERT,  P.  B-89 
THE  INLAND  EMPIRE  POLIC 


L  INFORMATION  SYSTEM,  P.  B-25 

NT  RESPONSE  TEAM  SYS.,  P.  B-UO 

B-72 

REA    LAW     ENFORCEMENT,     P.     B-100 

ATION    CONTROL,     P.     B-107 

ON    CENTER,     P.     B-215 

INTELLIGENCE    IN    MIAMI,     P.     B-2«3 
MINAL»HABITS    ANALYZED,     P.     B-2144 
ED    DATA     ENTRY    6    KETRVL,     P.     B-329 

TION    SYSTEM,     P.     B-«22 
OLICE,     P.     B-U31t 

P.     B-lllt2 
N    FOR    PROTCTN    6     ENFCMT,     P.     B-l*71 
.,     P.     B-U91 
R'S    OFFICE,     P.     B-1498 
SYSTEM*,     P.     B-510 

ION    6    INTELLIGENCE    SYS.,     P.     B-532 
B-558 

TEDMUNICIPALINFOSYST,     P.     B-596 
ION    CENTER     (CLEAR)  ,     P.     B-609 
IM.     IDENT.     SYSTEM,     P.     B-652 
SYSTEM    OPERATIONAL,     P.     B-666 
SYSTEM    PLANNED,     P.     B-672 
HARING    SYSTEM-PHASE    1,     P.     B-689 
NETWORK     OVER    TERMINALS,     P.     B-710 
ATION    SYSTEM,     P.     B-721 

INAL    JUSTICE    INFO.    SYS.,     P.     B-806 

-838 

MATION    SYSTEM,     P.     B-877 


E  INFORMATION  NETWORK, 


B-903 


NUMBER    OF    SYSTEMS 


31 


STATES  INCLUDED 


ARIZONA,  CALIFORNIA,  FLORIDA,  KANSAS,  LOUISIANA, 
MINNESOTA,  MISSOURI,  NEVADA,  NEW  JERSEY,  NEW  YORK, 
NORTH  CAROLINA,  OHIO,  OKLAHOMA,  OREGON,  PENNSYLVANIA, 
SOUTH  CAROLINA,  SOUTH  DAKOTA,  TEXAS,  VIRGINIA,  WASHINGTON 


D-22 
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SYSTEM  FUNCTION  INDEX 


ALASKA    JUSTICE    INFORMATION    SYSTEH,     P.     B- 1 1 
ARIZONA    CRIME    INFOhMAnON    CENTER,     P.     B-18 
CRiaiNAL    COURTS    AUTOMATION     PROJECT,     P.     B-35 
AUTOMATED    LAW    ENFORCEMENT    RESPONSE    TEAM    SYS.,     P.     B-HO 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-K5 
CALIF.     JUSTICE    INFORMATION    SYSTEM,     P.     B-50 
AUTOMATED    MANAGEMENT    INFORMATION    SYSTEH,     P.     B-55 
OPTIMUM    REC.     AUTO.     FOR    COURTS    5    LAW     ENFORCEMENT,     P.     B-61 
AUTOMATED    INDE)t,     P.     B- 6  3 

PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     B-714 
PATTERN     RECOGNITION    6     INFORMATION    CORRELATION,     P.     B-78 
ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B- 88 
PROPOSED    LAW    ENFORCEMENT    SYSTEM,     P.     B-97 
COMPUTER    ASSISTED    BAY    AREft     LAW     ENFORCEMENT,     P.     B-100 
CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 
COLORADO    CRIME    INFORMATION    CENTER,     P.     B-115 
COMPUTERIZED    CRIMINAL    HISTOHY,     P.     8-139 

IMPROVEMNT    IN    CRIM.     COURT    MANGMT    6    OPERATIONS,     P.     B-1U1 
BRIDGEPORT    CRIME    INFORMATION    CENTER,     P.     B-157 
MANAGEMENT    INFORMATION     SYSTEM,     P.     B-160 
CASE    INCIDENT    REPORTING    SYSTEM,     P.     B-163 
CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 
OFFENSES    REPORTING    SYSTEM,     P.     B-180 

PROSECUTOR    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-193 
FLORIDA    CRIME    INFORMATION    CENTER,     P.     B-215 
DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 
COURTS    MANAGEMENT     INFORMATION     SYSTEM,     P.     B-231 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 
TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-2U6 
STATE    COMPUTER    CENTER,     P.     B-250 
JUDICIAL    ADMINISTRATION    SYSTEM,     P.     B-259 
DEPARTMENT    OF    INFORMATION    SYSTEMS,     P.     B-272 
COMPUTERIZED    CRIMINAL    HISTORY,     P.     B-282 
ARRESTS,     P.     B-295 

COOK    COUNTY    CIRCUIT    COURT»,     P.     B-298 
INDIANA     DATA    AND    COMMUNICATIONS    SYSTEM,     P.     B-302 
TRAFFIC    RECORDS    £    CRIMINAL    JUSTICE    INFO    SYST,     P.     B-309 
KANSAS    LAW     ENFORCEMENT    TELETYPE    SYSTEM,     P.     B-319 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 
AUTOMATED    LAW    ENFORCEMENT    COMM.     6REP0RTING    SYS,     P.     B-3«7 
METRO    ORLEANS    TOTAL     INFO    ON-LINE    NETWORK,     P.     B-351 
MARYLAND    INTER-AGENCT    LAW     ENFORCEMENT    SYSTEM,     P.     B-363 
AUTOMATED    CRIMINAL    RECORDS    SYSTEM,     P.     B-372 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-379 
POLICE    INFORMATION    SYSTEM,     P.     B-386 
TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 
BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 
COMPUTERIZED    CRIMINAL    HISTORIES,     P.     B-U01     . 
MINNESOTA    CRIME    INFORMATION    SYSTEH,     P.     B-KIU 
MO.     UNIFORM    LAW    ENFORCEMENT    SYSTEM     (CENTRAL) ,     P.     B-t28 
KANSAS    CITY,     MISSOURI    POLICE,     P.     B-U3U 
S.     L.     M.     POLICE    SYSTEM,     P.     B-'4U2 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-<t66 
SHERIFF'S    COMPUTER    OPRTN    FOR    PROTCTN    6    ENFCMT,     P.     B-'471 
N.     J.     STATEWIDE    COMMUNICATIONS    INFO.     SYS.    -PH.     II,     P.     8-178 
COURT    MANAGEMENT     INFORMATION    CENTER,     P.     B-U8U 
JERSEY    CITY    MUNICIPAL    JAIL,     P.     B-a89 
JERSEY    CITY    POLICE    DEPT.,     P.     8-191 
JERSEY    CITY    MUNICIPAL    COURT,     P.     B-191 

SUP.     CT.     OF    NJ-AUTOM'D    CRIM.     CASE    PROCESSING    SYS,     P.     B-196 
HUDSON    COUNTY     PROSECUTOR'S    OFFICE,     P.     B-198 
NEWARK    CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-501 
AUTOMATED    CRIMINAL    CASE    PROCESSING    SYSTEM,     P.     B-505 
PLANNED     PASSAIC    COUNTY    SYSTEM*,     P.     B-510 
PATERSON    POLICE    COMPUTER,     P.     B-513 

N.     Y.     STATE    IDENTIFICATION    6    INTELLIGENCE    SYS.,     P.     B-532 
CITY    OF    BUFFALO    LAW     ENFORCEMENT    COMPUTER    OPNS,     P.     B-516 
ERIE    COUNTY    DISTRICT    ATTORNEY    MGT.     INFO.     SYSTEH,     P.     B-518 
NORTH    CAROLINA     POLICE    INFORMATION    NETWORK,     P.     B-588 
NORTH    CAROLINA    CHARLOTTE  PUBLIC    SAFETY    -    INT EGR A TEDM UN ICI PALINFOS YST,     P.     B-596 


CRIMINAL  HISTORY 

ALASKA 

ALASKA 

ARIZONA 

ARIZONA 

ASTZONA 

PIMA  COUNTY 

ARIZONA 

TUCSON 

ARKANSAS 

ARKANSAS 

CALIFORNIA 

CALIFORNIA 

CHLIFORNIA 

CALIFORNIA 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

LONG  BEACH 

CALIFORNIA 

LOS  ANGELES 

CALIFORNIA 

ORANGE  COUNTY 

CALIFORNIA 

SAN  DIEGO 

CALIFORNIA 

SAN  FRANCISCO 

CALI FORNIA 

SANT,A  CLARA  C 

COLORADO 

COLORADl 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

BRIDGEPORT 

CONNECTICUT 

HARTFORD 

CONNECTICUT 

NEK  HAVEN 

DELAWARE 

DELAWARE 

DIST.  OF  COL. 

WASHINGTON 

DIST.  OF  COL. 

WASHINGTON 

FLORIDA 

FLORIDA 

FLORIDA 

DADE  COUNTY 

FLORIDA 

JACKSONVILLE 

FLORIDA 

JACKSONVILLE 

FLORIDA 

TAMPA 

GEORGIA 

GEORGIA 

GEORGIA 

ATLANTA  SMSA 

HAWAII 

HONOLULU 

ILLINOIS 

ILLINOIS 

ILLINOIS 

CHICAGO 

ILLINOIS 

COOK  COUNTY 

INDIANA 

INDIANA 

IOWA 

IOWA 

KANSAS 

KANSAS 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

LAFAYETTE 

LOUISIANA 

NEW  ORLEANS 

MARYLAND 

MARYLAND 

MARYLAND 

BALTIMORE 

MASSACHUSETTS 

MASSACHUSETTS 

MASSACHUSETTS 

MIDDLESEX  COU 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MINNESOTA 

MINNESOTA 

MISSOURI 

MISSOURI 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEBRASKA 

OMAHA 

NEVADA 

NEVADA 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

CAMDEN  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEK  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

NEWARK 

NEW  JERSEY 

PASSAIC  COUNT 

NEW  JERSEY 

PASSAIC  COUNT 

NEW  JERSEY 

PASSIAC  COUNT 

NEW  YORK 

NEW  YORK 

NEW  YORK 

BUFFALO 

NEW  YORK 

BUFFALO 

NORTH  CAROLINA 

NORTH  CAROLINA 

D-23 
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S    Y    S    T    E    H 


FUNCTION 


INDEX 


CRIMINAL     HISTORY 
OHIO 
OHIO 
OHIO 
OHIO 

OKLAHOMA 
OKLAHOBA 
OREGON 
OREGON 
OREGON 
OREGON 
OREGON 
OREGON 
OREGON 

PENNSYLVANIA 
PENNSYLVANIA 
PENNSYLVANIA 
PENNSYLVANIA 
PUERTO    RICO 
SOUTH    CAROLINA 
TENNESSEE 
TENNESSEE 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
TRXAS 
TEXAS 
TEXAS 
UTAH 
UTAH 

VIRGINIA 
VIRGINIA 
VIRGINIA 
WASHINGTON 


CINCINNATI 

COLUMBUS 

DAYTON 

FRANKLIN  COUN 

OKLAHOMA 

TULSA 

OREGON 

OREGON 

LANE  COUNTY 

LANE  COUNTY 

LANE  COUNTY 

PORTLAND 

PORTLAND 

PENNSYLVANIA 

PHILADELPHIA 

PHILADELPHIA 

PHILADELPHIA 

PUERTO  RICO 

SOUTH  CAROLINA 

TENNESSEE 

NASHVILLE 

TEXAS 

AUSTIN 

DALLAS  COUNTY 

EL  PASO  COUNT 

HOUSTON 

HOUSTON 

wichita  falls 
uta:! 

UTAH 

VIRGINI  A 
ALEXANDRIA 
FAIRFAX    COUNT 
SPOKANE    COUNT 


REGIONAL    CRIME    INFORMATION    CENTER     (CLEAB),     P.     8-609 

CITY    OF    COLUMBUS    COMPUTERS    SYSTEM,     P.     B-526 

DAYTON     POLICE,     P.     B-629 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PBOJCT,     P.     B-632 

OKLA.     CRIMINAL    S    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6«5 

TULSA     REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

LAW    ENFORCEMENT    DATA    SYSTEM,     P.     B-663 

MOTOR    VEHICLES    DIVISION,     P.     B-66S 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-572 

COURTS,     P.     B-679 

COLUMBIA    REGION    INFO-SHARING    SYSTEM-PHASE    II,     P.     B-68U 

COLOMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

COMMONWEALTH    LAW     ENFORCEM'T    ASSIST'CE     NETWORK,     P.     8-691* 

COURT    SYSTEMS,     P.     B-70S 

COMBINED    JUSTICE    INFO.      NETWORK     OVER    TERMINALS,     P.     B-710 

POLICE    SYSTEM,     P.     D-712 

COURT    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-718 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7U2 

CRIMINAL    HISTORY,     P.     B-760 

DEPT    OF     PUB    SAFETY    SYS,     P.     B-792 

AUSTIN     AUTOMATED    FUNCTIONS!,     P.     B-796 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-811 

INFORMATION    S    COMMUNICATION     PLAN    AREA-WIDE,     P.     B-817 

COURTS,     P.     8-820 

PERSON     PROCESSING,     P.     B-838 

LAW    ENFORCEMENT    INFORMATION     SYSTEM,     P.     B-a52 

COURTS     INFORMATION     SYSTEM,     P.     B-855 

VIRGINIA    CRIMINAL     INFORMATION     NETWORK,     P.     8-865 

POLICE     INFO    SYSTEM-EVENT    SUBSYSTEM,     P.     B-87 3 

POLICE    MANAGEMENT     INFORMATION     SYSTEM,     P.     B-877 

THE     INLAND     EMPIRE    POLICE    INFORMATION     NETWORK,     P.     B-903 


NUMBER    OF    SYSTEMS 


104 


STATES    INCLUDED 


ALASKA,     ARIZONA,     ARKANSAS,     CALIFORNIA,     COLORADO, 
CONNECTICUT,     DELAWARE,     DIST.     OF    COL.,     FLORIDA,     GEORGIA, 
HAWAII,     ILLINOIS,     INDIANA,     IOWA,     KANSAS, 

KENTUCKY,     LOUISIANA,     MARYLAND,     MASSACHUSETTS,     MICHIGAN, 
MINNESOTA,     MISSOURI,     NEBRASKA,     NEVADA,     NEW    JERSEY, 
NEW    YORK,     NORTH    CAROLINA,     OHIO,     OKLAHOMA,     OREGON, 
PENNSYLVANIA,     PUERTO    RICO,     SOUTH    CAROLINA,     TENNESSEE,     TEXAS, 
UTAH,     VIRGINIA,     WASHINGTON 


CRIMINAL  STATUTES 
NORTH  DAKOTA 
WYOMING 


NORTH    DAKOTA 
WYOMING 


STATUTE    RETRIEVAL    AND    BILL    STATUS    SYSTEM,    P.     B-602 
AUTOMATED    LEGAL    TEXT     ENTRY     AND    RETRIEVAL,     P.     B-938 


NUMBER    OF    SYSTEMS  2 

STATES    INCLUDED       NORTH     DAKOTA,     WYOMING 


DEFENDANT    CONTROL 
ALABAMA 
ARIZONA 
ARIZONA 
ARIZONA 
CALIFORNIA 
CALIFORNIA 
DELAWARE 
DIST.     OF    COL. 
FLORIDA 
FLORIDA 
GEORGIA 
ILLINOIS 
KENTUCKY 


BIRMINGHAM 
MARICOPA    COU 
PHOENIX 
PIMA    COUNTY 
ORANGE    COUNTY 
SANTA    CLARA    C 
DELAWARE 
WASHINGTON 
DADE    COUNTY 
HILLSBOROUGH 
GEORGIA 
COOK    COUNTY 
LOUISVILLE 


BIRMINGHAM,     AL.     LAW    ENFORCEMENT    INFO.    SYSTEM,     P.     B-5 
LAW     ENFORCEMENT-JUDICIAL     INFORMATION    SYSTEM,     P.     B-25 
AUTOMATED    TRAFFIC    COURT    SYSTEM,     P.     B-28 
CRIMINAL    COURTS    AUTOMATION     PROJECT,     P.     B-35 
ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 
CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 
CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 
PROSECUTOR    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-193 
DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 
HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 
STATE    COMPUTER    CENTER,     P.     B-250 
COOK    COUNTY    CIRCUIT    COURT!,     P.     B-298 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 


D-24 


223 


3    Y    S     T    E    rt 


FUNCTION 


INDEX 


DEFENDANT    CONTROL 
lASSACHU.iETTS 
•"ICHIGAN 
niCIIIGAN 
MICHIGAN 
MFP.^ASKA 
^FM    .lERSEr 
NKW    JPaSEY 
NEW    JERSEY 
NEW    JERSEY 
NEW    JERSEY 
NEW     YORK 
■JEW     YORK 
OHIO 
OHIO 
OHIO 
OKLAHONA 
OREGON 
OREGON 
OREGON 
OREGON 

PENNSYLVANIA 
PENNSYLVANIA 
TENNESSEE 
TEXAS 
UTAH 
WISCONSIN 


rlASSACHUSETTS 

1 ICHIGAN 

n ICHIGAN 

MICHIGAN 

OMAHA 

CAilDEN    COUNTY 

HUDSON    COUNTY 

HUDSON    COUNTY 

HUDSON    COUNTY 

PASSAIC    COUNT 

NASSAU    COUNTY 

NEW     YORK     CITY 

CINCINNATI 

CLEVELAND 

FRANKLIN    COUN 

TULSA 

LANE    COUNTY 

LANE    COUNTY 

LANE    COUNTY 

PORTLAND 

PHILADELPHIA 

PITTSBURG 

NASHVILLE 

EL    PASO    COUNT 

UTAH 

KILWAUKEE    COU 


SUPERIOR    COURT    CASE    NANAGEMENT    SYSTEd,     P.     B-382 

TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 

BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-J92 

CASE    INFORMATION    CONTROL    SYSTEM,     P.     B-395 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-466 

COURT    MANAGEMENT    INFORMATION    CENTER,     P.     B-tSn 

JERSEY     CITY     MUNICIPAL    JAIL,     P.     B-<489 

JERSEY     CITY     MUNICIPAL    COURT,     P.      B-ll9<l 

SUP.     CT.     OF    NJ-AUTOM'D    CRIM.     CASE    PROCESSING    SYS,     P.     B-U96 

AUTOMATED    CRIMINAL    CASE    PROCESSING    SYSTEM,     P.     B-505 

BASIC    COURT    SYSTEM,     P.      B-553 

DA/SUPREME    COURT    RECORDS    MANAGEMENT,     P.     B-572 

REGIONAL    CRIME    INFORMATION    CENTER     (CLEAR),     P.     B-609 

JUDICIAL     INFORMATION    SYSTEM,     P.     B-618 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     B-632 

TULSA    REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COURTS,     P.     B-679 

COLUMBIA    REGION     INFO-SHARING    SYSTEM-PHASE    II,     P.     B-bSU 

COURT    SYSTEMS,     P.     B-705 

COURT    OF    COMMON     PLEAS,     P.     B-715 

UEFENDANT    TRACKING,     P.      B-787 

EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-SII 

JUVENILE    INFORMATION    SYSTEM,     P.     B-858 

INTEGRATED    COURT    INFORMATION    SYSTEM,     P.     B-93U 


NUMBER    OF    SYSTEMS 


39 


STATES  INCLUDED   ALABAMA,  ARIZONA,  CALIFORNIA,  DELAWARE,  DIST.  OF  COL. 
FLORIDA,  GEORGIA,  ILLINOIS,  KENTUCKY,  MASSACHUSETTS, 
MICHIGAN,  NEBRASKA,  NEW  JERSEY,  NEW  YORK,  OHIO, 
OKLAHOMA,  OREGON,  PENNSYLVANIA,  TENNESSEE,  TEXAS, 
UTAH,  WISCONSIN 


DOCKETING 

ALABAMA 

BIRMINGHAM 

ALASKA 

ALASKA 

ARIZONA 

PHOENIX 

CALIFORNIA 

ORANGE  COUNTY 

CALIFORNIA 

SAN  FRANCISCO 

COLORADO 

DENVER 

CONNECTICUT 

CONNECTICUT 

DELAWARE 

DELAWARE 

DIST.  OF  COL. 

WASHINGTON 

FLORIDA 

DADE  COUNTY 

FLORIDA 

HILLSBOROUGH 

FLOR  IDA 

JACKSONVILLE 

GEORGIA 

ATLANTA  SMSA 

ILLINOIS 

COOK  COUNTY 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

LAFAYETTE 

LOUISIANA 

NEW  ORLEANS 

MASSACHUSETTS 

MASSACHUSETTS 

1ICMIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEBRASKA 

OMAHA 

NEW  JERSEY 

CAMDEN  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

PASSAIC  COUNT 

NEW  MEXICO 

ALBUQUERQUE 

NEW  YORK 

NEW  YORK 

NEW  YORK 

BUFFALO 

NEW  YORK 

NASSAU  COUNTY 

B-5 


B-1«1 


BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INPO.     SYSTEM,     P. 
•ALASKA    JUSTICE    INFORMATION    SYSTEM,     P.     B- 1 1 
AUTOMATED    TRAFFIC    COURT    SYSTEM,     P.     B-28 
ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 
BASIC    COURT    SYSTEM,     P.     0-103 
UNIFORM    SUMMONS    SYSTEM,     P.     B- 1 3 1 

IMPROVEMNT  IN  CRIM.  COURT  MANGMT  6  OPERATIONS,  P. 
CRIMINAL  LAW  UNIFORM  ENFORCEMENT  SYSTEM,  P.  B-168 
CRIMINAL    SYSTEM,     P.     8-213 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 
HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 
COURTS     MANAGEMENT     INFORMATION    SYSTEM,     P.     B-231 
JUDICIAL    ADMINISTRATION     SYSTEM,     P.     B-259 
COOK    COUNTY    CIRCUIT    COURT*,     P.     B-298 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 
AUTOMATED    LAW     ENFORCEMENT    COMH.     CREPORTING    SYS,     P.     B-3U7 
TRAFFIC    COURT,     P.     B-3Slt 

SUPERIOR    COURT    CASE    MANAGEMENT    SYSTEM,     P.     B-382 
TRAFFIC    AND   ORDINANCE    SYSTEM,     P.     B-390 
BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 
CASE    INFORMATION    CONTROL    SYSTEM,     P.     B-395 
COURT    COMPUTER    SYSTEM,     P.     B-t32 
KANSAS    CITY,     MISSOURI     POLICE,     P.     B-a3« 
CITY    OF     ST.     LOUIS    SYSTEM,     P.     B-(tU6 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-1466 
COURT     MANAGEMENT    INFORMATION    CENTER,     P.     B-l(8« 
JERSEY     CITY    MUNICIPAL    JAIL,     P.     8-489 
JERSEY     CITY    MUNICIPAL    COURT,     P.     B-«91t 

AUTOMATED    CRIMINAL    CASE    PROCESSING    SYSTEM,     P.     B-505 
COURTS     MISDEMEANORS,     P.     B-528 
ADMINISTRATIVE    ADJUDICATION,     P.     B-537 

ERIE    COUNTY    DISTRICT    ATTORNEY     MGT.     INFO.     SYSTEM,     P.     8-518 
BASIC    COURT    SYSTEM,     P.     B-553 


D-25 


224 


S    f    S    T    E    « 


FUNCTION 


INDEX 


DOCKETING 

NEK  YORK 

NEW  YORK  CITY 

NEW  YORK 

ROCHESTER 

OHIO 

CINCINNATI 

OHIO 

CLEVELAND 

OHIO 

CLEVELAND 

OHIO 

FRANKLIN  COUN 

OKLAHOMA 

TULSA 

OKLAHOHA 

TULSA 

OREGON 

LANE  COUNTY 

OREGON 

PORTLAND 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

TENNESSEE 

TENNESSEE 

TENNESSEE 

NASHVILLE 

TENNESSEE 

NASHVILLE 

TEXAS 

AUSTIN 

TEXAS 

EL  PASO  COUNT 

TEXAS 

SAN  ANTONIO 

UTAH 

UTAH 

WISCONSIN 

MILWAUKEE  COD 

DA/SUPREME  COURT  RECORD 
ON-LINE  INFORMATION  SYS 
REGIONAL  CRIME  INFORMAT 
CLEVELAND  POLICE  COMPUT 
JUDICIAL  INFORMATION  SY 
FRANKLIN  COUNTY  COURTS, 
TULSA  REG.  AUTOMATED  CR 
TRAFFIC  COURT  INF3RHATI 
AREA  INFORMATION  RECORD 
COLUMBIA  REGION  INFO-SH 
COURT  SYSTEMS,  P.  B-705 
CRIMINAL  .JUSTICE  INFORM 
TENN  CRIMINAL  JUSTICE  3 
COURT  DOCKETS  -  CRIMINA 
COURT  DOCKETS  -  TRAFFIC 
AUSTIN  AUTOMATED  FUNCTI 
EL  PASO  COUNTY  CRIMINAL 
MUNICIPAL  COURT  MOVING 
JUVENILE  INFORMATION  SY 
INTEGRATED    COURT    INFORM 


S  MANAGEMENT,  P.  B-572 

TEM   (PLANNED)  ,  P.  B-580 

ION    CENTER     (CLEAR),     P.     B-609 

ER     FILES,     P.     B-615 

STEM,     P.     B-618 

CASE    SCHEDULING     PROJCT,     P.     B-632 
IM,     IDENT.     SYSTEM,     P,     B-652 
ON    SYSTEM,     P.     B-659 

SYSTEM     PLANNED,     P.     B-672 
ARING    SYSTEM-PHASE    II,     P.     B-68U 

ATION    SYSTEM,     P.     B-721 
YSTEH    PHASE     I,     P.     B-7142 
L,     P.     B-780 

P.  B-781 
ONSt,  P.  B-796 

JUSTICE    SYSTEM.,     P.     B-8 1 1 
VIOLATIONS    SYSTEM,     P.     B-822 
STEM,     P.     B-858 
ATION    SYSTEM,     P.     B-931* 


NUMBER    OF    SYSTEMS 


53 


STATES  INCLUDED 


ALABAMA,  ALASKA,  ARIZONA,  CALIFORNIA,  COLORADO, 
CONNECTICUT,  DELAWARE,  DIST.  OF  COL.,  FLORIDA,  GEORGIA, 
ILLINOIS,  KENTUCKY,  LOUISIANA,  MASSACHUSETTS,  MICHIGAN, 
MISSOURI,  NEBRASKA,  NEW  JERSEY,  NEW  MEXICO,  NEW  YORK, 
OHIO,  OKLAHOMA,  OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA, 
TENNESSEE,  TEXAS,  UTAH,  WISCONSIN 


DRIVER  REGISTRATION 
ALABAMA 
ALASKA 
ARKANSAS 
CALIFORNIA 
COLORADO 
CONNECTICUT 
CONNECTICUT 
CONN  ECTICUT 
DELAWARE 
FLORIDA 
FLORIDA 
FLORIDA 
GEORGIA 
HAWAII 
IDAHO 
ILLINOIS 
INDIANA 
INDIANA 
IOWA 
KANSAS 
KENTUCKY 
KENTUCKY 
LOrilSIANA 
MARYLAND 
MINNESOTA 
MISSISSIPPI 
MlSSOUrtl 
MONTANA 
NEBRASKA 
NEBRASKA 
NEW  JERSEY 
NEW  MEXICO 
NEW  YORK 
NEW  YORK 
NEW  YORK 
NORTH  CAROLINA 
NORTH  DAKOTA 
OHIO 


BIRMINGHAM 

ALASKA 

ARKANSAS 

CALIFORNIA 

COLORADO 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

DELAWARE 

FLORIDA 

HILLSBOROUGH 

JACKSONVILLE 

GEORGIA 

HONOLULU 

IDAHO 

ILLINOIS 

INDIANA 

I NDIANAPOLIS 

IOWA 

KANSAS 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

MARYLAND 

MINNESOTA 

MISSISSIPPI 

ST.     LOUIS 

MONTANA 

NEBRASKA 

OMAHA 

NEW    JERSEY 

NEW    MEXICO 

NEW     YORK 

NEW     YOHK 

BUFFALO 

NORTH    CAROLINA 

NORTH    DAKOTA 

OHIO 


P. 


BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO 
DRIVER     RECORD    SYSTEM,     P.     B- 1 5 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 
AUTOMATED    MANAGEMENT     INFORMATION    SYSTEM, 
MOTOR    VEHICLE,     P.     B-1211 

COMPUTERIZED  CRIMINAL  HISTORY,  P.  B-139 
MOTOR  VEHICLE/JUDICIAL  SYSTEM,  P.  B-Ht8 
LICENSE    SYSTEM,     P.     B-150 

CRIMINAL    LAW     UNIFORM    ENFORCEMENT    SYSTEM, 
FLORIDA    CRIME     INFORMATION    CENTER,     P.     B-2 
HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-2 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM, 
STATE    COMPUTER    CENTER,     P.     B-2S0 
DEPARTMENT    OF    INFORMATION    SYSTEMS,     P 
DRIVER     LICENSING,     P.     B-278 
LAW    ENFORCEMENT    AGENCIES     DATA    SYSTEM 
INDIANA     DATA    AND    COMMUNICATIONS    SYSTEM, 
POLICE     AUTOMATED    CASE    ENTRY    5    RETBEIVAL 
TRAFFIC    RECORDS     6    CRIMINAL    JUSTICE, INFO 
HGHY    COMM/HGWY     PATROL    TELETYPE     NETWORK, 
LAW     ENFORCEMENT    NETWORK    OF     KENTUCKY,     P. 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 
LAWENFORCEMENTCOHPUTEi<IZEDCOMMUNICATIONS 
MARYLAND     INTER-AGENCY    LAB     ENFORCEMENT    SY 
MINHESOTA    CRIME    INFORMATION    SYSTEM,-     P.     D 
ON-LINE     INQUIRY    -     DRIVER'S     LICENSE,     P.     B 
MISSOURI    DEPT.     OF    REVENUE    SYSTEM     (VIA    SL 
TRAFFIC    RECORDS,     P.     B-a55 

NEBRASKA    CRIME    INFORMATION     SERVICE,     P.     B 
OM  AHA/D0U>3LAS    COUNTY    CRIMINAL    JUSTICE    SY 
MOTOR    VEHICLE    ADMINISTRATION,     P.     B-U81 
DEPT.     OF    MOTOR     VEHICLES,     P.     B-S20 
DRIVER     REG     FILES,     P.     3-5J5 
ADMINISTRATIVE     ADJUDICATION,     P.     B-537 
CITY    OF    BUFFALO    LAW     ENFORCEMENT    COMPUTER 
NORTH    CAROLINA     POLICE    INFORMATION     NETWOR 
TRAFFIC    RECORDS,     P.     B-600 
LAW     ENFORCEMENT    AUTOMATIC    DATA     SYSTEM,     P 


SYSTEM,  P.  8-5 


B-«5 
P.  B-5  5 


P.  B-168 
15 
25 
B-2J3 


B-272 


B-279 
P.     B-302 
SYS.,     P.     B-305 
SYST,     P.     B-309 
P.     B-317 
B-33K 
B-338 

SYS,     P.     8-342 
STEM,     P.     B-363 
-Ullt 
-U26 
MPD) ,     P.     B-a50 

-Ub  1 

STEM,     P.     B-Hbf> 


OPNS,  P.  B-5U6 
K,  P.  B-588 


B-605 


D-26 


225 


S  Y  S  T  E  (1 


FUNCTION 


INDEX 


DRIVES  REGISTRATION 
OHIO 

OKLAHOMA 
OREGON 
PENNSYLVANIA 
SOUTH  CAROLINA 
SOUTH  DAKOTA 
TENNESSEE 
TEKAS 
UTAH 

VIRGINIA 
WASHINGTON 
WEST  VIRGINIA 
WISCONSIN 
WYOMING 


CINCINNATI 

OKLAHOMA 

OREGON 

PENNSYLVANIA 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

TENNESSEE 

WICHITA     FALLS 

UTAH 

VIRGINIA 

WASHINGTON 

WEST    VIRGINIA 

WISCONSIN 

WYOMING 


REGIONAL    CRIME    INFORMATION    CENTER     (CLEAR),     P.     B-609 

OKLA.     CRIMINAL    i    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6115 

MOTOR    VEHICLES    DIVISION,     P.     B-665 

PENN.     DEPT.     OF    TRANSPORTATION,     P.     B-699 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

MOTOR    VEHICLE,     P.     8-734 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P.     8-742 

PERSON     PROCESSING,     P.     B-838 

LAW    ENFORCEMENT    INFORMATION    SYSTEM,     P.     B-852 

VIRGINIA    PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     B-870 

A    CENTRAL    COMPUTERIZED    ENFORCEMENT    SEH.     SYS.,     P.     B-891 

TRAFFIC    RECORDS    SYSTEM,     P.     B-908 

WISCONSIN     DEPARTMENT    OF    TRANSPORTATION,     P.     B-910 

TRAFFIC    RECORDS    SYSTEM,     P.     B-936 


NUMBER    OF    SYSTEMS 


52 


STATES  INCLUDED 


ALABA1A,  ALASKA,  ARKANSAS,  CALIFORNIA,  COLORADO, 

CONNECTICUT,  DELAWARE,  FLORIDA,  GEORGIA,  HAWAII, 

IDAHO,   ILLINOIS,  INDIANA,  IOWA,  KANSAS, 

KENTUCKY,  LOUISIANA,  MARYLAND,  MINNESOTA,  MISSISSIPPI, 

MISSOURI,  MONTANA,  NEBRASKA,  NEK  JERSEY,  NEW  MEXICO, 

NEW  YORK,  NORTH  CAROLINA,  NORTH  DAKOTA,  OHIO,  OKLAHOMA, 

OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA,  SOUTH  DAKOTA,  TENNESSEE, 

TEXAS,  UTAH,  VIRGINIA,  WASHINGTON,  WEST  VIRGINIA, 

WISCONSIN,  WYOMING 


EgUIP  INVENT08Y/MAINT 


COLORADO 
DIST.  OF  COL. 
NEW  YORK 
TENNESSEE 
WASHINGTON 


COLORADO 
WASHINGTON 
NEW  YORK 
NASHVILLE 
WASHINGTON 


COMPATIBLE  REPORTING  SYSTEM,  P.  B-121 

RADIO  EQUIPMENT  INVENTORY  E  MAINTENANCE  SYST. 

FLEET  ACCOUNTING,  P.  B-543 

FLEET  INVENTORY  AND  ACCOUNTING,  P.  B-754 

ADMINISTRATIVE  RECORDS,  P.  B-893 


P.     B-188 


NUMBER    OF    SYSTEMS  5 

STATES    INCLUDED       COLORADO,     DIST.     OF    COL,,     NEW    YORK,     TENNESSEE,     WASHINGTON 


EVIDENCE    CONTROL 
ALABAMA 
CALIFORNIA 
CALI FORNIA 
FLORIDA 
NEW    JERSEY 
NEW     YORK 


BIRMINGHAM 

ORANGE    COUNTY 

SAN    DIEGO 

TAMPA 

NEW    JERSEY 

NEW    YORK    CITY 


NORTH    CAROLINA    CHARLOTTE 


OREGON 

OREGON 

OREGON 

PENNSYLVANIA 

TENNESSEE 

TEXAS 

TEXAS 


LANE    COUNTY 
LANE    COUNTY 
PORTLAND 
PHILADELPHIA 
NASHVILLE 
DALLAS    COUNTY 
WICHITA     FALLS 


BIRMINGHAM,     AL.     LAW    ENFORCEMENT    INFO.     SYSTEM,     P.     B-5 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

PROPOSED    LAW     ENFORCEMENT    SYSTEM,     P.     B-97 

TAMPA    CRIMINAL    JUSTICE     SYSTEMt,     P.     B-24b 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.    -PH.     II,     P.     8-478 

SPRINT     DISPATCHING,     P.     B-558 

PUBLIC    SAFETY    -     INTEGR ATEDMUN ICI PALINFOS YST ,     P.     B-596 

AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COLUMBIA    REGION    INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

POLICE    SYSTEM,     P.     B-712 

EVIDENCE    CONTROL,     P.     B-771 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

ARTICLE    PROCESSING,     P.     B-8U5 


NUMBER    OF    SYSTEMS 


14 


STATES  INCLUDED 


ALABAMA,  CALIFORNIA,  FLORIDA,  NEW  JERSEY,  NEW  YORK, 
NORTH  CAROLINA,  OREGON,  PENNSYLVANIA,  TENNESSEE,  TEXAS 


FIELD  CONTACT  REP3RTING 


ALABAMA 

ARIZONA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 


BIRMINGHAM 
TUCSON 
LONG  BEACH 
LOS  ANGELES 
ORANGE  COUNTY 
SACRAMENTO 
SAN  DIEGO 


BIRMINGHAM,  AL.  LAW  ENFORCEMENT  INFO.  SYSTEM, 
AUTOMATED  LAW  ENFORCEMENT  RESPONSE  TEAM  SYS., 
PUBLIC  SAFETY  INFORMATION  SYSTEM,  P.  B-74 
AUTOMATED  FIELD  INTERVIEW  SYSTEM,  P.  B-82 
ORANGE  COUNTY  JUSTICE  INFORMATION  SYSTEM,  P.  I 
SACRAMENTO  CRIME  AND  ARREST  REPORTING  SYSTEM, 
PROPOSED  LAW  ENFORCEMENT  SYSTEM,  P.  B-97 


8-5 
B-40 


B-92 


D-27 


226 


S    Y    3    T    E    n 


FUNCTION 


INDEX 


FIELD    CONTACT     KEP3RTING 


CALIFORNIA 

CONNECTICUT 

DELAHARE 

DIST.     OP    COL. 

FLORIDA 

FLORIDA 

HAUAII 

ILLINOIS 

ILLINOIS 

KANSAS 

LOUISIANA 

MASSACHUSETTS 

nissoasi 

MISSOURI 

NEVADA 

NFW     YORK 

NEW     YORK 

NORTH    CAROLINA 

OHIO 

OKLAHOHA 

OKLAHOHA 

OREGON 

OREGON 

OREGON 

TEXAS 

TEXAS 

TEXAS 

VIRGINIA 

VIRGINIA 

VIRGINIA 

UASHINGTON 


SAN     FRANCISCO 

CONNECTICUT 

DELAWARE 

WASHINGTON 

HILLSBOMOBGH 

TAMPA 

HONOLULU 

ILLINOIS 

CHICAGO 

KANSAS 

NEW  ORLEANS 

MIDDLESEX  COU 

MISSOURI 

ST.  LOUIS 

NEVADA 

NASSAU  COUNTY 

NE«  YORK  CITY 

NORTH  CAROLINA 

CINCINNATI 

OKLAHOMA 

TULSA 

LANE  COUNTY 

LANE  COUNTY 

PORTLAND 

AUSTIN 

DALLAS  COUNTY 

WICHITA  FALLS 

ALEXANDRIA 

FAIRFAX  COUNT 

NORFOLK 

SEATTLE 


COMPUTER    ASSISTED    BAY    AREA     LAB     ENFORCEMENT, 

STATE    POLICE    DATA    PROCESSING    UNIT,     P.     B-l«3 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P. 

INCIDENTALS    STATISTICAL    REPORTING    SYSTEM,     P 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-2U6 

DEPARTMENT    OF    INFORMATION    SYSTEMS,     P.     B-272 

TRAFFIC    INFORMATION     PLANNING    SYSTEM,     P.     B-28U 

POLICE    OPERATIONS,     P.     B-291 

HIGHWAY     PATROL    ADMINISTRATIVE     INFO.     SYSTEMS, 

METRO    ORLEANS    TOTAL     INFO    ON-LINE    NETWORK,     P. 

POLICE    INFORMATION    SYSTEM,     P.     B-386 

MO.     UNIFORM    LAW     ENFORCEMENT    SYSTEM     (CENTRAL), 

S.     L.     M.     POLICE    SYSTEM,     P.     B-«42 

SHERIFF'S    COMPUTER    OPRTN    FOR     PHOTCTN    6    ENFCMT, 

POLICE    DATA    SYSTEMS,     P.     B-555 

SPRINT     DISPATCHING,     P.     B-558 

NORTH    CAROLINA     POLICE    INFORMATION     NETWORK,     P. 

REGIONAL    CHIME     INFORMATION    CENTER      (CLEAR),     P. 

OKLA.     CRIMINAL    S    TRAFFIC    LAW     ENFORCEMENT    SYS., 

TULSA    REG.     AUTOMATED    CRIH.     IDENT.     SYSTEM,     P 

AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL, 


B-100 


B-168 
B-185 


P.     B-326 
B-351 


B-a28 


P.    8-1471 


B-588 

B-609 
,     P.    B-6«5 
B-652 
P.     8-6b6 


AREA     INFORMATION     RECORD    SYSTEM    PLANNED,     P.     B-672 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

AUSTIN     AUTOMATED    FUNCTIONS*,     P.     B-796 

DALLAS    COUNTY    REG.     CRIMINAL    JUSTICE    INFO.    SYS.,     P.     B-806 

ARTICLE    PROCESSING,     P.     B-8U6 

POLICE    INFO    SYSTEM-EVENT    SUBSYSTEM,     P.     B-873 

POLICE    MANAGEMENT     INFORMATION    SYSTEM,     P.     8-877 

TIDEWATER     ELECTRONIC    NETWORK    POLICE    INFO,     P.     B-881 

SEA-KING    ALERT    PLANNED,     P.     B-900 


NUMBER    OF    SYSTEMS 


38 


STATES    INCLUDED 


ALABA1A,     ARIZONA,     CALIFORNIA,     CONNECTICUT,     DELAWARE, 
DIST.     OF    COL.,     FLORIDA,     HAWAII,     ILLINOIS,     KANSAS, 
LOUISIANA,     MASSACHUSETTS,     MISSOURI,     NEVADA,     NEW     YORK, 
NORTH     CAROLINA,     OHIO,     OKLAHOMA,     OREGON,     TEXAS, 
VIRGINIA,     WASHINGTON 


FIN£S,C0LLATERAL,3AIL 


ALABAMA 

ARIZONA 

CALIFORNIA 

COLORADO 

CONNECTICUT 

DELAWARE 

DIST.  OF  COL. 

DIST.  OF  COL. 

FLORIDA 

FLORIDA 

FLORIDA 

ILLINOIS 

KANSAS 

LOUISIANA 

MICHIGAN 

MICHIGAN 

NEBRASKA 

SEW  JERSEY 

NEW  JERSEY 

NEW  YORK 

NEW  YORK 

OHIO 

OHIO 

OKLAHOMA 

OKLAHOMA 

OREGON 

OREGON 

OREGON 


BIRMINGHAM 

PHOENIX 

ORANGE  COUNTY 

DENVER 

CONNECTICUT 

DELAWARE 

WASHINGTON 

WASHINGTON 

FLORIDA 

DADE  COUNTY 

HILLSBOROUGH 

COOK  COUNTY 

WICHITA 

LAFAYETTE 

MICHIGAN 

MICHIGAN 

OMAHA 

CAMDEN  COUNTY 

NEWARK 

NEW    YORK 

BUFFALO 

CLEVELAND 

FRANKLIN    COUN 

TULSA 

TULSA 

LANE    COUNTY 

LANE    COUNTY 

LANE    COUNTY 


BIRMINGHAM,     AL.     LAW    ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

AUTOMATED    TRAFFIC    COURT    SYSTEM,     P.     B-28 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

UNIFORM    SUMMONS    SYSTEM,     P.      B- 1 3 1 

IMPROVEMNT    IN    CRIM.     COURT    MANGMT    &    OPERATIONS,     P.     B- 1 U 1 

CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B-168 

COLLATERAL    REFUND,     P.     B-197 

CRIMINAL    SYSTEM,     P.     B-213 

FLORIDA    CRIME     INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

COOK    COUNTY    CIRCUIT    COURT*,     P.     B-298 

LAW     ENFORCEMENT    AUTOMATED    DATA     ENTRY    £     RETRVL,     P. 

AUTOMATED    LAW     ENFORCEMENT    COMM.     6REP0RTING    SYS,     P. 

TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 

BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM, 

COURT    MANAGEMENT    INFORMATION    CENTER,     P.     B-48H 

NEWARK     CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-50 1 

ADMINISTRATIVE     ADJUDICATION,     P.     B-537 

CITY    COURT     INFORMATION     SYSTEM,     P.     B-550 

JUDICIAL    INFORMATION    SYSTEM,     P.     B-618 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,      P.     B-632 

TULSA     REG.     AUTOMATED    CRIM.      IDENT.     SYSTEM,     P.     B-652 

TRAFFIC    COURT    INFORMATION    SYSTEM,     P.     B-659 

AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COURTS,     P.     B-679 


B-329 
B-3U7 


B-H65 


D-28 


227 


s  y  S  T  E  H 


FUNCTION 


I  N  D  R  X 


FINES, COLLATERAL, BAIL 


OREGON 
PENNSYLVANIA 


PORTLAND 
PHILADELPHIA 


SOUTH  CAROLINA  SOUTH  CAROLINA 


TENNESSEE 

TEXAS 

TEXAS 

TEXAS 

TEXAS 

mSCONSIN 


NASHVILLE 
AUSTIN 
DALLAS 
HOUSTON 
WICHITA  FALLS 
niLWAUKEE  COD 


COLUMBIA    REGION     INFO.     SHABING    SXSTEH-PHASE    1,     P.     B-689 

COURT    SYSTEHS,     P.     B-705 

CRIHINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

FINE,     COLLATERAL    S     BAIL    CONTROL,     P.     B-7BS 

AUSTIN     AUTOMATED    FUNCTIONSt,     P.     B-796 

POLICE    DATA     BASE,     P.     B-802 

COURTS,     P.     B-820 

MUNICIPAL  COURT  SYSTEM,  P.  B-aHU 

CASH  REPORTING,  P.  B-930 


NURBER    OF    SYSTEMS 


37 


STATES  INCLUDED 


ALABAMA,  ARIZONA,  CALIFORNIA,  COLORADO,  CONNECTICUT, 
DELAWARE,  DISI.  OF  COL.,  FLORIDA,  ILLINOIS,  KANSAS, 
LOUISIANA,  MICHIGAN,  NEBRASKA,  NEW  JERSEY,  NEW  YORK, 
OHIO,  OKLAHOMA,  OREGON,  PENNSYLVANIA,  SOUTH  CABOLINA, 
TENNESSEE,  TEXAS,  WISCONSIN 


FINGERPRINT  PROCESSING 


ALASKA 

ALASKA 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

L.  A. COUNTY 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

OAKLAND 

CALIFORNIA 

SAN  DIEGO 

CONNECTICUT 

BRIDGEPORT 

FLORIDA 

FLORIDA 

FLORIDA 

DADE  COUNTY 

FLORIDA 

MIAMI 

GEORGIA 

GEORGIA 

HAWAII 

HONOLULU 

ILLINOIS 

ILLINOIS 

LOUISIANA 

LAFAYETTE 

LOUISIANA 

NEW  ORLEANS 

MASSACHUSETTS 

MIDDLESEX  COU 

MICHIGAN 

MICHIGAN 

MISSOURI 

JACKSON  COUNT 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

PASSAIC  COUNT 

NEW  JERSEY 

PASSIAC  COUNT 

NRW  YORK 

NEW  YORK 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

ROCHESTER 

NORTH  CAROLINA 

NORTH  CAROLIN 

OHIO 

DAYTON 

OKLAHOMA 

OKLAHOMA 

OKLAHOMA 

TULSA 

OREGON 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

TENNESSEE 

NASHVILLE 

TEXAS 

WICHITA  PALLS 

UTAH 

UTAH 

VIRGINIA 

NORFOLK 

ALASKA  JUSTICE  INFORMATION  SYSTEM,  P.  8-11 

OPTIMUM  REC.  AUTO.  FOR  COURTS  6  LAW  ENFORCEMENT,  P.  B-61 

AUTOMATED  INDEX,  P.  B-b3 

STATISTICAL  SYSTEM,  P.  B-72 

COMPUTER    RETRIEVAL    OF    IDENTITY     C     B.     0.     ELEMENT,     P.     B-86 

PROPOSED    LAW     ENFORCEMENT    SYSTEM,     P.     B-97 

BRIDGEPORT    CRIME    INFORMATION    CENTER,     P.     B-157 

FLORIDA     CRIME     INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

GENERAL     APPEA RANCEO FCHI MI N AL»HAB ITS    ANALYZED,     P.     8-214 

STATE    COMPUTER    CENTER,     P.     B-250 

DEPARTMENT    OF     INFORMATION     SYSTEMS,     P.     B-272 

COMPUTERIZED    CRIMINAL    HISTORY,     P.     B-282 

AUTOMATED    LAW     ENFORCEMENT    COMM.     5REP0RTING    SYS,     P.     B-3U7 

METRO    ORLEANS    TOTAL     INFO    ON-LINE    NETWORK,     P.     8-351 

POLICE    INFORMATION    SYSTEM,     P.     B-386 

FINGERPRINT    PROCESSING,     P.     B-U03 

KANSAS    CITY,     MISSOURI    POLICE,     P.     B-I»3tt 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.     -PH.     II,     P.     8-1478 

JERSEY     CITY     POLICE    DEPT.,     P.     B-U91 

PLANNED     PASSAIC    COUNTY    SYSTEM*.     P.     B-510 

PATERSON    POLICE    COMPUTER,     P.     8-513 

N.     Y.     STATE    IDENTIFICATION     6    INTELLIGENCE    SYS.,     P.     B-532 

SPRINT    BACKUP,     P.     8-562 

1U01     SYSTEM,     P.     8-566 

MIRACODE,     P.     B-587 

NORTH    CAROLINA    POLICE    INFORMATION     NETWORK,     P.     B-588 

DAYTON     POLICE,     P.     B-629 

OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENPOBCEBENT    SYS.,     P.     B-6K5 

TULSA     REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

CPA300,     P.     8-761 

PERSON    PROCESSING,     P.     B-838 

LAW     ENFORCEMENT    INFORMATION    SYSTEB,     P.     B-852 

TIDEWATER     ELECTRONIC    NETWORK    POLICE    INFO,     P.     8-881 


NUMBER    OF    SYSTEMS 


36 


STATES  INCLUDED 


ALASKA,  CALIFORNIA,  CONNECTICUT,  FLORIDA,  GEORGIA, 
HAWAII,  ILLINOIS,  LOUISIANA,  MASSACHUSETTS,  MICHIGAN, 
MISSOURI,  NEW  JERSEY,  NEW  YORK,  NORTH  CABOLINA,  OHIO, 
OKLAHOMA,  OREGON,  TENNESSEE,  TEXAS,  UTAH, 
VIRGINIA 


FIRE/CIVIL  DEFENSE 
CALIFORNIA 


LONG  BEACH 


NUMBER  OF  SYSTEMS 


PUBLIC  SAFETY  INFORMATION  SYSTEB,  P.  B-7H 


D-29 


228 


S    Y     S     T    F    M 


FUNCTION 


INDEX 


FIRE/CIVIL    DEFliNSE 

STATES    INCLnOED 


CALIFORNIA 


REO.LOCAT  ION     INDEX 

TENNESSEE  NASHVILLE 


BUSINESS    AND    ALARM     LOCATOR,     P.     B-76« 


Ntmafn  of  svsteis  i 

STATES     INCLUDED       TENNESSEE 


GRANT    ThACKINd 
ALABAMA 

AMERICAN  SAMn^ 
ARKANSAS 
nE LA  WARS 
ILLINOIS 
ILLINOIS 
TOW  A 

MICHIGAN 
NEW    M  F  X  r  cn 
NEW     KORK 
OKLAHOMA 
PENNSYLVAM  A 
SOUTH     CAROLINA 
SOUTH    CAROLINA 
SOUTH    DAKOTA 
TENNESSEE 
TEXAS 
VIRnlNIA 
WYOMING 


BIRHINTHAM 

AMER.     SAMOA 

ARKANSAS 

DELAWARE 

I LLINOIS 

ILLINOIS 

IOWA 

M ICHIGAN 

NEW     MEXICO 

BUFFALO 

OKLAHOMA 

PHILADELPHIA 

SOUTH    CAROLINA 

SOUTH    CAROLINA 

SOUTH    DAKOTA 

TENNESSEE 

TEXAS 

VIRGINIA 

WYOMING 


BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     E 

GOVT.     AM.     SAMOA     ACCOUNTING    SYSTEMI,     P.     3-17 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-U5 

CRIMINAL    LAW    fINIFOPM     ENFORCEMENT    SYSTEM,     P.     D- 1  68 

SUBGRANT     ACCOUNTING     SYSTEM,     P.     B-286 

LAW    ENFORCEMENT    DEPT.     GEN.      ECONOMIC     REPORT.     SYS., 

TRAFFIC    RECORDS     6    CRIMINAL    JUSTICE    INFO    SYST,     P. 

GRANT    TRACKING,     P.     B-lt09 

STATE    PLANNING     AGENCY,     P.     D-523 

CITY    OF    BUFFALO    LAW     ENFORCEMENT    COMPUTER    OPNS,     P 

OKLA.     CRIMINAL    S    TRAFFIC    LAW     ENFORCEMENT    SYS.,     P 

PHILADELPHIA    JUSTICE    INFORMATION    MODEL,     P.     B-703 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

AUTOMATED    DATA    SERVICES,     P.     B-728 

GRANT    ACCOUNTING,     P.     B- 7  !  1 

TFNN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7a2 

TX.     CBIM.     JUST.     CNCL.     MANA.     INFOR.     6FINA.     REPORT 

GRANTS    INFORMATION    MANAGEMENT    SYSTEM,     P.     B-871 

GRANT    MANAGEMENT     INFORMATION    SYSTEM,     P       B-939 


P.     B-290 
B-309 


B-5Ub 
B-6U5 


STS,     P.     B-795 


NUMBER    OF    SYSTEMS 


19 


STATES    INCLUDED 


ALABAMA,     AMERICAN    SAMOA,     ARKANSAS,     DELAWARE,     ILLINOIS, 
IOWA,     MICHIGAN,     NEW     MEXICO,     NEW    YORK,     OKLAHOMA, 

PENNSYLVANIA,     SOUTH    CAROLINA,     SOUTH    DAKOTA,     TENNESSEE,     TEXAS, 
VIRGINIA,     WYOMING 


INMATE    ACCOUNTING 
ALABAMA 
ALASKA 
ARIZONA 
ARKANSAS 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CONNECTICUT 
DELAWARE 
DIST.     OF    COL. 
FLORIDA 
FLORIDA 
GEORGIA 
GEORGIA 
HAWAII 
ILLINOIS 
INDIANA 
IOWA 

LOUI SIANA 
LOUI SIANA 
MARYLAND 
MICHIGAN 
NEW    JERSEY 
NEW    JERSEY 
NEW    JERSEY 
NEW    JERSEY 
NEW    JERSEY 
NEW    JERSEY 


BIRMINGHAM 
ALASKA 

MARICOPA     COU 
ARKANSAS 
CALIFORN  lA 
L.  A. COUNTY 
ORANGE    COUNTY 
SANTA    CLARA    C 
CONNECTICUT 
DELAWARE 
WASHINGTON 
DADE    COUNTY 
HILLSBOROUGH 
GEORGIA 
ATLANTA     SMSA 
HAWAII 
ILLINOIS 
INDIANA 
IOWA 

LOUISIANA 
NEW    ORLEANS 
M  ARYLAND 
MICHIGAN 
CAMDEN    COUNTY 
HUDSON    COUNTY 
HUDSON    COUNTY 
HUDSON    COUNTY 
PASSAIC    COUNT 
PASSIAC    COUNT 


BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

ALASKA    JUSTICE     INFORMATION     SYSTEM,     P.     B- 1  1 

LAW    ENFORCEMENT-JUDICIAL    INFORMATION    SYSTEM,     P.     B-25 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-U5 

YOUTH     AUTHORITY    DATA    PROCESSING    OFFICE,     P.     B-57 

AUTOMATED    JUSTICE    INFORMATION    SYSTEM,     P.     B-68 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

CONN.     ON-LINE    REC.     f.RESEARCH    FOR     EFF.     CRIB.     TRTMT,     P.     B-155 

CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B-168 

WASH.     D.     C.     CORRECTIONS     RECORD     INFO.     SYSTEM,     P.     B-195 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

CORRECTIONS    SYSTEM,     P.      B-253 

JUDICIAL    ADMINISTRATION     SYSTEM,     P.     B-259 

CORRECTIONS    S     PAROLE,     P.     B-270 

CORRECTIONS    SYSTEM,     P.      B-288 

INDIANA     DATA    AND    COMMUNICATIONS    SYSTEM,     P.     a-302 

TRAFFIC    RECORDS     5    CRIMINAL    JUSTICE    INFO    SYST,     P.     B-309 

STATE    COMP    CENTER      (CORRECTIONS),     P.     8-315 

METRO    ORLEANS    TOTAL     INFO    ON-LINE    NETWORK,     P.     B-351 

VARIOUS     BATCH    ORIENTED    SYSTEMS,     P.     B-367 

MICHIGAN     STATE    CORRECTIONS    SYSTEM!,     P.     B-397 

COURT     MANAGEMENT     INFORMATION    CENTER,     P.     B-Ufll 

JERSEY    CITY    MUNICIPAL    JAIL,     P.      B-«89 

JERSEY     CITY    MUNICIPAL    COURT,     P.     B-U9U 

SUP.     CT.     OF    NJ-AUTOM'D    CSIM.     CASE    PROCESSING    SYS,     P.     B-495 

INMATE    HISTORY    AND    CONTROL    SYSTEM,     P.     B-508 

JAIL    INVENTORY     SYSTEM,     P.     B-512 


D-30 


229 


SVSIEd  FUNCTION  INDEK 


IN!1ftTE    ACCOUNTINS 

NEJ     YORK  NEa     JORK  SOC lO-PSTCHOLOGICAL     INFORHATION    SKSTEN,     P.     B-530 

MRH     YORK  NASSAU    COUNTY  BASIC    COURT    SYSTEM,     P.     B-5S3 

NEW     YORK  NEW     YORK    CITY  INNATE    INfORHATION    SYSTEM,     P.     B-557 

NORTH    CAROLINA  NORTH    CAROLINA  NORTH    CAROLINA    CORRECTIONS    SYSTEM,     P.     B-592 

OHIO  CINCINNATI  REGIONAL    CRIME    INF3R(1ATI0N     CENTER      (CLEAR),     P.     B-609 

OHIO  CLEVELAND  SHERIFF    INFORMATION     SYSTEM,     P.     B-621 

OHIO  FRANKLIN    COUN  FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING    PROJCT,     P.     d-632 

OKLAHOMA  OKLAHOMA  OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6U5 

OKLAHOMA  TULSA  TULSA     REG.     AUTOMATED    C8  IM.     IDENT.     SYSTEM,     P.     B-652 

OREGON  LANE    COUNTY  AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

OREGON  PORTLAND  COLUMBIA     REGION     INFO.     S HA R ING-SYSTEM- PHASE    III,     P.     B-693 

PENNSYLVANIA  PENNSYLVANIA  CORRECTIONAL    INDUSTRIES,     BUR.     OF    CORRECTION,     P.     B-697 

PENNSYLVANIA  PHILADELPHIA  COURT    SYSTEMS,     P.     B-70S 

PENNSYLVANIA  PHILADELPHIA  COMBINED    JUSTICE    INFO.     NETWORK    OVER    TERMINALS,     P.     B-708 

SOUTH    CAROLINA  SOUTH    CAROLINA  DEPT.     OF    CORRECTIONS    MGMT.     INFO.     SYSTEMS,     P.     B-726 

SOUTH    CAROLINA  SOUTH    CAROLINA  YOUTH    SERVICES    PROGRAM,     P.     B-729 

TENNESSEE  TENNESSEE  TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7112 

TEXAS  TEXAS  INMATE    TRACKING    SYSTEM,     P.     B-790 

TEXAS  EL    PASO    COUNT  EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-8 1 1 

TEXAS  HOUSTON  COURTS,     P.     B-820 

TEXAS  SAN     ANT3NI0  BEXAR    COUNTY    CRIM.     JUST.     INFO.     SYS-PHASE    I,     P.     B-flia 

TEXAS  WICHITA     FALLS  PERSON     PROCESSING,     P.     B-8Jfl 

VIRGINIA  VIRGINIA  INMATE    INFORMATION     SYSTEM,     P.     B-868 

WASHINGTON  WASHINGTON  DIVISION    OF    RES EARCH- IN  FORM ATION    SYSTEM,     P.     B-895 

WASHINGTON  SPOKANE    COUNT  THE    INLAND    EMPIRE    POLICE    INFORMATION     NETWORK,     P.     B-903 

WISCONSIN  WISCONSIN  INSTITUTION     POPULATION     INFORMATION    SYSTEM,     P.     B-913 

WISCONSIN  WISCONSIN  FOSTER    HOME    SYSTEM,     P.     B-917 

NUMBER    OF    SYSTEMS  56 

STATES     INCLUDED        ALABAMA,    ALASKA,     ARIZONA,     ARKANSAS,     CALIFORNIA, 

CONNECTICUT,  DELAWARE,     DIST.     OF    COL.,     FLORIDA,     GEORGIA, 
HAWAII,     ILLINOIS,     INDIANA,     IOWA,     LOUISIANA, 

MARYLAND,     MICHIGAN,     NEW    JERSEY,     NEW    YORK,     NORTH    CAROLINA, 
OHIO,     OKLAHOMA,     OREGON,     PENNSYLVANIA,     SOUTH    CAROLINA, 
TENNESSEE,     TEXAS,     VIRGINIA,     WASHINGTON,     WISCONSIN 

INMATE    RECORDS 

ALASKA  ALASKA  ALASKA    JUSTICE    INFORMATION    SYSTEM,     P.     B- 1 1 

ARKANSAS  ARKANSAS  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-«5 

CALIFORNIA  L. A. COUNTY  OPTIMUM     REC.     AUTO.     FOR     COURTS    6     LAW     ENFORCEMENT,     P.     B-&1 

CALIFORNIA  L. A. COUNTY  AUTOMATED    JUSTICE    INFORMATION     SYSTEM,     P.     B-58 

CALIFORNIA  ORANGE    COUNTY  ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

CALIFORNIA  SAN    FRANCISCO  COMPUTER    ASSISTED    BAY    AREA     LAW     ENFORCEMENT,     P.      B-100 

CONNECTICUT  CONNECTICUT  CONN.     ON-LINE    REC.     CRESEABCH    FOB     EFF.     CRIM.     TRTMT,     P.     B-155 

DELAWARE  DELAWA.-<E  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-163 

DIST.     OF    COL.  WASHINGTON  WASH.     0.     C.    CORRECTIONS     RECORD     INFO.     SYSTEM,     P.     fl-195 

FLORIDA  FLORIDA  FLORIDA    CRIME    INFORMATION    CENTER,     P.     B-215 

FLORIDA  HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

FLORIDA  JACKSONVILLE  CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-233 

GEORGIA  GEORGIA  CORRECTIONS    SYSTEM,     P.     B-253 

GEORGIA  ATLANTA     SMSA  JUVENILE    COURT     INFORMATION     SYSTEM,     P.     B-257 

GEOKGIA  ATLANTA    SMSA  JUDICIAL    ADMINISTRATION     SYSTEM,     P.     B-259 

HAWAII  HAWAII  CORRECTIONS    6     PAROLE,     P.     B-270 

ILLINOIS  ILLINOIS  CORRECTIONS    SYSTEM,     P.     B-288 

IOWA  IOWA  TRAFFIC    RECORDS    0    CRIMINAL    JUSTICE    INFO    SYST,     P.     B-309 

LOUISIANA  LOUISIANA  STATE    COMP    CENTER     (CORRECTIONS),     P.     B-315 

LOUISIANA  NEW     ORLEANS  METRO    ORLEANS    TOTAL     INFO    ON-LINE     NETWORK,     P.     B-351 

lARYLAND  MARYLAND  MARYLAND     INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P.     B-363 

MARYLAND  MARYLAND  VARIOUS     BATCH    ORIENTED    SYSTEMS,     P.     B-3b7 

MASSACHUSETTS  MASSACHUSETTS  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P'.     B-379 

MICHIGAN  MICfllGAN  MICHIGAN    STATE    CORRECTIONS    SYSTEM*.     P.     B-397 

NEW    JERSEY  NEW    JERSEY  N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.     -PH.     II,     P.     B-U78 

NEW    JERSEY  PASSAIC    COUNT  INMATE    HISTORY     AND    CONTROL    SYSTEM,     P.     B-508 

NEW     YORK  NEW     YORK  SOC lO-PSYCHOLOGIC AL     INFORMATION     SYSTEM,     P.     B-530 

NEW     YORK  NEi.     YORK     CITY  INMATE    INFORMATION    SYSTEM,     P.     B-557 

NORTH    CAROLINA  NORTH    CAROLINA  NORTH    CAROLINA    CORRECTIONS    SYSTEM,     P.     R-592 

OHIO  CLEVELAND  SHERIFF    INFORMATION    SYSTEM,     P.     B-621 

OHIO  FRANKLIN     COUN  FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     B-b32 


D-31 


230 


S    »    S    T    E    (1 


FUNCTION 


I    H     Q    E    X 


INBATE    RECORDS 
OKLAHOMA 
OREGON 
OREGON 
OREGON 

PENNSYLVANIA 
"ENNSKLVANI A 
SODTH    CAROLINA 
SOUTH    CAROLINA 
TEXAS 
UTAH 

VIRGINIA 
WASHINGTON 


OKLAHONA 

OREGON 

LANE    COUNTY 

PORTLAND 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH    CAROLINA 

SOUTH    CAROLINA 

SAN  ANTONIO 

UTAH 

VIRGINIA 

HASHINGTON 


OKLA.  CRIMINAL  6  TRAFFIC  LAW  ENFORCEMENT  SYS.,  P.  B-6U5 

LAS  ENFOBCEHENT  DATA  SYSTEH,  P.  B-663 

AREA  INFORMATION  RECORD  SYSTEM  PLANNED,  P.  B-672 

COLUMBIA  REGION  INFO.  S HA RI NG-SYSTEM-PHAS E  III,  P.  B-693 

CORRECTIONAL  INDUSTRIES,  BUR.  OF  CORRECTION,  P.  B-597 

COMBINED    JUSTICE    INFO.     NETWORK     OVER    TERMINALS,     P.     B-708 

DEPT.     OF    CORRECTIONS    MGMT.      INFO.     SYSTEMS,     P.     B-726 

YOUTH  SERVICES  PROGRAM,  P.  B-729 

BEXAR    COUNTY    CBIH.     JUST.     INFO.     SYS-PHASE    I,     P.     B-82U 

CORRECTIONS  INFORMATIONS  SYSTEM,  P.  B-856 

INMATE    INFORMATION     SYSTEM,     P.     B-868 

DIVISION    OF    RESEARCH-INFORMATION    SYSTEM,     P.     8-895 


NUMBER    OF    SYSTEMS 


U3 


STATES  INCLUDED 


ALASKA,  ARKANSAS,  CALIFORNIA,  CONNECTICUT,  DELAWARE, 
DIST.  OF  COL.,  FLORIDA,  GEORGIA,  HAWAII,  ILLINOIS, 
IOWA,  LOUISIANA,  MARYLAND,  MASSACHUSETTS,  MICHIGAN, 
NEW  JERSEY,  NEW  YORK,  NORTH  CAROLINA,  OHIO,  OKLAHOMA, 
OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA,  TEXAS,  UTAH, 
VIRGINIA,  WASHINGTON 


INSTITUTIONAL  PROGRAM 

ALASKA  ALASKA 

ARIZONA  MARICOPA  COU 


ALASKA  JUSTICE  INFORMATION  SYSTEM,  P.  B-11 

LAW    ENFORCEHENT-JODICIAL    INFORMATION    SYSTEM,     P.     B-25 


NUMBER    OF    SYSTEMS  2 

STATES  INCLUDED   ALASKA,  ARIZONA 


JUNK  LIST 

VIRGINIA 


NORFOLK 
NUMBER  OF  SYSTEMS       1 
STATES  INCLUDED   VIRGINIA 


JUNK  LIST,  P.  B-886 


JURY  MANAGEMENT 
ALASKA 
ARIZONA 
CALIFORNIA 
CALI FORNIA 
COLORADO 
DELAWARE 
DIST.  OF  COL. 
FLORIDA 
FLORIDA 
HAWAII 
ILLINOIS 
KENTUCKY 
MARYLAND 
MICHIGAN 
MISSOURI 
NEW  JERSEY 
NEW  JERSEY 
NEW  YORK 
OHIO 
OMIO 
OHIO 

OKLAHOMA 
OREGON 
naFGON 
OREGON 
OREGON 

PENNSYLVANIA 
PENNSYLVANIA 
PUERTO  RICO 


ALASKA 

PIMA  COUNTY 

SAN  FRANCISCO 

SANTA  CLARA  C 

C0L0RAD3 

DELAWARE 

WASHINGTON 

HILLSBOROUGH 

JACKSONVILLE 

HAWAII 

COOK  COUNTY 

LOUISVILLE 

BALTIMORE 

MICHIGAN 

JACKSON  COUNT 

CAMDEN  COUNTY 

PASSAIC  COUNT 

NEW  YORK  CITY 

CLEVELAND 

CLEVELAND 

FRANKLIN  COUN 

OKLAHOMA 

LANE  COUNTY 

LANE  COUNTY 

LANE  COUNTY 

PORTLAND 

PHILADELPHIA 

PITTSBURG 

PUERTO    RICO 


P.     B-168 


3-225 
P.     B-231 


B-338 


ALASKA    JUSTICE    INFORMATION     SYSTEM,     P.     B-11 

CRIMINAL    COURTS    AUTOMATION     PROJECT,     P.     B-35 

BASIC    COURT    SYSTEM,     P.     B-103 

JURY    SELECTION,     P.     B- 1  1  4 

COURT     AND    PROBATION    CONTROL,     P.     B-119 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM, 

JURY    SELECTION,     P.     B-212 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P. 

COURTS     MANAGEMENT     INFORMATION     SYSTEM, 

JURY    SELECTION    f,    MANAGEMENT,     P.     B-268 

COOK    COUNTY    CIRCUIT    COURT",     P.     B-298 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 

PROBATION,     P.     B-377 

BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

COURT    COMPUTER    SYSTEM,     P.     B-H32 

JURY    SELECTION,     P.     H-U87 

AUTOMATED    CRIMINAL    CASE    PROCESSING    SYSTEM,     P.     B-505 

JURY    SELECTION,     P.     B-568 

JUDICIAL     INFORMATION    SYSTEM,     P.     B-618 

CALENDAR    MANAGEMENT     INFORMATION     SYSTEM,     P.     B-623 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING    PROJCT,      P.     B-632 

COURT    CLEPKS    SYSTEM,     P.     8-613 

AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COURTS,     P.     B-679 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE     1,     P.     B-687 

COURT    SYSTEMS,     P.     B-705 

COURT  OF  COMMON  PLEAS,  P.  B-715 

COURT  MANAGEMENT  INFORMATION  SYSTEM,  P.  B-718 


D-32 


231 


s    r    S    T    E    H 


FUNCTION 


INDEX 


JURY    HANAGEKENT 

SOOTH    CAROLINA  SOUTH    CABOLINA 

TEXAS  AUSTIN 

TEXAS  EL    PASO    COUNT 


NUflDER    OF    SYSTEftS 


32 


CRIMINAL    JUSTICE    INFORHATION    SYSTEM,     P.     B-721 

AUSTIN    ADT01ATED    FUNCTIONS*.    P.     B-796 

EL    PASO    COUNTY    CRIIUNAL    JUSTICE    SYSTEH.,     P.     B-811 


STATES    INCLUDED 


ALASKA,     ARIZONA,     CALIFORNIA,     COLORADO,     DELAWARE, 
DIST.     OF   COL.  ,     FLORIDA,     HAWAII,     ILLINOIS,     KENTUCKY, 
MARYLAND,     MICHIGAN,     MISSOURI,     NEW    JERSEY,     NEW    YORK, 
OHIO,     OKLAHOMA,    OREGON,     PENNSYLVANIA,     P3ERT0    RICO, 
SOUTH    CAROLINA,     TEXAS 


JUVENILE     INDEX 
ALABAMA 
ARIZONA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
COLORADO 
niST.     OF    COL. 
FLORIDA 
FLORIDA 
FLORIDA 
HAWAII 
KANSAS 
KANSAS 
KENTUCKY 
LOUISIANA 
LOUISIANA 
lARYLAND 
MARYLAND 
MINNESOTA 
MINNESOTA 
MISSOURI 
MISSOURI 
MISSOURI 
NEVADA 
NEW    JERSEY 
NEW     YORK 
NEW    YORK 
NEW     YORK 


BIRMINGHAM 

TUCSON 

L. A. COUNTY 

LONG    BEACH 

ORANGE    COUNTY 

SACRAMENTO 

SAN     FRANCISCO 

SANTA    CLARA    C 

COLORADO    SPRI 

WASHINGTON 

HILLSBOROUGH 

MIAMI 

TAMPA 

HONOLULU 

KANSAS 

WICHITA 

LOUISVILLE 

LAFAYETTE 

NEW    ORLEANS 

MARYLAND 

BALTIMORE 

MINNESOTA 

ST. PAUL 

MISSOURI 

JACKSON    COUNT 

ST.     LOUIS 

NEVADA 

NEWARK 

NASSAU    :OUNTY 

NEW    YORK    CITY 

NEW    YORK    CITY 


NORTH    CAROLINA    CHARLOTTE 
OKLAHOMA  OKLAHOMA 


OKLAHOMA 

OREGON 

OREGON 

OREGON 

PENNSYLVANIA 

PENNSYLVANIA 

TEXAS 

UTAH 

VIRGINIA 

WASHINGTON 


TULSA 

LANE    COUNTY 

LANE    COUNTY 

LANE    COUNTY 

PENNSYLVANIA 

PHILADELPHIA 

DALLAS 

UTAH 

NORFOLK 

WASHINGTON 


BIRMINGHAM,     AL.     LAW    ENFORCEMENT    INFO.     SYSTEH,     P.     B-5 

MANAGEMENT    INFORMATION     SYSTEMSI,     P.     B-«3 

OPTIMUM     REC.    AUTO.     FOR    COURTS    6    LAW    ENFORCEMENT,     P.     B-61 

PUBLIC    SAFETY    INFORMATION    SYSTEM,     P.     B-7« 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,    P.     B-88 

SACRAMENTO    CRIME    AND    ARREST    REPORTING    SYSTEM,     P.     B-92 

COMPUTER    ASSISTED    BAY    AREA     LAW    ENFORCEMENT,     P.     B-100 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

MULTI-JURISDICTIONAL    LAW    ENFORCEMENT    INF.    SYS. 

YOUTH    DIVISION     INFORMATION    SYSTEH,     P.     B-187 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

ARREST    SYSTEM,     P.     B-237 

TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-2U6 

DEPARTMENT    OF    INFORMATION    SYSTEMS,     P.     B-272 

KANSAS    LAW     ENFORCEMENT    TELETYPE    SYSTEM,     P.     B-319 

LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6    RETBVL,     P. 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

AUTOMATED    LAW    ENFORCEMENT    COMM.     5BEP0RTING    SYS,     P. 

METRO    ORLEANS    TOTAL     INFO    ON-LINE    NETWORK,     P.     B-351 

VARIOUS     BATCH    ORIENTED    SYSTEMS,     P.     B-367 

AUTOMATED    CRIMINAL    RECORDS    SYSTEM,     P.     B-372 

MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B-I41U 

ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     B-U22 

MO.     UNIFORM    LAW    ENFORCEMENT    SYSTEM     (CENTRAL) , 

KANSAS    CITY,     MISSOURI     POLICE,     P.     B-I431t 

S.     L.     H.     POLICE    SYSTEM,     P.     B-l»«2 

SHERIFF'S    COMPUTER    OPRTN    FOR    PROTCTN    &    ENFCHT, 

NEWARK    CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 

POLICE    DATA    SYSTEMS,     P.     B-555 

SPRINT    BACKUP,     P.     B-562 

1401    SYSTEM,     P.     B-566 

PUBLIC    SAFETY    -    INTEGR ATEDMUN IC IPALINFOS YST,     P. 

OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS., 

TULSA     REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,    P.     B-652 

AREA    INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA    INFORMATION     RECORD    SYSTEM    PLANNED,     P.     B-672 

JUVENILE    DEPT,     P.     B-682 

COMMONWEALTH    LAW    ENFORCEM'T    ASSIST'CE    NETWORK,     P.     B-69« 

POLICE    SYSTEM,     P.     B-712 

POLICE    DATA    BASE,    P.     B-8J2 

LAW    ENFORCEMENT    INFORMATION    SYSTEM,     P.    B-852 

TIDEWATER     ELECTRONIC    NETWORK    POLICE    INFO,     P.     B-891 

WASHINGTON    CRIME    INFORMATION    CENTER,     P.     B-888 


P.    B-125 


B-329 


B-3a7 


B-U28 


P.     B-t71 
B-50  1 


B-595 
P.     B-6IJ5 


NUMBER    OF    SYSTEMS 


Hi 


STATES  INCLUDED 


ALABAMA,  ARIZONA,  CALIFORNIA,  COLORADO,  DIST.  OF  COL., 

FLORIDA,  HAWAII,  KANSAS,  KENTUCKY,  LOUISIANA, 

MARYLAND,  MINNESOTA,  MISSOURI,  NEVADA,  NEW  JERSEY, 

NEW  YORK,  NORTH  CAROLINA,  OKLAHOHA,  OREGON,  PENNSYLVANIA, 

TEXAS,  UTAH,  VIRGINIA,  WASHINGTON 


JUVENILE  RECORDS 
ARIZONA 
CALIFORNIA 


PIMA  COUNTY 
ORANGE  COUNTY 


CRIMINAL  COURTS  AUTOMATION  PROJECT,  P.  B-35 
ORANGE  COUNTY  JUSTICE  INFOHHATION  SYSTEH,  P. 


B-88 


D-33 


490-522  O  -  73  -  64 


34-78 


O  -  74  -   16 


232 


S  »  S  T  E  n 


PONCTION 


INDEX 


JUVENILE  RECOfiDS 
DELAWARE 
DIST.  OP  COL. 
GEORGIA 
ILLINOIS 
KANSAS 
KENTUCKY 
BARYLAND 
HISSOURI 
nlSSOURI 
NEBRASKA 
NEW  JERSEY 
NEB  YORK 
OREGON 
OREGON 
OREGON 
OREGON 

PENNSYLVANIA 
PENNSYLVANIA 
PENNSYLVANIA 
-PUERTO  RICO 
SOUTH  CAROLINA 
SOUTH  DAKOTA 
TENNESSEE 
TEXAS 
UTAH 


DELAWARE 

WASHINGTON 

ATLANTA  SHSA 

COOK  COUNTY 

WICHITA 

LOUISVILLE 

NARYLAND 

JACKSON    COUNT 

ST.  LOUIS 

NEBRASKA 

NEWARK 

NASSAU  COUNTY 

LANE  COUNTY 

LANE  COUNTY 

LANE  COUNTY 

LANE  COUNTY 

PENNSYLVANIA 

PHILADELPHIA 

PITTSBURG 

PUERTO  RICO 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

NASHVILLE 

EL  PASO  COUNT 

UTAH 


CRIMINAL  LAW  UNIFOBH  ENFORCEMENT  SYSTEM,  P.  8-168 

JUVENILE  INDEXING,  P.  8-201 

JUVENILE  COURT  INFORMATION  SYSTEM,  P.  8-257 

COOK  COUNTY  CIRCUIT  COURT*,  P.  8-298 

LAW  ENFORCEMENT  AUTOMATED  DATA  ENTRY  f.  RETBVL,  P. 

CRIMINAL  JUSTICE  INFORMATION  SYSTEM,  P.  B-338 

VARIOUS  BATCH  ORIENTED  SYSTEMS,  P.  B-367 

KANSAS  CITY,  MISSOURI  POLICE,  P.  8-431 

S.  L.  M.  POLICE  SYSTEM,  P.  8-112 

UNIFORM  CRIME  REPORTING,  P.  B-165 

NEWARK  CRIMINAL  JUSTICE  INFORMATION  SYSTEM,  P.  B-t 

BASIC  COURT  SYSTEM,  P.  B-553 

AREA  INFORMATION  RECORD  SYSTEM  OPERATIONAL 

AREA  INFORMATION  RECORD  SYSTEM  PLANNED,  P. 

COURTS,  P.  B-679 

JUVENILE    DEPT,     P.     8-682 

PA.     CRIM.     JUST.     INFO.     SYS.     -BUR.     OF    CfilM.     JUST 

COURT    SYSTEMS,     P.     B-705 

COURT    OF    COMMON     PLEAS,     P.     B-715 

COURT    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-7 18 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

JUVENILE    STATISTICS,     P.     8-732 

JUVENILE    RECORDS    MANAGEMENT,     P.     B-789 

EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-8  1  1 

JUVENILE    INFORMATION    SYSTEM,     P.     8-858 


B-329 


P.     8-666 
8-672 


STATS,     P.     B-700 


NUMBER    OF    SYSTEMS 


27 


STATES  INCLUDED 


ABIZ3NA,  CALIFORNIA,  DELAWARE,  DIST.  OF  COL.,  GEORGIA, 

ILLINOIS,  KANSAS,  KENTUCKY,  MARYLAND,  MISSOURI, 

NEBRASKA,  NEB  JERSEY,  NEW  YORK,  OREGON,  PENNSYLVANIA, 

PUERTO  RICO,  SOUTH  CAROLINA,  SOUTH  DAKOTA,  TENNESSEE,  TEXAS, 

UTAH 


LICENSING/REGISTRATION 


ARIZONA 

CALIFORNIA 

CALIFORNIA 

COLORADO 

CONNECTICUT 

CONNECTICUT 

DELAWARE 

FLORIDA 

FLORIDA 

HAWAII 

ILLINOIS 

KENTUCKY 

LOUISIANA 

MARYLAND 

MASSACHUSETTS 

NEBRASKA 

NEVADA 

NEW  JERSEY 

NEW  YORK 

NEW  YORK 

NEW  YORK 

OHIO 

OHIO 

OKLAHOMA 

OREGON 

OREGON 

TENNESSEE 

TENNESSEE 

TEXAS 

TEXAS 

TEXAS 

VIRGINIA 

WEST  VIRGINIA 

WISCONSIN 


PHOENIX 

CALIFORNIA 

CALIFORNIA 

COLORADO  SPHI 

BRIDGEPORT 

HARTFORD 

DELAWARE 

HILLSBOROUGH 

TAMPA 

HONOLULU 

ILLINOIS 

KENTUCKY 

NEW  ORLEANS 

MARYLAND 

MIDDLESEX  COU 

OMAHA 

NEVADA 

PASSAIC    COUNT 

NEW    YORK 

BUFFALO 

NEW     YORK     CITY 

OHIO 

CINCINNAT I 

TULSA 

LANE    COUNTY 

PORTLAND 

TENNESSEE 

NASHVILLE 

DALLAS 

EL    PASO    COUNT 

WICHITA     FALLS 

FAIRFAX    COUNT 

WEST    VIRGINIA 

WISCONSIN 


B-351 
P.    8-363 


DISPATCH,     D.     R.     ARREST    6    TRAFFIC    ACCIDENT    SYSTEM,     P.     8-31 

CALIF.     JUSTICE    INFORMATION    SYSTEM,     P.     8-50 

AUTOMATED    MANAGEMENT     INFORMATION     SYSTEM,     P.     B-55 

MULTI-JURISDICTIONAL    LAW     ENFORCEMENT     INF.     SYS.,     P.     B-125 

BRIDGEPORT    CRIME     INFORMATION    CENTER,     P.     B-157 

MANAGEMENT     INFORMATION    SYSTEM,     P.     B-160 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     8-168 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-21b 

DEPARTMENT    OF    INFORMATION    SYSTEMS,     P.     B-272 

FIREARM    OWNERS     IDENTIFICATION     DIVISION,     P.     B-287 

LAW     ENFORCEMENT    NETWORK    OF     KENTUCKY,     P.     B-331 

METRO    ORLEANS    TOTAL     INFO    ON-LINE     NETWORK,     P. 

MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM, 

POLICE    INFORMATION     SYSTEM,     P.     B-386 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM, 

SHERIFF'S    COMPUTER    OPRTN    FOB    PROTCTN    6     ENFCNT 

PLANNED     PASSAIC    COUNTY     SYSTEM*,     P.     B-510 

N.     Y.     STATE    IDENTIFICATION    6    INTELLIGENCE    SYS 

CITY    OF    BUFFALO    LAW     ENFORCEMENT    COMPUTER    OPNS 

SPRINT    BACKUP,     P.     B-5o2 

LAW     ENFORCEMENT    AUTOMATIC    DATA     SYSTEM,     P.     8-605 

REGIONAL    CRIME     INFORMATION    CENTER      (CLEAR)/     P.     B-609 

TULSA     REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COLUMBIA     REGION     INFO.     SHARING    SYSTEH-PHASE     1,     P.     8-689 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-712 

FIREARMS     REGISTRATION,     P.     B-772 

POLICE    DATA    BASE,     P.     B-802 

EL     PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-8 1 1 

PERSON     PROCESSING,     P.     B-838 

POLICE     MANAGEMENT     INFORMATION    SYSTEM,     P.     B-377 

W.     VA.     DEPT.     OF    PUB.     SAFETY-POL.     BATCH    PROCESSING,     P.     B-906 

FOSTER     HOME    SYSTEM,     P.     B- 9 1  7 


8-166 
.     B-171 


,     P.     B-532 
P.     8-516 


D-34 


233 


S    Y    S    T    E    B 


FUNCTION 


INDEX 


Lie  EN  SING/PEG  I  ST  RATION 

WISCONSIN  !1ADIS0N 


NUMBER    OF    SYSTEMS 


35 


MADISON  AREA  POLICE  DEPARTMENT,   P.  B-925 


STATES  INCLUDED 


ARIZONA,  CALIFORNIA,  COLORADO,  CONNECTICUT,  DELAWARE, 
FLORIDA,  HAWAII,  ILLINOIS,  KENTUCKY,  LOUISIANA, 
MARYLAND,  MASSACHUSETTS,  NEBRASKA,  NEVADA,  NEW  JERSEY, 
NEW  YORK,  OHIO,  OKLAHOMA,  OREGON,  TENNESSEE, 
TEXAS,  VIRGINIA,  WEST  VIRGINIA,  WISCONSIN 


MEDICAL  REPORTS 
COLORADO 
MICHIGAN 


COLORADO 
DETROIT 


COMPATIBLE  REPORTING  SYSTEM,  P.  8-121 
DETROIT  ELECTRNC  COMPTR  6  TELEPROCESS. 


SYST., 


B-«11 


NUMBER  OF  SYSTEMS       2 

STATES  INCLUDED   COLORADO,  MICHIGAN 


MENU  PLANNING 
GEORGIA 
OHIO 


GEORGIA 
CINCINNATI 


SOUTH  CAROLINA  SOUTH  CAROLINA 


WISCONSIN 


WISCONSIN 


CORRECTIONS    SYSTEM,     P.     8-253 

REGIONAL    CRIME    INFORMATION    CENTER     (CLEAR), 

YOUTH    SERVICES    PROGRAM,     P.     B-729 

MEAL    PATTERN    SYSTEM,     P.     B-91U 


P.    B-609 


NUMBER    OF    SYSTEMS  « 

STATES    INCLUDED       GEORGIA,     OHIO,     SOUTH    CAROLINA,     WISCONSIN 


MISSING    PERSONS 
ALABAMA 
ALASKA 
ARIZONA 
ARIZONA 
ARKANSAS 
CALIFORNIA 
COLORADO 
COLORADO 
COLORADO 
CONNECTICUT 
CONNECTICUT 
DELAWARE 
FLORIDA 
FLORIDA 
FLOR IDA 
FLOHIDA 
HAWAII 
ILLINOIS 
ILLINOIS 
INDIANA 
INDIANA 
IOWA 
TOWA 
KANSAS 
KANSAS 
KENTUCKY 
LOUISIANA 
MARYLAND 
MASSACHUSETTS 
MASSACHUSETTS 
MINNESOTA 
HINNi-?SOTA 

Hissouai 

NEBRASKA 
NEBRASKA 
NEW  JERSEY 
NEW  YORK 
NEW  YORK 


BIRMINGHAM 

ALASKA 

ARIZONA 

TUCSON 

ARKANSAS 

SAN  FRANCISCO 

COLORADO 

COLORADO  SPHI 

DENVER 

HARTFORD 

NEW  HAVEN 

DELAWARE 

FLORIDA 

DADE  COUNTY 

JACKSONVILLE 

TAMPA 

HONOLULU 

ILLINOIS 

CHICAGO 

INDIANA 

INDIANAPOLIS 

IOWA 

POLK  COUNTY 

KANSAS 

WICHITA 

KENTUCKY 

NEW  ORLEANS 

MARYLAND 

MASSACHUSETTS 

MIDDLESEX    COU 

MINNESOTA 

ST. PAUL 

JACKSON    COUNT 

NEBRASKA 

OMAHA 

NEW    JERSEY 

NEW     YORK 

NEW     YORK     CITY 


BIRMINGHAM,     AL.     LAS     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

ALASKA    JUSTICE     INFORMATION    SYSTEM,     P.     B- 1 1 

ARIZONA    CRIME    INFORMATION    CENTER,     P.     8-18 

AUTOMATED    LAW     ENFORCEMENT    RESPONSE    TEAM    SYS.,     P.     8-10 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-U5 

COMPUTER    ASSISTED    BAY    AREA     LAW     ENFORCEMENT,     P.     8-100 

COLORADO    CRIME     INFORMATION    CENTER,     P.     B- 1  1 5 

MULTI-JURISDICTIDNAL    LAW    ENFORCEMENT    INF.     SYS.,     P.     B-125 

DENVER    CRIME    INFORMATION    CENTER,     P.     B-128 

MANAGEMENT    INFORMATION     SYSTEM,     P.     B-160 

CASE    INCIDENT     REPORTING    SYSTEM,     P.     B-163 

CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B-168 

FLORIDA    CRIME    INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     8-219 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

TAMPA    CRIMINAL    JUSTICE    SYSTEMI,     P.     B-2U6 

DEPARTMENT    OF    INFORMATION    SYSTEMS,     P.     8-272 

LAW    ENFORCEMENT    AGENCIES    DATA    SYSTEM,     P.     8-279 

HOT    DESK,     P.     B-296 

INDIANA     DATA    AND    COMMUNICATIONS    SYSTEM,     P.     B-302 

POLICE    AUTOMATED    CASE    ENTRY     6    RETREIVAL    SYS.,     P. 

TRAFFIC    RECORDS    6    CRIMINAL    JUSTICE    INFO    SYST,     P. 

LAW     ENFORCEMENT    NETWORK    CENTRAL,     P.     8-311 

KANSAS    LAW     ENFORCEMENT    TELETYPE    SYSTEM,     P.     B-319 

LAW     ENFORCEMENT    AUTOMATED    DATA     ENTRY    6    RETRVL,     P. 

LAW     ENFORCEMENT    NETWORK    OF     KENTUCKY,     P.     B-33U 

METRO    ORLEANS    TOTAL     INFO    ON-LINE    NETWORK,     P.     8-351 

MARYLAND     INTEH-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P.     8-363 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-379 

POLICE    INFORMATION     SYSTEM,     P.     B-386 

MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     8-mt 

ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     B-U22 

KANSAS    CITY,     MISSOURI     POLICE,     P.     B-H3U 

NEBRASKA    CRIME     INFORMATION    SERVICE,     P.     B-U6 1 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     6-166 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS-PHASE     1,     P.     8-176 

N.     Y.     STATE    IDENTIFICATION     S    INTELLIGENCE    SYS.,     P.     8-532 

SPRINT     DISPATCHING,     P.      8-558 


8-305 
8-309 


B-329 


D-35 
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STSTEH  FUHCTIOII  INDEX 


MISSING    PERSONS 

NEW    YORK  HEU    YORK    CITY  SPRINT     B&CKOP,     P.     B-562 

NORTH    CAROLINA    NORTH    CAROLINA  NORTH    CAROLINA     POLICE    INFORMATION     NETNORK,     P.     B-588 

NORTH    CAROLINA    CHARLOTTE  PUBLIC    SAFETY    -     INTEGRA TEDB ONICI PA  LI NFOSYST,     P.     B-596 

OHIO  OHIO  LAW     ENFORCEMENT    40TOMATIC    DATA     SYSTEM,     P.     B-605 

OHIO  CINCINNATI  REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-509 

OKLAHOMA  TULSA  TOLSA     REG.     AUTOMATED    GRIM.     IDENT.     SYSTEM,     P.     B-652 

OREGON  OREGON  LAW    ENFORCEMENT    DATA    SYSTEM,     P.     B-661 

OREGON  LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-656 

OREGON  LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

OREGON  PORTLAND  COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

PENNSYLVANIA  PHILADELPHIA  POLICE    SYSTEM,     P.     B-712 

SOUTH    CAROLINA     SOUTH    CAROLINA  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

SOUTH    DAKOTA  SIOUX    FALLS  REGIONAL    CJIS,     P.     B-737 

TENNESSEE  NASHVILLE  MISSING    PERSONS,     P.     B-770 

TEXAS  TEXAS  DEPT    OF     PUB    SAFETY    SYS,     P.     B-792 

TEXAS  WICHITA     FALLS  PERSON     PROCESSING,     P.     B-838 

VIRGINIA  VIRGINIA  VIRGINIA    CRIMINAL     INFORMATION    NETWORK,     P.     B-866 

VIRGINIA  ALEXANDRIA  POLICE    INFO    SYSTEM-EVENT    SUBSYSTEM,     P.     B-873 

VIRGINIA  FAIRFAX    COUNT  POLICE    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-877 

WASHINGTON  WASHINGTON  WASHINGTON    CHIME    INFORMATION    CENTER,     P.     B-888 

WASHINGTON  SEATTLE  SEA-KING    ALERT,     P.     B-898 

WASHINGTON  SPOKANE    COUNT  THE    INLAND    EMPIRE    POLICE    INFORMATION    NETWORK,     P.     B-903 

WISCONSIN  MADISON  MADISON    AREA    POLICE    DEPARTMENT,     P.     B-925- 

NUMBER    OF    SYSTEMS  61 

STATES     INCLUDED        ALABAMA,     ALASKA,     ARIZONA,     ARKANSAS,     CALIFORNIA, 

COLORADO,     CONNECTICUT,     DELAWARE,     FLORIDA,     HAWAII, 

ILLINOIS,     INDIANA,     IOWA,     KANSAS,     KENTUCKY, 

LOUISIANA,     MARYLAND,     MASSACHUSETTS,     MINNESOTA,     MISSOURI, 

NEBRASKA,     NEW  JERSEY,     NEW     YORK,     NORTH    CAROLINA,     OHIO, 

OKLAHOMA,     OREGON,     PENNSYLVANIA,     SOUTH    CAROLINA,     SODTH    DAKOTA, 

TENNESSEE,     TEXAS,     VIRGINIA,     WASHINGTON,     WISCONSIN 

MOBILIZATION    DATA 

MICHIGAN  DETROIT  DETROIT    ELECTRNC    COMPTR    6    TELEPHOCESS.     SYST.,    P.     B-U11 

NUMBER    OF    SYSTEMS  1 

STATES    INCLUDED       MICHIGAN 

MODUS    OPERANDI 

ALABAMA  BIRMINGHAM  BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

CALIFORNIA  CALIFORNIA  MODUS    OPERANDI,     P.     B-5U 

CALIFORNIA  LONG    BEACH  PUBLIC    SAFETY    INFORMATION    SYSTEM,     P.     B-714 

CALIFORNIA  LOS     ANGELES  PATTERN     RECOGNITION     6     INFORMATION    CORRELATION,     P.     8-78 

CALIFORNIA  OAKLAND  COMPUTER    RETRIEVAL    OF    IDENTITY     6    M.     0.     ELEMENT,     P.     B-86 

CALIFORNIA  SAN    DIEGO  PROPOSED    LAW     ENFORCEMENT    SYSTEM,     P.     B-97 

COLORADO  COLORADO    SPRI  HULT I- J U RI SDICT ION AL    LAW     ENFORCEMENT    INF.     SYS.,     P.     B-125 

DELAWARE  DELAWARE  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

FLORIDA  DADE    CO'JNTY  DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-2  19 

FLORIDA  HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

FLORIDA  MIAMI  GENERAL     APPEA  BANCEOFCR  IMI N  AL»H  ABITS     ANALYZED,     P.     8-2144 

LOUISIANA  LAFAYETTE  AUTOMATED    LAW     ENFORCEMENT    COHM.     6REP0BTING    SYS,     P.     B-3l*7 

MARYLAND  DALTIMORE  AUTOMATED    CRIMINAL    RECORDS    SYSTEM,     P.     B-372 

MICHIGAN  MICHIGAN  MODUS    OPERANDI,     P.     8-108 

:iICHIGAN  DETROIT  DETROIT     ELECTRNC    COMPTR    S    TELEPROCESS.     SYST.,     P.     B-411 

MINNESOTA  ST. PAUL  ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     8-122 

MISSOURI  MISSOURI  MO.     UNIFORM    LAW     ENFORCEMENT    SYSTEM     (CENTRAL),     P.     B-128 

MISSOURI  JACKSON    COUNT  KANSAS    CITY,     MISSOURI     POLICE,     P.     B-131 

NEVADA  NEVADA  SHERIFF'S    COMPUTER    OPRTN    FOR     PBOTCTN    6     ENFCMT,     P.     8-171 

NEW    JERSEY  CAMDEN  COMPUTERIZED    CRIME    ANALYSIS,     P.     B-182 

NRW    JSHSFY  HUDSON    COUNTY  JERSEY     CITY    POLICE    DEPT.,     P.     B-191 

NEW    JERSEY  NEWARK  NEWARK     CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-501 

NEW    JERSEY  PASSAIC    COUNT  PLANNED     PASSAIC    COUNTY     SYSTEM!,     P.     8-510 

NEW    JERSEY  PASSIAC    COUNT  PATERSON    POLICE    COMPUTER,     P.     8-513 

NEW     YORK  NEW    YORK     CITY  SPRINT     DISPATCHING,     P.     B-558 

NRW    YORK  NEW    YORK    CITY  SPRINT     BACKUP,     P.     B-562 
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s  Y  s  T  e  a 


POHCTION 


INDEX 


nODUS    nPERiNOI 
OKLAHOMA 
OKLAHOfIA 
OREfiON 
OREGON 
OREGON 

SOUTH    DAKOTA 
TENNESSEE 
TENNESSEE 
TEXAS 
TEXAS 
TEXAS 
VIRGINIA 
WASHINGTON 


OKLAHOBA 
TULSA 

LANE    COUNT! 
LANE    COUNTY 
PORTLAND 
SIOUX    FALLS 
NASHVILLE 
NASHVILLE 
DALLAS    COUNTY 
WICHITA    FALLS 
WICHITA    FALLS 
FAIRFAX    COUNT 
SPOKANE    COUNT 


OKLA.     CBIHINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     8-615 

TULSA     REG.     AUTOflATEO    CSId.      IDENT.     SYSTEH,     P.     B-652 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION    RECORD    SYSTEM     PLANNED,     P.     B-672 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE     1,     P.     B-689 

REGIONAL    CJIS,     P.     B-737 

CPAJOO,     P.     B-761 

MODUS    OPERANDI    PROCESSING    6    PROFILE    SEARCH,     P.     B-762 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

PERSON     PROCESSING,     P.     B-838 

EVENT    PROCESSING,     P.     B-Stl 

POLICE    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-877 

THE    INLAND    EMPIRE    POLICE    INFORMATION    NETWORK,     P.     B-903 


NUMBER    OF    SYSTEMS 


39 


STATES    INCLUDED       ALABAMA,    CALIFORNIA,     COLORADO,     DELAWARE,     FLORIDA, 

LOUISIANA,     MARYLAND,     MICHIGAN,     MINNESOTA,     MISSOURI, 
NEVADA,     NEW    JERSEY,     NEW    YORK,     OKLAHOMA,    OREGON, 
SOUTH    DAKOTA,    TENNESSEE,    TEXAS,     VIRGINIA,     WASHINGTON 


NARCOTICS    CONTROL 
ALABAMA 
CALIFORNIA 
CALIFORNIA 
CONNECTICUT 
DELAWARE 
FLORIDA 
FLORIDA 
LOUISIANA 
NEVADA 
NEW    YORK 
NEW    YORK 
OKLAHOMA 
OREGON 
TENNESSEE 
TENNESSEE 
TEXAS 


BIRHINGBAM 

CALIFORNIA 

SANTA    CLARA    C 

NEW     HAVEN 

DELAWARE 

HILLSBOROUGH 

TAMPA 

NEW    ORLEANS 

NEVADA 

NEW    YORK    CITY 

ROCHESTER 

OKLAHOMA 

PORTLAND 

TENNESSEE 

NASHVILLE 

SAN    ANTONIO 


BIRMINGHAM,     AL.     LAW    EHFOBCEHENT    INFO 

NARCOTICS    CONTROL,     P.     B-53 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

CASE    INCIDENT    REPORTING    SYSTEM,     P.     B-163 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     8-225 

TAMPA    CRIMINAL    JUSTICE    SYSTEM!,     P.     8-216 

METRO    ORLEANS    TOTAL     INFO    ON-LINE     NETWORK,     P 

SHERIFF'S    COMPUTER    OPRTN    FOR    PROTCTN    6    ENFCMT, 

SPRINT     DISPATCHING,     P.     B-558 

OFFENSES     REPORTING    SYSTEM,     P.     B-582 

OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6a5 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     6-742 

NARCOTICS    CONTROL,     P.     B-763 

POLICE-DA     NARCOTICS     REFERRAL    LIST,     P.     B-837 


SYSTEM,     P.     B-5 


B-351 

P.     B-U71 


NUMBER    OF    SYSTEMS 


16 


STATES  INCLUDED   ALABAMA,  CALIFORNIA,  CONNECTICUT,  DELAWARE,  FLORIDA, 
LOUISIANA,  NEVADA,  NEW  YORK,  OKLAHOBA,  OREGON, 
TERNESSEE,  TEXAS 


ORGANIZED  CRIME 
ALABAMA 
CALIFORNIA 
DELAWARE 
FLORIDA 
FLORIDA 
FLORIDA 
FLORIDA 
FLORIDA 
IOWA 
KANSAS 

Kansas 
michigan 
missouri 
missouri 
new  jersey 
new  jersey 

NEW  YORK 
NEW  YORK 
OKLAHOMA 
TENNESSEE 


BIRSIMGBAS  BIRMINGHAM,     AL.     LAW     ENFORCEMENT    INFO.     SYSTEM,     P.     B-5 

SACRAMENTO  SACRAMENTO    CRIME    AND    ARREST    REPORTING    SYSTEM,     P.     B-92 

DELAWARE  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

FLORIDA  FLORIDA    CRIME    INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY  DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

MIAMI  SYS    FOR    ORGANIZED    CRIME    INTELLIGENCE    IN    MIAMI,     P.     B-2U3 

TAMPA  TAMPA    CRIMINAL    JUSTICE    SYSTEMt,     P.     B-2«6 

POLK    COUNTY  LAW    ENFORCEMENT    NETWORK    CENTRAL,     P.     B-31U 

KANSAS  KANSAS    LAW     ENFORCEMENT    TELETYPE    SYSTEM,     P.     B-319 

WICHITA  LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6    BETRVL,     P.     B-329 

MICHIGAN  INTERSTATE    ORGANIZED    CRIME    INDEX,     P.     B-«10 

MISSOURI  MO.     UNIFORM    LAW     ENFORCEMENT    SYSTEM     (CENTRAL),     P.     B-l)28 

JACKSON    COUNT  KANSAS    CITY,     MISSOURI    POLICE,     P.     B-43'4 

HUDSON    COUNTY  JERSEY    CITY    POLICE    DEPT.,     P.     8-491 

HUDSON    COUNTY  HUDSON    COUNTY     PROSECUTOR'S    OFFICE,     P.     8-198 

NEW    YORK  N.     Y.     STATE    IDENTIFICATION    6    INTELLIGENCE    SYS.,     P.     B-532 

NEW    YORK    CITY  SPRINT    DISPATCHING,     P.     B-558 

TULSA  TULSA    REG.     AUTOMATED    CRIH.     IDENT.     SYSTEM,     P.     B-652 

TENNESSEE  TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-742 


NUMBER    OF    SYSTEMS 


20 
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SYSTEM 


FUNCTION 


INDEX 


ORGANIZED    CRIflE 

STATES  INCLUDED 


ALABAMA,  CALIFORNIA,  DELAHAHE,  FLORIDA,  lOHA, 
KANSAS,  MICHIGAN,  MISSOURI,  NEW  JERSEY,  NEW  lOBK, 
OKLAHOMA,  TENNESSEE 


PAROLE/PROBATION  RECORDS 


CALIFORNIA 

ILLINOIS 

IOWA 

OKLAHOMA 

WISCONSIN 


CALIFORNIA 

ILLINOIS 

IOWA 

OKLAHOMA 

WISCONSIN 


YOUTH  AUTHORITY  DATA  PROCESSING  OFFICE,  P.  B-57 
CORRECTIONS  SYSTEM,  P.   B-288 

TKAFFIC  RECORDS  5  CRIMINAL  JUSTICE  INFO  SYST,  P.  B-309 
OKLA.  CRIMINAL  6  TRAFFIC  LAW  ENFORCEMENT  SYS.,  P.  3-615 
PROBATION  6  PAROLE  CASELOAD  ACCODNTING,  P.  B-915 


NUMBER  OF  SYSTEMS       5 

STATES  INCLUDED   CALIFORNIA,  ILLINOIS,  IOWA,  OKLAHOMA,  WISCONSIN 


PAWNED  PROPERTY 
CALIFORNIA 
VIRGINIA 


SAN  DIEGO 
NORFOLK 


CURRENT    LAW    ENFORCEMENT    INFORMATION    SYSTEM,     P.     B-95 
TIDEWATER     ELECTRONIC    STOLEN    ARTICLES    CONTROL,     P.     B-883 


NUMBER    OP    SYSTEMS  2 

STATES    INCLUDED       CALIFORNIA,     VIRGINIA 


PERFORMANCE  EVALUATION 

ALABAMA 

BIRMINGHAM 

CALI FORNIA 

L. A. COUNTY 

CALIFORNIA 

SACRAMENTO 

CONNECTICUT 

CONNECTICUT 

DELAWARE 

DELAWARE 

FLORIDA 

HILLSBOROUGH 

FLORIDA 

TAMPA 

GEORGIA 

GEORGIA 

HAWAII 

HAWAII 

HAWAII 

HONOLULU 

ILLINOIS 

ILLINOIS 

INDIANA 

I NDIANAPOLIS 

KANSAS 

KANSAS 

KANSAS 

WICHITA 

LOUISIANA 

LAFAYETTE 

MARYLAND 

MARYLAND 

MASSACHUSETTS 

MIDDLESEX  COU 

MISSOURI 

ST.  LOUIS 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

ROCHESTER 

OHIO 

CLEVELAND 

OKLAHOMA 

OKLAHOMA 

OREGON 

LANE  COUNTY 

OREGON 

UNE  COUNTY 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

SIOUX  FALLS 

TENN  ESSEE 

TENNESSEE 

TENNESSEE 

MEMPHIS 

TEXAS 

TEXAS 

TEXAS 

DALLAS  COUNTY 

UTAH 

UTAH 

UTAH 

SALT  LAKE 

VIRGINIA 

VIRGINIA 

VIRGINIA 

ALEXANDHI A 

VIRGINIA 

FAIRFAX  COUNT 

WASHINGTON 

WASHINGTON 

WASHINGTON 

SPOKANE  COUNT 

WEST  VIRGINIA 

WEST  VIRGINIA 

BIRMINGHAM,  AL.  LAW  ENF 
AUTOMATED  PERSONNELL  IN 
SACRAMENTO  CRIME  AND  AR 
STATE  POLICE  DATA  PROCE 
CRIMINAL  LAW  UNIFORM  EN 
HILLSBOROUGH  CO.  DATA  P 
TAMPA  CRIMINAL  JUSTICE 
INTERAGENCY  MANPOWER  R6 
CORRECTIONS  6  PAROLE,  P 
DEPARTMENT  OF  INFORMATI 
CORRECTIONS  SYSTEM,  P. 
POLICE  AUTOMATED  CASE  E 
HIGHWAY  PATROL  ADMINIST 
LAW  ENFORCEMENT  AUTOMAT 
AUTOMATED  LAW  ENFORCEME 
VARIOUS  BATCH  ORIENTED 
POLICE  INFORMATION  SYST 
S.  L.  M.  POLICE  SYSTEM, 
SPRINT  DISPATCHING,  P. 
SPRINT  BACKUP,  P.  B-562 
CALLS  FOR  SERVICE,  P. 
CLEVELAND  POLICE  COMPUT 
OKLA.  CRIMINAL  6  TRAFFI 
AREA  INFORMATION  RECORD 
AREA  INFORMATION  RECORD 
DEPT.  OF  CORRECTIONS  MG 
YOUTH  SERVICES  PROGRAM, 
REGIONAL  CJIS,  P.  B-737 
TENN  CRIMINAL  JUSTICE  S 
MEMPHIS  POLICE  DEPARTME 
TNM^TE  TRACKING  SYSTEM, 
DALLAS  COUNTY  REG.  CRIM 
CORRECTIONS  INFORMATION 
DEPARTMENTAL  MGT.  INFOR 
INMATE  INFORMATION  SYST 
POLICE  INFO  SYSTEM-COMP 
POLICE  MANAGEMENT  INFOR 
DIVISION  OF  RESEARCH-IN 
THE  INLAND  EMPIRE  FOLIC 
W.     VA.     DEPT.    OF    PUB.     SA 


ORCEMENT     INFO.     SYSTEM,     P.     B-5 

FORMATION    SYSTEM,     P.     B-70 

REST     REPORTING    SYSTEM,     P.     B-92 

SSING    UNIT,     P.     B-1143 

FORCEMENT    SYSTEM,     P.     B-168 

ROCESSING,     P.     B-225 

SYSTEM*,     P.     6-246 

D    SYSTEHt,     P.     B-255 

.     B-270 

ON    SYSTEMS,     P.     B-272 

B-288 

NTRY    6    RETREIVAL    SYS.,     P.     B-305 

HATIVE    INFO.     SYSTEMS,     P.     B-326 

ED    DATA     ENTRY    6     RETRVL,     P.     B-329 

NT    COMM.     5REP0RTING    SYS,     P.     8-347 

SYSTEMS,     P.     B-367 

EM,     P.     B-386 

P.     B-I»ll2 
B-558 

-575 

ER    FILES,     P.     B-615 

C    LAW    ENFORCEMENT    SYS.,     P.     B-6U5 
SYSTEM    OPERATIONAL,     P.     B-566 
SYSTEM     PLANNED,     P.     B-672 

MT.     INFO.     SYSTEMS,     P.     B-726 
P.     B-729 


YSTEM    PHASE     I,     P.     8-742 
NT    TAB    SYSTEM*.     P.     B-748 

P.     B-790 
INAL    JUSTICE    INFO.     SYS.,     P.     B-806 
S    SYSTEM,     P.     B-856 
MATION    SYSTEM,     P.     B-850 
EM,     P.     8-868 

LAINT    SUBSYSTEM,     P.     8-872 
MATION    SYSTEM,     P.     B-877 
FORMATION    SYSTEM,     P.     8-895 
E    INFORMATION    NETWORK,     P.     B-903 
FETY-POL.     BATCH     PROCESSING,     P.     B-906 


NUMBER    OF    SYSTEMS 


40 


D-38 
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SYSTEM 


FUNCTION 


INDEX 


PEBFORflANCr  EVALUATION 
STATES  INCLUDED 


ALABAMA,  CALIFORNIA,  CONNECTICUT,  DELAWARE,  FLORIDAj" 
GEORGIA,  HAWAII,  ILLINOIS,  INDIANA,  KANSAS,  ■' 

LOUISIANA,  HARYLAND,  MASSACHUSETTS,  MISSOURI,  NEB  YORK, 
OHIO,  OKLAHOMA,  OREGON,  SOUTH  CAROLINA,  SOUTH  DAKOTA, 
TENNESSEE,  TEXAS,  UTAH,  VIRGINIA,  WASHINGTON, 
WEST  VIRGINIA 


PHYSICAL  GOODS  INVENTORY 


ALABAMA 

CALIFORNIA 

COLORADO 

CONNECTICUT 

DELAWARE 

DIST.  OF  COL. 

DIST.  OF  COL. 

GEORGIA 

HAWAII 

KANSAS 

MICHIGAN 

NORTH  CAROLINA 

OREGON 

OREGON 

PENNSYLVANIA 

SOUTH  CAROLINA 


BIRMINGHAM 

CALIFORNIA 

COLORADO 

CONNECTICUT 

DELAWAR  E 

WASHINGTON 

WASHINGTON 

GEORGIA 

HAWAII 

KANSAS 

MICHIGAN 

NORTH    CAROLINA 

LANE    COUNTY 

LANE    COUNTY 

PENNSYLVANIA 

SOUTH    CAROLINA 


SOOTH  CAROLINA    SOUTH    CAROLINA 
TEXAS  TEXAS 

TEXAS  HOUSTON 

TEXAS  SAN     ANTONIO 

TEXAS  WICHITA     FALLS 


BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

YOUTH    AUTHORITY    DATA    PROCESSING    OFFICE,     P.     B-57 

COMPATIBLE     REPORTING    SYSTEM,     P.     B-121 

ASSET    CONTROL-CORRECTION,     P.     8-145 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM.     P.     B- 1 68 

RADIO     EQUIPMENT    INVENTORY     £    MAINTENANCE    SYST..     P.     B-188 

COURT    INVENTORY,     P.      B-202 

CORRECTIONS    SYSTEM,     P.     B-253 

CORRECTIONS    6    PAROLE,     P.     B-270 

HIGHWAY    PATROL    ADMINISTRATIVE    INFO.     SYSTEMS,     P.     B-J26 

MICHIGAN    STATE    CORRECTIONS    SYSTEM!,     P.     B-397 

NORTH    CAROLINA    CORRECTIONS    SYSTEM,     P.     8-592 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

CORRECTIONAL    INDUSTRIES,     BUB.     OF    CORRECTION,     P.     B-597 

DEPT.     OF'  CORRECTIONS     NGMT.     INFO.     SYSTEMS,     P.     B-726 

YOUTH    SERVICES    PROGRAM,     P.     B-729 

INMATE    TRACKING    SYSTEM,     P.     B-790 

COURTS,     P.     B-820 

BEXAR    COUNTY    CRIM.     JUST.     INFO.     SYS-PHASE    I,     P.     B-821t 

ARTICLE    PROCESSING,     P.     B-8<46 


NUMBER    OF    SYSTEMS 


21 


STATES    INCLUDED       ALABAMA,     CALIFORNIA,     COLORADO,     CONNECTICUT,     DELAWARE, 
DIST.     OF    COL.,     GEORGIA,     HAWAII,     KANSAS,     MICHIGAN, 
NORTH    CAROLINA,     OREGON,     PENNSYLVANIA,     SOUTH    CAROLINA,     TEXAS 


PLANNING 

ALABAMA 

BIRMINGHAM 

ARIZONA 

ARIZONA 

ARKANSAS 

ARKANSAS 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

L.  A. COUNTY 

CALIFORNIA 

SANTA  CLARA  C 

CALIFORNIA 

SANTA  CLARA  C 

COLORADO 

COLORADO  SPRI 

CONNECTICUT 

NEW  HAVEN 

DELAWARE 

DELAWARE 

FLORIDA 

JACKSONVILLE 

GEORGIA 

GEORGIA 

HAWAII 

HAWAII 

ILLINOIS 

ILLINOIS 

IOWA 

IOWA 

KANSAS 

KANSAS      ,'»• 

LOUISIANA 

NSW  ORLEANS 

MARYLAND 

MARYLAND 

MARYLAND 

MARYLAND 

MARYLAND 

MARYLAND 

MASSACHUSETTS 

BOSTON 

MASSACHUSETTS 

MIDDLESEX  COU 

MICHIGAN 

MICHIGAN 

MINNESOTA 

MINNESOTA 

MINNESOTA 

ST. PAUL 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  YORK 

NEW  YORK 

BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

ACCOUNTING,     P.     B-21 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-a5 

YOUTH    AUTHORITY    DATA    PROCESSING    OFFICE,     P.     B-57 

AUTOMATED    PERSONNELL    INFORMATION    SYSTEM,     P.     B-70 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

COUNTY     PATROL    ACTIVITY     NETWORK     ANALYSIS,     P.     8-112 

MULTI-JURISDICTIONAL    LAW     ENFORCEMENT     INF.     SYS.,     P.     B- 1 2 5 

CASE    INCIDENT    REPORTING    SYSTEM,     P.     B-163 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-233 

INTERAGENCY    MANPOWER    R5D    SYSTEMi,     P.     B-255 

CORRECTIONS    6    PAROLE,     P.     B-270 

CORRECTIONS    SYSTEM,     P.     B-288 

TRAFFIC    RECORDS    C    CRIMINAL    JUSTICE    INFO    SYST,     P.     B-309 

HIGHWAY     PATROL    ADMINISTRATIVE     INFO.     SYSTEMS,     P.     B-326 

OFFENSES,     P.     B-357 

MARYLAND    AUTOMATED    ACCIDENT    REPORTING    SYSTEM,     P.     B-361 

MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P.     B-363 

VARIOUS     BATCH    ORIENTED    SYSTEMS,     P.     B-367 

BOSTON     POLICE    SYSTEM,     P.     B-38a 

POLICE    INFORMATION    SYSTEM,     P.     B-386 

MICHIGAN    STATE    CORRECTIONS    SYSTEMt, 

MINNESOTA    CRIME    INFORMATION    SYSTEM, 

ST.     PAUL    POLICE     INFORMATION    SYSTEM, 

KANSAS    CITY,     MISSOURI    POLICE,     P.     B-U3U 

S.     L.     M.     POLICE    SYSTEM,     P.     B-"t«2 

JERSEY    CITY    POLICE    DEPT.,     P.     B-a91 

SUP.     CT.     OF    NJ-AUTOH'D    CRIM.     CASE    PROCESSING    SYS,     P.     B-U96 

HUDSON    COUNTY     PROSECUTOR'S    OFFICE,     P.     B-U98 

SOCIO-PSYCHOLOGICAL    INFORMATION    SYSTEM,     P.     B-530 


P. 

B- 

-397 

P. 

B- 

-|^■\^ 

P. 

B- 

-U22 

D-39 
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SYSTEM 


FUNCTION 


INDEX 


PLANNINf; 

NEW  YORK 

NEW  YORK  CITY 

SPRINT 

OHIO 

CINCINNATI 

REGIONA. 

OKLAH0.1A 

OKLAHOMA 

OKLA.  C 

OKLAHOHA 

TULSA 

TULSA  R 

nREr;oN 

LANE  COUNTY 

AREA  IN 

ODERON 

LANE  COUNTY 

AREA  IN 

OPE'JON 

PORTLAND 

COLUMBI 

PENNSYLVANIA 

PENNSYLVANIA 

COMMONW 

PENNSYLVANIA 

PHILADELPHIA 

philade: 

PENNSYLVANIA 

PHILADELPHIA 

COMBINE 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

DEPT.  0 

SOrlTH  CAROLINA 

SOUTH  CAROLINA 

YOUTH  S 

SOUTH  DAKOTA 

SIOUX  FALLS 

REGIONA 

TENNESSEE 

MEMPHIS 

MEMPHIS 

TEXAS 

TEXAS 

INMATE  ■ 

TEXAS 

DALLAS  COUNTY 

DALLAS  1 

TEXAS 

HOUSTON 

COURTS, 

VIRGINIA 

ALEXANDRIA 

POLICE  1 

VIRGINIA 

FAIRFAX  COUNT 

POLICE 

WASHINGTON 

WASHINGTON 

DIVISIO 

DISPATCHING,  P. 
L  CRIME  INPOHMAT 
RIMINAL  6  TRAFFI 
EG.  AUTOMATED  CR 
FORMATION  RECORD 
FORMATION  RECORD 
A  REGION  INFO.  S 
EALTH  LAM  ENFOHC 
LPHIA  JUSTICE  IN 
D  JUSTICE  INFO. 
F  CORRECTIONS  HG 
ERVICES  PROGRAM, 
L    CJIS,     P.     B-7J7 

POLICE  DEPARTME 
TRACKING  SYSTEM, 
COUNTY     REG.     CRIM 

P.     B-R20 
MANAGEMENT    SYSTE 
MANAGEMENT     INPOR 
N    OF    RESEABCH-IN 


B-55  8 

ION    CENTER     (CLEAR)  ,     P.     B-609 
C    LAW    ENFORCEMENT    SYS,,     P.     D-6U5 
in.     IDENT.     SYSTEM,     P.     8-652 
SYSTEM    OPERATIONAL,     P.     B-666 
SYSTEM     PLANNED,     P.     B-672 
HARING    SYSTEM-PHASE    1,     P.     B-689 
EM'T     ASSIST'CE     NETWORK,     P.     B-69U 
FORMATION     MODEL,     P.     B-703 
NETWOBK    OVER    TERMINALS,     P.     B-710 
MT.     INFO.     SYSTEMS,     P.     B-726 
P.    8-729 

NT    TAB    SYSTEM*,     P.     8-748 

P.     B-790 
INAL    JUSTICE    INFO.     SYS.,     P.     B-806 

M,     P.     B-875 

MATION     SYSTEM,     P.     B-877 

FORMATION    SYSTEM,     P.     B-895 


NUMBER    OP    SYSTEMS 


51 


STATES    INCLUDED 


ALABAMA,     ARIZONA,     ARKANSAS,     CALIFORNIA,     COLORADO, 

CONNECTICUT,     DELAWARE,     FLORIDA,     GEORGIA,     HAWAII, 

ILLINOIS,     IOWA,     KANSAS,     LOUISIANA,     MARYLAND, 

MASSACHUSETTS,     MICHIGAN,     MINNESOTA,     MISSOURI,     NEW    JERSEY, 

NEW    YORK,    OHIO,    OKLAHOMA,     OREGON,     PENNSYLVANIA, 

SOUTH    CAROLINA,    SOUTH     DAKOTA,     TENNESSEE,    TEXAS,     VIRGINIA, 

WASHINGTON 


POLICE  PERSONNEL 

ALABAMA 

BIRMINGHAM 

ARIZONA 

ARIZONA 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

SAN  DIEGO 

CONNECTICUT 

BRIDGEPORT 

CONNECTICUT 

HARTFORD 

DISr.  OF  COL. 

WASHINGTON 

FLORIDA 

FLORIDA 

FLORIDA 

DADE  COUNTY 

FLORIDA 

MIAMI 

FLORIDA 

TAMPA 

HAWA II 

HONOLULU 

ILLINOIS 

ILLINOIS 

INDIANA 

INDIANAPOLIS 

KANSAS 

KANSAS 

KANSAS 

WICHITA 

KENTUCKY 

KENTUCKY 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

NEW  ORLEANS 

MARYLAND 

MARYLAND 

MASSACHUSETTS 

BOSTON 

MICHIGAN 

DETROIT 

MINNESOTA 

MINNESOTA 

MINNESOTA 

MINNEAPOLIS 

MINNESOTA 

ST. PAUL 

MISSOURI 

MISSOURI 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEBRASKA 

NEBRASKA 

NEBRASKA 

OMAHA 

NEW  JERSEY 

NEWARK 

NEW  JERSEY 

PASSIAC  COUNT 

NEW  MEXICO 

NEW  MEXICO 

NEW  MEXICO 

ALBUQUERQUE 

NEW  YORK 

BUFFALO 

NEW  YORK 

NASSAU  COUNTY 

BIRMINGHAM,     AL.     LAW     ENPOBCEHENT     IN 
OTHER,     P.     B-22 

OPTIMUM  BEC.  AUTO.  FOR  COURTS  6  LA 
AUTOMATED  PERSONNELL  INFORMATION  S 
PROPOSED  LAW  ENFORCEMENT  SYSTEM,  P 
BRIDGEPORT  CRIME  INFORMATION  CENTE 
MANAGEMENT  INFORMATION  SYSTEM,  P. 
AUTOMATED  PERSONNEL  SYSTEM,  P.  B- 1 
FLORIDA  CRIME  INFORMATION  CENTER, 
DADE  COUNTY  CRIMINAL  JUSTICE  INFO. 
PERSONNEL  SYSTEM,  P.  B-21t2 
TAMPA  CRIMINAL  JUSTICE  SYSTEM*,  P. 
DEPARTMENT  OF  INFORMATION  SYSTEMS, 
TRAFFIC  INFORMATION  PLANNING  SYSTE 
POLICE  AUTOMATED  CASE  ENTRY  6  BETR 
HIGHWAY  PATROL  ADMINISTRATIVE  INFO 
LAW  ENFORCEMENT  AUTOMATED  DATA  ENT 
LAW  ENFORCEMENT  NETWORK  OF  KENTUCK 
CRIMINAL  JUSTICE  INFORMATION  SYSTE 
METRO  ORLEANS  TOTAL  INFO  ON-LINE  N 
VARIOUS  BATCH  ORIENTED  SYSTEMS,  P. 
BOSTON  POLICE  SYSTEM,  P.  B-JBt 
DETROIT  ELECTRNC  COMPTR  6  TELEPBOC 
MINNESOTA  CRIME  INFORMATION  SYSTEM 
MINNEAPOLIS  DATA  PROCESSING  SYSTEM 
ST.  PAUL  POLICE  INFORMATION  SYSTEM 
MO.  UNIFORM  LAW  ENFORCEMENT  SYSTEM 
KANSAS  CITY,  MISSOURI  POLICE,  P.  B 
S.  L.  M.  POLICE  SYSTEM,  P.  B-aK2 
COST  ACCOUNTING  SYSTEM,  P.  B-a59 
OMAHA/DOUGLAS  COUNTY  CRIMINAL  JUST 
NEWARK  CRIMINAL  JUSTICE  INPOBHATIO 
PATERSON  POLICE  COMPUTER,  P.  B-513 
STATE  POLICE  ADMINISTRATIVE  SYSTEM 
AIMS,     P.     B-52U 

CITY    OF    BUFFALO    LAW     ENFORCEMENT    CO 
POLICE    DATA    SYSTEMS,     P.     B-555 


FO.  SYSTEM,  P.  B-5 

W  ENFORCEMENT,  P.  B-6  1 
YSTEM,  P.  B-70 

B-97 
R,  P.  B-157 
B-160 
77 

P.  B-215 
SYST,  P.  B-219 

B-2a6 

P.  B-272 
M,  P.  B-28a 
EIVAL  SYS.,  P.  B-305 
.  SYSTEMS,  P.  B-326 
RY  6  RETRVL,  P.  B-329 
Y,  P.  B-334 
M,  P.  B-338 
ETWORK,  P.  a-351 

B-367 

ESS.     SYST.,     P.     B-lll 

P.     B-114 

P.     B-U20 

P.     B-«22 
(CENTRAL),     P.     B-12B 
-«3« 


ICE  SYSTEM,  P.  B-a66 
N  SYSTEM,  P.  B-501 

P.  B-518 

MPUTER  OPNS,  P.  B-5U6 


^-^o 
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S    Y    3     T    E    n 


FUNCTION 


INDEX 


POLICE  PERSONNEL 

NEW  YORK 

NEW  YORK  CITY 

SPRINT 

NEH  YOEK 

NEW  YORK  CITY 

SPRINT 

NEW  YORK 

NEW  YORK  CITY 

11*01  SY 

NEW  YORK 

ROCHESTER 

POLICE 

OHIO 

CINCINNATI 

BEGIONA 

OHIO 

CLEVELAND 

CLEVELA 

OHIO 

TOLEDO 

PEPSONN 

OKLAHOn* 

OKLAHOMA 

OKLA.  C 

OKLUHOMA 

TULSA 

TULSA  R 

OREGON 

LANE  COUNTY 

AREA  IN 

0RE30N 

LANE  COUNTY 

AREA  IN 

OREGON 

PORTLAND 

COLUHBI 

PENNSYLVANIA 

PENNSYLVANIA 

COMMONW 

PENNSYLVANIA 

PHILADELPHIA 

POLICE  : 

TENNESSEE 

TENNESSEE 

TENN  CR 

TENNESSEE 

(lEHPHIS 

MEMPHIS 

TENNESSEE 

NASHVILLE 

POLICE 

TENNESSEE 

NASHVILLE 

AFS100, 

TEXAS 

DALLAS  COUNTY 

DALLAS 

TEXAS 

HOUSTON 

INFORMA' 

TEXAS 

SAN  ANTONIO 

POLICE 

TEXAS 

WICHITA  FALLS 

PERSONN 

UTAH 

UTAH 

LAW  ENFi 

WASHINGTON 

WASHINGTON 

ADNINIS 

WASHINGTON 

SEATTLE 

SEA-KIN 

WISCONSIN 

MADISON 

MADISON 

DISPATCHING,  P. 
BACKUP,  P.  B-562 
STEM,  P.  B-566 
PERSONNEL  RECORD 
L  CRIME  INFORMAT 
ND  POLICE  COHPUT 
EL  RECORDS,  P.  B 
RIMINAL  E  TRAFPI 
EG.  AUTOMATED  CR 
FORMATION  RECORD 
FORMATION  RECORD 
A  REGION  INFO.  S 
EALTH  LAW  ENFORC 
SYSTEM,  P.  B-712 
IMINAL    JUSTICE    S 

POLICE    DEPARTME 
PERSONNEL    RECORD 

P.  B-756 
COUNTY  REG.  CRIM 
TION  e  COMMUNICA 
DISASTER  REPORTS 
EL,  P.  B-8a9 
ORCEMENT  INFORMA 
TRATIVE  RECORDS, 
G    ALERT    PLANNED, 

AREA  POLICE  DEP 


B-558 


S,     P 
ION 
ER    F 
638 
C    LA 

la. 

SYS 

SYS 

HARI 

EM'T 


B-586 
CENTER  (CLEAR),  P. 
ILES,  P.  B-615 


B-609 


W  ENFORCEMENT  SYS.,  P.  8-615 
IDENT.  SYSTEM,  P.  B-652 
TEM  OPERATIONAL,  P.  B-666 
TEM  PLANNED,  P.  B-672 
NG  SYSTEM-PHASE  1,  P.  B-689 
ASSIST'CE  NETWORK,  P.  8-591 


YSTEM  PHASE  I, 
NT  TAB  SYSTEMI 
S,  P.  B-755 


P.  B-712 
P.  B-718 


INAL  JUSTICE  INFO.  SYS.,  P.  B-806 
TION  PLAN  AREA-WIDE,  P.  B-817 
SYSTEM,  P.  B-836 

TION  SYSTEM,  P.  B-852 

P.  B-893 

P.     B-900 
ABTBENT      (PHASE    II),     P.     B-927 


NUMBER    OF    SYSTEMS 


63 


STATES    INCLUDED 


ALABAMA,     ARIZONA,     CALIFORNIA,     CONNECTICUT,     DIST.      OF    COL., 
FLORIDA,     HAWAII,     ILLINOIS,     INDIANA,     KANSAS, 
KENTUCKY,     LOUISIANA,     MARYLAND,     MASSACHUSETTS,     MICHIGAN, 
MINNESOTA,     MISSOURI,     NEBRASKA,     NEW    JERSEY,     NEW     MEXICO, 
NEW    Y3RK,    OHIO,     OKLAHOMA,     OREGON,     PENNSYLVANIA, 
TENNESSEE,     TEXAS,     UTAH,     BASHINGTON,     WISCONSIN 


PRISON     INDUSTRIES 
CALIFORNIA 
CONNECTICUT 
GEORGIA 
MICHIGAN 


SANTA    CLARA    C 
CONN  ECTICUT 
GEORGIA 
MICHIGAN 


NORTH    CAROLINA    NORTH    CAROLINA 
PENNSYLVANIA  PENNSYLVANIA 

SOUTH    CAROLINA     SOUTH    CAROLINA 


TENNESSEE 


TENNESSEE 


CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 
PRISON    INDUSTRIES,     P.     B-117 
CORRECTIONS    SYSTEM,     P.      B-253 

MICHIGAN    STATE    CORRECTIONS    SYSTEM!,     P.     B-397 
NORTH    CAROLINA    CORRECTIONS    SYSTEM,     P.     B-592 
CORRECTIONAL    INDUSTRIES,     BUR.     OF    CORRECTION,     P.     B-697 
DEPT.     OF    CORRECTIONS     MGHT.      INFO.     SYSTEMS,     P.     B-726 
TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-712 


NUMBER    OF    SYSTEMS  8 

STATES    INCLUDED       CALIFORNIA,     CONNECTICUT,     GEORGIA,     MICHIGAN,     NORTH    CAROLINA, 
PENNSYLVANIA,     SOUTH    CAROLINA,     TENNESSEE 


PRISONER     BEHAVIOR    MODELS 


CONNECTICUT 
DELAWARE 
GFORGIA 
ILLI NOIS 
OKLAHOMA 


CONNECTICUT 

DELAWARE 

GEORGIA 

ILLINOIS 

OKLAHOMA 


SOUTH    CAROLINA     SOUTH    CAROLINA 


UTAH 


UTAH 


CONN.     ON-LINE     REC.     6RESEARCH    FOR    EFF.     CRIM.     TRTMT,     P.     B-155 

CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B-168 

INTERAGENCY    MANPOWER    R5D    SYSTEMI,     P.     B-255 

CORRECTIONS    SYSTEM,     P.     B-288 

OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-615 

YOUTH    SERVICES     PROGRAM,     P.     B-729 

CORRECTIONS     INFORMATIONS    SYSTEM,     P.     B-855 


NUMBER    OF    SYSTEMS 


STATES    INCLUDED 


CONNECTICUT,     DELAWARE,     GEORGIA,     ILLINOIS, 
SOUTH    CAROLINA,     UTAH 


OKLAHOMA, 


PROBATION  CONTROL 
ALABAMA 


BIRMINGHAM 


BIRMINGHAM,  AL.  LAW  ENFORCEMENT  INFO.  SYSTEM,  P.  B-5 


D-iJl 


4'10-522  O  -  73  -  65 
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STSTEH  FUNCTION  INDEX 


PROBATION    CONTROL 

ALASKA                            ALASKA  ALASKA    JUSTICE    INFORnATION     SYSTEN,     P.     B- 1 1 

AEKANSAS                      ARKANSAS  CBIdlNAL    JUSTICE    INFORtlATION    SYSTEI1,     P.     B-t5 

CALIFORNIA                ORANGE    COONTY  ORANGE    COUNTY    JUSTICE    INFORflATIDN    SYSTE>1,     P.     B-88 

CALIFORNIA                SAN    FRANCISCO  BASIC    COURT    SYSTEM,     P.     8-103 

CALIFORNIA                SANTA    CLARA    C  CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.      B-107 

COLORADO                     COLORADO  COURTS    AND     PROBATION    CONTROL,     P.     B-120 

DELAUARE                     DELAWARE  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

DIST.     OF    COL.        WASHINGPON  WASHINGTON     AREA    LAW     ENFORCEMENT    SYSTEM,     P.     3-175 

FLORIDA                         FLORIDA  FLORIDA    CRIME    INFORMATION    CENTER,     P.     B-215 

FLORIDA                        DADE    COUNTY  DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

FLORIDA                        HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

FLORIDA                        JACKSONVILLE  COURTS    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-231 

GEORGIA                        ATLANTA    SMSA  JUVENILE    COURT    INFORMATION     SYSTEM,     P.     B-257 

GEORGIA                         ATLANTA     SMSA  JUDICIAL    ADMINISTRATION    SYSTEM,     P.     B-259 

ILLINOIS                      COOK    COUNTY  COOK    COUNTY    CIRCUIT    COURT*,     P.     B-298 

KANSAS                           WICHITA  LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

MARYLAND                      BALTIMORE  PROBATION,     P.     B-377 

MICHIGAN                      MICHIGAN  BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

NEW    JERSEY                NEW    JERSEY  N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.     -PH.     II,     P.     B-a78 

NEW    JERSEY                HUDSON    COUNTY  JFRSEY     CITY    MUNICIPAL    JAIL,     P.     B-U89 

NEW    JERSEY                HUDSON    COUNTY  JERSEY    CITY    MUNICIPAL    COURT,     P.     B-«9lt 

NEW    YORK                      BUFFALO  C  TY    COURT     INFORMATION     SYSTEM,     P.     B-550 

OHIO                                 CINCINNATI  REGIONAL    CRIME    INFORMATION    CENTER      (CLEAR),     P.     B-609 

OHIO                                 CLEVELAND  JUDICIAL    INFORMATION    SYSTEM,     P.     B-618 

OHIO                                 FRANKLIN    COUN  FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,      P.     B-632 

OKLAHOMA                      TULSA  TRAFFIC    COURT     INFORMATION     SYSTEM,     P.     B-659 

OREGON                           LANE    COUNTY  AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

OREGON                            PORTLAND  COLUMBIA    REGION    INFO-SHARING    SYSTEM-PHASE    II,     P.     B-t>84 

PENNSYLVANIA    PHILADELPHIA  COURT  SYSTEMS,  P.  B-705 

SOUTH    CAROLINA     SOUTH    CAROLINA  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TENNESSEE                   TENNESSEE  TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P.     B-7U2 

TEXAS                              EL    PASO    COUNT  EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-R 1 1 

TEXAS                              SAN     ANTONIO  MUNICIPAL    COURT    MOVING    VIOLATIONS    SYSTEM,     P.     B-822 

TEXAS                              SAN    ANTONIO  BEXAB    COUNTY    CRIH.     JUST.     INFO.     SYS-PHASE    I,     P.     B-82U 

NUMBER    OF    SYSTEMS  35 

STATES     INCLUDED        ALABA1A,     ALASKA,     ARKANSAS,     CALIFORNIA,     COLORADO, 

DELAWARE,     DIST.     OF    COL.,     FLORIDA,     GEORGIA,     ILLINOIS, 
KANSAS,     MARYLAND,     MICHIGAN,     NEW    JERSEY,     NEW    YORK, 
OHIO,     OKLAHOMA,     OREGON,     PENNSYLVANIA,     SOUTH    CAROLINA, 
TENNESSEE,     TEXAS 

PROCESS    SERVICE    CONTROL 

ALABAMA                         BIRMINGHAM  BIRMINGHAM,     AL.     LAW    ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

ILLINOIS                      COOK    COUNTY  COOK    COUNTY    CIRCUIT    COURTt,     P.     B-298 

LOUISIANA                   LAFAYETTE  AUTOMATED    LAW     ENFORCEMENT    COMM.     SREPORTING    SYS,     P.     B-31t7 

MICHIGAN                      MICHIGAN  BASIC    MICHIGAN    COURT    SYSTEM,     P.      B-392 

MISSOURI                      ST.     LOUIS  CITY    OF    ST.     LOUIS    SYSTEM,     P.     B-au6 

OHIO                                 CLEVELAND  JUDICIAL    INFORMATION    SYSTEM,     P.     8-618 

OHIO                                  FRANKLIN    COUN  FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     B-632 

OREGON                            LANE    COUNTY  AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

OREGON                           PORTLAND  COLUMBIA    REGION     INFO-SHARING    SYSTEM-PHASE    II,     P.     8-684 

SOUTH    CAROLINA     SOUTH    CAROLINA  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TEXAS                               AUSTIN  AUSTIN.    AUTOMATED    FUNCTIONSI,     P.     B-796 

NUMBER    OF    SYSTEMS  1  1 

STATES    INCLUDED       ALABAMA,    ILLINOIS,     LOUISIANA,     MICHIGAN,     MISSOURI, 

OHIO,     OREGON,  SOOTH    CAROLINA,     TEXAS 

REHABILITATION 

ALASKA                            ALASKA  ALASKA    JUSTICE     INFORMATION    SYSTEM,     P.     B- 1  1 

DELAWARE                      DELAWARE  CRIMINAL    LAW     UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

FLORIDA                         HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

GEORGIA                         GEORGIA  CORRECTIONS    SYSTEM,     P.      B-253 

GEORGIA                        GEORGIA  INTERAGENCY    MANPOWER    R&D    SYSTEM*,     P.     B-255 

ILLINOIS                      ILLINOIS  CORRECTIONS    SYSTEM,     P.     8-288 


d-H2 


241 


S    I    S    T    E    M 


FONCTION 


INDEX 


REHIVBILITATION 
niCllIGAJI 
NEU     YORK 
NORTH    CAROLINA 
OKLAtlOIA 
PENNSYLVANIA 
SOUTH    CAROLINA 


MICHIGAN 
NEW    YORK 
KOBTH    CAROLINA 
OKLAHOBA 
PENNSYLVANIA 
SOUTH    CAROLINA 


SOUTH    CAROLINA  SOUTH    CAROLINA 

TENNESSEE  TENNESSEE 

TEXAS  TEXAS 

UTAH  UTAH 

WAShHINGTON  WASHINGTON 

WISCONSIN  WISCONSIN 


MICHIGAN    STATE    CORRECTIONS    SYSTEM*,     P.     B-397 

SOCIO-PSYCHOLOGICAL     INFORMATION     SYSTEM,     P.     B-530 

NORTH    CAROLINA    CORRECTIONS    SYSTEM,     P.     B-592 

OKLA.     CRIMINAL    f,    TRAFFIC    LAW     ENFORCEMENT    SYS.,     P.     B-6a5 

CORRECTIONAL    INDUSTRIES,     BUR.     OF    CORRECTION,     P.     B-697 

DEPT.     OF    CORRECTIONS    MGMT.     INFO.     SYSTEMS,     P.     B-726 

YOUTH    SERVICES     PROGRAM,     P.     B-729 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7H2 

INMATE    TRACKING    SYSTEM,     P.     B-790 

CORRECTIONS     INFORMATIONS    SYSTEM,     P.     B-856 

DIVISION    OF    RESEARCH-INFORMATION    SYSTEM,     P.     B-895 

WORK    RELEASE-STUDY    RELEASE    SYSTEM,     P.     B-916 


NUMBER    OF    SYSTEMS 


18 


STATES  INCLUDED 


ALASKA,  DELAWARE,  FLORIDA,  GEORGIA,  ILLINOIS, 

MICHIGAN,  NEW  YORK,  NORTH  CAROLINA,  OKLAHOMA,  PENNSYLVANIA, 

SOUTH  CAROLINA,  TENNESSEE,  TEXAS,  UTAH,  WASHINGTON, 

WISCONSIN 


RESEARCH/STATISTICS 

ALABAMA 

SIRMINTHA1 

ALASKA 

ALASKA 

ARIZONA 

PHOENIX 

ARIZONA 

PHOENIX 

ARIZONA 

TUCSON 

ARIZONA 

TUCSON 

ARKANSAS 

ARKANSAS 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

L. A. COUNTY 

CALIFORNIA 

LONG  BFACH 

CALIFORNIA 

LOS  ANGELES 

CALIFORNIA 

LOS  ANGELES 

CALIFORNIA 

SANTA  CLARA  C 

CALIFORNIA 

SANTA  CLARA  C 

COLORADO 

COLORADO 

COLORADO 

COLORADO 

COLORADO 

COLORADO  SPai 

COLORADO 

DENVER 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONN  ECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

CONNECTICUT 

HARTFORD 

DELAWARE 

DELAWARE 

DIST,  OF 

COL. 

WASHINGTON 

DI3T.  OF 

COL. 

WASHINGTON 

DIST.  OF 

COL. 

WASHINGTON 

DIST.  OP 

COL. 

WASHINGTON 

DIST.  OF 

COL. 

WASHINGTON 

DIST.  Of 

COL. 

WASHINGTON 

DIST.  OF 

COL. 

WASHINGTON 

DIST.  OF 

COL. 

WASHINGTON 

DIST.  OF 

COL. 

WASHINGTON 

DIST.  OF 

COL. 

WASHINGTON 

DIST.  OF 

COL. 

WASHINGTON 

DIST.  OF 

COL. 

WASHINGTON 

FLORIDA 

FLORIDA 

FLORIDA 

DADE  COUNTY 

FLORIDA 

HILLSBOROUGH 

FLORIDA 

JACKSONVILLE 

FLORIDA 

JACKSONVILLE 

B-107 

P.  B-112 


SYS. 


B-78 


B-12  5 


B-lUl 


BIRMINGHAM,  AL.  LAW  ENFORCEMENT  INFO.  SYSTEM,  P.  B-5 

ALASKA  JUSTICE  INFORMATION  SYSTEM,  P.  B- 1 1 

AUTOMATED  TRAFFIC  COURT  SYSTEM,  P.  B-28 

DISPATCH,  D.  P.  ARREST  0  TRAFFIC  ACCIDENT  SYSTEM,  P.  B-31 

COMMAND  AND  CONTROL,  P.  B-U2 

MANAGEMENT  INFORMATION  SYSTEMS!,  P.  B-U3 

CRIMINAL  JUSTICE  INFORMATION  SYSTEM,  P.  B-U5 

CALIF.  LAW  ENFORCEMENT  STATISTICAL  SYSTEM,  P.  B-52 

YOUTH  AUTHORITY  DATA  PROCESSING'  OFFICE,  P.  B-57 

AUTOMATED  JUSTICE  INFORMATION  SYSTEM,  P.  B-58 

AUTOMATED  PERSONNELL  INFORMATION  SYSTEM,  P.  B-70 

STATISTICAL  SYSTEM,  P.  B-72 

PUBLIC  SAFETY  INFORMATION  SYSTEM,  P.  B-7U 

PATTERN  RECOGNITION  6  INFORMATION  CORRELATION,  P 

TRAFFIC  INFORMATION  SYSTEM,  P.  B-85 

CRIMINAL  JUSTICE  INFORMATION  CONTROL,  P. 

COUNTY  PATROL  ACTIVITY  NETWORK  ANALYSIS, 

JUDICIAL  MANAGEMENT,  P.  B-118 

COMPATIBLE  REPORTING  SYSTEM,  P.  B-121 

HULTI-JDRISDICTIONAL  LAW  ENFORCEMENT  INF 

UNIFORM  SUMMONS  SYSTEM,  P.  B- 1 3 1 

STATEWIDE    INFORMATION    ACCESS    SYSTEM,     P.     B-138 

IMPROVEMNT    IN    CRIM.     COURT     MANGST    S    OPERATIONS,     P. 

STATE    POLICE    DATA    PROCESSING    UNIT,     P.     B-1U3 

MOTOR    VEHICLE/JUDICIAL    SYSTEM,     P.     B-U8 

LICENSE    SYSTEM,     P.     B-150 

ACCIDENT     RECORDS    SYSTEM,     P.     B-152 

REGISTRATION    SYSTEM,     P.     8-151 

CONN.     ON-LINE    REC.     SRESEARCH    FOR     EFF.     CRIM.     TRTHT, 

MANAGEMENT     INFORMATION     SYSTEM,     P.     B-laO 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B- 1 68 

OFFENSES     REPORTING    SYSTEM,     P.     B-180 

TRAFFIC    ACCIDENT    REPORTING    SYSTEM,     P.     B-182 

ARRESTS    STATISTICAL     REPORTING    SYSTEM,     P.     8-184 

CULPRIT,     P.     B-189 

PROSECUTOR    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-193 

WASH.     D.     C.     CORRECTIONS     RECORD    INFO.     SYSTEM,     P.     B-195 

INTHA-FAPIILY     INDEXING    S    STATISTICS,     P.     B-198 

LANDLORD    6    TENANT,     P.     B-199 

SMALL    CLAIMS,     P.     B-203 

JUVENILE    INDEXING,     P.     B-20U 

DOMESTIC    RELATIONS     INDEXING    £    STATISTICS,     P.     B-207 

CRIMINAL    SYSTEM,     P.     B-213 

FLORIDA    CRIME    INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     8-225 

COURTS    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-231 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 


B-155 
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SYSTEM 


FUNCTION 


INDEX 


BESEARCH/STHTISTICS 
FLOhlDA 
FLORIDA 
FLORIDA 
FLORIDA 
nF.ORdIA 
GEORGIA 
GEORGIA 
GEORGIA 
HAWAII 
ILLINOIS 
ILLINOIS 
ILLINOIS 
ILLINOIS 

inwA 

KANSAS 

KANSAS 

KANSAS 

KANSAS 

KENTUCKY 

KENTUCKY 

LOUISIANA 

LOUISIANA 

LOUISIANA 

LOUISIANA 

MARYLAND 

HARYLAND 

MARYLAND 

MARYLAND 

MARYLAND 

MASSACHUSETTS 

MASSACHUSETTS 

MASSACHUSETTS 

MASSACHUSETTS 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MINNESOTA 

MINNESOTA 

MINNESOTA 

MISSOURI 

MISSOURI 

MONTANA 

MONTANA 

NEBRASKA 

NEBRASKA 

NEVADA 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

NEW  JERSEY 

NEW  YORK 

NEW  YORK 

NEW  YORK 

NEW  YORK 

NEW  YORK 

NEW  YORK 

NFW  YORK 

NEW  YORK 

NEW  YORK 

NEW  YORK 

NORTH  CAROLINA 

OHIO 

OHIO 

OHIO 


MIAMI 

MIAMI 

MIAMI 

TAMPA 

GEORGIA 

GEORGIA 

GEORGIA 

ATLANTA  SMSA 

HAWAII 

ILLINOIS 

ILLINOIS 

CHICAGO 

COOK  COUNTY 

IOWA 

KANSAS 

KANSAS 

KANSAS 

WICHITA 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

LAFAYETTE 

NEW  ORLEANS 

NEW  ORLEANS 

MARYLAND 

HARYLAND 

MARYLAND 

BALTIMORE 

BALTIMORE 

MASSACHUSETTS 

MASSACHUSETTS 

BOSTON 

MIDDLESEX  COU 

MICHIGAN 

M ICHIGAN 

MICHIGAN 

MICHIGAN 

DETROIT 

MINNESOTA 

MINNEAPOLIS 

ST. PAUL 

JACKSON  COUNT 

ST.  LOUIS 

MONTANA 

MONTANA 

NEBRASKA 

OMAHA 

NEVADA 

NEW  JERSEY 

CAMDEN  COUNTY 

HUDSON  COUNTY 

HUDSON  COUNTY 

HUDSON  COUNTY 

PASSAIC  COUNT 

PASSAIC  COUNT 

PASSIAC  COUNT 

NEW  YORK 

NEW  YORK 

BUFFALO 

BUFFALO 

NASSAU  COUNTY 

NASSAU  COUNTY 

NEB  YORK  CITY 

NEW  YORK  CITY 

NEW  YORK  CITY 

ROCHESTER 

NORTH  CAROLINA 

OHIO 

CINCINNATI 

CLEVELAND 


B-255 
B-257 


P.    B-279 


P.    B-361 
P.    B-363 


ARREST    SYSTEM,     P.     B-237 

OFFENSE    SYSTEM,     P.     B-239 

COMPLAINT    REPORT    CARD    SYSTEM,     P.     B-2U0 

TAMPA    CRIMINAL    JUSTICE    SYSTEHt,     P.     B-2l*b 

STATE    COMPUTER    CENTER,     P.     B-2S0 

CORRECTIONS    SYSTEM,     P.      B-253 

INTERAGENCY    MANPOWER    ROD    SYSTEMt,     P. 

JUVENILE    COURT     INFORMATION     SYSTEM,     P. 

CORRECTIONS    6     PAROLE,     P.     B-270 

LAW    ENFORCEMENT    AGENCIES     DATA    SYSTEM, 

CORRECTIONS    SYSTEM,     P.     B-2B8 

GENERAL    INDEXES,     P.     B-293 

COOK    COUNTY    CIRCUIT    COURTf,     P.     B-298 

TRAFFIC    RECORDS     6    CRIMINAL    JUSTICE    INFO    SYST,     P.     B-309 

MONTHLY     REPORT    OF    KANSAS    POLICE     AG  ENCIES  (UCR)  ,     P.     B-322 

CASE    STATISTICS    SYSTEM     (DISTRICT    COURTS)  ,     P.     B-32« 

HIGHWAY     PATROL    ADMINISTRATIVE    INFO.     SYSTEMS,     P.     B-326 

LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

LAB     ENFORCEMENT    NETWORK    OF    KENTUCKY,     P.     B-33U 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

STATE    COMP    CENTER      (CORRECTIONS),     P.     B-3U5 

AUTOMATED    LAW     ENFORCEMENT    COMM.     6REP0RTING    SYS,     P.     B-3IJ7 

METRO    ORLEANS    TOTAL     INFO    ON-LINE     NETWORK,     P.     B-351 

OFFENSES,     P.     B-357 

MARYLAND    AUTOMATED    ACCIDENT    REPORTING    SYSTEM, 

MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM, 

VARIOUS     BATCH    ORIENTED    SYSTEMS,     P.     B-367 

OFFENSE     REPORTING    SYSTEM,     P.     B-370 

DISPATCH    REPORTING    SYSTEM,     P.     B-37U 

CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-379 

SUPERIOR    COURT    CASE    MANAGEMENT    SYSTEM,     P.     B-382 

BOSTON    POLICE    SYSTEM,     P.     B-38li 

POLICE    INFORMATION    SYSTEM,     P.     B-386 

TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 

BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

CASE    INFORMATION    CONTROL    SYSTEM,     P.     B-395 

MICHIGAN    STATE    CORRECTIONS    SYSTEM!,     P.     B-397 

DETROIT    ELECTBNC    COMPTR     6    TELEPROCESS.     SYST.,     P. 

MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B-11U 

MINNEAPOLIS    POLICE    RECORDS    SYSTEM,     P.     B-t18 

ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     B-U22 

COURT    COMPUTER    SYSTEM,     P.     B-l)32 

S.     L.     M.     POLICE    SYSTEM,     P.     B-11U2 

OFFENDER    TRANSACTION     ARREST    SYSTEM,     P.     B-lt53 

JUVENILE    DELINQUENCY     PREVENTION     6    CONTROL    PLN, 

COMBINED    LAW    ENFORCEMENT    INFORMATION    NETWORK, 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-U66 

SHERIFF'S    COMPUTER    OPRTN    FOR    PBOTCTN    5    ENFCMT,     P.     B-1171 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS.    -PH.     II,     P.     B-UVS 

COURT    MANAGEMENT     INFORMATION    CENTER,     P.     B-ISU 

JERSEY    CITY    POLICE    DEPT.,     P.     B-«91 

SUP.     CT.     OF    NJ-AUTOM'D    CRIM.     CASE    PROCESSING    SYS,     P. 

HUDSON    COUNTY     PROSECUTOR'S    OFFICE,     P.     B-U98 

AUTOMATED    CRIMINAL    CASE    PROCESSING    SYSTEM,     P.     B-505 

INMATE    HISTORY     AND    CONTROL    SYSTEM,     P.     B-508 

JAIL    INVENTORY     SYSTEM,     P.     B-512 

SOCIO-PSYCHOLOGICAL     INFORMATION    SYSTEM,     P.     B-530 

N.     Y.     STATE    IDENTIFICATION    6    INTELLIGENCE    SYS.,     P.     B 

ERIE    COUNTY    DISTRICT    ATTORNEY     MGT.     INFO.     SYSTEM,     P. 

CITY    COURT     INFORMATION     SYSTEM,     P.     B-550 

BASIC    COURT    SYSTEM,     P.     B-553 

POLICE    DATA    SYSTEMS,     P.     B-555 

INMATE    INFORMATION    SYSTEM,     P.     B-557 

SPRINT     BACKUP,     P.     B-562 

CRIMINAL    COURT    STATISTICS,     P.     B-569 

GENERAL    RETRIEVAL    SYSTEM.,     P.     B-585 

NORTH    CAROLINA    CORRECTIONS    SYSTEM,     P.     B-592 

LAW    ENFORCEMENT    AUTOMATIC    DATA     SYSTEM,     P.     B-605 

REGIONAL    CRIME    INFORMATION    CENTER     (CLEAR),     P.     B-509 

CLEVELAND    POLICE    COMPUTER     FILES,     P.     B-615 


B-UII 


P.     B-tSIJ 
P.     B-1463 


B-149« 


3-532 

B-5U8 


D-44 
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TEM  FUNCTION  INDEX 


BESEAPCH/STATISTICS 

OHIO  CLEVELAND  JUDICIAL     INFORrlATION    SYSTEPI,     P.     B-518 

0"I0  CLEVELAND  CALENDAR    flANAGEHENT     INFOSMATION     SYSTEI1,     P.     B-623 

OHIO  COLUIBUS  CITY    OF    COLUflBUS    COMPUTEHS    STSTEM,     P.     D-626 

OHIO  DAYTON  DAYTON     POLICE,     P.     B-629 

OHIO  FRANKLIN    COUN  FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     B-632 

OKLAHOHA  OKLAHONA  COUHT    clerks    SYSTEM,     P.     8-643 

OKLAHOMA  OKLAHOMA  OKLA.     CRIMINAL    S    TRAFFIC    LAM    ENFORCEMENT    SYS.,     P.     B-6K5 

OKLAHOMA  TULSA  TULSA     REG.     AUTOMATED    CRIM.      IDENT.     SYSTEM,     P.     B-652 

OKLAHOMA         TULSA  TULSA  COMPUTES  ASSISTED  DISPATCH,  P.  B-bS7 

OREGON  LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

OREGON  LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-b72 

OREGON  PORTLAND  COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE     1,     P.     B-689 

PENNSYLVANIA  PENNSYLVANIA  COMMONWEALTH    LAM    ENFORCEM'T    ASSIST'CE     NETWORK,     P.     B-69H 

PENNSYLVANIA  PENNSYLVANIA  PA.     CRIM.     JUST.     INFO.     SYS.     -BUR.     OF    CRIM.     JUST.     STATS,     P.     B-700 

PENNSYLVANIA  PHILADELPHIA  PHILADELPHIA    JUSTICE    INFORMATION    MODEL,     P.     B-703 

PENNSYLVANIA    PHILADELPHIA  COURT  SYSTEMS,  P.  B-705 

PENNSYLVANIA    PHILADELPHIA  COMBINED  JUSTICE  INFO.  NETWORK  OVER  TERMINALS,  P.  B-708 

PENNSYLVANIA    PHILADELPHIA  COMBINED  JUSTICE  INFO.  NETWORK  OVER  TEBtllNALS,  P.  B-710 

PENNSYLVANIA    PITTSBURG  COURT  OF  COMMON  PLEAS,  P.  B-715 

PUERTO    RICO  PUERTO    RICO  COURT    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-718 

SOUTH    CAROLINA     SOUTH    CAROLINA  CKIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

SOUTH    CAROLINA     SOUTH    CAROLINA  DEPT.     OF    CORRECTIONS    MGMT.     INFO.     SYSTEMS,     P.     B-726 

SOUTH    CAROLINA     SOUTH    CAROLINA  YOUTH    SERVICES     PROGRAM,     P.     B-729 

SOUTH    DAKOTA  SIOUX    FALLS  REGIONAL    CJIS,     P.     B-737 

TENNESSEE  TENNESSEE  TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-71»2 

TENNESSEE  MEMPHIS  MEMPHIS     POLICE    DEPARTMENT    TAB    SYSTEM*,     P.     B-7U8 

TEXAS  TEXAS  INMATE    TRACKING    SYSTEM,     P.     B-790 

TEXAS  AUSTIN  AUSTIN     AUTOMATED    FONCTIONSi,     P.     B-796 

TEXAS  DALLAS    COUNTY  DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

TEXAS  FORT    WORTH  FORT    WORTH    SYSTEM!,     P.     B-815 

TEXAS  HOUSTON  COURTS,     P.     B-320 

TEXAS  SAN    ANTONIO  BEXAR    COUNTY    CBIM.     JUST.     INFO.     SYS-PHASB    I,     P.      B-82U 

TEXAS  WICHITA     FALLS  EVENT    PROCESSING,     P.     B-8K1 

UTAH  UTAH  LAW    ENFORCEMENT    INFORMATION     SYSTEM,     P.     B-852 

UTAH  UTAH  CORRECTIONS     INFORMATIONS    SYSTEM,     P.     B-855 

UTAH  UTAH  JUVENILE    INFORMATION    SYSTEM,     P.     B-858 

VIRGINIA  VIRGINIA  INMATE    INFORMATION     SYSTEM,     P.     B-868 

VIRGINIA  ALEXANDRIA  POLICE    MANAGEMENT    SYSTEM,     P.     B-875 

VIRGINIA  FAIRFAX    COUNT  POLICE    MANAGEMENT     INFORMATION     SYSTEM,     P.     B-877 

WASHINGTON  WASHINGTON  DIVISION    OF    RES EABCH-I N FORM ATION    SYSTEM,     P.     B-895 

WASHINGTON  SPOKANE    COUNT  THE    INLAND    EMPIRE    POLICE    INFORMATION    NETWORK,     P.     B-903 

WEST     VIRGINIA        WEST    VIRGINIA  W.     VA.     DEPT.     OF    POB.     SAFETY-POL.     BATCH     PROCESSING,     P.     8-906 

WISCONSIN  WISCONSIN  CRIME    6     ARREST    STATISTICS    SYSTEM,     P.     B-922 

WISCONSIN  MILWAUKEE    COU  INVENTORY     6    STATISTICAL     REPORTING,     P.     B-931 

WYOMING  WYOMING  CRIMINAL    JUSTICE    SYS.     DATA     BOOK,     P.     B-9«0 

NUMBER    OF    SYSTEMS  163 

STATES    INCLUDED        ALABAMA,     ALASKA,     ARIZONA,     ARKANSAS,     CALIFORNIA, 

COLORADO,     CONNECTICUT,     DELAWARE,     DIST.     OF    COL.,     FLORIDA, 

GEORGIA,     HAWAII,     ILLINOIS,     IOWA,     KANSAS, 

KENTUCKY,     LOUISIANA,     MARYLAND,     MASSACHUSETTS,     MICHIGAN, 

MINNESOTA,     MISSOURI,     MONTANA,     NEBRASKA,     NEVADA, 

NEW    JERSEY,     NEW    YORK,     NORTH    CAROLINA,     OHIO,     OKLAHOMA, 

OREGON,     PENNSYLVANIA,     PUERTO     RICO,     SOUTH    CAROLINA,     SOUTH    DAKOTA, 

TENNESSEE,     TEXAS,     UTAH,     VIRGINIA,     WASHINGTON, 

WEST    VIRGINIA,  WISCONSIN,     WYOMING 

RESOURCE    ALLOCATION 

ALABAMA  BIRMINGHAM  BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

ARIZONA  PHOENIX  DISPATCH,     D.     R.     ARREST    6    TRAFFIC    ACCIDENT    SYSTEM,     P.     B-31 

CALIFORNIA  LONG    BEACH  PUBLIC    SAFETY    INFORMATION    SYSTEM,     P.     B-714 

CALIFORNIA  LOS    ANGELES  LAW    ENFORCEMENT    RESOURCES     ALLOCATION    SYSTEM,     P.     B-80 

CALIFORNIA  SACRAMENTO  SACRAMENTO    CRIME    AND    ARREST    REPORTING    SYSTEM,     P.     B-92 

CALIFORNIA  SAN     FRANCISCO  COMPUTER    ASSISTED    BAY    AREA     LAW     ENFORCEMENT,     P.     B-100 

CALIFORNIA  SANTA    CLARA    C  COUNTY     PATROL    ACTIVITY     NETWORK     ANALYSIS,     P.     B-112 

CONNECTICUT  NEW     HAVEN  CASE    INCIDENT    REPORTING    SYSTEM.     P.     B-163 

DELAWARE  DELAWARE  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

DIST.     OF    COL.        WASHINGTON  PATROLLABILIT Y     EFFECTIVENESS    PROJECTION,     P.     B-190 


0-45 
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SYSTEM  FUNCTION  INDEX 


PROSECUTOR    MANAGEHENT     INFORHATION    SYSTEN,     P.     B-193 

DADE  COUNTY  CRIdlNAL  JUSTICE  INFO.  SYST,  P.  B-219 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

COMPLAINT    REPORT    CARD    SYSTEM     (FUTURE),     P.     B-241 

TAMPA    CRiniNSL    JUSTICE    SYSTEM*,     P.     B-2U6 

TRAFFIC    INFORMATION     PLANNING    SYSTEM,     P.     B-28U 

GENERAL     INDEXES,     P.     B-293 

LAH    ENFORCEMENT    NETWORK    CENTRAL,     P.     B-Jl* 

HIGHWAY     PATROL    ADMINISTRATIVE     INFO.     SYSTEMS,     P.     B-326 

AUTOMATED    LAW     ENFORCEMENT    COMM.     6REP0RT1NG    SYS,     P.     8-317 

COMPLAINT,  P.  B-359 

OFFENSE    REPORTING    SYSTEM,     P.     B-370 

DISPATCH     REPORTING    SYSTEM,     P.     6-374 

BOSTON     POLICE    SYSTEM,     P.     B-3814 

POLICE    INFORMATION     SYSTEM,     P.     B-386 

DETROIT    ELECTRNC    COMPTR    6    TELEPROCESS.     SYST.,     P.     B-U11 

MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B-KIlt 

MINNEAPOLIS    POLICE    RECORDS    SYSTEM,     P.     B-H18 

ST.  PAUL  POLICE  INFORMATION  SYSTEM,  P.  B-l»22 

KANSAS    CITY,     MISSOURI     POLICE,     P.     8-431 

S.     L.     M.     POLICE    SYSTEM,     P.     B-112 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-166 

COMPUTERIZED    CRIME    ANALYSIS,     P.      B-182 

JERSEY    CITY     POLICE    DEPT.,     P.     B-191 

NEWARK     CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-501 

PATERSON    POLICE    COMPUTER,     P.     B- 5 1 3 

SPRINT    DISPATCHING,     P.     B-S58 

SPBINT     BACKUP,     P.     B-562 

CALLS    FOR    SERVICE,     P.     B-575 

NORTH    CAROLINA     POLICE    INFORMATION     NETWORK,     P.     B-588 

PUBLIC    SAFETY     -    INTEG R ATEDM UN IC IPALI NFOS YST,     P.     B-596 

REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

CLEVELAND    POLICE    COMPUTER     FILES,     P.     B-615 

JUDICIAL    INFORMATION    SYSTEM,     P.     B-618 

DAYTON     POLICE,     P.     B-629 

OKLA.     CRIMINAL    6    TRAFFIC    LAH    ENFORCEMENT    SYS.,     P.     B-515 

TULSA    REG.     AUTOMATED    CRIH.     IDENT.     SYSTEM,     P.     B-652 

TULSA    COMPUTER.  ASSISTED    DISPATCH,     P.     B-657 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-572 

COLUMBIA     REGION     INFO.     SHARING     SYSTEM-PHASE    1,     P.     B-6B9 

REGIONAL    CJIS,     P.     B-737 

MEMPHIS     POLICE    DEPARTMENT    TAB    SYSTEM*,     P.     B-718 

AFS100,     P.     B-752 

OPN200,     P.     B-757 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

LAW     ENFORCEMENT    INFORMATION     SYSTEM,     P.     B-852 

POLICE     MANAGEMENT    SYSTEM,     P.     B-875 

POLICE    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-877 

LAW    ENFORCEMENT    MANPOWER    RESOURCE    ALLOCATION,     P.     B-885 

THE    INLAND     EMPIRE    POLICE    INFORMATION    NETWORK,     P.     B-903 

NUMBER    OF    JYSTEMS  61 

STATES     INCLUDED       ALABAMA,     ARIZONA,     CALIFORNIA,     CONNECTICUT,     DELAWARE, 
DIST.     OF    COL. ,     FLORIDA,     ILLINOIS,     IOWA,     KANSAS, 
LOUISIANA,     MARYLAND,     MASSACHUSETTS,     MICHIGAN,     MINNESOTA, 
MISSOURI,     NEBRASKA,     NEW    JERSEY,     NEW    YORK,     NORTH    CAROLINA, 
OHIO,     OKLAHOMA,     OREGON,     SOUTH    DAKOTA,     TENNESSEE, 
TEXAS,     UTAH,     VIRGINIA,     WASHINGTON 

SECUalTY/CONFIDENTIALITY 

PENNSYLVANIA  PENNSYLVANIA  COMMONWEALTH     LAW    ENFORCEM'T    ASSIST'CE    NETWORK,     P.     B-691 

TENNESSEE  NASHVILLE  SECURITY     AND    CONFIDENTIALITY,     P.     B-758 

NUMBER    OF    SYSTEMS  2 

STATES    INCLUDED       PENNSYLVANIA,     TENNESSEE 


RESOURCE  ALLOCATION 

DIST.  OF  COL. 

WASHINGTON 

FLORIDA 

DADE  COUNTY 

FLORIDA 

JACKSONVILLE 

FLORIDA 

MIAMI 

FLORIDA 

TAMPA 

ILLINOIS 

ILLINOIS 

ILLINOIS 

CHICAGO 

IOWA 

POLK  COUNTY 

KANSAS 

KANSAS 

LOUISIANA 

LAFAYETTE 

LOUISIANA 

NEW  ORLEANS 

MARYLAND 

BALTIMORE 

MARYLAND 

BALTIMORE 

MASSACHUSETTS 

BOSTON 

MASSACHUSETTS 

MIDDLESEX  COU 

MICHIGAN 

DETROIT 

MINNESOTA 

MINNESOTA 

MINNESOTA 

MINNEAPOLIS 

MINNESOTA 

ST. PAUL 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

SI.  LOUIS 

NEBRASKA 

OMAHA 

NEW  JERSEY 

CAMDEN 

NEW  JERSEY 

HUDSON  COUNTY 

NEW  JERSEY 

NEWARK 

NEW  JERSEY 

PASSIAC  COUNT 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

ROCHESTER 

NORTH  CAROLINA 

NORTH  CAROLINA 

NORTH  CAROLINA 

CHARLOTTE 

OHIO 

CINCINNATI 

OHIO 

CLEVELAND 

OHIO 

CLEVELAND 

OHIO 

DAYTON 

OKLAHOMA 

OKLAHOMA 

OKLAHOMA 

TULSA 

OKLAHOMA 

TULSA 

OREGON 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

OREGON 

PORTLAND 

SOUTH  DAKOTA 

SIOUX  FALLS 

TENNESSEE 

MEMPHIS 

TENNESSEE 

NASHVILLE 

TENNESSEE 

NASHVILLE 

TEXAS 

DALLAS  COUNTY 

UTAH 

UTAH 

VIRGINIA 

ALEXANDRIA 

VIRGINIA 

FAIRFAX  COUNT 

VIRGINIA 

NORFOLK 

WASHINGTON 

SPOKANE  COUNT 

D-46 
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SYSTEM 


FUNCTION 


INDEX 


SlnULATION/HOOELING 

ALASKA 

ALASKA 

CALIFORNIA 

SANTA  CLARA  C 

nELAWARE 

DELAWARE 

DIST.  OF  COL. 

WASHINGTON 

FLORIDA 

JACKSONVILLE 

ILLINOIS 

COOK  COUNTY 

KANSAS 

WICHITA 

nASSACHUSETTS 

BOSTON 

NEiJ  JERSEY 

cahoen  county 

NEU  JERSEY 

HUDSON  county 

NEW  JERSEY 

HUDSON  COUNTY 

NE«  YORK 

NEW  YORK  CITY 

OHIO 

CINCINNATI 

OHIO 

CLEVELAND 

OKLAHOBA 

TULSA 

ORECON 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

PENNSYLVANIA 

PHILADELPHIA 

PENNSYLVANIA 

PHILADELPHIA 

TEXAS 

DALLAS  COUNTY 

TEXAS 

HOUSTON 

ALASKA    JUSTICE     INFOHHATION    SYSTEH,     P.     B- 1 1 

CRinlNAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B-163 

PROSECUTOR     MANAGEMENT     INFORMATION    SYSTEM,     P.     B-193 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

COOK  COUNTY  CIRCUIT  COURT»,  P.  B-298 

LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

BOSTON     POLICE    SYSTEM,     P.     B-384 

COURT    MANAGEMENT     INFORMATION    CENTER,     P.     B-a8« 

JERSEY    CITY    MUNICIPAL    JAIL,     P.     B-1489 

JERSEY     CITY    MUNICIPAL    COURT,     P.     B-U9a 

SPRINT     DISPATCHING,     P.     B-553 

REGIONAL    CRIME    INFORMATION    CENTER     (CLEAR),     P.     B-609 

CALENDAR    MANAGEMENT     INFORMATION    SYSTEH,     P.     8-523 

TULSA     REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION     RECORD    SYSTEM    PLANNED,     P.     B-672 

PHILADELPHIA    JUSTICE    INFORMATION    MODEL,     P.     B-703 

COURT    SYSTEMS,     P.     B-70S 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

COURTS,     P.     B-820 


NUMBER    OF    SYSTEMS 


21 


STATES  INCLUDED   ALASKA,  CALIFORNIA,  DELAWARE,  DIST.  OF  COL.,  FLORIDA, 
ILLINOIS,  KANSAS,  MASSACHUSETTS,  NEW  JERSEY,  NEW  YORK, 
OHIO,  OKLAHOMA,  OREGON,  PENNSYLVANIA,  TEXAS 


STOLEN  LICENSES 
ARIZONA 
ARIZONA 
ARIZONA 
ARIZONA 
ARKANSAS 
COLORADO 
DELAWARE 
DIST.  OF  COL. 
FLORIDA 
FLORIDA 
FLORIDA 
FLORIDA 
GEORGIA 
HAWAII 
ILLINOIS 
ILLINOIS 
INDIANA 
INDIANA 
IOWA 
IOWA 
KANSAS 
KANSAS 
KENTUCKY 
KENTUCKY 
LOUISIANA 
MARYLAND 
MASSACHUSETTS 
MICHIGAN 
MICHIGAN 
MINNESOTA 
MINNESOTA 
MISSOURI 
MISSOURI 
MISSOURI 
NEBRASKA 
NEBRASKA 
NEVADA 
NEW  JERSEY 
NEW  JERSEY 
NEW  MEXICO 


ARIZONA 

MARICOPA  COU 

TUCSON 

TUCSON 

ARKANSAS 

COLORADO 

DELAWARE 

WASHINGTON • 

FLORIDA 

DADE  COUNTY 

JACKSONVILLE 

TAMPA 

GEORGIA 

HONOLULU 

ILLINOIS 

CHICAGO 

INDIANA 

INDIANAPOLIS 

IOWA 

POLK  COUNTY 

KANSAS 

WICHITA 

KENTUCKY 

LOUISVILLE 

NEW  ORLEANS 

MARYLAND 

MASSACHUSETTS 

MICHIGAN 

DETROIT 

MINNESOTA 

ST. PAUL 

MISSOURI 

JACKSON  COUNT 

ST.  LOUIS 

NEBRASKA 

OMAHA 

NEVADA 

NEW  JERSEY 

PASSIAC  COUNT 

ALBUQUERQUE 


ARIZONA  CRIME  INFORMATI 
LAW  ENFORCEMENT-JUDICIA 
VEHICLE  SYSTEM,  P.  B-38 
MANAGEMENT  INFORMATION 
CRIMINAL  JUSTICE  INFORM 
COLORADO  CRIME  INFORMAT 
CRIMINAL  LAW  UNIFORM  EN 
WASHINGTON  AREA  LAW  ENF 
FLORIDA  CRIME  INFORMATI 
DADE  COUNTY  CRIMINAL  JU 
CRIMINAL  JUSTICE  INFORM 
TAMPA  CRIMINAL  JUSTICE 
STATE  COMPUTER  CENTER, 
DEPARTMENT  OF  INFORMATI 
LAW  ENFORCEMENT  AGENCIE 
HOT  DESK,  P.  B-296 
INDIANA  DATA  AND  COMMUN 
POLICE  AUTOMATED  CASE  E 
TRAFFIC  RECORDS  S  CRIMI 
LAW  ENFORCEMENT  NETWORK 
KANSAS  LAW  ENFORCEMENT 
LAW  ENFORCEMENT  AUTOMAT 
LAW  ENFORCEMENT  NETWORK 
CRIMINAL  JUSTICE  INFORM 
METRO  ORLEANS  TOTAL  INF 
MARYLAND  INTER-AGENCY  L 
CRIMINAL  JUSTICE  INFORM 
LAW  ENFORCEMENT  INFORMA 
DETROIT  ELECTRNC  COMPTR 
MINNESOTA  CRIME  INFOBMA 
ST.  PAUL  POLICE  INFORMA 
HO.  UNIFORM  LAW  ENFORCE 
KANSAS  CITY,  MISSOURI  P 
S.  L.  M.  POLICE  SYSTEH, 
NEBRASKA  CRIME  INFORMAT 
OMAHA/DOUGLAS  COUNTY  CH 
SHERIFF'S  COMPUTER  OPRT 
N.  J.  STATEWIDE  COHHUNI 
PATERSON  POLICE  COMPOTE 
ACTION,  P.  B-526 


ON  CENTER,  P.  B-18 

INFORMATION  SYSTEM,  P. 


B-25 


SYSTEMS!,     P.     B-a3 

ATION    SYSTEM,     P.     B-US 

ION    CENTER,     P.     B-115 

FOBCEMENT    SYSTEM,     P.     B-168 

ORCEMENT  SYSTEM,  P.  B-175 

ON    CENTER,     P.     B-215 

STICE  INFO.  SYST,  P.  B-219 

ATION    SYSTEM,     P.     B-233       » 

SYSTEM*,     P.     B-2U6 

P.     B-250 

ON    SYSTEMS,     P.     B-272 

S    DATA    SYSTEM,     P.     B-279 

ICATIONS  SYSTEM,  P.  B-302 
NTRY  6  RETREIVAL  SYS.,  P. 
NAL    JUSTICE    INFO    SYST,     P. 

CENTRAL,     P.     B-31U 
TELETYPE    SYSTEM,     P.     B-319 
ED    DATA     ENTRY    6    RETRVL,     P 

OF  KENTUCKY,  P.  B-331* 
ATION  SYSTEM,  P.  B-338 
0  ON-LINE  NETWORK,  P. 
AW  ENFORCEMENT  SYSTEM, 
ATION  SYSTEM,  P.  B-379 
TION     NETWORK,     P.     B-399 

&  TELEPROCESS.  SYST.,  P. 
TION  SYSTEM,  P.  B-«1l» 
TION  SYSTEH,  P.  B-«22 
MENT  SYSTEM  (CENTRAL) ,  P. 
OLICE,     P.     B-K311 

P.     B-Ult2 
ION    SERVICE,     P.     B-a61 
IMINAL    JUSTICE    SYSTEM,     P. 
N    FOR    PROTCTN    6     ENFCHT,     P 


B-30C 
B-309 


B-329 


-351 

P.     B-363 


B-UII 


B-'*28 


3-1166 
B-U71 


CATIONS  INFO. 
R,  P.  B-513 


SIS-PHASE  1,  P.  B-U76 


^-^7 
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S    Y    S    T    E    H 


FUNCTION 


INDEX 


STOLEN  LICENSES 

NEW  TORK 

NEW  YORK 

NEW  YORK 

BUFFALO 

NEW  tOSK 

NEW  TORK  CITY 

NEW  YORK 

ROCHESTER 

NORTH  CAROLINA 

NORTH  CAROLINA 

OHIO 

OHIO 

OHIO 

CINCINNATI 

OHIO 

COLUHBOS 

OHIO 

DAYTON 

0KLAH0!1A 

OKLAHOHA 

OKLAHOMA 

OKLAHOMA  CITY 

OKLAHOMA 

TOLSA 

0RE30N 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

OREGON 

PORTLAND 

PENNSYLVANIA 

PENNSYLVANIA 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

SIOUX  FALLS 

TENNESSEE 

TENNESSEE 

TENNESSEE 

NASHVILLE 

TEXAS 

TEXAS 

TEXAS 

AUSTIN 

TEXAS 

DALLAS 

TEXAS 

FORT  WORTH 

TEXAS 

HOUSTON 

TEXAS 

WICHITA  FALLS 

VIRGINIA 

VIRGINIA 

VIRGINIA 

ALEXANDRIA 

VIRGINIA 

FAIRFAX  COUNT 

VIRGINIA 

NORFOLK 

WASHINGTON 

WASHINCrOS 

WASHINGTON 

SEATTLE 

WISCONSIN 

WISCONSIN 

WISCONSIN 

MADISON 

NEW  YORK  STATEWIDE  POLI 
CITY  OF  BUFFALO  LAW  ENP 
SPRINT  BACKUP,  P.  B-562 
ON-LINE  INFORMATION  SYS 
NORTH  CAROLINA  POLICE  I 
LAW  ENFORCEMENT  AUTOMAT 
REGIONAL  CRIME  INFORMAT 
CITY  OF  COLUMBUS  COMPUT 
DAYTON  POLICE,  P.  B-629 
OKLA.  CRIMINAL  6  TRAFFI 
OKLAHOMA  CITY  SYSTEM,  P 
TULSA  COMPUTER  ASSISTED 
AREA  INFORMATION  RECORD 
AREA  INFORMATION  RECORD 
COLUMBIA  REGION  INFO.  S 
COMMONWEALTH  LAW  ENFOHC 
POLICE  SYSTEM,  P.  B-712 
CRIMINAL  JUSTICE  INFORM 
REGIONAL  CJIS,  P.  3-737 
TENN  CRIMINAL  JUSTICE  S 
PHT600,  P.  B-775 
DEPT  OF  PUB  SAFETY  SYS, 
AUSTIN  AUTOMATED  FUNCTI 
NORTH  CENTRAL  TEXAS  CRI 
POLICE  DEPARTMENT  STOLE 
INFORMATION  B  COMMUNICA 
ARTICLE  PROCESSING,  P. 
VIRGINIA  CRIMINAL  INFOR 
POLICE  INFO  SYSTEM-EVEN 
POLICE  MANAGEMENT  INFOR 
TIDEWATER  ELECTRONIC  NE 
WASHINGTON  CHIME  INFORM 
SEA-KING  ALERT  PLANNED, 
WISCONSIN  CIB  FILES,  P. 
MADISON    AREA    POLICE    DEP 


CE    INFORMATION     NETWORK,     P.     B-5«0 
ORCEHENT    COMPUTER    OPNS,     P.     B-546 

TEM     (OPERATIONAL)  ,     P.     8-578 
NFORMATIOH     NETWORK,     P.     B-588 
IC    DATA    SYSTEM,     P.    8-505 
ION    CENTER     (CLEAR),     P.     B-609 
ERS    SYSTEM,     P.     B-626 


P.     B-6U5 


C    LAW    ENFORCEMENT    SYS. 
B-650 

DISPATCH,     P.     B-657 

SYSTEM    OPERATIONAL, 

SYSTEM    PLANNED,     P. 
HARING    SYSTEM-PHASE    1,     P.     B-689 
EH'T    ASSIST'CE    NETWORK,     P.     B-69U 


P.     B-666 
B-672 


ATION   SYSTEM,    P.     B-721 
YSTEB    PHASE    I,     P.     B-7IJ2 

P.     8-792 
ONSI,     P.     B-796 

HE    INFORMATION    CENTER,     P.     B-300 
N    IMPOUNDED    REPOSSESS,     P.     B-SIU 
TION    PLAN    AREA-WIDE,     P.     B-817 
B-8U6 

MATION    NETWORK,     P.     B-866 
T    SUBSYSTEM,     P.     B-873 
MATION    SYSTEM,     P.     B-877 
TWORK    POLICE    INFO,     P.     B-881 
ATION    CENTER,     P.     B-888 

P.     B-900 

B-9  20 
ARTMENT,     P.     B-925 


NUMBER    OF    SYSTEMS 


75 


STATES  INCLUDED 


ARIZONA,  ARKANSAS,  COLORADO,  DELAWARE,  DIST.  OF  COL., 
FLORIDA,  GEORGIA,  HAWAII,  ILLINOIS,  INDIANA, 
IOWA,  KANSAS,  KENTUCKY,  LOUISIANA,  MARYLAND, 
MASSACHUSETTS,  MICHIGAN,  MINNESOTA,  MISSOURI,  NEBRASKA, 
NEVADA,  NEW  JERSEY,  NEW  MEXICO,  NEW  YORK,  NORTH  CAROLINA, 
OHIO,  OKLAHOMA,  OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA, 
SOOTH  DAKOTA,  TENNESSEE,  TEXAS,  VIRGINIA,  WASHINGTON, 
WISCONSIN 


STOLEN  PROPERTY-( 

jUNS 

ARIZONA 

ARIZONA 

APIZON 

ARIZONA 

PHOENIX 

STOLEN 

ARIZONA 

TUCSON 

AUTOMA 

ARIZONA 

TUCSON 

MANAGE 

ARKANSAS 

ARKANSAS 

C8II1IN 

CALIFORNIA 

CALIFORNIA 

CALIF. 

CALIFORNIA 

SACRAMENTO 

SACRAM 

COLORADO 

COLORADO 

COLORA 

COLORADO 

COLORADO  SPRI 

MULTI- 

COLORADO 

DENVER 

DENVER 

CONNECTICUT 

BRIDGEPORT 

BRIDGE 

CONNECTICUT 

HARTFORD 

MANAGE 

FLORIDA 

FLORIDA 

FLORID 

FLORIDA 

JACKSONVILLE 

CRIMIN 

GEORGIA 

GEORGIA 

STATE 

HAWAII 

HONOLULU 

DEPART 

ILLINOIS 

ILLINOIS 

LAW  EN 

ILLINOIS 

CHICAGO 

HOT  DE 

INDIANA 

INDIANA 

INDIAN 

INDIANA 

INDIANAPOLIS 

POLICE 

IOWA 

inwA 

TRAFFI 

A  CRIME  INFORMAT 

PROPERTY  SYSTEM 
TED  LAW  ENFOPCEM 
MENT  INFORMATION 
AL  JUSTICE  INFOR 

JUSTICE  INFORMA 
ENTO  CRIME  AND  A 
DO  CRIME  INFORMA 
JURISDICTIONAL  L 

CRIME  INFORMATI 
PORT  CRIME  ISFOR 
MENT  INFORMATION 
A  CRIME  INFORMAT 
AL  JUSTICE  INFOR 
COMPUTER  CENTER 
MENT  OF  INFORMAT 
FORCEMENT  AGENCI 
SK,  P.  B-296 
A  DATA  AND  COMMU 

AUTOMATED  CASE 
C  RECORDS  6  CRIM 


ION    CENTER,     P.     B-18 

P.     B-30 
ENT    RESPONSE    TEAM    STS. ,     P.     B-UO 

SYSTEMSt,     P.     B-U3 
MATION    SYSTEM,     P.     B-45 
TION    SYSTEM,     P.     B-50 
iRREST    REPORTING    SYSTEM,     P.     B-92 
TION    CENTER,     P.     B-115 
AW     ENFORCEMENT    INF.     SYS.,     P.     B-125 
ON    CENTER,     P.     B-128 
MATION    CENTER,     P.     B-157 

SYSTEM,     P.    B-160 
ION    CENTER,     P.     B-215 
MATION    SYSTEM,     P.     B-233 

P.     B-250 
ION    SYSTEMS,     P.     B-272 
ES    DATA    SYSTEM,     P.     B-279 

NICATIONS    SYSTEM,     P.     B-302 

ENTRY    £     RETREIVAL    SYS.,     P.     B-305 

INAL    JUSTICE    INFO    SYST,     P.     B-309 


D-i)8 
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S    Y    S    T    E    n 


FONCTIQN 


I    M     D    E    )C 


STOLEN    PROPERTY-GUNS 
lOHA 
KANSAS 
KENTUCKY 
KENTUCKY 
MARYLAND 
MASSACHUSETTS 
niCHIfJAN 
HINNESOTA 
MINNESOTA 
NISSOURI 
MISSOURI 
MISSOURI 
MISSOURI 
NEBRASKA 
NEBR  ASKA 
NEVADA 
NEW    JERSEY 
NEW    JERSEY 
NEN     JERSEY 
NEW     MEXICO 
NEW     YORK 
NOHTII    CAROLINA 
NORTH    CAROLINA 
OHIO 
OHIO 

OKLAHOMA 
OKLAHOMA 
OKLAHOMA 
OKLAHOMA 
OSESON 
OREGON 
OREGON 
OREGON 
OREGON 

PENNSYLVANIA 
PENNSYLVANIA 
SOUTH  CAROLINA 
SOUTH  DAKOTA 
TENNESSEE 
TENNESSEE 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
TEXAS 
VIRGINIA 
VIRGINIA 
VIRGINIA 
WASHINGTON 
WISCONSIN 


POLK  COUNTY 

KANSAS 

KENTUCKY 

LOUISVILLE 

MARYLAND 

MASSACHUSETTS 

MICHIGAN 

MINNESOTA 

ST. PAUL 

Missooai 

JACKSON    COUNT 

ST.     LOUIS 

ST.     LOUIS 

NEBRASKA 

OMAHA 

NEVADA 

NEW    JERSEY 

NEWARK 

PASSIAC    COUNT 

ALBUQUERQUE 

NEW     YOHK 

NORTH    CAROLINA 

CHARLOTTE 

OHIO 

CINCINNATI 

OKLAHOMA 

OKLAHOMA  CITY 

TULSA 

TULSA 

OREGON 

LANE  COUNTY 

LANE  COUNTY 

LANE  COUNTY 

PORTLAND 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH  CAROLINA 

SIOUX  FALLS 

TENNESSEE 

NASHVILLE 

TEXAS 

AUSTIN 

DALLAS 

HOUSTON 

SAN  ANTONIO 

WICHITA  FALLS 

V IRGINI A 

ALEXANDRIA 

NORFOLK 

WASHINGTON 

MADISON 


LAW     ENFORCEMENT    NETWORK    CENTRAL,     P.     B-31« 

KANSAS     LAW     ENFORCEMENT    TELETYPE    SYSTEM,     P.     B-319 

LAM     ENFORCEMENT    NETWORK    OF     KENTUCKY,     P.     B-33t 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P.     B-363 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-379 

LAW     ENFORCEMENT    INFORMATION     NETWORK,     P.     B-399 

MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B-«1it 

ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     B-U22 

MO.     UNIFORM    LAW    ENFORCEMENT    SYSTEM     (CENTRAL),     P.     B-U28 

KANSAS    CITY,     MISSOURI     POLICE,     P.     B-^SU 

S.     L.     M.     POLICE    SYSTEM,     P.     8-1442 

N.     C.     I.    C.     SYSTEM     (VIA    SLMPD),     P.     B-UU8 

NEBRASKA    CRIME     INFORMATION    SERVICE,     P.     B-U61 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-U66 

SHERIFF'S    COMPUTER    OPRTN     FOR    PBOTCTN    6     ENFCHT,     P.     B-U71 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS-PHASE     1,     P.     B-«76 

NEWARK    CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-501 

PATERSON    POLICE    COMPUTER,     P.     B-513 

ACTION,     P.     B-526 

NEB    YORK    STATEWIDE    POLICE    INFORMATION     NETWORK,     P.     B-540 

NORTH    CAROLINA     POLICE    INFORMATION     NETWORK,     P.     B-588 

PUBLIC    SAFETY    -    INTEGR ATEDM UNICI PA  LI N FOSYST,     P.     B-596 

LAW    ENFORCEMENT    AUTOMATIC    DATA    SYSTEM,     P.     B-605 

REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-6U5 

OKLAHOMA    CITY    SYSTEM,     P.     B-650 

TULSA     KEG.     AUTOMATED    CBIH.     IDENT.     SYSTEM,     P.     B-652 

TULSA     COMPUTER     ASSISTED    DISPATCH,     P.     B-657 

LAW     ENFORCEMENT    DATA    SYSTEM,     P.     B-663 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA    INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

COURTS,      P.     B-579 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE     1,     P.     B-689 

COMMONWEALTH    LAM     ENFORCEM'T     ASSIST'CE    NETWORK,     P.     B-69H 

POLICE    SYSTEM,     P.     B-712 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

REGIONAL    CJIS,     P.     B-737 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P.     B-7142 

PRY600,     P.     B-775 

DEPT    OF    PUB    SAFETY    SYS,     P.     B-792 

AUSTIN     AUTOMATED    FUNCTIONS*,     P.     B-796 

NORTH    CENTRAL    TEXAS     CRIME    INFORMATION    CENTER,     P.     B-800 

INFORMATION    &    COMMUNICATION     PLAN    AREA-WIDE,     P.     B-817 

STOLEN     PROPERTY     INQUIRY    SYSTEM,     P.     B-829 

ARTICLE     PROCESSING,     P.     B-SUb 

VIRGINIA    CRIMINAL    INFORMATION     NETWORK,     P.     B-866 

POLICE     INFO    SYSTEM-EVENT    SUBSYSTEM,     P.     B-873 

TIDEWATER     ELECTRONIC    STOLEN     ARTICLES    CONTROL,     P.     B-883 

WASHINGTON    CRIME    INFORMATION    CENTER,     P.     B-888 

MADISON    AREA    POLICE    DEPARTMENT,     P.     B-925 


NUMBER    OF    SYSTEMS 


72 


STATES  INCLUDED 


ARIZONA,  ARKANSAS,  CALIFORNIA,  COLORADO,  CONNECTICUT, 

FLORIDA,  GEORGIA,  HAWAII,  ILLINOIS,  INDIANA, 

IOWA,  KANSAS,  KENTUCKY,  MARYLAND,  MASSACHUSETTS, 

MICHIGAN,  MINNESOTA,  MISSOURI,  NEBRASKA,  NEVADA, 

NEW  JERSEY,  NEW  MEXICO,  NEW  YORK,  NORTH  CAROLINA,  OHIO, 

OKLAHOMA,  OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA,  SOUTH  DAKOTA, 

TENNESSEE,  TEXAS,  VIRGINIA,  WASHINGTON,  WISCONSIN 


STOLEN  PROPERTY-OTHER 

ARIZONA  PHOENIX 

ARI20NA  TUCSON 

ARIZONA  TUCSON 

ARIZONA  TUCSON 

ARKANSAS  ARKANSAS 

CALIFORNIA  CALIFORNIA 


STOLEN  PROPERTY  SYSTEM,  P.  B-30 

VEHICLE  SYSTEM,  P.  B-38 

AUTOMATED  LAW  ENFORCEMENT  RESPONSE  TEAM  SYS., 

MANAGEMENT  INFORMATION  SYSTEMS!,  P.  B-a3 

CRIMINAL  JUSTICE  INFORMATION  SYSTEM,  P.  B-U5 

CALIF.  JUSTICE  INFORMATION  SYSTEM,  P.  B-50 


B-UO 


D-19 


34-788  O  -  74  -  17 
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SYSTEM 


FUNCTION 


INDEX 


STOLEN  PPOPERTY-nrMRB 

CALIFORNIA 

LONG  BEACH 

CALI FORNIA 

SACRAMENTO 

CALIFORNIA 

SAN  DIEGO 

COLORADO 

COLORADO 

COLORADO 

COLORADO  3PRI 

COLORADO 

DENVER 

CONNECTICUT 

BRIDGEPORT 

DELAWARE 

DELAWAiiE 

UIST.  OF  COL. 

WASHINSrON 

FLOHIDA 

FLORIDA 

FLORIDA 

HILLSBOROUGH 

FLOHIDA 

JACKSONVILLE 

FLORIDA 

TAMPA 

'-.EOR'JIA 

GEORGIA 

HAWAII 

HONOLULU 

ILLINOIS 

ILLINOIS 

ILLINOIS 

CHICAGO 

INDI ANA 

INDIANA 

INDIANA 

INDIANAPOLIS 

lOHH 

IOWA 

10  MA 

POLK  COUNTY 

KANSAS 

KANSAS 

KENTUCKY 

KENTUCKY 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

LAFAYETTE 

MARYLAND 

MARYLAND 

MASSACHUSETTS 

MASSACHUSETTS 

mCHIGAN 

MICHIGAN 

MINNESOTA 

MINNESOTA 

1INNES0TA 

ST. PAUL 

?1IS30URI 

MISSOURI 

MISSOURI 

ST.  LOUIS 

MISSOURI 

ST.  LOUIS 

NEBRASKA 

NEBRASKA 

NEBRASKA 

OMAHA 

NEVADA 

NEVADA 

NEW  .lERSliY 

NEW  JERSEY 

NEW  JERSEY 

NEWARK 

NEW  JERSEY 

PASSIAC  COUNT 

NEW  MEXICO 

ALBUQUEziQUE 

NEW  YORK 

NEW  YORK 

NORTH  CAROLINA 

NORTH  CAROLINA 

NORTH  CAROLINA 

CHARLOTTE 

OHIO 

CINCINNATI 

OKLAHOMA 

OKLAHOMA 

OKLAHOMA 

OKLAHOMA  CITY 

OKLAHOMA 

TULSA 

OKLAHOMA 

TULSA 

ORErtON 

OREGON 

OSEION 

PORTLAND 

PENNSYLVANIA 

PENNSYLVANIA 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

SIOUX  FALLS 

TENNESSEE 

TENNESSEE 

TENNESSEE 

NASHVILLE 

TEXAS 

TEXAf 

TEXAS 

DALLAS 

TEXAS 

HOUSTON 

TEXAS 

SAN  ANTONIO 

TEXAS 

WICHITA  FALLS 

VIRGINIA 

VIRGINIA 

VIRGINIA 

ALEXANDRI A 

VIRGINIA 

NORFOLK 

WASHINGTON 

WASHINGTON 

WISCONSIN 

WISCONSIN 

WISCONSIN 

MADISON 

PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     B-7U 

SACRAMENTO    CRIME     OND    ARREST     REPORTING     SYSTEM,     P 

CURRENT    LAW    ENFORCEMENT     INFORMATION    SYSTEM,     P, 

COLORADO    CRIME    INFORMATION    CENTER,     P.     B-115 

MULTI-JURISDICTIONAL    LAW     ENFORCEMENT    INF.     SYS., 

DENVER     CRIME    INFORMATION    CENTER,     P,     B-128 

BRIDGEPORT    CRIME     INFORMATION    CENTER,     P.     B-157 

CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B- 1 

OFFENSES     REPORTING     SYSTEM,     P.     B-180 

FLORIDA     CRIME    INFORMATION    CENTER,     P.     B-215 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-2U6 

STATE    COMPUTER    CENTER,     P.     B-250 

DEPARTMENT    OF     INFORMATION    SYSTEMS,     P.     B-272 

LAW     ENFORCEMENT    AGENCIES     DATA    SYSTEM,     P.     B-279 

HOT    DESK,     P.     B-296 

INDIANA     DATA    AND    COMMUNICATIONS     SYSTEM,     P.     B-30 

POLICE     AUTOMATED    CASE    ENTRY     5     RETREIVAL     SYS.,     P 

TRAFFIC     RECORDS    S    CRIMINAL    JUSTICE     INFO    SYST,     P 

LAW     ENFORCEMENT    NETWORK    CENTRAL,     P.     B- 3 lU 

KANSAS    LAW     ENFORCEMENT    TELETYPE    SYSTEM,     P.     B-31 

LAW     ENFORCEMENT    NETWORK    OF     KENTUCKY,     P.     B-331* 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

AUTOMATED    LAW     ENFORCEMENT    COMM.     SREPORTING    SYS, 

MARYLAND    INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-379 

LAW     ENFORCEMENT    INFORMATION     NETWORK,     P.     B-399 

MINNESOTA    CRIME    INFORMATION     SYSTEM,     P.     B-IIU 

ST.     PAUL    POLICE    INFORMATION     SYSTEM,     P.     B-l(22 

HO.     UNIFORM    LAW     ENFORCEMENT    SYSTEM     (CENTRAL),     P 

S.     L.     M.     POLICE    SYSTEM,     P.     B-Utt2 

N.     C.     I.     C.     SYSTEM      (VIA     SLMPD)  ,     P.     B-WaB 

NEBRASKA    CRIME     INFORMATION    SERVICE,     P.     8-461 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P 

SHERIFF'S    COMPUTER    OPRTN    FOR     PROTCTN    6     ENFCHT, 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS-PHASE 

NEWARK     CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P. 

PATERSON    POLICE    COMPUTER,     P.     B-513 

ACTION,     P.     B-526 

NEW     YORK     STATEWIDE    POLICE    INFORMATION     NETWORK, 

NORTH    CAROLINA    POLICE     INFORMATION     NETWORK,     P.     B 

PUBLIC    SAFETY     -     INTEGR A TEDM UN IC I  PA  LI NFOS YST ,     P. 

REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B 

OKLA.     CRIMINAL    5    TRAFFIC    LAW    ENFORCEMENT    SYS 

OKLAHOMA    CITY     SYSTEM,     P.     B-6^0 

TULSA    REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P. 

TULSA    COMPUTER    ASSISTED    DISPATCH,     P.     B-657 

LAW     ENFORCEMENT    DATA    SYSTEM,     P.     B-o63 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P 

COMMONWEALTH    LAW     ENFORCBM'T    ASSIST'CE    NETWORK, 

POLICE    SYSTEM,     P.     B-712 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

REGIONAL    CJIS,     P.     B-737 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P.     B-7U2 

PRY600,     P.     B-775 

DEPT    OF    PUB    SAFETY    SYS,     P.     B-792 

NORTH    CENTRAL    TEXAS     CRIME    INFORMATION    CENTER,     P 

INFORMATION    S    COMMUNICATION     PLAN     AREA-WIDE,     P. 

STOLEN     PROPERTY     INQUIRY    SYSTEM,     P.     B-B29 

ARTICLE     PROCESSING,     P.     B-8U6 

VIRGINIA    CRIMINAL     INFORMATION     NETWORK,     P.     B-rt56 

POLICE     INFO    SYSTEM-EVENT    SUBSYSTEM,     P.     B-873 

TIDEWATER     ELECTRONIC    STOLEN     ARTICLES    CONTROL,     P 

WASHINGTON     CRIME    INFORMATION    CENTER,     P.     B-888 

WISCONSIN    CIB    PILES,     P.      B-920 

MADISON     AREA    POLICE    DEPARTMENT,     P.     B-925 


B-92 
B-95 


P.     8-125 


B-305 
B-309 


P.     8-317 
B-363 


3-128 


.     B-166 
P.     8-171 
1,     P.     B-176 
B-501 


P.     B-j10 
-588 

B-596 
-609 
P.    B-615 


B-652 


.    B-689 
P.     B-b91 


.     B-900 
B-817 


B-883 


NUMBER    OF    SYSTEMS 


73 


D-50 
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FUNCTION 


INDEX 


STOLEN    PHOPERTY-OTHER 
STATES    INCLUDED 


ARIZONA,     ARKANSAS,     CALIFORNIA,     COLORADO,     CONNECTICDT, 
DELAWARE,     DIST.     OF    COL.,     FLORIDA,     GEORGIA,     HAWAII, 
ILLINOIS,     INDIANA,     IOWA,     KANSAS,     KENTDCKY, 

LOUISIANA,     MARYLAND,     MASSACHUSETTS,     MICHIGAN,     HINNESOTA, 
MISSOURI,     NEBRASKA,     NEVADA,     NEW    JERSEY,     NEW    MEXICO, 
NEW    YORK,     NORTH    CAROLINA,     OHIO,     OKLAHOMA,     OREGON, 
PENNSYLVANIA,     SOUTH    CAROLINA,     SOUTH    DAKOTA,    TENNESSEE,     TEXAS, 
VIRGINIA,     WASHINGTON,     WISCONSIN 


STOLEN    PR0PE3TY-VEH 

ALABAMA 

ALASKA 

ARIZONA 

AiilZONA 

ARIZONA 

ARIZONA 

ARKANSAS 

CALIFORNIA 

CALIFORNIA 

CALIFORNIA 

COLORADO 

COLORADO 

COLORADO 

CONNECTICUT 

CONNECTICUT 

DELAWARE 

DIST.     OF    COL. 

FLORIDA 

FLORIDA 

FLORIDA 

FLORIDA 

GEORGIA 

HAWAII 

ILLINOIS 

ILLINOIS 

INDIANA 

INDIANA 

IOWA 

IOWA 

KANSAS 

KANSAS 

KENTUCKY 

KENTUCKY 

LOUISIANA 

LOUISIANA 

LOUISIANA 

MARYLAND 

MASSACHUSETTS 

MASSACHUSETTS 

MICHIGAN 

MINNESOTA 

MINNESOTA 

MINNESOTA 

MISSOURI 

MISSOURI 

MISSOURI 

NEBRASKA 

NEBRASKA 

NEVADA 

NEW    JERSEY 

NEW    JERSEY 

SEW    JERSEY 

NEW     MEXICO 

NEW    YORK 

NEW     YORK 

NEW     YORK 

NEW     YORK 

NORTH    CAROLINA 

OHIO 


B-168 
B-175 


ICLES 

ALABAMA  STOLEN     VEHICLES,     P.     B- 1 

ALASKA  ALASKA    JUSTICE    INFORMATION    SYSTEM,     P.     B- 1  1 

ARIZONA  ARIZONA    CRIME    INFORMATION    CENTER,     P.     B-18 

PHOENIX  STOLEN    PROPERTY    SYSTEM,     P.     B- iO 

TUCSON  VEHICLE    SYSTEM,     P.     B-38 

TUCSON  MANAGEMENT    INFORMATION     SYSTEMS!,     P.     8-13 

ARKANSAS  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-H5 

CALIFORNIA  CALIF.     JUSTICE    INFORMATION    SYSTEM,     P.     B-50 

CALIFORNIA  AUTOMATED    MANAGEMENT     INFORMATION    SYSTEM,     P.     8-55 

SACRAMENTO  SACRAMENTO    CRIME    AND    ARREST    REPORTING    SYSTEM,     P.     B-92 

COLORADO  COLORADO    CRIME    INFORMATION    CENTER,     P.     B-115 

COLORADO    SPRI  MULTI- JU HI SDICTION A L    LAW     ENFORCEMENT     INF.     SYS.,     P.     B-125 

DENVER  DENVER    CHIME    INFORMATION    CENTER,     P.     B-128 

BRIDGEPORT  BRIDGEPORT    CRIME    INFORMATION    CENTER,     P.     B-157 

NEW     HAVEN  CASE    INCIDENT    REPORTING    SYSTEM,     P.     B-163 

DELAWARE  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P 

WASHINGTON  WASHINGTON    AREA    LAW     ENFORCEMENT    SYSTEM,     P. 

FLORIDA  FLORIDA     CRIME     INFORMATION    CENTER,     P.     B-215 

DADE    COUNTY  DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

JACKSONVILLE  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

TAMPA  TAMPA    CRIMINAL    JUSTICE    SYSTEMf,     P.     B-2lt6 

GEORGIA  STATE    COMPUTER    CENTER,     P.     B-250 

HONOLULU  ■  DEPARTMENT    OF    INFORMATION    SYSTEMS,     P.     B-272 

ILLINOIS  LAW     ENFORCEMENT    AGENCIES    DATA    SYSTEM,     P.     B-279 

CHICAGO  HOT    DESK,     P.     B-296 

INDIANA  INDIANA     DATA    AND    COMMUNICATIONS    SYSTEM,     P.     B-302 

INDIANAPOLIS  POLICE    AUTOMATED    CASE    ENTRY    6     RETREIVAL    SYS.,     P. 

IOWA  TRAFFIC    RECORDS    f.    CRIMINAL    JUSTICE    INFO    SYST,     P. 

POLK    COUNTY  LAW     ENFORCEMENT    NETWORK    CENTRAL,     P.     B-JIU 

KANSAS  KANSAS    LAW     ENFORCEMENT    TELETYPE    SYSTEM,     P.     B-319 

WICHITA  LAW     ENFORCEMENT    AUTOMATED    DATA     ENTRY    5    HETRVL,     P, 

KENTUCKY  LAW     ENFORCEMENT    NETWORK    OF    KENTUCKY,     P.     B-33« 

LOUISVILLE  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

LOUISIANA  LAWENFORCEMENTCOMPUTER IZEDCOMMUNICATIONSSYS,     P 

LAFAYETTE  AUTOMATED    LAW     ENFORCEMENT    COMM.     ShEPORTING    SYS 

NEW    ORLEANS  METRO    ORLEANS    TOTAL     INFO    ON-LINE    NETWORK,     P.     B- 35 1 

MARYLAND  MARYLAND    INTEH-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P.     B-363 

MASSACHUSETTS  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     8-37^ 

MIDDLESEX    COU  POLICE    INFORMATION    SYSTEM,     P.     B-386 

MICHIGAN  LAW     ENFORCEMENT    INFORMATION     NETWORK,     P.     B-399 

HINNESOTA  MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B-UIU 

MINNEAPOLIS  MINNEAPOLIS    POLICE    RECORDS    SYSTEM,     P.     B-HIB 

ST. PAUL  ST.     PAUL     POLICE    INFORMATION    SYSTEM,     P.     B-U22 

MISSOURI  MO.     UNIFORM    LAW    ENFORCEMENT    SYSTEM     (CENTRAL),     P. 

JACKSON    COUNT  KANSAS    CITY,     MISSOURI     POLICE,     P.     B-lt3t 

ST.     LOUIS  S.     L.     M.     POLICE    SYSTEM,     P.     B-<»l»2 

NEBRASKA  NEBRASKA    CRIME     INFORMATION    SERVICE,     P.     B-l*61 

OMAHA  OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P. 

NEVADA  SHERIFF'S    COMPUTER    OPRTN    FOR    PROTCTN    B    ENFCMT,     P 

NEW    JERSEY  N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS-PHASE     1 

NEWARK  NEWARK    CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-501 

PASSIAC    COUNT  PATERSON    POLICE    COMPUTER,     P.     B-513 

ALEUyUERQUE  ACTION,     P.     B-526 

NEW    YORK  DRIVER    REG     FILES,     P.     B-535 

NEW     YORK  NEW    YORK    STATEWIDE     POLICE    INFORMATION     NETWORK,     P.     B-5I10 

NEW     YORK     CITY  SPRINT     BACKUP,     P.     B-5b2 

ROCHESTER  ON-LINE     INFORMATION    SYSTEM     (OPERATIONAL)  ,     P.     B-578 

NORTH    CAROLINA  NORTH    CAROLINA     POLICE    INFORMATION     NETWORK,     P.     D-588 

OHIO  LAW     ENFORCEMENT    AUTOMATIC    DATA     SYSTEM,     P.     B-605" 


B-305 
B-309 


B-329 


B-3U2 

P.     B-3H7 


B-lt28 


-1466 

B-1471 

P.     B-U76 


D-51 
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S  T  S  I  E  H 


FDNCTIOV 


INDEX 


STOLEN  PROPERTY-VEHICLES 


OHIO 
OHIO 
OHIO 

OKLAHOMA 

OKLAH01A 

0KLAH01A 

OKLAHOHA 

ORESON 

OREGON 

OREGON 

OREGON 

PENNSYLVANIA 

PENNSYLVANIA 

SOOTH  CAROLINA 

SOUTH  DAKOTA 

TENNESSEE 

TENNESSEE 

TEXAS 

TEXAS 

TEXAS 

TEXAS 

TEXAS 

TEXAS 

VIRGINIA 

VIRGINIA 

VIRGINIA 

VIRGINIA 

WASHINGTON 

WASHINGTON 

WISCONSIN 

WISCONSIN 


CINCINNATI 

COLOnBOS 

DAYTON 

OKLAHOBA 

OKLAHOHA    CITY 

TULSA 

TOLSA 

OREGON 

LANE  COUNTY 

LANE  COUNTY 

PORTLAND 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH  CAROLINA 

SIOOX  FALLS 

TENNESSEE 

NASHVILLE 

TEXAS 

AUSTIN 

DALLAS 

FORT  WORTH 

HOUSTON 

WICHITA  FALLS 

VIRGINIA 

ALEXANDRIA 

FAIRFAX  COUNT 

NORFOLK 

WASHINGTON 

SEATTLE 

WISCONSIN 

HADISOS 


REGIONAL    CRIHE     INFORMATION    CENTER     (CLEAg),     P.     B-609 

CITY    OF    COLUMBUS    COMPUTERS    SYSTEM,     P.     B-626 

DAYTON  POLICE,  P.  8-629 

OKLA.  CRIMINAL  K  TRAFFIC  LAW  ENFORCEMENT  SYS.,  P.  B-6«5 

OKLAHOMA  CITY  SYSTEM,  P.  B-650 

TULSA  REG.  AUTOMATED  CBIM.  IDENT.  SYSTEM,  P.  B-652 

TULSA    COMPUTER     ASSISTED    DISPATCH,     P.     B-657 

LAW  ENFORCEMENT  DATA  SYSTEM,  P.  B-661 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-656 

AREA    INFORMATION     RECORD    SYSTEM    PLANNED,     P.     B-672 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

COMMONWEALTH    LAW     ENFORCEM'T     ASSIST'CE     NETWORK,     P.     B-69II 

POLICE    SYSTEM,     P.     B-712 

CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-721 

REGIONAL  CJIS,  P.  B-737 

TENN  CRIMINAL  JUSTICE  SYSTEM  PHASE  I,  P.  B-7«2 

PRY600,  P.  B-775 

DEPT    OF    PUB    SAFETY    SYS,     P.     B-792 

AUSTIN     AUTOMATED    FUNCTIONSt,     P.     B-796 

NORTH    CENTRAL    TEXAS    CRIME    INFORMATION    CENTER,     P. 

POLICE    DEPARTMENT    STOLEN     IMPOUNDED    REPOSSESS,     P. 

INFORMATION    5    COMMUNICATION     PLAN    AREA-WIDE,     P.     B- 

ARTICLE     PROCESSING,     P.     B-8U6 

VIRGINIA    CRIMINAL    INFORMATION     NETWORK,     P.     B-856 

POLICE  INFO  SYSTEM-EVENT  SUBSYSTEM,  P.  B-873 

POLICE    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-877 

TIDEWATER     ELECTRONIC    STOLEN     ARTICLES    CONTROL,     P. 

WASHINGTON     CRIME    INFORMATION    CENTER,     P.     B-888 

SEA-KING    ALERT    PLANNED,     P.     B-900 

WISCONSIN    CIB    FILES,     P.     B-920 

MADISON     AREA    POLICE    DEPARTMENT,     P.     B-925 


B-800 
B-81U 
-817 


B-883 


NUMBER    OF    SYSTEMS 


90 


STATES    INCLUDED 


ALABAMA,    ALASKA,     ARIZONA,     ARKANSAS,     CALIFORNIA, 

COLORADO,     CONNECTICUT,     DELAWARE,     DIST.     OF    COL.,     FLORIDA, 

GEORGIA,  HAWAII,  ILLINOIS,  INDIANA,  IOWA, 

KANSAS,  KENTUCKY,  LOUISIANA,  MARYLAND,  MASSACHUSETTS, 

MICHIGAN,  MINNESOTA,  MISSOURI,  NEBRASKA,  NEVADA, 

NEW  JERSEY,  NEW  MEXICO,  NEW  YORK,  NORTH  CAROLINA,  OHIO, 

OKLAHOMA,  OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA,  SOUTH  DAKOTA, 

TENNESSEE,  TEXAS,  VIRGINIA,  WASHINGTON,  WISCONSIN 


SUBJECTS- IN- PROCESS 
ALABAMA 
ALASKA 
ARIZONA 
ARKANSAS 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
DELAWARE 
DIST.  OF  COL. 
FLORIDA 
FLORIDA 
ILLINOIS 
KANSAS 
LOUISIANA 
MARYLAND 
MASSACHUSETTS 
MICHIGAN 
MINNESOTA 
MISSOURI 
MISSOURI 
NEBRASKA 
NEVADA 
NEW  JERSEY 
NEW  JERSEY 


BIRMINGHAM 

ALASKA 

MARICOPA  COU 

ARKANSAS 

L.  A. COUNTY 

LONG  BEACH 

ORANGE  COUNTY 

SANTA  CLARA  C 

DELAWARE 

WASHINGTON 

DADE  COUNTY 

JACKSONVILLE 

ILLINOIS 

KANSAS 

LAFAYETTE 

MARYLAND 

MASSACHUSETTS 

DETROIT 

MINNESOTA 

MISSOURI 

ST.     LOUIS 

OMAHA 

NEVADA 

NEW    JERSEY 

HUDSON    COUNTY 


BIRMINGHAM,     AL.     LAW    ENFORCEMENT    INFO.     SYSTEM,     P.     B-5 

ALASKA    JUSTICE    INFORMATION    SYSTEM,     P.     B- 11 

LAW     ENFORCEMENT-JUDICIAL    INFORMATION    SYSTEM,     P.     B-25 

CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-U5 

AUTOMATED    JUSTICE    INFORMATION    SYSTEM,     P.     B-68 

PUBLIC    SAFETY    INFORMATION    SYSTEM,     P.     B-7lt 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

CIVIL    DISTURBANCE    PRISONER    CONTROL    SYSTEM,     P.     B-183 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P.     B-219 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

COMPUTERIZED  CRIMINAL  HISTORY,  P.  B-282 

KANSAS     LAM     ENFORCEMENT     TELETYPE    SYSTEM,     P.     B-319 

AUTOMATED    LAW    ENFOPCEMENT    COMM.     6REP0RTING    SYS,     P 

MARYLAND     INTER-AGENCY    LAW     ENFORCEMENT    SYSTEM,     P. 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-379 

DETROIT     ELECTRNC    COMPTR    6    TELEPROCESS.     SYST., 

MINNESOTA    CRIME    INFORMATION     SYSTEM,     P.     B-UlU 

MO.  UNIFORM  LAW  ENFORCEMENT  SYSTEM  (CENTRAL)  , 

S.     L.     M.     POLICE    SYSTEM,     P.     B-tU2 

OMAHA/DOUGLAS  COUNTY  CRIMINAL  JUSTICE  SYSTEM,  P.  B-H66 

SHERIFF'S  COMPUTER  OPRTN  FOR  PROTCTN  6  ENFCMT 

N.  J.  STATEWIDE  COMMUNICATIONS  INFO. 

JERSEY  CITY  POLICE  DEPT.,  P.  8-191 


B-3«7 
363 


P.  B-aii 


B-«28 


B-U71 
SYS.  -PH.   II,  P.  B-U78 
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SYSTEM  FUNCTION  INDEX 


SUBJECTS-IN-PROCESS 

NEW    JERSEY  PftSSAIC    COUNT  PLANNED    PASSAIC    COUNTY    SYSTEM*,     P.     B-510 

NEW    MEXICO  ALBUiJUERQUE  COURTS    MISDEMEANORS,     P.     B-528 

NEW     YORK  NEW    YORK     CITY  SPRINT     DISPATCHING,     P.     B-5S8 

NORTH    CAROLINA  NORTH    CAROLINA  NORTH    CAROLINA     POLICE    INFORMATION    NETWORK,     P.     B-58B 

OHIO  CINCINNATI  REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

Onn  COLUMBUS  CITY    OF    COLOMBOS    COMPUTERS    SYSTEM,     P.     B-b26 

OKLAHOMA  OKLAHOMA  OKLA.     CRIMINAL    6    TRAFFIC    LAW     ENFORCEMENT    SYS.,     P.     B-6U5 

OKLAHOMA  TULSA  TULSA    REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

OREGON  PORTLAND  COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-589 

PENNSYLVANIA  PHILADELPHIA  COMBINED    JUSTICE    INFO.      NETWORK     OVER    TERMINALS,     P.     B-710 

SOUTH    CAROLINA  SOUTH    CAROLINA  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-7 2 1 

TEXAS  TEXAS  INMATE    TRACKING    SYSTEM,     P.     B-790 

TEXAS  DALLAS    rOUNTY  DALLAS     COUNTY     REG,     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

TEXAS  EL    PASO    COUNT  EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-8 1 1 

TEXAS  SAN    ANTONIO  BEXAR    COUNTY    CRIM.     JUST.     INFO.     SYS-PHASE    I,     P.     B-82U 

TEXAS  WICHITA    FALLS  PERSON     PROCESSING,     P.     B-838 

UTAH  UTAH  LAW     ENFORCEMENT    INFORMATION    SYSTEM,     P.     B-8S2 

VIRGINIA  FAIRFAX    COUNT  POLICE    MANAGEMENT    INFORMATION    SYSTEM,     P.     B-877 

WASHINGTON  SEATTLE  SEA-KING  ALERT  PLANNED,  P.  B-900 

NUMBER  OF  SYSTEMS      14 

STATES  INCLUDED   ALABAMA,  ALASKA,  ARIZONA.  ARKANSAS,  CALIFORNIA, 

DELAWARE,  DIST.  OF  COL.,  FLORIDA,  ILLINOIS,  KANSAS, 
LOUISIANA,  MARYLAND,  MASSACHUSETTS,  MICHIGAN,  MINNESOTA, 
MISSOURI,  NEBRASKA,  NEVADA,  NEW  JERSEY,  NEW  MEXICO, 
NEW  YORK,  NORTH  CAROLINA,  OHIO,  OKLAHOMA,  OREGON, 
PENNSYLVANIA,  SOUTH  CAROLINA,  TEXAS,  UTAH,  VIRGINIA, 
WASHINGTON 


BIRMINGHAM,  AL.  LAW  ENFORCEMENT  INFO.  SYSTEM,  P.  B-S 

AUTOMATED  TRAFFIC  COURT  SYSTEM,  P.  B-28 

CRIMINAL  COURTS  AUTOMATION  PROJECT,  P.  B-35 

UNIFORM  SUMMONS  SYSTEM,  P.  B- 1 3 1 

laPROVEMNT     IN    CRIM.     COURT     MANGMT    6    OPERATIONS,     P.     B-1U1 

CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B- 1 68 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

COURTS    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-231 

COOK    COUNTY    CIRCUIT    COURTt,     P.     B-298 

LAW    ENFORCEMENT    AUTOMATED    DATA    ENTRY    6     RETRVL,     P.     B-329 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

SUPERIOR    COURT    CASE    MANAGEMENT    SYSTEM,     P.     B-382 

TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 

BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

KANSAS    CITY,     MISSOURI    POLICE,     P.     B-U3U 

CITY    OF    ST.     LOUIS    SYSTEM,     P.     B-UUb 

TRAFFIC    CONTROL,     P.     B-USS 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-U65 

NEWARK     CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-501 

PATEHSON    POLICE    COMPUTER,     P.     B-513 

ADMINISTRATIVE     ADJUDICATION,     P.     B-537 

ERIE    COUNTY     DISTRICT    ATTORNEY     MGT.     INFO.     SYSTEM,     P.     B-SUS 

JUDICIAL    INFORMATION    SYSTEM,     P.     B-618 

FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     B-632 

TULSA     REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     3-652 

TRAFFIC    COURT     INFORMATION    SYSTEM,     P.     B-659 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-566 

AREA     INFORMATION     RECORD    SYSTEM     PLAINED,     P.     B-672 

COURTS,     P.     B-679 

COLUMBIA    REGION    INFO-SHARING    SYSTEM-PHASE    II,     P.     B-684 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-721 

TRAFFIC    CONTROL,     P.     B-7U0 

AUSTIN     AUTOMATED    FUNCTIONS*,     P.     B-796 

POLICE     DATA    BASE,     P.     B-802 

EL  PASO  COUNTY  CRIMINAL  JUSTICE  SYSTEM.,  P.  B-811 

MUNICIPAL  COURT  SYSTEM,  P.  B-8tU 

JUVENILE  INFORMATION  SYSTEM,  P.  B-858 


SUMMONS  CONTROL 

ALABAMA 

BIRMINGHAM 

A1IZ0NA 

PHOENIX 

ARIZONA 

PIMA  COUNTY 

COLORADO 

DENVER 

CONNECTICUT 

CONNECTICUT 

DELAWARE 

DELAWARE 

FLORIDA 

HILLSBOROUGH 

FLORIDA 

JACKSONVILLE 

ILLINOIS 

COOK  COUNTY 

KANSAS 

WICHITA 

KENTUCKY 

LOUISVILLE 

MASSACHUSETTS 

MASSACHUSETTS 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

MONTANA 

BILLINGS 

NEBRASKA 

OMAHA 

NEW  JERSEY 

NEWARK 

NEW  JERSEY 

PASSIAC  COUNT 

NEW  YORK 

NEW  YORK 

NEB  YORK 

BUFFALO 

OHIO 

CLEVELAND 

OHIO 

FRANKLIN  COUN 

OKLAHOMA 

TULSA 

OKLAHOMA 

TULSA 

OREGON 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

OREGON 

LANE  COUNTY 

OREGON 

PORTLAND 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

SIOUX  FALLS 

TEXAS 

AUSTIN 

TEXAS 

DALLAS 

TEXAS 

EL  PASO  COUNT 

TEXAS 

WICHITA  FALLS 

UTAH 

UTAH 

NUMBER  OF  SYSTEMS      37 
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SYSTEN  FUNCTION  INDEX 


SUMMONS    CONTROL 

STATES    INCLUDED       ALABAMA,     ARIZONA,     COLORADO,     CONNECTICUT,     DELAWARE, 
FLORIDA,     ILLINOIS,     KANSAS,     KENTUCKY,     B ASSA CHUSETTS , 
BICHISAN,     MISSOUKI,     MONTANA,     NEBRASKA,     NEW    JERSEY, 
NEU    YORK,     OHIO,    OKLAHOMA,     OREGON,     SOUTH    CAROLINA, 

SOOTH    DAKOTA,  TEXAS,     UTAH 

TEST    SCORING 

CONNECTICUT             CONNECTICUT  MMPI    TEST    PROGRAM-CORRECTIONS,     P.     B-1U6 

MICHIGAN                      MICHIGAN  TRAINING,     P.     B-40« 

NORTH    CAROLINA     NORTH    CAROLINA  NORTH    CAROLINA    CORRECTIONS    SYSTEM*.     P.     B-592 

NUMBER    OF    SYSTEMS  3 

STATES     INCLUDED       CONNECTICUT,     MICHIGAN,     NORTH    CAROLINA 

TRAFFIC    CITATIONS 

IDAHO                               IDAHO  STATE    POLICE    ACTIVITY,     P.     B-276 

NEW     YORK                      NEW    YORK  UNIFORM    TRAFFIC    TICKET,     P.     B-539 

NEW     YORK                      NEW    YORK  UNIFORM    TRAFFIC    TICKETS,     P.     B-5U2 

NEW     YORK                      NASSAU    COUNTY  POLICE    DATA    SYSTEMS,     P.     B-555 

NEW    YORK                      ROCHESTER  ON-LINE     INFORMATION     SYSTEM      (PLANNED),     P.     B-580 

NORTH    DAKOTA          FARGO  TRAFFIC    RECORDS,     P.     B-603 

PENNSYLVANIA          PITTSBURGH  CITY     INFORMATION    SYSTEMS,     P.     B-717 

TEXAS                               SAN     ANTONIO  DW I     REPORTING    SYSTEM,     P.     B-835 

WYOMING                         WYOMING  TRAFFIC    RECORDS    SYSTEM,     P.     B-936 

NUMBER    OF    SYSTEMS  9 

STATES    INCLUDED       IDAHO,      NEW     YORK,     NORTH     DAKOTA,     PENNSYLVANIA,     TEXAS, 
WYOMING 

TRAINING 

CALIFORNIA                L. A. COUNTY  AUTOMATED    PERSONNELL    INFOBMATIOK    SYSTEM,     P.     B-70 

CALIFORNIA                LOS    ANGELES  COMPUTER- ASSISTED    TRAINING    PROJECT,     P.     B-77 

MICHIGAN                      MICHIGAN  TRAINING,     P.     B-UOU 

NEW    JERSEY                NEWARK  NEWARK    CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-501 

NEW    YORK                      NEW     YORK     CITY  SPRINT     BACKUP,     P.     B-5b2 

NORTH    CAROLINA     NORTH    CAROLINA  NORTH    CAROLINA     POLICE    INFORMATION    NETWORK,     P.     B-588 

OHIO                                 CINCINNATI  REGIONAL    CRIME     INFORMATION    CENTER      (CLEAR),     P.     B-609 

0KLAH3MA                      OKLAHOMA  OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-61t5 

OREGON                            PORTLAND  COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE     1,     P.     B-689 

TEXAS                               DALLAS    COUNTY  DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

NUMBER    OF    SYSTEMS  10 

STATES    INCLUDED       CALIFORNIA,     MICHIGAN,     NEW    JERSEY,     NEW     YORK,     NORTH    CAROLINA, 
OHIO,     OKLAHOMA,     OREGON,    TEXAS 

TRUST     FUND    ACCOUNTING 

HAWAII                          HAWAII  CORRECTIONS    6    PAROLE,    P.     B-270 

NORTH    CAROLINA    NORTH    CAROLINA  NORTH    CAROLINA    CORRECTIONS    SYSTEM,     P.     B-592 

SOUTH    CAROLINA     SOUTH    CAROLINA  DEPT.     OF    CORRECTIONS    MGMT.     INFO.     SYSTEMS,     P.     B-726 

SOUTH    CAROLINA     SOUTH    CAROLINA  YOUTH    SERVICES     PROGRAM,     P.     B-729 

TEXAS                              TEXAS  INMATE    TRACKING    SYSTEM,     P.     B-790 

NUMBER    OF    SYSTEMS  5 

STATES     INCLUDED        HAWAII,     NORTH  CAROLINA,     SOUTH    CAROLINA,     TEXAS 

UNIFORM    CRIME    REPORTING 

ALABAMA                         BIRMINGHAM  BIRMINGHAM,     AL.     LAW    ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

ARIZONA                         PHOENIX  DISPATCH,     D.     R.     ARREST    6    TRAFFIC    ACCIDENT    SYSTEM,     P.     B-31 

ARIZONA                        TUCSON  MANAGEMENT     INFORMATION    SYSTEMS*,     P.     B-tS 

ARKANSAS                      ARKANSAS  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-US 

CALIFORNIA                CALIFORNIA  CALIF.     LAW     ENFORCEMENT    STATISTICAL    SYSTEM,     P.     B-52 
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FUNCTION 


INDEX 


NIFOR.I  CalflE  REPORTING 

CMI  FO:iNIA 

L.  A. COUNTY 

CULI FOHNIA 

LONG  BEACH 

CALIFORNIA 

L.)S  ANGELES 

CILIFORNIA 

SACRAMENTO 

CALI FOPNIA 

SAN  FRANCISCO 

CALIFORNIA 

SANTA  CLARA  C 

COLORADO 

COLORADO  SPRI 

COLORADO 

DENVER 

CONN  ECTICUT 

CONNECTICUT 

CONN  ECTICUT 

HARTFORD 

CONN  ECTICUr 

NEW  HAVEN 

DELAWARE 

DELAWARE 

DIST.  OF  COL. 

WASHINGTON 

FLOB IDA 

FLORIDA 

FLORIDA 

DADE  COUNTY 

FLORIDA 

JACKSONVILLE 

FLOaiDA 

MIAMI 

FLORIDA 

MIAMI 

FLORIDA 

TAMPA 

GFORGIA 

GEORGIA 

HAKA II 

HONOLULU 

ILLINOIS 

CHICAGO 

INDIANA 

INDIANA 

INDIANA 

INDIANAPOLIS 

IOWA 

IOWA 

IOWA 

POLK  COUNTY 

KANSAS 

KANSAS 

KANSAS 

WICHITA 

KENTUCKY 

KENTUCKY 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

LAFAYETTE 

LOUI SIANA 

NEW  ORLEANS 

1ARYLAND 

MARYLAND 

MARYLAND 

BALTIMORE 

MASSACHUSETTS 

MIDDLESEX  COU 

lICillGAN 

(1  ICHIGAN 

!1ICHIGAN 

DETROIT 

MINNESOTA 

MINNESOTA 

niNNESOTA 

«  INNEAP1LIS 

niNNESOTA 

ST. PAUL 

MISSOURI 

JACKSON  COUNT 

MISSOURI 

ST.  LOUIS 

NEBRASKA 

NEBRASKA 

NEBRASKA 

OMAHA 

NEU  JERSEY 

NEW  JERSEY 

HEW  JERSEY 

NEWARK 

NEW  JERSEY 

PASSIAC  COUNT 

NEW  YORK 

BUFFALO 

NEW  YORK 

NASSAU  COUNTY 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

NEW  YOriK  CITY 

NEW  YORK 

NEW  YORK  CITY 

NEW  YORK 

ROCHESTER 

NORTH  CAROLINA 

NORTH  CAROLINA 

NORTH  CAROLINA 

CHARLOTTE 

NORTH  CAROLINA 

CHARLOTTE 

OHIO 

CINCINNATI 

OHIO 

CLEVELAND 

OHIO 

COLUMbUS 

OHIO 

DAYTON 

0HI3 

TOLEDO 

OKLAHOMA 

OKLAHOMA 

o;;LAHonA 

TULSA 

OREGON 

LANE  COUNTY 

OREGON 

PORTLAND 

PENNSYLVANIA 

PENNSYLVANIA 

PENNSYLVANI A 

PHILADELPHIA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

SIOUX  FALLS 

TENNESSEE 

TENNESSEE 

P.     B-272 


STATISTICAL    SYSTEM,     P.     B-72 

PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     8-7 

PATTERN     RECOGNITION    6     INFORMATION    CORREL 

SACRAMENTO    CRIME    AND    ARREST    REPORTING    SY 

COMPUTER     ASSISTED    BAY    AREA     LAW     ENFOHCEME 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P. 

MULTI-JURISDICTIONAL    LAW    ENFORCEMENT     INF 

POLICE    SYSTEM     3,     P.     D-133 

STATE    POLICE    DATA     PROCESSING    UNIT,     P.     B- 

MANAGEMENT     INFORMATION     SYSTEM,     P.     B-160 

CASE    INCIDENT    REPORTING    SYSTEM,     P.     B-163 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM, 

OFFENSES     REPORTING    SYSTEM,     P.     B-180 

FLORIDA     CRIME     INFORMATION    CENTER,     P.     B-2 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST, 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 

ARREST    SYSTEM,     P.     B-237 

OFFENSE    SYSTEM,     P.     B-239 

TAMPA    CRIMINAL    JUSTICE    SYSTEM*,     P.     B-2«6 

STATE    COMPUTER    CENTER,     P.     B-2S0 

DEPARTMENT    OF    INFORMATION    SYSTEMS, 

GENERAL     INDEXES,     P.     B-293 

INDIANA     DATA    AND    COMMUNICATIONS     SYSTEM, 

POLICE    AUTOMATED    CASE    ENTRY    6    RETREIVAL 

TRAFFIC    RECORDS    U    CRIMINAL    JUSTICE    INFO 

LAW    ENFORCEMENT    NETWORK    CENTRAL,     P.     B-31 

MONTHLY     REPORT    OF    KANSAS     POLICE    AGENCIES 

LAW     ENFORCEMENT    AUTOMATED    DATA     ENTRY    6    R 

LAW    ENFORCEMENT    NETWORK    OF     KENTUCKY,     P. 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 

AUTOMATED    LAW     ENFORCEMENT    COHN.     SHEPORTI 

OFFENSES,     P.     B-357 

VARIOUS     BATCH    ORIENTED    SYSTEMS,     P.     B-367 

OFFENSE     REPORTING    SYSTEM,     P.     B-370 

POLICE    INFORMATION    SYSTEM,     P.     B-386 

UNIFORM    CRIME     REPORTING,     P.     B-405 

DETROIT     ELECTRNC    COMPTR     6    TELEPROCESS.     S 

MINNESOTA    CRIME    INFORMATION    SYSTEM,     P.     B 

MINNEAPOLIS    POLICE     RECORDS    SYSTEM,     P.     B- 

ST.     PAUL     POLICE    INFORMATION    SYSTEM,     P.     B 

KANSAS    CITY,     MISSOURI    POLICE,     P.     B-U3H 

S.     L.     M.     POLICE    SYSTEM,     P.     D-lJlt2 

UNIFORM    CRIME     REPORTING,     P.     B-465 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SY 

N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS 

NEWARK    CRIMINAL    JUSTICE    INFORMATION    SYST 

PATEBSON    POLICE    COMPUTER,     P.     B-513 

CITY    OF    BUFFALO    LAW     ENFORCEMENT    COMPUTER 

POLICE     DATA    SYSTEMS,     P.     B-555 

SPRINT     DISPATCHING,     P.     B-558 

SPRINT     BACKUP,     P.     B-562 

1401  SYSTEM,  P.  B-565 

OFFENSES     REPORTING    SYSTEM,     P.     B-582 

NORTH    CAROLINA     POLICE    INFORMATION     NETWOR 

POLICE    SYSTEM,     P.     B-59U 

PUBLIC    SAFETY    -     INTEGR ATEDMUN IC I PALIN FOS 

REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR 

CLEVELAND    POLICE    COMPUTER    FILES,     P.     B-61 

CITY    OF    COLUMBUS    COMPUTERS     SYSTEM,     P.     B- 

DAYTON     POLICE,     P.     B-629 

POLICE    RECORDS,     P.     8-610 

OKLA.     CRIMINAL    5    TRAFFIC    LAW     ENFORCEMENT 

TULSA    REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED, 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHA 

PA.     CRIM.     JUST.     INFO.     SYS.     -BUR.     OF    CRIM 

POLICE    SYSTEM,     P.     B-712 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 

REGIONAL    CJIS,      P.     B-737 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P. 


ATION,     P.     B-78 
STEM,     P.     B-92 
NT,     P.     B-100 

B-107 
.     SYS.,     P.     B-125 


P. 

B- 

■168 

15 

P. 

B- 

•219 

8-233 

P.     B-302 

SYS.,     P.     B-305 

SYST,     P.     B-309 

U 

(UCR),     P.     B-322 

ETRVL,     P.     B-329 

B-33U 

B-338 

NG    SYS,     P.     B-31t7 


YST.,     P.     B-«11 

-ltl« 

1418 


STEM,     P.     B-U66 

PH.      II,     P.     B-1478 
EN,     P.     B-501 

OPNS,     P,     B-5U6 


B-588 


YST,     P.     B-596 
) ,     P.     B-609 
5 
626 


SYS.,     P.    3-61(5 
,    P.     B-652 
P.    B-572 
SE    1,     P.     B-689 

JUST.     STATS,     P.     B-700 


B-721 
B-7"t2 
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SYSTEB  FUNCTION  INDEX 


UNIFOSN    CHIME     REPORTING 

TENNESSEE  HENPHIS  HEHPHIS    POLICE    DEPARTMENT    TAB    SKSTEMt,     P.     B-7U8 

TENNESSEE  NASHVILLE  UNIFORM    CRIME    REPORTING,     P.     8-75J 

TEXAS  AUSTIN  AUSTIN     AUTOMATED    FUNCTIONS!,     P.     8-796 

TEXAS  DALLAS  POLICE     DATA    BASE,     P.     B-fl02 

TEXAS  DALLAS    COUNTY  DALLAS     COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

TEXAS  SAN     ANTONIO  FBI    REPORTS    SYSTEM,     P.     P-8J1 

TEXAS  WICHITA     FALLS  EVENT    PROCESSING,     P.     B-8«l 

UTAH  UTAH  LAH     ENFORCEMENT     INFORMATION    SYSTEM,     P.     B-852 

VIRrllNIA  FAIRFAX    COUNT  POLICE    MANAGEMENT     INFORMATION     SYSTEM,     P.     B-877 

WASHINGTON  SPOKANE    COUNT  THE     INLAND    EMPIRE    POLICE    INFORMATION     NETWORK,     P.     B-903 

WEST     VIRGINIA        WEST    VIRGINIA  W.     VA.     DEPT.     OF    PUB.     SAFETY-POL.     BATCH     PROCESSING,     P.     B-906 

WISCONSIN  WISCONSIN  CRIME    6     ARREST    STATISTICS    SYSTEM,     P.     B-922 

WISCONSIN  MADISON  MADISON     AREA    POLICE    DEPARTMENT,     P.     B-92S 

NUMBER    OF    SYSTEMS  88 

STATES     INCLUDED       ALABAMA,     ARIZONA,     ARKANSAS,     CALIFORNIA,    COLORADO, 

CONNECTICUT,     DELAWARE,     DIST.     OF    COL.,     FLORIDA,     GEORGIA, 
HAWAII,     ILLINOIS,     INDIANA,     IOWA,     KANSAS, 

KENTUCKY,     LOUISIANA,     MARYLAND,     MASSACHUSETTS,     MICHIGAN, 
MINNESOTA,     MISSOURI,     NEBRASKA,     NEW    JERSEY,     NEW     YORK, 
NORTH    CAROLINA,     OHIO,     OKLAHOMA,     OREGON,     PENNSYLVANIA, 
SOUTH    CAROLINA,     SOUTH     DAKOTA,     TENNESSEE,     TEXAS,     UTAH, 
VIRGINIA,     WASHINGTON,     WEST    VIRGINIA,     WISCONSIN 

VEHICLE    ACCIDENTS 

ARIZONA  TUCSON  MANAGEMENT     INFORMATION     SYSTEMS!,     P.     B-«3 

CALIFORNIA  SAN    DIEGO  CURRENT    LAW     ENFORCEMENT     INFORMATION    SYSTEM,     P.     B-95 

COLORADO  COLORADO  MOTOR    VEHICLE,     P.     B-12i 

COLORADO  COLORADO    SPBI  MULT  I- J URI SDICT ION  A L    LAW     ENFORCEMENT     INF.     SYS.,     P.     B-125 

COLORADO  DENVER  POLICE    SYSTEM     3,     P.     B- 1 33 

nrST.     OF    COL.  WASHINGTON  TRAFFIC    ACCIDENT    REPORTING    SYSTEM,     P.     8-182 

MICHIGAN  MICHIGAN  MOTOR    VEHICLE    ACCIDENTS,     P.     8-U06 

MONTANA  MONTANA  TRAFFIC     RECORDS,     P.     8-1*55 

NEW     YORK  ROCHESTER  ACCIDENT    REPORTING     SYSTEM,     P.     8-58U 

NORTH    DAKOTA  NORTH    DAKOTA  TRAFFIC    RECORDS,     P.     8-600 

NORTH    DAKOTA  FARGO  TRAFFIC    RECORDS,     P.     B-603 

SOUTH    DAKOTA  SOUTH    DAKOTA  HIGHWAY     PATROL,     P.     8-735 

TEXAS  SAN     ANTJNIO  POLICE     ACCIDENT    REPORTS    SYSTEM,     P.     B-828 

VIRGINIA  FAIRFAX    COUNT  POLICE    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-877 

WASHINGTON  WASHINGTON  ACCIDENT    RECORDS,     P.     8-892 

WEST     VIRGINIA  WEST    VIRGINIA  TRAFFIC    RECORDS    SYSTEM,     P.     B-908 

NOHBEB    OF    SYSTEMS  15 

STATES    INCLUDED       ARIZONA,     CALIFORNIA,     COLORADO,     DIST.     OF    COL.,     MICHIGAN, 
MONTANA,     NEW     YORK,     NORTH     DAKOTA,     SOUTH     DAKOTA,     TEXAS, 
VIRGINIA,     WASHINGTON,     WEST    VIRGINIA 

VEHICLE    INSPECTION 

ALABAMA  BIRMINGHAM  BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     8-5 

HAWAII  HONOLULU  DEPARTMENT    OF     INFORMATION    SYSTEMS,     P.     8-272 

IDAHO  IDAHO  VEHICLE     INSPECTION,     P.     B-277 

KANSAS  KANSAS  HIGHWAY     PATROL    ADMINISTRATIVE    INFO.     SYSTEMS,     P.     B-326 

KENTUCKY  KENTUCKY  LAW    ENFORCEMENT    NETWORK    OF    KENTUCKY,     P.     8-331* 

MICHIGAN  MICHIGAN  VEHICLE    INSPECTION,     P.     B-407 

MINNESOTA  MINNESOTA  MINNESOTA    CHIME    INFORMATION    SYSTEM,     P.     B-U11* 

OHIO  OHIO  LAW    ENFORCEMENT    AUTOMATIC    DATA    SYSTEM,     P.     8-605 

OKLAHOMA  OKLAHOMA  OKLA.     CRIMINAL    5    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     8-645 

SOUTH    DAKOTA  SOUTH    DAKOTA  HIGHWAY     PATROL,     P.     B-735 

WEST    VIRGINIA  WEST    VIRGINIA  TRAFFIC    RECORDS    SYSTEM,     P.     B-908 

WISCONSIN  WISCONSIN  WISCONSIN     DEPARTMENT    OF    THA NSPORTATION ,     P.     8-910 

NUMBER    OF    SYSTEMS  12 
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SYSTEM 


FONCTIOS 


INDEX 


VEHICLE  INSPECTION 

STATES  INCLUDED 


ALABAMA,  HARAII,  IDAHO,  KANSAS,  KENTUCKY, 
MICHIGAN,  MINNESOTA,  OHIO,  OKLAHOMA,  SOUTH  DAKOTA, 
HEST  VIRGINIA,  WISCONSIN 


VEHICLE  MAINTENANCE 
ALABAMA 
ARIZONA 
ARIZONA 
CALIFORNIA 
CONNECTICUT 
DIST.  OF  COL. 
FLORIDA 
FLORIDA 
KANSAS 
KANSAS 
KENTUCKY 
LOUISIANA 
MARYLAND 
MINNESO-^A 
MISSOURI 
MISSOURI 
MISSOURI 
NEW  JERSEY 
NEW  MEXICO 
NEW  MEXICO 
NEW  YORK 
NEW  YORK 


BIRMINGHAM 

ARIZONA 

PHOEXIX 

SAN  DIEGO 

HARTFORD 

WASHINGTON 

FLORIDA 

HILLSD0800GH 

KANSAS 

WICHITA 

LOUISVILLE 

LAFAYETTE 

MARYLAND 

MINNEAPOLIS 

MISSOURI 

JACKSON  COUNT 

ST.  LOUIS 

NEWARK 

NEW  MEXICO 

ALBUQUERQUE 

NASSAU  COUNTY 

NEW  YORK  CITY 


LAW  ENFORCEMENT  INFO.  SYSTEM,  P.  B-5 


NORTH  CAROLINA  CHARLOTTE 


OHIO 

OHIO 

OREGON 

OREGON 

PENNSYLVANIA 

TENNESSEE 

TEXAS 

TEXAS 

TEXAS 

WEST  VIRGINIA 


CLEVELAND 

TOLEDO 

LANE  COUNTY 

PORTLAND 

PHILADELPHIA 

MEMPHIS 

DALLAS  COUNTY 

HOUSTON 

WICHITA     FALLS 

WEST    VIRGINIA 


BIRMINGHAM,     AL. 

OTHER,     P.     B-22 

DISPATCH,     D.     R.     ARPEST    6    TRAFFIC    ACCIDENT    SYSTEM,     P.     B-31 

PROPOSED    LAW     ENFORCEMENT    SYSTEM,     P.     B-97 

MANAGEMENT     INFORMATION    SYSTEM,     P.     B-160 

GAS,     OIL    6    VEHICLE    MAINTENANCE,     P.     B- 1 86 

FLORIDA     CRIME    INFORMATION    CENTER,     P.     B-215 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

HIGHWAY     PATROL    ADMINISTRATIVE    INFO.     SYSTEMS,     P.     B-326 

LAW     ENFORCEMENT    AUTOMATED    DATA     ENTRY    S     RETRVL,     P.     B-329 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-J39 

AUTOMATED    LAW     ENFORCEMENT    COHM.     SBEPOBIING    SYS,     P.     8-3U7 

VARIOUS     BATCH    ORIENTED    SYSTEMS,     P.     B-3b7 

MINNEAPOLIS    DATA    PROCESSING    SYSTEM,     P.     B-U20 

HO.     UNIFORM    LAW     ENFORCEMENT    SYSTEM     (CENTRAL),     P.     B-U28 

KANSAS    CITY,     MISSOURI     POLICE,     P.     B-«3« 

S.     L.     M.     POLICE    SYSTEM,     P.     B-UU2 

NEWARK    CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-501 

STATE    POLICE    ADMINISTRATIVE    SYSTEM,     P.     B-518 

AIMS,     P.     B-52U 

POLICE     DATA    SYSTEMS,     P.     B-555 

SPRINT    DISPATCHING,     P.     B-55a 

PUBLIC    SAFETY    -     INTEGRA TEDM UN IC IPALI NFOSYST ,     P.     B-596 

CLEVELAND    POLICE    COMPUTER     PILES,     P.     B-615 

MUNICIPAL    GARAGE    HAINT.     BILLING    SYSTEM,     P.     B-639 

AREA    INFORMATION     RECORD    SYSTEM    PLANNED,     P.     B-672 

COLUMBIA    REGION     INFO.     SHARING    SYSTEM-PHASE     1,     P.     B-689 

POLICE    SYSTEM,     P.     B-712 

MEMPHIS     POLICE    DEPARTMENT    TAB    SYSTEM*,     P.     B-7a8 

DALLAS    COUNTY     REG.     CRIMINAL    JUSTICE    INFO.     SYS.,     P.     B-806 

INFORMATION    6    COMMUNICATION    PLAN    AREA-WIDE,     P.     B-817 

VEHICLE  MAINTENANCE,  P.  B-8tt8 

W.  VA.  DEPT.  OF  PUB.  SAFETY-POL.  BATCH  PROCESSING,  P.  B-906 


NUMBER  OF  SYSTEMS 


33 


STATES  INCLUDED 


ALABAMA,  ARIZONA,  CALIFORNIA,  CONNECTICUT,  DIST.  OF  COL., 
FLORIDA,  KANSAS,  KENTUCKY,  LOUISIANA,  MARYLAND, 
MINNESOTA,  MISSOURI,  NEW  JERSEY,  NEW  MEXICO,  NEW  YORK, 
NORTH  CAROLINA,  OHIO,  OREGON,  PENNSYLVANIA,  TENNESSEE, 
TEXAS,  WEST  VIRGINIA 


VEHICLE  TITLES 
ARIZONA 
COLORADO 
WYOMING 


TUCSON 
DENVER 
WYOMING 


VEHICLE  SYSTEM,  P.  B-38 
MOTOR  VEHICLE,  P.  B-130 
TRAFFIC  RECORDS  SYSTEM,  P. 


B-936 


NTMBER    OF    SYSTEMS  3 

STATES    INCLUDED       ARIZONA,     COLORADO,     WYOMING 


WARRANT    CONTROL 
ALABAMA 
ARIZONA 
ARIZONA 
ARIZONA 
CALIFORNIA 
CALIFORNIA 
COLORADO 
DELAWARE 
DIST.     OF    COL. 
FLORIDA 


BIRMINGHAM  BIRMINGHAM,     AL.     LAW     ENFORCEMENT     INFO.     SYSTEM,     P.     B-5 

MARICOPA    COU  LAW     EN FORCEMBNT- JU DICI A L     INFORMATION    SYSTEM,     P.     B-25 

PHOENIX  AUTOMATED    TRAFFIC    COURT    SYSTEM,     P.     B-28 

PIMA    COUNTY  CRIMINAL    COURTS    AUTOMATION     PROJECT,     P.     B-35 

ORANGE    COUNTY  ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

SAN     FRANCISCO  BASIC    COURT    SYSTEM,     P.     B-103 

DENVER  UNIFORM    SUMMONS    SYSTEM,     P.     B- 1 3 1 

DELAWARE  CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P.     B-168 

WASHINGTON  CRIMINAL    SYSTEM,     P.     B- 2 1 3 

DADE    COUNTY  DADE    COUNTY    CRIMINAL    JUSTICE    INPO.     SYST,     P.     B-219 
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S    Y    3    T    E    a 


FUNCTION 


INDEX 


WARRSNT  CONTROL 

FLORIDA 

HILLSBOROUGH 

FLORIDA 

JACKSONVILLE 

ILLINOIS 

COOK  COUNTY 

INDI ANA 

I NDIANAPOLIS 

KANSAS 

WICHITA 

KENTUCKY 

LOUISVILLE 

MASSACHUSETTS 

MASSACHUSETTS 

IICHICSAN 

MICHIGAN 

MICHIGAN 

MICHIGAN 

MINN  ESOTA 

MINNESOTA 

(1ISS0U5I 

JACKSON  COUNT 

;iISSOURI 

ST.  LOUIS 

MONTANA 

BILLINGS 

NEBRASKA 

OMAHA 

NEW  JERSEY 

NEWARK 

NEW  JERSEY 

PASSAIC  COUNT 

NEW  YORK 

BUFFALO 

NEW  YORK 

NASSAU  COUNTY 

NEW  YORK 

ROCHESTER 

OHIO 

CINCINNAT I 

OHIO 

FRANKLIN  COUN 

OKLAHOMA ■ 

OKLAHOMA  CITY 

OKLAHOMA 

TULSA 

OKLAHOMA 

TULSA 

OREjON 

LANE  COUNTY 

ORERON 

LANE  COUNTY 

0RE30N 

LANE  COUNTY 

OREJON 

PORTLAND 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH  CAROLINA 

SOUTH  CAROLINA 

SOUTH  DAKOTA 

SIOUX  FALLS 

TENNESSEE 

TENNESSEE 

TEXAS 

AUSTIN 

TEXAS 

DALLAS 

TEXAS 

EL  PASO  COUNT 

TEXAS 

HOUSTON 

TEXAS 

SAN  ANTONIO 

TEXAS 

SAN  ANTONIO 

TEXAS 

WICHITA  FALLS 

UTAH 

UTAH 

WISCONSIN 

MILWAUKEE  COU 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B 
COURTS     MANAGEMENT     INFORMATION     SYSTEM, 
COOK    COUNTY    CIRCUIT    COURT*,     P.     B-298 
POLICE     AUTOMATED    CASE    ENTRY'  6    RETREIVA 
LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P 
SUPERIOR    COURT    CASE    MANAGEMENT    SYSTEM, 
TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 
BASIC    MICHIGAN    COURT    SYSTEM,     P.     B- 392 
MINNESOTA    CRIME    INFORMATION    SYSTEM,     P. 
KANSAS    CITY,     MISSOURI     POLICE,     P.     B-HiU 
CITY    OF    ST.     LOUIS    SYSTEM,     P.     B-I(l*6 
TRAFFIC    CONTROL,     P.     B-U58 
OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE 
NEWARK    CRIMINAL    JUSTICE     INFORMATION    SY 
AUTOMATED    CRIMINAL    CASE    PROCESSING    SYS 
ERIE    COUNTY     DISTRICT    ATTORNEY     HGT.     INF 
BASIC    COURT    SYSTEM,     P.      B-553 
ON-LINE     INFORMATION     SYSTEM      (PLANNED), 
REGIONAL    CRIME     INFORMATION    CENTER     (CLE 
FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULIN 
OKLAHOMA    CITY    SYSTEM,     P.     B-b50 
TULSA    REG.     AUTOMATED    CRIM.     IDENT.     SYST 
TRAFFIC    COURT     INFORMATION    SYSTEM,     P.     B 
AREA     INF08M4TI0N     RECORD    SYSTEM    OPERATI 
AREA     INFORMATION     RECORD    SYSTEM     PLANNED 
COURTS,     P.     B-679 
COLUMBIA    RLGION    INFO.     SHARING    SYSTEM-P 
COURT    SYSTEMS,     P.     B-705 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P 
TRAFFIC    CONTROL,     P.     B-TKO 
TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I, 
AUSTIN     AUTOMATED    FUNCTIONS*,     P.     B-796 
POLICE     DATA    BASE,     P.     B-802 
".L    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM 
COURTS,     P.     B-820 

MUNICIPAL    COURT    MOVING    VIOLATIONS    SYST 
BEX»R    COUNTY    CRIM.     JUST.     INFO.     SYS-PHA 
MUNICIPAL    COURT    SYSTEM,     P.     B-8l»U 
COURTS     INFORMATION    SYSTEM,     P.     B-855 
TRAFFIC    CASE    PROCESSING,     P.     B-933 


225 
P.  B-231 

L  SYS.,  P.  B-305 
RETRVL,  P.  B-329 

B-338 
P.  B-382 


SYSTEM,     P.     B-U66 
STEM,     P.     B-501 
TEM,     P.     B-505 
O.     SYSTEM,     P.     B-5a8 

P.     B-580 

AR)  ,     P.     B-609 

G     PROJCT,     P.     B-632 

EM,     P.     B-652 

659 
ONAL,     P.     B-666 
,     P.     B-67  2 

HASE     1,     P.     B-689 

.     B-721 

P.     B-7U2 

.,     P.     B-8  11 

EM,     P.     B-822 
SE    I,     P.     B-821* 


NUMBER    OF    SYSTEMS 


51 


STATES  INCLUDED 


ALABAMA,  ARIZONA,  CALIFORNIA,  COLORADO,  DELAWARE, 

DIST.  OF  COL.  ,  FLORIDA,  ILLINOIS,  INDIANA,  KANSAS, 

KENTUCKY,  MASSACHUSETTS,  MICHIGAN,  MINNESOTA,  MISSOURI, 

MONTANA,  NEBRASKA,  NEW  JERSEY,  NEW  YORK,  OHIO, 

OKLAHOMA,  OREGON,  PENNSYLVANIA,  SOUTH  CAROLINA,  SOUTH  DAKOTA, 

TENNESSEE,  TEXAS,  UTAH,  WISCONSIN 


WARRANTS/ 
ALAB 
ALAS 
API 
ARIZ 
ARIZ 
ARKA 
C\ll 
CALI 
CALI 
CALI 
CALI 
CALI 
COLO 
COLO 
CONN 
CONN 
CONN 


WANTED 

AMA 

KA 

ONA 

ONA 

ONA 

NSAS 

FORNIA 

FORNIA 

FORNIA 

FORN lA 

FORNIA 

FORNIA 

RADO 

HA  DO 

ECriCUT 

SCTICUT 

ECTICUT 


PERSONS 
ALA 
ALA 
AKI 
PHO 
TUC 
ARK 
CAL 
LOS 
ORA 
SAC 
SAN 
SAN 
COL 
COL 
BRI 
HAR 
NEW 


BAMA 

SKA 

ZONA 

ENIX 

SON 

ANSAS 

I  FORNIA 

ANGELES 
NGE  COUNTY 
RAMENTO 

FRANCISCO 
TA  CLARA  C 
ORADO 

ORADO  SPRI 
DGEPORI 
IFORD 

HAVEN 


PERSONS    SUBSYSTEM,     P.     B-2 

ALASKA    JUSTICE     INFORMATION    SYSTEM,     P.     B- 1 1 

ARIZONA    CRIME    INFORMATION    CENTER,     P.     B-18 

DISPATCH,     D.     R.     ARREST    S    TRAFFIC    ACCIDENT    SYSTEM,     P.     B-31 

AUTOMATED    LAW    ENFORCEMENT    RESPONSE    TEAM    SYS.,     P.     B-<40 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-U5 

CALIF.     JUSTICE     INFORMATION     SYSTEM,     P.     B-50 

AUTOMATED    WANT/WARRANTS    SYSTEM,     P.     B-8 1 

ORANGE    COUNTY     JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

SACRAMENTO    CHIME    AND    ARREST     REPOBTING    SYSTEM,     P.     B-92 

COMPUTER    ASSISTED    BAY    AREA     LAW     ENFORCEMENT,     P.     B-lOO 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

COLORADO    CRIME    INFORMATION    CENTER,     P.     B-115 

MULTI-JURISDICTIONAL     LAW    ENFORCEMENT    INF.     SYS.,     P.     B-125 

BRIDGEPORT    CRIME    INFORMATION    CENTER,     P.     B-157 

MANAGEMEKTj.  information     system,     p.     B-160 

CASE    INCIDENT     REPORTING    SYSTEM,     P.     B-153 
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257 


S    I    S    T    E    M 


FUNCTION 


INDEX 


HftRHANTS/WANTED    PERSONS 

DELAWARE 

DELAWARE 

DIST.     OF    COL. 

WASHINGTON 

FLORIDA 

FLORIDA 

FLORIDA 

DADE    COUNTY 

FLORIDA 

JACKSONVILLE 

FLORIDA 

TAMPA 

GEORGIA 

GEORGIA 

HAWAII 

HONOLULU 

ILLINOIS 

ILLINOIS 

ILLINOIS 

CHICAGO 

INDIANA 

INDIANS 

INDIANA 

INDIANAPOLIS 

IOWA 

IOWA 

IOWA 

POLK    COUNTY 

KANSAS 

KANSAS 

KANSAS 

WICHITA 

KENTUCKY 

KENTUCKY 

KENTUCKY 

LOUISVILLE 

LOUISIANA 

NEW    ORLEANS 

1ARYLAND 

MARYLAND 

MARYLAND 

BALTIMORE 

MASSACHUSETTS 

MASSACHUSETTS 

MICHIGAN 

MICHIGAN 

MINNESOTA 

MINNESOTA 

MINNESOTA 

ST. PAUL 

MISSOURI 

MISSOURI 

MISSOURI 

JACKSON    COUNT 

MISSOURI 

ST.     LOUIS 

NEBRASKA 

NEBRASKA 

NEBRASKA 

OMAHA 

NEVADA 

NEVADA 

NEW    JERSEY 

NEW    JERSEY 

NEW     JERSEY 

HUDSON    COUNTY 

NEW    JERSEY 

HUDSON    COUNTY 

NEW    JERSEY 

NEWARK 

NEW    JERSEY 

PASSAIC    COUNT 

NEW    JERSEY 

PASSIAC    COUNT 

NEW     MEXICO 

ALBUQUERQUE 

NEW     YORK 

NEW    YORK 

NEK     YORK 

BUFFALO 

NSW     YORK 

BUFFALO 

NEK     YORK 

NEW     YORK     CITY 

NEK     YORK 

NEW     YORK     CITY 

NEW     YORK 

ROCHESTER 

NORTH    CAROLINA 

NORTH    CAROLINA 

NORTH    CAROLINA 

CHARLOTTE 

NORTH    CAROLINA 

CHARLOTTE 

OHIO 

OHIO 

OHIO 

CINCINNATI 

OHIO 

CLEVELAND 

OHIO 

COLUMBUS 

OHIO 

DAYTON 

OKLAHOMA 

OKLAHOMA 

OKLAHOMA 

OKLAHOMA    CITY 

OKLAHOMA 

TULSA 

OREGON 

OREGON 

OREGON 

LANE    COUNTY 

OREGON 

LANE    COUNTY 

OREGON 

PORTLANH 

PENNSYLVANIA 

PENNSYLVANIA 

PENNSYLVANIA 

PHILADELPHIA 

PENNSYLVANIA 

PHILADELPHIA 

SOUTH    CAROLINA 

SOUTH    CAROLINA 

SOUTH    DAKOTA 

SIOUX    FALLS 

TENNESSEE 

TENNESSEE 

TENNESSEE 

NASHVILLE 

TENNESSEE 

NASHVILLE 

TENNESSEE 

NASHVILLE 

TEXAS 

TEXAS 

TEXAS 

AUSTIN 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM, 
WASHINGTON     AREA    LAW     ENFORCEMENT    SYSTEM, 
FLORIDA     CRIME    INFORMATION    CENTER,     P.     B-2 
DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST, 
CRIMINAL    JUSTICE    INFORMATION    SYSTEH,     P. 
TAMPA    CRIMINAL    JUSTICE    SYSTEM!,     P.     B-2U6 
STATE    COMPUTER    CENTER,     P.     B-250 
DEPARTMENT    OF    INFORMATION    SYSTEMS,     P.     B- 
LAW    ENFORCEMENT    AGENCIES    DATA    SYSTEM,     P. 
HOT    DESK,     P.     8-296 

INDIANA    DATA    AND    COMMUNICATIONS    SYSTEM, 
POLICE     AUTOMATED    CASE    ENTRY     6    RETREIVAL 
TRAFFIC    RECORDS    6    CRIMINAL    JUSTICE    INFO 
LAW     ENFORCEMENT    NETWORK    CENTRAL,     P.     B-31 
KANSAS     LAW     ENFORCEMENT    TELETYPE    SYSTEM, 
LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     R 
LAW    ENFORCEMENT    NETWORK    OF     KENTUCKY,     P. 
CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 
METRO    ORLEANS    TOTAL     INFO    ON-LINE    NETWORK 
MARYLAND    INTER-AOENCY    LAW     ENFORCEMENT    SY 
AUTOMATED    CRIMINAL    RECORDS    SYSTEM,     P.     B- 
CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P. 
LAW     ENFORCEMENT    INFORMATION     NETWORK,     P. 
MINNESOTA    CRIME    INFORBATION     SYSTEM,     P.     B 
ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     B 
MO.     UNIFORM    LAW     ENFORCEMENT    SYSTEM     (CENT 
AUTOMATED    LAW     ENFORCEMENT    RESPONSE    TEAM, 
S.     L.     M.     POLICE    SYSTEM,     P.     B-4U2 
NEBRASKA    CRIME    INFORMATION    SERVICE,     P.     B 
OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SY 
SHERIFF'S    COMPUTER    OPRTN     FOR    PROTCTN    6    E 
N.     J.     STATEWIDE    COMMUNICATIONS     INFO.     SYS 
JERSEY    CITY    POLICE    DEPT.,     P.     B-H91 
HUDSON    COUNTY     PROSECUTOR'S    OFFICE,     P.     B- 
NEWARK    CRIMINAL    JUSTICE    INFORMATION    SYST 
PLANNED     PASSAIC    COUNTY     SYSTEM*,     P.     B-510 
PATEBSON     POLICE    COMPUTER,     P.     8-513 
ACTION,     P.     B-526 

N.     Y.     STATE    IDENTIFICATION    6    INTELLIGENC 
CITY    OF    BUFFALO    LAW     ENFORCEMENT    COMPUTER 
ERIE    COUNTY    DISTRICT    ATTORNEY     MGT.     INFO. 
SPRINT     DISPATCHING,     P.     B-558 
SPRINT    BACKUP,     P.     B-'j62 

ON-LINE  INFORMATION  SYSTEM  (PLANNED),  P. 
NORTH  CAROLINA  POLICE  INFORBATION  NETWOB 
POLICE  SYSTEM,  P.  B-59U 
PUBLIC  SAFETY  -  INT EGRA TEDM UN ICIPALI N FOS 
LAW  ENFORCEMENT  AUTOMATIC  DATA  SYSTEM,  P 
REGIONAL  CRIME  INFORMATION  CENTER  (CLEAR 
CLEVELAND  POLICE  COMPUTER  FILES,  P.  B-bl 
CITY  OF  COLUMBUS  COMPUTERS  SYSTEM,  P.  B- 
DAYTON     POLICE,     P.     B-629 

OKLA.     CRIMINAL    6    TRAFFIC    LAW    ENFORCEMENT 
OKLAHOMA    CITY    SYSTEM,     P.     B-650 
TULSA     REG.     AUTOMATED    CEIM.     IDENT.     SYSTEM 
LAW    ENFORCEMENT    DATA    SYSTEM,     P.     B-661 
AREA     INFORMATION     RECORD    SYSTEM    OPERATION 
AREA    INFORMATION     RECORD    SYSTEM     PLANNED, 
COLUMBIA    REGION    INFO.     SHARING    SYSTEM-PHA 
COMMONWEALTH    LAW    ENFORCEM'T    ASSIST'CE    NE 
COMBINED    JUSTICE    INFO.      NETWORK    OVER    TERM 
POLICE    SYSTEM,     P.     B-712 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P. 
REGIONAL    CJIS,     P.     B-737 

TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE    I,     P. 
CRIMINAL    WARRANTS,     P.     B-777 
TRAFFIC    WARRANTS,     P.     B-778 
PARKING    WARRANTS,     P.     B-779 
DEPT    OP     PUB    SAFETY    SYS,     P,     B-792 
AUSTIN    AUTOMATED    FUNCTIONS*,     P.     B-796 


P.     B-168 

P.     B-175 

15 

P.    S-219 

B-233 

272 

B-279 

P.    B-30  2 

SYS.,    P. 

B-305 

SYST,     P. 

B-309 

U 

P.     B-319 

ETBVL,     P. 

B-329 

B-3311 

B-338 

,     P.     B-351 

STEM,     P. 

B-353 

372 

B-379 

B-399 

-all* 

-a22 

RAL) ,     p. 

B-U28 

p.     B-U3H 

-U61 

STEM,     P. 

B-U66 

:nfcmt,    p. 

B-U71 

1-PHASE     1, 

P.     B-II76 

198 

'EM,     P.     B- 

501 

E    SYS.,     P.     B-532 
OPNS,     P.     B-5U6 
SYSTEM,     P.     B-5148 


B-580 
K,    P.    B-588 

YST,     P.     B-596 

B-605 
) ,     P.    B-609 
5 
6  26 

SYS.,     P.     B-6U5 

,    P.     B-652 

AL,     P.     B-666 
P.     B-672 
SE    1,     P.     B-689 
TWORK,     P.     B-691t 
INALS,     P.     B-710 

B-7  21 

B-7it2 
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SYSTEM  FUNCTION  INDEX 


KABRANTS/aANTEU     PFRSONS 

7EXAS  DALLAS  NORTH    CENTRAL    TEXAS     CRIME     INFORMATION    CENTER,     P.     B-800 

TEXAS  DALLAS    COUNTY  DALLAS    COUNTY     RRC.     CRI.1INAL    JUSTICE    INFO.     SYS.,     P.     B-806 

TEXAS  HOUSTON  INFORMATION    f,    C01 MU  N  ICA  TION     PLAN    AREA-HIDE,     P.     B-817 

TEXAS  SAN    ANTONIO  BEXAR    COUNTY    CRIM.     JUST.     INFO.     SYS-PHASF    I,     P.     B-fl2U 

TEXAS  WICHITA     FALLS  PERSON     PROCESSING,     P.     B-838 

VIPGINIA  VIRGINIA  VIRGINIA    CRIMINAL     INFORMATION    NETWORK,     P.     B-866 

VIRGINIA  ALEXANDRIA  POLICE     INFO    SYSTEM-EVENT    SUBSYSTEM,     P.     B-873 

VIRGINIA  FAIRFAX    COUNT  POLICE     MANAGEMENT     INFORMATION    SYSTEM,     P.     B-877 

VIRGINIA  NORFOLK  TIDEWATER     ELECTRONIC    NETWORK    POLICE    INFO,     P.     8-881 

WASHINGTON  WASHINGTON  WASHINGTON    CRIME    INFORMATION    CENTER,     P.     B-888 

WASHINGTON  SEATTLE  SEA-KING    ALERT,     P.     B-898 

WASHINGTON  SPOKANE    COUNT  THE     INLAND    EMPIRE    POLICE    INFORMATION     NETWORK,     P.     B-903 

WISCONSIN  WISCONSIN  WISCONSIN    CIB    FILES,     P.     B-920 

HISrONSIN  MADISON  MADISON     AREA    POLICE    DEPARTMENT,     P.     B-925 

NUMBER    OF    SYSTEMS  10  1 

STATES    INCLUDED        ALABAMA,     ALASKA,     ARIZONA,     ARKANSAS,     CALIFORNIA, 

COLORADO,     CONNECTICUT,     DELAWARE,     OIST.     OF    COL.,     FLORIDA, 

GEORGIA,     HAWAII,     ILLINOIS,     INDIANA,     IOWA, 

KANSAS,     KENTUCKY,     LOUISIANA,     MARYLAND,     MASSACHUSETTS, 

MICHIGAN,     MINNESOTA,     MISSOURI,     NEBRASKA,     NEVADA, 

NEW    JERSEY,     NEW    MEXICO,     NEW    YORK,     NORTH    CAROLINA,     OHIO, 

OKLAHOMA,     OREGON,     PENNSYLVANIA,     SOUTH    CAROLINA,     SOUTH    DAKOTA, 

TENNESSEE,     TEXAS,     VIRGINIA,     WASHINGTON,     WISCONSIN 

WHITE    COLLAR    CRIME 

OKLAHOMA  TULSA  TULSA     REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     D-652 

NUMBER    OF    SYSTEMS  1 

STATES    INCLUDED       OKLAHOMA 

WITNESS    CONTROL 

ARIZONA  PIMA    COUNTY  CRIMINAL    COURTS    AUTOMATION     PROJECT,     P.     B-35 

CALIFORNIA  SANTA    CLARA    C  CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

DELAWARE  DELAWARE  CRIMINAL    LAW    UNIFORM     ENFORCEMENT    SYSTEM,     P.     B-168 

DIST.     OF    COL.  WASHINGTON  PROSECUTOR    MANAGEMENT     INFORMATION    SYSTEM,     P.     B-193 

FLORIDA  HILLSBOROUGH  HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

ILLINOIS  COOK    CO'JNTY  COOK    COUNTY    CIRCUIT    COURT!,     P.     B-298 

KENTUCKY  LOUISVILLE  CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-338 

MASSACHUSETTS  MASSACHUSETTS  SUPERIOR    COURT    CASE    MANAGEMENT    SYSTEM,     P.     B-382 

MICHIGAN  MICHIGAN  TRAFFIC    AND    ORDINANCE    SYSTEM,     P.     B-390 

MICHIGAN  MICHIGAN  BASIC    MICHIGAN    COURT    SYSTEM,     P.     B-392 

NEBRASKA  OMAHA  OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM,     P.     B-1466 

NFW     YORK  BUFFALO  ERIE    COUNTY    DISTRICT    ATTORNEY     MGT.     INFO.     SYSTEM,     P.     8-518 

NEW     YORK  BUFFALO  CITY    COURT     INFORMATION     SYSTEM,     P.     B-550 

NEW    YORK  NEW     YORK     CITY  UNIVERSAL    SUMMONS    SYSTEM,     P.     B-571 

OHIO  CINCINNATI  REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

OHIO  FRANKLIN    COUN  FRANKLIN    COUNTY    COURTS,     CASE    SCHEDULING     PROJCT,     P.     B-632 

OKLAHOMA  TULSA  TULSA     REG.     AUTOMATED    CRIM.     IDENT.     SYSTEM,     P.     B-652 

OREGON  LANE    COUNTY  AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

OREGON  PORTLAND  COLUMBIA    REGION     INFO-SHARING    SYSTEM-PHASE    II,     P.     8-681 

PENNSYLVANIA  PHILADELPHIA  COURT    SYSTEMS,     P.     B-705 

PENNSYLVANIA  PHILADELPHIA  COMBINED    JUSTICE    INFO.     NETWORK    OVER    TERMINALS,     P.     B-708 

SOUTH    CAROLINA  SOUTH    CAROLINA  CRIMINAL    JUSTICE     INFORMATION    SYSTEM,     P.     B-721 

TENNESSEE  TENNESSEE  TENN    CRIMINAL    JUSTICE    SYSTEM    PHASE     I,     P.     B-712 

TEXAS  EL    PASO    COUNT  EL    PASO    COUNTY    CRIMINAL    JUSTICE    SYSTEM.,     P.     B-8 1  1 

WISCONSIN  MILWAUKEE    COU  INTEGRATED    COURT     INFORMATION    SYSTEM,     P.     B-931 

NUMBER    OF    SYSTEMS  25 

STATES    INCLUDED       ARIZONA,     CALIFORNIA,     DELAWARE,     DIST.     OF    COL.,     FLORIDA, 
ILLINOIS,     KENTUCKY,     MASSACHUSETTS,     MICHIGAN,     NEBRASKA, 
NEW    YORK,     OHIO,     OKLAHOMA,     OREGON,     PENNSYLVANIA, 
SOUTH    CAROLINA,     TENNESSEE,    TEXAS,     WISCONSIN 
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S    Y    S     T    E    .1 


FUNCTION 


INDEX 


UOBK     LOAD    ANALYSIS 
ALA3ANA 
ARIZONA 
AKIZONA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALIFORNIA 
CALI  FORNIA 
CALIFORNIA 
CALIFORNIA 
COLORADO 
COLORADO 
CONN  ECTICUT 
CONNECTICUT 
CONN  ECTICUT 
DELAUARE 
DIST.     OP    COL. 
FLORIDA 
FLORIDA 
FLORIDA 
FLORIDA 
HAWAII 
ILLINOIS 
KANSAS 
LOUISIANA 
MAKYLAND 
MARYLAND 
MICHIGAN 
MINNESOTA 
MINNESOTA 
MISSOURI 
MISSOURI 
NEBRASKA 
NFBli  ASKA 
NEW    JERSEY 
NEW    JERSEY 
NEW     YORK 
NEW     YORK 
NEW     YORK 
NEW     YORK 


BIRMINGHAM 

ARIZONA 

AKIZONA 

L.A.  COUNTY 

LONG    BEACH 

ORANGE    COUNTY 

SACRAMENTO 

SAN     FRANCISCO 

SANTA    CLARA    C 

SANTA    CLARA    C 

COLORADO     SPRI 

DENVER 

CONNECTICUT 

HARTFORD 

NEW  HAVEN 

DELAWARE 

WASHINGTON 

DADE  COUNTY 

HILLSBOROUGH 

JACKSONVILLE 

TAMPA 

HONOLULU 

CHICAGO 

W ICHITA 

LAFAYETTE 

BALTIMORE 

BALTIMORE 

DETROIT 

MINNEAPOLIS 

ST. PAUL 

JACKSON  COUNT 

ST.  LOUIS 

NEBRASKA 

OMAHA 

CAMDEN 

HUDSON  COUNTY 

BUFFALO 

NEW  YORK  CITY 

NEW  YORK  CITY 

ROCHESTER 


NORTH  CAROLINA  CHARLOTTE 
NORTH  CAROLINA  CHARLOTTE 


OHIO 

OHIO 

OHIO 

OKLAHOMA 

OKLAHOMA 

OREGON 

OREGON 

OREGON 

SOUTH  DAKOTA 

TFNN  ESSEE 

TENNESSEE 

TENN  ESSEE 

TEXAS 

TEXAS 

TEXAS 

UTAH 

WEST  VIRGINIA 


CINCINNATI 

CLEVELAND 

DAYTON 

OKLAHOMA 

TULSA 

LANE  COUNTY 

LANE  COUNTY 

PORTLAND 

SIOUX  FALLS 

TENNESSEE 

MEMPHIS 

NASHVILLE 

AUSTIN 

DALLAS  COUNTY 

WICHITA  FALLS 

SALT  LAKE 

WEST  VIRGINIA 


B-168 


B-219 


BIRMINGHAM,     AL.     LAW    ENFORCEMENT    INFO.     SYSTEM,     P.     B-5 

TIME  6  ACTIVITY,  P.  B-20 

MANAGEMENT  REPORTING,  P.  B-23 

STATISTICAL  SYSTEM,  P.   B-72 

PUBLIC    SAFETY     INFORMATION    SYSTEM,     P.     B-7lt 

ORANGE    COUNTY    JUSTICE    INFORMATION    SYSTEM,     P.     B-88 

SACRAMENTO    CRIME    AND    ARREST    REPORTING    SYSTEM,     P.     B-92 

COMPUTER    ASSISTED    BAY    AREA     LAW     ENFORCEMENT,     P.     B-100 

CRIMINAL    JUSTICE    INFORMATION    CONTROL,     P.     B-107 

COUNTY     PATROL    ACTIVITY     NETWORK    ANALYSIS,     P.     B-tl2 

MULTI-JURISDICTIONAL    LAW     ENFORCEMENT     INF.     SYS.,     P.     B-125 

POLICE    SYSTEM     3,     P.     B-133 

STATE    POLICE    DATA     PROCESSING    UNIT,     P.     B-1lt3 

MANAGEMENT     INFORMATION     SYSTEM,     P.     B-160 

CASE    INCIDENT     REPORTING    SYSTEM,     P.     B-163 

CRIMINAL    LAW    UNIFORM    ENFORCEMENT    SYSTEM,     P 

COURT     REPORTERS,     P.     B-206 

DADE    COUNTY    CRIMINAL    JUSTICE    INFO.     SYST,     P 

HILLSBOROUGH    CO.     DATA    PROCESSING,     P.     B-225 

CRIMINAL    JUSTICE    INFORMATION    SYSTEM,     P.     B-233 

TAMPA    CRIMINAL    JUSTICE    SYSTEM!,     P.     B-2146 

DEPARTMENT    OF    INFORMATION    SYSTEMS,     P.     B-272 

GENERAL     INDEXES,     P.     B-293 

LAW    ENFORCEMENT    AUTOMATED    DATA     ENTRY    6     RETRVL,     P.     B-329 

AUTOMATED    LAW     ENFORCEMENT    COHM.     tREPORTING    SYS,     P.     B-3ll7 

OFFENSE     REPORTING    SYSTEM,     P.    B-370 

DISPATCH     REPORTING    SYSTEM,     P.     B-371t 

DETROIT     ELECTRNC    COMPTR    6    TELEPROCESS.     SYST., 

MINNEAPOLIS    POLICE    RECORDS    SYSTEM,     P.     B-H18 

ST.     PAUL    POLICE    INFORMATION    SYSTEM,     P.     B-t22 

KANSAS    CITY,     MISSOURI    POLICE,     P.     8-431 

S.     L.     M.     POLICE    SYSTEM,     P.     6-112 

COST    ACCOUNTING    SYSTEM,     P.     B-159 

OMAHA/DOUGLAS    COUNTY    CRIMINAL    JUSTICE    SYSTEM, 

COMPUTERIZED    CRIME    ANALYSIS,     P.     B-182 

JERSEY     CITY     POLICE    DEPT.,     P.     B-191 

CITY    OP    BUFFALO    LAW     ENFORCEMENT    COMPUTER    OPNS,     P.     B-S16 

SPRINT    DISPATCHING,     P.     B-558 

SPRINT     BACKUP,     P.     B-562 

CALLS    FOR    SERVICE,     P.     B-575 

POLICE    SYSTEM,     P.     B-591 

PUBLIC    SAFETY    -     INT EGR ATEDM UN ICI PALIN FOS YST,     P.     8-596 

REGIONAL    CRIME     INFORMATION    CENTER     (CLEAR),     P.     B-609 

CLEVELAND    POLICE    COMPUTER    FILES,     P.     B-615 

DAYTON    POLICE,     P.     B-629 

OKLA.     CRIMINAL    F,    TRAFFIC    LAW    ENFORCEMENT    SYS.,     P.     B-615 

TULSA     REG.     AUTOMATED    CSIM.      IDENT.     SYSTEM,     P.     B-652 

AREA     INFORMATION     RECORD    SYSTEM    OPERATIONAL,     P.     B-666 

AREA     INFORMATION     RECORD    SYSTEM     PLANNED,     P.     B-672 

rOLUHBIA    REGION     INFO.     SHARING    SYSTEM-PHASE    1,     P.     B-689 

REGIONAL  CJIS,  P.  B-737 

TENN  CRIMINAL  JUSTICE  SYSTEM  PHASE  I,  P.  B-712 

MEMPHIS  POLICE  DEPARTMENT  TAB  SYSTEM*,  P.  B-718 

OPN200,  P.  P-757 

AUSTIN    AUTOMATED    FUNCTIJNS",     P.     B-796 

DALLAS    COUNTY     REG.     CRI1INAL    JUSTICE    INFO.     SYS.,     P.     B-805 

EVENT    PROCESSING,     P.     B-811 

DEPARTMENTAL  MGT.   INFOSMATION  SYSTEM,  P.  B-860 

W.     VA.     DEPT.    OF    PUB.     SAFETY-POL.     BATCH     PROCESSING,     P.     B--) 


B-111 


B-166 


NUMBER    OF    SYSTEMS 


59 


STATES  INCLUDED 


ALABAMA,  ARIZONA,  CALIFORNIA,  COLORADO,  CONNECTICUT, 
DELAWARE,  DIST.  OF  COL.,  FLORIDA,  HAWAII,  ILLINOIS, 
KANSAS,  LOUISIANA,  MARYLAND,  MICHIGAN,  MINNESOTA, 
MISSOURI,  NEBRASKA,  NEW  JERSEY,  NEW  YORK,  NORTH  CAROLINA, 
OHIO,  OKLAHOMA,  OREGON,  SOUTH  DAKOTA,  TENNESSEE, 
TEXAS,  UTAH,  WEST  VIRGINIA 
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SYSTEM 


FBNCTION 


INDEX 


WORK    RELEASE 

NORTH    CABOLINA    NORTH    CAROLINA 
WISCONSIN  WISCONSIN 


NORTH    CAROLINA    CORRECTIONS    SYSTEMI,     P.     B-592 
WORK    RELEASE-STODI    RELEASE    SYSTEM,     P.     B-91b 


NUMBER    OF    SYSTEMS  2 

STATES    INCLODED       NORTH    CAROLINA,     WISCONSIN 
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MATERIALS  RELATING  TO  THE  CASE  OF  MENARD  V.  MITCHELL 

Judicial  Opinions 


Dale  B.  MENARD,  Appellant, 

V. 

John  N.  MITCHELL  and  Jolin  Edgar 
Hoover. 

No.  22530. 

United  States  Court  of  Appeals, 
District  of  Columbia  Circuit. 

Argued  Oct.  21,  1969. 

Decided  June  19,  1970. 


Suit  to  compel  Attorney  General 
and  FBI  Director  to  remove  from  FBI 
criminal  identification  files  plaintiff's 
fingerprints  and  accompanying  notation 
regarding  his  arrest  and  detention, 
without  further  prosecution,  by  Califor- 
nia police.  The  United  States  District 
Court  for  the  District  of  Columbia, 
Aubrey  E.  Robinson,  Jr.,  J.  denied 
plaintiff's  motion  for  summary  judg- 
ment and  granted  defendants'  motion, 
and  plaintiff  appealed.  The  Court  of 
Appeals,  Bazelon,  Chief  Judge,  held  that 
in  view  of  possible  adverse  effect  on 
plaintiff  of  maintenance  of  records  and 
of  possibility  of  dissemination  of  rec- 
ords, mere  fact  that  plaintiff  had 
been  arrested  did  not  justify  mainte- 
nance of  his  fingerprints  and  record,  but 
that  record  was  insufficient  to  warrant 
summary  judgment  for  either  party. 

Judgment  reversed  and  case  re- 
manded. 


1.  Courts  ©=528 

Action  to  compel  removal  of  plain- 
tiff's fingerprints  and  accompanying  no- 
tation of  California  arrest  from  FBI 
criminal  identification  files  was  not  ap- 
propriate for  transfer  to  California,  al- 
though arresting  officers  were  presuma- 
bly still  in  California,  where  plaintiff 
resided  in  Maryland  and  might  be  un- 
able to  prosecute  suit  in  California  and 
other  information  and  witnesses  were 
presumably  more  accessible  in  District 
of  Columbia  than  in  California.  28  U. 
S.C.A.  §  1404(a). 


2.  United  States  ©=41 

That  defendant  had  been  detained 
for  two  days  by  California  police  and  re- 
leased without  judicial  hearing,  that 
FBI  maintained  record  of  his  detention 
indicating  date  of  arrest,  charge,  dispo- 
sition, etc.,  and  that  federal  officers  had 
no  knowledge  of  any  crime  committed  by 
plaintiff  or  incident  to  his  detention  did 
not  establish  that  records  were  outside 
fair  reading  of  term  "criminal  records" 
in  statute  authorizing  FBI  to  maintain 
criminal  records.  28  U. S.C.A.  §  534(a) 
(1). 

See   publication   Words   and   Phrases 

for    other    ju(heial    constructions    and 

definitions. 

3.  Federal  Civil  Procedure  ©=2481 

Record  in  action  to  compel  Attorney 
General  and  FBI  Director  to  remove 
plaintiff's  fingerprints  and  accompany- 
ing notation  regarding  his  detention  by 
California  police  from  FBI's  criminal 
identification  files  was  insufficient  to 
warrant  summary  judgment  for  plain- 
tiff. West's  Ann.Cal.Pen.Code  §§  849 
(b),  11115;    28  U.S.C.A.  §  534(a)   (1). 

4.  Criminal  Law  <i^l222 

In  view  of  possible  adverse  effect 
on  plaintiff  of  FBI's  maintenance  of 
record  of  his  California  arrest  and  de- 
tention, without  further  prosecution,  and 
of  possibility  o^  dissemination  of  record, 
mere  fact  that  plaintiff  had  been  arrest- 
ed did  not  justify  maintenance  of  his 
fingerprints  and  record  of  his  detention 
in  criminal  identification  files.  West's 
Ann.Cal.Pen.Code  §§  849(b),  11115; 
28  U.S.C.A.  §  534(a)  (1). 

5.  Libel  and  Slander  ©=7(3) 

Accusation  that  individual  has  been 
arrested  for  crime  is  actionable  per  se  at 
common  law. 

6.  Arrest  ©=63(4) 

Even  if  no  probable  cause  existed  at 
time  of  arrest,  one  is  not  generally  enti- 
tled to  relief  if  probable  cause  has  sub- 
sequently been  developed. 

7.  False  Imprisonment  ©=7(5) 

Suit  for  false  arrest  may  not  nor- 
mally be  maintained   if  arrest  was  fol- 
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lowed  by  conviction,  regardless  of  validi- 
ty of  arrest  at  time  it  was  made. 


8.  Constitutional  Law  ©=208(1) 

Government  may  not,  wittingly  or 
unwittingly,  engage  in  wanton  defama- 
tion of  individuals  and  groups,  and  there 
is  limit  beyond  which  government  may 
not  tread  in  devising  classifications  that 
lump  innocent  with  guilty. 

9.  United  States  <&=47 

Government  agency  may  not  escape 
responsibility  for  improper  use  of  mate- 
rials disseminated  by  it  simply  because 
improper  use  is  not  mandatory  and  is  in 
fact  made  by  third  party. 

10.  United  States  <S=125(24) 

Action  against  government  officers 
is  not  suit  against  United  States  if  ac- 
tion complained  of  is  not  within  officers' 
statutory  powers  or,  if  within  those 
powers,  only  if  powers,  or  their  exercise 
in  particular  case,  are  constitutionally 
void. 

11.  United  States  ®=»125(28) 

Action  against  Attorney  General 
and  FBI  Director  to  compel  removal  of 
plaintiff's  fingerprints  and  accompany- 
ing notation  from  criminal  identification 
records  was  not  unconsented  suit  against 
United  States  where  plaintiff  alleged 
that  action  complained  of  was  not  within 
statutory  powers  or  that  exercise  of  any 
statutory  power  was  constitutionally 
void. 

12.  Arrest  ®=63(4) 

Arrest  may  be  made  if  there  is 
probable  cause  to  believe  that  offense 
has  been  committed  and  that  person  to 
be  arrested  committed  it. 

13.  Arrest  ©^SS 

Use  of  power  to  arrest  in  order  to 
'nflict  summary  punishment  is  unconsti- 
tutional. 

M.  Constitutional  Law  <S=73 

Those  responsible  for  investigating 
and  prosecuting  criminal  activity  should 
have  primary  responsibility  for  deter- 
mining what  information  will  be  most 


helpful  in  carrying  out  their  task  and  so 
long  as  they  do  not  infringe  rights  of 
individuals,    courts    may    not    interfere. 


15.  Federal  Civil  Procedure  <&=2481 

Record  in  action  to  compel  Attorney 
General  and  FBI  Director  to  remove 
plaintiff's  fingerprints  and  record  of  his 
California  arrest  and  detention  from 
criminal  identification  files  was  insuffi- 
cient, for  lack  of  information  on  such 
questions  as  use  and  dissemination  of 
information  in  files,  to  warrant  summa- 
ry judgment  for  defendants.  28  U.S.C. 
A.  §  534(a)  (2). 


Mr.  Noah  Menard,  Washington,  D.C., 
for  appellant. 

Mr.  Thomas  C.  Green,  Asst.  U.S. 
Atty.,  with  whom  Messrs.  David  G. 
Bress,  U.S.  Atty.,  at  the  time  the  brief 
was  filed,  and  Joseph  M.  Hannon,  Asst. 
U.S.  Atty.,  were  on  the  brief,  for  ap- 
pellees. Messrs.  John  A.  Terry  and  Ju- 
lius A.  Johnson,  Asst.  U.S.  Attys.,  also 
entered  appearances  for  appellees. 

Before  BAZELON,  Chief  Judge,  and 
McGOWAN  and  ROBINSON,  Circuit 
Judges. 

BAZELON,  Chief  Judge: 

This  is  a  suit  to  compel  the  Attorney 
General  and  the  Director  of  the  Federal 
Bureau  of  Investigation  to  remove  ap- 
pellant's fingerprints  and  an  accompany- 
ing notation  regarding  his  detention  by 
California  police  from  the  FBI's  crimi- 
nal identification  files.  According  to 
his  complaint,  appellant  was  picked  up 
without  probable  cause  and  held  for  two 
days  by  the  Los  Angeles  police.  Never 
accorded  a  judicial  hearing  on  the  legali- 
ty of  his  detention,  he  was  finally  re- 
leased when  the  police  were  "fully  satis- 
fied" that  no  basis  existed  for  charging 
him  with  crime.  Subsequently,  the  FBI 
obtained  appellant's  fingerprints  and  the 
additional  information  at  issue,  which  it 
maintains  in  its  criminal  identification 
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files.'  According  to  the  complaint,  the 
information  retained  is  misleading  and 
incomplete;  and  it  will  become  available, 
to  appellant's  detriment,  to  law  enforce- 
ment officers,  potential  employers,  and 
other  persons.  Accordingly,  appellant 
seeks  to  have  it  purged  from  the  files.- 

[1]  Both  sides  moved  in  the  District 
Court  for  summary  judgment;  appel- 
lant's motion  was  denied,  and  appellees' 
was  granted.  On  this  appeal,  the  par- 
ties agree  that  the  case  was  ripe  for  de- 
cision on  the  cross-motions  for  summary 
judgment ;  they  differ  only  as  to  the 
proper  outcome.  For  the  reasons  here- 
after set  forth,  however,  we  believe  that 
final  decision  should  have  awaited  a 
more     complete      factual     development. 

1.  Accoriling  to  .T|)pollops'  answers  to  inter- 
rogatories propoundt'd  by  appellant,  the 
files  originally  contained  a  card  bearing 
appellant's  name  and  fingerprints  and  the 
following  notation  : 

Date    Arrested    or    Received — 8-ltV-65 
Charge  or  Offense — 4.59  I'C  Bvirglary 
I)isi)osition  or  Sentence — 8-12-G.5 — Ke- 
lensed — I'nable    to    connect    with    any 
felony  or   misdemeanor  at   this   time. 
Occupation — Student 

Residence     of     I'erson     Fingerprinted — 
Saticoy    &    Canoga    Canoga    Park 
After  the  present  complaint  was  filed,  the 
entry    under    "nisposition    or     Sentence" 
was  change<l  to  read 
S-12-65 — Released — I'nable    to    connect 
with    any    felony   or   misdemeanor — in 
accordance  with  849b(l) — not  deemed 
an   arrest   but  detention  only. 
Surprisingly,    according   to   appellees'    an- 
swers  the  card  appears  to  contain   no  in- 
dication of  the  source  of  the  information 
or   the   .state   in   which   the   incident   took 
place. 

2.  Appellees  have  a<lmitted  that  their  files 
contain  a  record  of  appellant's  detention  ; 
the  contents  of  the  file,  as  set  forth  in 
note  1  supra  ;  and  that  they  know  of  no 
crime  committed  by  ajipellant  or  im-iilent 
to  his  detention.  The  remaining  allega- 
tions of  appellant's  complaint  were  denied, 
and  have  not  been  the  subject  of  affidavits 
filed   by   either  side   in   the  case. 

3.  Language  in  appellees'  brief  could  be  read 
to  suggest  that,  since  the  incident  under- 
lying the  present  suit  took  place  in  Cali- 
fornia, transfer  of  this  litigation  to  a  fed- 


Consequently,   we    remand   the   case  for 
trial.3 


I. 

In  support  of  his  motion  for  summaiv 
judgment,  appellant  did  not  rely  upoj. 
the  full  breadth  of  his  complaint,  i,,. 
stead,  he  reasoned  as  follows.  Appelifi^ 
admit  that  their  files  contain  a  cani 
bearing  appellant's  fingerprints  and  a 
notation  indicating  that  he  had  been 
picked  up  by  the  California  police  aiiii 
released  without  formal  charges  bein^r 
lodged  against  him.  A  California  .'Stat- 
ute provides  that,  with  exceptions  not 
here  relevant,  such  a  procedure  is  proper 
only  if  the  police  are  satisfied  "tha; 
there  is  no  ground  for  making  a  crimi- 
nal complaint  against  the  person  ar- 
rested." *      Subsequently,    the    incident 

eral  district  court  in  that  state  might  he 
appropriate.  See  28  I'.S.C.  §  1404(.ii 
(19G4).  Whatever  might  be  the  situ:i 
tion  in  other  circumstances,  the  present 
record  does  not  indicate  that  transfer 
would  be  appropriate.  It  appears  tli.ii 
the  only  witnesses  present  when  appellant 
was  taken  into  custody  were  appelhint 
and  the  two  arresting  officers.  AlthoiiKli 
the  officers  are  presumably  still  in  Culi- 
fornia,  appellant,  who  has  the  burden 
of  proof,  presently  resides  in  Silver 
Spring,  Maryland.  Furthermore,  also  rel- 
evant at  trial  will  be  information  regard 
ing  the  practices  of  the  FBI  in  dissem- 
inating its  criminal  identification  records. 
Are  notes  33-30  infra  and  accompanying 
text,  and  witnesses  regarding  these  ni;il- 
ters  would  presumably  be  more  accessihli' 
in  the  District  of  Columbia  than  in  ("nli 
fornia.  Appellant's  choice  of  forum  is 
itself  entitled  to  some  weight.  And  fi 
nally,  it  might  well  be  thaat  appellant,  wlm 
appeared  pro  se  in  the  District  Court, 
would  be  unable  to  prosecute  his  suit  were 
it  transferred  to  the  West  Coast.  >^cv 
generally  Van  Dusen  v.  Barrack,  376  I'.S. 
612,  643-646,  84  S.Ct.  805,  11  L.Ed.2d 
945  (1964)  ;  Gulf  Oil  Cori..  v.  Gilbert, 
330  U.S.  501,  67  S.Ct.  839,  91  L.E.I. 
1055  (1947)  (prior  law;  doctrine  of 
forum  non  conreniens)  ;  1  J.  Moore,  Fed- 
eral   Practice    §    0.145(6)    (2d    ed.    1904). 

4.  Any  peace  officer  may  release  from  ens 
tody,  instead  of  taking  such  person  before 
a  magistrate,  any  person  arrested  without 
a  warrant  whenever: 

(1)    He   is   satisfied   that   there  is  no 
ground  for  making  a  criminal  complaint 
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"shall  not  be  deemed  an  arrest  but  a  de- 
tention only."  5  Appellant  strenuously 
argues  that  the  FBI  has  statutory  au- 
ihority  to  maintain  in  its  criminal  iden- 
tification files  only  "criminal"  records; 
that  the  material  at  issue  cannot,  in 
iijfht  of  the  California  statute  referred 
to.  fairly  be  characterized  as  a  "crimi- 
nal" record ;  *  and  that  therefore  it 
must  be  removed  from  the  FBI's  files.' 

12,3]  Assuming  that  the  FBI's  stat- 
utory authority  is  limited  as  appellant 
suKpests,*  we  do  not  believe  that  the 
facts  established  on  the  motion  for  sum- 
inaiy  judgment^  are  such  as  to  bring 
!hi'  records  of  appellant's  detention  out- 
.«uio  of  a  fair  reading  of  the  term  "crim- 
inal records."  For  we  cannot  say  that 
lalif. Penal  Code,  §  849(b)  (1),  the  pro- 
M.sion  relied  upon,  was  intended  to  limit 
Uu'    substantial    element    of    discretion 
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normally  exercised  at  the  intake  stages 
of  the  criminal  process  in  deciding  who, 
of  the  many  persons  who  may  be  guilty 
of  criminal  activity,  shall  be  formally 
charged  and  prosecuted. •••  Release  under 
§  849(b)  (1)  does  not  necessarily  imply 
that  investigation  has  exonerated  the 
one  arrested ;   it  is  proper  if 

(1)  further  Investigation  exonerated 
the  arrested  party,  (2)  the  complain- 
ant withdrew  the  complaint,  (3) 
further  investigation  appeared  neces- 
sary before  prosecution  could  be 
initiated,  (4)  the  ascertainable  evi- 
dence was  insufficient  to  proceed  fur- 
ther, (5)  the  admissible  or  adducible 
evidence  was  insufficient  to  proceed 
further,  or  (6)  other  appropriate 
[reasons]  .^^ 

Despite  the  statutory  difference  in 
denomination, '2  therefore,  nothing  estab- 


agaiiist  till'  person  arrested.    Any  record 

iif  siieli  arrest  shall  include  a  record  of 

111!'    release    hereunder     and     thereafter 

.vliall    not    be    deemed    an    arrest    but    a 

detention  only. 

liilif.r.nal     Code,     §     fS-19(b)    (1)    (West 

>-ii|iii.  1970).      A   like   i)rocedure   is   proper 

if   tlie    arrest    was   only    for   intoxication, 

T   if   IJM'   arrest    was   for   a   misdemeanor 

111(1    ilic    person    arrested    has    signed    an 

■  u;reeinent  to  ai)i)ear  in  court  nt  a  desig- 

iiiied  time.     Id.  §  .S49(b)    (2),  (3). 

'•dif.l'enal    Code,    §    849(b)    (1)     (West. 

■-^hImUOTO). 

'  '  Wlieeler  v.  (Joodman,  3()(J  F.Su|)i>. 
"■^.  t;,-)  (\V.1).N.(M9(J9). 

Mil"llarit  does  not  question  the  authority 
■I  the  FHI  to  maintain  a  record  of  liis 
I'liiilion  for  other  [)uri)()ses — for  example, 
"lOi  an  eye  towards  investigation  of  the 
"■resting  .>ffi,-,.rs  under  1,S  r..S.('.  §  '.ML' 
'""'H.      The     FHI     does    not,     however, 

^  'o  justify   retention  of  the  record  on 

'-lis  cnuind. 

When  tlie  FHI  was  first  explicitly  auth- 
"'■'■Kil  to  maintain  a  system  of  criminal 
'"'Tds  in  ]9:{().  the  Divi.sion  of  Id.iilifi- 
'  "ion  .Tiid  Information  was  spei'ifically 
•'"iitod  to  the  ac(|uisition  and  preservation 
'■riniinal  iileiitifii.ilion  and  other  crime 
■■■..rds,"  -)  T-..S.C.  S  340  (]9(!4).  rcpcal- 
'  ;  I'ub.L.  No.  89-.'J.".4,  §  !S(a),  SO  .Stat. 
'-'-  tils  (19(J()).  Present  authority  is 
''■;''Uuled  upon  2S  V.S.d  S  ,'-)34(a)  (1) 
'•^"I'l'.  IV,  1<)09),  which  simply  directs 
'  "■  -Attorney  Gener.il   to  "acquire,  collect, 


classify,  and  [ireserve  identification,  crim- 
inal iflentification,  crime,  and  other  rec- 
ords." That  section,  however,  was  enact- 
ed by  I'ub.  L.  Xo.  S9-554,  §  4(c),  80 
Stat.  611,  616  (196G).  Section  7(a)  of 
the  Act,  SO  Stat.  631,  states  that  "The 
legislative  iiurpose  in  enacting  sections 
1-6  of  this  .Vet  is  to  restate,  without  sub- 
st.'intive  change,  the  laws  replaced  by  those 
.sections  on  the  effective  date  of  this  Act." 

9.  .\ll  that  was  established  for  that  [lurpose 
was  that  apiiellant  had  been  detained 
for  two  days  by  the  California  jiolice  and 
released  without  a  judicial  liearing ;  that 
the  FHI  maintained  a  record  of  his  de- 
tention ;  the  contents  of  the  record,  see 
note  1,  siiina  ;  and  that  apiiellees  had  no 
knowledge  of  any  crime  committed  by  ap- 
pellant   or    incident    to    his    detention. 

10.  See,  <:  </.,  W.  L;iFave,  Arrest  (hJ-164, 
.30O-31N  (]9(i.".l;  .1.  Skolnik,  ,Tusticc 
Without  Trial  71-90  (I960);  Coldstein, 
Police  Discretion  not  to  Invoke  the  f'rim- 
inal  Process:  Low-Visibility  Decisions  in 
the  Administration  of  .Tustice,  69  Yale 
L..T.  .143  (19(«))  ;  .Note,  Pro.secutor's  Dis- 
cretion, 103  r.Pa.r,.Kev.  1057  (19.'').'>)  ; 
rf.  l>ixon  v.  District  of  Columbia,  129 
F.S.App.D.C.   :M1,  .394   F.2.1  96(!   (196(3). 

11.  Calif.Penal  C'ode,  §  llll.'j  (West  Supp. 
1970). 

12.  ICxcept  perhaps  for  consequences  under 
(".■ilifornia  law,  it  is  (iuesti{>nable  whether 
the  st.'itute's  command  that  snch  incidents 
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lishcd  on  the  motion  for  summary  judg- 
ment would  differentiate  the  incident  in- 
volving ai)iH'llant  from  any  other  arrest 
and  release  without  charge.  Appellant 
does  not  suggest  that  Congress  intended 
to  deny  the  FBI  power,  in  some  circum- 
stances at  least,  to  maintain  records  of 
an  arrest  not  followed  by  the  filing  of 
formal  charges.  "On  summary  judg- 
ment the  inferences  to  be  drawn  from 
the  underlying  facts  contained  in  [the 
supporting!  materials  must  be  viewed  in 
the  light  most  favorable  to  the  party  op- 
posing the  motion."  '^  Accordingly,  ap- 
pellant's motion  for  summary  judgment 
was  properly  denied.'* 

II. 

[4]  Appellees,  on  the  other  hand, 
would  have  us  uphold  the  award  of  sum- 
mary   judgment    in   their   favor   on    the 


theory  that,  once  it  be  admitted  that  ap. 
pellant  was  arrested  by  the  California 
police,  they  ai-e  justified  in  maintaining 
his  fingerprints  and  a  record  of  hi.s  de- 
tention in  the  criminal  identification 
files  of  the  FBI.'"'  We  do  not  find  the 
question  so  simple. 

[5]  Information  denominated  a  rec- 
ord of  arrest,  if  it  becomes  known,  may 
subject  an  individual  to  serious  difficul- 
ties. Even  if  no  direct  economic  loss  i> 
involved,  the  injury  to  an  individuals 
reputation  may  be  substantial.*"  Eco- 
nomic losses  themselves  may  be  both  di 
rect  and  serious.  Opportunities  for 
schooling,  employment,  or  professional  Ij. 
censes  may  be  restricted  or  nonexistent. 
as  a  consequence  of  the  mere  fact  of  an 
arrest,  even  if  followed  by  acquittal  or 
complete  exoneration  of  the  chargo> 
involved."        An   arrest   record   mav  b. 


shall  bo  ilooniod  "dotention.s"  onl.v  has  a 
significant  I'ffort  in  practice.  Appcll.'int's 
FBI  file  iliil  not  originally  differontiato 
what  had  happened  to  him  from  an  ordi- 
nary arrest,  lee  note  1  supra.  A  letter 
from  the  California  Department  of  Jus- 
tice, attached  as  an  exhibit  to  appellant's 
motion  for  summary  judgment,  refers  in 
the  first  i)aragr.'ipli  to  "your  arrest''  be- 
fore stating,  in  the  second  i)aragrapli,  that 
"you  were  ♦  *  *  not  ileemed  to  liave 
been  arrested."  Finally,  appellees'  brief 
refers  to  .Tppellant's  "local  arrest  record" 
(p.  1)  and  "his  arrest"  (p.  IC  n.  24), 
and  justifies  retention  of  the  material  at 
issue  becau.se  of  the  "need  to  permit  re- 
tention of  arrest  and  identification  ilata." 
(p.  17). 

13.  I'nited  .><tates  v.  Diebold.  Inc.,  369  U.S. 
(i.54.  0.')r>,  82  S.Ct.  993.  994.  S  L.Ed.2d 
17(;  (1902)':  see  Adickes  v.  S.  II.  Kress 
&  Co..  398  U.S.  144,  153,  90  S.Ct.  1598. 
lGOG-1610,   25   L.Ed.2d   142    (1970). 

14.  Appellant  also  argues  that  Calif. Penal 
Code.  §  849(b)  (1)  (West  Supp.1970) 
was"  intended  to  prohibit  the  sending  of 
"iletention"  records  by  the  California 
authorities  to  the  FBI,  and  that  the  state 
policy  expressed  thereby  should  be  en- 
forced by  a  federal  court  against  federal 
officials.  Even  if  California  law  could 
control  the  FBI's  authority  to  maintain 
arrest  records,  compare  United  States  v. 
Ceorgia  Public  Service  Commission,  371 
U.S.  285,  292-293,  83  S.Ct.  397.  9  L.Ed. 
2d  317  (1963).  this  argument  overlooks 
Calif.Penal    Code.    §    11115    (West    Supp. 


1970).    which    clearly    contempl.ites    tli.it 
such    records    may    he   .sent    to    the    I'll! 
for   §   11115   requires  that,   if  such  a  rcr 
ord    has    been    sent,    certain    followuji    in 
formation    must    be    transmitted    as    well 

15.  -Vppellees  al.so  argue  tli.it  the  inst.ini 
suit  must  be  dismissed  as  iin  unconseiitiil 
suit  against  the  United  .States.  Sec  nnti 
36  infra. 

16.  .\t  common  law.  the  accusation  tli.it  iiii 
individual  has  been  arrested  for  ciiiiH 
is  actionable  per  sc.  Hanson  v.  Kreliliii  1 
68  Kan.  070.  75  P.  1041  (1904)  :  lircw 
er  V.  Chase,  121  -Mich.  .526,  80  N.W.  ",:< 
(1899).  And  scr,  r.  </.,  N.  Y.  Times.  .luU 
17.  1906.  at  54.  col.  7,  referring  geiier.ilU 
to  persons  whose  fingeriirints  are  sem  t" 
the   FBI   after   arrest  as   "criminals." 

17.  A  survey  by  the  New  York  Civil  I.il' 
erties  Union  indicated  that  75%  of  Ni « 
York  area  employment  agencies  would  ii"' 
.iccept  for  referr.al  an  applicant  with  n" 
arrest  record.  .Sjiarer.  Knudoyahility  iiiii 
the  Juvenile  Arrest  ISecord  5  (CiMiter  f"' 
the  Study  of  Unemployed  Youth,  .^'" 
York  University)  (pamphlet).  Aniitln  r 
survey  of  7.5  employers  indicated  tli.'it  •''' 
of  them  would  not  consider  employiiit;  ■' 
man  who  had  been  arrested  for  asisMiilt 
and  acquitted.  Schwartz  &  Skolnik,  T»" 
Studies  of  Legal  Stigma.  10  Social  I'r"' 
133  (1962).  At  the  very  least,  an  .irn-i 
record  is  likely  to  lead  to  further  iii>'- 
tigation  ;  and  if  it  is  convenient  to  "' 
the  job  before  the  invcstigi>tion  is  <■*"" 
plete.    the   applicant   is  effectively  dfiii'"'' 
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used  by  the  police  in  determining  wheth- 
er subsequently  to  arrest  the  individual 
concerned.'*  or  whether  to  exercise  their 
discretion  to  bring  formal  charges 
acainst  an  individual  already  arrested.** 
Arrest  records  have  been  used  in  decid- 
ir.f  whether  to  allow  a  defendant  to 
■,  resent  his  story  without  impeachment 
^.  prior  convictions,^**  and  as  a  basis  for 
,itn>inp  release  prior  to  trial  or  an 
a,  peal; "'  or  they  may  be  considered  by  a 
Ldee  in  determining  the  sentence  to  be 
f:\en  a  convicted  offender.^^ 

6.7]  Adverse  action  taken  against 
L^.  individual  because  of  his  arrest 
ncord  is  premised  upon  certain  assump- 
:.;ir.>  regarding  the  meaning  of  an 
:-.;rest.*^  Insofar  as  these  assumptions 
offer  from  reality,  the  adverse  actions 


MITCHELL  49X 

2d  486  (1970) 

will  have  an  erroneous  basis.^*  We  do 
not  understand  appellees  to  be  asserting, 
for  example,  that  they  would  be  entitled 
to  maintain,  use,  or  disseminate  the 
records  at  issue  if  no  arrest  had  ever 
taken  place.  Yet  it  is  not  obvious  to  us 
why  a  different  rule  should  obtain  if  the 
arrest  was  made  without  probable  cause. 
There  is,  to  say  the  least,  serious  ques- 
tion whether  the  Constitution  can  toler- 
ate any  adverse  use  of  information  or 
tangible  objects  obtained  as  the  result  of 
an  unconstitutional  arrest  of  the  individ- 
ual concerned.23  Even  if  an  unlawful  ar- 
rest may,  for  some  purposes,  subse- 
quently be  legitimized  by  the  later  devel- 
opment of  incriminating  information,^^  it 
is  hard  to  see  how  an  arrest  not  based 
on  probable  cause,  followed  by  complete 


•  :ii;i!o.vment   because   of   his    record.      .S'ee 
H.-s  &   Le  Poole,   Abuse  of   tlic   Record 

■  •■■   .Arrest  Not   Lending  to  Conviction,  13 
rriiiie    &    Delinquency    494,    496    (1967). 

■i     I.:iFav(>,  supra  note  10,  at  287-289. 

9     /■/.  at   141-142. 

:•:'  '■'.  Suggs  V.  United  States,  132  U.S. 
.\;!i.D.C.  337,  340,  407  F.2d  1272,   1275 

■  :;t«j9). 

:  H;is.sell  V.  United  States.  131  U.S..\l.l). 
"■.  44,  45,  402  F.2d  185,  186  (1968); 
iilio.lis  V.  I'nited  States,  275  F.2d  78, 
M-^2    (4th   Cir.   1960)    (Sobeloff,   C.  J.). 

>J  >'  e.  <:  f/.,  the  sentencing  transcript  in 
'  ii:t..l  .States  v.  Isaac,  299  F.Supp.  380 
ili.I».(M969). 

2'     TIcis    may    be    so    more   often    than    we 
«|")ld  like  to  think.     The  American  Uar 
\k<iji  iation's  Advisory  Committee  on  Sen- 
■•ni'ing  and  Ueview  strongly  recommended 
■li'-  i.vilusion  from   presentence  reports  of 
•I'ly    tmntion    of    charges    not    leading    to 
"■nviction  ; 
•Vrri'sts,    juvi'nile    dispositions    short    of 
■Hi    adju<licati(in,    and    the    like,    can    be 
'■Jitreniely    misleading   and    damaging    if 
prc-sented  to  the  court  as  part  of  a  sec- 
tion of  the  report  whicli  deals  with  past 
.^ 'otivictions.      If    such    items    should    be 
i'l'lu'led  iit  all — and  the  Advisory  Com- 
"litti-c   would    not    provi(h'   for   their   in- 
clusion— at  tlie  very  least  a  detailed  ef- 
fort should  be  undertaken  to  assure  that 
till-  reader  of  the  report  cannot  )>ossibIy 
'iiislake  an   arrest  for  a  conviction. 
\ii)<:ri(aii     Ifar     .\ssociation     Troject     on 
''iiJiunwn  Standards  for  Criminal  Justice, 


Standarils    Relating    to    Probation    §    2.3, 
at  37  (Tent,  draft  1970). 

24.  Even  if  the  assumptions  are  accurate,  an 
arrest  record  may  be  used  in  ways  that 
should  be  difficult  if  not  impossible  to  tol- 
erate. Presumably  the  fact  of  arrest  in- 
dicates some  possibility  that  the  individual 
concerned  engaged  in  the  criminal  activity 
with  which  he  was  charged.  Investigation 
may  disclose  whether  he  has  or  not. 
Vet  so  long  as  there  exists  an  employable 
pool  of  r)ersons  who  have  not  been  arrest- 
ed, emidoyers  will  find  it  cheaper  to  make 
an  arrest  an  automatic  disqualification  for 
employment.  See  Hess  &  Le  Poole,  supra 
note  17,  at  496. 

25.  Davis  v.  Mississippi,  394  U.S.  721,  89 
S.Ct.  1394,  22  L.Ed.2d  676  (1969)  :  Sil- 
vorthorne  Lumber  Co.  v.  United  States, 
251  U.S.  385.  40  S.Ct.  182,  64  L.Ed.  319 
(1920).  Needless  to  say,  federal  officials 
may  not  escape  this  principle  by  reliance 
on  the  fact  that  the  unlawful  arrest  was 
made  by  state  officials.  Elkins  v.  Unit- 
ed States,  364  U.S.  206,  80  S.Ct.  1437.  4 
L.Ed.2d  1669   (1960). 

26.  For  example,  even  if  no  probable  cause 
existed  at  the  time  of  arrest,  one  is  not 
generally  entitled  to  release  if  probable 
cause  has  subsequently  been  developed. 
Albrecht  v.  United  States,  273  U.S.  1, 
.%-6,  47  S.Ct.  250,  71  L.Ed.  M'>  (1927) 
(lirandeis.  J.).  Similarly,  a  suit  for  false 
arrest  may  not  normally  be  maintained 
if  the  arrest  was  followed  by  con\iction, 
regardless  of  the  validity  of  the  arrest  at 
the  time  it  was  made.  See  Restatement 
(Second).  Torts  §§  119,  121;  Restate- 
ment, Torts  §§  6.">3,  6.">8. 
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exoneration  of  the  jierson  arrested,''' 
could  be  used  to  support  any  adverse  in- 
ferences whatsoever  regarding  him.  We 
do  not  understand  appellees  to  be  sug- 
gesting that  the  uses  made  of  appellant's 
arrest  record  will  be  benign;  in  conse- 
quence, if  appellant  can  show  that  his 
arrest  was  not  based  on  probable  cause  "* 
it  is  difficult  to  find  constitutional  jus- 
tification for  its  memorialization  in  the 
FBI's  criminal  files. 

[8-11]  Even  if  the  arrest  was  made 
with  probable  cause,  it  does  not  neces- 
sarily follow  that  no  relief  may  be  war- 
ranted. Particularly  if  the  FBI  has  ac- 
tual knowledge  that  further  investiga- 
tion exonerated  appellant,^*  it  may  be  un- 
der a  duty  at  the  very  least  to  supple- 
ment its  files  to  indicate  that  fact.^"  Of 
course  no  system  of  records  may  reason- 
ably be  expected  to  contain  every  scrap 

27.  Apix'lltint  cl.iiins  tliat  lie  w;is  orixinall.v 
picked  up  .siini)l.v  for  proximity  to  evi- 
ileneo  iniliratin^'  tlint  a  crime  mifilit  have 
been  eoiniiiitteil.  The  invositiRatioii  wliicli 
followed,  he  .sa.v.s,  did  not  merely  e.xoiier- 
ate  him  from  commission  of  a  crime  that 
had  actually  occurred,  but  in  fact  showed 
that  the  crime  for  wliich  lie  was  arrested 
had  never  taken  place. 

28.  And  that  iirobablo  cause  was  not  later 
developed.  This  qualification  may  not  be 
neressnry  to  obtain  ih-letion  of  appellant's 
fingerprinls.  D.ivis  v.  Mississippi,  -supra 
note  25. 

29.  UndiT  Calif.Penal  Code.  §  11115  (West 
Supli.l!)70),  if  appidlant's  record  was  .sent 
to  the  FI'.I  by  California  authorities, 
those  same  authorities  are  responsible  for 
informini;  tlie  FI'.I  of  the  reason  for  aji- 
pellaut's  diseharce.  However,  .ilthough 
appellees  apiie;ir  in  their  brief  to  rejire- 
sent  tliiit  the  information  came  to  them 
from  the  California  police,  they  denied 
this  .■illegation  in  appellant's  compl.iint, 
and  a  letter  to  .•ii)pellant  from  the  Cali- 
fornia department  of  Justice,  attaclied 
as  an  exhibit  to  his  motion  for  summary 
judgment,  denies  that  California  officials 
forwarded  his  fingerprints  to  the  FIJI. 

30.  That  is,  although  the  FBI  may  be  un- 
der no  duty  in  the  first  instance  to  go 
beyond  the  information  sent  them  by  local 
Iiolice  departments,  if  they  have  done  so 
it  may  be  incumbent  upon  them  to  make 
>ise    of   the   information    so   acquired.      Cf. 


of  information  about  a  particular  inci- 
dent, and  presumably  the  FBI  is  vested 
with  substantial  discretion  in  determin- 
ing  how  detailed  their  criminal  identifj. 
cation  files  shall  be.  Yet  it  is  clear  that 
the  government  may  not,  wittingly  or 
unwittingly,  engage  in  wanton  defama- 
tion of  individuals  and  groups,^'  and 
there  is  limit  beyond  which  the  govern- 
ment may  not  tread  in  devising  classifi- 
cations  that  lump  the  innocent  with  the 
guilty. ■''  Of  course  the  point  at  which 
that  limit  has  been  passed  may  van 
with  the  extent  to  which  the  information 
may  be  dis.seminated ;  that  is,  a  record 
may  be  sufficiently  complete  for  some 
purposes  but  woefully  inadequate  for 
others.  The  present  record  gives  no  in- 
dication of  the  extent  to  which  appel- 
lant's record  may  be  disseminated,  with- 
in or  without  the  government,^^  or  of  the 
uses  to  which  it  may  be  put.^^     Even  ii 

Cafeteria  and  Restaurant  Workers  Tnion. 
etc.  V.  McElroy,  .'{(i"  C.S.  SSO,  .SilS.  .si 
S.Ct.  1743,  0  L.Ed.2d  1230  (1901).  Tin' 
extent  of  the  FBI's  knowledge  of  the  in 
cident   should   be  examined  on   remand. 

31.  Watkins  v.  I'nited  States,  354  I'.S.  ITS. 
187,  77  S.Ct.  1173,  1  L.Ed.2d  127:! 
(1907)  ;  .Joint  Anti-Fascist  Uefugei'  Cum 
mittee  v.  McGrath,  :{41  I'.S.  123,  1.5.'!.  71 
S.Ct.  024,  95  L.Kd.  .S17  (1951). 

32.  Compare  Boorda  v.  Svibversivi'  .\etivi 
ties  Control  Board,  i;!7  U.S.App.D.C.  (m:;. 
421  F.2d  1142  (19(!9),  cert,  denied.  :!M7 
r.S.  1042,  90  S.Ct.  136!i.  25  L.Ed.2d  O.'.-i 
(1970). 

33.  By  statute,  appellant's  record  is  sulijcd 
to    dissemination    to    "authorized   offiiiid- 
of    the    Federal    Covernment,    the    Slatr.-, 
cities,   and   penal   and   other   instituti(nis 
2S  r.S.C.  S  534(a)   (2)    (Siipp.  IV,  1!h;!Ii 
The  Attorney  (ieneral   has  i.ssued  .i   ie;;ii 
lation  making  clear  that,  in  his  view,  ili^ 
semination  is  not  limited  even  to  ^-ovnti 
ment  officials  of  one  kind  or  another;   th. 
list  of  authorized   recipients  includes  p'* 
ernment  agencies  in  general;    most  banks; 
insurance  comiianies  ;    and  railroad  puln-r 
2XC.F.U.  §  (>.S5(b)   (1970). 

34.  A  government  agency  may  not  cscapf  f 
sponsibility  for  improper  u.se  of  niateri.i. 
disseminated  by  it  simply  because  the  nn 
proper  use  is  not  mandatory  and  is  in 
f.act  made  by  a  third  party.  NatienM 
Student  Ass'n  v.  Hershey,  134  I'.S.AlM' 
D.C.  50,  412  F.2<1  1103  (1909). 
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ue  assume  that  the  cryptic  reference  on 
appellant's  fingerprint  card  to  release 
•■in  accordance  with  849(b)  (1)"  would 
be  understood  by  police,  it  is  questiona- 
ble whether  it  would  be  understood  by 
potential  employers  or  the  general  pub- 
lic. If  appellant  can  show  that  his 
record  may,  as  he  alleges,  be  widely 
disseminated,^'  it  may  well  be  that  he  has 
a  right  to  limit  its  dissemination  or  to 
require  its  amplification.^® 

III. 

[12 J  We  do  not  underestimate  the 
magnitude  of  the  problems  suggested  by 
the  present  record.  It  is  certain  that, 
ivery  year,  a  multitude  of  persons  guilty 
III  no  criminal  activity  are  arrested  and 
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2(1  486  ( 1970) 

charged  with  crime.  An  arrest  may  be 
made  if  there  is  "probable  cause"  to  be- 
lieve that  an  offense  has  been  committed 
and  that  the  person  to  be  arrested  com- 
mitted it.  Since  "probable  cause"  neces- 
sarily implies  substantially  less  than  ab- 
solute certainty,^'  it  follows  that  a  signif- 
icant number  of  those  arrested  will  not 
in  fact  have  committed  the  offense  for 
which  they  have  been  detained.^" 

[13]  But  this  by  no  means  exhausts 
the  scope  of  the  problem.  Many  individ- 
uals have  unjustly  acquired  arrest 
records  without  even  the  excuse  of  an 
honest  and  unavoidable  mistake  by  the 
police.  In  the  District  of  Columbia 
alone,  literally  thousands  of  persons 
were  once  arrested  "for  investigation" 
and  then  released ;  ^^  but  their  records 
often  remain.*"  Dragnet  arrests  are  at 
best  matters  of  recent  memory.*'     Even 


15  1 1  iii.i.v  even  be  that  tliis  information 
would  be  reb^aspd  to  tlic  press  were  appel- 
lant snbse(iuentl.v  to  be  obarKed  witli 
.■rime.  IJ.S  (\F.R.  §  Z>0:2{h)  (3)  (i)  spe- 
lifienlly  authorizes  release  of  age,  em- 
ploynn'nt.  marital  status,  and  "similar 
li:M-kj,'round'  information"  resurdins  de- 
I'.nil.mt.s.  and  §  .5().2(b)  (4)  explicitly 
autliorizes  release  of  federal  criminal  con- 
viction records.  Arrest  records  are  no- 
wliire  mentioned;  their  rclea.se  is  neither 
"'xplicitly  anthorized  nor  banned. 

36.  .\ppellces'  final  contention  is  that  the 
lire.sent  suit  must  be  dismissed  as  an  un- 
lonsented  suit  against  the  United  States. 
I'nt'an  v.  Hank,  372  U.S.  (!00,  S3  S.Ct. 
'•l!l!»,  10  L.Ed.2d  15  (19(«);  Malone  v. 
Ilowdoin,  SCO  I'.S.  (543,  ^2  S.Ct.  Jt.SO,  S 
l..Kd.2d  KiS  (l!l(;2)  ;  Larson  v.  Domestic 
A:  Foreign  Commerce  Corp.,  337  U.S.  (JS2, 
lifl  S.Ct.  14.')7,  93  L.Ed.  ]()2S  (1!I4!)). 
These  cases,  however,  make  clear  that  an 
.'K'lion  Jigainst  a  government  officer  is  not 
11  .suit  against  the  I'nitcd  St.ites  if  tlie 
notion  complained  of  is  "not  within  the 
officer's  statutory  powers  or,  if  within 
those  powers,  only  if  the  i)owers,  or  their 
'■xcrcise  in  the  particular  case,  .are  con- 
J^'itutionally  void."  Maloiic,  xiipra,  309 
I'.S.  at  (J47,  H2  S.Ct.  at  OS!!,  ijuotin;)  hur- 
"on,  su/ira,  ;}37  U.S.  at  702,  C!)  S.Ct.  at 
14(i7.  Such  is  precisely  the  claim  made 
in  the  present  case. 

^^-  i'ce,  e.  ;/.,  Hinton  v.  United  States,  137 
L-S.App.D.C.  388,  390-391,  424  F.2d 
^^(i,    878-879     (19C9J     and    cases    cited. 


38.  Presumably,  the  guilty  are  more  likely 
to  be  pro.secuted  than  the  innoci'Ut.  In 
consecpience,  one  would  expect  that  tlie 
cla.ss  of  inilividuals  arrested  but  not  [irose- 
cuted  wouhl  contain  a  substantially  lower 
I)roportion  of  guilty  persons  th.iii  the  class 
of  all  persons  arrested. 

39.  During  the  years  lOCl  and  ]!)(i2,  more 
than  G'SOO  pers<)ns  in  thi'  District  of  Co- 
lumbia were  arrested  "for  investigation." 
About  (iOOO  of  those  arrested  were  re- 
leased without  being  charged  with  any 
offense  whatsoever.  Report  and  Recom- 
mendations of  the  Commissioners'  Com- 
mittee on  Poli<-e  Arri'sts  for  Investigation 
97-102    (1902). 

40.  /(/.  at  07-08.  We  have  no  inform;ition 
with  respect  to  the  e.\tent  to  which  rec- 
ords of  such  arrests  were  transmitted  to, 
and  retained  by,  the  Federal  IJureau  of 
Investigation. 

4L  As  recently  ;is  19."iS,  pcdice  seeking  three 
"stocky"  young  blacks  wlai  liad  robbed  a 
rest.iur.-int  rounih'd  up  .some  ninety  sus- 
pects ;  sixty-seven  of  these  were  held 
overnight  before  being  ndeased.  The  one 
man  finally  <'harged  with  the  (iirense  was 
not  among  those  originally  rounded  up. 
•Sic  Trilling  v.  United  Stat.'s.  101  U.S. 
App.D.C.  ].-)9.  172  n.  11,  200  F.2d  (;77, 
t)90  n.  11  (19.")8)  (opinion  of  li.i/elon, 
.1.). 
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worse  are  those  occasions,  far  more  com- 
mon than  we  would  like  to  think,  where 
invocation  of  the  criminal  process  is 
used — often  with  no  hope  of  ultimate 
conviction — as  punitive  sanction.*"  Hip- 
pies *^  and  civil  rights  workers  **  have 
been  harassed  and  literally  driven  from 
their  homes  '••'^  by  repeated  and  unlawful 
arrests,  often  made  under  statutes  un- 
constitutional on  their  face.'**  Innocent 
bystanders  may  be  swept  up  in  mass  ar- 
rests made  to  clear  the  streets  either 
during  a  riot  or  during  lawful  political 
demonstrations.*'  Use  of  the  power  to 
arrest  in  order  to  inflict  summary  pun- 
ishment is,  of  course,  unconstitutional;  ■•* 
but  even  if  the  arrest  was  made  lawfully 


and  with  the  best  of  intentions,**  if  the 
person  arrested  has  been  exonerated  it 
is  difficult  to  see  why  he  should  be  sub- 
ject to  continuing  punishment  by  ad- 
verse use  of  his  "criminal"  record. 

[14,  15]  The  very  seriousness  of  the 
problem  underscores  the  necessity  for  a 
clear  and  complete  factual  record  as  a 
basis  for  adjudication.^  We  are  not  un- 
aware of  many  considerations  which 
might  lead  to  the  conclusion  that  the 
maintenance  of  arrest  records  is  a  mat- 
ter properly  committed  to  the  discretion 
of  the  Department  of  Justice,  subject  of 
course  to  such  rules  as  Congress  and  the 
President  may  see  fit  to  impose."    But 


42.  .S'ee,  p.  g.,  LaFave,  xiipra  note  10,  at 
146-147.  149-150,  471-482. 

43.  Wheeler  v.  Goodman,  29S  F.Supp.  935 
(\V.D.X.C.1969)  ;  Ilnglie.s  v.  Rizzo,  282 
F.Supp.  881  (E.D.Pa.l9G8). 

44.  E.  !)■■  Dombrow.ski  v.  Pfister,  380  U.S. 
479,  SO  S.Ct.  IIIG,  14  L.Ed.2<l  22  (1905)  ; 
United  States  v.  McLeod,  385  F.2d  734 
(5th  Cir.  19<)7)  ;  McSurely  v.  Ratliff.  282 
F.Supp.  848  (E.D.Ky.l9r)7)  (three-judge 
court). 

45.  Wheeler   v.    Goodman,   supra  note  43. 

46.  E.  (/.,  Donibrowski  v.  Pfister,  supra  note 
44;  Wheeler  v.  Goodman,  306  F.Supp. 
58    (W.D.N'.C.1969)     (tliree-judge    court). 

47.  »SVc,  c.  g..  Report  of  the  National  Ad- 
visory Commission  on  Civil  Disorders  72 
(19(58)  ;  Report  of  the  Chicago  Riot 
Study  Committee  43  (1968)  ;  D.  Walker, 
Rights  in  Conflict  (1908)  ;  Comment, 
The  Administration  of  .Justice  in  the 
Wake  of  the  Detroit  Civil  Disorder  of 
July  1967.  06  Mich.L.Rev.  1542,  1628- 
1629  n.  411  (1968)  ;  Comment.  Criminal 
Justice  in  Extremis :  Administration  of 
Justice  During  the  April  1968  Chicago 
Disorder,  36  U.Chi.L.Rev.  455.  479-483 
(1969).  Hee  also  the  fact  situations  dis- 
closed by,  e.  <j..  Brown  v.  Louisiana,  383 
U.S.  131,  86  S.Ct.  719,  15  L.Ed.2d  637 
(1966)  ;  Cox  v.  Louisiana,  379  U.S.  536, 
85  S.Ct.  453,  13  L.Ed.2d  471  (1965)  ; 
Edwards  v.  South  Carolina,  372  U.S.  229, 
.S3  S.Ct.  680,  9  L.Ed.2d  697  (1963). 

Recently,  a  protest  march  on  the  Water- 
gate Apartments  in  the  District  of  Colum- 
bia resulted  in  the  arrest  of  over  140  per- 


sons. On  subsequently  ri'viewing  the  evi- 
dence. Assistant  Cori)oration  Counsel 
Robert  H.  Campbell  concluded  that  many 
of  the  persons  arrested  were  guilty  of 
nothin;;  and  in  fact  were  "trying  to  move 
on"  when  they  were  arrested.  Assistant 
Corporation  Counsel  Thomas  Johnson 
noted  that  in  several  cases,  tlic  persons 
arrested  were  students  on  the  campus  of 
George  Washington  University  who  were 
"doing  nothing  and  got  arrested."  Wash- 
ington Post,  February  20.  1970.  at  Al. 
col.  7;  Feb.  21,  1970,  at  B4,  col.  1; 
Feb.   28.    1970.   at   A7.   cols.   1,   2. 

48.  United  States  v.  Price.  383  U.S.  787. 
799.  86  S.Ct.  1152.  16  L.Ed.2d  267 
(1966). 

49.  Cf.  Hill  V.  United  States.  135  U.S.App. 
D.C.  233,  418  F.2d  449  (1968)  ;  Hutchcr- 
son  V.  United  States,  120  U.S.App.D.C. 
274,  281.  345  F.2d  964,  971  (Razelon,  C. 
J.,  concurring),  cert,  denied,  382  U.S.  894, 
86  S.Ct.  188,  15  L.Ed.2d  151   (1965). 

50.  United  Public  Workers  of  America 
(CIO)  V.  Mitchell,  330  U.S.  75,  86-91, 
67  S.Ct.  556,  91  L.Ed.  754  (1947). 

51.  Obviously,  those  responsible  for  investi- 
gating and  prosecuting  criminal  activity 
should  have  the  primary  responsibility  for 
determining  what  information  will  be 
most  helpful  in  carrying  out  their  task ; 
and  so  long  as  they  do  not  infringe  the 
rights  of  individuals,  the  courts  may  not 
interfere.  Similarly,  those  responsible  for 
maintaining  a  system  of  information  must 
bear  the  responsibility  in  the  first  in- 
stance   for    assuring    that    inaccurate    or 
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such  discretion,  assuming  it  exists,  may 
not  be  without  limit.  Particularly  trou- 
blesome is  the  possibility,  by  no  means 
eliminated  on  the  present  record,  that 
information  in  the  FBI's  files  may  be 
used  for  many  other  than  the  law  en- 
forcement purposes  for  which  its  reten- 
tion may  be  justified.^^  -phe  short  of  the 
matter  is  that  the  facts  established  on 
the  cross-motions  for  summary  judg- 
ment were  simply  inadequate  for  proper 
resolution  of  the  complex  questions 
presented.  Accordingly,  the  judgment 
of  the  District  Court  granting  appellees' 
motion  for  summary  judgment  is  re- 
versed and  the  case  remanded  for  trial. 

So  ordered. 


misleading  information  is  not  used  to  an 
inilivi<luars  detriment.  Appellant  here  al- 
leged that  prior  to  filing  the  instant  suit 
he  had  sought  relief  from  appellees  but 
had  been  told  that  they  had  "no  autlior- 
itj"  to  do  as  he  requested.  We  wouUI 
urge  the  Department  of  Justice  to  clarify 
and  make  public  it.s  views  regarding  its 
own  authority  to  correct  or  delete  infor- 
mation in  its  files ;  and  should  it  find 
that  it  has  such  authority,  to  devise  pro- 
cedures whereby  complaints  such  as  the 
present  one  may  be  handled  at  an  ad- 
ministrative level. 

Any  such  procedure  would  be  a  sub- 
stantial improvement  over  a  remedy  that 
required  any  individual  anticipating  ad- 
verse consequences  from  an  inaccurate 
record  to  bring  a  lawsuit  in  order  to  pro- 
tect himself.  But  we  must  recognize  that, 
without  more,  even  a  full  system  of  ad- 
ministrative remedies  cannot  be  the  final 
answer.  Realistically,  the  FBI  cannot  be 
expected  to  investigate  the  facts  under- 
lying every  arrest  or  detention  reported 
to  it ;  the  most  it  can  do  is  examine  the 
report  on  its  face  and,  perhaps,  investi- 
gate further  if  a  complaint  is  received 
from  the  individual  concerned.  For  most 
of  those  arrested — too  poor,  too  ignorant, 
and  often  too  disheartened  to  complain- — 
the  only  adequate  remedy  may  lie  either 
in  severely  curtailing  any  use  of  records 
of  arrest,  or  in  eliminating  altogether 
their  maintenance  in  a  file  associated  with 
the  individual's  name. 

52.    For  example.  New   York  State  recently 
passed   a   statute   requiring  all  employees 


of  securities  firms  to  be  fingerprinted,  and 
providing  that  the  fingerprints  so  obtained 
be  transmitted  to  the  state's  Attorney 
General  "for  appropriate  processing." 
New  York  State  Laws  1969,  ch.  1071.  cod- 
ified as  N.Y.General  Business  Law,  § 
359-c(12)  (McKinney's  Consol.Laws,  c. 
20,  Supp.1969).  As  a  result  of  this  stat- 
ute, several  hundred  employees  have  been 
found  to  have  "criminal  records"  and  dis- 
missed from  their  employment :  half  of 
those  fired  had  no  record  of  convictions, 
but  only  of  arrests.  New  York  Times, 
February  5,  1970.  at  1,  col.  2;  Wall 
Street  Journal,  February  5,  1970,  at  17. 

It  appears  that  the  "appropriate  proc- 
essing" is  carried  out  by  the  New  York 
State  Identification  and  Intelligence  Sys- 
tem, which  is  apparently  one  of  those 
state  agencies  authorized  to  receive  in- 
formation from  the  FBI's  files.  2S  U.S.C. 
§  534(a)  (2)  (Supp.  IV,  1909).  Since  no 
New  Y^ork  statute  provides  for  automatic 
dismissal  of  a  securities  employee  with  a 
past  arrest  record,  presum.Tbly  the  infor- 
mation must  be  pa.ssed  on  to  the  employer 
before  an  individual  may  be  fired.  Al- 
though 2.S  r.S.C.  §  534(b)  (Supp.  IV. 
19(!9),  provides  that  tlie  exchange  of 
records  autliorize<l  by  8  (a)  (2)  is  "sub- 
ject to  cancellation  if  dissemination  is 
made  outside  the  receiving  departments 
or  related  agencies,"  we  have  no  indica- 
tion that  this  provision  is  regarded  as 
mandatory  or  whether  it  is  in  fact  ever 
enforced. 
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Dale  B.  MENARD,  Plaintiff, 

V. 

John  MITCHELL  ct  al.,  Defendants. 
Civ.  A.  No.  39-68. 

United  States  District  Court, 
District  of  Columbia. 

June  15,  1971. 


Suit  to  compel  Attorney  General  aid 
FBI  director  to  remove  from  FBI  crimi- 
nal identification  files  plaintiff's  finger- 
prints and  an  accontipanying  notation  i  o- 
garding  his  arrest  and  detention,  with- 
out further  prosecution,  by  California 
police.      A    motion    by    defendants    for 

Cnlifornin     .     .    } .     All  Indian  country 

within  tho  State. 

3.    Titlo    28,    Unitcir  I. States    Code,    Section 
■  1331  provides  in  its  pertinent  part: 

"1331.    Fedcralj  question  ;    amount  in 
controversy ;    ros^s. 

(a)  The  district  courts  shall  have 
original  jurisdiction  of  all  civil  Jictinnfl 
wherein  the  inntler  in  confrovemy  ex- 
ceeds tho  sum  ot|  value  of  $10,(KX),  ex- 
clusive of  interest  and  costs,  and  arises 
under  tho  Constitution,  laws,  or  treaties 
^    of  the  United  Sti^tea." 
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e-niinary  judfrmcnt  was  jrranteti  by  the 
"-•nitcd  States  District  Court  for  the  Dis- 
..;Vt  of  Columbia,  Aubrey  E.  Robinson, 
f,'  J.,  but  juflj^ment  was  reversed  and 
iho  cas"  remanded.  1?.0  U.S.App.D.C.  11?., 
.Id  F2d  tHt).  On  remand,  the  District 
Court,  Gescll,  J.,  bold  that  where  there 
was  probable  cause  for  tho  su-^i>ec;'s  ar- 
,st  tho  court  n-ould  not  order  oxpunjre- 
n-^n't  of  the  arrest  record  but  disclo- 
.  ,rp  to  anyone  other  than  omoloyeos 
of  the  Ffil,  officials  of  any  a^rency  of 
•he  T-'nited  States  fjovernment  in  the 
'vcnt  the  plaintiff  applied  to  such 
T',''ncv  for  employment  ai'.d  officials  of 
aiiv  jrovernmcnta!  law  enforcement  apen- 
cv' would  be  en.ioined. 

Prayer  for  expungement  denied; 
ctjrtain  injunctive  relief  granted;  order 
in  accordance  with  opinion. 


1.  Arrest  C=63(4) 

Wh'Ti'  i)olire  received  prowler  com- 
plaint and  found  suspect,  fitting  descrip- 
!ion.  who  lay  on  park  bench  and  nearby 
.las  wallet  belonging  to  someone  else  and 
cont.ii'iing  ■''10  and  officers  had  reason 
M  Mi<ne  that  wallet  had  been  discarded 
!iy  susppct  as  he  saw  officers  approach- 
■n?  him.  rfficers  had  probable  cause  to 
Tjst  -U'^jiect. 

I  rriminal  Law  0=1222 

Conduft  of  government,  such  as 
•*idi'  dis'cminatinn  of  arrest  records, 
•rit  clearly  invades  individual  privacy 
i:  revealing  episodes  in  person's  life  of 

'  *•  ibtful  and  certainly  not  determined 
'.^fvt  cannot  be  pei-mitted  unless  com- 
■  "inij  piiMir  mvrssily  has  brou  clearly 

.  •.-..un.  .->  U.S.C. A.  S  7:^11;  28  U.S.C.A. 
':<^:  r.S.C.A.Const.  Amend.  4. 

J.  Constitutional  Law  '^^'Od) 

,         Congre^'*.  and  not  courts  nor  execu- 

1   "^0,  nhf^ent  v^ry  s^orial  considerations, 

^  ♦'^uld  determine  ah  initio  tho  question 

'■    ':i'ihlic  nocossity  for  go\crnment;d  con- 

i   •■■  t.  Mich  as  wide  dissemination  of  ar- 

i  '  ^''  rcrords.  which  clearly  invades  indi- 

J-M  privacy  by  revealing  episodes  in 

'■""I's  life  of  doubtful  and  certainly 

•  d.lcrmined    import;    only   congrcs- 
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sional  action  taken  on  basis  of  explicit 
legislative   findings  demonstrating  such 
public  necessity  will  suffice.    5  U.S.C.A. 
§   7.311;    28   U.S.C.A.   §   534;    U.S.C.A.    h 
Const.  Amend.  4. 

4.  Criminal  Law  01222 

.Statute  under  which  fingerprint 
identification  functions  were  delegated 
to  FBI  was  designed  to  facilitate  co- 
ordination of  law  enforcement  activities 
of  federal  and  local  governments  and 
was  not  intended  or  effective  to  author- 
ize dis.somination  of  arrest  records  to 
any  state  or  local  agency  for  purposes 
of  employment  or  licensing  checks.  5 
U.S.C.A.  "§  7.311;  28  U.S.C.A.  §  534; 
U.S.C.A.Const.  Amend.  4. 

.5.  Criminal  Law  C^1222 

FBI  is  without  authority  to  di.ssemi- 
natc  arrest  records  outside  federal  gov- 
ernment for  cmidoyment,  licensing  or 
related  jiurposes,  whether  or  not  the  rec- 
ord reflects  a  later  conviction.  5  U.S. 
C.A.  §  7311;  28  U.S.C.A.  §  534;  U.S. 
C.A. Const.  Amend.  4. 

6.  Criminal  Law  0=1222 

Where  there  had  been  probable  cause 
for  plaintiff's  arrest,  court  would  not 
order  expungement  of  his  arrest  record 
in  fingerprint  division  of  FBI,  but  dis- 
clo.sure  to  anyone  other  than  employees 
of  FBI,  officials  of  any  agency  of  the 
United  States  government  in  event  plain- 
tiff applied  to  such  agency  for  employ- 
ment and  officials  of  any  governmental 
law  enforcement  agency  would  be  en- 
joined. 5  U.S.C.A.  §  7311;  28  U.S.C.A. 
§  531;    U.S.C.A.Const.  Amend.  4. 

7.  Criminal  Law  C=1222 

United  States  executive  order  lim- 
ited by  judicial  decisions  was,  in  i)ermit- 
ting  use  of  F'BI  fingerprint  records  for 
purposes  of  governmental  employment, 
proper  exercise  of  President's  responsi- 
bilities in  name  of  national  security,  in 
view  of  many  civil  ser\'ice  and  other 
built-in  safeguards  protecting  misuse  of 
such  information,  and  government's  dis» 
crcet  use  of  such  information  was  not 
infringement  upon  any  constitutional 
right  asserted  by  person  whose  finger- 
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luinting  resulted  from  arrest  on  probable 
cause.  5  U.S.C.A.  §  7311;  28  U.S.C.A. 
§  534;    TI.S.C.A.Const.  Amend.  4. 


R.  Raymond  Twohig,  Jr.,  Georgetown 
Legal  Intern  Program,  Washington,  D. 
C,  for  plaintiff. 

Joseph  Ilannon,  Asst.  U.  S.  Atty.,  for 
defendants. 

MEMORANDUM  OPINION 

(iKSMLJ,,  Di.strict  Judge. 

Plaintiff  has  brought  this  action  to 
expunge  his  arrest  record  contained  in 
the  I''ingeri)rint  Idontififation  files  of 
the  Federal  Bureau  of  Investigation. 
That  record  reads  as  follows: 

Date  arrested  or  received:    8/10/65 

Charge  or  offense:    459  PC  Burglary 

Disi)osition  or  sentence:  8/12/C5 
T'nablo  to  connect  with  any  felony 
or  misdemeanor — in  accordance  with 
849b(l) — not  deemed  an  arrest  but 
detention  only. 

Occupation:    student 

Originally  the  matter  was  presented 
to  another  Judge  of  this  Court  on  cross- 
motions  for  summary  judgment  and  de- 
fendants prevailed.  The  Court  of  Ap- 
peals reversed  and  remanded  for  the  tak- 
ing of  testimony  after  expre.ssing  inter- 
est and  concern  with  issues  suggested 
by  the  pleadings  which  the  Court  ap- 
parently felt  had  not  been  fully  developed 
in  the  record.  Menard  v.  Mitchell,  139 
•U.S.App.D.C.  113,  430  F.2d  486  (1970). 
Accordingly,  further  evidence  was  taken 
at  a  full  hearing  and  the  issues  have 
been  briefed  and  argued. 

Menard,  age  19  at  time  of  arrest  and 
subsequently  an  officer  in  the  Marine 
Corps,  contends  that  his  arrest  in  Los 
Angeles  was  without  i)robabIe  cause  and 
that  future  dis.semination  of  the  above 
arre.st  record,  now  in  the  files  of  the 
FBI,   may   impede  his  employment  op- 


portunities and  .subject  him  to  an  in- 
creased risk  of  being  suspected  and  ar- 
rested for  crimes  on  other  occasionB.  He 
seeks  expungement  of  the  record  or,  In 
the  alternative,  strict  limitations  on  its 
dissemination  by  the  FBI. 

Before  considering  the  merits  of  the 
expungement  issue  raised,  it  is  appropri- 
ate to  set  forth  complete  findings  on  two 
subjects  indicated  by  the  Court  of  Ap- 
peals as  matters  for  particular  inquiry 
on  remand:  the  procedures  and  practices 
of  the  FBI  with  respect  to  maintaining 
arre.st  records  and  the  circumstances  of 
Mcnard'.s  arrest. 

/.     Thr.   Procedures   of   the   FBI 
Identification  Division 

Fingerprint  and  arrest  records  such 
as  Mcnard'.s  arc  under  the  jurisdiction 
of  the  Federal  Bureau  of  Investigation's 
Identification  Division.  '  This  Division, 
which  has  been  in  existence  since  1924, 
Junctions  under  the  Attorney  General, 
and  proceeds  by  authority  of  28  U.S.C. 
§  534,  which  reads  as  follows: 

§  534.  Acquisition,  preservation, 
and  exchange  of  identification  rec- 
ords ;    appointment  of  officials 

(a)  The   Attorney    General    shall — 

(1)  acquire,  collect,  classify,  and 
preserve  identification,  criminal  iden- 
tification,   crime   and    other    record.s; 

and  I 

(2)  exchaiige  these  records  with, 
and  for  the  official  use  of,  authorized 
officials  of  jthe  Federal  Government, 
the  States,  cities,  and  penal  and  other 
institutions. 

(b)  The  exchange  of  records  author- 
ized by  sub.spction  (a)  (2)  of  this  sec- 
tion is  subject  to  cancellation  if  dis- 
.semination iH  made  outside  the  receiv- 
ing departments  or  related  agencies. 

(c)  The  Attorney  General  may  ap- 
point officia|is  to  perform  the  functions 
authorized  by  this  section.  Added. 
Pub.L.  89-354,  §  4(c),  Sept.  6,  1966, 
80  Stat.  61G. 

The  Attorney  General  has  made  a 
series  of  rulijigs  interpreting  the  stat- 
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tl(i'.  Tlif:;<'  •■••(■  Infjr<"lv  mdifii'd  in  IIH 
G.F.R-  §  0.«5(b)  which  provides  that  the 
Oirtctor  of  the  FBI  shall: 

Conduct  the  acquisition,  collection, 
exchange,  cladsification,  and  jn'oserva- 
(jnn  of  itientification  records,  includ- 
ing pcnsoiial  fingerprints  voluntarilv 
siibinittec],  on  a  mutually  beneficial 
basis,  from  law  enforcement  and  other 
jjnvernmontal  agencies,  insurance  com- 
pniiic.  vailro.-id  police,  national  hanks, 
mcnihor  b'lnk.^  of  the  Federal  Reserve 
System,  FDIC-Reserve-Insured  Banks, 
and  banking  institutions  insured  by 
the  F'^dcral  Savin/rs  and  Loan  Insur- 
-iiicc  Corporation ;  provide  expert 
testimony  in  Federal  or  local  courts 
as  to  fingerprint  examinations;  and 
provide  identification  assistance  in 
disasters  and  in  missinrr  persons  type 
cn'5'"^  including  thosi-  irdin  iniMirance 
fonipanics. 

.     The  FBI   Identification   Division   has 

some  two  hundred  million  sets  of  finper- 
I  rints  on  file.     These  records  are  main- 
t.iincd  in  separate  criminal  and  ajiplicant 
files.    Fincrerprints  are  submitted  to  the 
n-ircTj  by  federal,  state,  and  local  apen- 
iUS  on  a  reciprocal  basis.     Law  enforc- 
inif  arcncii-s.  jiriniarily  local  police  and 
jhrriff's   ofCi'x's,    submit   prints   of   ar- 
ri'.-.ted  persons   in   order   to   receive   in- 
formation on  the  person's  prior  criminal 
involvement.      The    Bureau    reports    its 
fin-iinrrs  and  maintains  the  fingerprint 
•:n.\  CO  submitted,   along   with    the   oc- 
rompnnyintr  arrest  data,   in  its  criminal 
f>.  Information  on  the  subsequent  dis- 
fosition  of  each  arrest  is  posted  if  re- 
>'ivcd  from  the  suhmiltinK'  aircuty.    The 
'■■.f-MT' Uioii  so   recorded   is  cryjitic  and 
'•'■nvil,  without  explanation  or  elabora- 
■:in.    .Tiivnnile  an-osts  and  enmictions, 
■^■'■n  submitted   by   local   a^'cncies,   are 
i^'-'-ilcu  the  .<;ame  as  similar  adult  data. 
I  ••'  n-iniinal  file  currently  contains  in- 
'•'^iniatinii  on  some  sixty  million  arrests 
•''''i'Proximatcly  nineteen  million  people. 

^  Finjrcrprint  cards  are  also  received 
■•^^ni  iirencios  of  (he  stat<<  .and  federal 
'■■•^iTii-Tients   and    others   who.   seek    in- 

3J8  F  Supp, — ,)(, 


l.inn.ition  mi  .in  individual's  record  of 
crimirial  involvement  in  connection  with 
permits,  licen.ses,  and  em))loyment  clear- 
ance. After  check  apainst  the  criminal 
file,  these  cards  are  maintained  in  the 
api)licant  file  for  future  reference.  The 
Division  also  receives  hundreds  of  "name 
check"  requests  from  contributing  and 
non-contributing  sources,  including  an 
occasional  Congressman,  asking  for  the 
criminal  record  of  an  individual  l>y  name 
without  submitting  any  fingerprints  for 
comparison.  Many  of  these  cannot  be 
processed  bccau.=^c  of  inadequate  identifi- 
cation of  the  person  named,  particularly 
where  common  names  are  involved. 
Where  possilile,  however,  and  where  the 
inquiring  agency  gives  what  the  FBI  con- 
siders a  legitimate  reason  for  the  re- 
quest, the.-e  inquiries  are  processed. 

The  vohmie  of  work  of  the  Division 
is  enormous,  requiring  about  3,:i00  em- 
ployees. The  Division  receives  an  aver- 
age of  29,000  fingerprints  a  day  for 
processing,  of  which  about  l.'^.OOO  are  . 
received  from  law  enforcing  agencies  in 
connection  with  arrests. 

The   Division,   broadly  speaking,  con- 
siders any  state,  city  or  county  official 
to  be  authorized  to  receive  inform.-ition 
if  the  agency  has  something  to  do  Avith 
law  enforcement  or  if  it  is  authorized 
by  statute,  ordinance,  or  rule  to  finger- 
Iirint  applicants  for  employment  or  for 
a  permit  or  license.    The  laws  and  ordi- 
nances of  various  local  areas  vary  wide- 
ly.    Some  areas  do  not  require  finger- 
printing    for    practically    any    purpose 
while  others  have  highly  detailed  finger- 
l^rinting    rofpiircments    for    varied    .-ind 
often   (juite  minor  occupations.     Exam- 
ples are  listed  in  Appendix  A.    The  rec- 
ord coiit.ains  a  long  li.'l  of  st.ate  and  local 
governments  and  a  large  number  of  dif- 
ferent licensing  anthorities  who  by  law 
or  regulation  are  recjuired  to  take  finger- 
prints as  part  of  their  licensing  duties. 
The   Division    maintains   a   current   list 
of  contributing  or  participating  state  «nd 
federal  agencies  which  now  numbers  be- 
tween  7,000  and   8,000.     Of  these,   ap- 
proximately 3,750  are  local  police  depart- 


275 


722 


328  FEDERAL  SUPPLEMENT 


ments  and  sheriff  offices.  Criminal  rec- 
ord data  is  not  senl  directly  to  private 
employers,  except  in  a  few  instances  such 
as  390  banks  insured  by  the  F.D.I.C.  and 
rcrlain  hospitals.' 

As   far   as   the   Federal   agencies   arc 
concerned,    Executive    Order    10450    of 

April    1o^).^,   :?    r.F.n.    o.^r,    rift/io  r..T 

("onip.),  T)  U.S.C.  S  7;U1,  requires  a  check 
of  the  FBI  fingerprint  files  on  practical- 
ly all  applicants  for  employment  in  the 
Federal  Government  whether  or  not  en- 
paped  in  law  enforcement.  The  Civil 
Service  Commission  and  the  Military  ac- 
count for  the  highest  volume  of  finger- 
prints submitted  to  the  Bureau. 

Given  the  very  general  nature  of  its 
purported  authority  the  Bureau  has  pro- 
ceeded cautiously.  It  investigates  the 
authority  of  local  agencies  to  require 
fingerprints  and  insists  that  detailed 
forms  bo  filled  out  by  contributors  show- 
ing the  purpose  for  which  fingerprints 
arc  to  be  submitted.  The  Attorney  Gen- 
eral advises  in  doubtful  situations.  The 
Division  has  carried  out  its  work  in  a 
responsible,  meticulous  manner.  None- 
Ihclc.'^s,  I  he  end  result  is  most  nns.'ilis- 
factory.  While  the  Division  has  vigor- 
ously sought  to  develop  comnlete  records 
and  particularly  to  learn  of  disjiositions 
resulting  from  each  arrest,  this  effort 
has  not  been  successful  due  to  t^e  failure 
of  arresting  agencies  to  send  in  follow-up 
^daTa  on  forn'iia  Uiovided.  Suiue  police  de- 
partments  do  much  better  than  others  in 
this  regard,  but  the  Division  has  no 
sanctions  and  must  be  satisfied  with 
what  it  can  get  by  persuasion  since  the 
whole  system  functions  on  a  voluntary 
basis.  Even  more  troublesome  is  the 
fact  that  the  Division  has  little  oppor- 
tunity to  supervise  what  is  actually  done 
with  the  arrest  records  it  disseminates. 
It  requires  that  a  proper  purpose  be 
stated  by  the  agency  requesting  informa- 
tion but  what  is  in  fact  done  with  the 
infi>rm.ition  as  a  i^ac tical  matter  cinnot 
be  constantly  checked.  It  is  apparent  that 
local  agencies  may  on  occasion  pass  on  ar- 


rest information  to  private  emjiloyers. 
The  Division  makes  no  regular  inspection 
to  prevent  this,  for  it  has  neither  funds 
nor  sanctions,  and  accordingly  respond.s 
only  to  complaints.  In  a  few  instances 
police  datiartments  have  been  restricted, 
and  in  other  instances  when  complaints 
were  received  personnel  or  administra- 
tive ( hangcs  were  demanded  by  lh<>  FBI 
and  put  into  effect. 

The  FBI  does  not  supply  an  individual 
with  his  arrest  record  except  under  rare 
special  circumstances.  The  rea.sons  are 
ajiparently  two:  the  difficulty  of  obtain- 
ing definite  identification  of  the  person 
requesting  the  record,  and  fiscal  con- 
siderations. There  is  no  su)e  procedure 
for  finding  an  arrest  record  by  n^ime 
only.  A  clear  set  of  fingei7)rints  is  re- 
quired for  matching  purposes.  Thus  as 
a  practical  matter  an  individual  must 
submit  his  prints  to  get  a  check  made 
of  his  record.  This  is  cumbensome. 
Moreover,  the  Division  is  already  so 
hard-pressed  that  it  cannot  now  meet 
the  demands  on  it  from  all  local  agencies. 
A  regular  system  of  sen-icing  individu- 
als requesting  their  pei"sonal  arrest  rec- 
oi'ds  would  recpiire  an  estimated  .$110,000 
per  antnim,  plus  appropriations  for  at 
least  six  additional  employees. 

Any  agency  that  forward  fingerprint 
arrest  data  to  (he  Division  may  request 
the  Bureau  to  i^emove  the  data  from  the 
file  and  return  lit.  This  the  Bureau  does 
automatically,  retaining  no  copies  and 
without  inquiring  as  to  the  reasons  un- 
derlying the  request.  Thus  control  of 
what  arrest  or  criminal  data  remain  in 
the  files  rests  in  every  case  (except 
where  an  arrest  on  Federal  charges  is 
involved)  with  the  local  arresting  author- 
ity. In  1970  <)ver  8,000  arrest  records 
were  returned  by  the  FBI  to  local  author- 
ities. Some  thirteen  states,  including-. 
California,  h.nVe  laws  or  procedures  for 
authorizing  thi^  form  of  expungem(^nt  in 
varying  circumstances.  In  addition  some 
states   have   laws   limiting  the  type  of 


I.    lusurniicc  rontpnnicH  arc  uidcil  in  noce8.snry  iiloiitifioation  work  but  arc  not  fm-nislicd  crim- 
innl  record  dntn  bv  tlio  FBI.  I 
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,.p,t  d.'tn  that  ran  l>o  fonvanlod  rou^. 
;''|,.Ij.  to  th.-  Hiirrau. 
^.jiinst  th'.'4   bnrkpround,   which   was 
,>ro  <""">'  ']''^'''"I><'«1  •"  "'»'  riToni  in  an 
,ffort  to  sniiiily  ihv  (ypc  of  data  reque.st- 
A  in  tho  ficrision  of  the  Court  of  Ap- 
nc^h-  '*  '•''  P"^'''l''<^  *"  turn  to  tho  issues 
nrrsonteil  by  this  particular  lawsuit. 

//     The.  CircvmManr-.p.H  of  the  ArreM 
Ml      i\|fn;ii(l  \\;i:i  aiicslrd  on  MUKpit'ion 

f  ()iirKl'iry  l)y  (wo  ol'ficcrM  of  the  I.o.s 
\?it,'<I(.'M  I'olio"  Department.  Tho  arrest 
iiri-nvied  aroMtul  1:00  a.  m.  on  Anrnsl 
in.   lOW. 


Tho  police  had  earlier  that 
niornin?  received  a  complaint  of  a  prowl- 
•T  at  <T  sa"atoviuni  lo'.ated  in  ;i  hi)rh 
lime  .irea.  Tlie  pionler  was  reported 
!?<ikiiiK  ill  windows  and  at  the  back  park- 
Mi;,'  let  i>!  ""■  iiistituti'iu.  (IJHcldnjr  on 
;lii^  (omplaint.  the  poli<'(>  oldained  .a  de- 
ii-ription  of  the  man  and  proceeded  to 

•  i!rol  the  area.     A  .short  distance  away 

•  hi-y  saw  an  unkemjit,  unshaven  man  fit- 
\\vtf    (lie    lie".' ripl  ion,    dre.;:'.e<l     in    dark 

li'tliinp  lyinjr  on  a  park  bench.  That 
tr.!!!  was  Menard.  Near  hirn  on  the 
rround  was  a  wallet  belonging  to  .some- 
-:io  else  containing  $10.  The  officers 
hnd  reason  to  believe  the  wallet  might 
hnve  been  discarded   by   Menard   as   ho 

I'srrvcd  the  officers  approaching  him 
•'Tii'ich  the  park.  The  arrest  was  made 
•vithoiit  knowledge  of  any  specific  bur- 
,:l,iry'  hut  on  the  basis  of  the  prowler 
»■":'l'''■lin^  ^hc  suspicious  presence  of  tho 
•.t-iilit.  ;uul  the  cenor.-il  circumstances 
.■^•linod  above.  Menard's  arrest  v/a.s 
•■»'!i  jirnbable  cause.  Kor  v.  California, 
H7t  U.S.  2X  34-3r),  83  S.Ct.  1G2.1,  10  L. 
K.I  2(1  72f)  (190:{);  Jackson  v.  TTnited 
Stat-s,  112  TJ.S.App.D.C.  2G0,  .'^02  F. 
'i  IDl,  I'^G  n0«2);    People  v.  Fischer, 

;''  r.ii.jd  442.  'Ml  v.?A  O'iv.  070  (inr.7). 

M"ii,ird   >v;i.s    h(iol;ed    .'it    the    precinct 

»:!•'!  il'.c  \\';itch  Commander  reviewed  the 

*»>ts  and  circunstantes  reported  by  the 

'•'■'Tsf.    Ho  was  fingerjuinted  and  his 

i tints  with  a  notation  of  his  arrest  were 

•     liiir.liir.v  is  fIr.fiiKil  iindfr  llio  (Vilifiirni;! 
'■••  '1  l''>.li'  S    K;-t."!»  :is  follows: 

Kmtv   ii»ison   who   Piitnr^  .nii.v   lioiiso, 
''■""I.  .M'^rtiiH'tit,  ti-'li'^nient.  shoji,  wnro- 


sent  to  the  Bureau  in  accordance  with 
r<!gular  jirocodurea.  After  further  in- 
vestigation, Mon.'ird  was  rolo;ised  in  ;ic- 
cordanco  with  tho  provisions  of  the  Cali- 
fornia Penal  Code,  the  police  being  "un- 
able to  connect  with  any  felony  or  mis- 
demeanor at  this  time."  Plaintiff  and, 
his  family  tjien  .sou^lit  by  lengthy  cor- 
rosjjondenco  with  the  Los  A ngele.s  Police 
Den;\itm<'nl.  to  h;ivc  the  record  exi>iinK<'d 
by  thi'  l'olic(>  Uejia'lmonl  but  wore 
fTn;iilv  ;idviHed  on  M.iy  :U,  l',M"»«>,  that  re- 
moval of  the  record  would  be  po-'uslbFo 
"only  upon  order  of  a  court  of  ciinipetent 
.juri.sdiHion."  This  was  confirmed  by 
correspondence  with  the  Bureau  which 
took  the  iiosition  th.nt  the  ]]ureau  li.id  no 
.•inthority  to  determine  what  fingerprints 
should  ho   in   the    FBI    files. 

///.     Expungrment 

The  Government  argues  persuasively 
that  a  district  court  is  without  authority 
to  ni.'iK'o  :i  dcleriiiin:il  ion  of  prol):dile 
f  .iiiMo  wliore  a  statG  arrest  is  concerned, 
and  that  in  any  event  the  Court  should 
in  such  ca.^es  exerci.'^.e  its  discretion  and 
not  intervene,  leaving  Menard  to  pursue 
his  expungement  remedies  in  the  Cali- 
fornia stito  courts.  There  is  substantial 
authority  and  much  common  sense  sup- 
porting this  position. 

The  FBI  simply  records  in  its  files 
information  supplied  by  other  agencies, 
and  is  in  no  position  to  make  an  inde- 
pf^ndent  investigation  of  the  circum- 
stances of  an  individual's  arrest  by  state 
authorities  or  later  developments  in  his 
case.  Nor  is  a  Federal  District  Court 
in  a  position  to  litigate  the  merits  of 
arrests  made  by  state  authorities  far 
away  from  its  jurisdiction,  as  the 
problems  of  [iroof  in  this  case  denion- 
s(i;»((\  The  Buie;iu  uniformly  honors 
ref|U''sts  by  contributing  agencies  that 
a  record  bo  removed  from  the  FBI  files 
and  roturn(^d  to  the  agency.  Whatever 
the  issue  as  to  the  legality  of  an  arrest 
record,   an   action   for   its  expungement 

lioiiso,  stoi'i\  mill,  li.'irn,  Ntalilo,  uutlinuNO 
or  otlior  htiililiiiu'  •  •  •  with  intent 
to  ronimit  Rrnnd  or  petit  liircony  or 
nny    folony   in  Builty  of  biirRlnry. 
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c.iiuiol  l>o  mniiitaiiKMl  imiIi'.sh  jnlmiiiistni- 
(ivi-  n'riirdic:)  i\v  first,  cxh.'in.stc'd ;  and 
wJkto  thcsc!  effoilH  are  imHUCcL'SMful, 
jis  were  Menard's,  resort  .should  be  had 
ill  the  first  instance  to  the  Htatc  courts. 
This  iirocediiro  is  sJi'oiijrly  sujrinrcsted  if 
iiiil  coiniu'lltMl  hy  reel  lit  cases  which 
liold  thai  federal  <'oiirtH  should  refrain 
li'iiui  ii|l>  ilVi  iiii;  willi  /t  .'iIiiIi'm  iidniin 
i;iti;iliiiii   nf  il:i  own   criminal   laws,  and 

liliolllil      mIi.I.IIII      Ii'iHII     ili'l'llljllH      ImIIIM'II     lit 

local  concern  until  they  are  first  |»re- 
acnl.ed  to  the  ill  ale  <iiiiil:i.  ,V' c,  c.  //.. 
YouuKer  v.  Harris,  401  H.S.  .S7,  'lH-44,  ;tl 
S.CI.  'MC,  27  L.Kd.LM  <;c.;t  (I'.)7I);  l-'ay 
v.  Noia,  :i72  U.S.  3!t],  417-420.  8.'J  S.Ct. 
R22.  'J  L.Kd.2d  8;'.7  (I'.HiM);  Hueehold 
V.  Ortiz,  401  F.2d  .".71,  :{7:{  (9th  Cir. 
J 968);  GauKcr  v.  Peyton.  :579  F.2d  709. 
710  (4th  fir.  190,7').  The  fact  that  the 
Cuiirl  lia;:  m.'ide  the  f.'i<lit;il  dtliTiniti.a ■ 
tion  of  probable  cause  in  this  case  arises 
solely  from  the  specific  directions  priven 
on  the  remand  and  should  be  no  prece- 
dent for  the  future. 

• 

The  Tourt  of  Appeals  apjiarently  felt 
that  a  findinp  of  probable  cause  was 
relevant  to  a  determination  of  the  ques- 
tion whether  Menard's  arrest  record  is 
a  "i'rimin:d  rrcord"  of  the  typi'  which 
the  Rurenii  is  authorized  to  maintain 
under  28  U..S.C.  §  sr?-!.  Analysis  denion- 
.''trate.G,  however,  that  the  question  of 
probable  cause  has  little  to  do  with  the 
merits  of  the  underlying  controversy. 
An  arrest  whetlier  made  with  or  with- 
out probable  cau.'5o  is  to  be  sure  a  fact, 
but .one  that  proves  nothing  so  far  as 
the  actual  conduct  of  the  person  arrest- 
ed is  concerned.  An  arrest  without 
probabli'  '■■■iiisi' may  still  lead  to  con\'ic- 
tion  and  one  with  probable  cause  may 
still  result  in  acquittal.  Under  our  sys- 
tem of  criminal  justice,  only  .a  conviction 
carries  le^al  significance  as  to  a  per- 
.son's  involvement  in  criminal  behavior. 
As  ttic  .Sinircmc'  Court  statc<l  in  Scliwan- 
v.  Board  of  Bar  Examiners,  353  U..S. 
232,  241,  77  S.Ct.  752.  757,  1  L.Ed.2d 
790  (1957): 

The  m(!re  fact  that  a  man  has  been 
arrested  has  very  little,  if  any,  proba-» 
tive  value  in  showing  that  he  has  en- 


k«k:«iI  ill  miy  iiiiMrondiict.  An  arroHt 
shows  nothing  more  than  that  .some- 
one probably  suaiiected  llu;  peiiion  ap- 
prehended of  an  offense.  When  forma! 
charges  are  not  filed  against  the  ar- 
rested i)eraon  and  he  is  relea.sed  with- 
out trial,  whatever  probative  force 
th(!  ane.st  may  have  liad  is  normally 
di'isipatcd,      f  Footnote  omitted.] 

Other  cases  liave  held  that  arrests  with- 
iiiil  I'onvirl  iiiiiM  iiiiiy  not  Irxiitly  l><-  niuwl 
as  the  basis  for  adverse  action  ugalnat 
nn  individual.  In  (ircKniW  V.  I.itton' 
Sy.stems.  Inc.,  31(>  F.Supi).  401  (CD. 
( ;.il.r.»'/0),  I  In-  practice  of  an  cmphiyer 
in  denying  employment  to  persons  with 
arrest  records  was  found  to  violate  Title 
VII  of  the  Civil  Rights  Act  of  1964.  The 
court  made  factual  findings  that  such  a 
pi-.actice  disqualified  a  higher  propor- 
lion  itf  liI.icK:;  I  ban  whiles,  and  th.at  "in- 
formation concerning  a  prosiiccfive  em- 
ployee's record  of  arrests  without  con- 
victions, is  irrelevant  to  his  suitability 
or  qualification  for  employment."  31G 
F.Supp.  401,  403.  See  also  United  States 
V.  Kalish.  271  F.Supp.  968.  970  (D. 
Puerto  Rico  1967). 

Relying  on  these  general  principles, 
Mi-nard  argues  that  in  the  absence  of 
a  conviction,  the  maintenance  and  u.se  of 
his  arrest  record  for  any  purpose  what- 
.soever  violates  several  constitutional 
guarantees — the  presumption  of  inno- 
cence, due  pj"Qcess,  the  right  to  privacy, 
and  the  freedom  from  unreasonable 
.search  under  the  Foui'th  Amendment. 
THei-e  are  few  precedents  which  deal  di- 
rectly with  these  issues.  Those  that  do 
exist  usually  involve  aju^cial  circum- 
sl.'inccs  such  as  dr.-ignet  in'rrsts  or  ar- 
rests under  patently  unconstitutional 
statutes.  See,  e.  g.,  Wheeler  v.  Good- 
man, 306  F.Supp.  58  (W.D.N.C.1969); 
Hughes  V,  Rizzo,  282  F.Supp.  881  (E.D. 
Pa. 1968),  Others  have  granted  relief 
on  motion  ancillary  to  a  pending  criminal 
proceeding,  calling  upon  general  equity 
principles  or  local  rules  rather  than  con- 
stitutional considerations.  See,  e.  g., 
Jslorrow  V.  I^slrict  of  Columbia,  135  U.S.- 
App.D.C.  160,  417  F.2d  728  (1969); 
United  States  v.  Kalish,  271  F.Supp.  968  , 
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_  Puerto  Rico  1067) ;   Irani  v.  Distr 
/Columbia,    272   A.2d   849    (D.C.A 

rn.  27. 1971). 

faih  of  Menard's  constitutional  argu- 
-^g  ni.ikes  certain  asaumiitiona  about 
"  u^(,3  to  wliich  his  arrent  record  will 
put.  As  the  Court  of  Appeal.s  noted, 
,,  j9  a  fact  subject  to  ready  judicial  no- 
.•  ,  that  di.ssemination  of  an  arrest  rec- 
'  J  j„;iy  ])lace  .substantial  obstacles   in 

J.  ^vay  of  a  person's  opportunity  for 
.  miloyment  or   advancement,   and   may 

].,,  affect  aspects  of  law  enforcement 
"■d  judicial  action.  No  court  has  yet 
/iainiiied  the  legality  of  FBI  practices 
ftith  resjioct  to  the  dissemination  of  ar- 
,,.st  records.  It  is  appropriate,  there- 
'orc,  to  deal  fully  with  those  i.ssues  be- 
fore reaching  any  expungement  claims. 
The  Coui-t  is  required  to  determine  under 
tth.nt  circumstances,  if  any,  arrest  rec- 
ords not  reflecting  a  later  conviction 
ff.iy  be  disseminated  by  the  Bureau 
fither  within  or  outside  the  Federal 
«kivcrnmont. 

;r.    Disaeminntinn    of    Arrest    Records 

Tliroughout  the  years  Courts  have 
vpupht  to  preserve  a  citizen's  right  to 
privacy  against  changes  in  our  culture 
nnii  developing  modes  of  governmental 
rcjii'ation.  As  early  as  1886  the  Su- 
j.nmc  Court  stated  in  Boyd  v.  United 
.«tntc!(.  IIG  U.S.  616,  630.  6  S.Ct.  524, 
:^r:.  20  L.Ed.  746  (1886),  that  privacy 
i«  inherent  in  our  constitutional  form 
of  ffovernment.  Referring  to  earlier 
British  precedent  the  Court  noted  that 
rrivacy  was  a  sacred  right,  stating: 

The  principles  laid  down  in  this  opin- 
ion affect  the  very  essence  of  consti- 
liitioiial   liberty   and    security.     They 


reach  further  than  the  concrete  form 
•  of  the  case  then  before  the  court,  with 
its  adventitious  circumstances ;  they 
apply  to  all  invasions  on  the  part  Of 
the  government  and  its  employes  of 
the  sanctity  of  a  man'.s  home  and  the  ^• 
l)rivacios  of  life.  It  is  not  the  break- 
ing of  his  doors,  and  the  rummaging 
of  his  drawers,  that  constitutes  the 
essence  of  the  offense;  but  it  is  the 
invasion  of  his  indefeasible  right  of 
personal  .security,  personal  liberty  and 
private  property,  where  that  right  has 
never  been  forfeited  by  hi.s  conviction 
of  some  public  offence, — it  is  the  in- 
vasion of  (his  sacred  right  which  un- 
derlies and  constitutes  the  essence  of 
Lord  Camden's  judgment.    *    *    * 

A  moment's  thought  demonstrates  the 
wisdom  of  this  precept,  as  of  course 
many  subsequent  decisions  and  com- 
mentators have  noted.-'  While  conduct 
against  the  state  may  properly  subject 
an  individual  to  limitations  upon  his 
future  freedom  within  tolerant  limits, 
accusations  not  proven,  charges  made 
without  adequate  supporting  evidence 
when  tested  by  the  judicial  process, 
ancient  or  juvenile  transgressions  long 
since  expiated  by  responsible  conduct, 
should  not  be  indiscriminately  broadcast 
under  governmental  auspices.  The  in- 
creasing complexity  ,of  our  society  and 
technological  advances  which  facilitate 
massive  accumulation  and  ready  regurgi- 
tation of  far-flung  data  have  presented 
more  jiroblems  in  this  area,  certainly 
problems  not  contemplated  by  the 
framers  of  the  Constitution.*  These  de- 
velopments emphasize  a  pressing  need  to 
preserve  and  to  redefine  aspects  of  the 
right  of  privacy  to  insure  the  basic  free- 
doms guaranteed  by  this  democracy. 


y  .«iv  f^iivcinlh/  A.  .Afiller,  The  Assault 
«in  Privnry  (1071),  nml  liis  voluminous 
imlcs  lind  rit.'itioDH. 

*•  !>!•<•  F'ri'sidiMit's  Commission  on  Lnw  En- 
f'n'omi-nt  nti'l  tlio  Ailministrntion  of  .7us- 
'iif.  Tiisk  I'orrc  Krimrt :  Scirnrn  .nml 
TMinnlnt;)-.  rit  74-77  (1007).  Penling 
•pfiificiiUy  with  nrrcst  rccorils,  the  Com- 
"  I'^-'ion  notoil  three  Rorious  iirohlems  *in 
'li'lr  use; 


Tlie  ri-conl  inny  contain  inTOmplctc  or 
incorrect  information. 

Tli(>  informntion  mny  f.^11  into  the 
wronc  hnnds  nn<l  be  uscil  to  intimidnte 
or  oinbnrrnss. 

The  informntion  may  be  retained  long 
.•iftrr  it  hns  lost  its  u.sefulnoss  nn<l 
serves  only  to  harass  ex-offcn<le|H,*or 
its  mere  existence  may  diminish  nn 
offender's  belief  in  the  possibility  of 
redemption. 
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/\  heavy  burden  is  placed  on  all 
branches  of  Government  to  maintain  a 
proper  equilibrium  between  the  acquisi- 
tion of  information  and  the  necessity  to 
safejruiud  luivacy.  Systematic  recorda- 
tion and  dissemination  of  information 
about  individual  citizona  is  a  form  of  sur- 
veillance and  control  which  may  easily 
inhibit  freedom  tq  speak,  to  work,  and 
to  move  about  in  this  land.  If  informa- 
tion available  to  Government  is  misused 
to  publicize  past  incidents  in  the  lives 
of  its  citizens  the  pressures  for  con- 
formity will  be  irresistible.  Initiative 
and  individuality  can  be  suffocated  and 
a  resulting  dullness  of  mind  and  conduct 
will  become  the  norm.  We  are  far  from 
having  reached  this  condition  today,  but 
surely  hi.story  teaches  that  inrdads  arc 
most  likely  to  occur  during  unsettled 
tinges  like  the.se  where  fear  or  the  pas- 
sions of  the  moment  can  lead  to  excess- 
es. The  present  controversy,  limited  as 
it  i.s,  must  be  viewed  in  this  broadest 
context.  In  short,  the  overwhelming 
power  of  the  Federal  Government  to  ex- 
pose must  be  held  in  proper  check. 

[2,  3]  Menard,  formerly  a  respon- 
sible officer  in  the  Marine  Corps,  will 
in  all  likelihood  not  be  hui't  by  his  ar- 
rest record  as  it  now  stands,  but  as  a 
citizen  he  has  the  ripht  to  question  thd 
largely  uninhibited  distribution  of  in- 
formation about  thJT episode  in  his  past. 
Where  the  Government  engapcs  in  con- 
duct, such  as  the  wide  dissemination  of 
arrest  records,  that  clearly  invades  in- 
dividual privacy  by  revealing  episodes 
in  a  person's  life  of  doubtful  and  certain- 
ly not  determined  import,  its  action  can- 
not be  permitted  unless  a  compelling 
public  nece.ssity  has  been  clearly  shown. 
Neither  the  courts  nor  the  Executive, 
ab.sont  very  special  considerations,  should 
determine  the  question  of  public  ne- 
cessity fib  initio.  The  matter  is  for  the 
Congress  to  resolve  in  the  first  instance 
and  only  congressional  action  taken  on 
Ihe  basis  of  explicit  legislative  findings 

5.  Tlic  Ipcial.itivo  liistor.v  is  rxrocilingly 
spare.  The  (liscu.ssion  whirli  did  tiikc 
l))acc  in  Consrcs.s  only  emphasizes  the 
limitation  of  tlie   Identification   Division 


demonstrating  public  necessity  will  suf- 
fice. 

[4]  This  brings  under  pointed  analy- 
sis the  import  of  the  legislation  under 
which  the  Attorney  General  has  delegated 
fingerprint  identifi(;ation  functions  to 
the  bureau.  A  The  statute  previously 
quoted,  28  U.S.C.  §  534,  m„U3.t^be^narrow-_ 
ly  interpreted  to  avoid  the  serious  con- 
stTEutTonal  Tssues  raised  by  Menard  and 
noted  by  the^  Court  of  Appeals.  Viewed 
in  this  light,  it  is  abundantly  clear  that 
Congress  never  intended  to  or  in  fact 
did  authorize  di.s.semination  of  arrest 
records  to  any  state  or  local  agency  for 
purposes  of  employment  or  licensing 
checks. 

The  statute  read  as  a  whole  is  obvious- 
ly designed  only  to  facilitate  coordinated 
law  enforcement  activities  between  the 
federal  and  local  government,  that  is,  to 
assist  arresting  agencies,  courts  and  cor- 
rectional institutions  in  the  apprehen- 
sion, conviction  and  pi'opcr  disposition 
of  criminal  offenders.  Neither  the  .stat- 
ute nor  the  debates "  so  much  as  men- 
tion emjiloyment,  and  it  is  beyond  rea- 
son to  assume  that  Congi'ess  intended 
that  this  confidential  quasi-investigative 
data  should  be  handed  to  anyone  who 
under  authority  of  local  ordinance  or 
statute  was  authorized  to  take  a  finger- 
print'from  an  applicant  for  a  position 
in  ]>ublic  or  private  employment.  At 
the  time  the  statute  was  pass'-d  and 
since,  there  is  no  rational  or  uniform 
system  among  the  .states  and  local  govern- 
ments for  obtaining  fingerprints  from 
applicants,  and  the  compelling  necessity 
of  federal  action  to  Isupply  criminal  in- 
formation cannot  be  established  by  the 
whim  or  intolerance:  of  any  local  board 
of  selectmen. 

The  principal  faults  in  the  present 
system  may  be  briefly  indicated: 

(1)  State  and  local  agencies  receive 
criminal  record  data  for  employment 
purposes  whenever  authorized   by   local 

to  criininnl  low  criforoomcnt  purposes. 
72  Cone.Rec.  1989  (|71st  Cong.,  2d  Scss.. 
Jan.  20,  1930). 


34-78 
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enactment.  These  enactments  dilfer 
^(ote-by-state  and  even  locality-by-local- 
,tv  within  a  particnlar  state.  See  Ap- 
p^iuliN  A.  Thus  there  is  no  pattern  that 
finds  .ui-^tifi'"!>tioii  either  in  tei-ins  of 
ovei'iill  l'"^^^'  enforcement  objectives  or  by 
catofroO'  of  employment. 

,'2>  The  Bureau  cannot  prevent  im- 
proper dissemination  and  use  of  the  ma- 
(prial  it  supplies  to  hundreds  of  local 
ircncics.  Thero  are  no  criminal  or  civil 
'  apnctions.  Control  of  the  data  will  be 
■v.adc  more  difficult  and  c/pportunities 
fur  imjiroper  use  will  increase  with  the 
(lewlopment  of  centralized  state  infor- 
mation centers  to  be  linked  by  computer 
toihe  niireau. 

(:f)  The  arrest  record  mater'ial  is  in- 
romi'lcte  and  heii(i>  often  inaccurate,  yet 
n,)  jirofodure  exists  to  enai)le  iridividuals 
to  obtain,  to  correct  or  to  supplant  the 
criminal  record  information  used  agrainst 
them,  nor  indeed  is  thei-e  any  assurance 
;hi\t  the  individual  even  knows  his  (>m- 
;.loyment  application  is  affected  by  an 
KHl  finecrprint  check. 

■  1^  The  demands  made  of  the  Division 
for  employment  data  have  so  increased 
;hal  the  Bureau  now  lacks  adequate  fa- 
cilities to  service  new  applicants  who  fall 
■.^I'hin  its  own  vac:ue  standards  of  eli- 
.■i''ility. 

j."i|     In    short,    with    the    increasing 

.■•.\;iilability   of   finperpiints,    technolog;i- 

..1  fiovtloiiments.  and  the  enormous  in- 

nasu  in  impulation.  the  .system  is  out,  of 

.•■Vrtjve    control.      The    Bureau    needs 

I'k'i^lative  ;Tuidance  and  there  must  be 

■  I  •;,iM'onal  policy  developed  in  this  area 

■*'.i'h  will   have   built   into   it   adequate 

"(tions  and  administrative  safeguards." 

'.  s  'lot  the  function  of  the  courts  to 

"i'-.i<  thc^e   judtrmf^nts,    but   the   courts 

2"'in  rail  a  halt  until  the  legislature  acts. 

1'mU  the  Court  finds  that  the  Bureau  is 

^  'Hotit  authority  to  disseminate  arrest 

■••  ^njs  outside  the  Federal  Government 

<  '."  (employment,    licensing    or    related 

\n   i\ti'nilpil    rlispu'Jsi'in    nf    tlio    jtrohloin 

" '  ^■'"\<i  i(>;isonaM('  rpfnTiimpii<lntion.s  for 

S'^'iilidii   '^•n^f>  ni;)>l"   in   tlio  Task  I'orrr 

•  ■  ■""!  oil  S<'I(>ni'f>   iiTnl  T('olinol(i);y..  I'rrs- 
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purposes  whether  or  not  the  record  re- 
flects a  later  conviction. 

r^,  71  When  the  statute  is  thus  con- 
.stnifid  there  is  no  difficulty  in  uphold- 
ijfig'jit  for  the  limited  purpo.se  that  was 
intended,  fhere  is-  a  -cmnpelling''  neces- 
sity to  furnish  arrest  data  to  other  law 
enforcing  agencies  for  strictly  law  en- 
forcement purposes.  Arrest  records  are 
available  "in~lincoVering  criminal  con- 
duct, they  play  a  significant  role  in  the 
pro.sccutor's  exercise  of  discretion,  they 
greatly  aid  in  setting  bond,,  determining 
sentences  an  facilitating  the  work  of 
penal  and  other  institutions  of  correc- 
tion. When  arrest  records  are  used  for 
such  purposes,  they  are  subject  to  due 
process  limitations  within  the  criminal 
])roress,  ;ind  misuse  may  be  checked  by 
judicial  action.  The  same  safeguards 
are  not  present  when  an  arrest  record 
is  used  for  employment  purposes,  often 
v/ithout  the  knowledge  of  the  person  in- 
volved. Menard's  arrest  record  will  not 
be  exiiunged  where  its  dissemination  out- 
side the  Federal  Government  is  limited 
to  law  enforcement  purposes. 

This  leaves  open  for  consideration  the 
Federal  Government's  use  of  these  rec- 
ords for  purposes  of  governmental  em- 
ployment only.  Executive  Order  10450, 
sufirV;  limited  as  it  has  been  by  previous 
Court  decisions,  must  be  recognized  as 
a  projier  exerciee  of  the  President's  re- 
sponsibilities in  the  name  of  national 
security.  There  are  many  Civil  Service 
and  other  built-in  safeguards  which  pro- 
tect misuse  of  this  information.  It  can- 
not be  passed  on  to  private  employers, 
including  Government  contractors.  The 
Government's  di.screet  use  of  this  infor- 
mation already  in  its  possession  for  its 
own  limited  employment  purposes  in  aid 
of  national  .security  cannot  be  said  to 
infringe  any  constitutional  right  asserted 
by  Menard.  While  the  point  is  of  no 
consequence  in  his  particular  ca.se,  the 
Court  ventures  to  suggest  that  the  Ex- 
ecutive Order  should  be  re-examined  in 

iilont's  Commission  on   Lnw  Enforcement 
iiml  Aihninistrntion  of  Justice,  pjj.  74-77 
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the  light  of  preBont  conditions  and  can  in 
several  respects  be  made  more  consonant 
with  fair  play,  particularly  if  all  appli- 
cant'A  for  federal  .service  receive  a  por- 
Miinal  copy  of  their  n-cord  in  liino  1o  coi-- 
rect  or  explain  any  data  therein  con- 
tained. 

Menard'.s  prayer  for  expungement  is 
denied.  His  arrest  record  may  not  be  re- 
vealed to  pro.spectjve  emp'oyer.s  except 
in  the  case  of  any  agency  of  the  Federal 
Government  if  ho  seeks  employment  with 
such  agency.  His  arrest  record  may  be 
disseminated  to  law  enforcement  agencies 
for  law  enforcement  purposes.  An  ap- 
projtriatc  order  to  this  effect  is  attached. 

The  foregoing  shall  constitute  the 
Court's  finding.s  of  fact  and  conclusions 
of  law.  , 

APPENDIX  A 

SAMPLE  OF  PERSONS  REQUIRED 
TO  BE  FINGERPRINTED  BY 
RTATH  OK  T-OCAL  STATUTE, 
ORDINANCE  OR  RULE 

Glrndale,  Arizona: 

Taxicab  drivers  and  operators;  tran- 
sient, itinerant  or  traveling  merchants, 
peddlers,  private  detectives,  .solicitors  or 
canvassers,  massage  parlor  operators, 
and  employees. 

Denver,  Colorado: 
Any  applicant  for  a  driver's  lic^n.se. 
District  of  Columbia: 
Auctioners,  fortune  tellers,  hackers,  junk 
dcalen,  mediums,  parking  lot  attendants, 
pawnbrokers,  second  hand  dealers,  solici- 
tors, vendors;   operators  of  billiard  par- 
lors, bowling  alleys,   detective  agencies, 

•  massage     establishments,     pool     rooms, 

•  shooting  galleries ;    ABC  licensees. 

Toini  of  Mnvnlapnn,  Florida: 
Every  person  employed  in  any  club,  any 
place  handling  lirpior.  beer  or  wine  in  any 
form.  moU'l.s,  hotels,  apartment  hou.ses, 
health  spas,  hospitals,  and  all  newspaper 
carriers  over  the  age  of  sixteen  years, 
service  station  employees,  special  police 
officers,  nurses,  boat  captains  and  crew 
members,  town  employees,  estate  mainte- 


supplemeiJt 

nance  employees,  including  lawn  men, 
gardeners,  and  caretakers,  and  all  do- 
mestic servants  in  the  town. 

St.nfr  of  Idaho: 

All  real  eMlalc  Halcmncii  and  broki-rs. 

State  of  Maryland : 

Pari-mutiicl  employees  and  .stable  em- 
ployees, including  but  not  limited  to  fore- 
men, exercise  boys  and  grooms. 

Springfield,  Missouri: 
Female  entertainers  performing  in  estab- 
lishments serving  intoxicating  beverages. 

State  of  Nevada: 

Every  applicant  for  n  license  to  practice 

medicine. 

Sfntr  of  North  Carolina: 

Applicants  for  admission  to  the  Bar. 

Provincetotvn,    Massachusetts: 

All  non-residents  seeking  employment. 
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NOTE:  The  Synopsis  prepared  by  the  Repoi'ter  is  printed  herewith, 
preceding  the  opinion,  as  a  convenience  for  readers,  and  is  not  part  of 
the  opinion. 


Notice:  This  opinion  is  subject  to  formal  revision  before  publication  in 
the  Federal  Reporter  or  U.S.App.D.C.  Reports.  Users  are  requested  to 
notify  the  Clerk  of  any  formal  errors  in  order  that  corrections  may  be 
made  before  the  bound  volumes  go  to  press. 


l^xxxUh  BtdUB  (Eiutrt  of  A\spmiB 

FOR  THE  DISTRICT  OF  COLUMBIA  CIRCUIT 


No.  71-1768 


Dale  B.  Menard,  appellant 

V. 

William  B.  Saxbe, 

Attorney  General  of  the  United  States  and 
Clarence  M.  Kelley 


Decided  April  23,  1974 

Suit  to  compel  Attorney  General  and  Federal  Bureau 
of  Investigation  Director  to  remove  from  FBI  criminal 
identification  files  plaintiff's  fingerprints  and  an  accom- 
panying notation  regarding  his  arrest  and  detention, 
without  further  prosecution,  by  California  police.  After 
remand,  139  U.S.App.D.C.  113.  430  F.2d  486,  the  United 
States  District  Court  for  the  District  of  Columbia,  328 
F.Supp.  718,  declined  to  order  expungement,  but  limited 
distribution  of  the  record.  The  plaintiff  appealed.  The 
Court  of  Appeals  held  that  the  plaintiff  alleged  a  cog- 
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nizable  legal  injury,  that  the  courts  have  power  to  ex- 
punge arrest  and  criminal  records,  that,  in  general,  ac- 
tions to  expunge  such  records  should  be  maintained 
against  the  local  law  enforcement  agencies  involved,  that 
plaintiff's  suit  against  the  FBI  was  proper  insofar  as  it 
attacked  alleged  abuses  unique  to  the  FBI  role  as  record 
keeper,  that  the  FBI  had  no  authority  to  retain  plaintiff's 
arrest  warrant  once  it  was  informed  by  the  Califoraia 
police  that  the  police  encounter  was  not  deemed  an  arrest 
but  only  a  detention,  that  the  FBI  is  statutorily  precluded 
from  maintaining  in  its  criminal  files  as  an  arrest  record 
an  encounter  with  the  police  that  has  been  established 
not  to  constitute  an  arrest  but  that  the  FBI  is  not  pro- 
hibited from  maintaining  neutral  identification  records. 

Remanded  with  instructions. 
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Notice:  This  opinion  is  subject  to  formal  revision  before  publication 
in  the  Federal  Reporter  or  U.S.  App.  D.C.  Reports.  Usei*s  are  requested 
to  notify  the  Clerk  of  any  formal  errors  in  order  that  corrections  may  be 
made  before  the  bound  volumes  go  to  press. 


luiti^xi  §^t<xUB  (ttnurt  ai  A}Jiu>alB 

FOR  THE  DISTRICT  OF  COLUMBIA  CIRCUIT 


No.  71-1768 


Dale  B.  Menard,  appellant 

V. 

William  B.  Saxbe, 

Attorney  General  of  the  United  States  and 

Clarence  M.  Kelley 


Appeal  from  the  United  States  District  Court 
for  the  District  of  Columbia 


Decided  April  23,  1974 

Ralph  J.  Temple,  with  whom  Hoivard  Adler,  Jr.,  Bruce 
P.  Saypol,  R.  Raymond  Tzvohig,  Noah  Menard,  Robert  A. 
W.  Boraks,  Thomas  C.  Arthur,  Warren  C.  Nighswander 
and  Keith  S.  Watson  were  on  the  brief,  for  appellant. 

James  F.  McMullin,  Assistant  United  States  Attorney 
with  whom  Harold  H.  Titv^,  Jr.,  United  States  Attorney, 
John  A.  Terry,  Assistant  United  States  Attorney  and 
Joseph  M.  Hannon,  Assistant  United  States  Attorney  at 
the  time  the  brief  was  filed,  were  on  the  brief,  for  ap- 
pellees. 
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Before:  Lrventhal  and  Rohb,  Circuit  JiuUfcs  and 
Gasch,*  United  States  District  Judge  of  the  United 
States   District  Court  for   the   District  of   Columbia. 

Opinion  for  the  Court  filed  by  Circuit  Jtidf/e  Leventhal. 

Leventhal,  Circuit  Judge :  A])i)ellant  Dale  B.  Menard 
broug'ht  this  action  jn-aying  that  the  files  of  the  l^'ederal 
Bureau  of  Investigation  by  purged  of  all  information 
relating  to  his  detention  by  the  Los  Angeles  police  on 
August  10,  19G5.  In  prior  proceedings  before  this  court, 
we  reversed  summary  judgment  in  favor  of  ap])ellees 
because  of  the  "necessity  for  a  clear  and  complete  factual 
record  as  a  basis  for  adjudication."  Menard  v.  Mitchell, 
139  U.S.App.D.C.  113,  430  F.2d  48G  (1970).  On  remand, 
the  District  Court,  after  a  full  trial,  declined  to  order  ex- 
pungement, but  limited  distribution  of  Menard's  record 
to  Federal  and  state  law  enforcement  agencies  and 
agencies  of  the  Federal  Government  for  the  purposes  of 
employment'  Menard  v.  Mitchell,  328  F.  Supp.  718 
(D.D.C.  1971).  We  hold  that  Menard  is  entitled  to  an 
order  directing  the  FBI  to  remove  his  record  from  its 
criminal  files,   and  therefore  remand. 

I.    The  Arrest 

At  the  time  of  his  arrest.  Dale  Menard  was  a  19-year- 
old  college  student  spending  the  summer  working  in  Los 
Angeles.  On  the  evening  of  August  9,  19G5,  he  visited 
with  friends  in  the  vicinity  of  Sunland   Park,   a  recrea- 


*  Sitting  by  dcsij^natioii  pursuant  to  28  TJ.S.C.  §  202(a). 

'However,  in  P.L.  92-18/1,  85  Stat.  CA2  §902,  pjis.sod  De- 
cember, 1971,  Congress  effectively  overruled  a  portion  of  the 
District  Court's  decree  by  expressly  authorizing  dissemination 
to:  "ofTicinls  of  federally  chartered  or  insured  bankin^i:  institu- 
tions to  i)romote  or  maintain  the  security  of  those  institutions, 
and,  if  autliorizcd  by  the  Attorney  General,  to  ofnciais  of  Slate 
and  local  ^governments  for  purposes  of  employment  and  li- 
censing .  .  .  ." 
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tional  area  in  Los  Angeles.  At  approximately  11:30  p.m., 
Menard  walked  to  the  park  to  wait  for  a  friend  who  had 
arranged  to  pick  Menard  up  and  drive  him  to  his  room 
in  a  Los  Angeles  suburb  (JA  165-69).  The  friend  failed 
to  arrive  at  the  agreed  time,  and  in  the  early  hours  of 
August  10th,  after  dozing  on  a  park  bench  and  then  walk- 
ing across  the  street  to  look  through  the  window  of  a 
rest  home  in  search  of  a  clock,  Menard  returned  to  the 
bench  to  wait  once  more.  See  Joint  Appendix  (JA)  169- 
71. 

At  approximately  3:00  a.m.,  Menard  was  approached 
by  two  Los  Angeles  police  officers  (JA  171-73),  who 
questioned  him  about  a  prowler  report  from  the  rest 
home.  They  also  confronted  him  with  a  wallet  they 
evidently  had  found  on  the  ground  near  the  park  bench. 
(JA  179,  308).  The  wallet  contained  $10  and  bore  the 
name  and  address  of  an  individual  who  lived  about  three 
miles  from  Sunland  Park.  (JA  175,  219-220).  Despite 
Menard's  insistence  that  he  knew  nothing  of  the  wallet, 
and  despite  the  subsequent  arrival  of  Menard's  friend, 
who  corroborated  his  account,  Menard  was  placed  under 
arrest,  booked  and  fingerprinted  at  the  stationhouse,  and 
held  in  police  custody  for  over  two  days.  No  criminal 
complaint  was  ever  filed;  no  evidence  was  found  indicat- 
ing that  the  wallet  had  been  stolen;  and  no  information 
was  adduced  that  tied  Menard  to  any  crime.  Neverthe- 
less, the  Los  Angeles  police  routinely  forwarded  to  the 
FBI  a  fingerprint  card,  containing  Menard's  fingerprints 
and  the  notation  that  he  had  been  arrested  for  burglary 
and  two  days  later  "Released — unable  to  connect  with  any 
felony  or  misdemeanor  at  this  time."  The  FBI  has  re- 
tained a  record  of  Menard's  arrest.^ 


^  Originally  the  record  read  as  follows: 
Date  Arrested  or  Received — 8-10-65 
Charge  or  Offense — 459  PC  Burglary 
Disposition   or   Sentence — 8-12-65 — Released — Unable  to 
connect  with  any  felony  or  misdemeanor  at  this  time. 
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A  few  months  later,  Menard's  mother  wrote  the  FBI 
to  inquire  whether  any  record  had  been  kept  of  the  en- 
counter; the  Bureau  referred  her  to  the  California  au- 
thorities. Cori'espondence  continued  for  over  a  year,  with 
the  FBI,  the  Los  Angeles  police,  and  the  California  De- 
partment of  Justice  each  taking  the  position  that  it  was 
powerless  to  effect  the  removal  of  the  record  from  the 
FBI's  files. 

However,  on  January  16,  1968,  after  the  complaint  in 
this  action  had  been  filed  earlier  in  the  month,  the  FBI 
had  a  special  agent  review  the  Los  Angeles  police  file.^ 
By  April  196^  the  FBI  record  was  changed,  "upon  deci- 
sion of  Federal  Bureau  of  Investigation  and  United 
States  Attorney's  Office."  *  The  entry  for  "Disposition  or 
sentence"  oi'iginally  read:  "Released — unable  to  connect 
with  any  felony  or  misdemeanor  at  this  time."  As 
changed,  the  FBI  record  shows  that  two  days  after  Menard 
was  arrested,  he  was  "Released — Unable  to  connect  with 
any  felony  or  misdemeanor — in  accordance  with  849b(l) 
— not  deemed  an  arrest  but  a  detention  only."    Although 


Occupation — Student 

Residence  of  Person   Fing-erprinted — Saticoy  &   Canoga 

Canoga  Park 

The  record  was  amended  so  that  the  entry  "Disposition  or 
Sentence"  now  reads: 

8-12-65 — Released — Unable  to  connect  with  any  felony  or 
misdemeanor — in  accordance  with  849b  (1) — not  deemed 
an  arrest  but  detention  only. 

^  "On  January  16,  1968,  the  arrest  record  of  Dale  Bruce 
Menard,  Los  Angeles  Police  Department  (LAPD)  Number 
760  111-M,  was  reviewed  by  a  Special  Agent  of  the  FBI." 
Defendants'  Answers  to  Plaintiff's  Second  Interrogatories, 
Item  6,  filed  November  30, 1970. 

*  Defendant's  Answer  filed  April  12,  1968,  to  Plaintiff's 
Interrogatory  #3,  served  March  26,  1968. 
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the  change  entry  does  not  say  so  specifically,  it  presum- 
ably referred  to  California  Penal  Code  §  849(b)  (1).^ 

Unable  to  obtain  relief  expunging  his  arrest  record 
through  the  administrative  processes,  Menard  turned  to 
the  courts. 

II.  Operations  of  the  Identification 
Division  of  the  FBI 

The  record  developed  in  the  trial  court  subsequent  to 
our  order  of  remand  presents  information  concerning  the 
Identification  Division  of  the  FBI,  which  has  maintained 
fingerprint  and  arrest  records  since  1924.  The  Attorney 
General  is  authorized  to  maintain  identification  files  by 
28  U.S.C.   §534,  which  provides: 

§  534.     Acquisition,   preservation,    and   exchange   of 
identification  records;  appointment  of  officials 

(a)  The  Attorney  General  shall — 

(1)  acquire,  collect,  classify,  and  preserve  identifica- 
tion, criminal  identification,  crime  and  other 
records;  and 

(2)  exchange  these  records  with,  and  for  the  official 
use  of,  authorized  officials  of  the  Federal  Gov- 
ernment, the  States,  cities,  and  penal  and  other 
institutions. 

(b)  The  exchange  of  records  authorized  by  subsec- 
tion (a)  (2)  of  this  section  is  subject  to  cancel- 


» Calif.  Penal  Code  §  849(b)(1)    (West  Supp.  1970)    pro- 
vides: 

Any  peace  officer  may  release  from  custody,  instead  of 
taking  such  person  before  a  magistrate,  any  person  ar- 
rested without  a  warrant  whenever: 
(1)   He  is  satisfied  that  there  is  no  ground  for  making  a 
criminal  complaint  against  the  person  arrested.   Any 
record  of  such  arrest  shall  include  a  record  of  the 
release  hereunder  and  thereafter  shall  not  be  deemed 
an  arrest  but  a  detention  only. 
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lation  if  dissemination  is  made  outside  the  re- 
ceiving departments  or  related  agencies. 

(c)    The  Attorney  General  may  appoint  officials  to 
perform  the  functions  authorized  by  this  section. 

The  practice  of  the  P'BI  in  implementing  the  statute 
reflects  a  series  of  positions  taken  by  the  Attorney  Gen- 
eral over  the  years.  These  have  been  codified  in  28  C.F.R. 
§  0.85(b),  which  provides  that  the  Director  of  the  FBI 
shall : 

Conduct  the  acquisition,  collection,  exchange,  clas- 
sification, and  preservation  of  identification  records, 
including  personal  fingerprints  voluntarily  submitted, 
on  a  mutually  beneficial  basis,  from  law  enforcement 
and  other  governmental  agencies,  insurance  com- 
panies, railroad  police,  national  banks,  member  banks 
of  the  Federal  Reserve  System,  FDIC-Reserve-In- 
sured  Banks,  and  banking  institutions  insured  by  the 
Federal  Savings  and  Loan  Insurance  Corporation; 
provide  expert  testimony  in  Federal  or  local  courts 
as  to  fingerprint  examinations;  and  provide  identi- 
fication assistance  in  missing  persons  type  cases,  in- 
cluding those  from  insurance  companies. 

The  Chief  of  the  Technical  Section  of  the  FBI's  Iden- 
tification Division  described  the  Division  as  a  "central 
depository  for  fingerprints  submitted  to  us  on  a  volunteer 
basis."  (JA  482).  These  records  are  maintained  in  sep- 
arate criminal  files  and  "applicant"  files.  The  FBI's 
criminal  files  consist  of  those  prints  submitted  in  connec- 
tion with  an  arrest  or  conviction.  The  FBI's  applicant 
files  consist  of  prints  submitted  in  conjunction  with 
induction  into  the  armed  services,  applications  for  govern- 
ment employment,  or  other  activity  pursuant  to  which 
local  authorities  deem  it  appropriate  to  require  finger- 
printing to  determine  whether  the  applicant  has  a  crim- 
inal record.  The  records  are  not  sorted  or  cross-refer- 
enced in  any  way,  nor  is  there  special  treatment  of  rec- 
ords of  juveniles.     (JA  88-9). 


290 


The  Bureau  also  maintains  a  file  containing  only  the 
name  of  the  individual  and  his  prints.®  Primary  con- 
tributors to  this  file,  which  is  used  for  identification 
purposes  only,  are  tourists,  who  submit  their  prints  as 
they  tour  FBI  facilities.  (JA  656-57).  This  information 
may  be  made  available  to  private  groups,  such  as  in- 
surance companies,  for  the  sole  purpose  of  establishing 
identity,  often  in  the  case  of  missing  or  deceased  individ- 
uals.   (JA  629-630). 

Two  hundred  million  fingerprint  cards  are  curi'ently  on 
file  with  the  FBI,  of  which  19  million  relate  to  criminal 
activity.  (JA  511).  Fingerprints  are  submitted  to  the 
Bureau  by  Federal,  state  and  local  agencies,  on  standard 
cards  issued  by  the  FBI  (JA  10,  12,  201).  The  Bureau 
checks  its  records  when  it  receives  a  fingerprint  card  and 
reports  back  to  the  contributing  agency  any  prior  arrests 
or  convictions  contained  in  its  files. 

The  FBI  disseminates  records  to  contributing  agencies 
throughout  the  country.  For  each  "applicant"  fingerprint 
card  submitted  to  it  by  an  "authorized  agency"  ^  the  Iden- 
tification Division  runs  an  automatic  identification  check 
(JA  46-7).  If  there  is  no  prior  arrest  or  conviction  rec- 
ord, the  FBI  returns  the  fingerprint  card  with  the  nota- 
tion, "No  arrest  record  F.B.I."  (JA  471).  If  "criminal" 
fingerprint  cards  have  previously  been  submitted,  the  con- 
tributing agency  receives  a  copy  of  the  records  of  the 
individual's  prior  arrests.  (JA  46-7,  54-5,  74,  95-6). 
Where  "criminal"  cards  are  submitted,  the  Bureau  notes 


^  The  record  does  not  tell  us  what  name  is  g'iven  to  these 
files,  and  we  shall  for  convenience  refer  to  them  as  general 
identification  files. 

'  "Authorized  ag-encies"  include  all  agencies  of  the  federal 
g-overnmeJit,  all  state  and  local  law  enforcement  agencies,  and 
all  state  and  local  agencies  authorized  by  statute  or  regula- 
tion to  submit  fingerprints  to  the  FBI.    JA  489,  631.  641-42. 
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the  infoi'mation  and  sends  the  law  enforcement  agency 
such  information  as  the  FBI  has. 

The  Division  also  receives  hundreds  of  "name  check" 
requests  from  "legitimate  sources,"  including  congress- 
men and  contributing  agencies,  asking  for  criminal  rec- 
ords with  only  the  subject's  name  given  as  identification. 
Whenever  possible,  the  Division  honors  these  requests. 
The  number  of  such  "naine  checks"  was  estimated  to  be 
"in  the  hundreds"  per  day  (JA  464). 

During  Fiscal  1970,  the  Identification  Division  proc- 
essed 29,000  fingerprint  cards  daily,  of  which  13,000 
were  arrest  submissions  and  another  16,000  non-criminal 
submissions  from  the  approximately  8,000  contributing 
agencies  (JA  457-58;  11,  466).  "The  workload  in  the  Di- 
vision has  reached  the  point,"  testified  Beverly  E.  Ponder, 
Chief  of  the  Technical  Section,  in  the  spring  of  1972, 
that  "we  cannot  handle  any  more  work."  (JA  645)  How- 
ever, some  relief  was  expected  when  the  Bureau  occupies 
new  quarters  (JA  646). 

Fingerprint  arrest  records  are  removed  by  the  FBI 
from  the  files  of  the  Identification  Division  when  the  con- 
tributing agency  so  requests.  No  inquiry  is  made  as  to 
the  reasons  supporting  the  request  of  the  local  agency  for 
the  return  of  the  record.  (JA  649).  During  fiscal  1970 
over  6,000  records  were  returned  in  this  manner,  and 
that  "is  a  growing  statistic"  (JA  650).  The  FBI  retains 
its  arrest  records  even  where  the  record  indicates  that 
the  arrestee  was  released  without  being  charged,^  since 
it  is  the  FBI's  firm  policy  that  "The  FBI  does  not  have 
the  authority  to  decide  which  fingerprints  submitted  by 
law  enforcement  agencies  should  be  returned.  Such  a 
decision  rests  solely  with  the  original  contributor  of  finger- 


\ 


•See  JA  21. 


292 


prints."  *  If  the  FBI  makes  the  arrest,  it  will  remove  the 
arrest  cards  from  its  files  "on  a  court  order  only"  (JA 
22). 

With  the  apparent  exception  of  the  Bureau's  action  in 
altering  plaintiff's  record  in  the  instant  case/°  the  FBI 
has  never  returned  a  fingerprint  record  on  its  own  mo- 
tion. Moreover,  the  Bureau  will  not  amend,  alter,  or 
even  reveal  a  record  at  the  instance  of  a  private  individ- 
ual, (JA  22-28),  taking  the  position  not  only  that  the  de- 
cision to  expunge  must  be  made  at  the  local  level,  but 
also  that  disclosure  to  an  individual  of  the  contents  of 
his  record  will  not  be  permitted,  "inasmuch  as  data  con- 
tained in  our  files  is  confidential  and  cannot  be  furnished 
to  private  individuals."  ^' 

If  a  person  inquires  whether  the  FBI  has  fingerprints 
on  file,  no  search  is  made  except  in  what  is  considered  a 
"justified  cause" — the  case  of  a  missing  person,  or  a  prob- 
lem of  someone  trying  to  settle  an  estate  (JA  23).  Other 
persons — e.g.,  those  concerned  about  job  prospects  or  pos- 
sible Government  employment — are  not  told  whether  a 
card  exists,  but  are  simply  referred  to  the  agency  which 
supplied  the  fingerprints.  (JA  26).  This  policy  is  ad- 
hered to  even  if  the  inquiry  is  made  by  someone  who 
does  not  remember  the  circumstances  of  his  being  finger- 
printed, or  even  whether  he  was  fingerprinted  (perhaps 
because  he  was  inebriated,  see  JA  28,  or  conceivably  a 
victim  of  amnesia).  Under  its  practices,  the  FBI  is  not 
concerned  about  an  inaccuracy,   beyond  suggesting  that 


^Plaintiff's   Exhibit    #2:    Letter   of  July   15,    1966,   from 
John  Edgar  Hoover  to  Mrs.  Anita  B.  Menard. 

^"  See  note  2,  supra,  and  accompanying  text. 

"  Plaintiff's  Exhibit  #12;  Letter  of  March  18,  1966,  from 
John  Edgar  Hoover  to  Mrs.  Anita  B.  Menard. 
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the  individual  contact  the  local  agency  (JA  27-30)." 
These  practices  of  the  FBI  have  evolved  over  time.  They 
are  not  reflected  in  any  memorandum  of  procedures  or 
regulation   (JA  33). 

III.   Propriety  of  Action  Against  the  FBI 

Menard  seeks  the  elimination  of  his  arrest  record  from 
the  FBI's  files  and  rests  his  claim  on  a  broad  base  of  legal 
doctrine.  It  is  claimed  that  retention  of  his  record  violates 
the  Fourth  and  Fifth  Amendments  of  the  Constitution, 
subjects  him  to  harsh  penalties  without  being  accorded 
due  process  of  law,  denies  him  the  equal  protection  of  the 
laws,  and  violates  his  rights  to  privacy. 

Appellant  is  naturally  concerned  that  the  incident  in 
which  he  was,  by  happenstance,  subject  to  police  deten- 
tion has  led  to  his  becoming  the  subject  of  a  criminal  file. 
The  first  legal  issue  that  arises  is  whether  he  has  merely 
suffered  personal  distress,  or  whether  there  is  legal  injury. 

Although  Menard  cannot  point  with  mathematical  cer- 
tainty to  the  exact  consequences  of  his  criminal  file,  we 
think  it  clear  that  he  has  alleged  a  "cognizable  legal  in- 
jury." Finley  v.  Hampton,  154  U.S.App.D.C.  50,  54, 
473  F.2d  180,  184  (1972).  See  also  Laird  v.  Tatum,  408 
U.S.   1    (1972).    In  Sullivan  v.   Murphy,  - —  U.S.App. 

D.C.    ,    478    F.2d    938,    cert,    denied,   414    U.S.    880 

(1973),  this  court  held  that  an  action  for  expungement 


'2  Mr.  Ponder  also  testified  ( JA  27) :  If  there  is  some  prob- 
lem involved  and  he  is  challenging  the  accuracy  of  the  record, 
then  wc  are  certainly  going  to  assist  in  getting-  this  inquiry 
answered  and  answered  promptly  and  properly."  In  the  in- 
stant case,  the  Bureau  did  not  assist  Mrs,  Menard  in  contact- 
ing the  California  authorities,  but  merely  suggested  that  she 
do  so.  With  the  California  authorities  insisting  that  they  were 
powerless  to  act,  the  result  was  a  bureaucratic  standoff. 
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of  arrest  records  is  justiciable.  On  a  careful  review  of  the 
jurisprudence  we  concluded,  see  478  F.2d  at  968:  "The 
principle  is  well  established  that  a  court  may  order  the 
expungement  of  records,  including  arrest  records,  when 
that  remedy  is  necessary  and  appropriate  in  order  to 
preserve  basic  legal  rights."  This  court,  like  other  courts,'' 
held  that  unlawful  maintenance  of  records  of  arrest  re- 
sults in  "injuries  and  dangers"  that  are  "plain  enough," 
478  F.2d  at  790,  and  that  "this  threat  is  not  dissipated, 
or  rendered  insubstantial  or  illusory,  by  the  fact  that  the 
ari'est  was  not  followed  by  a  prosecution."  478  F.2d  at 
962   (footnote  omitted). 


'^  For  illustrations  of  the  doctrine  that  courts  may,  in  ap- 
propriate circumstances,  order  the  expung-ement  of  criminal 

records  see,  e.g.,  Sullivan  v.  Murphy, U.S.App.D.C. , 

478  F.2d  938  (1973)  (mass  arrests  where  procedures  ren- 
dei-ed  judicial  determination  of  probable  cause  impossible); 
United  States  v.  McLeod,  385  F.2d  734  (5th  Cir.  1967)  (ex- 
pungement of  arrest  records  ordered  when  court  determined 
that  arrests  were  for  sole  purpose  of  harrassing  civil  rights 
workers);  Bilick  v.  Dudley,  356  F.  Supp.  945  (S.D.N.Y.  1973) 
(expungement  of  arrest  record  ordered  when  court  found 
that  arrests  were  without  probable  cause  and  had  overtones 
of  harrassment  of  group  because  of  political  beliefs);  Hughes 
V.  Rizzo,  282  F.  Supp.  881  (E.D.Pa.  1968)  (expungement  or- 
dered where  arrests  were  for  purpose  of  harrassing  "hip- 
pies"). Discussion  of  the  disabilities  flowing  from  a  record 
of  arrest  as  an  appropriate  ground  for  judicial  relief  appear 
not  only  in  the  Menard  case  previously  before  this  court,  as 
Menard  v.  Mitchell,  139  U.S.App.D.C.  at  117-18,  430  F.2d 
at  490-91;  but  also  in  Sullivan  v.  Murphy,  supra,  Morrow  v. 
District  of  Columbia,  135  U.S.App.D.C."  160,  417  F.2d  728 
(1969);  Kowall  v.  United  States,  53  F.R.D.  211,  215  (W.D. 
Mich.  1971);  Bilick  v.  Dudley,  356  F.  Supp.  945,  951  (S.D. 
N.Y.  1973);  Wilson  v.  Webster,  467  F.2d  1282,  1283-84  (9th 
Cir.  1972);  Davidson  v.  Dill,  503  P.2d  157,  159  (Colo.  1972); 
Eddy  V.  Moore,  5  Wash.  App.  334,  487  P.2d  211,  216  (1971). 

We  are  not  here  concerned  with  the  issue  of  "applicant" 
files,  which  present  separate  and  different  considerations. 
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The  judicial  remedy  of  expungement  is  inherent  and 
is  not  dependent  on  express  statutory  provision,  and  it 
exists  to  vindicate  substantial  rights  provided  by  statute 
as  well  as  by  organic  law,  United  States  v.  McLeod,  385 
F.2d  734  (5th  Cir.  1967).  Thus,  for  example,  both  this 
court  and  the  District  Court  for  the  District  of  Columbia 
have  ordered  the  expungement  of  records  of  police  action 
taken  in  flagrant  violation  of  the  Fourth  Amendment. 
In  Sullivan  v.  Murphy,  supra,  we  required  expungement 
of  records  of  mass  arrests  where  established  procedures 
broke  down  so  that  there  was  no  showing  of  probable 
cause.  And  in  Gomez  v.  Wilson,  323  F.  Supp.  87  (D.D.C. 
1971),  the  District  Court,  Chief  Judge  Curran,  required 
the  return  of  "any  and  all  such  Police  forms,  indexes, 
and  cross-indexes  connected  with  the  [plaintiff]  and  this 
case"  where  it  found  that  the  police  had  twice  stopped 
plaintiff,  questioned  him  as  to  his  activities,  and  filled  out 
a  vagrancy  observation  form  when  they  had  no  articulable 
suspicion  that  he  was  engaged  in  any  illegal  activity.** 

The  disabilities  flowing  from  a  record  of  arrest  have 
been  well  documented:  There  is  an  undoubted  ''social 
stigma"  involved  in  an  arrest  record.  ''  "[I]t  is  common 
knowledge  that  a  man  with  an  arrest  record  is  much 
moi'e  apt  to  be  subject  to  police  scrutiny — the  first  to  be 


^*  Although  plaintiff  appealed,  that  portion  of  the  District 
Court's  order  that  required  expungement  was  not  appealed  by 
the  Government  and  so  became  final.  See  Gomez  v.  Wilson, 
U.S.App.D.C.  ,  477  F.2d  411,  414   n.lO    (1973). 

'''  That  a  record  of  arrest  is  a  "record  involving  social 
stigma,"  see  United  States  v.  Dionisio,  410  U.S.  1,  10  (1973), 
quoting  from  Judge  Friendly's  opinion  in  United  States  v.  Doe 
(Schwartz),  457  F.2d  at  488   (2d  Cir.). 

See  also  Thompson  v.  Washington, F.2d .  in  which 

this  court  pointed  out  (slip  opin.  at  17):  "And  Wisconsin 
V.  Constantineau,  400  U.S.  433,  437  (1971),  establishes  that 
a  person's  interest  in  his  own  reputation  merits  procedural 
due  process  protection."    No.  71-2049   (December  10,  1973). 
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auestioned  and  the  last  to  be  eliminated  as  a  subject  in 
Iny  investigation."  "  Existence  of  a  record  may  burden 
a  decision  whether  to  testify  at  trial."  And  records  of 
arres  are  used  by  judges  in  making  decisions  as  to  sen- 
te"ctg  whether  to  grant  bail,  or  whether  to  release  pend- 
ing  appeal." 

The  arrest  record  is  used  outside  the  field  of  jmnnal 
iustice    Most  significant  is  its  use  in  connection  with  sub- 
:  ue";  inquirifs   on   applications   for  ^^''Z'Je^ 
licenses  to  engage  in  certain  fields  of  work.    An  arrest 
Zd  oftn  prfves  to  be  a  substantial  barner  U>  em- 
ployment."   It  appears,   inter  aha,   that  Menard  s  a  HI 

..  Davidson  v.  Dill,  503  P.2d  157,  159   (Colo.  1972). 

>•  Menard  v.  Mitchell,  430  F.2d  at  491. 

..See  eg  Russell  v.  United  States,  131  U.S.App.D.C.  44, 
A09  F2d  185  (1968)  (record  of  arrests  may  be  used  to  dc- 
teiTne  uiShir  appellant  may  be  released  Pendmyppea) 

y""1  iS'vs\?S)   (  n  mpfs1nfsent*en'ce,*^Wal'3ud.e 

was  not  convicted);  Jones  v.  United  .S*^*^^' "^s^g^i^P-Veg) 
ort-i   am  P9d  190  (1962),  cert,  denied.  372  U.b.  aia   u=oo; 

"past  conduct,  .  .  .  record  of  convictions,  and  any 

appearance  at  court  proceedings  ). 

"  See   e.g.,  Menard  v.  Mitchell,  430  F.2d  at  488,  n.l7: 
At  the  ^ery  least,  an  arrest  record  is  likely  to  lead  to 
^rtherln/estigation;  and  if  it  is  ^^f"";™  t*: 

job  before  the  investigation  'f '^o™?'^*^'/^?  ^P^ord 

effectively  denied  employment  because  of  his  record. 

eneciiveiy  Tommittee  to  Investigate  the 

See  also,  e.g..  Report  of  the  C°"™twe  ro      q       rtunities 

Effect  of  Police  Arrest  R^.'°f «  °"  ^'^i7r  The  Cteed  Door: 

^\f^ffr:f  :Snt  R^in  «yment  With  State 
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record  was  supplied,  subsequent  to  the  filing  of  the  com- 
plaint in  this  case,  to  the  Marine  Corps  and  the  National 
Agency  Check  Center.'"' 

The  jurisprudence  on  expungement  of  arrest  records 
has  developed,  thus  far  at  least,  in  actions  brought  against 
appropriate  officials  of  the  government  whose  officers  had 
responsibility  for  making  the  arrest,  initiating  the  arrest 
record,  maintaining  the  arrest  record,  and  determining 
the  consequences,  as  in  maintaining  prosecutions.  There 
arises  for  consideration  the  significance  of  the  circum- 
stance that  in  the  action  before  us  it  is  the  Los  Angeles 
police  who  made  the  arrest  for  a  violation  of  state  law, 
and  who  initiated  the  arrest  record,  while  the  defendants 
are  officials  of  a  federal  agency  whose  involvement  and 
responsibility  turn  on  the  receipt,  maintenance  and  dis- 
semination of  the  allegedly  invalid  arrest  record. 

Ultimate  disposition  of  an  action  against  a  records 
agency  based  on  maintenance  and  dissemination  of  un- 
lawful arrest  records  would  require  decisions  on  a  num- 
ber of  issues,  and  the  interlacing  of  multiple  stands  of 
law.  There  would  be  issues  such  as  whether  the  preserva- 
tion of  constitutional  rights  embraces,  as  a  corollary,  a 
strict  liability  like  that  which  pervades  the  related  field 
of  responsibility  of  publication  of  libels,"  a  responsibility 
based  on  the  extent  of  knowledge  in  hand  or  imputable, 
or  on  a  duty  to  make  inquiry. 


and  Local  Public  Agencies  (Georgetown  University  Criminal 
Law  Institute,   1972). 

2"  Defendants'  Answer,  filed  Nov.  30,  1970,  to  Item  3  of 
Plaintiff's  Second  Interrogatories. 

-'  See,  e.g.,  Prosser,  Torts,  §  113,  p.  766  if.  The  author  re- 
fers, inter  alia,  to  rulings  "that  there  may  be  an  affirmative 
duty  to  remove  a  publication  made  by  another,  where  for  ex- 
ample the  defendant's  bulletin  board  is  used  for  the  purpose." 
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We  think  sound  principles  of  justice  and  judicial  ad- 
ministration dictate  that  in  general  actions  to  vindicate 
constitutional  rights,  by  expungement  of  arrest  records 
maintained  notwithstanding  release  of  the  person  and  ab- 
sence of  probable  cause  for  arrest,  be  maintained  against 
the  local  law  enforcement  agencies  involved."  The  pri- 
mary duty  of  executive  inquiry  into  the  facts  of  distant 
arrests  is  a  burden  assigned  more  appropriately  to  the 
local  agency  whose  officials  made  the  arrest  than  to  the 
FBI.  Further,  an  official  finding  that  an  arrest  is  tainted 
by  illegality  stigmatizes  the  local  enforcement  agency  to 
some  extent — apart  from  the  possibility  of  damage  ac- 
tions— and  should  be  avoided  where  an  alternate  course 
is  available.  If  the  local  law  enforcement  agency  is  a 
party  to  the  action,  it  will  have  opportunity,  in  instances 
where  it  considers  the  claim  improper,  to  present  effec- 
tively its  version  of  events  and  support  its  denial  of 
relief. 

In  general,  the  role  played  by  the  FBI's  Identification 
Division  is  derivative,  and  relief  granted  solely  against 
the  FBI  in  this  context  may  be  incomplete.  The  offend- 
ing "arrest  record"  remains  in  the  files  of  the  local  law 
enforcement  agency,  and  a  question  arises  whether  the 
person  involved  would  be  obligated  to  advise  future  em- 
ployers and  others  that  he  had  been  arrested.  With  the 
local  enforcement  agency  as  defendant,  complete  relief 
can  be  granted,  both  to  obtain  such  action  on  local  records 
as  may  be  needed,  and  to  have  local  authorities  request 


"  This  includes  the  agencies  and  officials  with  responsibility 
for  making  the  arrest,  initiating  an  arrest  record,  maintaining 
an  arrest  record,  determining  appropriate  disposition,  wheth- 
er, e.g.,  there  has  been  exoneration.  If  more  than  one  agency  is 
involved  there  may  be  multiple  defendants;  indeed,  it  may  be 
that  a  single  action  may  be  maintainable  against  state  and 
federal  officials  as  well  as  the  initiating  local  agency. 
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the  return  of  records."  Such  requests  are  always  honored 
by  the  FBI." 

We  are  also  reluctant,  in  the  absence  of  a  need  greater 
than  that  established  by  this  record,  to  concentrate  in 
the  Department  of  Justice  the  burden  of  overall  litiga- 
tion over  maintenance  of  arrest  records.  Of  the  19  million 
criminal  prints  on  file  with  the  Identification  Division, 
it  is  impossible  to  predict  how  many  would  be  the  subject 
of  dispute.  We  are  concerned  with  the  possible  effects 
of  a  concentration  of  burden  not  only  on  the  FBI "  and 
the  Department  of  Justice,  but  also  on  this  court  and  the 
District  Court  for  the  District  of  Columbia. 

Our  conclusion  should  not  be  taken  to  reflect  a  judg- 
ment of  the  insubstantiality  of  Menard's  claims.  On  the 
contrary,  the  gravity  of  those  claims  underscores  the  need 


23  Provision  of  local  venue  will  also  interrelate  with  evolving- 
state  and  local  procedures  to  cope  with  this  problem.  For 
example,  California's  statutes  provide  for  determination  in 
some  instances  that  an  arrest  is  deemed  solely  a  detention, 
(See  fn.  5).  An  action  against  the  local  police  could  at  least 
raise  the  question  whether  in  such  case  they  are  not  obligated, 
by  fair  implication  of  the  state  law,  to  withdraw  whatever 
"arrest"  record  was  sent  to  the  FBI. 

New  York  has  recently  adopted  a  procedure  which  does  not 
formally  quaJify  the  arrest  but  inhibits  the  generation  of  the 
record  that  leads  to  legal  injury.  Under  this  procedure,  if 
an  arrested  person  brought  to  the  stationhouse  makes  satis- 
factory explanation  to  the  arresting  officer,  the  latter  must  or- 
der a  release  without  any  stationhouse  booking,  N.Y.  Crim. 
Proc.  Law  §140.20(4)  (McKinney  1971).  Presumably  this 
also  gives  room  to  the  supervising  police  office  to  exercise  dis- 
cretion to  modify  the  initial  decision  to  arrest. 

"  See  J  A  649:    Testimony  of  Special  Agent  Beverly  Ponder, 
Chief  of  the  Technical  Section  of  the  Identification  Division: 
Q:     If  a  police  department  asks  it  [the  fingerprint  rec- 
ord]  back,  you  send  it  back,  no  questions,  is  that 
correct? 
A:    That  is  correct. 

"  See  JA  645. 
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for  their  adjudication  between  the  appropriate  parties. 
Conventional  doctrines  of  venue  may  operate  to  locahze 
the  forum,  but  will  not  interfere  with  a  call  on  cognizant 
Federal  courts  in  the  venue  when  administrative  remedy 
is  unavailing. 

IV.    Duties  Unique  to  the  FBI 

Insofar  as  Menard's  action  attacks  abuses  of  the  Iden- 
tification Division  in  its  unique  role  in  the  information 
network,  suit  against  the  Bureau  is  proper.  What  began 
modestly  in  1924  is  now,  in  the  words  of  the  District 
Judge  "out  of  effective  control."  -  Due  primarily  to  the 
Bureau's  limited  resources,  there  is  no  followup  to  assure 
that  records  of  arrest  frequently  are  amended  to  show 
an  ultimate  non-criminal  disposition.  There  are  no  con- 
trols on  the  accuracy  of  information  submitted  by  the 
contributing  agencies.-  The  Bureau  exercises  little  super- 
vision and  control  over  contributing  agency  uses  of  the 
records  the  FBI  disseminates. ''^    We  are  not  now  called 


2«328  F.  Supp.  at  727. 

"The  Bureau  does  not  check  assertions  of  purpose,  for 
example,  that  appear  on  the  face  of  the  submitted  card. 
(JA  668). 

2«The  FBI  does  not  inquire  into  the  uses  made  of  arrest 
records  it  sends  to  contributing  agencies    (JA  55)     AH  r^- 
ords,  however,  are  stamped  with  the  notation  that  on^J  au- 
thorized use  is  permitted;  but  "authorized  use"  is  not  defined 
on  the  stamp.   Contributing  agencies  may  disseminate  records 
?o  other  con'lributing  agencies,  but  dissemination  to  agencies 
hat  are  not  authorized  by  the  FBI  to  -^eive  records  is  no 
nn  "authorized  use."    (JA  82).    However,  the  FBI  does  not 
send  a  list  of  authorized  agencies  to  its  contributing  agencies. 
/^  Despite  newspaper  reports  and  other  external  indication 
of  misuse  of  arrest  records,  the  Bureau  will  not  investigate 
aheged  misuses  of  records  unless  presented  with  a  direct  com- 
plaint (jA  499-500,  507)  of  which  there  are  about  four  or  five 
yearly.   (JA  120). 
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upon  to  evaluate  these  practices  of  the  FBI.  However, 
this  case  does  call  upon  us  to  take  into  account  that  the 
FBI's  function  of  maintaining  and  disseminating  criminal 
identification  records  and  files  carries  with  it  as  a  corol- 
lary the  responsibility  to  discharge  this  function  reliably 
and  responsibly  and  without  unnecessary  harm  to  in- 
dividuals whose  rights  have  been  invaded.  The  FBI  can- 
not take  the  position  that  it  is  a  mere  passive  recipient 
of  records  received  from  others,  when  it  in  fact  ener- 
gizes those  records  by  maintaining  a  system  of  criminal 
files  and  disseminating  the  criminal  records  widely,  acting 
in  effect  as  a  step-up  transformer  that  puts  into  the 
system  a  capacity  for  both  good  and  harm.** 

The  process  of  the  Identification  Division  for  sifting 
out  submissions  to  determine  what  it  retains  in  its  crim- 
inal files ""  is  one  that  requires  more  attention.  If  the 
form  is  correct, ^^  the  FBI  will  place  in  its  criminal  files 
virtually  any  information  from  local  agencies  arguably 
related  to  criminal  activity.  "    The  FBI  returns  to  the 


^^  Although  the  record  before  us  does  not  contain  data  con- 
cerning the  computerization  of  the  FBI's  records,  it  does  re- 
veal that  a  computerization  program  is  proceeding  apace,  in- 
creasing the  Division's  effectiveness,  and  enhancing  its  ca- 
pacity for  both  good  and  harm. 

^°  Special  Agent  Ponder  testified  that  "we  have  a  large 
screening  process."  (JA  690).  The  first  operation  upon  re- 
ceipt of  a  card  is  to  check  that  it  contains  all  relevant  in- 
formation, including  "person  to  be  notified  in  case  of  emer- 
gency."   (JA  658). 

^1  The  Identification  Division  is  quite  strict  in  demanding 
adherence  to  the  requirements  that  the  fingerprint  card  be 
completed  as  indicated.  For  example,  the  card  requires  that 
the  contributing  agency  indicate  the  reason  for  which  the 
record  is  requested.  If  that  information  is  not  included,  the 
card  is  returned  without  an  accompanying  record.  (JA  667). 

"  If  the  card  indicated  an  arrest  with  the  disposition  "dis- 
missed," the  FBI  would  nonetheless  retain  the  card  for  its 
files.   (JA  21). 
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local  agencies  10  percent  of  the  criminal  cards  submitted 
when  there  are  illegible  fingerprints  or  incomplete  data 
on  the  fingerprint  form."  But  if  the  form  is  satisfactory 
and  purports  to  record  an  arrest,  the  FBI  makes  no  fur- 
ther inquiry  and  forthwith  makes  an  entry  in  a  criminal 
file. 

In  Menard's  case,  after  his  complaint  was  filed,  the 
FBI  had  a  Special  Agent  review  his  Los  Angeles  arrest 
record,-''  and  it  then  amended  the  FBI  record  ''upon  de- 
cision of  Federal  Bureau  of  Investigation  and  United 
State's  Attorney's  office."  '■"•  The  change  was  a  significant 
one.  The  FBI  record  continues  the  reference  to  an  "ar- 
rest" on  August  10,  1965.  But  it  amends  the  "disposi- 
tion" on  August  12,  1965.  A  statement  was  added:  "in 
accordance  vnth  [Calif.  Penal  Code]  §  849b(l) — not 
deemed  an  arrest  but  detention  only."  "   Even  more  sig- 


"  See  JA  18. 

'*  See  note  3,  supra. 

'5  Defendant's  Answer  filed  April  12,  1968,  to  Plaintiff's 
Interrogatory  #3,  served  March  26,  1968. 

'*  Section  849(b)  (1)  authorizes  a  peace  officer  to  release  an 
arrested  person  from  custody  if  "[h]e  is  satisfied  that  there 
are  insufficient  grounds  for  making  a  criminal  complaint 
against  the  person  arrested."  Section  849(c)  provides  that 
after  such  release  "such  arrest  shall  not  be  deemed  an  arrest, 
but  detention  only." 

Section  11115  provides : 

In  any  case  in  which  a  sheriff,  police  department  or 
other  law  enforcement  agency  makes  an  arrest  and  trans- 
mits a  report  of  the  arrest  to  the  Bureau  of  Criminal 
Identification  and  Investigation  or  to  the  Federal  Bureau 
of  Investigation,  it  shall  be  the  duty  of  such  law  enforce- 
ment agency  to  furnish  a  disposition  report  to  such  bu- 
reaus whenever  the  arrested  person  is  transferred  to  the 
custody  of  another  agency  or  is  released  \vithout  having 
a  complaint  or  accusation  filed  with  a  court. 

[Continued] 
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nificant,  the  original  notation  that  the  Los  Angeles  police 
"were  unable  to  connect  with  any  felony  or  misdemeanor 
at  this  time"  was  amended  to  drop  "at  this  time." 

This  was  done  after  Menard  filed  his  complaint  assert- 
ing that  no  crime  at  all  had  been  committed.  And  in  the 
lawsuit  the  Government  expressly  adopted  the  plaintiff's 
Statement  of  Material  Facts  as  to  Which  There  Is  No 
Material  Issue  (filed,  June  18,  1968)  that  "defendants 
know  of  no  crime  committed  by  anyone  incident  to  plain- 
tiff's detention"  (adopted  by  defendants  on  July  2,  1968). 
Nevertheless,  Menard's  record  remained  in  the  FBI's  crim- 
inal files,  along  with  the  mass  of  arrest  records,  subject 
to  dissemination  in  the  same  way  as  all  arrest  records.'' 

Having  been  informed  that  Menard's  encounter  with 
the  Los  Angeles  police  authorities  was  purely  fortuitous, 
the  FBI  had  no  authority  to  retain  this  record  in  its  crim- 
inal files  along  with  the  mass  of  arrest  records.    This 


If  either  of  the  following  dispositions  is  made,  the  dis- 
position report  shall  so  state: 

*         *         *         ♦ 

(b)  "Detention  only,"  when  the  detained  party  is  re- 
leased pursuant  to  paragraph  (1)  of  subdivision  (b)  of 
Section  849.  In  such  cases  the  report  shall  state  the 
specific  reason  for  such  release,  indicating  that  there  was 
no  ground  for  making  a  criminal  complaint  because  (1) 
further  investigation  exonerated  the  arrested  party,  (2) 
the  complainant  withdrew  the  complaint,  (3)  further  in- 
vestigation appeared  necessary  before  prosecution  could 
be  initiated,  (4)  the  ascertainable  evidence  was  insuffi- 
cient to  proceed  further,  (5)  the  admissible  or  adducible 
evidence  was  insufficient  to  proceed  further,  or  (6)  other 
appropriate  explanation  for  release. 

"  Wlien  the  FBI  is  asked  by  an  appropriate  agency  whether 
a  person  has  a  criminal  record,  it  focuses  on  whether  or  not 
the  person  has  an  "arrest  record."  The  inquiry  card  will  be 
returned  to  the  agency  without  any  information  only  if  the 
FBI  certifies  "no  arrest  record"  (JA  471). 
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is  simply  not  consistent  with  the  FBI's  duty,  corollary 
to  its  function  of  keeping  identification  records,  to  take 
appropriate  measures  to  assure  that  this  function  is  dis- 
charged responsibility  and  that  the  records  are  reliably 
informative. 

We  note  that  we  are  focusing  here  on  the  FBI's  "arrest 
records"  and  "criminal  files,"  and  we  do  not  prohibit  the 
maintenance  of  neutral  identification  records.  When  the 
FBI  is  apprised  that  a  person  has  been  exonerated  after 
initial  arrest, ^^  released  without  charge  and  a  change  of 
record  to  "detention  only,"  the  FBI  has  the  responsibility 
to  expunge  the  incident  from  its  criminal  identification 
files.  The  change  of  the  FBI  record  to  record  the  lack 
of  connection  of  Menard  with  any  crime  and  the  char- 
acterization of  the  apprehension  of  Menard  by  the  Los 
Angeles  police  as  "in  accordance  with  [California  Penal 
Code]  §  849(b)(1)"  "deemed  [not]  an  arrest  but  a  de- 
tention only"  indicates  a  local  determination  to  that  ef- 
fect,^^  responsive  to  the  FBI's  own  inquiry  of  the  local 
authorities."*' 

The  FBI  cannot  turn  aside  its  responsibility  by  claim- 
ing that  it  is  powerless  to  act  absent  a  specific  and  formal 
request  from  the  Los  Angeles  police  for  withdrawal  of  the 
record.  Dependence  on  other  agencies  may  be  sound 
enough  for  a  practice  born  of  expedience,  but  it  may  not 
be  made  rigid,  like  a  rule  of  law,  in  neglect  or  defiance 
of  basic  rights.    While  the  Congressional  progi'am  con- 


^'  In  the  circumstances  at  bar,  the  FBI's  investigations 
gave  it  information  equivalent  to  a  formal  notation  by  Cali- 
foiTiia  police  pursuant  to  §  1115  of  the  California  Penal  Code, 
that  "further  investigation  exonerated  the  arrested  party." 

'^  This  is  a  fair  implication,  taking  into  account  g-eneral 
FBI  practice,  although  the  record  does  not  specifically  state 
on  what  basis  the  FBI  amended  the  record. 

*"  See  footnote  36. 
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templates  a  major  role  for  the  local  authorities,  it  does 
not  contemplate  Bureau  abdication  to  the  local  authorities. 
The  statute  itself  confirms  the  principle  of  FBI  respon- 
sibility in  section  534(h),  providing  for  cancellation  of 
exchange  privileges  if  local  agencies  make  records  avail- 
able to  unauthorized  users,  and  the  Bureau  recognizes  its 
obligation  to  review  this  participation  by  local  author- 
ities." 

The  Identification  Division  has  the  responsibility  for 
maintaining  an  appropriate  separation  of  the  various  files 
it  is  authorized  to  establish,  and  for  preventing  the  crim- 
inal identification  files,  subject  as  they  are  to  dissemina- 
tion, from  containing  inappropriate  material.  This  ap- 
pears from  the  legislative  history.*^    Congress   intended 


"  While  this  is  the  stated  policy  of  the  Bureau,  it  has  not 
aggressively  policed  use  of  its  records,  see  note  28  supra,  and 
has  in  fact,  since  1924,  suspended  the  privileges  only  of  six 
local  law  enforcement  agencies,  none  of  them  major  depart- 
ments.   (JA507). 

*2  In  the  limited  debate  attendant  to  the  statute's  original 
enactment,  Congressman  Cochran  of  Missouri  questioned  the 
broad  authority  being  given  the  FBI  to  collect  fingerprints. 
Congressman  Graham  of  Pennsylvania,  Chairman  of  the  House 
Judiciary  Committee,  which  had  reported  the  bill  favorably, 
replied: 

I  would  like  to  say  that  what  the  gentleman  from  Mis- 
souri has  been  saying  has  no  application  whatever  to  the 
matter  of  fingerprints.  This  has  nothing  to  do  with 
the  bureau  of  the  Department  of  Justice  where  criminal 
records  are  kept  so  as  to  be  available  anywhere  in  the 
United  States. 

There  are  two  classes  of  information  that  is  gathered. 
One  is  criminal  records,  and  another  is  the  information 
that  is  gathered  about  criminals  that  is  not  a  matter  of 
record.  That  they  do  not  give  out,  but  the  criminal  rec- 
ords they  do  give  out.  That  information  is  gathered  for 
the  department  itself  and  its  agents,  in  order  that  they 
more  effectually  do  their  work. 

[Continued] 
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tx)  differentiate  "criminal  identification"  from  other  in- 
formation that  the  FBI  is  authonzed  to  gather.  We  think 
it  equally  clear  that  the  distinction  intended  by  Congress 
should  be  drawn  with  regard  to  record  of  an  encounter 
with  law  enforcement  agencies  that  did  not  result  in 
arrest."  Although  it  is  information  that  may  aid  FBI 
personnel  to  "more  effectively  do  their  work,"  it  is  not 
information  that  the  FBI  may  maintain  in  its  criminal 
files  "so  as  to  be  available  anywhere  in  the  United  States." 
The  FBI  has  an  obligation,  enforced  by  our  ruling,  to 
take  account  of  responsible  information,  even  though  not 
cast  in  the  form  of  an  express  request  from  the  local 
agency  for  return  of  the  record,  that  the  "arrest"  record 
previously  submitted  did  not  communicate  an  informa- 
tion properly  retained  by  the  Bureau  in  its  criminal  files 
as  an  arrest  record.  Our  ruling  is  in  no  way  onerous, 
for  the  Identification  Division  has  a  sizeable  screening 


72  Cong.  Rec.  1989  (71st  Cong.,  2d  Sess.,  Jan.  20,  1930). 

Initial  statutory  authorization  was  limited  to  the  acquisi- 
tion and  preservation  of  "criminal  identification  and  other 
crime  records."  5  U.S.C.  §340  (1964),  repealed,  Pub.  L.  No. 
89-554,  §8(a),  80  Stat.  632,  648  (1966).  Under  the  present 
statute,  the  Attorney  General  is  directed  to  "acquire,  col- 
lect, classify,  and  preserve  identification,  criminal  identifica- 
tion, crime,  and  other  records."  28  U.S.C.  §534 (a).  That 
section,  however,  was  enacted  by  Pub.  L.  No.  89-554,  §4(c), 
80  Stat.  611,  616  (1966).  Section  7(a)  of  the  Act,  80  Stat. 
631,  states  that  "The  legislative  purpose  in  enacting  sections 
1-6  of  this  Act  is  to  restate,  without  substantive  change,  the 
laws  replaced  by  those  sections  on  the  effective  date  of  this 
Act." 

*^  A  similar  claim  was  raised  by  appellant  when  this  case 
was  first  before  us,  but  was  rejected  on  the  grounds  that  it 
was  not  established  by  "the  facts  established  on  the  motion 
for  summary  judgn^ent."  For  this  and  other  reasons,  the  case 
was  remanded  in  order  to  develop  "a  clear  and  complete  fact- 
ual record  as  a  basis  for  adjudication."  Menard  v.  Mitchell, 
supra,  430  F.2d  at  489,  494. 
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staff,"  and  substantial  detriment  to  the  individual  is  at 
stake." 

An  arrest  is  distinct  from  other  interactions  between 
citizen  and  police.  An  arrest  "is  the  initial  stage  of  a 
criminal  prosecution." "''  When  coupled,  as  here,  with 
custody,  it  renders  permissible  a  complete  search  of  the 
person,  assuming  probable  cause  for  the  arrest,  although 
such  a  search  absent  an  arrest  runs  afoul  of  the  Fourth 
Amendment.*'  In  contrast  stand  many  other  encounters 
between  police  and  citizen,  even  in  the  course  of  criminal 
investigation,  that  do  not  have  the  quality  of  an  arrest 
and  its  characteristic  as  the  opening  of  a  criminal  chapter. 
"The  police  talk  to  too  many  people  in  the  course  of  a  day 
.  .  .  [in]  routine  police  investigation"  to  insert  either  a 
requirement  of  foiTnality  binding  on  the  police,*®  or  to 
permit  the  encounter  to  be  memorialized  as  an  arrest.  It 
would  be  monstrous  to  suppose  that  all  persons  questioned 
by  the  police,  many  of  them  "cooperative  and  law  abiding 
citizens"  *'  could  properly  be  enshrined,  for  reasons  of 
bureaucratic  practice,  in  the  FBI's  criminal  records.  The 
same  principle  applies  when  a  person  is  subject  by  the 
police  to  detention  short  of  an  arrest,  for  as  the  stop-and- 
frisk  cases  make  clear,  a  police  detention  may  be  justified 


**  See  note  30,  supra. 

""^  See  notes  15  to  20,  supra,  and  accompanying  text. 

«  Terry  v.  Ohio,  392  U.S.  1,  25-26  (1968).  See  also  United 
States  V.  Robinson,  42  U.S.L.W.  4055  (U.S.  December  11, 
1973). 

*^  United  States  v.  Robinson,  42  U.S.L.W.  4055  (U.S.  De- 
cember 11,  1973). 

*"  [Vance]  Allen  v.  United  States,  129  U.S.App.D.C.  61,  64, 
390  F.2d  476,  479   (1968). 


49 


Id. 


308 


by  a  mere  "suspicion"  that  falls  short  of  the  probable 
cause  required  by  the  Constitution  for  an  arrest." 

We  need  not  decide  whether  or  to  what  extent  the  Con- 
stitution forbids  the  Government  from  contributing  to  the 
harm  to  the  individual  that  may  attend  maintenance  of  a 
criminal  file  showing,  as  an  arrest,  what  was  only  a 
chance  encounter."  We  need  not  reach  this  question,  for 
we  place  our  decision  on  statutory  grounds.  There  is  a 
settled  rule  for  statutory  interpretation  to  avoid  serious 
constitutional  issues  ^^  and  this  properly  has  some  appli- 
cation in  the  case  at  bar.  But  even  without  the  support  of 
this  doctrine,  we  think  it  plain  that  28  U.S.C.  §  534  pre- 
cludes the  Identification  Division  from  maintaining  in  its 
criminal  files  as  an  arrest  record  an  encounter  with  the 
police  that  has  been  established  not  to  constitute  an 
arrest." 


50  Terry  v.  Ohio,  supra,  note  46. 

"  Compare  Constantineau  v.  Wisconsin,  supra  note  15. 

'^See,  e.g.,  Richmond  Co.  v.  United  States,  275  U.S.  331, 
346  (1928);  Thompson  v.  Washington,  cited  supra  note  15, 
slip  opin.  at  13. 

^^  We  are  concerned  with  the  judicial  role  of  determining 
what  is  required  by  the  statute  (and  Constitution).  While 
in  this  case  we  are  required  to  disapprove  the  action  of  the 
Department  of  Justice,  we  think  it  appropriate  to  take  note 
that  subsequent  proposals  of  that  department  are  congruent 
with  the  premises  of  this  opinion.  We  refer  to  the  regula- 
tions concerning  the  dissemination  of  criminal  record  data 
recently  proposed  by  the  Department  of  Justice,  39  Fed.  Reg. 
5636  (Feb.  14,  1974).  These  reflect  tlie  Department's  judg- 
ment that  records  subject  to  dissemination  should  be  limited 
to  those  arising  out  of  serious  interaction  between  the  indi- 
vidual and  law  enforcement  authorities.  They  further  note 
that  only  "serious  and/or  significant  violations"  are  includi- 
ble in  criminal  record  information  systems  (§20.32).  The 
term  "criminal  offender  record  information"  is  defined  in 
§  20.2(c)  to  include  "only  ,  .  .  identifying  data  and  notations 
of  arrests."  This  excludes  mere  detentions.  This  meaning 
does  not  depend  on  negative  implication,  for  the  regulations 
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We  are  not  in  this  case  enjoining  the  FBI  from  main- 
taining Menard's  fingerprints  in  its  neutral  non-criminal 
files,  provided  there  is  no  reference  of  any  kind  to  indi- 
cate that  the  prints  originated  in  a  source  for  criminal 
files.  We  do  not  discern  any  reasonable  claim  of  legal 
injury  from  being  included  in  such  general  identification 
files,  which  also  include,  e.g.,  the  prints  voluntarily  sub- 
mitted by  tourists,^*  and  which  are  not  translated  into 
the  FBI's  centralized  **rap  sheets"  reporting  to  all  par- 
ticipating agencies  on  a  person's  criminal  record.  How- 
ever, our  order  does  protect  Menard  from  the  injury 
poi'tended  by  inclusion  of  his  record  and  prints  in  the 
FBI's  centi-alized  criminal  files,  for  their  continued  in- 
clusion in  those  files  is,  in  our  view,  inconsistent  with  the 
intent  of  Congress. 

Indeed,  as  we  pointed  out  in  Sullivan  v.  Murphy,  supra, 

U.S.App.D.C.  at ,  478  F.2d  at  973:    "the  chief 

threat  to  the  individual  who  has  been  unlawfully  ar- 
rested arises  from  the  inclusion  of  his  records  in  the 
police  department's  central  criminal  files"  (emphasis 
added),  as  contrasted  vTith  a  mere  stationhouse  record, 
which  is  needed  to  avoid  secret  police  arrests  (and  harass- 
ments  and  shakedowns)  and  to  protect  police  against  un- 


go  on  to  provide  a  specific  exclusion  of  arrests  for  loitering" 
and  "suspicion."  This  insures  that  those  who  are  arrested  but 
as  to  whom  the  police  are  "unable  to  connect  with  any  felony 
or  misdemeanor"  (the  words  of  Menard's  record)  to  not  find 
themselves  with  a  criminal  record  subject  to  full  dissemin- 
ation.   . 

^*  The  FBI's  practice  of  maintaining  fingerprint  files  for 
purposes  other  than  preservation  of  criminal  records,  is  re- 
lated in  the  record  before  us,  JA  629-30,  656-57.  The  statute 
provides  separately,  for  authority  to  preserve  "identification" 
and  "criminal  identification"  records,  see  28  U.S.C.  §  534(a) 
(1).  The  regulation  refers,  inter  alia,  to  "personal  finger- 
prints voluntarily  submitted"  by  banks,  insurance  companies, 
etc.  and  to  a  FBI  mission  to  "provide  identification  assistance 
in  missing  persons  type  cases."    28  C.F.R.  §  0.85(b). 
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founded  lawsuits.  Absent  clear  expression  of  legislative 
intent,  we  cannot  conclude  that  Congress  intended  the 
individual  to  be  threatened  by  inclusion  in  the  central 
criminal  files,  which  are  kept  to  facilitate  indexing  and 
future  reference." 

The  case  is  remanded  to  the  District  Court  with  in- 
structions to  enter  an  order  directing  appellees  to  re- 
move appellant's  record  from  their  criminal  files. 

So  ordered. 


'^  While,  as  already  noted,  this  order  would  not  prohibit 
inclusion  of  Menard's  record  in  the  general  identification  files 
{s2ipra  note  6),  we  do  not  purport  to  decide  whether  such 
inclusion  is  appropriate  under  the  FBI's  regulations  pertinent 
to  establishment  of  those  files.  That  question  is  not  before  us. 
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The  Bible  Rider,  Public  Law  92-544 

Public  Law  92-544 — 92nd  Congress,  H.R.  14989,  October  25,  1972 

AN  ACT  Making  appropriations  for  the  Departments  of  State,  Justice,  and  Commerce, 
the  Judiciary,  and  related  agencies  for  the  fiscal  year  ending  June  30,  1973,  and  for 
other  purposes. 

Be  it  enacted  by  the  Senate  and  House  of  Representatives  of  the  United 
States  of  America  in  Congress  assembled,  That  the  following  sums  are  appro- 
priated, out  of  any  money  in  the  Treasury  not  otherwise  appropriated,  for  the 
Departments  of  State,  Justice,  and  Commerce,  and  Judiciary,  and  related  agen- 
cies for  the  fiscal  year  ending  June  30,  1973,  and  for  other  purposes,  namely : 
******* 

TITLE   II— DEPARTMENT   OF   JUSTICE 

******* 
Federal  Bureau  of  Investigation 

salaries  and  expenses 

******* 

The  funds  provided  for  Salaries  and  Expenses,  Federal  Bureau  of  Investiga- 
tion, may  be  used  hereafter,  in  addition  to  those  uses  authorized  thereunder, 
for  the  exchange  of  identification  records  with  oflScials  or  federally  chartered 
or  insured  banking  institutions  to  promote  or  maintain  the  security  of  those 
institutions,  and,  if  authorized  by  State  Statute  and  approved  by  the  Attorney 
General,  to  oflicials  of  State  and  local  governments  for  purposes  of  employment 
and  licensing,  any  such  exchange  to  be  made  only  for  the  official  use  of  any 
such  official  and  subject  to  the  same  restriction  with  respect  to  dissemination 
as  that  provided  for  under  the  aforementioned  appropriation. 


Statement  of  Senator  Sam  J.  Ervin,  Jr.,  "The  Conference  Report  on  H.R. 
8916:   Legislative   Legerdemain"   November    14,   1973 

Mr.  Ervin.  Mr.  President,  for  the  second  year  in  a  row  the  Senate  has  suf- 
fered a  serious  defeat  at  the  hands  of  House  conferees  on  the  appropriations 
bill  for  the  Departments  of  State,  Justice,  and  Commerce,  the  judiciary  and 
related  agencies.  For  the  second  year  in  a  row  the  House  has  imposed  its  will 
upon  the  Senate  in  regard  to  two  provisions  which  the  Senate  adopted  unani- 
mously— a  ban  on  Justice  Department  dissemination  of  raw  arrest  records  to 
nonlaw  enforcement  agencies  and  full  year  funding  for  the  appointed  counsel 
program  in  the  District  of  Columbia. 

In  dropping  completely  Senate  amendment  No.  21  to  H.R.  8916,  the  Bible-Er- 
vin  rider  on  arrest  records,  the  conference  report  has  trampled  upon  the  con- 
stitutional rights  of  innocent  individuals.  The  House  conferees'  insistence  upon 
dropping  the  Senate  amendment  is  only  the  latest  chapter  in  over  2  years  of 
legislative  legerdemain  by  the  House  Appropriations  Committee. 

For  the  past  2  years  the  Justice  Department,  with  the  help  of  the  House 
committee,  has  been  attempting  to  reverse  by  an  appropriations  rider  a  deci- 
sion by  the  U.S.  District  Court  for  the  District  of  Columbia.  That  court  found 
that  Congress  had  never  authorized  the  Justice  Department  to  collect  from  all 
over  the  country  arrest  records  on  citizens  who  have  never  been  convicted  of  a 
crime  and  to  send  that  information  to  nonlaw  enforcement  agencies  and  pri- 
vate employers. 

On  June  15,  1971,  the  district  court  for  the  District  of  Columbia  handed 
down  the  decision  in  the  case  of  Menard  v.  Mitchell,  328  F.  Supp.  718.  The  rul- 
ing prohibited  the  FBI's  dissemination  of  arrest  and  fingerprinting  records  to 
nonlaw  enforcement  agencies.  The  court  based  its  decision  upon  an  interpreta- 
tion of  section  534  of  title  28  of  the  United  States  Code,  the  provision  which 
the  Justice  Department  has  relied  upon  as  authority  for  its  collection  of  fin- 
gerprint and  arrest  record  information. 

The  petitioner,  Menard,  had  argued  that  inasmuch  as  he  was  never  con- 
victed, the  maintenance  and  use  of  his  arrest  record  violated  the  presumption 
of  innocence,  due  process,  the  right  of  privacy,  and  freedom  from  unreasonable 
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search  and  seizure.  Although  the  court  refused  to  expunge  the  record  on  Men- 
ard on  these  constitutional  grounds,  it  recognized  tliat  section  534  liad  to  be 
interpreted  narrowly  to  avoid  constitutional  infirmities.  In  the  court's  words — 

"Viewed  in  this  light,  it  is  abundantly  clear  that  Congress  never  intended  to 
or  in  fact  did  authorize  dissemination  of  arrest  records  to  any  state  or  local 
agency  for  purposes  of  employment  or  licensing  cliecks." 

The  court  is  merely  pointing  out  to  the  Justice  Department  and  to  the  Con- 
gress what  should  have  been  obvious.  When  Congress  passed  section  534  al- 
most 30  years  ago  it  was  only  attempting  to  facilitate  coordinated  law  enforce- 
ment activities  between  the  Federal  and  local  governments.  In  the  court's 
words.  Congress  was  only  trying — 

"To  assist  arresting  agencies,  courts  and  correctional  institutions  in  the  ap- 
prehension, conviction,  and  proper  disposition  of  criminal  offenders." 

There  is  absolutely  nothing  in  the  statute  or  in  the  debate  that  even  suggests 
that  confidential  or  harmful  information,  such  as  the  arrest  record  of  a  person 
whom  the  Government  does  not  even  bother  to  prosecute,  should  be  collected 
by  the  Justice  Department  and  disseminated  to  private  employers  to  help  them 
in  job  screening. 

Obviously,  the  Federal  Government  has  no  business  distributing  arrest  rec- 
ords to  help  private  enterprise  in  its  hiring  practices.  Private  industry  has  its 
own  means  of  checking  on  applicants,  and  whom  they  hire  is  none  of  the  Gov- 
ernment's business.  The  distribution  by  the  Justice  Department  of  arrest  rec- 
ords is  like  a  national  "enemies  list."  It  places  an  unbearable  stigma  on  citi- 
zens who  may  be  innocent  of  wrongdoing.  The  distribution  of  an  applicant's 
arrest  record  almost  invariably  means  that  he  will  not  get  the  job  he  seeks. 
The  FBI  Identification  Division  receives  over  11,000  requests  for  record 
searches  each  day.  We  cannot  know  how  many  times  Americans  have  been  de- 
nied jobs  even  though  they  were  found  innocent  of  charges,  or  the  case  was 
dropped,  or  the  original  arrest  was  a  mistake,  or  illegal,  or  even  unconstitu- 
tional. Simple  justice  means  that  a  man  should  not  be  denied  employment  be- 
cause of  an  arrest  record  unless  a  complete  trial  record  shows  he  was  found 
guilty  by  a  court  of  law. 

The  Menard  decision  had  the  effect  of  bringing  the  FBI's  fingerprint  opera- 
tion to  a  standstill.  However,  within  a  few  months  Senator  Bible  succeeded  in 
attaching  a  rider  to  a  supplemental  appropriations  bill  (H.R.  11955)  suspend- 
ing the  order  in  the  Menard  case.  Since  this  legislation  w'as  part  of  an  appro- 
priations bill,  it  could  only  be  temporary  in  nature  and  when  the  fiscal  year 
1973  appropriations  bill  for  the  FBI  was  introduced  in  1972,  it  also  contained 
the  Bible  rider.  When  it  came  time  to  vote  on  the  1973  appropriations  bill  in 
the  House,  Congressman  Don  Edwards  was  sustained  on  a  point  of  order  strik- 
ing the  rider  as  violative  of  a  House  rule  prohibiting  substantive  legislation  in 
an  appropriations  bill. 

Although  the  House  bill  came  to  the  Senate  containing  no  language  authoriz- 
ing the  fingerprint  distribution,  the  Senate  Appropriations  Committee  reinserted 
the  Bible  language.  When  the  appropriations  bill  came  to  a  vote  in  the  Senate, 
I  suggested  to  the  proponents  that  I  planned  to  make  the  same  point  of  order 
as  Mr.  Edwards  had  made  on  the  House  side  since  the  Senate  has  a  similar 
rule  prohibiting  substantive  legislation  in  an  appropriations  bill. 

In  lieu  of  making  that  point  of  order  Senator  Bible  and  I  agreed  to  addi- 
tional language  in  the  Bible  rider.  I  proposed  a  proviso  at  the  end  of  the  Bible 
rider  which  allowed  continued  dissemination  outside  the  Federal  Government 
but  limited  such  dissemination  to  arrest  records  which  also  indicated  that  the 
defendant  had  pleaded  guilty  or  was  convicted  of  the  crime  for  which  he  was 
arrested.  The  Senate  adopted  unanimously  the  Blble-Ervin  language. 

There  is  a  great  deal  of  confusion  as  to  what  happened  to  the  Bible-Ervin 
amendment  in  the  House-Senate  conference  last  year.  According  to  Senator 
Hruska,  who  did  serve  on  the  conference,  the  only  change  in  the  Bible-Ervin 
amendment  was  to  be  the  addition  of  the  word  "hereafter"  so  that  it  would  be 
clear  that  my  proviso  would  only  apply  from  the  point  of  enactment  of  the  ap- 
propriations bill  to  the  end  of  the  fiscal  year  when  the  appropriation  expires. 
This  was  designed  to  protect  the  FBI  from  any  civil  liability  for  distribution 
of  arrest  records  without  convictions  which  had  been  taking  place  since  the 
Bible  rider  was  enacted  in  the  fall  of  1971. 

However,  the  conference  report  suggested  that  the  conference  committee 
dropped  the  Ervin  proviso  leaving  the  Bible  language.  This  of  course  left  the 
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FBI  in  the  same  position  as  it  had  been  after  the  first  Bible  rider  was  enacted 
in  the  fall  of  1971.  The  Menard  order  was  again  temix>rarily  suspended  and 
there  was  nothing  that  Congressman  Edwards  or  I  could  do  to  strike  the  lan- 
guage because  a  point  of  order  did  not  appear  available  on  the  conference  re- 
port. 

At  the  time  the  Senate  considered  the  conference  report,  I  expressed  my  dis- 
may at  what  the  conference  had  done  but  pointed  out  that  the  language  was 
only  temporary  and  promised  next  year  to  make  the  point  of  order  I  had  been 
dissuaded  from  making  in  1972.  Congressman  Edwards  said  essentially  the 
same  thing  when  the  conference  report  was  considered  on  the  House  side. 
Therefore,  the  only  legislative  history  on  the  provision  suggests  that  it  has  the 
effect  of  suspending  the  Menard  order  but  only  temporarily,  that  is,  until  the 
appropriations  legislation  expires  at  the  end  of  the  1973  fiscal  year. 

However,  when  the  administration  presented  its  fiscal  year  1974  budget  it 
took  the  position  that  the  word  "hereafter"  in  the  Bible  amendment  makes  the 
amendment  permanent  legislation  and  that  the  Menard  order  has  been  perma- 
nently repealed  by  the  conference's  action.  Of  course,  this  is  contrary  to  the 
legislative  history.  The  case  law  interpreting  appropriations  riders  suggests 
that  the  fingerprint  operation  would  rest  upon  the  infirm  foundation  at  the  end 
of  the  fiscal  year  if  the  Bible  rider,  or  the  Bible-Ervin  rider  is  not  again 
added  to  the  FBI  appropriation  for  fiscal  year  1974. 

As  soon  as  I  found  out  about  the  administration's  position  on  this  matter  I 
wrote  to  the  chairman  of  the  Senate  Appropriations  Committee  (Mr.  Mc- 
Clellan).  The  letter  sets  out  my  concern  on  this  matter  and  reflected  my  re- 
search on  the  effect  of  the  addition  of  the  word  "hereafter."  That  research 
confirmed  my  conclusion  that  the  conference  committee's  action  last  year  did 
not  permanently  enact  the  Bible  rider  and  that  additional  authority  would  be 
necessary  this  year  if  the  fingerprint  dissemination  and  national  crime  infor- 
mation system  were  to  continue  to  operate  this  year.  I  ask  unanimous  consent 
that  my  letter  to  the  chairman  of  the  Appropriations  Committee  be  printed  in 
the  Record  at  the  conclusion  of  my  remarks. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 

(See  exhibit  1.) 

Mr.  Ervin.  The  Senate  committee  agreed  with  the  position  set  out  in  my  let- 
ter to  Senator  McClellan.  It  placed  the  Bible-Ervin  language  in  H.R.  8916  and 
no  objection  was  raised  on  the  floor.  When  the  bill  got  to  conference,  the 
House  adamantly  refused  to  admit  that  it  had  made  a  mistake  in  not  again 
proposing  legislation  similar  to  the  Bible-Ervin  rider.  The  House  conferees  in- 
sisted that  the  problem  had  been  finally  settled  last  year.  They  were  confident 
that  by  simply  slipping  in  the  word  "hereafter"  without  any  explanation  in  the 
conference  report  or  any  legislative  history,  the  Bible  portion  of  the  rider 
would  be  permanently  enacted  into  law.  Of  course,  this  was  contrary  to  the 
conclusion  which  the  Senate  committee  had  reached  when  it  adopted  the  Bi- 
ble-Ervin rider,  and  it  was  contrary  to  the  understanding  of  last  year's  Senate 
conferees. 

The  result  is  not  only  an  affront  to  the  Senate's  position  and  to  the  rights 
of  innocent  citizens.  The  House's  obstinancy  on  this  matter  may  have  placed 
the  whole  FBI  fingerprint  operation  in  jeopardy  again.  I  would  not  be  sur- 
prised if  a  court  case  is  brought  in  the  near  future  in  which  a  petitioner  like 
Menard  attempts  to  get  a  court  to  prohibit  the  dissemination  of  arrest  records 
to  nonnlaw  enforcement  agencies.  The  petitioner  could  succeed  by  simply  pre- 
senting the  judge  with  a  copy  of  the  Menard  order.  I  doubt  that  a  judge 
would  be  willing  to  hold  that  order  null  and  void  simply  because  the  confer- 
ence committee  had  slipped  the  word  "hereafter"  into  a  conference  report  on  a 
piece  of  temporary  legislation  without  any  explanation  and  without  any  sup- 
portive language  on  the  floor  of  either  House  of  Congress  which  approved  it. 
It  would  be  especially  difficult  for  a  court  to  rule  for  the  Justice  Department 
in  such  a  case  in  the  face  of  the  Senate  committee's  and  the  Senate's  conclu- 
sion that  the  Menard  order  would  go  back  into  effect  if  the  Bible  rider  was 
not  again  added  to  the  Justice  Department's  appropriation  bill. 

This  year's  conference  report  states  that — 

"The  Conferees  understand  that  this  matter  is  before  the  Judiciary  Commit- 
tees of  the  House  and  the  Senate  and  urge  expeditious  consideration  thereof." 
In  other  words,  the  conference  committee  is  asking  the  Judiciary  Committees 
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of  both  Houses  to  move  quickly  to  resolve  this  legal  ambiguity  so  that  the  fin- 
gerprint operation  is  not  again  brought  to  a  halt  by  a  court  order. 

Therefore,  I  am  today  proposing  legislation  which  will  temporarily  resolve 
the  controversy  raised  by  the  Conference  Committee's  action.  This  legislation 
would  in  effect  enact  the  Bible-Ervin  rider  into  substantive  law,  but  only  for  a 
temporary  period,  until  the  end  of  Congress.  The  legislation  only  gives  tempo- 
rary authority  because  I  believe  that  much  more  comprehensive  legislation  is 
needed  to  deal  with  the  question  of  law  enforcement  data  banks  and  informa- 
tion systems.  Indeed,  the  Justice  Department  is  drafting  such  a  comprehensive 
bill  which  I  understand  it  will  propose  in  the  next  four  weeks.  I  am  also  plan- 
ning to  introduce  a  more  complete  bill  in  the  near  future.  However,  an  effec- 
tive temporary  stopgap  measure  should  be  enacted  as  a  prophylactic  measure 
to  make  the  fingerprint  service  less  vulnerable  to  an  adverse  court  decision 
and  at  the  same  time  protect  innocent  individuals  until  such  time  as  Congress 
enacts  comprehensive  legislation. 

I  ask  unanimous  consent  that  the  bill,  together  with  a  memorandum  be 
printed  in  the  Record  following  my  remarks. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 

(See  exhibit  2.) 

"Exhibit  1 

"May  15,  1973. 
"Hon.  John  L.  McClellan, 
Chairman,  Appropriations  Committee, 
U.8.  Senate. 

"Deak  Mb.  Chairman  :  In  recent  years,  the  Administration  has  requested  in 
its  budget  certain  language  regarding  the  distribution  of  criminal  records  by 
the  Justice  Department.  This  so-called  'Bible  rider'  is  language  which  has  been 
added  to  the  FBI's  appropriation  for  the  past  few  years  as  a  temporary  au- 
thorization for  the  Bureau  to  continue  operation  of  the  National  Crime  Infor- 
mation Center  and  the  collection  and  dissemination  of  fingerprint  records  and 
'Rap  sheets',  by  the  Identification  Division  of  the  Bureau.  The  language  is  ne- 
cessitated by  the  outstanding  order  in  the  case  of  Menard  v.  Mitchell,  328  F. 
Supp.  718  (1971).  That  order  prohibits  distribution  by  the  FBI  of  such  crimi- 
nal records  outside  the  Federal  government  until  the  Congress  enacts  legisla- 
tive standards  designed  to  protect  the  security  and  confidentiality  of  the  infor- 
mation and  to  protect  innocent  people  from  being  harmed  by  its  collection  and 
dissemination. 

"It  has  been  generally  recognized  that,  as  Senator  Bible  described  it,  the 
rider  is  a  'stopgap'  measure  which  allowed  the  FBI  to  continue  its  dissemina- 
tion on  a  temporary  basis  until  the  Congress  had  enacted  the  legislative  stand- 
ards required  by  the  Menard  case.  Last  year  the  Senate  agreed  to  a  modifica- 
tion I  proposed  which  limited  dissemination  to  records  which  indicated  a 
conviction.  Under  the  modification,  the  FBI  could  continue  the  dissemination 
of  this  information  without  harming  innocent  individuals  while  Congress  pre- 
pared more  precise  legislative  guidelines. 

"When  H.R.  14989  came  from  conference  the  modified  rider  was  dropped, 
and  the  original  language  was  retained.  When  the  conference  report  was  be- 
fore the  Senate  I  announced  my  determination  to  object  to  such  improper  leg- 
islative provisions  in  any  future  appropriation  bill.  My  determination  has  been 
strengthened  by  learning  from  Senator  Hruska  that  the  conference  had  indeed 
agreed  to  retain  my  modification  but  that  this  was  somehow  not  reflected  in 
the  formal  report.  Senator  Hruska  has  confirmed  his  recollection  of  this  unfor- 
tunate discrepancy.  If  the  Bible  rider  or  any  similar  language  is  proposed 
again  this  year,  I  plan  once  again  to  raise  a  point  of  order  to  it  as  "legislating 
in  an  appropriations  bill"  and,  therefore,  violative  of  Senate  Rule  16. 

"In  its  proposed  budget  for  the  coming  year,  the  Administration  has  not  re- 
newed its  request  for  the  Bible  rider.  As  a  consequence,  the  temporary  author- 
ity in  P.L.  92-544  to  distribute  arrest  records  will  expire  at  the  end  of  the 
fiscal  year  since  it  is  settled  precedent  that  provisions  such  as  this  do  not  be- 
come general  authority  unless  the  clearest  intent  is  expressed  at  the  time. 

"The  Justice  Department  takes  the  position  that  the  conference  committee's 
addition  of  the  word  "hereafter"  makes  the  Bible  language  a  permanent  part 
of  substantive  law  and  that  the  rider  is  no  longer  necessary.  However,  the  leg- 
islative history  of  the  Bible  rider  does  not  suggest  such  an  intent  and  the 
courts  have  required  that  Congress  be  explicit  when  it  intends  to  amend  sub- 
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stantive  law  with  a  rider  to  an  appropriations  bill.  The  debate  surrounding  the 
bill  in  committee  or  on  the  floor  must  clearly  reflect  an  intent  to  permanently 
change  existing  substantive  law.  United  States  v.  Bickersom,  310  U.S.  554 
(1940),  National  Labor  Relations  Board  v.  Thompson  Products,  141  F.  2d  794 
(9th  Cir.  1944).  Aside  from  the  acutal  debates  the  court  will  look  to  the  legis- 
lative language  itself  which  must  manifest  a  clear  intent  to  change  statutory 
law  and  to  the  location  of  the  rider — whether  it  appears  in  a  separate  provi- 
sion, labeled  in  such  a  manner  as  to  denote  a  change  in  substantive  law — or 
whether  it  is  simply  a  proviso  of  an  appropriations  item  in  which  case  the  lan- 
guage is  generally  not  given  permanent  effect.  Roccaforte  v.  Mulcahey,  169  F. 
Supp.  360  (D.  Mass.  1958),  aff'd.  262  F.  2d  957  (1st  Cir.  1958),  United  States 
V.  Vulte,  233  U.S.  509  (1914),  National  Labor  Relations  Board  v.  Thompson 
Products,  supra. 

"For  the  following  reasons  I  believe  that  the  simple  addition  of  the  word 
"hereafter"  by  the  conference  committee  would  not  meet  the  above  require- 
ments for  permanently  amending  statutory  law  via  an  appropriations  rider : 

"First,  the  conference  was  never,  in  all  the  Congressional  discussion  of  the 
appropriation  bill  (H.R.  14989),  entrusted  with  the  duty  of  considering  the  du- 
ration of  the  Bible  rider ;  on  the  contrary,  all  that  was  ordered  for  the  confer- 
ence to  study  were  the  amendments  as  they  stood,  [118  Con.  Rec.  S9477-9531 
June  15,  1972)]. 

"Second,  the  inclusion  of  language  which  may  indicate  permanence  is  not 
suflSeient  to  establish  the  Menard  rider  as  permanent  legislation.  The  word 
"hereafter"  is  not  clear  on  its  face  as  to  whether  it  denotes  the  rider's  effect 
as  extending  until  the  end  of  the  life  of  the  appropriation  bill  or  permanently. 
'Hereafter'  is  a  minor  terminology  change  and  cannot  be  seen  as  indicating 
any  change  in  the  duration  of  the  rider  absent  Congressional  debate. 

"Third,  Congressional  discussion  seems  to  lead  one  in  the  other  direction  as 
Senator  Bible  indicated  that  the  Menard  rider  was  'In  the  nature  of  a  stop- 
gap'. 118  Cong.  Rec.  S  9522  (June  15,  1972).  Indeed,  Senator  Bible  noted  that 
the  Federal  Bureau  of  Investigation  was  granted  its  power  to  disseminate  rec- 
ords each  year  in  Department  of  Justice  appropriation  bills  and  that  the  1973 
Menard  rider  would  have  to  be  approved  as  the  1972  rider  reversing  Menard 
would  soon  expire,  118  Cong.  Rec.  S  9522  (June  15,  1972). 

"Fourth,  the  location  of  the  Menard  rider  in  the  provision  for  "Salaries  and 
Expenses"  of  the  FBI  indicates  the  desire  to  have  the  rider's  effect  last  only 
until  the  termination  of  the  appropriation  bill. 

"Fifth,  the  Conference  reported  no  debate,  no  discussion  of  the  added  word 
"hereafter"  or  the  permanency  of  the  rider.  Conference  Report,  House  Report 
No.  92-1567,  92nd  Cong.  2nd  Sess.  (October  10,  1972).  In  light  of  the  Senate 
rules,  it  would  appear  that  'hereafter'  if  it  constituted  a  major  change  in  the 
rider  would  have  to  be  noted  in  the  report  and  would  have  subjected  the  re- 
port to  a  point  of  order. 

"Since  the  Bible  rider  must  be  viewed  as  temporary  authority,  it  is  there- 
fore necessary  for  the  Congress  to  move  swiftly  on  arrest  record  legislation  be- 
cause the  FBI's  authority  to  operate  the  National  Crime  Information  Center 
and  the  collection  and  dissemination  of  'RAP  sheets'  will  end  on  June  30.  I  am 
preparing  legislation  on  this  question  and  I  understand  that  the  Justice  De- 
partment is  doing  the  same.  Last  year  similar  legislation  was  referred  to  the 
Subcommittee  on  Constitutional  Rights  and  this  year  such  legislation  has  been 
jointly  referred  to  the  Subcommittee  and  to  your  Subcommittee  on  Criminal 
Laws  and  Procedures.  Since  we  chair  these  two  Subcommittees,  I  suggest  that 
the  staffs  of  those  two  Subcommittees  begin  arrangements  for  swift  joint  ac- 
tion on  this  question  so  that  the  FBI  does  not  have  to  shut  down  this  valuable 
law  enforcement  service. 

"I  respectfully  request  that  this  letter  be  made  a  part  of  the  State,  Justice 
and  Commerce  Subcommittee's  record  on  the  FBI  appropriation. 

"With  kindest  wishes. 

"Sincerely  yours, 

"Sam  J.  Bbvin,  Jr., 

"Chairm.an." 
"Exhibit  2 

"A  bill  to  protect  the  constitutional  rights  of  the  subjects  of  arrest  records 
and  to  authorize  the  Federal  Bureau  of  Investigation  to  disseminate  convic- 
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tion  records  to  State  and  local  government  agencies,  and  for  other  purposes 

"Be  it  enacted  by  the  Senate  and  House  of  Representatives  of  the  United 
States  of  Atnerica  in  Congress  assembled, 

"Section  1.  Section  534  of  title  28,  United  States  Code,  is  amended  to  read 
as  follows : 

"  '§  534.  Acquisition,  perservation,  and  exchange  of  identification  records ;  ap- 
pointment of  officials 

"  '(a)  The  Attorney  General,  shall — 

"'(1)  acquire,  collect,  classify,  and  preserve  identification,  criminal  identifi- 
cation, crime,  and  other  records  ;  and 

"'(2)  exchange  these  records  with,  and  for  the  oflScial  use  of,  the  Federal 
Government,  the  States,  cities,  and  penal  and  other  institutions  for  law  en- 
forcement purposes. 

"  '(b)  (1)  The  Attorney  General  may  exchange  such  records  with  the  officials 
of  federally  chartered  or  insured  banking  institutions  to  promote  or  maintain 
the  security  of  these  institutions ;  and  if  authorized  by  State  statute,  with 
ofl5cials  of  State  and  local  governments  for  purposes  of  employment  and  licens- 
ing. 

"'(2)  Any  such  exchange  under  this  subsection  shall  be  made  only  for  the 
oflScial  use  of  any  such  oflScial.  The  exchange  of  any  identification  or  other  rec- 
ord indicating  that  any  person  has  been  arrested  on  any  criminal  charge  or 
charged  with  any  criminal  offense  is  hereby  forbidden  unless  such  record  dis- 
closes that  such  person  pleaded  guilty  or  nolle  contendere  to  or  was  convicted 
of|)SUch  charge  or  offense  in  a  court  of  justice. 

"'(c)(1)  All  copies  of  records  of  information  filed  as  a  result  of  an  arrest 
that  is  legally  terminated  in  favor  of  the  arrested  individual  shall  be  returned 
to  that  individual  within  60  days  of  final  disposition  and  shall  not  be  main- 
tained in  the  files  of  any  Federal  agency,  if  a  copy  of  the  formal  court  order 
disposing  of  the  case  is  presented,  or  upon  formal  notice  from  one  criminal 
justice  agency  to  another.  Records  of  information  include  fingerprints,  photo- 
graphs or  any  records  or  files,  except  investigative  files,  relating  to  that  arrest. 

"'(2)  Records  of  such  information  may  be  retained  if  another  criminal  ac- 
tion or  proceeding  is  pending  against  the  arrested  individual,  or  if  he  has  pre- 
viously been  convicted  in  any  jurisdiction  in  the  United  States  of  an  offense. 

"'(d)  The  exchange  of  records  authorized  by  this  section  is  subject  to 
cancellation  if  dissemination  is  made  outside  the  receiving  departments  or  re- 
lated agencies. 

"'(e)  The  Attorney  General  may  appoint  oflScials  to  perform  the  functions 
authorized  by  this  section. 

"'(f)  The  Attorney  General's  authority  to  disseminate  records  indicating 
that  an  individual  has  been  arrested  or  charged  with  any  criminal  offense  to 
non-criminal  justice  agencies,  pursuant  to  subsection  (b),  shall  expire  on  De- 
cember 31,  1974.  After  that  date  the  Attorney  General  shall  be  forbidden  from 
disseminating  such  information  to  non-criminal  justice  agencies.'  " 

"Memorandum 
"(November  12,  1973) 

"Re  :  Arrest  Records  Legislation 

"The  attached  draft  legislation  is  designed  as  a  temporary  stopgap  measure 
to  resolve  the  controversy  raised  by  the  Conference  Report  on  H.R.  8916,  the 
State,  Justice  and  Commerce  Appropriations  bill  for  Fiscal  1974.  In  essence, 
that  controversy  concerns  the  viability  of  the  outstanding  court  order  against 
the  FBI  by  the  District  Court  for  the  District  of  Columbia  in  the  case  of  Men- 
ard V.  Mitchell  328  F.  Supp.  718  (1971).  In  that  ca.se  the  District  court  so  con- 
strued section  534  of  title  28  as  to  prohibit  the  FBI  from  disseminating  raw 
arrest  records  to  non-law  enforcement  agencies.  The  House  takes  the  position 
that  it  has  permanently  resolved  this  question ;  the  Senate,  of  course,  disa- 
grees. 

"The  attached  legislation  would  amend  §  534  so  as  to  reestablish  that  au- 
thority in  the  following  manner : 

"Subsection  (a)  simply  restates  the  existing  general  language  of  §  534; 

"Subsection  (b)  addresses  the  issue  raised  by  the  Menard  decision.  It  is  al- 
most identical  to  the  language  which  Senators  Bible  and  Ervin  proposed  to 
H.R.  8916  limiting  non-law  enforcement  dissemination  to  conviction  records. 
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"Subsection  (c)  also  addresses  the  question  of  dissemination  of  non-convic- 
tion records  to  both  law  enforcement  and  non-law  enforcement  agencies.  It  is 
almost  identical  to  the  recommendations  of  a  recent  Justice  Department  re- 
port. 

"Subsections  (d)  and  (e)  are  identical  to  existing  language  in  section  534. 

"Subsection  (f )  provides  that  the  Attorney  General's  authority  to  disseminate 
information  to  non-law  enforcement  agencies  expires  at  the  end  of  this  Con- 
gress. This  assures  that  this  legislation  is  only  a  temporary  measure  and  that 
the  Justice  Department  will  have  to  return  to  the  Congress  for  additional  au- 
thority, hopefully  in  the  form  of  a  comprehensive  arrest  records  bill." 


MATERIALS  RELATING  TO  PROJECT  SEARCH 
Computerized  Criminal  History  Demonstration 

Technical  Memorandum  No.  2,  January  1971 

Chapter  I 
introduction 

The  Technical  Evaluation  Team 

The  Technical  Evaluation  Team  is  one  of  the  working  committees  estab- 
lished by  the  Project  Group  of  Project  SEARCH.  Membership  on  the  Technical 
Evaluation  Team  included  representatives  of  each  of  the  ten  states  which  par- 
ticipated in  the  initial  demonstration  of  the  project  concept,  as  well  as 
representatives  of  the  Federal  Bureau  of  Investigation  and  the  Law  Enforce- 
ment Assistance  Administration.  The  membership  of  the  Technical  Evaluation 
Team  is  presented  in  Exhibit  1-1. 

The  Technical  Evaluation  Team  was  charged  by  the  Project  Group  with  the 
responsibility  of  making  recommendations  to  the  Project  Group  concerning 
changes  in  system  concept,  file  contents,  or  procedures,  based  on  the  experience 
gained  during  the  initial  phase  of  the  project.  This  report  contains  those  rec- 
ommendations called  for  in  the  charge  to  the  team. 

The  Technical  Evaluation  Team  met  as  a  group  five  times  to  develop  the 
recommendations  which  constitute  the  backbone  of  this  report.  In  addition, 
work  was  carried  out  within  the  participating  states  to  collect  and  analyze 
data  necessary  to  document  the  results  of  the  preliminary  phase,  and  to  sup- 
port the  recommendations  contained  here. 

The  initial  demonstration 

The  original  plan  of  Project  SEARCH  called  for  initiation  of  a  technical 
feasibility  demonstration  period  during  the  period  1  July-31  August,  1970.  At 
the  time  this  schedule  was  established,  the  system  concept  for  Project 
SEARCH  had  not  yet  been  developed,  but  there  was  an  underlying  assumption 
that  the  system  would  consist  of  a  relatively  straightforward  central  reposi- 
tory computer  serving  terminals  in  the  participating  states.  Subsequent  to  that 
time,  a  system  concept  was  developed  which  called  for  a  computer-to-computer 
operation  with  substantial  hardware  and  software  modifications  being  required 
in  each  of  the  participating  states.  Nevertheless,  the  deadline  for  initiation  of 
the  demonstration  operation  was  met,  and  on-line  operation  of  the  central 
index  computer  and  computers  in  several  of  the  participating  states  began  on 
time  and  continued  throughout  the  demonstration  period.  Subsequent  to  the 
scheduled  end  of  the  demonstration  period,  operations  of  the  project  have  con- 
tinued. Three  of  the  original  participating  states  discontinued  oi>erations  at 
the  conclusion  of  the  scheduled  demonstration;  four  states  are  still  maintain- 
ing Project  SEARCH  capabilities  on  an  operational  basis,  and  several  addi- 
tional states  have  participated  in  the  project  to  varying  degrees.  These  states 
which  have  participated  to  some  degree  in  the  project  and  a  brief  description 
of  their  participation  is  provided  in  Exhibit  1-2. 

Demonstration  system,  configuration  and  goals 

It  should  be  emphasized  that  the  major  goal  of  the  initial  phase  of  Project 
SEARCH  was  not  to  develop  an  operational  criminal  history  exchange  system. 
Rather,  the  demonstration  was  designed  to  test  the  technical  and  operational 
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feasibility  of  developing  such  a  system,  and  to  prepare  for  the  development  of 
an  operational  system.  Early  in  the  project,  it  was  determined  that  the  major 
unanswered  questions  concerning  system  feasibility  which  should  be  addressed 
were  three-fold : 

(a)  Could  telecommunication  procedures  and  conventions  be  developed  which 
would  ease  implementation  within  each  of  the  participating  states  without  un- 
duly affecting  system  eflSciency  ? 

(&)  Could  definitions  of  terms  and  data  coding  structures  be  developed  or 
adopted  which  would  allow  maximum  flexibility  for  intra-state  criminal  justice 
information  system  development  while  providing  the  necessary  uniformity  for 
inter-state  criminal  history  exchange? 

(c)  Can  a  decision-making  structure  composed  of  operational  managers  from 
each  of  the  participating  states  succeed  in  carrying  out  tasks  and  making  deci- 
sions? 

The  focus  of  effort  on  these  potential  problem  areas  necessarily  diverted  at- 
tention and  resources  from  other  areas  not  considered  critical.  For  example, 
there  was  little  doubt  that  file  maintenance  and  update  procedures  could  be  de- 
veloped if  the  file  contents  could  be  agreed  upon ;  therefore,  final  update  capa- 
bility was  not  developed  during  the  demonstration  period.  Similarly,  decisions 
concerning  the  exact  criteria  for  entry  of  a  criminal  into  the  system  were  de- 
ferred, in  order  to  free  up  resources  to  address  the  question  of  what  data  ele- 
ments would  be  collected  concerning  an  individual  placed  into  the  system. 

Each  of  the  states  participating  in  the  demonstration  evolved  its  own  meth- 
ods of  adapting  existing  computer  facilities  for  use  in  Project  SEARCH.  Some 
states  integrated  the  Project  SEARCH  data  base  with  other  data  bases  within 
the  state  computer  system,  while  others  kept  the  Project  SEARCH  data 
segregated.  Some  states  adapted  existing  telecommunication  processing  soft- 
ware for  Project  SEARCH  uses,  while  other  states  built  entirely  new  teleproc- 
essing systems. 

Organization  of  this  report 

The  Technical  Evaluation  Team  feels  strongly  that  the  purpose  of  evaluation 
is  to  look  forward  to  future  activities  in  criminal  history  exchange.  There  is 
no  point  in  studying  our  past  experiences  except  to  learn  from  them  in  order 
to  make  our  future  activities  more  successful  than  they  would  otherwise  be. 
For  this  reason,  the  main  body  of  this  report  is  directed  toward  a  statement 
of  the  recommendation  for  changes  in  the  second  phase  of  Project  SEARCH. 
Documentation  of  the  arguments  which  were  developed  for  and  against  each  of 
the  recommendations  are  presented  in  subsidiary  sections  of  the  report,  and  in 
the  appendices. 

EXHIBIT  1-1 
TECHNICAL  EVALUATION  TEAM 

State  or  agency  Name  Title 

Arizona Joseph  Ryan Department  of  Public  Safety. 

California Seth  Thomas Program  planning  officer,  Department 

of  Justice. 

Connecticut Val  Punga Chairman,  Computer  Science,  Rens- 
selaer Polytechnic  Institute  of 
Connecticut. 

Florida GeneSlade Department  of  Law  Enforcement. 

Maryland James  R.  Donovan Director,  Systems  Development,  Gov- 
ernor's Commission  on  Law  En- 
forcement. 

Michigan... David  R.  Fergason Chief,    Data    Processing,    Michigan 

State  Police. 

Minnesota Lawrence  W.  Hedin MINCIS-SEARCH    Director,    Bureau 

of  Criminal  Apprehension. 

New  York Jack  R.  McGuinness Director  of  Computer  Systems  Design, 

NYSIIS. 

Texas Charles  Friel,  Ph.  D Director    of    Research,    Institute    of 

Contemporary  Corrections. 

Washington James  H.  Shaw. Law  Enforcement  Coordinator. 

Federal  Bureau  of  Investigation Dennis  G.  Lofgren Special  Agent,  FBI. 

Beverly  E.  Ponder Section  Chief,  Identification  Division, 

FBI. 

Law  Enforcement  Assistance  Administra-    Paul  Sylvestre Statistics  Center,  NCJISS. 

tion.  Lewis  Arnold... Systems  Analysis  Center,  NCJISS. 

California Robert  L.  Marx  (Chairman) Project  SEARCH  Technical  Coordina- 
tor. 
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Recommendation  3.  Subject  to  the  limitations  specified  above,  states  should 
move  rapidly  toward  preparation  of  index  load  and  supporting  state  file  records 
for  all  offenders  under  their  jurisdiction.  Until  this  action  has  been  taken,  a 
"no  bit"  response  from  the  central  index  cannot  be  interpreted  as  meaning  that 
the  person  under  consideration  has  no  significant  criminal  history.  {Discussion 
on  Page  3-3 )  — Accepted. 

Recommendation  4.  Entry  in  the  central  index  and  interstate  information 
transfer  is  to  be  limited  to  legally  adjudged  adults  and  to  those  offenses  which 
occurred  while  the  offender  was  an  adult.  (Discussion  on  Page  3-3) — Accepted. 

Recommendations  concerning  data  content  of  index  records 

Recommendation  5.  The  data  elements  specified  for  index  records  during 
the  demonstration  period  should  be  retained  except  as  altered  by  the  follow- 
ing recommendations.  {Discussion  on  Page  3-4) — Accepted. 

Recommendation  6.  The  index  record  should  contain  offender  status  (on  parole, 
on  probation,  on  pre-release).   (Discussion  on  Page  3-5) — Accepted 

Recommendation  7.  Central  index  records  should  provide  for  alias  names,  and 
for  multiple  OLN,  SOC,  and  MNU  identification  numbers.  These  identification 
elements  should  be  capable  of  search  in  the  name  search  routine.  (Discussion  on 
Page  3-6) — Accepted. 

Recommendation  8.  The  identification  portion  of  the  central  index  record  should 
contain  "as  of"  date  indicating  the  latest  time  that  identification  descriptors  were 
updated.  (Discussion  on  Page  3-7 )  — Accepted. 

Recommendation  9.  Fingerprint  classification  (FPC)  in  NCIC  form  should 
be  made  a  required  data  element  at  the  central  index  beginning  1  January  1971. 
During  the  demonstration  period,  this  data  element  was  optional.  (Discussion 
on  Page  3-8) — Accepted. 

Recommendation  10.  Address  and  occupation  data  elements  in  state  files  for 
inter-state  transmission  should  be  deleted.  The  data  elements  were  optional  dur- 
ing the  demonstration  period.  (Discussion  on  Page  3-9) — ^Accepted. 

Recommendation  11.  Offenses  which  are  entered  in  the  state  files  as  5405  and 
5406  (moving  and  non-moving  traffic  offenses)  should  not  be  entered  in  the 
index  (Discussion  on  Page  3-10) — Accepted. 

Recommendation  12.  Offenses  coded  4200  (drunk)  should  not  be  included  in 
the  index.  (Discussion  on  Page  3-10) — Accepted. 

Recommendations  concerning  data  coding 

Recommendation  13.  Offense  codes  should  be  provided  for  parole  violation  and 
for  probation  violation.  These  events  are  presently  provided  for  in  disposition 
coding,  but  are  often  classified  as  separate  offenses  and  charges  within  states. 
(Discussion  on  Page  3-11) — Accepted. 

Recommendation  14.  New  offense  codes  in  the  narcotics  and  assault  categories 
should  be  provided.  The  present  coding  structure  does  not  provide  for  "ag- 
gravated assault",  nor  for  general  categories  of  manufacture,  distribution,  sell- 
ing and  possession  of  dangerous  drugs.   (Discussion  on  Page  3-11) — Accepted. 

Recommendation  15.  The  literal  equivalents  of  offense  codes  should  be  re- 
worked for  readability  and  clarity,  with  less  emphasis  on  brevity  (Discussion  on 
Page  3-12) — Accepted. 

Appendix  C 

questionnaiee  results 

The  questionnaire  shown  here  was  administered  by  Technical  Evaluation 
Team  members  to  selected  persons  in  an  attempt  to  gauge  user  reaction  to  the 
demonstration  system  and  its  outputs.  No  attempt  at  statistical  validity  was 
made  in  the  design  or  administrationn  of  the  questionnaire. 

Tables  1  through  9  were  developed  from  the  responses  from  questionnaires 
administered  in  four  states.  The  35  responses  reflected  opinions  of  25  persons 
who  actually  made  SEARCH  inquiries  and  10  who  only  saw  demonstrations. 
Included  were  22  law  enforcement,  four  from  corrections  and  three  each  from 
courts  and  prosecution,  and  one  each  from  an  Attorney  General's  Office,  Com- 
puter Science  Specialist,  and  State  Planning  Agency  (Table  1).  While  25  re- 
spondents (including  16  law  enforcement)  indicated  the  index  response  was 
"just  about  enough",  nine  others  (six  in  law  enforcement)  reported  "less  than 
needed".  Only  one  indicated  that  the  responses  were  more  than  needed  (Table 
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2).  Those  reporting  a  need  for  additional  information  asked  for  fingerprint  clas- 
sification and  visible  marks  and  scars  in  the  I.D.  section  and  a  caution  indica- 
tor wliere  applicable.  One  person  asked  for  aliases. 

Twenty-five  of  the  respondents  indicated  that  they  wanted  profile  informa- 
tion by  offense  category  while  ten  indicated  this  was  not  necessary.  Of  the  25 
who  wanted  the  offense  category,  11  reported  they  would  approve  of  collapsing 
the  number  of  categories  to  fewer  codes  (Table  3  and  4). 

Only  nine  reported  that  it  would  be  suflBcient  to  know  that  an  individual 
merely  had  a  criminal  record.  Twenty-six,  including  14  in  law  enforcement  in- 
dicated this  would  not  be  suflScient.  (Table  5). 

The  same  proportion  of  responses  were  made  to  the  question  of  sufficiency  of 
arrest  information  without  conviction  information.  (Table  6). 

Tables  7  and  8  are  developed  from  an  interesting  combination  of  questions. 

Asked  if  they  would  prefer  a  maximum  limit  on  allowable  inquiries  in  order 
to  insure  turn-around  time  of  ten  minutes,  the  majority  of  respondents  indi- 
cated a  preference  to  lengthen  turn-around  time  so  the  number  of  inquiries 
could  be  unlimited.  (Presumably,  some  were  unaware  that  copious  inquiries 
would  tend  to  lengthen  turn-around  time).  Only  potentially  minimal  users  of 
the  system  (Attorney  General  indicated  preference  for  limited  use  (Table  7). 

In  contrast,  Table  8  indicates  that  most  prefer  index  responses  to  occur  in 
0-5  minutes,  while  AOR  response  time  preference  shows  that  the  majority 
consider  more  than  one  hour  acceptable. 

Table  9  indicates  that  the  preference  is  to  know  about  all  of  the  states  in 
which  criminals  have  previously  been  criminally  active. 

TABLE  1.— NUMBER  OF  CRIMINAL  JUSTICE  AGENCIES  MAKING  SEARCH  INQUIRIES,  JULY  1970 

[By  type  of  agency,  by  number  of  inquiries] 


Number  of 

inquiries 

Made  no 

Type  of  agency 

0-99 

100-199 

2C0-299 

300-399 

400-499 

500  pi 

us 

inquiries, 

only  saw 

demonstration 

Total... 

7 

7 

3 

0 

0 

8 

10 

Law  enforcement 

4 

5 
1 
1 
0 
0 
0 
0 

2 
0 
0 
0 
C 
1 
0 

0 
0 
0 
0 
0 
0 
0 

0 
0 
0 
0 
0 
0 
0 

7 
0 
0 
0 
0 
0 
1 

4 

Courts 

Corrections 

Prosecutor 

Attorney  General    

0 

2 

1 

0 

2 
1 
2 
1 

Computer  science 

0 

0 

SPA 

0 

0 

TABLE  2.-ADEQUACY  OF  INDEX  INFORMATION 
[By  type  of  agency] 


Adequacy 


Type  of  agency 


Less  than 
needed 


Total 

Law  enforcement.. 

Courts 

Corrections 

Prosecutor 

Attorney  General.. 
Computer  science. 
SPA 


Just  about 
enough 


25 


16 
1 
2 
3 
1 
1 
1 


More  than 
needed 


1 
0 
0 
0 
0 
0 
0 
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TABLE  3.— IS  DETAIL  ON  OFFENSE  CATEGORIES  NECESSARY? 
(By  type  of  agency) 


Detail  necessary? 


Type  of  agency  Yes  No 

Total 25  10 

Law  enforcement 

Courts 

Corrections 

Prosecutor... 

Attorney  General 

Computer  science. .._ 

SPA... 


TABLE  4.— WOULD  COLLAPSING  CATEGORIES  CAUSE  DIFFICULTY?  (ONLY  ASKED  IF  YES  TO  Q.  40) 

I  By  type  of  agency] 

Cause  difficulty? 


13 

9 

3 

0 

3 

1 

3 

0 

1 

0 

1 

0 

1 

0 

Type  of  agency  Yes  No 

Total 14  11 

Law  enforcement 

Courts 

Corrections 

Prosecutor 

Attorney  General 

Computer  science 

SPA.. 


TABLE  5.— IS  IT  SUFFICIENT  ON  INDEX  ONLY  TO  KNOW  A  PERSON  HAS  A  RECORD? 

[By  type  of  agency] 

Is  record  sufficient? 


6 

7 

3 

0 

2 

1 

1 

2 

0 

1 

1 

0 

1 

0 

Type  of  agency  Yes  No 

Total 9  26 

Law  enforcement 

Courts 

Corrections 

Prosecutor 

Attorney  General ^ 

Computer  science 

SPA... 


TABLE  6.-IS  SUMMARY  OF  ARRESTS  BUT  NOT  CONVICTIONS  SUFFICIENT? 

(By  type  of  agency] 

Arrest  summary  sufficient? 


8 
0 

14 
3 

1 

3 

0 

3 

0 

1 

0 
0 

I 

1 

Type  of  agency  Yes  No 

Total 7  26 


Law  enforcement 6  14 

Courts 0  3 

Corrections 0  4 

Prosecutor 1  2 

Attorney  General 0  1 

Computer  science... 0  1 

SPA 0  1 
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TABLE  7.— IN  ORDER  TO  HAVE  TURN-AROUND  TIME  ON  INDEX  10  MINUTES  OR  LESS.  WOULD  YOU  PREFER  LIMITING 
INQUIRIES  OR  LENGTHENING  TIME  TO  INCREASE  NUMBER  OF  INQUIRIES? 

(By  type  of  agency] 

Response 


Lengthen 
Limit  turn-around 


Type  of  agency  inquiries  time 

Total 6  13 


Law  enforcement - 5  10 

Courts 0  0 

Corrections 0  1 

Prosecutor 0  2 

Attorney  General .--  1  0 

Computer  science 0  0 


TABLE  8.— MAXIMUM  TURNAROUND  TIME  FOR  INDEX  AND  AGENCY  OF  RECORD  RESPONSE 

IBy  type  of  agency] 


Index 

AOR 

Type  of  agency 

0-5 
minutes 

6-10         11-20 
minutes      minutes 

20  plus 
minutes 

G-20 
minutes 

21-60 
minutes 

1  plus 
hours 

Total 

17 

6 

6 

7 

10 

9 

16 

Law  enforcement 

12 

4 
1 
0 
0 
G 
1 

4 
1 
0 
1 
0 
0 

3 
1 
3 
0 
0 
0 

8 
0 

1 
1 
0 
0 

6 

1 
0 
1 
0 

1 

9 

Courts 

Corrections 

Attorney  General 

0 

1 

2 

2 
3 

1 

Computer  science 

1 

1 

SPA - 

0 

0 

TABLE9.— WOULD  YOU  LIKE  TO  KNOW  ALL  STATES  IN  WHICH  A  PERSON  HAS  BEEN  CRIMINALLY  ACTIVE? 

[By  type  of  agency] 

Type  of  agency  Like  to  know  all  States 


Yes  No 


Total.... 21  15 


Law  enforcement.. 

Courts 

Corrections 

Prosecutor 

Attorney  General.. 
Computer  science. 
SPA 


14 

9 

1 

2 

3 

1 

1 

2 

0 

1 

1 

0 

1 

0 

"Comparative  Analysis  of  Peoject  SEARCH,"  October  23,  1970,  by 

Data.  Dynamics  Inc. 

California  Crime  Technological  Research  Foundation, 

January  7,  1971. 
Mr.  George  Hall, 

Director,  Statistical  Research  Center, 
Law  Enforcement  Assistance  Administration, 
Washington,  D.C. 

Dear  Mr.  Hall:  As  requested  in  Mr.  Velde's  letter  of  December  11,  1970 
(copy  enclosed),  I  am  submitting  two  copies  of  the  contractor  supplied  evalua- 
tion report,  "Project  SEARCH  Evaluation". 
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As  a  preface  to  the  submission  of  this  report  I  feel  it  appropriate  to  outline 
a  brief  history  of  events  and  actions  leading  up  to  this  submission  (copies  of 
all  documents  referred  to  Lolow  are  maintained  in  our  tile  and  will  be  made 
available  to  yoii  upon  request). 

On  July  10,  1970  Request  for  Proposal  CCTRF  No.  1  was  sent  out  to  40  pro- 
spective bidders.  Proposals  were  received  from  13  bidders.  One  of  these  propos- 
als was  received  from  Data  Dyanmics,  Inc.  (DDI)  with  their  transmittal  let- 
ter dated  July  22,  1970. 

As  required  in  the  RFP,  DDI  submitted  two  documents — pricing  submittal 
and  a  technical  and  management  submittal. 

Following  an  appropriate  contractor  selection  and  approval  process,  DDI 
was  selected  and  a  contract  drafted  and  properly  negotiated. 

DDI  prepared  a  project  plan  and  timetable,  began  work,  and  submitted  all 
contract-required  progress  reports  (dated  September  14,  1970,  October  9,  1970 
and  November  6,  1970). 

At  the  September  2-3,  1970  SEARCH  Project  Group  meeting,  DDI  reported 
on  the  progress  of  their  work  and  distributed  copies  of  their  "Evaluation 
Guide"  for  review. 

At  the  October  20-21,  1970  SEARCH  Project  Group  meeting,  DDI  again  re- 
ported on  their  progress  and  activities. 

On  October  19  a  rough  draft  (working  copy)  of  the  evaluation  report  was 
submitted  to  Mr.  Douglas  Roudabush,  Executive  OflScer,  California  Crime 
Technological  Research  Foundation,  for  his  review  and  comment.  This  was  re- 
viewed and  subsequently  discussed  with  Mr.  Alfred  Sansone  of  LEA  A  on  Octo- 
ber 22,  1970.  Comments  thus  obtained  were  then  presented  to  DDI  for  re-draft- 
ing of  the  report. 

With  these  considerations,  DDI  then  prepared  their  final  evaluation  report, 
"Comparative  Analysis  of  Project  SEARCH",  which  is  enclosed  with  this  letter. 

Copies  of  the  DDI  final  evaluation  report  were  provided  to  the  SEARCH 
Project  Group  members  on  November  9,  1970  at  a  meeting  just  to  the 
SEARCH  Symposium.  The  members,  by  transmittal  letter,  were  asked  to  re- 
view the  document  and  provide  comments  to  Mr.  Roudabush.  A  synopsis  of 
comments  offered  by  the  various  states  follows : 

Arizona — Some  comments  in  the  report  on  system  usage  seem  too  critical.  No 
mention  in  the  report  was  made  of  the  Arizona  Crime  Information  Center  nor 
of  the  Arizona  Department  of  Public  Safety  being  the  NLETS  Switching  Cen- 
ter. 

California — (a)  Reference  to  unsuccessful  program. 

(b)  DDI  not  part  of  SEARCH. 

(c)  On  page  52,  the  report  states  that  190  people  ".  .  .  were  involved  in  the 
selection,  updating  analysis  and  transcribing  of  the  records."  This  simply  is 
not  true.  I  would  question  whether  there  were  ever  more  than  50  people  en- 
gaged in  SEARCH  at  any  one  time.  The  190-man  figure  probably  came  from 
the  anticipated  maximum  staflSng  of  the  Record  Analysis  and  Coding  Section 
sometime  in  FY  1971-72.  This  paragraph  goes  on  to  state  that  40  people  con- 
verted the  data  to  machine  readable  form ;  this  is  probably  correct  in  rough 
terms.  What,  then,  were  the  other  150  people  doing? 

(d)  $9  cost  figure  seems  in  error. 
Colorado— "So  comment. 
Connecticut — No  comment. 

Florida — The  number  of  records  submitted  to  the  Central  Index  was  mis- 
leading in  that  no  mention  was  made  of  the  records  subsequently  submitted 
after  the  DDI  interviews  in  Florida. 

Illinois — No  comment. 

Maryland — The  errors  are  not  too  serious  but  we  do  insist  that  these  correc- 
tions be  made  so  that  our  part  in  the  project  is  accurately  portrayed.  Inciden- 
tally, this  information  appears  on  Page  53  of  the  Draft. 

The  data  collection  in  Maryland  took  place  in  correctional  institutions,  the 
State  Penitentiary,  Patuxent  Institute,  and  the  House  of  Corrections  by  corre- 
lating the  Institutional  information  with  that  from  FBI  "Rap"  sheets.  Only 
felonies  and  dispositions  of  a  minimum  of  six  months  sentencing  were  selected 
for  conversion.  For  demonstration  purposes,  150  dummy  records  were  created, 
30  of  which  were  criminal  histories. 

The  data  was  coded  on  specially  designed  data  collection  forms  and  then 
typed  in  OCR  format  for  input.  The  11,529  criminal  histories  were  collected 
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and  verified  in  ten  weeks  by  4  teams  totaling  50  people  specifically  hired  for 
the  task.  As  a  result  of  4  experiments  run  simultaneously,  the  cost  per  record 
for  conversion  was  $2.22.  The  error  rate  was  approximately  2.0  percent  and 
the  total  technique,  including  the  use  of  Optical  Character  Recognition  equip- 
ment, produced  a  50  percent  savings  over  keypunching. 

Michigan — The  data  content  of  the  report  is  poorly  organized  and  loaded 
with  unsubstantiated  personal  opinions.  The  title  of  the  report  is  misleading  in 
that  we  do  not  know  what  is  being  "compared"  to  what.  Some  of  the  key  is- 
sues are  missing  or  only  lightly  touched  upon.  There  are  contradictory  state- 
ments having  to  do  with  "the  operational  system"  and  "courts  and  corrections" 
which  result  in  little  definitive  information  from  which  judgments  for  the  fu- 
ture can  be  made. 

Minnesota — On  Page  47,  Minnesota  is  listed  as  having  sent  5,852  records  to 
Michigan  by  August  15,  1970.  Apparently  this  is  correct,  however,  it  leaves  the 
impression  that  Minnesota  did  not  convert  the  necessary  10,000  records,  which 
is  incorrect.  Minnesota  suggested  an  asterisk  after  the  number  5,852,  with  a 
footnote  as  follows :  "a  total  of  10,000  records  were  completely  coded  and 
placed  on  tape  prior  to  July  1,  1970,  however,  computer  programming  problems 
delayed  delivery  of  the  balance  of  the  records". 

New  Jersey — No  comment. 

New  York — 1.  Page  44 — The  statement  is  made  that  "state  files  will  be  de- 
signed to  contain  all  arrest  charges  while  the  Central  Index  will  contain  only 
the  number  of  arrest  convictions".  We  believe  this  is  inaccurate  since  the  cri- 
teria established  for  entering  a  record  in  the  Central  Index  provided  that  at 
least  one  disposition — not  conviction — had  to  be  included,  regardless  of  the 
number  of  arrests. 

2.  Page  60 — Response  time — there  is  no  definition  of  "response  time".  If  it  is 
meant  to  reflect  what  the  physical  aspects  of  the  system  could  produce  we 
would  accept  the  figures  given.  If  it  intends  to  reflect  the  response  time  of  the 
operating  system  then  we  would  take  exception  since  many  of  our  inquiries  to 
the  Central  Index  took  several  hours  and  more  to  obtain  responses. 

3.  Page  70 — the  statement  is  made  that  "No  logs  were  kept  of  visitors".  NY 
SIIS  "logs  in"  all  visitors  to  the  agency  as  a  regular  operating  practice. 

4.  Page  49-55 — Describes  the  conversion  of  criminal  history  records  in  the 
various  states.  This  description  would  have  been  much  more  helpful  if  the  con- 
version procedure  components  in  each  state  were  detailed  so  that  a  more 
meaningful  comparison  could  be  made  in  terms  of  record  content,  validity  and 
costs. 

Ohio — No  comment. 

Pennsylvania — No  comment. 

Texas — No  comment. 

Washington — No  comment. 

Washington  D.C.  Metropolitan  Police  Department — Information  in  the  report 
is  essentially  correct,  however,  the  WALES  system  has  recently  been  up-graded 
to  include  50  terminals  and  a  360/50  CPU  with  384K. 

If  you  so  desire,  I  will  see  that  the  DDI  evaluation  report  be  re-written  to 
reflect  any  of  the  inaccuracies  or  misconceptions  outlined  above. 

As  you  can  see,  DDI  has  met  all  contract  obligations  with  respect  to  the 
phases  of  their  work  relating  to  the  evaluation  report.  It  should  be  noted  that 
DDI  even  surveyed  more  states  and  systems  than  required.  I  think  that  upon 
reviewing  their  report,  you  will  agree  that  they  have  in  general  endorsed  the 
efforts  of  and  general  direction  taken  in  Proj'ect  SEARCH. 

Subject  to  submission  of  the  DDI  final  report  relating  to  their  recommended 
design  of  an  operational  system  and  our  comments  relating  to  same,  and  sub- 
ject to  any  requirements  you  may  have  to  the  contrary,  I  would  like  to  con- 
sider the  foregoing  our  final  project  report  on  this  grant  SG-70-006. 

I  have  received  a  rough  draft  (working  copy)  of  the  DDI  final  report  (sys- 
tem design).  We  are  taking  the  necessary  steps  to  conform  with  Mr.  Velde's 
wishes  as  outlined  in  his  December  11,  1970  letter  regarding  the  final  report. 
Following  this  process,  and  following  preparation  of  required  financial  report- 
ing, I  will  consider  that  all  work  under  this  grant  have  been  completed. 

If  you  require  any  further  information  please  let  me  know. 
Sincerely, 

Obville  J.  Hawkins, 

Chairman. 

Enclosures. 
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U.S.  Department  of  Justice, 
Law  Enforcement  Assistance  Administration, 

WashiniitOH,  D.C.,  Decctnlxr  77,  1970. 
Mr.  O.J.  Hawkins, 

Chairman,  California  Crime  Technological  Research  Foundation, 
P.O.  Box  60S, 
Sacramento,  Calif. 

Dear  Mr.  Hawkins  :  In  response  to  your  request  for  instructions  as  to  the 
distribution  of  reports  and  documentation  supplied  to  your  Foundation  by  the 
contractor  under  LEAA  Grant  No.  SG-70-006  (Independent  SEARCH  Evalua- 
tion Study),  we  would  prefer  that  you  use  two  different  forms  of  distribution. 
It  is  my  understanding  that  your  contractor  is  supplying  two  separate  docu- 
ments :  one  dealing  with  its  evaluation  of  the  SEARCH  concept  and  prototype, 
and  one  related  to  its  recommendations  regarding  the  design  of  an  operational 
system. 

LEAA  is  primarily  interested  in  the  evaluation  report,  as  it  may  provide 
data  in  support  of  cost-benefit  analyses  for  planning  purposes  in  the  future. 
We  request  that  your  report  and  the  contractor-supplied  material  related  to 
this  part  of  the  effort  be  supplied  to  LEAA  for  its  internal  use. 

With  respect  to  the  second  part,  dealing  with  long-range  system  design,  it  is 
our  intention  to  make  this  material  available  to  the  SEARCH  Project  as  data 
which  may  assist  the  Project  Group  and  its  staff  in  developing  the  operational 
system  design.  Under  our  recently  announced  grant  to  extend  the  project  to 
December  1971,  and  in  view  of  the  decisions  that  have  been  made  regarding 
the  roles  of  the  various  state  and  federal  agencies,  we  have  concluded  that  all 
system  design  work  should  remain  the  responsibility  of  the  grantee  states 
through  their  representation  on  the  SEARCH  Project  Group  until  the  FBI  is 
in  a  position  to  take  over  management  control  of  the  design  effort.  I  therefore 
request  that  all  documentation  developed  under  this  grant  that  applies  to  the 
system  design  activity  be  transmitted  to  the  SEARCH  Project  Group,  with  an 
information  copy  for  LEAA  files. 
Sincerely, 

Richard  W.  Velde, 
Associate  Administrator. 


Comparative  Analysis  of  Project  Search 

(By  Data  Dynamics,  Inc.,  Arlington,  Va.) 

I.  Introduction 

Project  SEARCH  is  an  18  month  (June  30,  1969-December  31,  1970)  multi- 
state  effort  designed  to  develop  a  prototype  computerized  criminal  justice  in- 
formation system.  The  Project  is  financed  ($2.5  million)  by  the  Law  Enforce- 
ment Assistance  Administration  (LEAA)  and  ten  participating  states. 
Coordination  for  the  Project  is  provided  by  the  California  Council  on  Criminal 
Justice  (CCCJ)  through  the  California  Crime  Technological  Research  Founda- 
tion (CCTRF).  A  ten  man  Project  Group,  consisting  of  one  representative 
from  each  participating  state,  is  responsible  for  the  conduct  of  the  Project  and 
all  final  decisions  relating  to  the  Project.  A  Project  plan  was  developed  by  the 
Project  Group  establishing  tasks  and  responsibilities. 

Two  of  the  tasks  established  in  the  plan  called  for  a  Project  evaluation  and 
a  system  redesign.  LEAA,  through  the  California  Crime  Technological  Re- 
search Foundation,  established  a  grant  to  hire  an  independent  data  processing 
consulting  company  to  conduct  the  evaluation  and  develop  the  system  redesign. 
As  a  result  of  competitive  bid,  Data  Dynamics,  Inc.  of  Arlington,  Virginia  was 
selected  to  review  the  accomplishments  of  Project  SEARCH  and  submit  a  sys- 
tems proposal  on  the  Operational  SEARCH. 

This  report  presents  a  comparative  analysis  of  one  of  the  two  basic  tasks  of 
Project  SEARCH  (System  for  Electronic  Analysis  and  Retrieval  of  Criminal 
Histories ) .  The  one  basic  task  covered  by  this  report  is  "The  development  of  a 
system  for  the  interstate  exchange  of  criminal  history  data".  The  analysis  will 
compare  the  SEARCH  concept,  the  prototype  offender  data  system,  the  opera- 
tional  systems  of   the  participating  states,   selected   local   systems  and   some 
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non-automated  systems.  The  report  highlights  the  achievement  of  the  project 
task  and  identifies  actual  successes  and  problems.  The  prototype  data  system 
is  conceived  to  support  all  facets  of  law  enforcement  administration.  The  man- 
agement structure,  organizational  placement,  organizational  or  functional  inter- 
relationship, system  policy  and  control,  all  of  these  facets  are  interface  topics 
which  are  reviewed  as  a  part  of  the  analysis.  This  report  does  not  address  it- 
self to  the  solution  of  problems  since  this  will  come  in  the  final  report,  the 
proposal  for  the  Operational  SEARCH. 

This  report  is  submitted  to  the  California  Crime  Technological  Research 
Foundation  as  a  deliverable  product  for  Project  SEARCH.  The  report  repre- 
sents the  effort  of  Data  Dynamics,  Incorporated  and  of  the  International  Asso- 
ciation of  Chiefs  of  Police.  The  research  for  the  SEARCH  prototype  and  dem- 
onstration was  completed  in  August  and  the  data  gathering  for  other 
comparable  systems  was  completed  during  September.  The  participants  in  this 
report  are  as  follows  : 

Data  Dynamics,  Inc. 

David  Dale,  Vice  President 
William  Nelson,  Project  Director 
Michael  Sutin 
Samuel  Fife 
David  Asch 

International  Association  of  Chiefs  of  Police 

Roy  Hollady,  Assistant  Director 
Peter  Silvain 
John  Quinn 
Bjorn  Pederson 
Loren  Goldman 

In  addition  to  the  introducfiim,  the  report  includes  an  Executive  Summary, 
a  review  and  analysis  of  the  SEARCH  concept,  a  review  and  analysis  of  the 
SEARCH  prototype,  and  a  review  and  description  of  comparable  criminal  jus- 
tice information  systems  at  the  national,  state  and  local  levels,  all  as  present 
or  potential  SEARCH  interface  systems.  Finally,  the  report  contains  the  obser- 
vations and  findings  drawn  from  comparative  analysis  and  some  recommenda- 
tions pertinent  to  both  project  management  and  the  forthcoming  design  pro- 
posal. 

II.  Executive  Summary 

The  comparative  analysis  and  review  of  the  SEARCH  prototype  was  started 
by  the  DATA  DYNAMICS,  INC.  team  traveling  to  each  participating  state 
during  the  final  two  weeks  of  the  scheduled  demonstration.  When  it  was 
learned  that  the  SEARCH  prototype  was  being  used  mostly  for  planned  dem- 
onstrations of  capability  and  "not  of  sample  operations,  the  DDI  analysts  con- 
centrated on  gathering  comparative  data  on  the  systems  of  the  participating 
states  and  their  SEARCH  preparation  activity.  Members  of  the  lACP  provided 
consulting  service  and  gathered  data  from  six  cities. 

This  report  reviews  Project  SEARCH  as  it  was  conceived  and  planned.  It 
describes  the  Project  Group  and  all  of  the  subordinate  Project  organizations. 
It  describes  the  responsibilities  of  the  states,  the  tasks,  and  the  special  proj- 
ects. The  report  contains  a  complete  review  of  the  SEARCH  prototype  system 
and  a  description  of  a  number  of  systems  at  the  local,  state  and  national  level, 
including  some  systems  that  were  not  automated. 

In  reviewing  the  concept  and  objectives  of  SEARCH,  there  were  only  minor 
questions  or  reservations  expressed.  The  requirement  for  a  national  system  for 
the  exchange  of  criminal  history  information  is  self-evident.  State  and  local 
law  enforcement  activities  have  been  querying  the  FBI  for  many  years  for  in- 
formation not  contained  in  their  files.  No  person  interviewed,  including  those 
with  reservations  on  SEARCH,  could  suggest  an  alternative  approach  to  com- 
puter assisted  information  handling  and.  communications.  The  legal  and  ethical 
aspects  of  maintaining  criminal  history  data  in  state  files  and  not  in  a  na- 
tional bank  have  lead  to  the  concept  of  a  central  index  to  criminal  history  rec- 
ords held  by  individual  states. 

The  SEARCH  Project  Group  was  established  to  develop  the  concept  into  a 
prototype  system.  In  an  organization  subordinate  to  the  Project  Group,  com- 
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mittees,  task  forces  and  working  groups  were  formed  to  develop  the  prototype. 
Although  committees  do  not  always  take  the  most  logical  approach  in  develop- 
ing systems,  the  prototype  system  was  designed  and  installed  for  the  demon- 
stration period.  Dedication  to  the  common  cause  by  individual  participants 
overcame  the  problems  of  a  group  approach.  Two  very  significant  achievements 
of  the  Project  Group  organization  are  the  establishment  of  the  high  degree  of 
cooperation  needed  from  all  of  the  states  if  this  is  to  be  a  responsive  system 
and  the  standardization  required  if  this  is  to  be  a  national  system.  The  Proj- 
ect Group  is  to  be  commended  for  putting  a  system  on-the-air  that  has  met  the 
objectives  of  the  SEARCH  plan. 

Although  the  prototype  system  was  a  success  in  meeting  the  Project  objec- 
tives, it  did  not  achieve  much  operational  success.  Most  of  the  participants  did 
not  use  the  system  in  an  operational  mode.  A  large  number  of  demonstrations 
were  held  to  acquaint  potential  users  with  the  capabilities  and  benefits  of  such 
a  system.  In  many  cases,  the  demonstrations  were  the  first  introduction  of 
staff  personnel  from  courts  or  corrections  to  the  potential  service  available 
from  a  computer  system.  The  capability  demonstrated  by  the  prototype 
SEARCH  was  well  received  by  these  personnel  who  expressed  firm  require- 
ments for  timely  and  accurate  criminal  history  data.  Beyond  the  planned  dem- 
onstrations, the  system  was  used  in  an  operational  test  mode  very  sparingly. 
Only  one  state  exercised  the  system  well  enough  to  generate  any  use  data. 
From  this  state  over  360  potential  hits  were  made  on  the  limited  data  base 
(10,000  records  per  participating  state)  with  70  of  these  hits  being  classified  as 
actual  and  more  than  half  of  the  actual  hits  from  outside  of  the  state. 

The  technical  analysis  of  the  SEARCH  prototype  revealed  many  characteris- 
tics of  the  committee  approach  to  system  design.  The  system  software  was  a 
modification  of  existing  capabilities  to  meet  the  processing  requirements  of 
Project  SEARCH  without  overtasking  the  already  burdened  staffs  of  the  state 
systems.  The  result  was  a  prototype  system  that  was  a  matter  of  compromise 
rather  than  a  deliberate  design.  Although  these  compromises  made  it  possible 
to  put  a  system  together,  they  limited  the  usefulness  of  the  system  for  opera- 
tional testing  purposes.  Lack  of  an  updating  capability  for  the  Index  and  tech- 
nical problems  were  cited  as  some  of  the  observed  reasons  that  the  system  was 
not  tested  operationally. 

The  problems  encountered  in  developing  the  Central  Index  and  the  use  of 
the  state  "RAP"  sheets  emphasized  the  requirement  for  the  work  of  the  Stand- 
ardization Task  Force.  Some  of  the  "RAP"  sheets  were  praised  but  in  general 
they  were  an  expediency  that  would  not  be  acceptable  to  many  of  the  potential 
users.  Additional  requirements  for  data  in  the  areas  of  courts  and  corrections 
need  to  be  identified  and  satisfied  in  the  operational  'SEARCH'.  A  most  signif- 
icant accomplishment  of  Project  SEARCH  was  establishing  the  cooperative  at- 
titude of  the  states  in  resolving  minor  differences  in  individual  state  systems 
so  that  standard  data  elements  can'  be  identified  and  classified. 

The  report  describes  the  systems  of  each  participating  state  and  the  effort  of 
the  state  in  making  their  information  available  to  SEARCH.  The  system  of 
the  National  Crime  Information  Center  is  described  as  an  example  national 
system  and  as  a  system  with  which  SEARCH  must  ultimately  interface.  A 
number  of  local  systems  are  described  to  ensure  that  the  national  system  will 
meet  the  requirement  of  a  local  law  enforcement  system. 

Acknowledging  the  achievements  of  the  Project  SEARCH,  the  report  recom- 
mends a  SEARCH  Policy  Control  Council,  Regional  Councils  and  the  establish- 
ment of  a  staff  directly  responsible  for  administration  and  operation  of  the 
Operational  SEARCH.  The  report  proposes  the  staflBng  of  the  councils  in  such 
a  way  as  to  ensure  that  the  Operational  SEARCH  is  responsive  to  the  require- 
ments of  the  states.  The  following  tabular  listing  of  achievements  and  prob- 
lems, both  present  and  projected,  are  the  major  considerations  deemed  neces- 
sary for  the  development  of  a  operational  system. 

PBOJECT  SEARCH  ANALYSIS 

Achievements 

Development  of  prototype 

Substantiation  of  feasibility 

High  number  of  record  accesses  during  operational  testing 

Criminal  justice  information  automatically  available  to  courts 

Criminal  justice  information  automatically  available  to  corections 
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standardization  of  data  elements  (criminal  justice) 
States  participation  and  cooperation 
Development  of  security  and  privacy  i>olicy 
Isolation  of  present  and  potential  problems 

Problem  areas  (prototype) 

Resources  to  convert  past  records 

Missing  case  disposition  data 

Correlation  of  disposition  data 

Lack  of  unique  machine  readable  fingerprint  data 

Lack  of  operational  usage  data  during  demonstration  period 

Backlog  on  low  speed  communications 

Technical  failures  in  communications 

Subordinate  priority  of  Central  Index 

Lack  of  update  capability 

Lack  of  EDP  capability  in  law  enforcement 

Shortage  of  EDP  resources  in  law  enforcement 

Adequacy  of  data  elements 

Inexperience  of  law  enforcement  personnel  in  systems 

High  cost  of  prototype 

Technical  deficiencies  in  prototype  system 

Lack  of  courts  and  corrections  participation  in  prototype  development 

Projected  proMems  (operational  SEARCH) 

System  policy  control 

System  administration  and  operation 

Development  of  reliable  and  eflScient  system 

Financing  of  system 

System  implementation 

Site  selection  and  preparation 

Participation  of  all  state  and  territories  in  system 

Development  of  reliable  and  accurate  indexing 

Development  of  file  maintenance  and  record  control  procedures  for  index 

Establishing  technical  control  for  communications 

Definition  and  classification  of  criminal  history  data  elements 

Standardization  of  criminal  history  data  elements 

Conversion  of  manual  files  to  automated  system 

Correlation  of  police,  courts}  land  corrections  information 

Acquisition  of  new  criminal  data 

Establishment  of  'Agency  of  Record'  policy  for  a  criminal  history  record 

Development  of  standai'd  communications  record  format 

Development  of  state  transmission  conversion  programs 

Development  of  state  querie  and  retrieval  programs 

Development  of  an  administrative  message  switching  capability 

Interface  with  the  National  Crime  Information  Center  (NCIC)   System 

Establishment  of  technical  security  for  system 

Data  processing  training  for  law  enforcement  personnel 

III.  SEARCH  Concept 

The  means  to  obtain  information  about  an  Individual's  past  criminal  activity 
as  well  as  the  means  to  collect  criminal  statistics  has  been  desired  by  the 
police,  judicial,  correctional  and  public  safety  institutions  for  some  time.  In- 
trastate criminal  information  is  usually  obtainable,  but  a  mobile  individual  is 
usually  processed  with  a  lack  of  information. 

The  SEARCH  prototype  is  an  effort  to  determine  whether  an  automated  in- 
terstate exchange  of  criminal  histories  and  criminal  statistics  is  a  realistic  and 
a  workable  concept.  Problems  in  both  technical  and  oi^erational  areas  will  be 
illustrated  by  the  SEARCH  prototype  demonstration.  In  providing  the  inter- 
state exchange  of  criminal  history  information,  specific  objectives  must  be  met. 
Some  standardization  of  data  elements  is  required  in  the  areas  of  offender 
identification,  offenses  and  dispositions.  A  central  index  must  be  established 
which  can  inform  any  participating  state  of  an  offender's  identifying  character- 
istics and  locate  the  state  which  maintains  the  individual's  complete  criminal 
history.  The  ability  to  retrieve  information  from  both  a  central  index  and 
from  the  state  maintaining  the  complete  criminal  history  will  be  demonstrated 
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aud  evaluated  through  Project  SEARCH.  The  security  and  privacy  of  criminal 
history  information  must  also  be  established  and  defined. 

The  exchange  of  criminal  statistics  necessitates  an  evaluation  of  their  uses 
and  the  requirements  of  the  various  departments  involved  in  criminal  justice. 
An  enumeration  of  transaction  based  statistics  which  can  be  computerized  and 
are  compatible  among  the  participating  states  is  required.  An  automated  analy- 
sis of  criminal  justice  statistics  will  be  developed  and  demonstrated  through 
Project  SEARCH.  Recommendations  for  a  standardized  set  of  criminal  justice 
statistics  will  also  be  developed. 

When  a  participating  state  desires  information  on  an  individual,  it  queries 
the  Central  Index  by  using  a  QH  message  code.  The  Central  Index  file,  main- 
tained by  the  Michigan  State  Police,  will  return  either  a  "No  Record  Found" 
message  or  identifying  and  summary  information  about  the  individual  as  well 
as  the  name  of  the  state  which  maintains  the  individual's  criminal  history  record. 

In  order  to  obtain  the  criminal  history  record  from  another  participating 
state,  a  QR  message  is  entered  specifying  which  state  is  being  queried.  The 
message  is  transmitted  to  the  message  switching  computer  in  Michigan  where 
it  is  routed  to  the  appropriate  state's  computer.  The  state  holding  the  criminal 
history  record  (Agency  of  Record)  then  transmits  a  copy  of  the  history  in- 
formation to  the  requesting  state  through  the  message  switching  computer. 

Each  participating  state  has  direct  access  to  both  the  message  switching  com- 
puter and  to  the  Central  Index.  Each  state  must  service  inquiries  of  their  crimi- 
nal history  records  from  the  other  participating  states. 

Figure  1  and  2,  following,  depicts  the  entire  communications  structure  of 
SEARCH  showing  the  computer  of  the  Central  Index,  message  switching  com- 
puter, the  state  computer  systems  and  the  State  terminals  and  files. 
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Tbe  following  narrative  describes  the  complete  organization  of  Project 
SEARCH.  The  organizational  flow  chart  which  follows  the  narrative  names  the 
SEARCH  organization,  shows  its  iwsition  in  relation  to  the  other  SEARCH  orga- 
nizations and  also  names  those  individuals  responsible  for  the  direction  of  each 
group.  The  narrative  defines  the  responsibilities  delegated  to  each  organization 
under  Project  SEARCH. 

PROJECT  GROUP 

The  SEARCH  Project  Group,  under  the  chairmanship  of  O.  J.  Hawkins  of 
California  and  assisted  by  Thomas  Trimbach  of  Michigan,  is  designated  as  the 
governing  board  and  overseer  of  Project  SEARCH.  Its  membership  includes 
representatives  from  all  the  participating  states  in  Project  SEARCH.  The 
prime  responsibility  of  the  Project  Group  is  to 

Accept,  review  and  approve  project  plan,  program  reports,  and  final  re- 
ports. 

Organize  and  staff  project  work  groups  and  task  forces. 
Prepare,  approve  and  submit  to  LEAA  comprehensive  plan  and  work 
schedule. 

Ensure  the  fulfillment  of  Project  SEARCH  objectives  and  further  states 
involvement. 

STATISTICAL  ADVISORY  COMMITTEE 

Headed  by  Vincent  O'Leary  of  New  York,  the  Statistical  Advisory  Commit- 
tee is  organized  to  accomplish  those  tasks  associated  with  the  statistical  com- 
ponents of  the  SEARCH  prototype  demonstration.  Its  members  include  repre- 
sentatives from  the  participating  states  as  well  as  members  from  LEAA  and 
the  FBI.  Its  designated  functions  are  to 

Prepare  the  statement  of  work  for  the  prototype  statistics  center. 

Select  the  organization  to  conduct  the  work  of  the  statistics  center. 

Provide  off-line  statistical  analysis. 

Monitor  the  work  of  the  statistics  center,  and 

Prepare  a  statistical  requirements  final  report 

DEMONSTRATION  PLANNING  COMMITTEE 

With  Thomas  Trimbach  at  its  head,  the  four  man  Demonstration  Planning 
Committee  is  the  determining  board  for  the 

Direction  and  organization  of  the  project  demonstration. 
Detailed  requirements  and  content  of  the  demonstrations,  and 
Dissemination  of  brochures,  films,  press  releases,  etc.  to  present  Project 
SEARCH  to  the  other  states 

SECURITY  AND  PRIVACY  COMMITTEE 

Under  the  direction  of  Robert  Gallati  of  New  York,  the  Security  and  Pri- 
vacy Committee  is  organized  to 

Aid  in  selection  of  security  and  privacy  consultants. 

Work  with  consultants  to  study  the  security  and  privacy  areas  in  Proj- 
ect SEARCH, 

Draft  a  code  of  ethics. 

Recommend  system  restrictions,  limitations  and  policy  guidelines,  and 

Prepare  an  encompassing  final  report  considering  Security  and  privacy 
implications.  Recommendations  for  project  demonstration,  and  Recommen- 
dations for  future  expansion  of  SEARCH 

PROJECT  COORDINATOR 

Working  directly  with  the  Project  Group,  the  Project  Coordinator  executes 
the  functions  of  the  Executive  Director  for  the  project.  Led  by  Paul  K.  Wor- 
meli  as  Project  Coordinator  and  aided  by  Robert  L.  Marx  as  Technical  Coordi- 
nator, Steven  E.  Kolodney  as  Statistical  Coordinator  and  George  A.  Buck  as 
Administrative  Coordinator,  the  group  is  responsible  for 

Scheduling  and  conductingi  Meetings, 

Presenting  project  plans  and  reports  as  scheduled, 

Working  with  state  coordinators,  and 

Providing  support  services  to  the  task  forces. 
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STATISTICAL  METHODS  TASK  FORCE 

Under  the  direction  of  Glenn  Dafoe  of  Michigan,  the  Statistical  Methods 
Task  Force  is  responsible  for 

Selecting  the  specific  statistics  included  in  the  computerized  file, 
Formatting  statistical  data  output, 

Providing  assistance  for  the  selection  of  offender  records  placed  in  the 
computerized  file,  and 

Assisting  in  any  statistical  data  file  tasks. 

STATISTICAL  METHODS  TASK  FORCE  SUBCOMMITTEES 

Statistics  requirements 

Ralph  Gutekunst  of  Maryland  is  Chairman  and  is  responsible  for  the  statis- 
tical information  selection  which  is  needed  by  police,  courts,  corrections  and 
state  planners. 

Demonstration  design 

Don  King  of  Florida  heads  this  subcommittee  which 
Determines  statistical  data  base  scope  and 

Recommends    areas    of    coverage,    rules    for    access,    routine    reports, 
input/output  formats,  and  types  of  requests. 

Data  availability 

Under  John  Yeager  of  LBAA,  this  subcommittee. 

Determines  information  feasible  for  inclusion,  and 

Recommends  future  statistical  data  for  inclusion  in  a  nationwide  sys- 
tem. 

Standardized  task  force 

Chairman  Edward  Mattson  of  Minnesota  directs  this  task  force  which  is  re- 
sponsible for  establishing  standards  for  data  on  individual  offenders  including 
interstate  terminology,  record  formats,  data  elements/,  etc. 

STANDARDIZED  TASK  FORCE  SUBCOMMITTEES 

Standardized  offense  data 

Wes  Barrett  of  California  directs  this  subcommittee  which  is  primarily  re- 
sponsible for  data  to  be  included  in  the  computer  file  such  as  : 
Uniform  offense  terminology. 
Record  formats,  and 
Offense  data  elements. 

Identification 

With  Paul  McCann  of  New  York  as  chairman,  this  subcommittee  is  the  de- 
termining force  for 

Uniform  identification  of  data  elements  and 
Description  of  data  elements. 

Security  of  records 

H.  W.  McFarling  of  Texas  is  director  of  this  subcommittee  which  is  in 
charge  of 

Criminal  record  privacy. 

Procedures  for  access  to  information,  and 

Penalties  for  misuse  of  records. 

Dispositions 

In  charge  of  this  subcommittee  is  Mark  Levine  of  Maryland.  Court  and 
correctional  disposition  data  elements  are  its  prime  responsibility. 

STATE  PROJECT  COORDINATORS 

With  one  representative  from  each  of  the  participating  states,  the  State 
Project  Coordinators  shall 

Assure  the  execution  of  his  state's  approved  project  plan, 
Provide  state  plans  and  reports  to  the  Project  Coordinator  on  project 
status,  problems  and  coordination  needs. 
Assume  responsibility  for  his  state's  technical  direction,  and 
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Ensure  the  project  interface  of  his  state  with  the  work  of  the  other  par- 
ticipating states. 

WORKING  GROUPS 

Working  with  the  State  Project  Coordinator  are  two  working  groups,  Tele- 
communications and  Data  Base,  with  specified  project  responsibilities.  These 
are: 

Telecommunications 

Robert  L.  Marx  of  California  is  the  Staff  Coordinator  in  charge  of 
Computer-related  hardware  specifications  and 
Required  communications  lines 

Data  base 

Robert  L.  Marx  is  also  in  charge  of  the  group  which  is  responsible  for  coordi- 
nating criminal  records  and  statistical  data  files  for 

Preparation  of  computer  files 

Loading  of  computer  files 

INDIVIDUAL   STATE  OPERATIONAL   PERSONNEL 

Within  each  state  are  project  working  groups  directing  the  organizational 
structure  of  its  state  and  determining  how  each  working  group  will  be  staffed. 

Each  participating  state  in  Project  SEARCH  was  assigned  a  specialized  area 
of  criminal  justice  information  processing  for  evaluation.  These  tasks  are  con- 
cerned with  anticipated  critical  problems  in  the  development  of  the  final  SEARCH 
system.  The  broad  areas  of  investigation  include  data  element  requirements, 
records  development,  processing  techniques  and  equipment  feasibility.  The 
specific  state  assignments  are  outlined  below. 
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Integrated  Record  Development  (California). — An  offender  based  criminal 
information  system  such  as  SEARCH  must  have  the  capability  of  providing  in- 
formation to  and  from  all  parts  of  the  justice  process.  This  special  project  will 
determine  the  feasibility  of  formatting  the  data  which  will  produce  meaningful 
statistics  on  the  criminal  justice  system. 

Specialized  Consideration  of  Court  and  Prosecution  Needs  (Maryland). — In 
this  study,  the  requirements  of  courts  and  prosecuting  attorneys  will  be  inves- 
tigated. The  data  elements  for  an  individual  offense,  offender  records  and  sta- 
tistical data  will  be  determined.  Elements  within  the  court  and  prosecution 
area  that  are  of  interest  to  the  other  users  will  be  identified. 

Specialized  Probation  and  Parole  Requirements  (New  York). — The  statistical 
information  and  data  elements  necessary  for  the  probation  and  parole  area  of 
the  criminal  justice  process  will  be  determined  by  this  task.  The  study  will 
lead  to  a  statement  of  the  data  required  for  effective  planning,  management 
and  program  evaluation. 

Simultaneous  Statistics/History  Generation  (Connecticut) . — The  purpose  of 
this  special  project  is  to  establish  an  offender-based  data  collection  system  and 
to  design  a  file  which  will  permit  nearly  automatic  and  simultaneous  genera- 
tion of  both  statistical  data  and  criminal  history  files. 

Transaction  Utility  in  Status  File  Maintenance  (Texas). — The  "subject-in- 
progress"  approach  will  be  evaluated  in  this  special  project.  This  type  of  sys- 
tem consists  of  a  record  of  each  arrest  which  is  updated  as  an  offender  moves 
through  the  criminal  justice  process  to  maintain  the  record  of  his  current  sta- 
tus. When  an  exit  point  is  reached,  a  summary  of  his  record  will  be  created 
that  will  update  the  offender's  criminal  history. 

Feasibility  of  Intrastate  Indexing  of  Regional  Files  (Washington). — This 
study  will  center  on  the  feasibility  of  regional  criminal  history  files  within  the 
region  with  a  combined  index  to  these  files  maintained  at  the  state  crime  in- 
formation center.  All  regional  centers  will  have  the  capability  of  inquiry  to  all 
other  regions  through  the  combined  index.  Also,  an  inquiry  from  another  state 
will  automatically  query  the  regional  center. 

Facsimile  Equipment  Demonstration  (Maryland,  Michigan,  Minnesota  and 
New  York). — The  feasibility  of  interstate  exchange  of  hard-copy  fingerprint 
transmissions  will  be  determined  by  this  study.  Techniques,  as  well  as  equip- 
ment capability,  will  be  investigated. 

In  addition  to  the  special  projects  mentioned  above,  each  participating  state 
will  trace  250  adult  felons  through  their  criminal  justice  system  for  its  input 
to  the  statistical  evaluation.  The  data  to  be  collected  consists  of  offender  char- 
acteristics and  information  from  four  levels  in  the  criminal  justice  process 
Police,  pretrial  (felony),  felony  trial,  and  corrections. 
Some  of  the  information  to  be  compiled  within  each  of  the  categories  is  as 
follows 

Age,   sex,   race,   prior   record,   status,   dates,   offenses   charged,   actions 

taken,  lengths  of  sentences,  supervision,  and  dispositions. 

Overall,  the  demonstration  will  provide  an  example  of  a  means  to  describe 

the  administration  of  criminal  justice  by  bringing  together  information  from 

the  separate  criminal  justice  agencies.   More  specifically,   the  demonstration 

will: 

Locate  the  "problem  areas"  associated  with  tracing  offenders  through 
the  state  criminal  justice  system. 
Acquaint  state  and  local  personnel  with  these  "problem  areas", 
Determine  the  feasibility  of  conducting  the  operation  on  a  larger  scale, 
Gain  knowledge  and  experience  that  will  aid  in  developing  a  satisfac- 
tory mechanism  for  the  collection  of  the  desired  data  on  a  continuing 
basis,  and 

Produce  summary  statistics  describing  each  level  and  stage  in  the  crimi- 
nal justice  process. 

IV.  Search  Prototype 

Under  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968,  83  statute 
197,  the  Law  Enforcement  Assistance  Administration  (LEAA)  was  created  to 
administer  federal  funds  for  the  improvement  of  the  Nation's  entire  criminal 
justice  system.  The  act  gave  LEAA  the  authority  to  fund  an  18  month  multi- 
state  prototype  system  known  as  Project  SEARCH.  SEARCH,  in  its  entirety, 
involved  LEAA,  ten  grantee  states  and  the  California  Crime  Technological  and 
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Research  Foundation  (CCTRF).  Funds  for  SEARCH  involved  commitments  of 
$2,528,058.  These  funds  were  allocated  to  accomplish  two  primary  goals 
through  the  demonstration  of  Project  SEARCH.  These  goals  are  grouped  as 
immediate  and  long-term  goals 

The  immediate  goal  of  the  project  is  to  establish  and  demonstrate  a 
multistate  prototype  system  and  capability  which  will  (a)  establish  and 
demonstrate  utilization  of  offender  files  in  the  applicant  status  based  on  a 
compatible  "criminal  justice  offender  record."  These  will  seek  to  integrate 
police,  prosecution,  court  and  correctional  offender  data;  (b)  automate 
transaction-based  criminal  ju.stice  statistics  (e.g.,  offense  and  arrest  statis- 
tics, jail  sentence,  probation  and  parole  statistics,  etc.)  to  permit  retrieval 
of  data  by  LEAA  and  by  selected  police,  court  and  correctional  agencies 
for  users  to  be  specified  by  the  Project  Group. 

The  long-term  goal  of  SEARCH  is  to  expand  the  usefulness  and  scope  of 
computerized  law  enforcement  information  systems  composed  of  state  enti- 
ties which  enjoy  a  capability  of  interstate  inquiry  and  inventory  of  avail- 
able criminal  justice  statistics,  joined  in  a  fully  netted,  fully  operational 
mode. 
Of  the  $2,520,058  which  has  been  allocated  to  Project  SEARCH,  LEAA  has 
provided  $1,432,000  or  57  percent  of  the  total  amount  while  the  ten  grantees 
have  contributed  $1,087,858  or  43  percent  of  the  SEARCH  funds.  The  total  in- 
cludes  the   budget   estimates  for   an   additional   $87,000  for  coordination  ex- 
penses. 

Figure  3  shows  the  detailed  distribution  of  funds  by  LEAA  and  the  match- 
ing funds  contributed  by  each  of  the  participating  states.  These  funds  are 
itemized  under  the  categories  of 

Personnel,  professional  services,  travel,  equipment,  supplies,  and  other 
operating  expenses. 
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Once  funds  were  allocated  and  goals  were  set  for  Project  SEARCH,  a  sclied- 
ule  of  dates  and  tasks  was  established.  July  1,  1969  marks  the  start-up  date 
for  Project  SEARCH.  The  Project  was  to  be  an  eighteen  month  demonstration 
which  is  due  for  completion  December  31,  1970.  Currently,  Data  Dynamics,  In- 
corporated and  the  International  Association  of  Chiefs  of  Police  are  involved 
in  the  Project  Analysis  and  System  Redesign  phase  of  the  project  schedule 
from  August  10,  1970  to  October  10,  1970.  Then  the  system  redesign  proposal 
shall  be  submitted. 

Project  SEARCH  is  subdivided  into  17  major  tasks  centered  around  the  three 
major  activities  of 

Preparation  of  data  base. 
Preparation  of  SEARCH  system  software,  and 
Preparation  of  computer  and  telecommunication  facilities 
The  task  identification  number  and  title,  the  groups  responsible  for  conducting 
the  tasks  and  the  results  expected  upon  completion  of  the  task  are  shown  in 
Figure  4. 

Task  and  title  Responsibility  Output 

1.  Project  plan  preparation  Project  group Project  plan: 

Project  coordinator  Time  schedule. 

Expenditure  schedule. 
Procedures. 
Control  techniques. 

2.  State  plans  preparation State  project  coordinator... Task  documentation. 

Program  report  plan. 

3.  Offender  record  output  format Standardization  task  force Requirements  for  offender  data  file 

inquiry  module. 

4.  Statistical  output  format Statistical  methods  task  force Requirements  for: 

Statistical  inquiry  module. 
Report  generation  module. 

5.  Data  selection do Sources  of  data. 

Data  collection  methods. 
Data  use  approval. 

6.  Raw  data  collection Data     base     preparation     working    Assembled  data. 

group/State  project  coordinator. 

7.  Data  reduction do Files  input  data  cards  or  tape. 

8.  Data  conversion do _ Usable  computer  file. 

9.  Inquiry  program  flowcharts Programing  and  analysis  group/ State  Flowcharts. 

project  coordinator. 

10.  Batch  program  flowcharts do Do. 

11.  Programing... ..do Production  program. 

12.  System  selection Computer  and  telecommunications    System  configuration  design. 

working  group/State  project  co- 
ordinator. 

13.  System  acquisition Computer  and  telecommunications    Installed  equipment. 

working  group. 

14.  System  demonstration Project  group. Actual  systems  use. 

Project  coordinator 

15.  Project  debrief do Meeting  minutes  summary. 

16.  Project  evaluation  and  system  redesign.  LCAA Written  report. 

Data  Dynamics,  Inc. 

17.  Dissemination Not  designated Written  and  verbal  reports. 

Figure  4.  Task,  Title,  Responsibility  and  Output  Summary 
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Figure  5.  Gant  Chart  of  Project  SEARCH  Schedule 
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Figure  5  is  a  Gant  Chart  which  illustrates  the  entire  project  schedules  with 
the  time  of  the  month  each  task  was  to  begin  and  the  time  of  the  month  each 
task  was  to  be  completed.  Adherence  to  the  project  schedule  was  essential  since 
later  tasks  relied  heavily  upon  the  timely  completion  of  earlier  tasks. 

Conceptually,  the  Project  SEARCH  data  base  was  built  around  the  supposi- 
tion that  a  central  index  could  be  constructed  with  the  capability  for  any 
state  to  obtain  the  criminal  history  of  an  individual  from  any  other  state's 
files.  This  concept  was  designed  to  prove  that  the  information  gaps  which  exist 
throughout  the  entire  criminal  justice  system  could  be  bridged  by  providing 
for  a  nationwide  electronic  exchange  of  criminal  histories.  Response  time  had 
to  be  fast,  all  the  elements  of  the  criminal  justice  system  would  be  served  and 
the  information  was  to  be  more  complete  than  that  which  is  solely  police  ori- 
ented. SEARCH  was  established  to  prove  that  the  technological  problems  could 
be  overcome  so  that  a  real-time  interchange  of  criminal  information  could  be 
achieved.  SEARCH  was  to  prove  that  states  could,  in  fact,  operate  and  main- 
tain a  state  SEARCH  data  base,  contribute  the  required  data  for  the  Central 
Index  and  respond  to  another  state's  request  with  its  complete  criminal  his- 
tory file.  Thus,  SEARCH,  by  leaving  control  with  the  states,  overcame  the 
"Big  Brother  Computer  Concept"  and  fostered  a  scope  of  state  cooperation  in 
the  nation's  criminal  justice  system  heretofore  never  accomplished. 

Project  SEARCH  organized  the  Standardization  Task  Force  under  Edward 
Mattson  of  Minnesota  to  develop  the  data  elements  for  Project  SEARCH.  To 
meet  this  requirement,  the  Standardization  Task  Force  created  three  subcom- 
mittees responsible  for  developing  identification  data  elements,  offense  classifi- 
cation data  elements  and  descriptions  data  elements.  Each  subcommittee  was 
directly  responsible  to  the  Standardization  Task  Force. 

The  Identification  Subcommittee  under  Paul  McCann  of  New  York  developed 
two  sets  of  data  elements  based  on  existing  NCIC  data  elements  to  achieve 
greatest  compatibility.  The  two  sets  of  data  elements  for  the  SEARCH  files  in- 
clude elements  for  the  state  files  and  elements  for  the  Central  Index.  They  are 
identical  except  for  the  address  and  occupation  elements  which  are  included 
only  in  the  state  files.  The  following  is  the  list  of  the  required  data  elements 
for  each  file  and  asterisks  (*)  those  elements  which  are  the  required  minimum 
for  the  Central  Index 

Name,  sex,  race,  place  of  birth,  date  of  birth,  height,  weight,  hair  color, 
visible  scars,  marks,  tattoos,  amputations  or  deformities,  miscellaneous 
identity  number,  state  identification  number,  FBI  number,  social  security 
number,  operator's  license  number,  fingerprint  classification,  skin  tone,  ad- 
dress (state  file  only),  and  occupation  (state  file  only). 

The  Offense  Data  Subcommittee,  chaired  by  Wesley  Barrett  of  California, 
developed  a  uniform  offense  terminology  to  be  included  and  used  in  the  com- 
puter files.  These  elements  are  based  directly  upon  Draft  VII  of  the  NCIC 
Uniform  Offense  Classification  Definitions.  Basically,  this  includes  the  abbrevi- 
ations and  codes  of  the  offense,  the  number  of  arrests  and  the  number  of  con- 
victions. These  classifications  are  used  whenever  a  record  indicates  an  offense. 

The  Disposition  Subcommittee,  under  Mark  Levine  of  Maryland,  developed 
the  standardized  terminology  for  courts  and  corrections  disposition  data  ele- 
ments for  Project  SEARCH.  The  disposition  data  elements  were  developed  on 
the  assumption  that  the  following  data  is  recorded 

Date  of  Arrest,  arrest  agency,  and  charge. 
Also,  it  is  assumed  that  state  files  will  be  designed  to  contain  all  arrest 
charges  while  the  Central  Index  will  contain  only  the  number  of  arrest  convic- 
tions. The  Subcommittee  allowed  for  some  flexibility  by  providing  optional 
data  elements  which  states  may  wish  to  include  in  their  files.  Also,  the  sub- 
committee established  required  minimum  data  elements  which  should  be  re- 
corded and  filed  for  offense  transactions.  Some  rules  were  suggested  regarding 
minimum  data  elements  such  as 

It  is  recommended  that  the  final  disposition,  regardless  of  where  it  oc- 
curs in  the  process,  be  shown  for  each  offense. 

The  date  for  each  transaction  included  in  the  record  should  be  given. 
The  offense  code  should  be  given  along  with  each  transaction  when  the 
offense  code  has  changed  from  the  code  existing  at  the  prior  transaction. 

As  a  further  recommendation  for  the  files,  minimum  information  on  major 
transactions  are  recorded  as  the  person  moves  through  the  system.  These  files 
should  indicate 


34-788   O  -  74  -  23 


344 

Police  disposition  of  the  cliarge  (released  on  charge  in  court), 
The  major  court  outcome, 

The  terms  of  any  higher  court  sentences,  if  one  is  given,  and 
The  start  and  stop  dates  of  any  institutionalization,  parole,  or  probation 
as  well  as  the  nature  of  the  outcome  of  each. 
The   Dispositions    Subcommittee   encountered   some   problems   in   developing 
their  data  elements.  Some  of  these  were 

It  is  difficult  to  develop  a  list  of  disposition  identifiers  to  describe  the 
outcome  of  every  criminal  justice  transaction, 

Present  state  "Rap"  sheets  fail  to  reflect  the  state  policy  in  regards  to 
how  offenders  may  be  released,  thus  making  it  diflScult  for  other  states  to 
interpret  their  dispositions. 

Pre-trial  data  (bail  granted,  arraignments,  etc.)  will  be  very  meaningful 
and  useful  in  a  complete  criminal  justice  system,  and 

Courts  and  corrections  do  not  have  agency  identification  numbers  in 
most  states. 
The  codes  for  Project  SEARCH  are  derived  from  the  NCIC  codes.  These  in- 
clude identification  codes ;  state  and  political  unit  codes ;  codes  for  visible 
scars,  marks,  tattoos,  amputations,  or  deformities ;  fingerpi-int  classification 
codes ;  offense  codes ;  and  disposition  codes.  For  a  detailed  report  on  what 
these  codes  and  data  elements  are,  see  Technical  Report  No.  1,  January  1J>70, 
"Standardized  Data  Elements  for  Criminal  History  Files." 

The  Central  Index  for  SEARCH  was  constructed  when  the  participating 
states  submitted  their  index  records  on  tape  to  Michigan.  These  tapes  were 
then  recreated  on  disk  files  by  means  of  a  load  program.  There  was  no  provi- 
sion to  update  or  delete  these  records.  All  totaled,  as  of  August  15,  1970,  the 
following  numbers  of  records  were  received  by  Michigan  for  the  Central  Index. 

Michigan    8, 570 

New   York 11,  093 

Arizona    5, 663 

Connecticut  3, 152 

Ohio    8, 221 

California    10, 370 

Minnesota    5, 852 

Maryland   11,  537 

Florida  3, 016 

Texas    3, 922 

This  gives  a  total  Central  Index  record  count  of  71,396.  For  further  information 
statistics  on  the  Central  Index,  the  following  facts  provide  some  pertinent  data 
concerning  the  SEARCH  Central  Index 

The  SEARCH  Central  Index  and  record  hookup  is  a  modification  of  the 
Michigan  Law  Enforcement  Information  Network  (LEIN)  program, 

The  Index  is  written  in  ALGOL  and  requires  approximately  2(X)0  words 
of  core, 

All  files  are  random  in  organization  and  are  interconnected  as  shown  on 
the  following  diagram  (Figure  6) , 

The  input/output  queues  of  the  SEARCH  system  are  240  characters  in 
length  (one  disk  segment)  and  usually  occupy  55,000  disk  segments 
(SEARCH  and  LEIN  combined) 

There  was  never  more  than  one  module  present  for  SEARCH  because  of 
Michigan  core  limitations    (single  message  processing),   and 
Michigan  kept  a  log  of  all  SEARCH  inquiries  made 
Records  included  in  the  SEARCH  Central  Index  met  the  following  criteria : 
Final  disposition  on  a  least  one  charge,  and 
FBI  number  assigned. 
The  collection  of  criminal  history  data  afforded  participating  and  observing 
states  practical  experience  in  data  consolidation  from  the  various  areas  of  the 
criminal  justice  system.  The  basic  identification  data,  offense  and  disposition 
information   was  collected  from   "Rap"   sheets   and/or  fingerprint  cards.   The 
specific  procedures  and  techniques  followed  by  the  individual  states  are  described 
below : 

ARIZONA 

Arizona  does  not  complete  a  "Rap"  sheet  at  the  time  of  arrest  however,  they 
do  receive  "Rap"  sheets  from  the  FBI,  when  applicable.  The  major  source  of 
data  was  the  fingerprint  cards  filled  out  at  the  time  of  an  arrest. 
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Figure  6.  Organization  and  Interconnection  of  SEARCH  Central 

Index 
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Conversion  to  machine  readable  format  was  done  by  filling  out  "Rap"  sheets 
specifically  designed  for  SEARCH  with  information  from  fingerprint  cards  and 
individual  files.  The  data  was  then  transcribed  to  card  format  sheets,  key- 
punched and  edited  into  tape. 

Arizona  assigned  two  keypunching  and  two  conversion  clerks  on  a  full-time 
basis,  however,  we  were  not  able  to  ascertain  the  average  cost  per  record  for 
this  conversion. 

CALIFORNIA 

"Rap"  sheets  were  the  source  of  data  from  the  state  of  California.  Sheets 
that  were  currently  being  processed  were  used,  although  those  in  excess  of 
three  pages  in  length  (more  than  18  offenses)  were  omitted. 

The  "Rap"  sheet  information  was  put  on  coding  sheets  and  sent  to  (Optical 
Character  Recognition)  typists  to  be  transferred  to  8i/^  by  11  inch  paper  in 
free  format. 

A  total  of  190  people,  including  supervisors,  were  involved  in  the  selection, 
updating  analysis  and  transcribing  of  the  records.  With  supervisors,  40  people, 
that  is  one  supervisor  for  each  six  clerks,  converted  the  data  to  machine  read- 
able form. 

Record  selection  and  coding  of  approximately  10,370  records  required  18,800 
man  hours  or  an  average  cost  per  record  of  $9.00  at  an  average  cost  of  $5.00 
perl  Iman  hour. 

CONNECTICUT 

SEARCH  records  for  Connecticut  were  compiled  from  existing  files  in  the 
manual  system.  This  system  now  contains  over  250,000  fingerprint,  police  rec- 
ord and  court  disposition  files. 

For  data  collection  and  conversion,  eight  people  worked  for  approximately 
15  hours  a  week  for  eight  weeks.  A  total  of  3,181  records  were  formatted.  The 
criminal  data  collection  techniques  used  resulted  in  an  average  cost  per 
SEARCH  record  of  $1.50. 

FLORIDA 

SEARCH  records  for  Florida  were  compiled  from  records  maintained  at  the 
Florida  Crime  Information  Center.  The  Center  had  all  information  except  for 
the  disposition  information.  No  cost  data  was  available. 

MARYLAND 

The  data  collection  in  Maryland  took  place  in  correctional  institutions,  the 
state  penitentiary,  Patuxent  Institute  and  the  House  of  Corrections  by  corre- 
lating the  institutional  information  with  that  from  FBI  "Rap"  sheets.  Only 
felonies  and  dispositions  of  a  minimum  of  six  months  sentencing  were  selected 
for  conversion.  For  security  reasons,  the  names  of  criminals,  150  in  all,  were 
changed  on  the  records  which  were  to  be  used  on  SEARCH  demonstrations. 

The  data  was  coded  on  specially  designed  data  collection  forms  and  then 
typed  in  OCR  format  for  input.  The  11,529  criminal  histories  were  collected 
and  verified  in  ten  weeks  by  50  people  specifically  hired  for  the  task.  Using 
OCR  input,  the  cost  per  record  for  conversion  was  $1.96.  The  error  rate  was 
2.0  per  cent  and  the  OCR  technique  produced  a  60  per  cent  savings  over  key- 
punching. 

MICHIGAN 

The  criminal  histories  in  Michigan  were  obtained  directly  from  the  Records 
and  Identification  Division  of  the  Department  of  State  Police.  The  records 
were  keypunched  for  addition  to  the  file.  No  specific  manpower  figures  were 
obtained;  however,  the  cost  per  history  conversion  to  machine  readable  form 
was  estimated  to  be  $5.00. 

MINNESOTA 

Police  and  courts  must  report  to  the  Bureau  of  Criminal  Apprehension,  a  di- 
vision of  the  Department  of  Public  Safety.  Because  of  this  centralized  record, 
14  people  working  full  time  for  five  months  were  able  to  collect  the  required 
10,000  records.  The  clerks  were  paid  $1.97  per  hour  and  the  cost  of  record  con- 
version was  approximately  $2.20  each. 
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NEW  YOEK 

The  SEARCH  criminal  histories  and  index  records  were  extracted  from  the 
New  York  State  Identification  and  Intelligence  System  (NYSIIS)  history  files. 
Programs  were  written  for  retrieval  and  reformatting.  No  concrete  figure  for 
record  conversion  could  be  ascertained. 

PROTOTYPE  OPERATIONS 

The  complete  system  set-up,  including  communications  lines,  is  shown  on 
Figure  7.  The  system  used  hardware  from  the  Burroughs  Corporation  (3500 
and  5500),  International  Business  Machines  Corporation  (360/40),  Radio  Corp- 
oration of  America  (Spectra  70/46)  and  Univac  Corporation  (418  II).  Software 
ranged  from  minor  modifications  of  an  existing  system  to  complete  new  software 
programs.  An  outline  summary  of  what  was  done  in  the  individual  states  and 
the  Central  Index  follows  : 

The  Central  Index  was  established  on  a  B-5500  in  Michigan.  Minor 
modifications  were  made  to  the  existing  LEIN  software  to  accommodate 
additional  fields  for  the  SEARCH  records.  The  SEARCH  Central  Index 
function  was  added  as  a  module  to  the  LEIN  system.  Each  state's  computer 
which  was  on-line  to  SEARCH  was  considered  a  terminal  on  the  LEIN 
system. 
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Figure  7. 
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Arizona  implemented  SEARCH  on  an  IBM  360/40  computer.  The  state 
system  was  designed  around  SEARCH  criteria  and  integrated  into  the  Ari- 
zona Criminal  Information  Center  (ACIC)  and  NCIC  sjstem.  The  soft- 
ware for  SEARCH  was  designed  and  written  from  the  beginning  by  Ari- 
zona state  personnel. 

The  State  of  California  used  a  Spectra  70/45  for  its  support  of 
SEARCH.  The  software  was  written  by  state  programmers  with  some  mod- 
ifications to  the  California  Law  Enforcement  Telecommunications  System 
(CLETS).  Although  Florida  was  not  able  to  come  on-line  during  the  dem- 
onstration period,  the  state  SEARCH  support  system  was  in  its  final  im- 
plementation stages.  A  B-3500/EMR  6130  was  used  for  hardware  support 
and  the  software  was  written  by  a  contractor.  Few  modifications  were 
made  to  Florida  Crime  Information  Center  (FCIC)  system  to  accommo- 
date SEARCH. 

Maryland  also  used  a  contractor  to  write  the  SEARCH  software  with 
some  modifications  to  Maryland  Inter-Agency  Law  Enforcement  System 
(MILES).  The  system  was  run  on  an  IBM  360/40  with  MILES  and  inter- 
faced to  Michigan  with  a  high  speed,  2400  baud,  transmission  line. 

The  state  of  Minnesota  implemented   SEARCH  on  a  UNIVAC  418  II. 
Software  was  written  under  contract  to  the  manufacturer  and  interfaced 
directly  with  the  existing  Minnesota  Crime  Information  System  (MINCIS). 
New  York  implemented  SEARCH  on  the  existing  B-5500  system.  Some 
software  changes  were  made  to  NYSIIS  and  a  series  of  new  programs 
were  written  by  state  personnel. 
The  method  of  demonstrating  Project  SEARCH  was  left  to  the  discretion  of 
the  individual  states.  The  demonstrations  varied  from  formal,  planned  presen- 
tations to  a  random,  periodic  usage  of  Project  SEARCH.  Some  states  incorpo- 
rated Project  SEARCH  into  their  existing  automated  state  system,  and  there- 
fore, actually  had  no  demonstration,  but  rather  its  regular  daily  use.  Other 
states  did  not  want  to  use  Project  SEARCH  when  the  specified  demonstration 
period  ended. 

The  network  of  terminals  provided  by  the  states  differed  greatly  during  the 
demonstration  period.  Some  states  provided  only  one  terminal  connected  on-line 
to  Project  SEARCH  although  many  other  terminals  could  provide  off-line 
input  to  be  entered  through  the  on-line  terminal.  Other  states  had  many  termi- 
nals available  for  on-line  processing  through  Project  SEARCH. 

USERS 

Four  of  the  states  participating  in  the  Project  SEARCH  demonstration  can 
be  classified  as  users.  This  means,  essentially,  that  Project  SEARCH  was  used 
in  the  normal  flow  of  their  criminal  history  procedures. 
Police 

All  participants  in  Project  SEARCH  provided  terminals  for  police  usage. 
However,  the  terminals  were  not  necessarily  on-line.  The  largest  over-all  user 
of  Project  SEARCH  was  the  police. 

Cmirts 

One  state  had  court  participation  consisting  of  a  terminal  for  inquiry  pur- 
poses. In  other  states,  the  courts  were  observers  or  not  involved  at  all. 

Parole  and  probation 

Parole  and  probation  Boards  were  not  involved  in  the  Project  SEARCH 
demonstration. 

CoTTections 

One  state  provided  a  terminal  for  Corrections  to  perform  SEARCH  inquiries. 
Corrections  was  not  involved  in  the  demonstration  in  the  other  states. 

OPEBATIONAX  RESULTS 

Hits 

One  state  kept  records  of  the  hits  obtained  through  the  use  of  Project 
SEARCH.  Their  results  showed  305  answers  from  SEARCH  on  their  inquries. 
Of  these  305  answers,  74  were  the  actual  criminal  history  information  of  the 
individuals  for  whom  the  queries  were  initiated.  The  same  state  also  noted 
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that  the  criminal  history  information  provided  by  SEARCH  for  one  individual 
could  not  be  found  in  their  own  manual  state  files. 

Another  state  believed  they  received  no  legitimate  hits  from  SEARCH  in- 
quiries. This  state,  however,  kept  no  records  of  the  results  of  their  inquiries. 

Response  time 

On  retrieval  of  Index  records  (QH  inquiries),  the  average  response  times 
vary  from  one  and  one-half  minutes  to  two  minutes  on  low  speed  gear  and  five 
seconds  to  fifteen  seconds  on  high  speed  equipment.  The  average  response 
times  on  History  Record  (QR  inquiry)  retrievals  ranged  from  five  to  45  min- 
utes to  low  speed  transmission  and  was  four  minutes  on  high  speed  lines. 

It  must  be  noted  that  in  some  cases,  times  of  two-to-four  hours  were  re- 
quired for  complete  transmission  of  history  information, 

PROBLEMS 

Down-time 

Reported  down-time  ranged  from  zero  to  under  ten  hours  from  July  1  to 
September  1.  Some  of  the  down-time  reported  was  attributed  to  external 
events,  e.g.  electrical  storms. 

Communication  lines  and  interface 

Line  problems  occurred  with  the  high-speed  equipment.  It  took  approxi- 
mately four  weeks  to  rectify  this  problem. 

Some  states  complained  of  interface  problems  with  the  Central  Index.  Once 
these  problems  were  solved,  they  did  not  reoccur. 

Formatting 

Two  major  problems  found  in  the  formatting  were  first,  some  states  sent 
blanks  in  their  output  format  which  increased  transmission  time.  The  second 
item  was  the  use  of  codes  without  necessary  indexes  in  the  output  record  which 
meant  little  or  nothing  to  the  state  requesting  the  criminal  history. 

Software 

All  known  software  problems  were  corrected  by  the  state  in  time  to  partici- 
pate in  Project  SEARCH  during  (the  demonstration  period. 

FACSIMILE  DEMONSTRATION 

The  states  of  Maryland,  Michigan,  Minnesota  and  New  York  participated  in 
the  SEARCH  facsimile  demonstration.  The  facsimile  transmit  and  receive  ter- 
minals were  made  by  Litton  Industries  and  are  the  same  as  those  used  by 
New  York  in  their  NYSIIS  system. 

Mock-up  fingerprint  cards  with  photographs  were  made  to  coincide  with 
dummy  records  in  the  Central  Index.  Many  transmissions  were  made  and  re- 
sults ranged  from  completely  unusable  prints  to  excellent  prints.  The  results  of 
a  facsimile  transmission  were  greatly  dependent  upon  the  lines  used  and  the 
proficiency  of  the  operators  at  both  ends. 

SECURITY  AND  PRIVACY 

The  Committee  on  Security  and  Privacy  recommended  procedures  in  several 
areas  of  the  criminal  justice  network  to  guarantee  the  integrity  of  the  data  pro- 
vided in  Project  SEARCH.  The  areas  ranged  from  system  access  to  waste  dis- 
posal. In  regards  to  some  of  the  aspects  of  security  and  privacy  in  Project 
SEARCH,  Data  Dynamics  presents,  in  the  following  statements,  some  of  the 
most  important  aspects  considered  in  the  plan  for  security  and  privacy. 

Access  to  the  SEARCH  system  is  restricted  to  those  public  agencies  which 
are  concerned  with  criminal  justice  and  the  "need  to  know"  to  perform  their 
functions.  SEARCH  terminal  access  is  restricted  to  those  agencies  maintaining 
the  SEARCH  files  or  any  agency  that  received  permission  from  the  SEARCH 
Project  Group.  To  access  the  SEARCH  Central  Index,  one  of  the  following 
must  he  known 

The  offender's  FBI  Number, 

The  offender's  Social  Security  Number, 

The  offender's  operators  license  number,  and 

The  offender's  name,  sex,  and  date  of  birth. 
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Information  passed  through  the  SEARCH  system  is  restricted  to  the  catego- 
ries of  data  elements  defined  in  the  SEARCH  Operating  Manual  and/or  Tech- 
nical Report  No.  1,  unless  categories  are  expressly  provided  by  the  Project 
Group.  If  fingerprints  were  not  used  to  support  state  criminal  history  records, 
this  must  be  noted.  These  records,  unsubstantiated  by  fingerprints,  should  be 
treated  with  caution. 

On-line  logs  shall  be  maintained.  The  Central  Index  must  log  all  transac- 
tions to  the  Index.  The  participating  states  will  log  internal  transactions. 

Central  Index  record  deletions  will  be  permitted  by  the  state  that  provided 
the  record  initially  or  the  Agency  of  Record.  This  deletion  will  be  performed 
by  the  Central  Index. 

All  personnel  associated  with  the  operation  of  Project  SEARCH  shall  be  in- 
formed of  security  and  privacy  operating  procedures  in  writing.  Nondisclosure 
agreements  shall  be  required,  where  applicable.  Stringent  employee  hiring  prac- 
tices will  be  observed  concerning  the  individual's  character  and  qualifications 
including  the  taking  of  fingerprints  and  clearing  the  individuals  through  the 
state  and/or  FBI.  The  individual  will  be  reviewed  annually  to  assure  his  con- 
tinued clearance  qualifications.  Identification  badges  and  cards  will  be  issued 
to  cleared  individuals. 

Participating  state  agencies  will  implement  the  security  recommendations 
and  be  prepared  for  review  by  the  Security  and  Privacy  Committee  at  all 
times.  Any  security  and  privacy  violations  pertaining  to  individuals  will  cause 
disciplinary  actions  which  are  left  to  the  individual  states.  The  senior  person 
on  each  shift  shall  be  responsible  for  observing  security  precautions. 

For  research  purposes  and  public  demonstrations,  the  identity  of  the  individ- 
ual should  be  disguised.  The  association  of  an  individual  with  his  records 
should  be  divorced  as  soon  and  completely  as  possible.  During  visits  by  non- 
SEARCH  personnel,  care  must  be  taken  to  safeguard  sensitive  material. 

The  physical  SEARCH  system  must  be  protected  from  unauthorized  access 
to  SEARCH  information.  Means  shall  be  taken  to  assure  the  security  of  core 
and  file  storage  by  the  use  of  degaussing  techniques.  Memory  protection  fea- 
tures must  be  used.  If  possible,  on-line  files  used  for  SEARCH  should  be  dis- 
connected when  not  in  use.  These  devices  shall  not  be  accessible  to  non- 
SEARCH  and  non-justice  users. 

The  deletion,  modifications  and  additions  to  SEARCH  programs  and  records 
shall  be  limited  to  authorized  personnel  only.  Accesses  to  the  operating  system 
should  be  limited  to  the  fewest  number  of  people|  possible. 

SEARCH  data  transmission  shall  be  done  only  over  dedicated  or  private 
communication  lines.  All  terminal  connections  must  be  approved  by  a  responsi- 
ble state  SEARCH  oflBcial.  Any  new  terminals  or  carriers  added  in  the  system 
must  result  in  automatic  notification  to  all  other  state  SEARCH  participants. 
All  SEARCH  terminal  devices  and  their  locations  shall  be  given  a  unique  iden- 
tification for  control  purposes. 

Any  security  break  concerning  data  communications  shall  be  reported  to  the 
other  SEARCH  participants  as  soon  as  possible.  This  shall  include  all  relevant 
information  concerning  what  happened,  how  it  was  corrected  and  what  is 
being  done  to  prevent  a  similar  break  in  the  future. 

Access  to  the  SEARCH  facility  shall  be  controlled  by  logs.  Unauthorized 
people  working  on  the  system  in  a  maintenance  capacity  shall  enter  his  name 
on  a  log  and  shall  be  supervised  by  an  authorized  SEARCH  personnel.  Sensi- 
tive documents  shall  be  logged.  Program  changes,  system  changes  and  test  re- 
sults shall  be  logged. 

SEARCH  documentation  shall  be  treated  with  appropriate  security  precau- 
tions which  will  be  the  responsibility  for  each  state.  Any  loss,  compromise,  or 
destruction  of  SEARCH  information  shall  be  reported  promptly  to  a  SEARCH 
official. 

Safe  disposal  of  SEARCH  waste  products  shall  be  established  by  each 
SEARCH  organization.  This  should  include  obsolete  documentation,  computer 
listings,  punched  cards,  etc.  Any  library  activities  shall  be  established  to  avoid 
compromise.  This  applies  to  tape  or  disk  storage  as  well  as  computer  output.  A 
log  shall  be  maintained  to  assure  proper  security. 

DDI  had  the  opportunity  to  observe  how  the  plan  for  security  and  privacy 
was  carried  out  in  Project  SEARCH.  The  methods  which  DDI  observed  for 
the  carrying  out  of  security  and  privacy  measures  can  be  noted  in  the  follow- 
ing 
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The  participating  SEARCH  states  did  little  in  changing  the  security  and 
privacy  procedures  already  being  used.  The  SEARCH  computers  and  ter- 
minals were  in  secure  areas  and,  therefore,  access  was  limited  to  author- 
ized personnel.  No  logs  were  kept  of  visitors. 

Dummy  records  with  phoney  names  were  submitted  by  the  states.  These 
were  used  in  public  demonstrations. 

The  transmission  procedure  for  SEARCH  information  was  the  same  as 
that  of  regular  traffic.  Some  states,  however,  did  require  specific  identify- 
ing information  before  a  SEARCH  message  could  be  entered. 

No  personnel  associated  with  the  Project  SEARCH  demonstration  had 
any  special  character  screening  other  than  the  qualifications  set  by  the 
state  for  its  usual  functions. 

V.  Comparable  Systems 

WASHINGTON  AREA  LAW  ENFORCEMENT  SYSTEM    ( WALES) 

WALES  was  implemented  to  serve  the  law  enforcement  agencies  in  the 
Washington,  D.C.  Metropolitan  Area.  The  following  police  departments  partici- 
pated in  the  design,  development  and  implementation  of  WALES 

Alexandria  Police  Department  (Va.) 

Arlington  County  Police  Department  (Va.) 

Fairfax  County  Police  Department  (Va.) 

Maryland  State  Police  (Md.) 

Metropolitan  Police  Department  (D.C.) 

Montgomery  County  Police  Department  (Md.) 

National  Capital  Park  Police  (D.C.) 

Prince  Georges  County  Police  Department  (Md.) 
The  System  used  a  total  of  42  IBM  2740  and  2260  terminals  in  addition  to  a 
direct  NCIC  interface.  The  system  hardware  used  was  an  IBM  360/40  and 
the  following  files  comprised  the  WALES  data  base 

Name  record  file,  vehicle  file,  vehicle  status  file,  and  wanted  persons  file. 

WALES  allows  for  one  data  entry   to  check  both   the  WALES  and  NCIC 

data  bases  automatically  through  message  switching.  This  concept  allows  an 

officer  to  query  only  once  and  receive  all  available  data  from  both  WALES 

and  NCIC. 

WALES  represents  the  first  criminal  information  system  to  be  implemented 
involving  eight  Regional  Enforcement  Agencies  in  two  states  and  the  District 
of  Columbia  in  cooperating  with  five  other  organizations  including  IBM, 
SHARE,  Council  of  Governments,  Systems  Science  Corporation,  and  the  C&P 
Telephone  Company. 

MARYLAND  INTERAGENCY  LAW  ENFORCEMENT  SYSTEM    ( MILES) 

The  MILES  system  has  been  oiierational  in  Maryland  for  three  years  and 
now  supports  around-the-clock  43  terminals.  The  system  is  implemented  on  two 
IBM  360/40S,  one  of  which  is  a  complete  back-up.  The  following  files  are  in- 
cluded in  MILES : 

Records 

Stolen   boats 75 

Stolen  vehicles 8,  000 

Stolen    tags 8,  000 

Stolen    articles 9,  000 

Stolen  guns 5,  000 

Name   ID 6.  000 

Warrants   7,  500 

Drivers  license  and  vehicle  registration  information  may  also  be  obtained 
through  the  MILES/DMV  high  speed  interface.  Message  switching  is  provided  in 
addition  to  inquiry  processing. 

MILES  is  an  interagency  system,  in  that,  it  provides  service  to  the  Depart- 
ment of  State  Police,  Correctional  Services,  Parole,  Probation,  and  Juvenile 
Services.  It  is  also  tied  to  NCIC  and  WALES. 

Maryland  Law  permits  any  law  enforcement  agency  of  the  state  or  any  state 
agency  to  connect  with  the  data  communications  and  message  switching  system. 
Response  time  from  MILES  searches  ranges  from  eight  to  ten  seconds  and  re- 
sponses from  DMV  averaged  20  seconds.  Hits  on  the  system  averaged  150  a  month. 
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FI-ORIUA  CRIME  INFORMATION   CENTER    (FCIC) 

FCIC  is  a  service  facility  under  the  management  of  the  Florida  Department 
of  Law  Enforcement  (FDLE)  providing  support  to  Florida's  law  enforcement 
and  criminal  justice  community.  FCIC  exists  on  a  statewide  communications 
network  and  computerized  system  for  storage  and  retrieval  of  information  re- 
lating to  crime,  criminals  and  criminal  activity.  The  components  of  the  system 
are 

Communications  terminals  (IBM-2740  Mod  2), 

Burroughs  B-3500, 

Two  EMR  6130  communications  processors,  and 

Data  files  (320  million  characters) 
Three  basic  types  of  on-line  information  are  maintained.  Their  contents  are 

VeJiicles 

Stolen,  recovered,  abandoned,  impounded,  operated  by  surveillance  sub- 
jects, wanted  in  connection  with  crimes,  stolen  plates,  lost  plates,  re- 
covered plates,  be-on-the-look-out-for,  stolen  boats,  stolen  aircraft,  and 
stolen  trailers. 

Persons 

Wanted  persons,  wanted  for  questioning,  surveillance  subjects,  missing 
persons,  revoked  suspended  drivers  licenses,  and  criminal  histories. 

Property  {non-vehicular) 

Stolen  articles  and  stolen/lost/recovered  guns. 

The  system  is  directly  interfaced  to  the  FBI's  NCIC  computers  through  a 
high  speed  (2400  baud)  voice  grade  line.  The  system  will  also  interface  with 
the  Departments  of  Highway  Safety  and  Motor  Vehicles. 

The  system  provides  message  switching  and  inquiry  in  addition  to  auxiliary 
functions.  It  is  modeled  after  NCIC  and  all  transmissions,  messages,  etc.  are 
in  NCIC  format. 

NEW  YORK  STATE  IDENTIFICATION  AND  INTELLIGENCE  SYSTEM    (NYSIIS) 

The  services  of  NYSIIS  are  available  to  police,  prosecutors,  courts,  proba- 
tion, parole  and  correctional  agencies  throughout  the  State  of  New  York. 
Though  not  completely  computerized,  NYSIIS  does  provide  a  comprehensive 
list  of  services  which  can  be  summarized  as  follows 

FingeriJrint  processing, 

Name  searching, 

Wanted  system  with  the  NCIC  interface, 

Personal  appearance/Arrestee  file  ("Rap"  sheet),  and 

Latent  print  file 
Communications  within  the  NYSIIS  System  is  by  facsimile  equipment.  No  juris- 
diction in  New  York  State  is  more  than  one  hour  travel  time  from  a  facsimile 
device.  At  the  present  time,  there  are  41  facsimile  installations  around  the  state. 
The  computerized  services  of  NYSIIS  are  now  implemented  on  a  Burroughs 
B-5500  with  a  B-6500  being  installed  at  the  present  time.  Below  are  some 
statistics  collected  on  the  NYSIIS  System  during  1969. 

Criminal  fingerprints  received 196,  760 

Applicant/license  fingerprints   received 254,  002 

Fingerprints  on  file  (December  31) 6,759,951 

Percentage  of  fingerprints  identified 45 

Fugitives  identified  by  fingerprints 1,  754 

Fingerprints  received  via  facsimile 57,  847 

Name  searches  conducted 710,  321 

Name  cards  on  file  (December  31) 5,418,308 

MINNESOTA  CRIME  INFORMATION   SYSTEM    (MINCIS) 

A  UNIVAC  418  II  is  used  for  the  hardware  support  of  MINCIS.  The  system 
is  run  by  the  Bureau  of  Criminal  Apprehension  which  is  under  the  Depart- 
ment of  Public  Safety.  Presently,  there  are  161  terminals  of  the  ASR  28  and 
KSR  28  variety  operating  over  40  baud  lines.  The  418  II  has  a  direct  connec- 
tion to  the  Department  of  Motor  Vehicle  System  (IBM  360/40). 

The  following  files  are  part  of  the  MINCIS  System 
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stolen  vehicles, 

Stolen  license  plates, 

Feloniously  used  vehicles, 

Stolen,  missing,  and  recovered  guns,  and 

Stolen  articles 
MINCIS  provides  message  switching  services  as  well  as  direct  inquiry  into 
any  of  the  files  listed  above.  If  the  response  is  not  stored  on  the  MINCIS  com- 
puter, a  query  is  automatically  sent  to  NCIC  for  a  search. 

LAW  ENFOKCEMENT  INFORMATION   NETWORK    (LEIN) 

The  LEIN  system  was  created  to  serve  the  768  law  enforcement  agencies  in 
the  State  of  Michigan.  It  is  implemented  on  Burroughs  B-5500  hardware  and 
is  run  around-the-clock.  High  speed  connections  are  made  to  the  Detroit  com- 
puter system  (DETECTS),  the  Michigan  Department  of  State,  the  FBI  System 
(NCIC)  and  the  Law  Enforcement  Automated  Data  System  (LEADS)  at  Co- 
lumbus, Ohio.  LEIN's  primary  mission  is  to  serve  the  ofiicer  on  patrol. 

Files  are  maintained  for  warrants,  drivers  license  information,  and  vehicles. 
They  are  cross-indexed  on  all  of  the  following 

Name, 

System  generated  ID  number, 

Drivers  license  number, 

Social  Security  Number, 

Vehicle  registration  number. 

Vehicle  identification  number,  and 

System  generated  reference  number. 
LEIN  provides  on-line,  real-time  file  maintenance;  inquiry  processing;  mes- 
sage switching  and  broadcast  services ;  and  batch  processing.  At  the  present 
time  there  are  161  terminals  on  the  LEIN  system  and  four  computers.  LEIN 
processes  over  50,000  messages  a  day  with  an  actual  hit  rate  of  4,000  per 
month.  Of  these  50,000  messages,  over  5,000  are  forwarded  to  NCIC  each  day. 

LAW  ENFORCEMENT  AUTOMATED  DATA  SYSTEM    ( LEADS) 

LEADS  is  one  of  the  largest  law  enforcement  systems  now  in  existence  with 
276  terminals  with  access  to  over  20  million  records.  High  speed  connections 
are  made  to  the  LEIN,  the  NCIC  and  County  Law  Enforcement  Applied  Re- 
gionally   (CLEAR)    in  Cincinnati.  An  average  of  25,000  messages  a  day  are 
processed  by  LEADS  with  over  1300  daily  transactions  with  NCIC. 
The  following  files  are  maintained  as  part  of  the  LEADS  system 
Stolen  vehicles. 
Stolen  and  lost  license  plates. 
Vehicle  registration. 
Wanted  persons. 

Suspended  and  revoked  operator's  license,  and 
Operator's  license  and  convictions. 
LEADS  is  implemented  on  an  IBM  360/50  with  a  system  uptime  of  approx- 
imately  96  percent.   One-third   of   the   employees   of   Western  Union  in   Ohio 
(923)    are  involved  as  a  full  or  part  time  basis  with   the  servicing  of  6,479 
miles  of  comniunications  lines.  Other  supporters  of  the  system  are 

Ohio  Department  of  Finance,  21  persons ;  IBM  Corporation,  26  persons ; 
Ohio   Bureau   of   Motor   Vehicles,   96   persons ;   and   Ohio   State   Highway 
Patrol,  56  persons. 
The  LEADS  System  incorporates  the  functions  of  message  switching,  inquir- 
ing processing  and  remote  entry  with  background  processing.  LEADS  is  on-line 
around-the-clock. 

COUNTY  LAW  ENB'ORCEMENT  APPLIED  REGIONALLY    (CLEAR) 

The  scope  of  the  data  base  is  Hamilton  County,  which  includes  the  city  of 
Cincinnati,  Ohio.  They  have  approximately  15,000  active  criminal  history  rec- 
ords presently  on  file  (approximately  ten  percent  of  the  total)  which  are  up- 
dated on-line.  The  records  are  entered  when  the  court  issues  its  final  disposi- 
tion. In  the  future,  entries  will  be  made  as  soon  as  the  arrest  occurs  and 
updated  as  the  individual  progresses  through  the  judicial  system,  as  Subject- 
In-Progress. 
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The  computer  complex  is  owned  by  Hamilton  County  and  Cincinnati.  The  po- 
lice department  is  given  top  priority.  One  CPU  is  dedicated  to  CLEAR.  If  it 
should  go  down,  CLEAR  immediately  goes  to  another  CPU.  Up-time  is  approxi- 
mately 96  percent. 

Criminal  Histories  are  kept  on  an.  RCA  Mass  Storage  Unit  (70/568). 
Wanted  information  (vehicles,  guns  and  articles)  are  kept  on  disc  files. 

The  system  is  monitored  by  a  log  tape  and  a  flog  tape.  One  is  used  to  log 
every  transaction.  The  other  tape  is  used  to  copy  all  entries,  updates  and  can- 
cellation. Both  the  before  and  after  image  are  kept.  If  the  file  has  problems, 
the  system,  by  using  the  computer  generated  control  number,  can  retrieve  in- 
formation from  the  tape.  This  is  done  on-line,  automatically. 

CLEAR  is  on  an  RCA  Spectra  70/45.  A  70/668  Communication  Controller, 
which  can  handle  up  to  48  lines,  is  used.  A  teletype  is  used  to  monitor  any 
line  desired  by  use  of  torn  tape.  All  lines  used  are  high  speed  (2400  baud). 

Formatted  screens  are  used  for  input  messages  on  Visual  Display  Terminals 
(VDTs).  CLEAR  can  return  either  a  SEARCH  formatted  output  or  a  CLEAR 
format  depending  on  the  inquiry  keys  used.  CLEAR  has  34  ASR-34  teletypes, 
18  VDTs  and  approximately  40  receive  only  teletypes.  They  are  developing  a 
Criminal  Justice  Information  System  (CJIS).  As  a  result,  they  have  a  sub- 
ject-in-progress  file  as  well  as  a  criminal  history  file. 

A  "Rap"  sheet  summary  is  produced  from  the  previous  day's  court  docket 
and  a  Criminal  History  summary  is  produced  daily  for  the  court  automati- 
cally. The  Hot  Sheet  which  is  produced  once  a  week  is  also  automated. 

Access  time  is  about  8  seconds  for  Criminal  Histories.  Other  accesses  take 
less  than  5  seconds.  NCIC  response  time  is  from  25  to  30  seconds.  This  is  due 
in  part  to  LEADS. 

CLEAR  used  RCA  Tape/Disk  Operating  System  (TDOS)  with  program- 
ming in  assembly  code. 

They  keep  both  Henry  and  NCIC  types  of  fingerprints.  They  do  not,  how- 
ever, use  NCIC  criminal  codes. 

CALIFORNIA  LAW  ENFORCEMENT  TELECOMMUNICATIONS  SYSTEM    (CLETS) 

CLETS  became  operational  in  the  State  of  California  in  April  1970.  RCA 
Spectra  70/46  computers  are  used  to  switch  messages  throughout  the  state. 
CLETS  provides  all  law  enforcement  agencies  with  the  capability  of  transmit- 
ting messages  to  any  other  law  enforcement  agency,  broadcasting  bulletin  mes- 
sages to  all  points,  directly  accessing  data  base  computer  files  and  transmitting 
messages  for  relay  to  other  states  through  CLETS. 

The  CLETS  message  switching  function  is  separated  into  two  centers,  one  in 
Sacramento  and  the  other  in  Los  Angeles.  CLETS  was  the  initial  step  in  the 
development  of  the  CJIS  for  the  State  of  California. 

COMMONWEALTH  LAW  ENFORCEMENT  ASSISTANCE  NETWORK   (CLEAN) 

The  CLEAN  system  is  being  implemented  by  UNIVAC  for  the  Pennsylvania 
State  Police  to  serve  the  1200  police  organizations  in  the  State.  The  initial 
phase  will  become  operational  in  April  of  1971.  Direct  connections  will  be 
made  to  NCIC,  National  Law  Enforcement  Teletype  System  (NLETS),  Penn- 
sylvania Department  of  Revenue  (DMV  and  DOT),  Harrisburg  and  Philadel- 
phia. The  hardware  configuration  consists  of  tw^o  UNIVAC  418  lis.  Initially, 
both  systems  will  monitor  all  operations  so  that  nothing  is  lost  in  the  case  of 
hardware  failure.  Upon  completion,  the  system  will  support  over  350  UNI- 
SCOPE  100  visual  display  terminals  with  on-line  printers. 

UNI  VAC'S  Law  Enforcement  Applications  Package  (LEAP)  and  CLEAN  are 
being  developed  simultaneously.  The  following  features  will  be  implemented  in 
Phase  I 

Message  switching,  general  persons  sub-system,  master  name  file,  general 
vehicle  file,  article  (property)  sub-system,  warrant  registry,  and  on-line  file 
management. 

Additional  phases  of  the  system  will  be  implemented  within  18  months  after 
the  completion  of  Phase  I. 

NATIONAL  CRIME  INFORMATION  CENTER    (NOIC) 

NCIC  is  run  by  the  FBI  and  has  connections,  either  computer  or  terminal, 
to  all  states. 
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Records  are  maintained  on  the  following  subjects 

Wanted  persons,  64,630:  vehicles,  507,208;  license  plates,  168,980;  guns, 
325,786 ;  articles,  408,499 ;  securities,  665,963  ;  and  boats,  1,758. 

As  of  August  1,  1970,  there  were  2,142,821  active  records  on  NCIC  files.  Dur- 
ing the  month  of  July  1970,  1,893,053  transactions  were  processed  on  a  daily 
average  of  54,615.  The  system  is  now  supported  on  two  IBM  360/50s  with  a 
multiprocessor  360/65  now  being  installed.  NCIC  has  100  control  terminals  in 
49  states,  the  District  of  Columbia  and  Canada. 

Records  are  placed  directly  in  the  NCIC  files  by  the  agency  where  the  rec- 
ord originated  through  a  control  terminal  tied  into  the  network.  NCIC  oper- 
ates virtually  uninterrupted  24  hours  a  day,  seven  days  a  week.  The  cost  of 
the  service  and  the  communications  up  to  and  including  the  modem  in  the 
state  is  paid  for  by  the  FBI.  Any  terminal  equipment  operating  in  eight  level 
ASCII  or  seven  level  BCD  code  is  capable  of  being  interfaced  to  the  NCIC  net- 
work. 

NATIONAL  LAW  ENFORCEMENT  TELETYPE  SYSTEM   (NLETS) 

NLETS  is  composed  of  representatives  in  47  states  (excluding  Alaska  and 
Hawaii)  forming  the  Public  Communication  Otficer's  Association  (PCOA)  and 
Arizona's  Division  (known  as  APCOA).  This  is  an  independent  group  primar- 
ily using  state  funds.  There  are  presently  55  terminals  hooked  into  NLETS  to 
the  48  states  including  some  with  two  terminals  as  well  as  New  York  City, 
National  Auto  Theft  Bureau,  FBI  and  the  Secret  Service. 

All  terminals  are  teletype.  The  model,  however,  varies  from  user-to-user. 
They  are  all  on  low  speed  lines,  which  are  leased  from  GSA-Telpacks. 

The  switching  unit  is  made  by  Computer  Control  Systems  of  Dallas,  Texas. 
It  can  interface  with  almost  any  computer.  The  installation  and  the  unit  re- 
quired took  approximately  seven  days  and  this  resulted  in  bug-free  operation. 
Downtime  over  a  ten  month  period  has  been  well  below  one  percent.  It  can 
handle  up  to  one  hundred  4800  or  9600  baud  lines  and  route  10,000  messages 
per  day.  If  2400  baud  lines  were  used,  this  would  use  approximately  two  per- 
cent of  the  switcher's  capacity. 

The  switcher  will  edit  all  messages  and  send  back  error  information.  It  also 
checks  for  proper  address  and  provides  circuit  usage  statistics. 

The  current  switcher  is  using  eight  circuits,  but  it  is  capable  of  handling  up 
to  28  circuits.  The  present  switcher  is  called  the  CCS  Teleswitcher.  There  is  a 
new  model  5000  coming  out  soon  which  is  supposed  to  handle  the  message 
switching  for  any  company,  but  is  probably  geared  for  airline  reservation  sys- 
tems, etc. 

NLETS  is  strictly  in  the  conversational  mode.  Each  message  is  prefixed  by  a 
three  character  terminal  address.  It  is  used  to  handle  any  type  of  police  mes- 
sage, warrants,  criminal  histories,  stolen  cars,  etc.  Torn  tape  is  the  method 
used  by  those  states  having  two  terminals  to  route  the  message  within  the 
state. 

Teletype  message  format  must  be  used  for  the  switcher  to  function.  The 
local  teletype  is  paid  for  by  the  state  using  it;  otherwise,  the  cost  of  the  lines 
and  the  switcher  is  divided  by  whoever  has  the  55  terminals.  This  constitutes 
the  monthly  bill  to  each  user. 

For  example,  Arizona's  average  monthly  bill 
Line  cost $105 

Switcher  cost 95 

Total  cost 200 

Arizona's  terminal  charge  is  $170. 

SYSTEMS    UNDER   DEVELOPMENT 

California  CJIS 

The  two  major  areas  of  concern  of  the  California  CJIS,  as  stated  by  California's 
Attorney  General  Thomas  C.  Lynch,  are  "1)  Getting  needed  criminal  informa- 
tion to  all  criminal  justice  decision  makers  when  it  is  needed  and  2)  Protecting 
the  rights  and  privacy  of  individuals  by  placing  strict  security  and  confidentiality 
controls  on  all  criminal  justice  information." 

The  major  effort  in  this  five  year  plan  is  the  implementation  of  automated 
criminal  history  records  ('"Rap"  sheets).  Also  included  in  the  initial  CJIS  plan 
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is  the  developmeut  of  an  automated  wanted  person  system.  The   records  created 
for  Project  SEARCH  will  become  a  part  of  this  system. 

The  CJIS  five  year  implementation  plan  with  SEARCH  will  form  the  CJIS 
data  Itase. 

Computer  application  in  CJIS  consists  of  criminal  histories,  wanted  persons, 
firearms,  miscellaneous  property,  statistics,  narcotics  and  modus  operandi.  Ini- 
tially, the  development  of  an  automated  wanted  persons  program  was  stated. 
Also  existing  programs  were  converted  for  the  RCA  Spectra  70/46's  being  in- 
stalled. These  programs  included  the  fire-arms  program,  miscellaneous  property 
program,  statistical  report  program,  narcotic  prescription  program  and  modus 
operandi  program.  The  development  of  an  automated  criminal  history  program 
was  also  undertaken. 

California  CJIS  was  estimated  to  require  five  years  for  fuU  implementation. 
The  CJIS  data  base  is  composed  of  individuals  who  have  committed  CJIS-Cog- 
nizant  offenses.  These  offenses  are  defined  as  Class  I  and  Class  II.  Class  I  of- 
fenses include  arrests  for 

Crime  defined  as  felonies. 

Crimes  which,  depending  on  the  sentence  given,  may  be  felonies  or  mis- 
demeanors, and 

All  misdemeanors  when  a  prior  conviction  would  constitute  a  felony. 

CJIS-cognizant  offenses.  Class  II,  include  specified  misdemeanors  which  fall 
generally  into  the  following  categories 
Crimes  of  violence. 

Riots,  civil  disturbances,  and  school  trespasses. 
Special  offenses  against  persons. 

Crimes  which  affect  division  programs  required  by  law  such  as  failure 
to  provide. 

The  benefits  of  CJIS  will  be  found  in  all  areas  of  the  criminal  justice  sys- 
tem. These  include  local  law  enforcement  agencies,  investigation,  booking  and 
physical  custody,  prosecution,  supervision  and  the  courts. 

Project  SEARCH  interfaces  into  CJIS.  Plans  have  been  made  to  incorporate 
SEARCH  entirely  into  CJIS. 

During  the  current  project  year  (1969/1970),  the  following  development 
projects  are  planned:  wanted  persons  (Phase  I),  firearms,  miscellaneous  prop- 
erty (Phase  I)  and  criminal  histories  system  (Phase  I).  In  the  year 
1970/1971,  criminal  histories  system  (Phase  I)  will  be  continued  and  wanted 
persons  (Phase  I),  firearms,  and  miscellaneous  property  (Phase  I)  will  be 
completed. 

In  1971/1972,  miscellaneous  property  (Phase  II),  statistical  reports,  nar- 
cotic prescriptions,  modus  operandi,  and  criminal  histories  (Phase  II)  will  be 
initiated.  Additional  development  projects  include  criminal  histories  (Phase  II), 
statistical  reports,  narcotic  prescriptions  and  modus  operandi. 

In  1972/1973.  development  projects  will  include  wanted  persons  (Phase  II) 
and  criminal  histories  systems  (Phase  III).  Additional  development  projects 
include  miscellaneous  property  (Phase  II)  and  criminal  histories  system 
(Phase  II). 

In  1973/1974  the  Criminal  Histories  System  (Phase  III)  will  be  completed. 

Michigan  Criminal  Justice  Information  System  (CJI8) 

The  CJIS  in  Michigan  is  now  in  a  pilot  project  status.  The  purpose  of  the 
pilot  project  is  to  test  methods  of  integrating  into  one  form  the  offender  rec- 
ords from  the  various  law  enforcement  agencies  (police,  prosecution,  courts, 
probation,  corrections  and  parole).  The  project  will  also  establish  a  prototype 
system  that  will  determine  the  practicality  of  a  computerized  telecommuni- 
cation technique  to  collect,  store  and  use  integrated  criminal  justice  records  on 
a  statewide  basis. 

The  major  emphasis  during  the  first  year  for  implementation  of  CJIS  are 
The  use  of  existing  apprehension  system  capabilities. 

LEIN  will  eventually  be  linked  to  the  justice  and  rehabilitation  systems. 
This  will  provide  expanded  capabilities  in  the  areas  of  parolees,  probation- 
ers and  those  exonerated  by  court  action. 

Devise  a  uniform  case  numbering  system.  This  area  will  concentrate  on 
the  development  of  workable  standards  and  procedures  for  a  statewide  in- 
cident, case,  event  recording  and  numbering  system.  The  system  will  elimi- 
nate the  need  for  separate  numbering  systems  within  the  state. 
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Establish  a  statewide  justice  management  information  system 
Tliis  system  for  the  courts  will  have  the  following  goals 
Apply  modern  management  techniques  to  the  administration  of  justice, 
Improve  the  operation  by  providing  better  information  on  which  official 
risk-taking  decisions  are  made. 

More  effective  management  of  court  contacts  with  jurors,  witnesses,  at- 
torneys and  complainants  to  improve  community  relations,  and 

Provide  the  same  capability  to  the  misdemeanant  and  civil  areas  that  is 
provided  to  felons. 

Design  the  rehabilitation  management  information  system 
This  system  will  concentrate  on  the  improvement  of  the  operations  of 
the  detention  facilities  and  provide  a  plan  for  the  expansion  of  criminal 
rehabilitation  efforts. 

MANUAL  CJIS  SYSTEMS 

Court  Disposition  Reporting  (CDR) 

Court  Disposition  Reporting  has  been  developed  by  the  State  of  New  Jersey 
as  block  two  of  a  Uniform  Crime  Reporting  Program.  A  comprehensive  data 
bank  is  being  built  which  will  serve  all  requests  of  a  criminal  justice  system 
through  a  computerized  statewide  network. 

All  dispositions  will  be  submitted  to  the  State  Bureau  of  Identification  on 
prescribed  forms  which  are  provided  by  the  Division  of  State  Police  with  pos- 
tage paid  envelopes  for  their  return.  All  forms  are  of  the  multipart  (two-to- 
five),  color-coded,  carbon-interleaved,  snap-out  type.  The  forms  and  their  pur- 
poses are 

CDR-1  Uniform  Complaint  Summons  (five  part). 
CDR-2  Uniform  Complaint  Warrant  (five  part). 

These  forms  are  used  to  record  the  judicial  proceedings  in  the  "court  of 
first  instance"  of  all  disorderly  persons  and  indictable  cases.  They  are 
designed  to  serve  the  following 

Complaint,  summons  or  warrant,  judgment,  disposition,  commitment, 
waiver  of  indictment,  court  record,  and  police  return  and  identification 
of  defendant. 

CDR-3  County  Prosecutor  Criminal  Disposition  Report  (four  part)  This 
form  serves  as  notification  of  the  prosecutor  of  any  fingerprint  record  ob- 
tained during  a  i)revious  arrest  at  the  State  Bureau  of  Identification  (SBI) 
pertaining  to  the  defendant  on  file  listed  on  the  form.  In  addition,  the  prose- 
cutor uses  this  form  to  report  the  disposition  of  cases  referred  to  his  office 
by  the  courts. 

CDR-4  County  Clerk  Criminal  Disposition  Report   (three  part) 
The  Superior  Court  and  the  County  Courts  record  the  dispositions  of  all 
indictments  and  accusations  resulting  from  arrests  reported  to  the  SBI  by 
fingerprints  on  this  form. 

CDR-5  County  Clerk  Change  of  Criminal  Disposition  Report  (two  part) 
This  form  is  used  by  the  county  clerk  to  report  a  change  in  the  disposition 
of  a  criminal  or  disorderly  person  case  previously  reported  to  the  SBI. 
The  data  submitted  on  these  forms  is  used  by  the  SBI  to  update  the  arrest 
information.  The  SBI  has  the  statutory  responsibility  to  record,  file  and  dis- 
seminate the  information  received. 

Connecticut  State  Bureau  of  Identification  (CSBI) 

The  Uniform  Crime  Reporting  System  in  the  State  of  Connecticut  involves 
two  forms  that  are  submitted  to  the  SBI.  The  first  of  these  is  the  Uniform  Ar- 
rest Report  which  is  a  four-part,  color-coded,  numbered,  carbon-interleaved, 
snap-out  form.  It  contains  all  identification  and  arrest  information  as  well  as 
areas  for  information  on  prior  arrests  and  convictions.  The  number  on  this 
form  is  also  on  the  Court  Abstract.  The  Court  Abstract  is  a  five-part,  carbon- 
interleaved,  snap-out  form.  It  repeats  the  identification  information  and  carries 
the  final  disposition  of  the  adjudicating  court. 

VI.  Observation  and  Findings 

Project  SEARCH  had  as  its  immediate  goal  the  establishment  and  demon- 
stration of  a  multistate  system  and  capability  which  used  offender  files  in  a 
system  of  compatible-justice  offender  records  which  integrates  police,  prosecu- 
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tion,  court  and  correctional  data.  This  goal  was  accomplished  on  a  much 
broader  basis  than  had  ever  been  accomplished  before.  The  SEARCH  concept 
was  analyzed  and  a  prototype  design  was  conceived.  Each  prototype  state  cre- 
ated a  criminal  history  file  and  submitted  data  to  the  Central  Index.  The  crim- 
inal history  records  and  the  Central  Index  data  were  received  with  great  in- 
terest by  all  user  organizations,  especially  by  the  court  and  corrections 
organizations.  The  enthusiasm  and  cooperation  of  the  states  and  state  repre- 
sentatives is  highlighted  as  the  innovating  force  responsible  for  the  success  of 
SEARCH. 

In  assembling  the  conclusions  of  the  study,  this  report  will  address  the  Proj- 
ect SEARCH  requirements  and  concepts,  the  prototype  and  demonstration  and 
the  project  organization  and  management.  Comments  for  future  consideration 
will  be  made  to  establish  a  mechanism  for  continuing  the  work  on  an  opera- 
tional system.  Although  it  is  not  the  intention  of  this  report  to  propose  solu- 
tions to  the  problem  of  an  operational  SEARCH,  it  is  necessary  to  establish  a 
management  structure  to  guide  the  program  after  the  project  expires.  This 
will  serve  to  ensure  the  continuation  of  the  momentum  and  enthusiasm  devel- 
oped during  the  Project  period. 

SEARCH  REQUIREMENTS  AND  CONCEPTS 

The  requirement  for  a  method  of  exchanging  information  among  law  en- 
forcement agencies  has  been  established  through  daily  operations.  As  the  popu- 
lation has  become  more  mobile,  so  has  the  criminal  element  of  the  population 
become  more  mobile.  When  this  criminal  element  commits  a  crime  in  one  state, 
the  law  enforcement  agencies  of  that  state  require  the  individual's  past  crimi- 
nal history  from  all  states  for  the  proper  administration  of  justice.  Every 
state  maintains  files  on  persons  who  have  committed  crimes  within  that  state. 
For  years,  the  FBI  has  been  a  central  repository  of  information  on  crimes 
committed  in  all  states.  Fingerprint  files  are  maintained  on  aU  persons  who 
have  been  arrested  and  fingerprinted  twice.  An  FBI  identification  number  is 
assigned  to  this  record  and  all  criminal  history  data  that  is  submitted  is  re- 
corded as  part  of  the  offender's  record.  This  is  a  manual  file  and  consequently 
is  very  slow  in  responding  to  inquiries. 

As  a  natural  part  of  the  performance  of  their  duties,  police  have  maintained 
records  and  files  on  missing  and  wanted  persons,  on  missing  and  stolen  prop- 
erty and  on  stolen  or  forged  securities  and  monies.  As  faster  means  of  trans- 
portation become  available,  faster  means  of  disseminating  this  volatile  informa- 
tion becomes  a  pressing  requirement.  The  computer  has  provided  the  ability  to 
rapidly  correlate  the  information  and  direct  communications  to  disseminate  the 
information  rapidly.  The  urgency  is  to  prevent  the  criminal  from  capitalizing 
on  his  crime  and  has  led  to  the  establishment  of  the  FBI's  NCIC  and  compa- 
rable systems  in  states  such  as  those  in  Maryland,  Florida,  Michigan,  Minne- 
sota, Arizona  and  California  as  well  as  similar  systems  in  many  of  the  larger 
cities.  The  use  and  success  of  automation  in  the  NCIC  and  in  the  state  and 
local  systems  can  be  used  as  a  basis  for  the  SEARCH  concept. 

The  concept  of  using  computer  technology  and  communications  techniques 
for  the  correlation  and  dissemination  of  criminal  histories  is  neither  new  nor 
challenging  from  the  technical  point  of  view.  However,  since  the  concept  deals 
with  people  involved  in  crime  rather  than  material  objects,  complications  arise 
in  the  areas  of  human  and  civil  rights,  variations  in  the  laws  and  of  ethics. 
This  report  will  draw  no  conclusions  on  the  ethical  aspects  of  a  system  of 
criminal  history  information  other  than  to  support  the  recommended  policy  of 
Technical  Report  No.  2.  The  rights  of  the  individual  citizen  must  be  protected 
at  all  times.  The  security  measures  recommended  are  adequate  for  the  system 
in  a  prototype  and  early  development  stage,  but  will  require  a  highly  technical 
approach  as  the  system  approaches  a  fully  operational  status. 

Project  SEARCH  is  not  conceived  as  a  police  system  although  the  majority 
of  current  systems,  the  majority  of  the  project  participants  and  the  majority 
of  system  use  is  police  oriented.  There  is  no  argument  that  the  objective  of  the 
system  is  to  enable  the  police  to  provide  complete  and  current  information  on 
the  accused  offender  to  the  courts  and  to  corrections  upon  his  conviction.  On 
the  intrastate  basis,  the  outstanding  concept  of  Project  SEARCH  is  the  availa- 
bility of  a  mechanism  to  provide  criminal  history  data  which  is  accurate,  reli- 
able and  timely  to  police,  courts  and  corrections.  This  information  has  been 
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available  to  each  function,  if  they  can  find  it,  but  it  has  been  obtained  only  as 
a  result  of  individual  effort  by  each  function  to  gather  the  information.  The 
reduction  of  duplication  of  effort  will  not  justify  SEARCH  economically,  but 
the  timely  availability  of  the  information  will  add  significantly  to  the  speed 
and  fairness  of  the  administration  of  justice. 

From  the  technical  point  of  view,  an  operational  SEARCH  could  have  been 
designated  and  implemented  with  none  but  the  routine  diflaculties  encountered 
in  any  system's  implementation.  However,  due  to  the  diverse  nature  of  the 
laws  in  each  state,  the  system  would  have  had  serious  problems  in  achieving 
the  logic  and  standardization  required  of  a  data  communications  system.  Since 
the  information  on  criminal  histories  belongs  to  the  individual  states  and  is 
regulated  by  state  laws,  the  SEARCH  concept  requires  the  utmost  in  state  co- 
operation. The  outstanding  interstate  achievement  is  that  the  states  were  able 
to  effectively  resolve  the  differences  in  individual  state  laws  and  requirements 
so  each  could  support  a  concept  that  will  benefit  all  states. 

SEARCH  PROTOTYPE  AND  DEMONSTRATION 

It  has  been  shown  in  the  previous  section  that  from  a  conceptual  point  of 
view,  the  SEARCH  prototype  met  the  project  objectives.  From  a  technical  and 
operational  point  of  view,  the  SEARCH  prototype  is  not  classified  as  a  com- 
plete success.  The  Central  Index  was  established  and  put  into  operation  at  the 
designated  time.  The  communications  system  experienced  diflBiculties  common  to 
all  new  data  commimications  systems.  The  seven  participating  states  were  con- 
nected to  the  system  with  varying  degrees  of  success.  For  technical  reasons, 
two  of  the  states  did  not  use  the  system  at  all.  Three  of  the  states  did  not  use 
the  system  for  purposes  other  than  to  conduct  the  demonstrations.  The  remain- 
ing two  states  used  the  system  both  operationally  and  for  demonstration  pur- 
poses with  only  one  of  the  states  conducting  any  extensive  operational  use. 

There  are  a  number  of  basic  factors  which  contributed  to  the  lack  of  techni- 
cal success  in  the  prototype.  None  of  the  participating  states  had  data 
processing  organizations  adequately  staffed  to  support  both  their  operational 
system  and  Project  SEARCH.  As  with  many  new  data  processing  organiza- 
tions, the  staff  of  most  state  computer  centers  was  small  and  did  not  provide 
the  time  required  to  participate  in  the  committee  approach  to  the  design  of  the 
system.  Therefore,  existing  capabilities  were  modified  to  meet  the  SEARCH  re- 
quirement, thus  the  prototype  became  a  series  of  compromises  rather  than  a 
designed  system. 

The  Central  Index  was  a  matter  of  compromise  and  making  use  of  an  exist- 
ent facility.  An  immediate  result  of  the  compromise  was  that  the  state  provid- 
ing the  Index  service  could  not  participate  in  the  Project  as  an  operating  unit. 
The  SEARCH  modified  software  and  the  state  system  exceeded  the  capacity  of 
the  computer.  The  Index,  using  operational  software,  performed  as  the  system 
was  designed.  Constraints  within  the  system  such  as  the  reduced  ASCII  chai*- 
acter  set  did  effect  the  project  as  long  as  the  limitations  were  observed.  From 
a  remote  terminal,  there  was  an  unusual  amount  of  system  down-time  which, 
without  a  technical  control  system,  could  not  be  isolated.  Since  the  Central 
Index  experienced  very  little  down-time,  the  problem  was  believed  to  be  in  the 
communications  system. 

There  were  varying  opinions  as  to  the  usefulness  of  the  Central  Index  rec- 
ord by  the  operational  users.  In  general,  on  a  positive  hit,  the  users  desired 
only  minimum  data  and  automatic  retrieval  of  the  "Rap"  sheet.  In  cases  of 
multiple  hits  on  the  Index,  an  expanded  index  record  was  useful  in  determin- 
ing which  hit  would  produce  the  desired  history  record. 

The  computer  generated  "Rap"  sheets  received  considerable  criticism  from 
local  police,  courts  and  corrections.  Each  function  has  a  different  requirement 
for  criminal  history  information  which  precluded  the  use  of  a  standard  "Rap' 
sheet.  Although  the  "Rap"  sheets  or  history  records  were  not  diflScult  for  per- 
sonnel experienced  in  data  processing  to  read,  insufficient  training  had  been 
conducted  at  the  local  level  resulting  in  complaints  about  the  automated  "Rap" 
sheets.  The  use  of  individual  state  "Rap"  sheets  in  the  prototype  was  accepta- 
ble for  project  exi>edieucy,  but  would  have  to  be  rejected  by  the  user  in  an  op- 
erational system.  All  information  on  the  criminal  history  record  can  be  de- 
coded very  easily  by  the  computer  during  the  printing  operation.  If  the  data  in 
the   history   record  is   properly   classified,   all   information   can   be  selectively 
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retrieved  for  any  law  enforcement  function  thus  eliminating  the  requirement 
to  delete  data  that  is  legally  unacceptable  for  that  function  to  see  or  use. 

One  additional  item  is  noted  concerning  the  history  record  within  Project 
SEARCH.  The  statement  "Caution,  identification  not  based  on  fingerprint  com- 
parison" was  observed  to  have  different  meanings  to  various  states  and  func- 
tions. The  concept  that  the  identification  of  the  offender  with  the  record  was 
understood  by  all  users  and,  therefore,  was  considered  redundant.  The  state- 
ment also  was  interpreted  to  say  that  the  data  in  the  record  was  not  substan- 
tiated by  fingerprints,  thus  making  the  record  absolutely  useless.  The  latter  ob- 
servation usually  occurs  in  states  where  there  is  no  positive  method  of 
correlating  disposition  data  with  arrest  data.  Two  of  the  states,  not  active  par- 
ticipants, have  serialized  arrest  reports  on  multipart  paper  providing  a  more 
positive  method  of  correlating  the  disposition  form  with  the  arrest  form. 

The  creation  of  history  records  has  the  potential  of  becoming  a  major  prob- 
lem. Data  creation  in  an  historical  information  system  is  always  a  tedious 
chore.  The  approach  to  data  creation  varied  and  included  use  of  temporary 
labor,  summer  help,  overtime  for  permanent  staff  and  computer  conversion  of 
existing  records.  Unless  a  system  is  designed  in  each  state  that  provides  for 
the  automatic  capture  of  the  data  as  a  natural  part  of  the  law  enforcement 
administrative  process,  data  creation  will  be  a  perpetual  burden  and  users  will 
not  be  confident  of  receiving  a  complete  history  from  the  system.  Some  diflB- 
culty  was  experienced  in  acquiring  a  local  labor  force  to  convert  data  even  for 
the  prototype  system.  The  average  cost  per  record  of  creating  records  cannot 
be  established  without  precise  criteria  for  accounting.  A  state  with  an  estab- 
lished uniform  crime  reporting  system  can  create  records  at  the  rate  of  three 
per  hour  using  data  technician-type  of  talent.  A  state  with  no  record  correla- 
tion system  will  require  research  personnel  to  establish  records  at  a  rate  of 
two  man  hours  per  record. 

The  failure  to  establish  an  updating  module  for  the  Central  Index  was  one 
more  factor  discouraging  the  use  of  the  system  operationally.  If  the  states 
were  able  to  add  and  change  records  on  an  operational  basis,  it  is  felt  that  the 
system  would  have  been  used  operationally  to  retrieve  records.  The  static  na- 
ture of  the  data  base  in  the  prototype  system  was  more  conducive  to  demon- 
stration usage,  but  updating  would  have  given  the  system  a  more  timely  and 
useful  product.  Remarkable  successes  were  achieved  considering  the  small  sam- 
ple of  records  in  the  system.  The  one  state  that  used  the  system  to  any  extent 
retrieved  over  360  records  from  the  system,  of  which  approximately  70  were 
actual  hits  and  of  these  approximately  40  were  from  out-of-state.  The  reluc- 
tance or  failure  of  state  level  personnel  to  properly  orient  and  train  local  per- 
sonnel in  the  use  of  the  system  contributed  significantly  to  the  lack  of  opera- 
tional achievement. 

The  observation  of  local  police  use  of  the  system  was  not  realized ; 
therefore,  this  portion  of  the  findings  come  from  detailed  interviews  and  not 
from  operational  experience.  The  most  consistent  opinion  expressed  by  local 
police  at  all  organizational  levels  is  that  criminal  history  is  not  vital  prior  to 
an  arrest.  An  index  record  flag  of  a  history  of  "armed  and  dangerous"  has  po- 
tential value,  but  has  limited  use.  The  requirement  is  for  a  reliable  source  of 
accurate  and  timely  information  during  the  investigative  phase,  after  an  of- 
fender has  been  arrested.  Project  SEARCH  provided  in  one  actual  case  more 
accurate  information  during  an  investigation  than  was  available  in  local,  state 
and  national  manual  files.  One  success  of  that  nature  goes  a  long  way  in  selling 
the  system's  potential  capability.  The  requirement  for  a  unique  machine  read- 
able fingerprint  classification  code  was  stated  in  cities  where  as  many  as  half 
of  all  offenders  carry  false  identification. 

The  receipt  of  Project  SEARCH  in  the  courts  and  corrections  was  cautious, 
but  eagerly  desired.  The  police  oriented  system  does  not  always  meet  the  re- 
quirements of  these  two  functions.  Frequently,  the  police  recorded  history  con- 
tains more  information  than  a  court  can  legally  have.  Before  Project 
SEARCH,  the  lack  of  criminal  history  data  in  the  courts  and  correction  func- 
tions was  appalling.  The  accepted  delays  in  conducting  trials,  sentencing  and 
processing  convicted  persons  were  taken  as  justification  for  not  providing  these 
functions  with  adequate  data  on  a  timely  basis.  Often  criminal  history  infor- 
mation was  collected  separately  by  each  function,  generally  from  the  same 
source,  and  not  passed  from  one  function  to  the  other  as  the  offender  was 
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tried,  sentenced  and  confined.  Unfortunately,  the  SEARCH  prototype  did  not 
solve  these  problems,  but  it  very  clearly  demonstrated  that  it  has  the  capabil- 
ity of  solving  them. 

Project  oryanization  and  manaffement 

Interstate  exchange  of  criminal  history  data  is  not  a  complex  technical  prob- 
lem. To  solve  this  problem,  a  rather  complex  organization  was  formed.  Differ- 
ences in  state  laws  was  a  significant  factor  requiring  the  d0sign  of  this 
complex  organization,  however,  the  protection  of  the  sovereignty  of  the  individ- 
ual states  was  a  second  factor.  The  solution  of  the  SEARCH  problem  was 
placed  in  the  hands  of  a  project  group  with  representation  from  each  of  the 
participating  states.  As  noted  in  the  project  analysis,  a  project  coordinator 
staff  was  established  and  numerous  committees,  task  forces  and  working 
groups  were  formed.  Although  the  committee  approach  is  not  known  for 
achievement,  especially  in  systems  design,  the  concept  of  Project  SEARCH  was 
developed  into  a  prototype  system. 

Since  the  success  of  Project  SEARCH  depends  upon  full  and  unrestricted 
participation  by  all  states,  the  Project  Group  was  successful  in  isolating  and 
resolving  many  individual  state  problems.  The  interstate  cooperation  achieved 
in  these  committees  is  an  outstanding  achievement  of  the  Project.  Standardiza- 
tion of  data  elements  and  the  establishment  of  a  common  data  base  index  are 
consuming  chores.  The  dedication  of  individual  members  of  the  committee 
brought  about  the  cooperation  and  estoMished  the  standards.  Although  not  all 
of  the  future  data  elements  were  identified  and  standardized,  the  groups  have 
established  the  spirit  of  cooperation  and  the  necessity  for  standardization  in 
the  operational  system. 

Other  committees  establisJied  software  and  telecommunications  procedures  to 
put  the  prototype  into  action.  The  committee  approach  dictated  that  an  avail- 
able technique  had  to  be  selected  and  accepted  for  general  use.  Again,  this  ap- 
proach served  its  purpose  of  putting  the  prototype  system  into  being. 

Because  of  their  achievements,  it  can  be  concluded  that  the  committees  and 
groups  were  successful  in  fulfilling  their  assigned  tasks.  This  achievement  does 
not  mean  that  a  similar  approach  would  be  successful  in  the  operational 
SEARCH. 

The  development  of  automated  information  systems  is  very  costly.  The  devel- 
opment must  be  organized  and  managed  on  a  cost-effective  basis.  The  design  of 
the  system  must  be  reliable  and  eflacient.  The  management  structure  must  be 
clear  and  decisive.  The  systems  group  must  be  organized  and  completely  ac- 
countable for  its  work.  Whether  the  staff  be  in-house  or  contract  employees,  a 
plan  must  be  established  and  their  time  must  be  accounted  to  the  project  plan. 
A  group  of  personnel  assembled  on  a  part-time  basis  cannot  be  held  directly 
accountable  for  all  of  its  work. 

The  policy  regulating  aspects  of  the  SEARCH  Project  Group  are  considered 
to  be  essential  in  the  operational  system.  A  similar  group  representing  the 
states  must  be  established  to  act  as  a  steering  committee  with  responsibility 
for  management  and  policy  guidance  of  the  operational  system.  A  full-time  ad- 
ministrative and  operational  staff  will  be  required  to  develop  and  maintain  the 
operational  system.  This  type  of  policy  control  will  ensure  that  the  system 
meets  all  state  requirements  and  an  established  project  organization  will  en- 
sure the  system  is  economically  sound  and  its  product  reliable. 

VII.  Recommendations 

As  stated  in  the  introduction,  it  is  not  the  intention  of  this  report  to  propose 
solutions  to  the  problems  of  the  SEARCH  prototype.  The  final  report  of  this 
project  will  be  "System  Proposal  for  an  Operational  SEARCH".  The  final  re- 
port is  scheduled  to  contain  the  pi-oposed  systems  design,  a  development  plan 
and  a  development  project  control  plan.  In  accordance  with  the  terms  of  the 
contract,  this  report  is  due  by  December  10,  1970. 

The  recommendations  here  concern  the  organization  required  to  guide  and 
control  the  administration,  development,  implementation  and  operation  of 
SEARCH  after  the  Project  Group  activities  are  completed  on  December  31, 
1970.  The  development  of  the  Operational  SEARCH  will  require  a  management 
organization  and  conti-ol  system  that  has  complete  authority  and  can  be  held 
responsible  for  the  system. 
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The  first  recommendation  is  to  insure  tliat  the  requirements  of  the  states 
are  satisfied  by  the  system.  It  is  recommended  that  a  SEARCH  Policy  Control 
Council  be  established  and  that  four  SEARCH  Regional  Councils  be  estab- 
lished. The  SEARCH  Project  Group  should  establish  the  regions,  although  the 
NCIC  regions  are  recommended.  Each  State  would  have  a  representative  and 
an  alternate  to  the  Regional  Council.  The  non-contiguous  states,  the  territories 
and  the  District  of  Columbia  must  be  included  in  the  Regions  and  the  Re- 
gional Councils. 

Each  Regional  Council  elects  two  delegates  to  the  SEARCH  Policy  Control 
Council.  Each  delegate  will  have  full  voting  power  to  represent  their  Region 
and  the  member  states.  The  Department  of  Justice  provides  two  voting  mem- 
bers to  the  SEARCH  Policy  Control  Council,  one  from  a  non-line  function  such 
as  the  Law  Enforcement  Assistance  Administration  who  would  serve  as  Chair- 
man, and  one  from  the  Federal  Bureau  of  Investigation  or  the  National  Crime 
Information  Center  who  would  serve  as  sub-chairman.  It  is  recommended  that 
the  SEARCH  Project  Group  draft  the  initial  charter  for  the  SEARCH  Policy 
Control  Council. 

An  alternative  to  the  Regional  and  Policy  Control  Council  is  to  establish  a 
"Congress  of  States".  This  Congress  would  have  a  membership  of  one  repre- 
sentative and  an  alternate  from  each  participating  state.  The  Congress  would 
function  much  the  same  as  the  present  SEARCH  Group.  Eligibility  for  a  vot- 
ing membership  in  the  Congress  would  be  based  on  actual  capability  to  join 
the  SEARCH  network.  States  without  operational  capability  could  participate 
in  an  observer  role.  Frequent  meetings  of  the  Congress  would  be  required  dur- 
ing the  development  stage,  but  quarterly  meetings  may  suffice  as  the  system 
becomes  operational.  This  approach  would  be  more  costly  than  limited  Council, 
but  would  assure  each  state  an  active  role  in  determining  policy.  From  a  sys- 
tems point  of  view,  the  Congress  would  function  as  a  manageable  body  while 
the  membership  was  limited,  but  would  require  strict  parliamentary  regula- 
tions as  the  membership  approached  fifty-five  representatives. 

A  second  alternative  involving  the  Congress  of  States  would  be  to  combine 
the  concept  of  the  Policy  Control  Council  with  the  Congress.  The  Council 
would  be  elected  and  meet  periodically  on  SEARCH  policy  business.  The  Con- 
gress would  meet  annually  and  review  the  capability  of  SEARCH  to  meet 
state  requirements  and  approve  the  work  of  the  Council.  This  approach  would 
be  less  expensive  but  would  give  the  States  a  direct  vote  on  system  policy. 
Again,  unless  well  regulated,  it  could  have  costly  effects  on  systems  develop- 
ment. 

With  the  selection  of  an  alternative  and  depending  on  the  systems  manage- 
ment approach,  operational  SEARCH  may  require  a  data  processing  advisory 
committee.  This  committee  would  review  the  technical  capability  of  the  opera- 
tional system  to  meet  requirements  and  recommend  data  processing  techniques 
to  be  employed.  This  committee  would  represent  the  State  representatives  and 
would  advise  in  matters  of  data  processing  techniques  and  standards  as  they 
affect  the  States. 

Operational  SEARCH  must  have  a  dynamic  management  that  is  responsive 
to  the  total  requirements  of  law  enforcement.  This  can  be  accomplished  by  set- 
ting-up an  administrative  and  operations  staff  that  reports  directly  to  the 
Chairman  of  tlie  SEARCH  Policy  Control  Council.  This  course  of  action  would 
place  Operational  SEARCH  under  the  administrative  control  of  the  Depart- 
ment of  Justice,  but  assigned  to  a  non-line  function  within  the  Department. 
Operating  under  the  policy  control  and  guidance  of  the  SEARCH  Policy  Con- 
trol Council,  the  operational  staff  would  administer  and  operate  the  system  to 
provide  complete  and  unbiased  service  to  all  facets  of  law  enforcement. 

An  alternative  approach  to  the  management  of  the  system  would  be  to  as- 
sign this  responsibility  to  an  organization  that  has  suitable  experience  and  ca- 
pability in  systems  management.  The  FBI,  with  its  NCIC  experience,  would  be 
a  logical  choice  within  the  Department  of  Justice.  An  assignment  of  this  na- 
ture would  provide  SEARCH  with  a  well-established  administrative  and 
operational  staff.  The  only  disadvantages  would  be  that  SEARCH  would  have 
to  share  the  talents  of  the  FBI  staff  with  other  operational  functions  existing 
within  the  NCIC. 

A  second  alternative  would  be  the  establishment  of  or  assignment  of 
SEARCH  to  a  non-profit  corporation.  This  corporation  would  have  the  respon- 
sibility for  designing  and  developing  a  system  to  handle  criminal  justice  infor- 
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mation.  The  corporation  would  perform  in  the  best  interests  of  the  government 
but  could  act  as  private  business  organization.  This  approach  could  solve  the 
time  and  staffing  problems  inherent  in  a  government  approach  to  developing 
the  quick  operational  capability  required  by  SEARCH.  A  problem  assumed 
here  would  be  the  ultimate  integrating  of  this  staff  into  a  future  government 
organization. 

Another  alternative  is  to  select  one  or  more  states  to  provide  the  necessary 
communications  and  indexing  services.  Initially  a  single  state  could  provide  a 
service  such  as  the  State  of  Michigan  did  for  the  Project  SEARCH  demonstra- 
tion. The  State  selected  would  require  funding  to  pay  for  equipment  and  serv- 
ices. A  disadvantage  with  this  approach  is  that  few  states  have  adequate  capa- 
bilities to  assume  this  responsibility.  A  second  disadvantage  would  be  that 
most  state  systems  are  oriented  to  a  single  function  within  the  law  enforce- 
ment system. 

A  final  alternative  is  to  hire  a  private  company  to  perform  what  is  called  a 
"Turn  Key"  opei-ation.  One  or  more  companies  could  be  contracted  to  design, 
develop  and  implement  on  Operational  SEARCH.  The  effort  would  be  governed 
by  SEARCH  policy  and  monitored  by  a  steering  committee  or  government  con- 
tract monitor.  When  the  system  is  declared  operational  and  the  government 
staff  is  ready  to  assume  control,  the  contract  group  is  phased  out.  This  ap- 
proach delays  the  problems  of  system  oi)erational  management  until  the  turn- 
over period.  With  proper  development  project  and  implementation  planning 
controls,  this  may  be  the  only  alternative  that  can  meet  the  operational  re- 
quirement established  by  the  Project  Group. 

The  SEARCH  Project  Group  has  resolved  that  there  be  an  operational 
SEARCH  by  July  1,  1971.  This  operational  date  can  be  achieved  only  if  the 
above  recommendations  are  acted  upon  and  resolved  prior  to  the  termination 
of  the  Project  Group.  The  second  part  of  this  project  will  provide  a  systems 
proposal  which  will  specify  necessary  management  decisions  to  initiate  the 
project.  The  systems  proposal  which  is  due  December  10,  1970  will  recommend 
an  approach  and  provide  alternatives  to  this  approach.  It  is  recommended  that 
the  SEARCH  Policy  Control  Council  and  the  Operational  SEARCH  Director  be 
established  to  receive  the  proposal  and  make  the  appropriate  decisions.  During 
the  development  phase,  the  Council  must  act  as  a  development  steering  com- 
mittee and  the  Operational  SEARCH  Director  as  a  project  director.  Finally,  in 
order  to  meet  the  operational  target  date,  a  staff  must  be  selected  or  con- 
tracted by  mid-December  to  control  the  development  and  implementation  of  the 
Operational  SEARCH. 

Correspondence  and  Memorandum  from  Arnold  R.  W^eber,  Associate 
Director,  Office  of  Management  and  Budget  to  John  N.  Mitchell,  At- 
torney General  of  the  United  States,  September  3,  1970 

Hon.  John  N.  Mitchell, 
Attorney  General, 
Washington,  B.C. 

Dear  Mr.  Attorney  General  :  Per  your  request  we  have  conducted  a 
management  review  of  Project  SEARCH.  Enclosed  for  your  consideration  is  a 
report  summarizing  our  findings  and  recommendations  on  organization  and 
management  issues  relating  to  the  future  direction  of  this  project.  Briefly  we 
recommend  that : 

The  FBI,  rather  than  LEAA,  operate  the  SEARCH  central  index  on  a  lim- 
ited record  length  basis,  while  the  States  continue  to  develop  and  operate  their 
individual,  but  compatible,  automated  criminal  history  systems.  Major  consid- 
erations in  making  this  recommendation  were. 

To  avoid  division  of  program  responsibility  between  the  FBI  and  LEAA. 

To  avoid  development  of  overlapping  information  systems. 

A  questionable  need  for  the  development  of  a  new  computer  and  communica- 
tions network  within  LEAA.  It  is  believed  that  LEAA  computer  requirements 
for  grants  administration,  technical  reference  service,  and  statistical  informa- 
tion can  be  serviced  by  the  Justice  Department's  central  computer  facility  op- 
erated by  the  Administrative  Division. 

The  cost  of  absorbing  these  systems  requirements  within  the  FBI  would  be 
less  than  establishing  a  new  capability  in  LEAA.  Total  SEARCH  implementa- 
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tion  costs  through  FY  liYiS  are  estimated  to  be  approximately  $3  million  for 
the  FBI  and  approximately  $11  million  for  LEAA. 

There  be  established  a  strong  Policy  Control  Board  reporting  directly  to  the 
Attorney  General  for  the  i)urpose  of  making  decisions  on  the  future  develop- 
ment and  operation  of  SEARCH.  The  Policy  Control  Board  should  include 
high  level  oflBcials  from  the  FBI,  LEAA  and  the  States,  representing  all  ele- 
ments of  the  criminal  justice  system  (police,  prosecutors,  courts,  corrections, 
and  parole).  Membership  should  be  structured  so  that  the  States  have  an 
equal  voice  with  the  Federal  Government  in  recommending  policies  for  the  fu- 
ture direction  of  SEARCH. 

Planning  start  now  to  develop  an  integrated  criminal  justice  system.  This 
would  bring  together  SEARCH,  NCIC  and  the  fingerprint  identification  activi- 
ties. The  Policy  Control  Board  should  be  the  center  of  this  planning  activity. 

We  feel  that  an  important  aspect  of  this  project  was  the  successful  demon- 
stration of  the  Administration's  concept  of  the  "New  Federalism."  The  States 
have  developed  SEARCH  by  themselves — except  for  Federal  funding.  They 
want  to  retain  an  "equal"  voice  with  the  Federal  Government  in  policy  devel- 
opment concerning  the  full  implementation  and  operation  of  this  system. 

If  we  can  be  of  further  assistance,  do  not  hesitate  to  call. 
Sincerely, 

Arnold  R.  Webiib, 
Associate  Director. 

Enclosure. 

Management  Review  of  Pboject  SEARCH 

BACKGROUND 

The  Attorney  General  asked  the  Ofiice  of  Management  and  Budget  for  assist- 
ance and  advice  concerning  the  future  status  of  Project  SEARCH.^ 

A  brief  history  of  Project  SEARCH  is  as  follows : 

The  Law  Enforcement  Assistance  Administration  (LEAA)  was  formed  in 
1968  to  carry  out  the  provisions  of  the  Omnibus  Crime  Bill. 

Basically,  LEAA  gives  grants  to  States  for  projects  relating  to  crime,  law 
enforcement  and  criminal  justice.  These  are  for  the  most  part  block  grants 
and  are  based  on  a  formula  distribution,  although  15  percent  of  the  money 
available  for  grants  is  used  for  discretionary  (nonformula)  grants  . 

The  discretionary  15  percent  funds  were  used  to  start  Project  SEARCH.' 
Project  SEARCH  basically  is  an  automated  system  for  storing  detailed  indi- 
vidual criminal  records  in  each  of  the  States  and  allowing  these  States,  on  a 
systematic  basis,  to  interchange  data  within  a  matter  of  minutes  so  that  they 
can  obtain  fast,  accurate,  detailed  information  on  known  criminals. 

When  the  plan  was  proposed,  more  States  applied  for  grants  than  could  be 
accommodated  within  available  funds.  Based  on  criteria  developed  in  LEAA, 
six  States  were  selected  ^ ;  California  was  named  as  the  State  to  coordinate 
the  other  States  and  Michigan  was  to  operate  the  central  index  ^  and  use  the 
State  Police  computer  at  Lansing  for  systems  operation  during  the  testing 
phase. 

The  States  asked  the  FBI  to  head  the  Federal  activity  in  this  area  since 
they  have  had  a  long  history  of  similar  activity. 

The  FBI,  after  much  internal  deliberation,  declined  to  accept  the  leadership 
and  LEAA  assumed  responsibility  to  the  extent  that  Federal  effort  was  in- 
volved in  the  test. 

The  6  test  States  each  automated  approximately  10,000  offender  records  on 
known  criminals.  The  system  has  been  tested  and  the  States  know  it  works.  It 
is  expected  that  by  the  end  of  September,  15  States  vvill  be  involved  and  will 
encompass  over  70  percent  of  the  crime  in  the  United  States. 

An  evaluation  of  the  test  will  be  made  from  September  through  December 


'SEARCH — System  for  Electronic  AnalysLs  and  Retrieval  of  Criminal  Histories.  (See 
Appendix  for  detailed  description  of  SEARCH  systems  concept.) 

-  The  project  is  scheduled  to  cover  an  18-month  period  from  July  1,  1969,  to  De- 
cember 31,   1970. 

^  Arizona,  California,  Maryland,  Michigan,  Minnesota,  and  New  York.  Florida  Is  to 
become  operational  in  August. 

■•  The  central  index  is  a  computerized  index,  by  name,  of  all  criminal  records  in  all 
participating  States.  It  is  accessible  to  each  State  and  provides  a  small  amount  of 
information  on  the  criminal.  It  also  will  provide  the  name  of  the  State  holding  the 
criminal's  record. 
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by  two  groups.  One  evaluation  group  is  from  the  SEARCH  project  team  and 
the  other  evaluation  group  is  a  commercial  consulting  firm  hired  by  LEAA. 
The  project  is  to  be  comjjleted  on  December  31,  1970. 

The  FBI  has  seen  a  demonstration  of  SEARCH  and  has  recommended  that 
it  be  incorporated  into  the  FBI  system. 

LEAA  has  recommended  alternative  ways  of  handling  the  operation  to  de- 
velop a  fully  operational  system.  These  alternatives  are  contained  in  a  memo- 
randum to  the  Attorney  General  from  Clarence  Coster  and  Richard  Velde 
dated  August  3,  1970  (see  Appendix).  The  Director  of  the  FBI  responded  to 
this  memo  in  a  memo  of  his  own  to  the  Attorney  General  on  August  17,  1970. 

The  decision  now  must  be  made  on  tvhere  "SEARCH"  shall  be  located  and 
Jioic  it  will  be  operated. 

Indications  are  that  the  States,  with  little  Federal  assistance  other  than  fi- 
nancial, have  banded  together  and  developed  a  highly  successful  automated 
criminal  history  system.  They  have  provided  an  example  of  how  the  "New 
Federalism"  can  work — an  example  of  a  true  Federal- State-local  partnership 
involving  executive,  judicial,  and  public  interests. 

The  system  developed  by  the  States  (SEARCH)  appears  to  be  superior  to 
the  manual  "RAP"  system  currently  operated  by  the  FBI  in  the  following 
ways: 

Much  more  needed  information  is  made  available  on  each  criminal's  record. 

Users  can  receive  the  information  in  a  matter  of  minutes  instead  of  days. 

It  is  used  and  supported  by  the  complete  "criminal  justice  system,"  which 
includes  the  agencies  of  police,  prosecution,  courts,  probation,  corrections  and 
parole.  (The  current  FBI  system  is  heavily  police  oriented.) 

The  States  are  enthusiastic  about  the  success  of  Project  SEARCH.  They  cre- 
ated the  system  and  made  it  work  and  they  are  eager  to  maintain  control  of 
future  developments.  They  fear  that  Federal  operation  of  the  central  index 
could  lead  to  the  development  of  a  central  Federal  data  bank  and  complete 
Federal  control. 

When  the  evaluation  of  Project  SEARCH  is  completed  in  December — assum- 
ing the  project  has  been  successful — the  next  steps  would  involve  making 
SEARCH  operational  on  a  national  basis. 

PROBLEM 

The  problem  is  not  a  simple  one.  The  heart  of  the  problem,  assuming 
SEARCH  is  successful,  is  ivhat  should  be  done  centrally  and  who  should  do  it. 
There  are  two  alternatives  as  to  what  should  be  done  centrally : 

1.  Operate  a  complete  central  data  bank  for  all  criminal  histories.  (A 
greatly  expanded  central  index  would  essentially  result  in  such  a  central  data 
bank.) 

2.  Operate  a  central  index  with  limited  history  data  on  each  offender. 

The  first  alternative  is  highly  undesirable  from  the  States'  point  of  view. 
They  would  resent  the  loss  of  control  over  their  own  systems  and  are  fearful 
of  the  amount  of  power  that  would  accompany  such  a  system. 

The  second  alternative,  that  of  a  limited  length  central  index,  as  contem- 
plated by  the  SEARCH  concept,  would  allow  a  coordinated  system  to  function 
while  maintaining  the  work  load  at  reasonable  levels  in  a  number  of  locations. 
If  each  State,  for  example,  were  to  be  the  repository  for  its  own  criminal  his- 
tory files,  it  would  be  free  to  tailor  its  system  to  its  own  individual  needs 
while  meeting  certain  standardization  requirements  of  a  "national"  system. 

As  for  the  question  of  who  should  have  the  operational  responsibilities  for 
Project  SEARCH,  there  are  four  basic  alternatives : 

1.  LEAA. 

2.  FBI. 

3.  A  combination  of  LEAA  and  the  FBI. 

4.  A  State  or  consortium  of  States. 

Since  crime  is  a  national  problem,  we  must  realistically  assume  a  continuing 
interest  by  the  Federal  Government  in  a  national  system  for  criminal  identifi- 
cation and  apprehension. 

FINDINGS  AND   CONCLUSIONS 

There  are  a  number  of  key  factors  that  must  be  considered  in  choosing  wJio 
should  have  responsiblity  for  operating  SEARCH.  Among  these  is,  hoiv 
SEARCH  would  be  operated.  Additional  factors  to  be  considered  include : 
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The  test  States  take  pride  in  having  developed  an  apparently  successful  and 
workable  system,  and  they  are  justifiably  reluctant  to  turn  the  system  over  to 
total  Fedei-al  control.  (This  is  a  particularly  sensitive  point  since  in  the  early 
stages  of  the  project  the  FBI  was  asked  by  the  States  to  help  lead  the  project 
and  declined  the  invitation.)  This  can  be  overcome  by  giving  the  States  an 
equal  voice  in  establishing  the  policy  of  a  national  system  based  on  a  confeder- 
ation of  the  individual  State  systems. 

SEARCH  was  designed  to  pull  together  and  coordinate  the  various  (local, 
State  and  Federal)  agencies  involved  in  law  enforcement  into  what  is  termed 
a  "criminal  justice  system."  The  information  in  SEARCH  will  be  contributed 
and  used  by  all  the  agencies  involved  in  the  system  including  police,  prosecu- 
tion, courts,  probation,  corrections  and  parole.  The  system  should  not  focus 
solely  on  police  activities  as  has  tended  to  be  the  case  with  existing  systems. 

There  is  the  possible  question  of  whether  there  should  be  approximately  50 
data  banks  of  criminal  records — one  in  each  State — or  one  central  data  bank 
in  Washington.  The  central  data  bank  is  not  wanted  by  the  States.  They  voice 
their  concern  about  "invasion  of  privacy"  and  the  concept  of  "Big  Brother" 
watching  over  the  country.  These  concerns  can  be  overcome.  Such  information 
is  already  collected  and  stored  by  the  FBI,  and  the  Internal  Revenue  Service 
has  an  extensive  data  bank  of  corporate  and  individual  income  tax  returns. 
However,  if  only  the  central  index  were  maintained  at  the  Federal  level,  this 
would  be  much  less  of  a  problem.  At  the  present  time,  all  parties  fieem  to 
agree  that  only  a  limited  central  index  should  be  maintained  at  the  national 
level  with  the  States  each  operating  their  own  systems. 

How  is  SEARCH  to  be  financed  once  it  is  operational?  Currently  it  is 
funded  by  grants  from  LEAA  with  the  States  providing  matching  funds.  The 
total  breakdown  is  approximately  60  percent  Federal  and  40  percent  State 
financed.  Systems  design,  hardware  costs  and  data  conversion  could  be  funded 
by  the  discretionary  grant  funds  of  LEAA.  Operating  funds  for  the  States 
could  continue  on  a  matching  grant  basis  or  the  States  could  use  "shared  reve- 
nues." 

Except  for  data  on  Federal  offenders,  almost  all  of  the  information  in  the 
system  must  be  provided  by  the  States. 

The  current  (limited)  central  index  for  SEARCH  data  is  designed  to  con- 
tain a  brief  record  on  each  criminal.  This  alone  appears  to  be  enough  informa- 
tion to  handle  about  70  percent  of  the  inquiries — without  extracting  the  com- 
plete record  from  the  host  State.  The  States  therefore  want  the  index  kept 
small.  To  the  extent  the  index  is  kept  small,  both  equipment  and  operating 
costs  can  be  kept  lower. 

The  FBI  currently  has  operating  programs — the  National  Crime  Information 
Center  (NCIC)  and  its  identification  operation — as  well  as  a  computer  facility 
and  a  telecommunication  network  for  the  NCIC.  In  essence,  SEARCH  is  a  re- 
finement to  part  of  what  the  FBI  is  already  doing. 

The  intent  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  ap- 
pears to  describe  the  functions  of  LEAA  as :  providing  grants,  conducting  re- 
search, providing  crime  statistics. 

It  appears  that  the  development  of  projects  such  as  SEARCH  is  authorized 
by  the  legislation,  but  the  operation  of  such  a  system  is  not  clearly  authorized. 

Computers  are  central  to  the  problem.  SEARCH  is  a  computer  system  and 
therefore  the  responsible  organization  must  have  access  to  a  computer. 

LEAA  does  not  have  a  computer,  but  it  would  like  to  have  one  for  its  grant 
management,  statistical  and  technical  reference  service.  Without  SEARCH,  it 
is  doubtful  that  LEAA  could  justify  a  computer  for  these  other  applications. 

The  Department's  Administrative  Division  does  have  a  computer  and  could 
provide  the  services  LEAA  needs — even  providing  remote  terminals  in  LEAA — 
for  all  applications  with  the  exception  of  SEARCH.  SEARCH  would  require 
a  completely  dedicated  set  of  computers  with  a  telecommunications  net.  The 
Administrative  Division  does  not  have  the  computer  capacity  or  the  communi- 
cations network. 

The  FBI  has  the  National  Crime  Information  Center  (NCIC),  a  manual  sys- 
tem similar  to  SEARCH,  a  computer  complex,  a  telecommunications  network 
and  experienced  operating  personnel.  Although  it  is  true  that  these  capabilities 
would  have  to  be  expanded  somewhat  to  assume  the  responsibility  of  operating 
SEARCH.  The  costs  for  expanding  these  existing  systems  would  be  much  less 
than  setting  up  duplicate  systems  in  another  organization. 

Although  the  States  have  computers,  the  continual  possibility  of  legislative 
or  policy  changes  that  might  affect  the  program  make  the  alternative  of  a 
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state  operation  less  desirable  than  the  others.  Also,  providing  funds  to  the 
States  to  establish  a  telecommunications  net  would  be  duplicating  the  existing 
FBI  network  and  thus  be  an  unnecessary  expenditure. 

KECOMMENDATIONS 

Assuming  that  after  the  evaluation  report  is  made  in  December,  Project 
SEARCH  will  receive  approval  for  moving  into  full  development,  the  following 
recommendations  are  made : 

1.  That  the  SEARCH  effort  at  the  Federal  level  be  restricted  to  the  opera- 
tion of  the  Central  index  (limited  in  the  amount  of  data  contained  on  each 
criminal),  and  that  the  States  develop  and  operate  their  own  criminal  history 
systems  as  developed  in  the  SEARCH  concept. 

2.  That  the  FBI  be  designated  to  operate  the  SEARCH  central  index  and 
the  communication  switch.  This  should  avoid  establishing  a  system  that  would 
completely  duplicate  the  existing  systems  support  (computers,  telecommuni- 
cations network  and  technical  personnel). 

3.  A  strong  policy  control  board  to  make  decisions  on  the  future  develop- 
ment and  implementation  of  the  nationwide  SEARCH  system  should  be  lodged 
in  the  Office  of  the  Attorney  General,  with  balanced  policy-level  representation 
from  the  FBI,  LEAA,  and  the  States.  This  control  feature  would  ease  the  seri- 
ous concerns  of  the  States  that,  without  strong  State  participation  in  the 
policy  decisions.  Federal  (FBI)  operation  of  the  central  index  could  lead  to  an 
eventual  expansion  of  the  index  into  a  centralized  national  data  bank.  Such 
expansion  would  have  severe  implications  for  individual  privacy  and  would  in- 
trude into  the  States'  desire  to  maintain  and  control  their  own  detailed  crimi- 
nal history  files.  The  preservation  of  the  States'  interests  in  this  regard  is  con- 
sistent with  and  supports  the  concept  and  spirit  of  the  "New  Federalism." 

The  Policy  Control  Board  should  include  policy-level  officials  who  can 
represent  all  major  elements  of  the  criminal  justice  system  (police,  prosecu- 
tors, courts,  corrections,  parole).  The  emerging  concept  of  criminal  justice 
upon  which  SEARCH  is  based  transcends  the  more  narrow  focus  of  police  ac- 
tivity represented  by  the  FBI  and  State  and  local  police  agencies,  and  it  is  es- 
sential that  this  concept  be  upheld  as  SEARCH  becomes  oi^erational.  Further, 
from  a  management  point  of  view,  it  would  be  highly  desirable  for  the  policy 
control  mechanism  to  include  representation  from  the  NCIC  Advisory  Policy 
Group  because  of  the  strong  interrelationships  between  the  NCIC  and 
SEARCH  systems.  In  time,  as  the  SEARCH  system  becomes  more  fully  defined 
and  operational,  consideration  could  be  given  to  the  merger  of  the  SEARCH 
and  NCIC  policy  groups  to  provide  a  more  effective  management  device. 

4.  That  LEAA  be  provided  computer  support  by  the  Department's  Adminis- 
trative Division  for  the  Grants  Management  Information  System,  the  Techni- 
cal Reference  Service  and  its  Statistical  Data  Base.  Since  LEAA  is  physically 
located  some  distance  from  the  Administrative  Division's  computer  complex, 
the  installation  of  remote  terminals  in  the  LEAA  building  might  be  required 
for  responsive  service.  LEAA  would  continue  to  provide  grants  to  the  States 
and  the  FBI  for  the  further  development  of  SEARCH.  Once  SEARCH  becomes 
operational  in  a  State,  other  sources  of  financing  should  be  used.  The  FBI 
should  seek  funds  in  its  regular  appropriation  for  operating  SEARCH  after  ini- 
tial hardware  and  software  are  developed. 

List  of  Pebsons  Interviewed 

James  Gregg — OMB,  Budget  Examiner  for  the  Department  of  Justice. 

Harlington  Wood,  Jr. — Associate  Deputy  Attorney  General  for  the  Executive 
Office  of  U.S.  Attorneys. 

Sol  Lindenbaum — Executive  Assistant  to  the  Attorney  General. 

Clarence  M.  Coster — Associate  Administrator,  Law  Enforcement  Assistance 
Administration. 

George  E.  Hall — Director,  Statistics  Center,  Law  Enforcement  Assistance 
Administration. 

Alfred  G.  Sansone — Acting  Director,  Systems  Analysis  Center,  Law  Enforce- 
ment Assistance  Administration. 

Mark  Biallas — Director,  Office  of  Management  Support,  Administrative  Divi- 
sion, Department  of  Justice. 

Leo  M.  Pellerzi — Assistant  Attorney  General  for  Administration. 

John  Mohr — Assistant  to  the  Director,  Federal  Bureau  of  Investigation. 
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Thomas  E.  Bishop — Assistant  Director,  Crime  Records  Division,  Federal  Bu- 
reau of  Investigation. 

Inspector  Jerome  J.  Daunt — Chief,  Uniform  Crime  Reporting  Section, 
Federal  Bureau  of  Investigation. 

Maurice  Row — Section  Chief,  Voucher  Statistical  Section,  Federal  Bureau  of 
Investigation. 

Paul  K.  Wormeli  (Contractor) — SEARCH  Project  Coordinator. 

Dave  Weinstein — Executive  Director,  State  of  Connecticut  Planning  Commit- 
tee on  Criminal  Administration. 

Robert  Gallati — Director,  New  York  State  Identification  and  Intelligence 
System. 

Orville  J.  Hawkins — Deputy  Director,  California  Department  of  Justice. 

Interview  Notes 

(Interview  notes  are  available  upon  request.  Please  contact  Mr.  Walter  W. 
Haase  (103-4745)  for  specific  information. ) 


Memoranda  From  thje  Director  of  the  FBI  and  Associate  Administrators 
OF  THE  Law  Enforcement  Assistance  Administration 

The  Attorney  General, 

August  25, 1970. 
Re  Computer  stored  criminal  identification  records. 
Director, 
Federal  Bureau  of  Investigation 

This  is  in  response  to  your  request  of  the  Law  Enforcement  Assistance  Ad- 
ministration (LEAA)  that  a  memorandum  be  prepared  outlining  technical  de- 
tails of  the  establishment  of  a  central  index  for  Project  SEARCH  (System  for 
Electronic  Analysis  and  Retrieval  of  Criminal  Histories).  My  prior  memoranda 
of  July  23,  1970,  and  August  17,  1970,  set  forth  reasons  why  such  an  index 
should  be  located  in  the  FBI.  Our  plan  for  implementing  the  index  is  as  fol- 
lows: 

setting  system  standards 

The  initial  step,  once  a  decision  has  been  made,  would  be  to  meet  with  the 
state  law  enforcement  operating  agencies  to  reaqh  agreement  on  criteria  for 
entering  criminal  history  records  into  the  national  index,  operating  procedures, 
and  final  agreement  on  record  format  and  data  elements  for  the  record  itself. 
This  is  the  approach  that  has  been  utilized  in  developing  the  National  Crime 
Information  Center  (NCIC)  system.  State  law  enforcement  operating  agencies 
presently  linked  to  NCIC  are  the  same  agencies  which  will  be  handling  crimi- 
nal history  information  at  the  state  level.  The  vehicle  would  be  basically  the 
NCIC  Working  Group  with  policy  decisions  to  be  made  by  the  NCIC  Advisory 
Policy  Board. 

We  propose  that  the  national  index  would  only  contain  those  records  of  seri- 
ous offenders.  Minor  offender  and  most  juvenile  records  would  remain  at  the 
state  level.  All  record  and  updating  entries  to  the  national  index  must  be 
based  on  a  criminal  fingerprint  card.  It  would  be  our  intention  to  store  the  of- 
fender's name,  aliases,  numerical  identifiers,  physical  description,  identity  of 
arresting  agency,  date  of  arrest,  charge  for  which  arrested,  and  disposition  of 
that  charge  with  details  of  sentences  received.  This  is  no  more  information 
than  is  presently  available  in  the  manually  operated  criminal  identification 
record  function.  From  the  stored  record  a  computer  generated  summary  simi- 
lar to  the  Project  SEARCH  summary  could  be  furnished  which  would  answer 
many  operational-type  inquiries  where  a  detailed  record  would  not  be  required. 
The  responsibility  for  the  records  in  the  national  index  is  placed  with  the 
originating  states  in  the  same  manner  that  FBI  NCIC  records  are  the  respon- 
sibility of  the  entering  agencies.  This  concept  preserves  the  states'  autonomy 
over  their  records,  yet  also  makes  available  the  national  index  for  mutual  ben- 
efit and  to  complement  state  files. 

BUILDING  ORIGINAL  FILE  PRIOR  TO  PLACING  SYSTEM  IN  OPERATION 

At  present  the  FBI  is  storing  in  the  NCIC  computer  criminal  history  records 
on  Federal  offenders  for  operational  as  well  as  statistical  use.  Various  states, 
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with  funding  furnished  by  LEAA,  are  converting  records  for  computer  storage 
on  local  and  state  offenders.  In  both  instances,  the  conversion  is  being  done 
utilizing  the  standardized  offense  classifications  developed  by  the  NCIC  Work- 
ing Group  and  adopted  by  the  Project  SEARCH  group.  Our  concept  is  that 
with  continued  LEAA  assistance  to  the  states,  by  July,  1971,  there  would  be  a 
sufficient  number  of  criminal  history  records  prepared  for  computer  storage  to 
begin  an  operating  system.  Tlie  states  would  furnish  their  converted  records  to 
the  FBI  where  they  would  be  added  to  the  Federal  offender  records  stored  in 
the  NCIC  computers  and  the  system  would  then  be  ready  to  start  initial  oper- 
ations. 

INITIAL  OPERATIONS  (SUMMER,  1971) 

In  beginning  an  operating  system,  we  propose  that  the  first  phase  be  limited 
to  10-15  states.  After  an  initial  shakedown  period  additional  states  would  be 
added  to  the  system.  For  a  state  to  participate  it  would,  of  course,  need  a 
computerized  system  within  the  state  and  an  identification  bureau  capable  of 
handling  a  flow  of  criminal  fingerprint  cards. 

METHOD  OF  OPERATION 

The  operating  system  of  computerized  criminal  history  records  would  func- 
tion as  follows : 

Criminal  fingerprint  cards  are  the  source  documents  for  information  con- 
tained in  criminal  history  records.  Police  agencies,  after  fingerprinting  a  per- 
son charged  with  a  ci'iminal  offense,  will  forward  the  fingerprint  card  to  the 
state's  identification  bureau.  Two  possibilities  then  exist : 

(1)  State  unable  to  match  fingei-prints  with  prior  arrest  print  in  their  files 
which  would  identify  NCIC  record  : 

The  fingerprint  card  will  be  forwarded  to  the  FBI's  Identification  Division. 
If  the  FBI  makes  no  match  in  its  fingerprint  files,  the  state  will  be  so  advised 
and  the  state  will  then,  through  their  own  terminal  device  connected  vdth  the 
NCIC  computer,  establish  a  record.  Should  a  match  be  made  by  the  FBI,  the 
state  will  be  advised  of  the  identity  and  content  of  the  record.  The  state  will 
then  make  appropriate  entries  through  their  terminal  device  (Exhibit  A). 

(2)  State  matches  fingerprints  with  prior  arrest  print  in  their  files  indicat- 
ing NCIC  record  exists : 

There  is  no  need  to  send  the  fingerprint  card  to  the  FBI.  The  state  identifi- 
cation bureau  will  add  the  current  arrest  data  to  the  proper  NCIC  record 
through  their  own  terminal  device  (Exhibit  B). 

Each  entry  into  the  NCIC  files  will  be  identified  with  the  agency  submitting 
the  original  fingerprint  card.  Federal  offenders  records  will  be  handled  by  ap- 
propriate Federal  agencies  with  the  identification  function  continuing  to  be  the 
FBI's  responsibility  as  in  the  past.  Follow-up  disposition  data  will  be  added  in 
a  manner  similar  to  the  entering  of  arrest  records  by  the  states  through  their 
own  terminal  devices  or,  where  appropriate,  by  Federal  agencies. 

An  FBI  study  concerning  criminal  offenders  indicates  an  approximate  60 
percent  of  the  criminal  fingerprint  cards  can  be  identified  with  a  prior  arrest 
at  the  state  level  and  need  not  be  forwarded  to  the  FBI  for  processing  in  an 
operational  computerized  system.  This  will  bring  about  a  corresponding  reduc- 
tion in  the  work  load  in  the  FBI's  Identification  Division  when  the  system  is 
fully  developed.  Police  agencies  today  submit  criminal  fingerprint  cards  direct 
to  the  Identification  Division  on  most  felonies  and  serious  misdemeanors,  as 
well  as  to  the  state  repositories. 

FBI   REQUIREMENTS 

The  incorporating  of  the  national  index  in  the  FBI's  NCIC  will  require  ex- 
pansion of  our  present  operational  computer  system  and  communications  net- 
work. Until  such  time  as  it  has  been  completely  coordinated  with  the  states,  the 
details  of  the  national  index  cannot  be  finalized.  The  content  of  the  index  itself 
and  procedures  develoi^ed  for  its  use  will  determine  just  what  expanded  NCIC 
facilities  will  be  necessary  to  handle  the  increases  in  data  storage  and  system 
trafiic. 

Enclosures. 
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■■     EXHIBIT 'V\" 
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EXHIBIT  "B 
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The  Attorney  General, 

August  11,  1970. 
Re  Computer  stored  criminal  identification  records. 
Director, 
Federal  Bureau  of  Investigation 

Reference  is  made  to  my  communication  under  tlie  same  caption  dated  July 
23,  1970,  and  memorandum  from  the  Law  Enforcement  Assistance  Administra- 
tion (LEAA)  to  you  dated  August  3,  1970,  setting  forth  alternatives  as  to 
where  a  national  index  of  computerized  criminal  history  could  be  located. 
With  reference  to  some  of  the  points  raised  in  the  latter  memorandum,  a  copy 
of  which  was  furnished  to  this  Bureau  on  August  10,  1970,  I  thought  you 
should  have  the  benefit  of  the  following  for  clarification. 

LEAA  on  the  second  page  of  its  memorandum  in  listing  the  disadvantages  of 
placing  the  index  in  the  FBI  implies  that  this  Bureau  plans  a  far  more  de- 
tailed criminal  history  record  than  is  presently  utilized  in  the  Project 
SEARCH  (System  for  Electronic  Analysis  and  Retrieval  of  Criminal  Histo- 
ries) demonstration.  LEAA  points  out  that  this  has  technical  problems  and  po- 
litical implications,  namely,  the  threat  of  a  national  data  bank. 

In  the  first  place,  no  final  decision  has  been  made  as  to  the  exact  details  to 
be  included  in  a  national  index  criminal  history  record.  This  can  only  be  done 
in  coordination  with  the  states.  This  Bureau  plans  no  greater  detail  in  the 
computerized  criminal  history  record  than  is  presently  frequently  available  in 
the  manually  operated  criminal  identification  record  function.  In  the  past  sev- 
eral years  this  has  been  discussed  with  representatives  of  the  state  operating 
law  enforcement  agencies  who  unanimously  agree  with  the  concept.  The  FBI 
concept  provides  for  a  more  efiieient  and  effective  system  than  is  presently 
being  utilized  in  Project  SEARCH.  It  does  not  raise  the  threat  of  a  national 
data  bank  as  stated  by  LEAA. 

LEAA  states  in  its  letter  of  August  3,  1970,  that  the  FBI  concept  would 
greatly  reduce  the  states  ability  to  control  the  system.  This  is,  of  course,  not 
true.  As  in  the  National  Crime  Information  Center  (NCIC)  today,  the  states 
will  be  responsible  for  all  record  entries  they  make  with  respect  to  criminal 
history.  It  is  a  voluntary  system.  They  are  not  obliged  to  do  so  except  for  mu- 
tual benefit.  NCIC  system  policy,  criteria,  and  operating  procedures  have  been 
established  by  the  NCIC  Advisory  Policy  Board  and  NCIC  Working  Group 
made  up  of  local,  state  and  Federal  law  enforcement  representatives.  The 
NCIC  concept  of  a  national  index  to  serve  50  computerized  state  systems  was 
established  in  1956  and  has  been  overwhelmingly  acclaimed  throughout  local, 
state  and  Federal  law  enforcement. 

LEAA  also  lists  as  a  disadvantage  that  the  FBI  primarily  serves  the  police 
component  of  the  criminal  justice  system  and,  therefore,  would  be  less  likely 
to  get  the  cooperation  of  courts,  corrections,  and  prosecutors  in  developing  a 
system  of  computerized  criminal  history.  While  it  is  true  that  the  FBI  investi- 
gative operations  and  service  functions  are  primarily  related  to  the  police 
agencies,  for  over  45  years  this  Bureau  has  been  providing  a  service  to  the 
courts,  prosecutors,  and  correctional  agencies  in  the  exchange  of  criminal  iden- 
tification records  (criminal  history  information).  There  is,  then,  a  long-stand- 
ing relationship  with  all  elements  of  the  criminal  justice  system  with  respect 
to  criminal  history  information. 

With  respect  to  the  alternative  that  the  central  index  be  located  in  a  state 
or  a  consortium  of  states,  as  pointed  out  in  my  letter  of  July  23,  1970,  such  a 
concept  has  grave  management,  security,  and  political  problems. 

LEAA  presents  a  fifth  alternative,  namely,  that  the  central  index  be  jointly 
operated  by  LEAA  and  the  FBI.  LEAA  suggests  that  they  would  provide  the 
backup  system  to  support  NCIC.  The  FBI  computer  center  already  has  a 
backup  computer  for  the  NCIC  system  and  other  uses.  Moxe  important  is  the 
principle  of  fixed  responsibility.  In  my  opinion,  the  management  of  an  operat- 
ing system  cannot  be  divided  between  two  agencies.  This  amounts  to  manage- 
ment by  "committee"  resulting  in  conflicting  interests,  delays  in  decision-mak- 
ing, and  other  problems. 

As  pointed  out  in  my  letter  of  July  23,  1970,  FBI  experience  and  expertise 
in  three  functions,  namely,  identification,  the  setting  of  standards,  and  compu- 
terized information  systems,  are  essential  to  the  development  of  computerized 
criminal   history.    In   addition,   the   FBI's   long-standing   working   relationship 
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with  the  local,  state  and  Federal  law  enforcement  agencies  is  vital  to  the  suc- 
cessful operation  of  a  centi'al  index. 


The  Deputy  Attoeney  General. 
Re  Project  SEARCH  alternatives. 
Richard  W.  Velde, 
Associate  Administrator, 
Law  Enforcement  Assistance  Administration. 

This  memorandum  discusses  a  modification  to  one  of  the  alternatives  in  the 
memorandum  of  August  3  on  alternatives  for  the  location  of  the  SEARCH 
index  and  switch.  The  alternative  called  for  the  establishment  of  a  computer 
facility,  jointly  funded  by  the  FBI  and  LEAA,  to  support  the  SEARCH  system 
and  other  LEAA  sei'vices  to  the  states.  One  of  the  computers  would  provide  a 
backup  capability  for  an  expanded  NCIC  system  serving  the  SEARCH  index 
and  switch.  It  would  also  be  used  to  provide  the  other  LEAA  automated  serv- 
ices to  the  states — the  grants  management  information  system,  the  technical 
reference  service,  and  the  statistical  data  base. 

The  modification  to  the  alternative  is  for  LEAA  to  obtain  a  dedicated  com- 
puter within  the  computer  facility  of  the  Administrative  Division  of  the  De- 
partment of  Justice.  This  computer  would  provide  the  backup  support  for  the 
expanded  NCIC  system  serving  SEARCH  as  well  as  supporting  the  other 
LEAA  automated  services  to  the  states.  In  addition,  it  could  probably  be  used 
part  of  the  time  to  support  other  Department  of  Justice  requirements. 

One  of  the  main  disadvantages  of  this  arrangement  is  typical  of  computer 
service  bureaus.  Tliere  is  the  continual  possibility  that  LEAA  needs  would  be 
subordinated  to  other  Department  of  Justice  requirements.  LEAA  would  have 
to  receive  firm  guarantees  as  to  priorities.  Another  potential  problem  area  is 
in  having  the  backup  computer  for  the  SEARCH  system  in  a  separate  facility. 
This  could  create  possible  technical  and  security  problems. 

The  advantage  of  this  modified  alternative  is  that  it  would  result  in  a  more 
centralized  computer  operation  for  the  Department.  The  consolidation  of  com- 
puter operations,  which  is  prescribed  by  GAO,  BOB,  and  others,  generally 
results  in  greater  eflBciency.  For  example,  space  requirements  would  be  less  for  a 
combined  facility  than  two  separate  installations.  Although  LEAA  would  have 
their  own  programmers  and  systems  analysts,  some  of  the  operating  and  sup- 
port personnel  probably  could  be  provided  by  the  Department.  There  are  also 
possibilities  that  there  could  be  substantial  savings  in  hardware.  Present  plans 
call  for  the  Department  to  obtain  an  IBM  360/50  from  the  FBI  when  the 
latter  obtains  a  360/65.  If  the  FBI  upgrades  their  equipment  to  so-called 
fourth  generation  hardware  (IBM  370  series),  then  it  is  possible  that  the  IBM 
360/65  could  be  made  available  to  LEAA  for  its  dedicated  computer. 


Department  of  Justice, 
Law  Enforcement  Assistance  Administration, 

August  3,  1970. 
To  :  The  Attorney  General. 

From:  Clarence  M.  Coster,  Richard  W.  Velde,  Associate  Administrator,  Law 
Enforcement  Assistance  Administration. 

Pursuant  to  your  request  at  the  conclusion  of  the  briefing  on  July  17,  the 
following  is  a  discussion  of  the  alternatives — a  state,  a  consortium  of  states, 
the  FBI,  LEAA ;  or  a  partnership  including  LEAA  and  the  FBI  for  the  opera- 
tion of  the  SEARCH  index  and  switch. 

The  first  alternative,  that  of  a  state  to  operate  the  central  index,  offers  a 
prime  advantage  in  that  it  assures  that  SEARCH  would  be  controlled  by  the 
states.  Among  the  disadvantages  are  that  it  singles  out  a  state  to  provide 
what  is  essentially  a  national  service.  There  would  be  a  continual  possibility 
of  legislative  or  policy  changes  that  might  affect  the  SEARCH  program.  The 
Federal  Government  could  not  provide  substantial  funds  to  a  particular  state 
over  a  period  of  time  for  this  purjjose.  In  general,  this  alternative  would  not 
be  as  conducive  to  federal  and/or  state  funding  as   the  others.   The  actual 
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computer  facility  would  be  involved  with  state/federal  functions  thu.s  creating 
a  host  of  administrative  problems. 

The  second  alternative,  that  of  a  consortium  of  states,  also  offers  the  advan- 
tage that  SEARCH  would  be  controlled  by  the  states.  The  Law  Enforcement 
Teletype  System  (LETS)  has  proven  that  a  consortium  of  states  can  operate  a 
national  system.  However,  SEARCH  is  far  more  complicated.  LETS  is  strictly 
a  message  switching  system  with  the  central  computer  located  in  Arizona. 
There  is  virtually  no  control  of  the  operation  of  the  system  by  the  computer 
center.  This  is  not  possible  with  the  SEARCH  index,  at  least  in  the  initial 
phases,  where  there  will  have  to  be  some  involvement  such  as  with  the  mainte- 
nance of  files,  security  and  privacy.  It  should  also  be  pointed  out  that,  in 
LETS,  there  are  no  federal  funds  involved.  The  states  pay  AT&T  for  line  costs 
and  another  corporation  for  computer  costs. 

A  major  disadvantage  to  this  alternative  is  that  a  consortium  of  states  (in- 
terstate compact)  would  require  congressional  approval.  A  consortium  of  states 
would  also  have  similar  problems  to  those  previously  discussed  for  a  state  in 
view  of  the  fact  that  one  state  would  have  to  act  on  behalf  of  the  others. 

The  third  alternative,  the  FBI,  provides  a  number  of  advantages,  especially 
from  a  short  term  point  of  view.  The  Bureau  is  the  most  qualified  as  to  expe- 
rience and  capability  as  attested  to  by  the  National  Crime  Information  Center 
(NCIC).  It  already  has  a  computer  facility  and  telecommunications  network 
for  the  NCIC.  In  addition,  the  FBI  is  an  operating  police  agency.  Its  identifi- 
cation function  would  be  a  necessity  for  updating  the  index  if  SEARCH  were 
a  centralized  federal  system. 

The  disadvantages  of  the  FBI  focus  on  the  control  of  the  SEARCH  pro- 
gram. The  Bureau  has  indicated  its  intention  of  expanding  the  central  index 
to  include  a  detailed  record  of  arrests,  disiwsitions,  and  sentencing  informa- 
tion. If  this  intention  becomes  a  reality,  it  could  lead  to  significant  problems 
of  both  a  technical  and  political  nature.  Technically,  this  "rap  sheet"  would  be 
considerably  longer  than  the  summary  information  being  used  in  the  current 
demonstration  and  envisioned  in  an  operational  system.  This  would  increase 
the  information  traflSc  load  substantially,  thus  necessitating  more  hardware 
and  communications  capabilities. 

More  important  are  the  possible  legal  and  political  implications.  If  SEARCH 
were  no  longer  a  decentralized,  state-controlled  system,  the  national  data  bank 
could  loom  as  an  issue.  The  existence  or  even  hint  of  such  a  data  bank  could 
arouse  certain  members  of  Congress  and  the  public.  Although  manual  records 
are  presently  maintained  by  the  FBI  and  have  been  for  years,  detailed  arrest 
information  available  centrally  in  computerized  form  does  present  questions  of 
privacy. 

Such  a  change  in  design  or  basic  concept  could  greatly  reduce  the  states' 
ability  to  control  the  system.  The  current  concept  provides  complete  control  of 
the  system  by  the  states,  while  the  Bureau's  proposal  could  leave  the  states 
with  little  influence.  In  the  NCIC,  even  though  there  is  an  advisory  council, 
the  FBI  excercises  user  policy  control. 

Finally,  the  FBI  primarily  serves  the  police  component  of  the  criminal  jus- 
tice system.  This  has  been  a  long  and  mutually  beneficial  relationship. 
SEARCH  is  intended  to  serve  the  entire  criminal  justice  community — police, 
courts,  corrections,  probation,  parole,  and  prosecution.  The  increased  involve- 
ment of  all  parts  of  the  system  in  SEARCH  might  be  better  accomplished 
under  an  organization  not  so  closely  identified  with  a  particular  component. 

The  fourth  alternative  is  for  LEAA  to  operate  the  central  index  and  switch. 
LEAA  has  a  legislative  mandate  to  aid  the  states  in  improving  and  strengthen- 
ing law  enforcement.  Although  LEAA  would  have  to  establish  a  major  com- 
puter facility  and  a  network  of  communications  lines  (assuming  that  NCIC 
lines  would  not  be  available)  this  will  also  be  necessary  to  provide  the  other 
LEAA  services  to  the  states — the  Grants  Management  Information  System,  the 
Technical  Reference  Service,  and  the  statistical  data  base.  In  its  FY  1971 
budget,  LEAA  recognized  its  need  for  a  large-scale  computer  facility  to  accom- 
modate the  SEARCH  index  and  to  provide  other  automated  information  serv- 
ices to  the  states.  LEAA's  budget  already  approved  by  the  House  includes  $1.1 
million  in  program  funds  for  Project  SEARCH.  Consequently,  I  EAA  would  be 
capable  of  initiating  this  service  at  an  earlier  date  (FY  1971  as  opposed  to  FY 
1972)  than  the  FBI  and  thus  assure  that  SEARCH  will  continue  without  un- 
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necessary  delay.  Of  course,  all  or  a  portion  of  these  funds  could  be  transferred 
to  the  FBI. 

The  SEARCH  concept  as  developed  by  LEAA  and  the  states  is  for  a  decen- 
tralized system  oi>erated  by  the  states  with  the  Federal  Government  providing 
only  a  service  function  of  maintaining  a  limited  index  and  providing  message 
switching  capabilities.  There  would  probably  be  less  opposition  by  Congress 
and  the  public  regarding  the  highly  controversial  national  data  bank  issue 
under  these  circumstances.  Another  advantage  is  that  LEAA  has  the  National 
Criminal  Justice  Information  and  Statistics  Service  which  can  continue  to  pro- 
vide technical  staff  support  and  funding  for  a  nationwide  SEARCH  system.  In 
addition,  LEAA  has  the  research  and  development  capability  of  the  National 
Institute  of  Law  Enforcement  and  Criminal  Justice  to  explore  new  aspects  of 
the  SEARCH  program.  Another  noteworthy  factor  is  that  LEAA  is  a  new 
agency  seeking  to  establish  its  identity.  The  provision  of  this  service  to  the 
states  would  enhance  its  prestige  both  in  the  criminal  justice  community  and 
with  the  public.  Finally,  since  LEAA  is  not  oriented  toward  any  component  of 
the  criminal  justice  system,  there  could  be  more  likelihood  that  the  entire 
criminal  justice  community  would  be  involved. 

The  final  alternative  is  for  a  joint  LEAA/FBI  computer  facility  to  operate 
the  SEARCH  index  and  switch.  The  LEAA  computer  could  provide  a  full 
backup  capability  for  support  of  an  expanded  NCIC  system.  The  backup  sys- 
tem would  have  suflicient  capability  to  be  used  by  LEAA  for  providing  other 
automated  information  .services  to  the  states — the  grants  management  informa- 
tion system,  the  technical  reference  service,  and  tlie  statistical  data  base.  Thus 
LEAA  would  have  access  to  the  NCIC  communications  network  for  its  infor- 
mation services  to  the  states  and  to  the  SEARCH  system  for  its  criminal  jus- 
tice statistical  requirements. 

The  advantages  of  this  choice  include  most  of  those  discussed  under  the 
alternatives  for  LEAA  and  the  FBI.  However,  there  are  basic  problems  to  be 
resolved.  Foremost  is  the  issue  of  control  of  the  overall  SEARCH  system. 
LEAA  would  be  willing  to  share  control  with  the  FBI  and  the  states.  There 
may  be  a  reluctance  on  the  parts  of  the  Bureau  and  the  states.  Another  major 
problem  area  is  the  wide  difference  of  opinion  over  the  content  of  the  SEARCH 
index,  as  previously  discussed.  If  these  basic  problems  could  be  resolved,  this 
alternative  would  outweigh  the  others  in  that  it  would  combine  the  strengths 
of  two  arms  of  the  Department  of  Justice  with  that  of  the  states  in  providing 
a  vital  service  to  criminal  justice  agencies  throughout  the  nation. 


The  Attorney  General, 

July  23,  1970. 
Re  Computer  Stored  Criminal  Identification  Records. 
Director, 
Federal  Bureau  of  Investigation. 

This  is  in  response  to  your  request  for  pros  and  cons  as  to  where  a  central 
index  should  be  located  as  discussed  in  your  conference  of  July  17,  1970. 

There  is  enclosed  a  statement  setting  forth  the  reasons  why  the  FBI  should 
serve  as  the  central  index  for  the  exchange  of  computerized  criminal  history 
with  the  states.  FBI  experience  and  expertise  in  three  functions,  namely,  iden- 
tification, the  setting  of  standards,  and  computerized  information  systems,  are 
essential  to  the  development  of  computerized  criminal  history.  In  addition,  the 
FBI's  long-standing  working  relationships  with  the  local,  state  and  Federal  en- 
forcement agencies  is  vital  to  the  successful  operation  of  a  central  index. 

Project  SEARCH  (System  for  Electronic  Analy.sis  and  Retrieval  of  Criminal 
Histories)  was  initiated  as  a  pilot  program  to  demonstrate  a  computerized  ex- 
change of  criminal  history  among  the  states.  It  did  not  develop  this  idea.  The 
FBI  has  long  been  active  in  this  field  and,  in  coordination  with  local  and  state 
law  enforcement  representatives,  developed  the  necessary  standards  for  Project 
SEARCH.  To  place  the  central  index  in  an  agency  other  than  the  FBI  would 
result  in  enormous  duplication  of  expenditures,  not  only  at  the  Federal  level, 
but  also  at  the  state  level.  Rather  than  build  a  new  system,  the  FBI  already 
has  a  proven  system  of  computers,  communications,  and  personnel  which  can 
be  expanded  to  meet  the  requirements  for  a  computerized  exchange  of  criminal 
identification  records  with  the  states. 
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At  the  business  session  July  23,  1970,  of  the  annual  conference  of  the  Inter- 
national Association  for  Identification,  a  resolution  was  adopted  by  unanimous 
vote  endorsing  current  efforts  to  modernize  through  automation  identification 
and  criminal  history  records.  This  resolution  recognizes  the  historical  leader- 
ship and  service  of  the  FBI  in  this  area  and  prays  for  the  continuation  of 
such  leadership.  The  resolution  that  was  adopted  is  included  as  an  attachment 
to  tthe  enclosed  statement. 

In  my  opinion  to  consider  a  single  state  as  a  control  index  in  a  national  ex- 
change of  computerized  criminal  history  has  grave  management,  security,  and 
political  problems.  A  Federal  agency,  such  as  proven  by  the  FBI,  in  coopera- 
tion with  the  states  is  necessary  to  provide  the  leadership,  attain  the  disci- 
pline, and  to  assure  that  the  agreed  upon  standards  required  in  such  a  system 
are  met. 

The  Law  Enforcement  Assistance  Administration  (LEAA)  has  proposed  that 
the  decision  on  the  central  index  to  delayed  until  December,  1970.  It  is  my 
opinion  that  your  decision  is  necessary  without  delay  since  substantial  plan- 
ning and  development  must  be  done  at  this  time  in  cooperation  with  the 
states.  Keep  in  mind  the  Project  SEARCH  group  involves  varying  degrees  of 
participation  by  15  states.  Many  of  the  other  35  states,  with  whom  we  are  in 
communication,  are  developing  similar  programs. 

Enclosure. 

Reasons  Why  the  FBI  Should  Operate  a  Central  Index  for  Exchange  of 

C0MPUTERIZ[ED    CRIMINAL   HISTORY    WiTH    THE    STATES 

AUTHORITY 

The  FBI's  authority  for  its  Identification  Division,  Uniform  Crime  Reports, 
and  the  National  Crime  Information  Center  (NCIC)  is  set  forth  in  Title  28, 
Section  534,  U.S.  Code.  This  Section  states  that  the  Attorney  General  shall 
"acquire,  collect,  classify,  and  preserve  identification,  criminal  identification, 
crime,  and  other  records ;  and  exchange  these  records  with,  and  for  the  official 
use  of,  authorized  officials  of  the  Federal  Government,  the  States,  cities,  and 
penal  and  other  institutions." 

EXPERIENCE 

Identification  Division 

Since  1924  the  Identification  Division  of  the  FBI  has  served  as  the  national 
clearinghouse  in  collecting,  storing  and  exchanging  fingerprint  cards  with  duly 
authorized  local  and  state  agencies.  The  criminal  fingerprint  card  is  the  source 
document  in  the  preparation  of  the  criminal  identification  record  (rap  sheet). 
This  document  contains  the  criminal  history  of  an  individual  based  upon  the 
submission  of  criminal  fingerprint  cards.  The  Identification  Division  has  been 
preparing  and  exchanging  the  criminal  identification  record  with  local  and 
state  agencies  for  over  45  years  in  a  manually  operated  system.  As  of  July  1, 
1970,  there  were  18,878.929  persons  represented  in  the  criminal  file. 

Any  computerized  file  of  criminal  history  must  continue  to  be  based  upon 
the  criminal  fingerprint  identification  process.  This  positive  means  of  identifi- 
cation is  necessary  to  insure  the  integrity  of  the  computerized  records.  The 
only  Federal  agency  with  this  expertise  is  the  FBI.  Pertinent  resolution  to 
this  effect  unanimously  adopted  July  23,  1970,  by  International  Association  for 
Identification  is  attached. 

Uniform  crime  reports 

The  FBI  has  operated  the  only  nationwide  service  of  criminal  statistics, 
^namely.  Uniform  Crime  Reports,  since  1930.  Over  the  years  the  Uniform  Crime 
Reporting  function  has  been  instrumental  in  setting  the  standards  for  local 
and  state  law  enforcement  in  connection  with  crime  and  other  records.  This  is 
accomplished  through  an  advisory  committee,  namely,  the  Committee  on  Uni- 
form Crime  Records,  International  Association  of  Chiefs  of  Police  (lACP).  It 
was  through  this  Association  that  standards  for  the  NCIC  were  adopted  in 
1936  and  action  was  initiated  in  1967  to  establish  the  standards  for  computeri- 
zation of  the  criminal  identification  record  which  culminated  in  the  offense 
definitions,  classifications,  and  record  format  produced  by  the  NCIC  Working 
Group  in  1969.  Two  pertinent  resolutions  adopted  by  the  lACP  in  1967  with 
respect  to  law  enforcement  information  systems  and  the  criminal  identification 
record  are  attached. 
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Since  1963  the  FBI  has  been  converting  criminal  history  information  on  Fed- 
eral offenders  in  its  Careers  in  Crime  Program.  The  results  of  this  Program, 
as  published  in  Uniform  Crime  Reports,  have  demonstrated  the  statistical  use 
of  computerized  criminal  history  with  respect  to  criminal  recidivism,  mobility, 
and  its  potential  use  in  evaluating  the  criminal  justice  system.  At  the  present 
time  the  FBI  is  converting  the  1970  Federal  offender  records  of  criminal  his- 
tory for  computer  storage  under  the  standards  adopted  by  the  states.  These 
computerized  criminal  history  records  on  Federal  offenders  would  become  a 
part  of  a  central  index  for  exchange  of  computerized  criminal  history  with  the 
states.  The  only  Federal  agency  with  this  expertise  is  the  FBI. 

National  Crime  Information  Center  (NCIC) 

The  NCIC  has  been  operated  by  the  FBI  since  January,  1967.  This  is  a  na- 
tionwide computerized  law  enforcement  information  system  which  stores  docu- 
mented information  on  crime  and  criminals  immediately  accessible  to  law  en- 
forcement agencies.  This  is  the  first  use  of  computer  and  communication 
technologies  to  link  together  local,  state,  and  Federal  government.  NCIC  from 
the  beginning  was  built  on  the  concept  that  it  will  serve  as  a  national  index  to 
50  statewide  computerized  law  enforcement  systems. 

Directly  linked  to  the  FBI/NCIC  computers  are  31  local  and  state  computer 
systems.  The.se  local  and  state  computer  systems,  along  with  NCIC  terminal 
devices  located  in  69  large  city,  state,  and  other  Federal  agencies,  provide  na- 
tionwide access  to  the  NCIC  files.  The  NCIC  computers  as  of  July  1,  1970,  con- 
tained over  2,035,000  active  records  on  wanted  persons,  stolen  vehicles,  other 
identifiable  stolen  property,  securities,  et  cetera.  The  system  is  handling  over 
55,000  transactions  on  a  daily  average.  From  the  beginning,  it  was  planned 
that  NCIC  would  serve  as  the  central  index  for  computerized  criminal  history 
when  it  became  practical  to  undertake  this  task.  The  criminal  history,  or  crim- 
inal identification  record,  has  been  developed  over  the  years  primarily  by  the 
law  enforcement  agencies.  In  terms  of  rapid  response,  it  is  the  police  agencies 
that  most  urgently  need  this  information.  Thus,  the  computerized  criminal  his- 
tory has  always  been  considered  a  logical  extension  of  the  NCIC. 

The  NCIC  is  not  only  a  computer  system,  but  is  also  a  nationwide  communi- 
cations network.  This  network  presently  consists  of  over  100,000  miles  of  com- 
munication lines.  It  continues  to  expand  rapidly,  particularly  in  terms  of  being 
able  to  handle  increasing  volumes  of  communications  traffic.  The  state 
computers  which  will  store  criminal  history  information  are  already  linked  to 
the  FBI/NCIC  computers  over  these  communication  lines. 

NCIC  is  an  existing  system  with  computers  and  a  communications  network 
linked  to  the  state  agencies  in  49  states,  the  District  of  Columbia,  and  Royal 
Canadian  Mounted  Police  Headquarters  in  Ottawa,  Canada  (Alaska  and  San 
Juan,  Puerto  Rico,  are  to  be  added  in  September,  1970).  The  FBI  plans  to  ex- 
pand this  existing  computer  and  communications  system  to  meet  demands  of 
computerized  criminal  history  information.  NCIC  is  unique  and  the  FBI  is  the 
only  Federal  agency  with  this  experience. 

Local,  State,  and  Federal  relationships 

Essential  to  the  successful  development  of  computerized  criminal  history  is  a 
working  relationship  with  the  state  and  local  operating  agencies.  At  the  Fed- 
eral level  the  FBI  alone  has  had  the  experience  over  the  years  in  this  regard 
with  respect  to  the  identification  function,  Uniform  Crime  Reports  and,  more 
recently,  computerized  information  systems  such  as  NCIC.  The  FBI  also  has 
day-to-day  working  relationships  with  local  and  state  agencies  through  its  Spe- 
cial Agent  force.  The  above  functions  have  been  developed  by  local  and  state 
police  agencies  in  cooperation  with  the  FBI.  Because  of  the  above  practical 
reasons,  the  law  enforcement  agencies  support  the  FBI  to  serve  as  the  central 
index  in  the  exchange  of  computerized  criminal  history. 

Enclosures. 

Resolution 

Whereas  the  development  and  implementation  of  computerized  police  infor- 
mation systems  and  the  establishment  of  the  National  Crime  Information  Cen- 
ter has  greatly  increased  the  availability,  quantity,  and  quality  of  police  infor- 
mation to  the  law  enforcement  community  ;  and 

Whereas  the  nature  of  police  information  requires  secure  handling  and  a 
limited  right  to  access  based  on  an  agency's  legitimate  jurisdictional  interest; 
now  therefore  be  it 
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Resolved,  That  the  International  Association  of  Chiefs  of  Police  assembled 
at  its  74th  Annual  Conference  in  Kansas  City,  Missouri,  on  this  14th  day  of 
September,  1967,  does  hereby  resolve  that  the  controls  governing  access  to  po- 
lice computerized  information  remain,  as  they  have  been  historically  placed, 
with  the  law  enforcement  agencies. 


Resolution 

Whereas  the  Committee  on  Uniform  Crime  Records  recognizes  the  value  of 
the  Criminal  Identification  Record  as  an  essential  information  tool  for  all 
criminal  justice  agencies,  including  the  police,  the  courts,  and  correctional  in- 
stitutions ;  and 

Whereas  the  Committee  further  recognizes  that  there  is  a  clear  need  to  de- 
velop standard  definitions  and  formats  concerning  charges  and  dispositions  and 
that  all  such  charges  and  dispositions  be  consistently  and  routinely  recorded  at 
the  local,  state  and  federal  levels ;  and 

Whereas  this  is  particularly  important  in  view  of  the  significant  trend  to- 
ward computerization  in  law  enforcement  and  the  increased  movement  of  these 
data  among  and  between  jurisdictions ;  now  therefore  be  it 

Resolved,  That  the  International  Association  of  Chiefs  of  Police  assembled 
at  its  74th  Annual  Conference  in  Kansas  City,  Missouri,  on  this  14th  day  of 
September,  1967,  does  hereby  encourage  all  areas  of  the  administration  of 
criminal  justice  to  provide  the  necessary  data  to  further  enhance  the  Criminal 
Identification  Record,  and  be  it  further 

Resolved,  That  this  Association  undertake  a  study  to  determine  and  recom- 
mend such  standard  definitions  and  formats  and  to  develop  appropriate  proce- 
dures to  Insure  the  completeness  of  the  Criminal  Identification  Record. 

Resolution  on  Automation  of  Fingerprint  Pbocessing  and 
Identification  Matters 

Whereas  the  International  Association  for  Identification  takes  cognizance  of 
the  progress  made  in  the  preceding  year  at  both  Federal  and  State  levels  of 
automation  of  identification  processes  and  records  and 

Whereas  it  is  well  established  throughout  all  of  law  enforcement  that  posi- 
tive identification  of  criminals  and  the  related  compilation  of  criminal  history 
records  of  individuals  must  rest  firmly  upon  the  basic  premise  of  fingerprint 
identification  and 

Whereas  future  automation  of  such  criminal  history  records  must  continue 
to  be  based  on  the  fingerprint  identification  function  and 

Whereas  the  Federal  Bureau  of  Investigation  has  well  and  truly  served  all 
law  enforcement  for  over  forty-five  years  as  the  central  repository  of  national 
fingerprint  records  and  index  thereto,  now,  therefore,  be  it 

Resolved,  That  the  International  Association  for  Identification  be  on  record 
as  endorsing  current  efforts  to  modernize  through  automation  wherever  prac- 
ticable and  feasible  fingerprint  identification  and  the  related  accumulation  of 
criminal  history  information  as  well  as  to  speed  the  exchange  of  such  informa- 
tion and  further  be  on  record  as  praying  for  the  continued  leadership  of  John 
Edgar  Hoover,  Director  of  the  Federal  Bureau  of  Investigation  in  all  such 
efforts. 


The  Attorney  General, 

June  12, 1970. 
Re  Computer  stored  criminal  identification  records 

Director, 

Federal  Bureau  of  Investigation 

Title  28,  United  States  Code,  Section  534,  is  this  Bureau's  authority  for  the 
operations  of  its  Identification  Division.  This  same  Section  gives  the  authority 
for  the  operation  of  the  National  Crime  Information  Center  pursuant  to  the 
opinion  received  from  the  Office  of  Legal  Counsel  by  letter  dated  January  22, 
1966.  I  have  kept  you  advised  of  the  research  being  conducted  to  automate  the 
identification  function.  I  thought  you  also  should  be  made  aware  that  we  have 
begun  a  pilot  study  to  computerize  the  criminal  identification  records  of  Federal 
offenders  for  both  operational  and  statistical  use. 
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It  is  the  intention  of  this  Bureau,  if  funds  are  made  available  and  if  experi- 
ence proves  successful,  to  collect,  store  and  exchange  through  computers  criminal 
identification  records  with  law  enforcement  agencies.  In  such  a  system  the 
FBI  would  be  serving  as  the  national  index  as  it  has  served  since  1924  as  the 
national  clearinghouse  in  a  manually  operated  criminal  identification  record  func- 
tion. It  is  our  intention  to  work  with  local  and  state  law  enforcement  in  de- 
veloping such  a  system  as  was  done  in  connection  with  the  National  Crime  In- 
formation Center. 

The  development  of  such  a  computerized  system  has  many  policy,  procedural 
and  technical  problems  to  which  there  appear  to  be  solutions.  Unless  unforeseen 
obstacles  arise,  we  plan  to  move  ahead  in  this  area  in  coordination  with  the 
state  agencies. 

In  this  regard,  your  authority  is  requested  to  amend  the  FBI  preliminary 
budget  estimate  for  fiscal  ye^r  1972  by  adding  .$1.3  million. 
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SEARCH  Systems  Concept  ^ 
(Prototype  Demonstration) 

DEVELOPMENT    OF    A    PROTOTYPE    OFFENDER   DATA    SYSTEM 

Goal  of  the  task 

The  goal  of  this  task  is  the  demonstration  of  the  technical  feasibility  and 
operational  utility  of  cooperative  interstate  exchange  of  computerized  data  con- 
cerning the  criminal  history  of  individual  offenders. 

System  concept 

The  system  concept  elected  for  implementation  during  the  prototype  demon- 
stration is  shown  schematically  in  Figures  4-1.  4r-2,  and  4-3.  As  can  be  seen,  the 
concept  involves  the  formulation  and  maintenance  of  a  central  index,  accessible 
by  each  of  the  participating  states,  which  provides  the  name  of  the  state  holding 
the  required  offender  record  upon  query  in  the  form  of  specified  identification 
data.  Each  participating  state  has  direct  access  to  this  central  index  computer 
file.  The  Michigan  State  Police  will  provide  the  index  services. 

Upon  receipt  of  the  location  of  the  desired  offender  record,  the  requesting 
state  initiates  a  direct  transaction  to  the  record  holding  state  in  a  form  of  a 
query  to  the  proper  state  record  system.  In  essence,  each  participating  state  is 
"seen"  as  a  user  terminal  on  the  computer  system  of  the  record  holding  state.  For 
the  purposes  of  the  project  demonstration,  each  state  must  consider  itself  to  be 
servicing  an  additional  six  users,  representing  the  other  six  on-line  participating 
states. 

Only  seven  project  states — Arizona,  California,  Florida,  Maryland,  Michigan, 
Minnesota,  and  New  York — will  participate  in  the  on-line  criminal  history 
exchange  segment  of  the  demonstration.  The  other  three — Connecticut,  Texas, 
and  Washington — will,  however,  continue  to  convert  criminal  history  files  and 
provide  all  files  completed  at  that  time  for  the  demonstration. 

The  system  concept  for  the  prototype  demonstration  assumes  the  provision  of 
appropriate  telecommunications  facilities  for  each  of  the  planned  remote  com- 
puter terminals.  A  message  switching  center  will  be  provided  by  the  Michigan 
State  Police. 


iThe  SEARCH  systems  concept  as  described  here  is  taken  from  the  SEARCH  PROJECT 
PLAN,  revised  April  1,  1970. 
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Each  state  has  access  to  every  siat3  file  through  a  svn'tched  network 
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Committee  on  Security  and  Privacy 

Technical  Report  No.  2,  "Security  and  Privacy  Considerations  in 
Criminal  History  Information  Systems,"  July  1970 

Chapter  1 
Introduction 

This  report  is  designed  to  serve  as  a  reference  on  matters  of  security 
and  privacy  for  all  those  individuals  who  may  participate,  observe, 
assess,  or  otherwise  become  involved  in  the  demonstration  of  Project 
SEARCH  or  the  development  of  a  future  system  for  an  interstate  ex- 
change of  criminal  histories. 

Project  SEARCH,  an  acronym  for  System  for  Electronic  Analysis  and 
Retrieval  of  Criminal  Histories,  is  funded  by  the  participating  states  and 
the  Law  Enforcement  Assistance  Administration  (LEAA).  LEAA  was 
established  in  the  Department  of  Justice  to  administer  funds  provided 
under  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968,  82  Stat. 
197. 

The  specific  objectives  of  this  report  are: 

1.  To  construct  a  fundamental  working  document  that  enumerates 
potential  security  and  privacy  problems  and  presents  solutions 
for  the  guidance  of  participants  in  Project  SEARCH  during  the 
demonstration  period. 

2.  To  provide  a  dynamic  framework  of  essential  elements  of 
security  and  privacy  for  any  future  national  system  which  may 
develop  as  a  result  of  Project  SEARCH. 

3.  To  outline  the  kinds  of  security  requirements  and  self-imposed 
disciplines  that  the  participants  have,  by  their  own  initiative, 
levied  upon  themselves  and  their  colleagues  in  Project 
SEARCH. 

I.  Background 

To  develop  a  proper  context  for  the  discussion  of  security  and  privacy 
issues,  four  major  background  statements  are  pertinent: 

1.  The  requirement  for  a  computerized  national  system  for  ex- 
changing criminal  history  data. 

2.  The  system  concept  being  tested  by  Project  SEARCH  as  a  proto- 
type. 

3.  The  security  and  privacy  issues  relevant  to  this  system. 

4.  The  Project  SEARCH  response  to  these  issues. 

The  intention  in  this  section  is  to  provide  a  reasonably  concise  review 
of  these  four  points. 

Requirements  for  a  National  System 

Criminal  justice  agencies  frequently  require,  in  making  decisions 
regarding  a  suspect  or  offender,  knowledge  of  his  prior  involvement 
with  the  criminal  justice  system.  The  specific  data  needs  vary  in  both 
content  and  urgency,  but  the  general  need  is  for  information  about 
prior  arrests,  court  dispositions,  and  correctional  involvements  and  out- 
comes. 
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A  partial,  manual  system  currently  exists  that  supplies  some  of  the 
information  needed.  Fingerprints  submitted  to  the  FBI  and  to  some  of 
the  states  in  conjunction  with  a  criminal  justice  transaction  (e.g.,  arrest 
or  incarceration)  are  used  as  a  basis  for  recording  these  transactions  on 
a  rap  sheet.  The  rap  sheets  maintained  and  distributed  by  state  agencies 
and  the  FBI  generally  contain  complete  listings  of  arrests  and  prison 
admissions,  as  these  two  processes  regularly  involve  fingerprinting. 

The  FBI  and  most  state  identification  bureaus  attempt  to  collect  court 
disposition  data  for  inclusion  on  the  rap  sheet,  which  is  then  available 
for  responses  to  inquiries  concerning  offenders. 

The  manual  system  suffers  in  two  respects.  First,  the  national  system 
is  voluntary,  with  the  national  coverage  fulfilled  only  by  the  FBI,  in 
performing  a  service  to  contributors.  The  lack  of  mandatory  reporting 
limits  file  completeness.  Second,  the  elapsed  time  to  obtain  the  criminal 
history  data  through  the  mail  is  measured  in  days  or  weeks  in  most 
places  and  is,  therefore,  not  useful  in  police  or  court  actions  which  must 
be  completed  in  minutes  or  hours. 

The  specific  functional  areas  requiring  timely  and  complete  informa- 
tion on  a  national  basis  are  spread  throughout  the  criminal  justice  sys- 
tem. Beginning  with  law  enforcement,  for  example,  in  most  police 
"on-scene"  investigations  where  possible  suspects  are  involved,  the  offi- 
cer requires  immediate  knowleage  of  prior  record  to  aid  in  making 
decisions  regarding  search,  detention,  or  arrest. 

Given  factual  knowledge  of  the  occurrence  of  a  crime  and  that  the 
suspect  was  in  the  vicinity,  the  law  enforcement  officer's  aim  is  to 
obtain  sufficient  information  to  determine  the  extent  to  which  further 
police  investigation  should  be  conducted.  For  this  purpose,  it  is  neces- 
sary to  quickly  supply  the  investigator  with  sufficient  data  to  pursue  the 
case  in  an  intelligent  manner.  Further  information  about  the  suspect  is 
vital  knowledge  for  the  officer  charged  with  arresting  the  subject;  for 
example,  does  he  have  a  record  of  violent  behavior  or  of  using  lethal 
weapons? 

Aside  from  the  value  of  rapid  response  in  an  on-the-scene  investiga- 
tion or  imminent  arrest  situation,  a  rapid  and  complete  nationwide 
record  search  would  assist  the  police  in  proper  charge  determination. 
It  would  also  support  procedures  enabling  the  police  to  issue  a  sum- 
mons, in  certain  cases,  in  lieu  of  a  formal  arrest  and  possible  detention. 
More  complete  and  timely  criminal  histories  will  also  help  police  deter- 
mine court  jurisdictions  and  make  other  decisions  concerning  bail,  alert 
them  to  an  arrestee's  present  criminal  justice  status  (e.g.,  whether  he  is 
on  release  pending  trial,  or  is  on  probation  or  parole),  and  provide 
additional  investigative  leads  and  data  valuable  for  effective  interroga- 
tion. 

A  prosecuting  attorney  could  benefit  by  more  timely  and  complete 
data  in  those  cases,  for  example,  where  there  is  a  lapse  of  time  between 
arraignment  and  trial  during  which  the  accused  has  been  free  on  bail 
and  has  been  involved  in  some  other  criminal  activity.  Further,  infor- 
mation on  a  previous  criminal  offense  committed  in  another  part  of  the 
country  might  be  received  before  initial  arraignment  or  grand  jury 
proceedings  rather  than  afterwards,  as  is  now  often  the  situation.  The 
case  of  an  active,  mobile  check  passer  is  a  good  illustration  of  the  kind 
of  situation  when  rapid  access  to  complete  data  is  likely  to  be  of  assist- 
ance. 
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Probation  officers  would  be  materially  assisted  in  evaluating  whether 
an  offender  should  be  "released  on  his  own  recognizance",  since  rapid 
notification  of  the  nature  of  an  offender's  previous  record  may  play  a 
principal  role  in  this  determination.  In  the  absence  of  adequate  informa- 
tion, a  prosecutor  is  likely  to  recommend,  and  a  court  will  be  inclined 
to  set  bail  at  a  "safe"  level  in  order  to  hold  the  defendant — often  in  cases 
where  he  might  well  be  released  pending  trial.  Indeed  a  prudent  judge 
might  have  no  other  choice  since  he  has  no  knowledge  of  the  defendant 
other  than  what  is  presented  to  him  at  the  bail  hearing.  He  "errs"  on 
the  safe  side  of  community  protection,  unless  informed. 

In  addition,  both  the  probation  officer  and  the  court  should  receive 
timely  notice  of  a  probationer's  arrest  for  a  new  offense,  since  the  arrest 
usually  requires  reconsideration  by  the  court  of  the  probationer's  pro- 
gram or  status.  Similarly,  parole  officers  and  correction  officials  are 
directly  concerned  when  a  parolee  commits  a  new  criminal  act;  any  new 
arrest  while  on  parole — whether  felony  or  misdemeanor — is  sufficient 
reason  for  review  of  the  parolee's  program  and  may  be  cause  for  his 
return  to  the  penal  institution. 

To  satisfy  these  needs,  an  improved  system  would  have  to  have  the 
complete  data  available  only  through  a  national  system.  Local  criminal 
justice  agencies  serve  limited  population  and  geographic  areas;  but  the 
population  is  increasingly  mobile.  Although  a  large  police  agency  may 
contain  the  criminal  records  of  1,000,000  individuals  and  a  medium- 
sized  agency  may  hold  records  of  only  7,000  individuals,  both  records 
systems  are  affected  by  criminal  mobility. 

A  study  in  New  York  State  demonstrated  the  extent  and  consequence 
of  this  mobility.  In  one  large  up-state  city,  almost  30  percent  of  the 
persons  who  have  been  arrested  one  or  more  times  for  fingerprintable 
offenses  have  arrest  records  in  other  jurisdictions  within  the  state.  The 
problem  is  even  more  acute  for  chronic  offenders;  in  the  same  city 
approximately  55  percent  of  persons  arrested  two  or  more  times  have 
records  in  other  in-state  jurisdictions.  For  the  state  as  a  whole,  the 
respective  percentages  for  the  "average"  jurisdiction  are  29  percent  and 
47  percent.  Although  the  percentages  may  decrease  as  the  geographical 
area  is  increased,  there  is  still  a  substantial  degree  of  mobility  in  regional 
and  national  terms. 

There  are  many  other  situations  in  carrying  out  criminal  justice 
functions  that  could  benefit  by  the  rapid  availability  of  criminal  history 
information.  A  complete  analysis  of  this  requirement  is  beyond  the 
scope  of  this  report.  It  is  clear  that  a  system  is  required  that  will  provide 
a  means  of  determining  the  nature  of  prior  criminal  involvement,  in 
time  to  be  useful  for  some  of  the  critical  decisions  related  to  arrest  and 
prosecution. 

Project  Search  as  a  Prototype 

These  operational  factors  have  led  to  the  conclusion  that  a  national 
system  is  necessary,  and  that  it  must  be  computer-assisted  to  achieve  the 
needed  responsiveness.  The  need  for  this  system  has  been  recognized 
for  some  time.  For  example,  the  President's  Commission  on  Law  En- 
forcement and  the  Administration  of  Justice  spoke  of  the  need  for  "an 
integrated  national  information  system".  Specifically,  the  Commission 
recommended  that  "there  should  be  a  national  law  enforcement  direc- 
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tory  that  records  an  individual's  arrest  for  serious  crimes,  the  disposi- 
tion of  each  case  and  all  subsequent  formal  contacts  with  criminal 
justice  agencies  related  to  those  arrests". 

Project  SEARCH  was  begun  in  July  of  1969,  with  10  states  *  par- 
ticipating. The  main  goals  of  Project  SEARCH  are  to: 

•  Evaluate  the  technical  feasibility  and  operational  utility  of  a  coop- 
erative interstate  transference  of  criminal  history  data. 

•  Demonstrate  the  capability  to  automate  state-collected  criminal 
^      statistics  for  retrieval  by  selected  state  and  federal  agencies. 

The  system  concept  is  based  on  the  maintenance  of  individual  state- 
held  files  and  the  existence  of  a  central  index,  directly  accessible  by  users 
in  each  state  and  containing  summary  data  on  each  state-held  file.  The 
central  index  will  respond  to  an  inquiring  terminal  by  providing  per- 
sonal descriptors  and  identifying  numbers,  an  abbreviated  criminal  pro- 
file, and  the  name  of  the  state  or  agency  holding  the  full  criminal  history 
record  (Agency  of  Record).  The  requesting  state  may  then  directly 
access  the  desired  file  from  the  Agency  of  Record. 

The  system  concept  also  contemplates  that  when  a  transaction  takes 
place  between  an  offender  and  an  agency  in  a  state  other  than  the 
Agency  of  Record,  that  state  becomes  the  Agency  of  Record,  the  crimi- 
nal history  file  is  transferred  from  the  previous  Agency  of  Record,  the 
file  is  updated,  and  the  central  index  is  updated  to  reflect  these  changes. 

The  full  criminal  history  files  maintained  by  the  Agency  of  Record 
will  include  a  set  of  required  data  plus  other  optional  data  required  for 
internal  state  use.  The  recorded  data  includes  a  minimum  set  of  per- 
sonal descriptors  and  identifying  numbers,  and  a  record  of  each  crimi- 
nal justice  transaction  between  the  offender  and  the  involved  criminal 
justice  agencies.  These  transactions  (for  felonies  or  gross  misdemeanors) 
may  include  information  on  and  outcomes  of  arrest,  pre-trial  hearing, 
trial,  sentencing,  and  correction  including  probation /parole. 

The  central  index,  containing  a  count  of  arrests  and  convictions  by 
major  offense  category,  is  designed  to  be  sufficient  for  answering  inqui- 
ries by  officers  in  the  field  needing  a  quick  response  as  to  whether  or 
not  a  person  was  in  the  system  (has  a  prior  record)  and  some  brief 
indication  of  prior  offenses.  The  index  "points"  to  a  state  file  which  is 
designed  primarily  to  allow  other  less  urgent  needs  to  be  satisfied.  The 
state  file  indicates  dates  and  agencies  where  the  subject  has  had  prior 
involvement  with  the  criminal  justice  system,  thereby  allowing  a  more 
refined  "pointer"  for  obtaining  further  information. 

The  intent  is  that  the  criminal  summary  contained  in  the  central 
index  could  satisfy  over  half  of  the  inquiries,  avoiding  the  second  in- 
quiry to  a  state.  The  state  inquiry  should  then  satisfy  a  major  portion 
of  the  remaining  needs,  minimizing  the  effort  required  in  contacting 
numerous  local  agencies  for  more  detail  on  the  offender. 

To  test  the  feasibility  of  this  system  concept,  a  prototype  is  being 
constructed.  Seven  of  the  ten  SEARCH  states  are  each  converting  ap- 
proximately 10,000  criminal  histories  for  loading  into  the  central  index, 
and  also  creating  the  more  detailed  computerized  file  in  their  own  state. 

The  Project  SEARCH  system  is  designed  so  as  to  permit  remote 
terminal  access  only  by  personnel  of  government  criminal  justice  agen- 
cies, for  purposes  associated  with  official  criminal  justice  functions. 

*  Arizona,  California,  Connt-cticiit,  Florida,  Maryland,  Michigan,  Minnesota,  New  York,  Texas, 
and  Washington.  Colorado,  Illinois,  New  jersey,  Ohio,  and  Pennsylvania  have  also  been 
designated  as  "oHiiial  <)hser\er  states". 
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The  prototype  system  will  be  demonstrated  during  July  and  August 
of  1970.  An  evaluation  period  will  follow,  and  recommendations  will  be 
made  regarding  the  feasible  development  of  an  ongoing,  fully  opera- 
tional, nationwide  system. 

Security  and  Privacy  Issues 

It  is  essential  to  clearly  and  carefully  identify  the  specific  issues 
related  to  system  security  and  rights  of  personal  privacy  that  should 
properly  be  associated  with  the  design  and  operation  of  a  nationwide 
system  for  access  to  criminal  history  data.  The  logical  and  rational 
development  of  procedures  which  ensure  a  reasonable  protection  of 
individual  rights  of  privacy,  while  maintaining  the  capability  required 
by  criminal  justice  agencies,  will  lead  to  a  more  credible  and  useful 
system.  Conversely,  a  lack  of  attention  to  correctly  stated  issues  is  likely 
to  produce  confusion  in  the  system  purposes  and  procedures,  and  to 
diffuse  the  benefits  which  could  be  gained  by  having  an  operational 
system. 

It  is  important  to  point  out  that  the  discussion  of  security  and  privacy 
issues  follows  the  basic  assumption  that  some  kind  of  a  national  system 
is  essential.  Within  that  context,  the  issues  can  then  be  described  in 
terms  of  implications  for  the  system. 

From  an  operational  point  of  view,  there  are  three  basic  problem 
areas  that  are  relevant  to  security  and  privacy: 

•  Unintentional  errors.  Ranging  from  typographic  errors  to  mis- 
taken identities,  there  is  always  the  possibility  that  the  data  finally 
stored  in  the  system  will  be  incorrect,  without  any  intent  to  make 
it  so. 

•  Misuse  of  data.  Information  can  be  used  out  of  context  or  for 
purposes  beyond  the  legitimate  criminal  justice  functions,  both  by 
persons  who  are  actually  authorized  access  and  by  those  who  ac- 
quire the  information  even  without  authorization. 

•  Intentional  data  change.  The  data  maintained  can  be  destroyed  or 
modified  to  accomplish  the  same  objectives  as  described  under 
misuse,  or  to  restrict  the  proper  and  effective  performance  of  crimi- 
nal justice  functions.  It  has  been  suggested  that  organized  crime 
may  attempt  to  penetrate  the  system  for  this  purpose. 

The  critical  point  here  is  that  these  problems  are  not  unique  to  a 
computerized  criminal  history  system,  or  even  to  criminal  justice.  The 
same  problems  exist  with  all  partly  sensitive  public  records.  The  police 
agencies  throughout  the  country  and  the  FBI  have  long  recognized  the 
need  to  carefully  control  the  records  under  their  cognizance.  The  FBI 
and  state  identification  bureaus  generally  refuse,  except  where  required 
by  law,  to  divulge  information  in  their  files  to  persons  not  connected 
with  the  criminal  justice  system.  Every  effort  is  made  to  insure  that  the 
final  positive  fingerprint-based  identification  is  performed  prior  to  the 
release  or  application  of  information  contained  on  the  existing  criminal 
rap  sheets. 

Therefore,  the  fundamental  issues  to  be  addressed  in  Project 
SEARCH,  and  in  any  subsequent  nationwide  system,  are  not  just 
related  to  these  problem  areas,  but  rather  to:  (1)  the  degree  to  which  the 
consequences  of  these  problems  are  substantially  different,  and  (2)  the 
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extent  to  which  these  problems  will  be  more  prevalent,  when  a  com- 
puter with  its  associated  high-speed  response  and  remote  access  capabil- 
ity is  part  of  the  system. 

If  the  use  of  a  computer  does  not  substantially  alter  the  consequences 
of  unintentional  mistakes  or  substantially  increase  the  opportunity  for 
misuse  or  data  changes,  then  there  would  not  be  a  requirement  to 
develop  policies  and  procedures  in  any  more  detail  than  for  the  manual 
system. 

The  provision  of  remote-terminal,  fast  access  has  two  effects — a  dra- 
matic increase  in  the  number  of  persons  and  agencies  who  can  obtain 
the  data,  and  a  highly  probable  increase  in  the  actual  number  of  inqui- 
ries. The  ease  and  speed  of  access  will  unquestionably  cause  more  inqui- 
ries and  thereby  place  more  data  in  the  hands  of  the  increased  number 
of  users.  Remote  terminals  also  make  it  more  difficult  to  control  in- 
dividual access,  as  the  system  is  generally  only  able  to  identify  terminals 
and  not  operators.  While  it  can  be  argued  that  this  is  no  different  than 
controlling  access  to  a  mail  room,  in  a  sense,  it  is  physically  and  me- 
chanically simpler  to  gain  access  to  a  terminal,  particularly  if  it  is 
unattended  and  the  operating  instructions  unsecured. 

Given  these  possibilities,  then,  are  the  consequences  or  likelihood  of 
occurrence  (of  the  problems  mentioned  earlier)  affected? 

Taking  the  problem  of  mistakes,  it  should  first  be  pointed  out  that  the 
recording  and  processing  discipline  associated  with  the  use  of  a  com- 
puter is  likely  to  reduce  the  frequency  of  unintentional  error.  Many 
errors  not  caught  are  allowable  to  a  manual  system,  but  will  inhibit  the 
operation  of  a  computer  system.  However,  the  consequences  of  some 
types  of  errors  may  be  substantially  amplified  simply  by  the  fact  that 
there  are  many  more  persons  with  access  and  the  system  response  speed 
may  exceed  the  error  detection  and  correction  speed. 

The  possibility  that  the  data  will  be  misused  may  increase  substan- 
tially over  a  manual  system,  also,  because  of  the  increase  in  users  and 
the  easy  access,  unless  controls  are  implemented.  The  computer  itself 
introduces  more  opportunities  for  misuse.  For  example,  a  computerized 
file  can  be  quickly  searched  by  whatever  data  elements  it  contains,  such 
that  compilations  of  subjects  can  be  prepared  with  respect  to  certain 
characteristics  contained  in  the  file. 

The  opportunity  for  intentional  modification  or  destruction  of 
records  is  increased  in  proportion  to  the  file  centralization  of  the  sys- 
tem. A  disc  or  tape  file  is  much  more  vulnerable  to  undetectable  modifi- 
cations by  programming  or  other  means  than  the  more  inefficient 
dispersed  paper  file. 

Because  of  these  factors,  it  is  clear  to  the  Project  SEARCH  partici- 
pants that  the  use  of  a  computer  as  a  basis  for  the  system  produces  a 
fundamental,  substantive  change  in  both  the  possibility  and  conse- 
quences of  possible  problems.  Accordingly,  there  must  necessarily  be  a 
reconsideration  of  the  controls  to  be  imposed  on  the  system,  particu- 
larly with  respect  to  the  security  of  records  and  in  association  with  the 
preservation  of  reasonable  rights  of  individual  privacy. 

Project  SEARCH  Actions  on  Security  and  Privacy 

In  response  to  this  perceived  significance  of  a  new  technological  ap- 
proach to  the  criminal  history  file,  the  participants  in  SEARCH  have 
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undertaken  a  program  to  address  the  security  and  privacy  issues.  Dur- 
ing the  initial  organization  of  the  project,  a  Security  of  Records  Subcommit- 
tee was  formed  under  a  Standardization  Task  Force  to  deal  specifically 
with  this  issue.  This  subcommittee  was  chaired  by  Chief  H.  W.  McFar- 
ling  of  the  Data  Processing  Division  of  the  Texas  Department  of  Public 
Safety.  Other  members  included  Inspector  Jerome  Daunt  of  the  Federal 
Bureau  of  Investigation,  and  Mr.  Philip  Tannian  of  the  Wayne  County 
Prosecuting  Attorney's  Office  in  Detroit,  Michigan. 

The  subcommittee  was  responsible  for  providing  initial  research  and 
a  general  analysis  of  the  security  and  privacy  implications  on  the 
project.  Their  recommendations  for  a  future  course  of  action  were 
presented  to  the  Project  Group  (the  policy-making  body  of  the 
project). 

This  group  created  a  Security  and  Privacy  Committee  to  review  and 
carry  forward  the  recommendations  of  the  subcommittee.  Dr.  Robert 
Gallati,  Director  of  the  New  York  State  Identification  and  Intelligence 
System,  was  appointed  Committee  Chairman.  Other  members  included 
Emery  Barrette,  Executive  Director  of  the  Minnesota  Governor's  Com- 
mission on  Crime  Prevention  and  Control;  George  Hall,  Director,  Na- 
tional Criminal  Justice  Statistics  Center,  LEAA;  Captain  C.  J.  Beddome 
of  the  Arizona  Department  of  Public  Safety;  Chief  H.  W.  McFarling; 
and  David  Weinstein,  Executive  Director  of  the  Connecticut  Planning 
Committee  on  Criminal  Administration. 

The  committee  immediately  began  to  explore  the  specific  issues 
related  to  the  development  of  a  computerized  criminal  history  system 
and  to  identify  the  problems  that  should  be  addressed. 

The  initial  review  of  the  problem  areas  which  the  committee  would 
have  to  investigate  brought  forth  a  number  of  recommendations  which 
were  implemented.  Among  these  were: 

•  The  decision  to  draft  a  Code  of  Ethics. 

•  A  recommendation  that  consultants  be  hired. 

•  A  resolution  to  limit  the  information  content  of  the  central  index. 

•  Acceptance  of  the  principle  of  post-auditing. 

•  Identification  of  specific  questions  that  required  policy  decisions. 

The  Project  Group  authorized  the  committee  to  select  appropriate 
consultants  to  assist  the  members  in  their  studies  and  the  preparation 
of  this  report.  The  selected  consultants  were:  Professor  Charles  Lister 
of  Yale  University  Law  School,  and  Mr.  Jerome  Lobel  of  Ernst  &  Ernst, 
Phoenix,  Arizona. 

The  committee  has  produced  three  major  documents  to  date — the 
Code  of  Ethics  (Appendix  A),  a  set  of  procedures  concerning  security 
and  privacy  which  were  included  in  the  SEARCH  Operating  Manual, 
and  this  report.  Several  additional  tasks  are  currently  in  progress  or 
planned  for  consideration: 

•  Development  of  Model  Administrative  Regulations  and  Statutes 

The  committee  is  presently  studying  model  legal  statutes  for  the 
participant  states  and  model  administrative  regulations  for  partici- 
pant agencies.  The  conflict  and  diversity  of  legal  structures  sup- 
porting the  identification  function  in  the  various  states  need  to  be 
reconciled  for  purposes  of  uniform  requirements  relating  to 
security  and  privacy.  Likewise,  federal  and  state  administrative 
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regulations  need  to  be  standardized  so  that  they  are  uniformly 
protective  of  civil  liberties. 

•  Continuous  Audit 

Project  SEARCH  is  committed  to  the  concept  of  continuous  pre- 
and  post-audit  of  its  activities  by  an  independent  group  in  order  to 
check  accuracy  and  reliability  and  detect  discrepancies  so  as  to 
permit  adjustment  of  procedures  and  safeguards  accordingly.  The 
Project  Group  has  agreed  to  the  need  for  review  by  responsible 
persons  outside  the  system  itself  as  an  essential  check  on  the  sys- 
tem, and  the  committee  is  presently  exploring  alternative  mech- 
anisms for  this  process. 

•  Evaluation  and  Feed-Back 

The  committee  is  currently  considering  the  various  methods  that 
should  be  utilized  for  continued  monitoring,  evaluation,  and  feed- 
back of  matters  relating  to  security  and  privacy.  A  recommenda- 
tion has  been  made  by  the  committee  that  this  consideration  be 
made  an  integral  part  of  the  formal  evaluation  of  Project  SEARCH. 

•  Education  and  Training  for  Participants 

The  committee  is  currently  mapping  out  an  extensive  educational 
program  for  all  Project  SEARCH  participants.  To  the  extent  possi- 
ble, information  concerning  security  and  privacy  will  be  incor- 
porated in  the  various  demonstration  and  operation  manuals. 
Similarly,  this  report  and  various  brochures  derived  from  it  will 
serve  to  inform  participants  about  maintaining  a  system  that  meets 
the  proposed  security  and  privacy  standards. 

II.  Scope  of  the  Report 

The  study  results  and  recommendations  which  follow  represent  the 
major  initial  results  of  the  effort  expended  by  the  Security  and  Privacy 
Committee.  In  keeping  with  the  objective  of  providing  material  which 
will  be  of  value  to  those  engaged  in  either  the  Project  SEARCH  demon- 
stration or  in  designing  a  subsequent  national  system,  the  remainder  of 
this  report  has  four  basic  parts:  a  list  of  recommended  policies,  a  discus- 
sion of  the  various  aspects  of  privacy,  a  discussion  of  system  security, 
and  a  set  of  pertinent  appendices. 

•  Recommendations 

Chapter  2  presents  a  set  of  recommended  policies  for  consideration 
both  in  Project  SEARCH  and  in  any  future  system.  These  recom- 
mendations have  been  approved  by  the  SEARCH  Project  Group. 

•  Legal  Aspects  of  Privacy 

Chapter  3  contains  a  detailed  discussion  of  many  of  the  design, 
procedural,  and  organizational  aspects  of  the  system  as  they  affect 
personal  privacy.  General  approaches  are  suggested  to  ensure  that 
the  issues  raised  are  not  overlooked  in  present  and  future  plans. 

•  System  Security 

Chapter  4  turns  to  the  operating  system  itself — equipment,  soft- 
ware, and  operating  procedures — to  describe  controls  and  precau- 
tions that  relate  both  to  ensuring  reasonable  rights  of  privacy  and 
protecting  system  data. 

•  Appendices 

The  major  appendix  is  the  Code  of  Ethics,  which  has  been  specifi- 
cally approved  for  publication  by  the  SEARCH  Project  Group  and 
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first  appeared  in  the  Project  SEARCH  newsletter.  A  glossary  and 
bibliography  are  also  provided. 

Basically,  the  chapters  following  the  recommendations  attempt  to 
analyze  and  recommend  solutions  to  problems  and  issues  that  the  com- 
mittee has  identified  initially  as  being  of  sufficiently  serious  long-term 
consequence  to  require  immediate  attention.  The  committee  believes 
that  there  need  not  be  a  conflict  between  the  safeguarding  of  reasonable 
rights  to  privacy  and  the  construction  of  a  shared  information  system 
such  as  Project  SEARCH,  if  the  following  potential  problem  areas  are 
given  adequate  consideration: 

1.  The  types  of  data  that  will  be  contained  in  the  computerized 
files. 

2.  The  persons  who  will  receive  the  data. 

3.  The  purposes  for  which  the  data  will  be  used. 

4.  The  relationship  between  the  system  and  the  people  whose 
criminal  history  records  comprise  the  data  bank. 

5.  The  organizational  and  administrative  aspects  of  the  system. 
The  remainder  of  this  report  addresses  these  considerations. 

Einally,  the  most  fundamental  philosophical  problem  underlying  the 
challenge  of  providing  adequate  security  and  privacy  for  Project 
SEARCH  is  one  of  a  balancing  of  values.  The  need  for  an  informed, 
effective  criminal  justice  system  must  be  balanced  against  the  need  for 
an  individual  to  keep  information  about  himself  and  his  life  private. 

The  committee  is  dedicated  to  the  enhancement  of  both  individual 
freedom  and  effective  criminal  justice.  One  need  not  be  sacrificed  for 
the  other.  As  nev\'  levels  of  progress  are  achieved,  the  delicate  balance 
so  essential  to  a  just  society  will  find  equilibrium. 

It  is  in  this  spirit,  based  on  an  understanding  of  the  dynamics  of  both 
society  and  technology,  that  the  committee  submits  this  report  as  a 
frame  of  reference  for  a  correspondingly  dynamic  concept  of  security 
and  privacy  policy  with  respect  to  criminal  history  information  sys- 
tems. There  is  every  intent  herein  to  encourage  further  progress  in  the 
development  of  this  concept  beyond  what  time  and  resources  allowed, 
and  in  conjunction  with  the  progress  in  the  development  of  improved 
aids  for  criminal  justice  agencies. 
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Chapter  2 

Recommended  System  Poficies 
Related  to  Security  and  Privacy 

The  following  list  comprises  those  specific  points  that  the  committee 
believed  to  be  important  enough  to  establish  a  policy  early  in  the  deve- 
lopment of  a  final  system  concept.  Although  one  of  the  direct  tasks  of 
the  committee  was  to  propose  procedures  for  inclusion  in  the  Project 
SEARCH  Operating  Manual  that  would  be  used  during  the  demonstra- 
tion, it  was  very  difficult  to  prepare  procedures  in  the  absence  of  gen- 
eral policies  regarding  a  total  system.  It  became  apparent  that  a  set  of 
major  policy  statements  had  to  be  derived  as  an  initial  starting  point  for 
the  procedures  relative  to  the  demonstration.  Although  it  is  not  always 
easy  to  determine  which  policies  could  be  directly  implemented  for  a 
two-month  demonstration,  there  was  general  agreement  regarding  the 
long-range  issues  to  be  treated. 

The  Project  Group  officially  approved  these  statements  of  recom- 
mended policy,  and  tne  procedures  stipulated  in  the  Operating  Manual 
are  based  on  this  list. 

The  reasoning  behind  each  recommendation  is  presented  in  the  dis- 
cussions of  the  following  chapters,  and  a  page  is  cited  for  reference  to 
the  appropriate  discussion,  where  the  context  is  explained.  The  recom- 
mendations are  grouped  into  categories  related  to  later  discussion  sec- 
tions. 

RECOMMENDED  POLICY 
Data  Content 

1.  Data  included  in  the  system  must  be  limited  to  that  with  the  charac- 
teristics oi  public  record,  i.e.:  (Reference  pages  16-18) 

a.  Recorded  by  officers  of  public  agencies  directly  and  princi- 
pally concerned  with  crime  prevention,  apprehension,  adjudica- 
tion, or  rehabilitation  of  offenders. 

b.  Recording  must  have  been  made  in  satisfaction  of  public  duty. 

c.  The  public  duty  must  have  been  directly  relevant  to  criminal 
justice  responsibilities  of  the  agency. 

2.  Participants  shall  adopt  a  careful  and  permanent  program  of  data 
verification:  (Reference  pages  19-20) 

a.  Systematic  audits  shall  be  conducted  to  insure  that  files  have 
been  regularly  and  accurately  updated. 

b.  Where  errors  or  points  of  incompleteness  are  detected,  the 
Agency  of  Record  shall  notify  the  central  index  (if  necessary)  and 
any  participant  to  which  the  inaccurate  or  incomplete  records  have 
previously  been  transmitted. 

c.  The  Agency  of  Record  shall  maintain  a  record  of  all  partici- 
pants that  have  been  sent  records. 

d.  Within  a  state,  a  record  should  be  kept  of  all  agencies  to  which 
the  system's  data  has  been  released. 

e.  All  known  copies  of  records  with  erroneous  or  incomplete 
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information  shall  be  corrected. 

3.  Purge  procedures  shall  be  developed  in  accordance  with  the  Code 
of  Ethics.  Each  participating  agency  shall  follow  thp  law  or  practice 
of  the  state  of  entry  with  respect  to  purging  records  of  that  state. 
(Reference  page  20-22) 

4.  A  model  state  statute  for  protecting  and  controlling  data  in  any 
future  system  should  be  drafted  and  its  adoption  encouraged.  (Ref- 
erence pages  34-37) 

Rules  of  Access  and  Data  Use 

5.  Direct  access  to  the  system  should  continue  to  be  restricted  to  pub- 
lic agencies  which  perform,  as  their  principal  function,  crime  pre- 
vention, apprehension,  adjudication,  or  rehabilitation  of  offenclei's. 
(Reference  pages  23-28) 

6.  Definitional  questions  as  to  users  should  be  presented  for  resolution 
to  representatives  of  all  the  participating  states  in  the  system.  (Ref- 
erence pages  23-28) 

7.  In  order  to  limit  access,  the  following  restrictions  should  be  made: 
(Reference  pages  26-27) 

a.  Participating  states  should  limit  closely  the  number  of  termi- 
nals within  their  jurisdiction  to  those  they  can  effectively  supervise. 

b.  Each  participating  state  should  build  its  data  system  around  a 
central  computer,  through  which  each  inquiry  must  pass  for  screen- 
ing and  verification.  The  configuration  and  operation  of  the  center 
should  provide  for  the  integrity  of  the  data  base. 

c.  Participating  agencies  should  be  instructed  that  their  rights  to 
direct  access  encompass  only  requests  reasonably  connected  with 
their  criminal  justice  responsibilities. 

8.  Requests  from  outside  the  criminal  justice  community  to  examine 
data  obtained  through  the  system  should  be  honored  only  if  the 
receiving  agency  is  authorized  access  by  local  law,  state  statute,  or 
valid  administrative  directive.  Efforts  should  be  made  to  limit  the 
scope  of  such  requirements.  (Reference  pages  26-27) 

9.  The  security  and  privacy  staff  should  study  various  state  "public 
record"  doctrines  and  begin  prompt  efforts  to  obtain  appropriate 
exemptions  from  these  doctrines  for  the  system's  data.  (Reference 
page  27) 

10.  The  use  of  data  for  research  shall  involve  the  following  restrictions: 
(Reference  pages  32-34) 

a.  Proposed  programs  of  research  should  acknowledge  a  funda- 
mental commitment  to  respect  individual  privacy  interests. 

b.  Representatives  of 'the  system  shall  fully  investigate  each 
proposed  program. 

c.  Identification  of  subjects  should  be  divorced  as  fully  as  possible 
from  the  data. 

d.  The  research  data  should  be  shielded  by  a  security  system 
comparable  to  that  which  ordinarily  safeguards  system's  data. 

e.  Codes  or  keys  identifying  subjects  with  data  should  be  given 
special  protection. 

f.  Raw  data  obtained  for  one  research  purpose  should  not  subse- 
quently be  used  for  any  other  research  purpose  without  consent  of 
system's  representatives. 

g.  Security  and  data  protection  requirements  should  be  included 
in  any  research  contract  or  agreement. 
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h.  Non-disclosure  forms  should  be  required  and  the  system 
should  retain  rights  to  monitor  and,  if  necessary,  terminate  any 
project. 

Data  Dissemination 

11.  Data  received  through  the  system  should  be  marked  and  readily 
identifiable  as  such.  (Reference  page  27) 

12.  Heads  of  agencies  receiving  information  should  sign  a  copy  of  an 
appropriate  recommended  non-disclosure  agreement.  (Reference 
page  32) 

13.  Educational  programs  should  be  instituted  for  all  who  might  be 
expected  to  employ  system  data.  (Reference  page  30) 

14.  Users  should  be  informed  that  reliance  upon  unverified  data  is 
hazardous  and  that  positive  verification  of  identity  should  be  ob- 
tained as  quickly  as  possible.  (Reference  pages  30-31) 

15.  Users  should  be  clearly  informed  that  careless  use  of  this  data  repre- 
sents unprofessional  conduct,  and  may  be  subject  to  disciplinary 
actions.  (Reference  pages  30-31) 

16.  1  he  central  computer  within  each  state,  through  which  all  data 
inquiries  should  pass,  will  screen  all  inquiries  to  exclude  those  that 
are  inconsistent  with  system  rules.  (Reference  pages  26  and  34) 

Rights  of  Challenge  and  Redress 

17.  The  citizen's  right  to  access  and  challenge  the  contents  of  his  re- 
cords should  form  an  integral  part  of  the  system  consistent  with 
state  law.  (Reference  page  28) 

1 8.  Civil  remedies  should  be  provided  for  those  injured  by  misuse  of  the 
system  where  not  provided  for  by  state  law.  (Reference  pages  36-37) 

Organization  and  Administration 

19.  The  system  participants  should  elect  a  board  of  directors  (governing 
body)  to  establish  policies  and  procedures  governing  the  central 
index  operation.  (Reference  pages  36-37) 

20.  The  system  should  remain  fully  independent  of  noncriminal  justice 
data  systems  and  shall  be  exclusively  dedicated  to  the  service  of  the 
criminal  justice  community.  (Reference  page  26) 

21.  A  permanent  committee  or  staff  should  be  established  to  consider 
problems  of  security  and  privacy  and  to  conduct  studies  in  that  area. 
(Reference  page  3  5) 

22.  The  permanent  staff  should  undertake  a  program  to  identify  differ- 
ences among  the  states  in  procedures  and  terminology,  and  to  dis- 
seminate information  concerning  them  to  all  participants. 
(Reference  page  3  5) 

23.  A  systems  audit  should  be  made  periodically  by  an  outside  agency. 
(Reference  page  20) 
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Chapter  3 

Legal  and  Operational 

Aspects  of  Privacy 

The  scope  of  this  chapter  is  designed  to  address  the  legal,  organiza- 
tional, and  administrative  guidelines  relating  to  the  protection  of  in- 
dividual privacy.  Computer  system  security  is  addressed  in  the  next 
chapter.  The  intent  here  is  to  provide  an  explanation  of  the  rules  that 
have  been  adopted  for  the  Project  SEARCH  prototype  demonstration, 
to  discuss  the  considerations  pertinent  to  the  design  of  any  subsequent 
system,  and  to  explore  the  consequences  of  significant  variations  in  or 
additions  to  the  demonstration  system. 

I.  Scope  of  the  Files 

The  first  and  often  most  fundamental  questions  about  any  informa- 
tion system  involves  the  nature  of  the  information  it  will  include.  No 
one  can  deny  government's  right  to  collect  and  employ  information 
about  its  citizens;  to  do  so  would  condemn  many  governmental  activi- 
ties to  inefficiency  and  perhaps  uselessness.  The  privacy  issues  instead 
turn  on  the  quality,  character  and  intended  uses  of  the  data  that  are  to 
be  collected. 

The  Project  SEARCH  demonstration  is  built  upon  a  series  of  inter- 
connected restrictions.  These  restrictions  encompass  both  the  classes  of 
persons  about  whom  data  are  to  be  collected  and  the  kinds  of  informa- 
tion that  are  to  be  sought.  The  persons  to  be  included  in  the  file  of  the 
central  index  may  be  only  those  for  whom  at  least  one  charge  has 
reached  a  final  disposition  and  for  whom  a  Federal  Bureau  of  Investiga- 
tion number  has  been  assigned.  The  temporary  decision  concerning 
FBI  numbers  will  be  reviewed  following  the  demonstration,  and  a  per- 
manent decision  made  at  that  time. 

The  information  to  be  included  in  the  state-held  Project  SEARCH 
files  is  a  record  of  each  of  the  individual's  major  steps  through  the 
criminal  justice  process.  The  information  held  in  the  central  index  will 
be  even  more  narrowly  restricted.  The  index  will  serve  merely  a  direc- 
tory function  and  will  include  only  identifying  data,  the  location  of  the 
Project  SEARCH  state  file,  and  a  bare  summary  of  arrests  and  convic- 
tions. 

The  Code  of  Ethics,  which  is  attached  to  this  report  as  an  appendix, 
makes  it  clear  that  information  may  be  collected  only  upon  the  report 
of  a  crime  and  the  commencement  of  criminal  justice  system  proceed-' 
ings.  The  trigger  for  beginning  to  take  data  is  declared  by  the  code  to 
be  the  recording  of  arrest  fingerprints. 

Project  SEARCH  Criminal  History 

The  computerized  criminal  history  maintained  at  the  state  level  will 
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essentially  include  only  the  results  of  each  formal  stage  of  the  criminal 
justice  process: 

•  The  fact,  date  and  arrest  charge;  whether  the  individual  was  subse- 
quently released  and,  if  so,  by  what  authority  and  upon  what  terms. 

•  The  fact,  date  and  results  of  any  pre-trial  proceedings. 

•  The  fact,  date  and  results  of  any  trial  or  proceeding;  any  sentence 
or  penalty. 

•  The  fact,  date  and  results  of  any  direct  or  collateral  review  of  that 
trial  or  proceeding;  the  period  and  place  of  any  confinement. 

•  The  fact,  date  and  results  of  any  release  proceedings. 

•  The  fact,  date  and  authority  of  any  act  of  pardon  or  clemency. 

•  The  fact  and  date  of  any  formal  termination  to  the  criminal  justice 
process  as  to  that  charge  or  conviction. 

These  entries,  together  with  their  coding  and  abbreviations,  are  more 
fully  described  in  Project  SEARCH  Technical  Report  Number  One. 
The  report  indicates,  in  addition,  which  of  these  entries  are  mandatory 
and  which  are  optional  for  participating  agencies. 

Finally,  the  file  will  include  physical  and  other  identifying  data: 
The  subject's  full  name 
Date  and  place  of  birth 
Sex 

Occupation 
Race 
Height 
Weight 
Hair  color 
Features 
Skin  tone 
Identifying  marks 
FBI  number 
Social  security  number 
Any  operator's  license  number 
Any  miscellaneous  identifying  numbers 

These  identifying  data  are  also  explained  in  greater  detail  in  Techni- 
cal Report  Number  One.  It  should  be  understood  that  Social  Security 
and  other  identifying  numbers  are  included  in  the  Project  SEARCH 
files  in  order  to  complete  or  verify  individual  identifications,  and  not 
as  a  device  to  permit  linkages  or  data  sharing  with  other  information 
systems. 

It  is  important  at  this  point  to  observe  that  these  data  are,  in  a  funda- 
mental sense,  matters  of  public  record.  They  are  recorded  by  public 
officers,  in  consequence  of  public  duties,  at  the  conclusion  of  relatively 
formal  and  often  public  proceedings.  Much  of  this  information  is  al- 
ready widely  available  to  criminal  justice  agencies  across  the  country, 
either  through  informal  exchange  arrangements  or  through  the  services 
of  the  Federal  Bureau  of  Investigation.  Moreover,  as  we  will  shortly 
show,  much  of  this  information  is  in  many  states  available  for  inspec- 
tion by  interested  members  of  the  general  public.  Project  SEARCH  will 
provide  more  rapid,  complete,  and  accurate  dissemination  of  these  data. 

Data  Exclusions 

To  make  the  scope  of  the  files  quite  clear,  certain  data  are  specifically 
excluded  in  the  prototype  system  design. 

First,  Project  SEARCH  excludes  information  concerning  juvenile 

16 


401 


offenders,  by  which  is  meant  the  subject  was  by  reason  of  his  age  (and 
not  the  age  of  any  victim,  co-defendant,  or  other  relevant  party)  tried 
in  a  juvenile  or  family  court.  The  reasons  for  this  exclusionary  rule  are 
essentially  those  which  already  render  much  information  concerning 
juvenile  offenses  confidential  in  many  states;  the  widespread  belief  that 
this  may  contribute  to  the  ultimate  rehabilitation  of  the  juvenile  of- 
fender or  delinquent. 

Second,  the  project  participants  have  excluded  misdemeanor  drunk 
and  traffic  arrests.  It  is  generally  believed  that  additional  less  serious 
misdemeanors  should  be  excluded,  and  some  suggestions  along  these 
lines  were  made  by  the  Standardization  Task  Force.  In  view  of  the 
complications  in  data  conversion,  and  the  importance  of  distinguishing 
between  file  content  at  the  state  level  and  at  the  central  index  level,  no 
further  restrictions  were  imposed  for  the  demonstration.  However,  the 
Security  and  Privacy  Committee  believes  that  further  studies  should  be 
conducted  to  specify  inclusion  or  exclusion  of  specific  misdemeanors  in 
any  future  system. 

Third,  the  project's  Code  of  Ethics  explicitly  excludes  unverified  data 
such  as  that  emanating  from  intelligence  sources.  The  intent  here  is  to 
avoid  the  use  of  data  resulting  from  tips,  rumors,  or  second-hand  allega- 
tions that  have  not  been  formally  substantiated  or  derived  from  official 
criminal  justice  proceedings. 

These  three  categories  of  excluded  data  were  designed  both  to  provide 
reasonable  protection  of  individual  privacy  and  to  prevent  the  use  of 
unreliable  or  inconclusive  data  for  purposes  of  important  criminal  jus- 
tice decisions.  In  combination,  they  represent  a  series  of  fundamental 
restrictions  upon  the  proper  functions  of  data  systems;  they  should 
certainly  be  regarded  as  essential  limitations  upon  any  future  system. 

Project  SEARCH  Privacy  Implications 

It  is  believed  that  these  restrictions  will  create  a  data  system  that  is 
limited  and  relatively  hazardless.  As  we  have  observed,  much  of  the 
information  it  will  include  is  the  consequence  of  public  proceedings;'^ 
much  of  it  is  already  available  to  criminal  justice  agencies  across  the 
country  through  the  services  of  the  Federal  Bureau  of  Investigation. 
The  demonstration  system  does  not  include  subjective  evaluations  (ex- 
cept as  to  certain  physical  characteristics)  by  police,  judges,  or  detention 
authorities.  It  does  not  include  intelligence  data,  unsubstantiated  re- 
ports or  conjectures.  Whatever  the  risks  of  recording  and  disclosure 
errors  (and  these  are  discussed  below),  the  demonstration  system  is 
restricted  to  essentially  hard  data  that  can  and  should  be  thoroughly 
verified. 

In  this  connection,  a  brief  examination  of  the  doctrine  of  public 
records  may  be  instructive.  The  laws  of  every  state  guarantee,  and  long 
have  guaranteed,  the  rights  of  individual  citizens  to  inspect  and  copy 
wide  categories  of  public  documents.  These  rules  were  recently  ex- 
tended by  statute  to  many  of  the  records  and  documents  of  the  federal 
departments  and  agencies.  Public  records  are  commonly  not  defined 
with  any  great  precision,  but  in  general  they  include  all  books,  memo- 
randa, and  other  documents  either  required  by  law  to  be  kept  or  neces- 
sary for  the  effective  discharge  of  a  public  duty.  The  various  rights  of 
access  to  these  records  are  intended  to  permit  public  surveillance  of  the 
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activities  of  government.  It  has  been  argued  since  the  eighteenth  cen- 
tury that  popular  control  of  government  has  as  its  principal  prerequisite 
the  general  availability  of  timely  and  accurate  information  about  the 
conduct  of  public  affairs.  Public  business,  it  has  been  thought,  is  the 
public's  business.  The  terms  of  these  rights  of  access  vary  widely  among 
the  states,  and  it  should  not  be  supposed  that  they  are  free  from  impor- 
tant exceptions. 

Nonetheless,  it  can  at  a  minimum  be  said  that  much  of  the  informa- 
tion included  in  Project  SEARCH  would  be  available  from  other 
sources  in  many  states  to  suitably  interested  private  citizens.  This  is  not 
a  situation  without  inconveniences  and  risks,  and  we  urge  that  out-of- 
state  data  obtained  through  Project  SEARCH  should  be  protected  from 
any  local  public  records  statutes. 

The  committee  recognizes  that  the  situation  could  be  quite  different 
if  the  scope  or  content  of  the  files  of  a  future  system  were  appreciably 
altered.  If,  for  example,  the  files  of  a  future  system  included  intelligence 
data  or  data  that  were  otherwise  relatively  unverified,  the  threats  to 
individual  interst,  including  privacy  interests,  could  be  very  significant. 
Important  criminal  justice  decisions  about  an  individual  might  be  predi- 
cated in  part  upon  unsubstantiated,  possibly  inaccurate  or  incomplete 
representations  in  his  file.  His  employment  and  other  oppotunities 
might  be  injured.  His  reputation  among  his  family,  friends  and  associ- 
ates might  be  irrevocably  harmed.  As  these  hazards  became  more  seri- 
ous and  common,  the  importance  of  rigorous  constraints  upon  the 
dissemination  and  use  of  data  would  markedly  increase.  If  this  occurs, 
it  could  result  in  the  creation  of  a  far  more  restrictive  set  of  operating- 
procedures  which  could  be  quite  costly. 

The  committee  therefore  believes  strongly  that  the  data  included  in 
any  future  criminal  history  system  should  be  limited  to  those  with  the 
characteristics  of  public  records.  It  accordingly  recommends  that  any 
such  system  should  adhere  to  the  exclusionary  rules  described  above, 
and  that  all  data  in  a  future  system  should  satisfy  the  following  minimal 
requirements. 

First,  the  information  must  have  been  recorded  by  an  officer  or  em- 
ployee of  a  public  agency  directly  and  principally  concerned  with  the 
prevention  of  crime  or  the  apprehension,  adjudication  and  correcton  of 
criminal  offenders. 

Second,  the  recording  must  have  been  made  in  satisfaction  of  a  public 
duty  or  at  least  must  have  been  essentialfor  the  satisfaction  of  such  a 
duty. 

Third,  this  public  duty  must  have  been  directly  relevant  to  the  crimi- 
nal justice  responsibilities  of  the  agency  with  which  the  recording  offi- 
cer is  employed  or  associated. 

II.  Collection  of  SEARCH  Data 

The  first  operational  process  in  which  guidelines  are  appropriate  for 
providing  reasonable  protection  of  privacy  is  the  data  system's  collec- 
tion process.  It  is  important  at  the  outset  to  recognize  the  reorientation 
this  requires  in  the  responsibilities  of  data  systems.  The  customary 
standard  for  the  adequacy  of  a  system's  data  collection  process  would 
appear  to  be  whether  that  process  will  produce  timely  information  of 
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a  kind  and  quantity  that  will  suffice  to  support  the  system's  various 
functions.  The  standard  is  self-defined,  in  that  it  looks  inward  to  the 
structure  of  the  data  system  and  outward  only  to  the  demands  of  the 
system's  clients.  It  disregards,  or  tends  at  least  to  disregard,  external 
costs.  If,  on  the  other  hand,  considerations  of  privacy  are  thought  to  be 
pertinent,  a  panoply  of  new  values  and  interests  become  important, 
giving  attention  to  the  system's  subjects  as  well  as  to  its  clients. 

A  concern  for  privacy  requires  that  a  system's  data  be  accurate  and 
complete,  because  of  the  injurious  consequences  that  may  follow  for  the 
data  s  subjects.  Privacy  requires,  moreover,  that  data  collection  be  lim- 
ited precisely  to  the  information  that  is  justified  by  the  legitimate  func- 
tions of  the  data  system. 

Project  SEARCH  Data  Collection  Restrictions 

The  collection  process  provided  for  Project  SEARCH  is  well  cal- 
culated to  satisfy  these  constraints.  The  information  included  in  the 
demonstration  system  is  the  product  of  formal  and  relatively  well- 
defined  steps  in  the  criminal  justice  process: 

Arrest  and  consequent  fingerprinting 

Arraignment 

Trial 

Detention 

Parole  proceedings 

Release 

For  purposes  of  the  demonstration  system,  the  data  will  be  those 
already  recorded  by  employees  and  agents  of  the  participating  public 
agencies. 

Data  Accuracy 

Much  more  difficult  issues  arise  from  questions  about  the  accuracy 
and  completeness  of  the  records  included  even  in  the  demonstration 
system.  There  is  every  reason  to  believe  that  rap  sheets,  particularly 
those  initiated  or  updated  relatively  recently,  faithfully  record  the 
criminal  histories  of  their  subjects.  No  body  of  evidence  known  to  the 
committee  suggests  that  these  files  are  generally  or  even  frequently 
erroneous. 

Nonetheless,  it  must  be  candidly  acknowledged  that  inaccuracies  are 
unavoidable  in  any  system  involving  many  thousands  of  records.  Com- 
puters usefully  supplement  human  skills,  but  they  cannot  surmount 
altogether  human  frailties.  Even  considerations  of  privacy  cannot  sensi- 
bly require  that  data  systems  be  perfectly  free  of  error,  but  they  do 
demand  that  reasonable  steps  be  taken  to  reduce  and  identify  inaccura- 
cies. 

Steps  to  achieve  complete  data  accuracy  are  not  possible  during  the 
brief  demonstration  period,  but  the  committee  strongly  urges  the  adop- 
tion of  a  careful  and  permanent  program  of  data  verification  for  any 
future  system. 

The  committee's  work  already  contains  a  framework  for  such  a  pro- 
gram. The  Code  of  Ethics  provides  that  the  accuracy  and  completeness 
of  the  Project  SEARCH  data  should  be  matters  of  great  concern  for  all 

Participants.  Regular  auditing  is  required.  These  requirements  might 
e  satisfied  by  any  number  of  administrative  and  legal  arrangements. 
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The  committee  suggests  that  an  adequate  program  of  data  verification 
ought  to  possess  the  following  characteristics. 

First,  any  such  program  should  require  participating  agencies  of  re- 
cord to  conduct  systematic  audits  of  their  files,  in  a  fashion  calculated 
to  insure  that  those  files  have  been  regularly  and  accurately  updated. 
Periodic  programs  of  employee  re-education  should  also  be  required, 
such  that  every  record  custodian  and  clerk  is  fully  conscious  of  the 
urgency  of  faithful  performance.  Appropriate  sanctions,  as  described 
later  in  this  chapter  should  be  available  for  those  whose  performance 
proves  to  be  inadequate. 

Second,  where  errors  or  points  of  incompleteness  are  detected,  the 
agency  of  record  should  be  immediately  obliged  to  notify  the  central 
index  (if  the  change  involves  data  stored  in  tne  index)  and  any  other 

Participating  agencies  to  which  the  inaccurate  or  incomplete  records 
ave  previously  been  transmitted. 

III.  Storage  of  System  Data 

There  are  three  sets  of  problems  that  warrant  attention  in  this  regard: 

1.  Problems  involving  the  security  of  the  data  system. 

2.  Problems  of  purging  and  time  limitations. 

3.  The  classification  of  data  maintained  in  storage. 
We  will  examine  each  of  these  in  turn. 

Systerri  Security 

Technical  questions  of  computer,  physical,  and  personnel  security 
are  examined  in  detail  in  Chapter  4,  which  identifies  the  principal 
system  security  issues  and  describes  the  various  methods  now  available 
to  reduce  those  hazards.  It  is  enough  for  present  purposes  to  emphasize 
that  an  effective  system  security  program  is  an  indispensable  compo- 
nent of  any  wider  effort  to  protect  the  privacy  interests  of  the  data's 
subjects.  The  two  programs  serve  complementary  values  and  employ 
interrelated  methods. 

•  The  security  program  is  focused  inward  on  the  integrity  of  the  data 
system  and  the  effective  performance  of  its  duties. 

•  The  privacy  program  looks  outward  to  the  interests  of  those  about 
whom  data  are  collected. 

An  effective  security  program  is  thus  a  necessary  but  not  sufficient 
condition  of  an  adequate  program  for  the  protection  of  individual 
privacy. 

Data  Purging 

Much  more  complex  issues  are  presented  by  proposals  to  purge  the 
data  system's  files  at  regular  intervals.  A  variety  of  purposes  may  be 
thought  to  justify  purging  provisions,  and  it  is  well  to  examine  them 
separately. 

The  first  such  purpose  is  simply  to  eliminate  information  that  is 
found  to  be  inaccurate  or  at  least  unverifiable.  No  objection  can  be  made 
to  such  a  program,  although  many  might  quarrel  aoout  its  timing  and 
application,  and  it  should  be  an  essential  ingredient  of  any  future  sys- 
tem. 
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The  second  possible  purpose  is  to  eliminate  information  that,  because 
of  its  age,  is  thought  to  be  an  unreliable  guide  to  the  subject's  present 
attitudes  or  behavior.  This  may  certainly  present  very  controversial 
matters  of  judgment,  but  these  again  are  issues  that  are  only  indirectly 
pertinent  to  the  questions  now  before  us. 

The  third  possible  purpose  goes  to  the  heart  of  the  privacy  argument. 
It  is  that  society  ought  to  encourage  the  rehabilitation  of  offenders  by 
ignoring,  and  permitting  them  to  ignore,  relatively  ancient  wrongdo- 
ing. The  forcefulness  of  this  argument  should  not  be  underestimated. 
An  important  part  of  the  opposition  to  large-scale  information  systems 
is  the  fear  that  individuals  would  no  longer  be  permitted  to  outlive  their 
mistakes,  that  isolated  or  immature  errors  would  follow  an  offender 
through  a  lifetime.  If  this  is  true,  an  information  system  could  run 
counter  to  much  that  has  been  claimed  about  this  country  since  its 
beginnings. 

These  claims  have  often  been  exaggerated,  yet  many  youthful  offend- 
ers may  have  been  permanently  disabled  by  society's  memories  of  their 
errors.  The  claim  still  symbolizes  a  recognizable  national  goal.  Like 
most  such  goals,  it  is  widely  believed,  even  if  it  is  not  widely  followed. 
Designers  of  criminal  justice  information  systems,  therefore,  should  be 
prepared  to  take  reasonable  steps  to  accommodate  their  systems  to  this 
goal. 

The  Project  SEARCH  demonstration  does  not  include  any  provisions 
for  the  purging  of  older  data,  but  the  committee  recommends,  and  the 
Operating  Manual  provides,  that  such  arrangements  should  be  an  inte- 
gral part  of  any  future  system. 

The  Operating  Manual,  developed  for  the  demonstration,  provides 
that  records  will  be  removed  from  the  Project  SEARCH  central  index 
when  the  agency  of  record  indicates  either  (1)  that  the  offender  is  not 
under  correctional  supervision  and  that  no  additions  have  been  made  to 
the  offender's  criminal  history  for  a  period  of  time  beyond  which  the 
likelihood  of  recidivism  is  remote,  or  (2)  that  a  purging  of  every  entry 
on  the  history  has  been  ordered  by  a  competent  court  or  executive 
authority. 

These  requirements  are  supplemented  by  provisions  in  the  Code  of 
Ethics,  Article  II,  Section  2,  which  endorse  the  principle  of  purging, 
particularly  in  cases  of  first  offenders.  The  committee  strongly  urges 
each  participating  agency  in  any  future  system  to  study  closely  and 
sympathetically  more  comprehensive  purging  rules. 

Connected  issues  are  presented  by  statutes  in  several  states  that  pro- 
vide for  the  erasure  of  police  and  court  records  following  acquittal, 
dismissal  or  pardon.  These  statutes  are  not  without  ambiguities,  but  it 
at  least  seems  clear  that  they  are  intended  to  exclude  such  records  from 
any  consideration  whatever,  except  in  subsequent  criminal  justice  deci- 
sions. As  desirable  and  farsighted  as  these  statutes  may  appear,  they  still 
must  be  expected  to  present  important  difficulties.  Materials  thought  to 
be  useful  in  one  jurisdiction  will,  as  records  circulate  through  the  sys- 
tem, regularly  be  sent  to  states  in  which  they  may  be  entirely  imper- 
missible. 

No  fully  satisfactory  solution  is  possible  so  long  as  state  laws  continue 
to  differ,  but  the  committee  believes  that  the  best  answer  at  present  is 
to  ask  each  participating  agency  to  follow  the  law  or  practice  or  any  state 
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of  entrx  which  has  adopted  purging  rules. 

If,  in  other  words,  the  law  of  the  state  of  entry  provides  for  purging, 
the  data  remain  subject  to  withdrawal  throughout  their  circulation. 

It  must,  however,  be  understood  that  these  rules  are  necessarily  appli- 
cable only  to  data  transmitted  through  Project  SEARCH  and  any  future 
system;  any  wider  application  of  the  purging  principle,  so  as  to  reach 
intrastate  data  or  interstate  data  obtained  through  the  Federal  Bureau 
of  Investigation  or  other  sources,  is  a  matter  for  the  judgment  of  the 
several  state  legislatures. 

Data  Classification 

Although  the  demonstration  system  will  include  only  public  record 
information,  as  has  already  been  explained,  there  still  is  a  need  to  pro- 
tect sensitive  data  and  system  components. 

One  of  the  methods  being  considered  to  provide  security  and  privacy 
protection  in  Project  SEARCH  is  a  form  of  sensitivity  classification. 

It  has  been  proposed  that  a  classification  index  might  be  developed 
(similar  to  the  one  designed  for  the  New  York  State  Identification  and 
Intelligence  System  [NYSIIS]).  This  classification  system  establishes  a 
quantitative  method  for  defining  the  degree  of  sensitivity  and,  there- 
fore, protection  that  should  be  given  various  classes  of  information. 

The  mere  fact  that  Project  SEARCH  deals  exclusively  with  public 
record  data  does  not  eliminate  the  need  for  attention  to  security  and 
privacy  protection,  since  the  data  itself  becomes  fused  with  system 
characteristics  and  cannot  be  evaluated  as  to  sensitivity  as  something 
separate  and  apart  from  the  system  itself. 

Thus,  the  least  sensitive  data  in  the  substantive  sense  may  become 
highly  sensitive  by  virtue  of  the  system  procedures  enveloping  it.  It  is 
not  alone  the  information  that  is  in  the  data  base  that  determines  sen- 
sitivity. Amount  and  quality  of  content,  where  the  data  is  located,  who 
has  access,  how  it  is  stored,  speed  and  format  of  retrieval,  how  and  to 
whom  it  is  disseminated,  etc.,  all  are  relevant  and  impact  the  sensitivity 
of  a  system,  while  the  individual  capsules  of  data  as  such  do  not  in 
themselves  change  their  character  as  particular  unit  items  of  public 
record  information. 

Arguments  have  been  advanced  that  a  statewide  data  bank  of  criminal 
offender  records  is  inherently  more  sensitive  than  a  local  file  and  that 
a  computerization  of  the  statewide  file  increases  the  sensitivity.  Carry- 
ing such  arguments  to  their  logical  extreme,  a  nationwide  file,  comput- 
erized or  otherwise,  would  be  more  sensitive  than  a  statewide  file  and 
a  name  file  would  be  m.ore  sensitive  than  a  fingerprint  file.  While  these 
questions  are  subject  to  debate,  if  we  assume  the  accuracy  of  this  prem- 
ise, the  security  problems  increase  with  the  sensitivity. 

As  an  information  file  progresses  from  a  small,  uncoordinated  manual 
file  maintained  on  a  local  basis  through  extensive,  real-time,  on-line 
nationwide  computerized  file  of  the  same  material,  the  very  possibility 
for  more  rapid  access  and  greater  correlative  activities  leads  to  the 
probability  that  a  constantly  increasing  security  and  privacy  protection 
must  also  be  provided  even  though  the  basic  unit  of  information  has 
remained  constant.  Thus,  we  must  evaluate  the  data  in  terms  of  classifi- 
cation, not  necessarily  from  inherent  sensitivity,  but  rather  from  a 
standpoint  of  available  combinations,  as  they  exist  in  the  system. 
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A  minimal  classification  system  would  determine  the  security  pattern 
of  processing,  storage  and  transmission,  the  individuals  to  whom  the 
data  may  be  disseminated,  the  manner  in  which  the  data  must  be  pro- 
tected by  the  recipient  thereof  and  procedures  for  declassification  and- 
/or  destruction.  Such  a  classification  system  should  be  applicable  to  all 
data  in  the  system.  An  even  more  comprehensive  classification  system 
may  be  desirable  for  any  future  system.  This  classification  system  might 
extend  to  the  data,  the  various  parts  of  the  physical  system  that  pro- 
cesses or  stores  the  data,  and  all  the  documentation  describing  system 
components  and  functions.  System  access  and  design  criteria  should 
also  be  included  in  the  sensitivity  classification. 

IV.  System  Access 

Perhaps  the  most  difficult  problem,  from  the  standpoint  of  system 
design,  is  that  of  identifying  and  controlling  proper  access  to  system 
data.  This  section  addresses  the  two  major  categories  of  access — that  of 
qualified  users  and  that  of  the  offenders  whose  records  are  maintained 
in  the  file. 

Qualified  Users 

It  is  important  at  the  outset  to  emphasize  that  Project  SEARCH  data 
should  be  used  exclusively  for  the  service  of  the  criminal  justice  com- 
munity. Project  SEARCH  represents  one  of  many  efforts  to  employ 
modern  technology  to  reduce  or  prevent  crime  and  to  help  to  enforce 
the  criminal  law.  It  was  not,  and  is  not  now,  designed  either  as  a  general 
source  of  data  for  government  or  as  a  segment  of  any  comprehensive 
governmental  data  system.  Nonetheless,  it  must  be  candidly  acknowl- 
edged that  any  such  exclusivity  of  purpose  raises  many  difficult  issues 
of  Taw  and  policy.  A  wide  variety  of  demands  for  Project  SEARCH  data 
can  be  anticipated  from  outside  the  immediate  criminal  justice  com- 
munity. 

For  reasons,  both  good  and  bad,  legislators  and  other  state  and  local 
officials  have  increasingly  required  a  criminal  records  check  as  a 
prerequisite  for  various  licenses,  occupations,  and  professions.  In  many 
states,  applicants  for  civil  service  employment,  private  detectives,  taxi 
drivers,  boxing,  wrestling  and  racing  personnel,  pistol  permit  appli- 
cants, liquor  distributors  and  licensees,  applicants  for  admission  to  the 
bar,  and  many  others  must  have  criminal  records  checks.  State  and  local 
criminal  justice  agencies  are  often  required  by  law  to  conduct  or  at  least 
to  permit  these  checks.  In  addition,  the  military  services,  the  Federal 
Bureau  of  Investigation,  and  other  federal  agencies  very  frequently 
request  access  to  local  criminal  records,  sometimes  for  purposes  with 
little  direct  connection  to  the  criminal  justice  process. 

The  comprehensive  system  of  governmental  and  industrial  security 
clearances  depends  heavily  upon  local  records.  Criminal  justice  agen- 
cies, like  the  schools,  the  military  services,  and  the  credit  bureaus,  have 
become  depositories  of  data  upon  which  an  impressive  variety  of  agen- 
cies, public  and  private,  seek  to  draw.  It  must  be  expected  that  such 
requests  would  markedly  increase  if  a  future  system,  with  all  its  attend- 
ant conveniences,  were  established. 

The  committee  believes  that  all  such  collateral  uses  of  system  data 
should,  so  far  as  reasonably  possible,  be  prohibited.  It  fears  that  the 
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widespread  use  of  such  data  for  purposes  unconnected  with  criminal 
justice  might  suggest,  and  indeed  perhaps  facilitate,  the  existence  of  a 
comprehensive  data  system  that  might  irrevocably  prejudice  the  con- 
cept in  the  eyes  of  the  general  public.  Further,  any  such  usage  would 
stimulate  very  substantial  pressures  to  collect  and  disseminate  cate- 
gories of  data  irrelevant  for  the  criminal  justice  process.  The  ultimate 
consequence  might  easily  be  the  creation  of  a  very  different  and  argua- 
bly more  hazardous  information  system.  Nonetheless,  the  committee 
recognizes  that  it  may  well  be  legally  or  administratively  difficult  for 
some  participating  agencies  to  avoid  altogether  such  requests.  Commit- 
tee recommendations  are  designed  to  take  reaa^ipnable  account  of  these 
constraints. 

The  first  and  most  important  of  the  committee's  recommendations  is 
that  direct  terminal  access  to  such  a  system  should  be  restricted  to 
public  agencies  which  have  as  their  principal  function  the  reduction  or 
prevention  of  crime  or  the  enforcement  of  the  criminal  law.  Questions 
of  secondary  access  to  data  transmitted  through  such  a  system  are 
treated  later  in  this  section.  It  will  be  obvious  that  difficult  questions 
of  definition  abound  in  this  area,  and  that  no  fully  satisfactory  solutions 
can  reasonably  be  expected  in  this  preliminary  report. 

The  array  of  potential  recipients  of  Project  SEARCH  information  is 
vast,  and  each  of  the  potential  users  might  obtain  the  data  in  a  variety 
of  ways.  Potential  recipients  are  both  governmental  and  nongovern- 
mental, as  well  as  persons  and  agencies  that  are  of  the  mixed  public- 
private  variety.  It  has  been  determined  that  Project  SEARCH  data 
would  be  disseminated  in  the  governmental  sector  only.  However,  in 
the  governmental  sector  itself,  we  have  departments,  agencies,  commis- 
sions, offices,  boards,  and  other  units  of  government,  so  the  question 
arises  whether  it  is  appropriate  to  disseminate  to  a  single  person,  a 
group  of  persons,  or  a  unit  within  a  larger  unit,  agency,  department,  etc. 
It  is  entirely  possible  to  have  a  law  enforcement  unit,  group,  or  even  a 
single  person  positively  engaged  in  governmental  law  enforcement  but 
only  as  part  of  a  larger  organization  which  is  totally  unrelated  to  crimi- 
nal justice.  The  most  obvious  example  of  this  situation  is  the  variety  of 
law  enforcement  units  and  criminal  justice  personnel  in  the  U.  S.  Treas- 
ury Department.  In  addition,  many  state  conservation  departments 
maintain  their  own  police  forces,  and  law  enforcement  officials  turn  up 
in  some  of  the  strangest  places  at  the  local  level  as  well. 

Some  idea  of  the  difficulty  encountered  in  defining  a  criminal  justice 
officer  who  might  require  access  to  Project  SEARCH  data  can  be  illus- 
trated by  examining  the  various  legal  definitions  of  a  peace  officer  in 
typical  state  codes  of  criminal  procedure. 

Thus,  we  find  it  difficult  to  define  law  enforcement  officers,  law 
enforcement  groups,  and  organizational  units  of  law  enforcement.  This 
kind  of  confusion  is  compounded  when  we  broaden  our  perspectives 
and  attempt  to  define  governmental,  individual,  group,  and  organiza- 
tional units  engaged  in  the  administration  of  criminal  justice.  Neverthe- 
less, for  SEARCH  purposes,  it  was  determined  that  information 
dissemination  criteria  would  include  as  recipients  only  the  governmen- 
tal criminal  justice  community.  The  difficulty  in  arriving  at  a  definition 
has  been  encountered  by  others.  For  example,  the  NCIC  Advisory 
Policy  Board  did  not  define  the  term  "law  enforcement  agency"  so  the 
difference  between  "governmental  criminal  justice  personnel,  agencies, 
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and/or  units  thereof  as  defined  in  this  report  and  "law  enforcement 
agencies"  as  understood  by  the  Advisory  Policy  Board  may  not  be  as 
distant  as  appears  at  first  glance.  These  questions  of  definition  will 
undoubtedly  prove  to  be  a  matter  of  continuing  concern  for  the  partici- 
pants in  any  future  system.  However,  the  following  listings  should 
provide  adequate  initial  guidance. 

Under  the  general  standard  described  above,  the  following  classes  of 
public  agencies  may  be  permitted  direct  terminal  access  to  Project 
SEARCH  and  any  future  system: 

1.  Police  forces  and  departments  at  all  governmental  levels  that  are 
responsible  for  enforcement  of  general  criminal  laws.  This 
should  be  understood  to  include  highway  patrols  and  similar 
agencies. 

2.  Prosecutorial  agencies  and  departments  at  all  governmental  lev- 
els. 

3.  Courts  at  all  governmental  levels  with  a  criminal  or  equivalent 
jurisdiction. 

4.  Correction  departments  at  all  governmental  levels,  including 
corrective  institutions  and  probation  departments. 

5.  Parole  commissions  and  agencies  at  all  governmental  levels. 

^.  Agencies  at  all  governmen-tal  levels  which  have  as  a  principal 
function  the  collection  and  provision  of  criminal  justice  infor- 
mation. 

The  following  classes  of  agencies  and  individuals  would  be  among 
those  excluded  from  direct  terminal  access  to  Project  SEARCH  and  any 
future  system: 

1.  Noncriminal  justice  agencies  with  licensing  authorities  at  all 
levels  of  government. 

2.  Noncriminal  justice  agencies  that  are  responsible  for  the  en- 
forcement of  civil  laws  at  all  governmental  levels. 

3.  Noncriminal  justice  agencies  responsible  for  personnel  recruit- 
ing or  screening  at  all  governmental  levels. 

4.  Public  social  welfare  and  service  agencies  at  all  governmental 
levels. 

5.  Military  units  and  agencies,  including  military  police  forces. 

6.  Courts  at  all  governmental  levels  without  a  criminal  or  equiva- 
lent jurisdiction. 

7.  Private  individuals  and  agencies  involved  in  criminal  proceed- 
ings, including  defense  attorneys  and  legal  aid  societies. 

8.  Legislators  and  representatives  of  legislatures,  legislative  com- 
mittees and  councils  at  all  levels  of  government. 

9.  Representatives  of  the  communications  media. 

10.  Private  individuals  and  agencies  in  investigatory  occupations, 
including,  for  example,  private  investigators,  credit  bureaus, 
and  industrial  security  agencies. 

11.  All  other  private  agencies  and  the  general  public. 

The  committee  recommends  that  any  definitional  questions  not  clearly 
answered  by  these  listings  or  by  the  general  standard  described  above 
should  be  presented  for  resolution  to  representatives  of  all  the  par- 
ticipating states. 

Obviously,  these  rules  will  exclude  from  direct  access  to  Project 
SEARCH  and  any  future  system  the  principal  agencies  that  might  be 
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expected  to  submit  data  requests  unconnected  with  the  criminal  justice 
process.  Nonetheless,  a  wide  variety  of  secondary  restrictions,  involving 
agencies  both  with  and  without  direct  access  to  the  data  system,  are 
needed  to  insure  appropriate  limitations  upon  access  to  the  system  and 
to  its  data. 

First  are  the  restrictions  upon  agencies  that  may  properly  be  permit- 
ted direct  terminal  access  to  tne  system.  It  should  be  understood  that  the 
above  listing  is  not  intended  as  an  authorization  for  every  such  agency 
to  establish  a  direct  point  of  access. 

The  committee  urges  each  participating  state  to  build  its  data  system 
around  a  central  computer  system,  through  which  each  inquiry  must 
pass  for  screening  and  verification.  This  central  computer  system 
should  have  as  its  special  responsibility  the  monitoring  of  the  usage  of 
SEARCH  within  the  state,  and  should  routinely  seek  to  verify  both  the 
identity  of  the  requesting  party  and,  with  non-criminal  justice  agencies, 
whether  or  not  the  requesting  party  is  authorized  by  law  to  obtain 
criminal  history  records  for  compliance  with  its  duties.  Severe  penalties 
should  attach  to  improper  or  unauthorized  usage.  Finally,  participating 
agencies  should  be  instructed  that  their  rights  of  direct  access  encom- 
pass only  requests  reasonably  connected  with  their  criminal  justice 
responsibilities. 

It  must  be  recognized  that  there  are  strong  pressures  to  combine  and 
consolidate  all  state  and  local  data  processing  into  major  integrated 
systems.  There  are  very  persuasive  and  compelling  arguments  in  favor 
of  such  integration  of  data,  since,  it  is  argued,  the  same  data  elements 
may  be  of  value  to  a  number  of  different  types  of  agencies,  including 
law  enforcement  and  criminal  justice  agencies  within  a  given  jurisdic- 
tion. 

However,  the  Security  and  Privacy  Committee  believes  that  the 
SEARCH  state  data  bank  should  be  housed  in  an  existing  criminal 
justice  agency  capable  of  properly  managing  the  system  within  the 
defined  guidelines  or  in  a  computer  under  the  operational  control  of  an 
agency  specially  created  for  such  purpose  and,  in  either  case,  independ- 
ent of  any  noncriminal  justice  agency  or  data  file.  It  has  been  agreed  that 
no  greater  number  of  terminals  should  be  utilized  in  any  state  than  the 
state  itself  is  able  and  willing  to  vouch  for  in  terms  of  a  level  of  security 
and  privacy  equivalent  to  that  maintained  at  the  state's  Project 
SEARCH  computer  center. 

In  accordance  with  decisions  of  the  Project  Group,  the  telecommuni- 
cations network  filters  through  the  central  state  data  bank.  Therefore, 
each  state  should  be  able  to  maintain  control  of  traffic  over  the  Project 
SEARCH  system  network. 

We  have  determined  that  only  governmental  criminal  justice  person- 
nel shall  have  direct  access  to  the  Project  SEARCH  system.  For  pur- 
poses of  demonstration,  persons  or  agencies  not  classifiable  as 
governmental  criminal  justice  agencies  may  have  access  to  terminals, 
but  would  receive  mocked-up  data  suitable  only  for  illustrating  the 
mechanics  of  the  Project  SEARCH  operation. 

Complex  issues  may  be  presented  by  remiests  for  data  from  agencies 
that  are  denied  direct  access  to  the  system.  The  appropriate  response  to 
such  requests  is  in  principle  clear.  No  use  of  the  system  or  of  data 
received  through  the  system  should  be  permitted  for  purposes  uncon- 
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nected  with  the  criminal  justice  process.  Any  requests  to  employ  the 
data  for  records  checks  for  liquor  or  taxi  licenses,  or  similar  purposes, 
should  normally  be  declined.  Nonetheless,  the  committee  fully  recog- 
nizes that  this  principle  of  exclusivity  may  readily  create  severe  difficul- 
ties for  many  participating  agencies.  Public  agencies,  of  course,  do  not 
ordinarily  segregate  their  files  according  to  the  sources  of  their  data,  and 
important  clerical  and  administrative  problems  might  arise  from  any 
obligation  to  do  so.  Further,  criminal  justice  agencies  are  in  many  states 
required  by  law  to  conduct  or  at  least  to  permit  such  records  checks. 
The  committee,  therefore,  recommends  that  participating  agencies 
should  act  in  accord  with  the  following  principles  except  where  state 
statutes  otherwise  require: 

•  Requests  from  outside  the  criminal  justice  community  to  examine 
data  previously  obtained  through  the  system  shoula  be  honored 
only  if  the  receiving  agency  is  authorized  by  local  law  or  valid 
executive  directives  to  do  so.  Competent  legal  counsel  should  be 
obtained  to  determine  the  limitations  of  the  agency's  obligations. 

•  No  inquiries  through  such  a  system  should  be  permitted  for  any 
purpose  unconnected  with  the  criminal  justice  process.  The  state's 
central  computer  should  make  every  effort  to  insure  that  unauthor- 
ized inquiries  are  detected  and  eliminated. 

•  Data  previously  received  through  the  system  should  be  marked  and 
readily  identifiable  as  such.  So  far  as  it  is  administratively  feasible, 
these  data  should  not  be  intermingled  with  the  receiving  agency's 
other  files  and  documents. 

Problems  of  access  are  also  raised  by  the  statutes  under  which  inter- 
ested private  citizens  may  inspect  and  copy  wide  categories  of  public 
documents,  sometimes  including  criminal  justice  recoras.  The  effect  of 
these  rights  is  to  offer  access  to  such  records  to  representatives  of  the 
communications  media,  private  investigators,  creait  bureaus,  and  all 
other  interested  citizens.  Whatever  the  wider  justifications  for  the  doc- 
trine of  public  records,  the  committee  has  concluded  that  no  such  rights 
of  access  should  be  perfnitted  to  data  obtained  through  Project 
SEARCH  or  any  future  system. 

It,  therefore,  offers  two  additional  recommendations: 

•  It  believes  that  the  staff  of  any  future  system  should  undertake  as 
one  of  its  first  responsibilities  a  thorough  study  of  the  various  state 
public  record  doctrines.  This  study  should  encompass  judicial  and 
administrative  decisions  as  well  as  statutes.  It  should  indicate  in 
which  states  and  with  what  seriousness  the  doctrines  of  public 
records  create  difficulties  as  to  system  data. 

•  The  committee  recommends  that  participating  agencies  should  be- 
gin prompt  efforts  to  obtain  appropriate  exemptions  from  these 
doctrines  for  future  systenr  data.  If  necessary,  statutory  relief 
should  be  sought.  Participants  and  representatives  should  be  pre- 
pared, so  far  as  it  is  reasonably  possible,  to  assist  these  efforts.  The 
committee  does  not  assert  that  these  recommendations  will  elimi- 
nate altogether  these  difficulties;  it  suggests  simply  that  they  repre- 
sent a  realistic  and  ultimately  effective  plan  of  action. 

Offender  Rights  of  Access 

The  second  category  of  access  rules  involves  the  possibility  of  a  citi- 
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zen's  right  to  inspect  and  challenge  the  contents  of  his  records.  No  such 

Crovisions  were  realistically  possible  in  the  brief  demonstration  period, 
ut  the  committee  strongly  believes  that  they  should  form  an  integral 
part  of  any  future  system.  The  reasons  are  several. 

First,  an  important  cause  of  fear  and  distrust  of  computerized  data 
systems  has  been  the  feelings  of  powerlessness  they  provoke  in  many 
citizens.  The  computer  has  come  to  symbolize  the  unresponsiveness  and 
insensitivity  of  modern  life.  Whatever  may  be  thought  of  these  reac- 
tions, it  is  at  least  clear  that  genuine  rights  of  access  and  challenge  would 
do  much  to  disarm  this  hostility. 

Second,  such  rights  promise  to  be  the  most  viable  of  all  the  possible 
methods  to  guarantee  the  accuracy  of  data  systems.  Unlike  more  com- 
plex internal  mechanisms,  they  are  triggered  by  the  most  powerful  and 
consistent  of  motives,  individual  self-mterest. 

Finally,  it  should  now  be  plain  that  if  any  future  system  is  to  win 
public  acceptance,  it  must  offer  persuasive  evidence  that  it  is  quite 
seriously  concerned  with  the  rights  and  interests  of  those  whose  lives 
it  will  record.  The  committee  can  imagine  no  more  effective  evidence 
than  authentic  rights  of  access  and  challenge. 

It  should  be  understood  that  data  custodians  may  take  all  reasonable 
steps,  including  fingerprinting,  to  assure  that  access  to  records  under 
their  control  is  restricted  to  properly  authorized  persons. 

If  the  citizen  believes  that  his  records  are  inaccurate  or  misleadingly 
incomplete,  he  should  be  permitted  reasonable  opportunities  to  chal- 
lenge them.  These  opportunities  might  be  variously  structured,  reme- 
dies, if  they  exist,  should  be  used,  state  statutes  could  be  enacted,  or  a 
small  number  of  disinterested  private  citizens  could  be  asked  to  serve 
as  members  of  panels  that  would  conduct  informal  hearings,  take  evi- 
dence, listen  to  argument,  and  formulate  specific  recommendations. 

It  will  be  clear  that  these  procedural  guidelines  would  have  to  be  more 
clearly  and  completely  defined  if  the  scope  of  a  future  system  is  signifi- 
cantly expanded.  A  much  more  complex  system  of  limitations  and  safe- 
guards would  almost  certainly  be  needed.  As  we  emphasized  earlier,  the 
committee  strongly  recommends  against  any  such  changes  in  the  char- 
acter of  the  information  system.  If,  nonetheless,  this  occurs,  an  appro- 
priate system  of  data  categories  should  be  adopted,  with  varying  rights 
of  notice,  access,  and  challenge. 

V.  Uses  of  System  Data 

There  are  a  set  of  precautions  and  conditions  which  are  important 
guidelines  to  the  actual  application  of  data  from  the  system.  These 
guidelines  relate  to  the  direct  application  of  data  in  criminal  justice 
processes,  to  the  potential  secondary  uses,  and  to  the  use  of  the  data  for 
research. 

Primary  Data  Uses 

The  general  types  of  situations  in  which  criminal  history  data  can  be 
useful  were  briefly  discussed  in  Chapter  1.  Rather  than  attempt  to 
identify  all  of  the  legitimate  applications,  the  concept  of  primary  data 
uses  refers  to  those  situations  in  which  the  knowleage  or  a  suspect  or 
offender  prior  record  is  of  material  value  to  the  conduct  of  the  criminal 
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justice  processes.  Within  this  broad  definition,  however,  the  nature  of 
the  SEARCH  system  imposes  a  series  of  important  precautions  to  be 
taken  in  the  use  of  the  data.  It  is  acknowledged  that  Project  SEARCH 
and  any  future  system,  like  all  similar  data  systems,  include  risks  as  well 
as  advantages.  The  advantages  should  be  obvious  to  any  citizen  genu- 
inely troubled  by  the  failures  and  delays  of  the  criminal  justice  system. 
The  risks  involve  increased  hazards  of  mistaken  identity  as  a  conse- 
quence of  the  system's  increased  speed  of  operation.  Although  the  statis- 
tical likelihood  of  error  in  any  given  situation  will  always  remain  quite 
small,  the  committee  believes  strongly  that  these  risks  should  cause- 
serious  and  permanent  concern  among  participating  agencies. 

It  must  be  acknowledged  that  Project  SEARCH,  as  originally  con- 
ceived, was  basically  a  "name  search"  system.  The  addition  of  an  accu- 
rate FBI  number  and  other  identifiers  to  the  name,  of  course,  makes  it 
possible  to  be  more  certain  of  the  identity  of  the  individual.  The  use  of 
facsimile  transmission  of  fingerprints,  as  verification  of  identity,  like- 
wise makes  positive  identification  possible.  There  are,  therefore,  trade- 
offs between  speed  and  certainty  of  identification.  At  different  intervals 
in  the  processing  of  the  offender  through  the  criminal  justice  agencies 
that  society  has  created  to  deal  with  criminal  behavior,  there  are  differ- 
ent requirements  for  certainty  of  identification  and  these  are  often 
related  to  the  exigencies  of  response  time. 

Prearrest 

Through  its  central  index.  Project  SEARCH  seeks  to  provide  im- 
mediate basic  data  concerning  the  individuals  with  whom  the  police 
must  deal  at  the  street  level,  but  almost  always  on  a  "name  search"  basis 
only.  There  is  no  opportunity  in  on-the-street  situations  to  verify  the 
identity  of  the  suspect  in  any  rigorous  fashion.  The  privacy  precaution 
to  be  exercised  at  this  point  is  to  ensure  that  actions  are  taken  in  re- 
sponse to  factual  data,  and  not  merely  in  light  of  partially  speculative 
prior  record  information. 

Many  police  investigations  and  most  prosecuting  attorney  and  grand 
jury  investigations,  however,  do  not  require  instantaneous  response.  If 
the  FBI  number  is  known  becaiise  of  prior  certain  knowledge  concern- 
ing the  suspect;  or,  if  it  is  possible  under  the  law  of  the  particular  state 
involved  to  take  fingerprints  prior  to  formal  arrest,  a  positive  identifica- 
tion may  be  made  and  fast  responses  of  summary  data  obtained  from  the 
central  index.  Shortly  thereafter,  a  more  complete  record  may  be  re- 
quested where  desired  from  the  state  of  record.  Both  are  made  possible 
through  the  rapid  telecommunications  and  computer  interface  proce- 
dures of  Project  SEARCH. 

It  is  significant  to  note  that  in  the  first  case,  records  are  obtained  on 
the  basis  of  identification  other  than — and  less  positive  than — finger- 
prints or  their  equivalent,  or  an  accurate  and  certain  FBI  number 
(which  most  often  can  be  obtained  only  by  fingerprinting).  The  sen- 
sitivity of  this  phase  of  Project  SEARCFI  operations  is  critical.  It  is  here 
that  miscarriages  of  justice  could  occur  because  of  mistaken  identity. 

Arrest,  Booking,  and  Arraignment 

Arrests  are  frequently  made  on  the  basis  of  leads  obtained  through 
tentative  identification;  however,  it  is  critical  that  a  prima  facie  case  be 
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established  on  facts  other  than  the  data  obtained  from  a  Projec: 
SEARCH  response.  If  the  statutory  grade  of  the  offense  is  greater 
because  of  the  fact  of  a  previous  conviction,  it  is  most  risky  to  depend 
upon  a  name  and  personal  description  search  or  to  take  any  immediate 
action  in  reliance  thereon. 

With  the  availability  of  facsimile  and  other  appropriate  means  to 
obtain  a  positive  identification,  it  should  not  be  necessary  to  book  and 
arraign  and  set  bail  for  an  individual  in  reliance  upon  a  criminal  history 
record  which  is  obtained  on  the  basis  of  a  tentative  identification.  This 
is  not  to  say  that  rapid  processing  is  not  essential. 

Having  a  charge  or  bail  set  too  low  or  too  high  and  the  arrestee 
released  or  detained  before  his  full  circumstances  are  known,  is  dysfunc- 
tional. On  the  other  hand,  unduly  holding  the  arrestee,  either  by  re- 
questing adjournment  of  the  case  or  by  filing  a  technical  charge  (such 
as  vagrancy)  as  an  excuse  for  holding  him,  compromises  an  individual's 
civil  liberties.  Clearly,  these  alternatives  are  a  disservice  both  to  the 
arrestee  and  his  rights  and  to  the  local  taxpayers  who  must  pay  the 
added  costs  of  criminal  justice. 

Sentencing,  Probation,  Correction,  and  Parole 

There  is  no  satisfactory  reason  why  any  individual  should  be  sen- 
tenced, or  be  dealt  with  by  rehabilitative  agencies,  on  the  basis  of  a 
criminal  history  record  obtained  through  Project  SEARCH,  unless 
positive  identification  of  the  person  has  been  obtained.  Ample  time  is 
generally  available,  in  these  parts  of  the  process,  to  obtain  positive 
identification,  even  using  the  mail  for  transmission. 

It  should  be  quite  clear  that  positive  identification  is  an  essential  goal 
in  the  general  application  of  SEARCH  data. 

The  committee's  first  and  principal  recommendation  is,  therefore, 
that  participants  in  Project  SEARCH  and  any  future  system  actively 
continue  to  devise  more  effective  methods  to  minimize  every  possibility 
of  error.  These  efforts  should  be  given  the  highest  priority  by  the  staff 
of  any  future  system.  In  addition,  the  following  preliminary  measures 
should  be  implemented  by  every  participatmg  agency  in  Project 
SEARCH. 

First,  a  vigorous  educational  program  should  be  instituted  for  all 
police  officers,  prosecutors,  and  others  who  might  be  expected  to  em- 
ploy Project  SEARCH  data.  The  program,  should  include  frank  apprais- 
als of  the  likelihood  and  consequences  of  error.  It  should  remind  every 
officer  that  prompt  and  thorough  verification  must  be  obtained  of  every 
Project  SEARCH  identification,  and  that  significant  criminal  justice 
decisions  should  be  based  on  unverified  data  only  in  the  most  urgent 
circumstances.  Refresher  programs  should  be  repeated  at  regular  inter- 
vals. 

Second,  as  indicated  earlier,  all  Project  SEARCH  data  should  be 
marked  and  identifiable  as  such.  These  markings,  or  a  supplementary 
document  that  is  securely  fastened  to  each  Project  SEARCH  file,  should 
offer  prominent  warnings  that  positive  verification  should  be  obtained 
as  quickly  as  reasonably  possible  and  that  any  reliance  upon  unverified 
data  is  extremely  hazardous. 

Third,  the  reports  and  other  documentation  routinely  completed  by 
police  officers  should  include  explicit  inquiries  about  the  use  made  of 
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Project  SEARCH  data  and  the  methods  employed  to  verify  Project 
SEARCH  identifications.  Senior  police  officers  should  monitor  these 
and  other  reports  to  insure  proper  usage. 

Fourth,  police  officers  and  cadets  should  be  repeatedly  warned  that 
careless  use  of  Project  SEARCH  data  represents  professional  miscon- 
duct that  warrants  severe  disciplinary  measures.  Officers  who  are  found 
to  have  disregarded  these  warnings  should  be  thoroughly  counseled 
and,  where  appropriate,  disciplined. 

Fifth,  prosecutorial  authorities  should  be  instructed  to  make  explicit 
inquiries  about  the  usage  and  verification  of  Project  SEARCH  data  in 
any  case  brought  to  them  for  further  proceedings.  The  absence  of  posi- 
tive verification  for  any  identification  should  be  sufficient  cause  for 
reconsideration  of  the  case. 

Sixth,  any  reports  or  documents  provided  to  defense  counsel  which 
include  Project  SEARCH  data  should  routinely  describe  both  the  haz- 
ards of  careless  use  of  the  data  and  the  methods  actually  employed  to 
verify  the  identification  in  question. 

Seventh,  commissioners,  magistrates  and  other  judicial  or  quasi-judi- 
cial officials  should  be  told  in  detail  the  possible  hazards  of  Project 
SEARCH  identifications,  and  should  be  encouraged  to  inquire  in  the 
course  of  their  duties  whether  such  data  have  been  used  and,  if  so, 
whether  verification  procedures  have  been  completed.  They  should  be 
asked  to  assume  that  any  pretrial  proceeding  instituted  on  the  basis  of 
an  unverified  identification  is  fundamentally  deficient.  Police  officers 
and  prosecutors  should  be  instructed  to  volunteer  this  information  rou- 
tinely, as  part  of  their  wider  commitment  to  the  integrity  of  the  crimi- 
nal justice  process. 

These  precautions  are  not  intended  to  invalidate  any  tentative  iden- 
tification information  or  responses  for  "on-the-scene"  investigation  and 
imminent  arrest  situations.  Many  innocent  people  may  be  immediately 
and  intelligentlv  cleared  of  suspicion,  just  as  many  guilty  people  may 
be  held  rather  than  summarily  released,  because  of  information  derived 
from  data  obtained  through  the  immediate  nationwide  record  response 
of  Project  SEARCH. 

At  the  same  time,  every  effort  should  be  made  to  reduce,  through  the 
application  of  relevant  advanced  technology,  those  circumstances  in 
which  Project  SEARCH  can  provide  only  tentative  identification  to  law 
enforcement  officers  and  criminal  justice  agencies. 

Secondary  Uses  of  Data 

The  severity  of  the  hazards  created  by  any  data  system  depends  in 
large  measure  upon  the  purposes  for  which,  and  agencies  by  which,  the 
system's  information  is  employed.  Constraints  upon  the  system's  collec- 
tion and  storage  of  data,  no  matter  how  rigorous,  can  never  replace 
altogether  a  system  of  effective  restrictions  upon  the  uses  to  which  those 
data  are  put.  At  the  same  time,  such  restrictions  are  often  extraor- 
dinarily difficult  to  enforce.  In  this  situation,  for  example,  it  must  be 
anticipated  that  the  data  will  frequently  circulate  widely  through  and 
outside  the  receiving  agency.  Police  officers,  prosecutors,  detention 
officials,  parole  boards,  clerical  assistants,  judicial  administrators,  pub- 
lic defenders,  and  many  others  may  all  be  expected  to  demand  copies 
of  or  access  to  the  data.  Licensing  agencies,  credit  bureaus,  the  military 
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services,  the  communications  media,  private  investigators,  and  others 
will  make  similar  requests  from  outside  the  criminal  justice  community. 
Each  of  these  groups  will  be  likely  to  have  informal  constituencies  with 
which  it  habitually  exchanges  information.  Most  of  these  secondary 
recipients  will  be  only  peripherally  connected  with  the  criminal  justice 
process.  The  consequence  is  likely  to  be  a  network  of  very  informal  lines 
of  communication,  along  which  system's  data  will  frequently  flow.  It 
must  be  acknowledged  that  no  system  of  restrictions,  however  strin- 
gent, is  likely  to  prevent  all  leakages.  They  are  simply  a  fact  of  organiza- 
tional life.  Nonetheless,  the  committee  believes  that  important  steps 
may  be  taken  that  at  least  will  reduce  their  frequency  and  seriousness 
to  a  minimum. 

First,  participating  agencies  should  be  instructed  that  no  dissemina- 
tion of  system's  data  either  within  or  outside  the  receiving  agency  is 
permissible  except  for  purposes  directly  connected  with  the  criminal 
justice  process.  A  continuing  program  of  employee  training  should  be 
undertaken,  in  which  the  special  constraints  that  are  applicable  to  sys- 
tem's data  are  emphasized. 

Second,  as,  indicated  earlier  in  this  chapter,  the  committee  recom- 
mends that  data  received  through  such  a  system  be  marked  and  readily 
identifiable  as  such.  So  far  as  administratively  feasible,  these  data  should 
not  be  intermingled  with  the  receiving  agency's  ordinary  files  and  docu- 
ments. 

Third,  criminal  justice  agencies  that  obtain  data  from  a  receiving 
agency  should  be  fully  familiar  with  the  system  and  with  the  special 
constraints  that  surround  its  data. 

Fourth,  receiving  agencies  should  maintain,  for  a  reasonable  time, 
complete  registers  of  the  individuals  and  agencies  to  which  the  system's 
data  are  released.  These  registers  should  indicate  the  information 
released,  the  individual  to  whom  it  was  released,  and  the  date.  It  should 
be  clearly  understood  that  no  further  dissemination  is  permissible  with- 
out specific,  prior,  and  written  consent  from  the  receiving  agency.  If 
these  restrictions  are  intentionally  or  repeatedly  violated,  the  offending 
agency  should  be  immediately  denied  further  access  to  the  system's 
data.  The  committee  believes  that  these  measures,  together  with  those 
described  in  the  subsection  concerning  access  to  the  system,  offer  a 
realistic  and  constructive  approach  to  these  problems. 

Research  Uses 

Another  troublesome  aspect  of  indirect  access  to  the  Project 
SEARCH  system  is  in  the  area  of  research.  Here  we  deal  with  the  very 
legitimate  interests  of  people  who  most  often  do  not  meet  the  criteria 
for  direct  access,  yet  granting  indirect  access  to  them  would  seem  to  be 
socially  desirable. 

When  research  into  trends  within  the  criminal  justice  field  are  con- 
ducted by  Project  SEARCH  participants'  own  analysts,  no  special 
procedures  are  needed,  other  than  to  ensure  that  employees  performing 
in  this  area  abide  by  the  privacy  safeguards  and  rules.  However,  there 
has  been  strong  interest,  for  the  benefit  of  the  criminal  justice  system, 
in  making  as  much  of  this  data  as  possible  available  to  qualified  social 
and  behavioral  science  researchers. 

If  identifying  numbers  or  names  are  needed  in  order  to  associate 
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information  across  time  or  conduct  special  studies,  the  researchers 
should  indicate  such  needs  and  the  actual  search  and  link  functions 
should  be  carried  out  by  Project  SEARCH  personnel  assigned  to  the 
project.  The  important  point  is  that  Project  SEARCH  can  provide  a 
means  for  mounting  experimental  programs  of  research  within  the 
purview  of  security  and  privacy  constraints.  There  are  political  scien- 
tists, sociologists,  lawyers,  economists,  and  other  specialists  whose  work 
in  the  criminal  justice  field  could  have  a  major  impact  in  increasing  our 
knowledge  of  both  the  causes  of  crime  and  effect  of  different  commit- 
ments, and  on  probation  policies  and  similar  matters.  Such  programs  of 
research  may  ultimately  prove  the  most  useful  of  all  the  consequences 
of  such  a  system.  Nonetheless,  the  committee  strongly  believes  that  all 
participating  agencies  should  be  obliged  to  take  all  reasonable  steps  to 
guarantee  the  privacy  interests  of  the  subjects  of  the  records.  It  is  con- 
vinced that  these  two  competing  interests  may  be  satisfactorily  accom- 
modated by  implementation  of  the  following  recommendations. 

First,  each  participating  agency  and  every  proposed  program  of  re- 
search should  explicitly  acknowledge  a  fundamental  commitment  to 
respect  privacy  interests  in  the  conduct  of  research. 

Second,  no  program  of  research  utilizing  individual  records  should  be 
initiated  unless  an  advisory  council,  or  other  appropriate  representa- 
tives of  the  system,  has  fully  investigated  the  proposed  program,  has 
been  satisfied  as  to  the  professional  qualifications  of  those  involved,  has 
been  convinced  that  the  proposal  is  justified  by  the  public  interest,  and 
has  approved  the  procedures  it  includes  for  the  protection  of  individual 
privacy.  Separate  and  explicit  findings  should  be  made  as  to  each  of 
these  questions  by  the  reviewing  authorities. 

Third,  the  identification  of  individual  subjects  should  be  divorced  as 
fully  and  as  effectually  as  possible  from  the  data.  Anonymity  of  the 
subjects  should  be  actively  sought  in  the  design  of  the  research  project, 
and  should  be  regarded  as  a  fundamental  characteristic  of  good  research. 
Any  research  project  not  involving  anonymity  of  the  subjects  should  be 
examined  with  the  greatest  care.  It  should  be  assumed  that  any  such 
project  requires  stringent  supplementary  protective  measures,  possibly 
including  written  prior  consent  from  each  subject  whose  file  is  to  be 
opened. 

Fourth,  the  research  data  should  be  shielded  by  a  security  system  that, 
so  far  as  reasonably  possible,  is  fully  comparable  to  that  which  or- 
dinarily safeguards  the  system's  data. 

Fifth,  any  code  or  key  that  identifies  individual  subjects  with  any 
portion  of  the  research  data  should  be  given  special  protection  and 
should  be  destroyed  as  soon  as  reasonably  possible. 

Sixth,  data  obtained  for  one  research  purpose  should  not  subse- 
quently be  used  for  any  other  research  purpose  without  the  prior, 
specific,  and  written  consent  of  authorized  representatives  of  the  sys- 
tem. Such  consent  should  be  given  only  after  reconsideration  of  all  of 
the  issues  described  above. 

Seventh,  each  of  these  requirements,  together  with  any  supplemen- 
tary requirements  that  may  appear  to  be  necessary  in  individual  situa- 
tions, should  be  included  in  any  research  contract  or  agreement. 
Appropriate  nondisclosure  forms  should  be  required,  and  the  system 
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should  retain  rights  to  monitor  and,  if  necessary,  terminate  any  pro- 
gram of  research. 

Finally,  it  must  be  understood  by  the  relevant  system  representatives 
that  these  requirements  should  be  extended  or  supplemented  as  needed 
to  guarantee  meaningful  protection  for  the  subjects'  privacy  interest. 
They  are,  in  other  words,  intended  to  serve  as  an  initial  set  of  operating 
principles,  and  not  as  a  final  or  comprehensive  solution  to  the  intricate 
problems  of  privacy  and  research. 

VI.  Organizational  Structure,  Controls,  and  Sanctions 

It  is  important  now  to  examine  several  more  general  questions  of 
administrative  policy.  These  may  be  conveniently  divided  into  three 
groupings: 

1.  Questions  of  the  proper  legal  and  administrative  relationships  in 
the  system,  its  participating  agencies,  and  other  public  bodies. 

2.  Questions  involving  internal  methods  of  control. 

3.  Questions  involving  the  external  remedies  that  should  be  pro- 
vided those  harmed  by  the  system's  activities. 

Legal  and  Administrative  Policies 

Project  SEARCH  consists  essentially  of  two  parts:  a  central  index, 
located  during  the  demonstration  in  Michigan,  and  the  various  par- 
ticipating state  agencies,  each  of  which  will  prepare  files  for  dissemina- 
tion through  the  system  and  operate  data  terminals  for  the  transmission 
and  reception  of  data. 

Both  parts  of  Project  SEARCH  raise  difficult  questions  of  law  and 
policy,  but  the  committee  believes  that  the  system  may  best  be  struc- 
tured along  the  following  lines. 

For  reasons  described  earlier  in  this  chapter,  there  should  be  a  central 
computer  within  each  state  through  which  all  data  inquiries  should 
necessarily  pass.  This  central  computer  should  be  empowered  to  screen 
all  data  inquiries  and  to  exclude  those  that  appear  inconsistent  with  the 
system's  requirements.  To  facilitate  this  screening,  every  inquiry  from 
a  remote  terminal  should  include  prescribed  minimal  information  con- 
cerning the  requesting  agency  and  the  purposes  of  the  inquiry. 

This  screening  should  be  supplemented  by,  and  cross-referenced 
against,  a  continuing  program  to  monitor  and  supervise  usage  of  the 
Project  SEARCH  system  and  its  data  within  the  state.  Periodic  usage 
reports  should  be  required  for  each  of  the  remote  terminals. 

Each  state's  Project  SEARCH  center's  supervisory  powers  should 
include  control  over  the  position  and  number  of  remote  terminals,  as 
well  as  the  character,  number  and  sources  of  the  data  inquiries. 

The  committee  believes  that  these  obligations  would  be  most  effec- 
tively discharged  if  the  central  computer  in  each  state  were  placed 
under  the  authority  of  a  specific  state  agency.  The  agency  should  be 
adequately  staffed  with  appropriately  qualified  professional  personnel. 
It  should  be  given,  preferably  by  statute,  ample  authority  to  monitor 
and  control  usage  of  the  system  and  its  data  within  the  state.  This  should 
include  power  to  license  remote  terminals,  to  screen  data  inquiries,  to 
require  periodic  activity  reports,  and  to  impose  sanctions,  including 
expulsion,  on  agencies  and  individuals  that  abuse  the  system. 
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An  important  organizational  question  relates  to  the  actual  placement 
and  operation  of  the  central  index  in  any  future  system.  A  variety  of 
devices  might  be  employed  for  this  purpose,  each  with  its  particular 
advantages  and  hazards.  The  inde.x  might,  for  example,  be  conducted  on 
the  basis  of  essentially  informal  understandings  among  the  participat- 
ing state  agencies.  This  might  be  conveniently  and  easily  created,  but 
it  is  likely  also  to  produce  important  legal  and  perhaps  financial  difficul- 
ties. The  index  might  alternatively  be  placed  under  the  authority  of  an 
existing  or  new  federal  agency.  This  method  would  have  the  possible 
advantage  of  encouraging  continuing  federal  financing  for  the  system. 
Third,  the  index  might  be  conducted  under  the  auspices  of  an  interstate 
compact,  joined  by  all  of  the  participating  states.  This  would  give  for- 
mal recognition  to  the  states'  primary  responsibility  for  enforcement  of 
the  criminal  laws,  but  it  might,  in  addition,  prove  an  awkward  and 
inflexible  arrangement  that  ultimately  discouraged  federal  participa- 
tion in  the  system. 

Still  another  possibility  might  be  a  public  corporation,  chartered  by 
the  federal  government.  The  committee  does  not  believe  that  it  should 
now  offer  recommendations  as  to  these  and  other  possibilities.  Any  final 
selection  must  await  further  clarification  of  the  terms  of  any  future 
system,  including  the  relative  financial  responsibilities  of  the  federal 
government  and  the  participating  states.  Instead,  the  committee  recom- 
mends simply  that  these  and  all  other  reasonable  possibilities  should  be 
intensively  examined  to  determine  their  relative  advantages  in  light  of 
the  terms  of  any  future  system. 

Internal  Control 

Whatever  the  legal  structure  ultimately  selected  for  any  future  sys- 
tem, the  committee  believes  that  the  following  devices  should  be  care- 
fully considered  for  inclusion.  First,  there  should  be  a  permanent 
council  of  state  representatives,  supplemented  by  representatives  of  the 
relevant  federal  agencies  and  the  general  public.  The  public  representa- 
tives should  consist  of  a  small  number  of  distinguished  private  citizens, 
selected  for  their  known  interest  in  civil  liberties  and  criminal  justice. 

This  governing  board  should  be  given  wide  powers  over  the  system 
including  authority  to: 

•  Monitor  the  activities  of  the  participating  state  agencies. 

•  Adopt  administrative  rules  and  regulations  for  the  system. 

•  Exercise  sanctions  over  all  agencies  connected  with  the  system. 

The  council  should  also  have  authority  to  delegate  any  and  all  of  its 
powers  to  an  executive  committee.  In  addition,  it  should  be  supple- 
mented by  a  small  permanent  staff,  including  a  suitably  qualified  direc- 
tor, and  such  advisors  and  consultants  as  it  finds  necessary  or 
appropriate. 

Among  its  other  activities,  the  council  should  conduct  periodic  inves- 
tigations of  the  methods  adopted  by  the  participating  states  for  the 
protection  of  privacy  and  security.  It  should  from  time  to  time  formu- 
late its  findings  into  administrative  standards  for  the  entire  system.  It 
should  exercise  particular  control  over  any  proposed  programs  of  re- 
search. 

It  should  be  clear  that  the  committee  envisions  two  layers  of  internal 
administrative  controls  for  the  system. 
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First,  the  individual  state  agencies  should  be  generally  responsible  for 
the  conduct  of  the  system  within  their  own  jurisdictions. 

Second,  the  national  governing  board  and  staff  should  monitor  the 
activities  of  the  several  state  agencies  to  insure  proper  cooperation  and 
the  full  observance  of  national  standards. 

Both  levels  should  be  empowered  to  conduct  investigatory  hearings 
in  which  evidence  would  be  taken,  argument  heard,  and  findings  made. 
Both  levels  of  administrative  control  should  be  empowered  to  impose 
prompt  and  appropriate  sanctions  upon  any  agency  that  has  abused  the 
system  or  its  data. 

The  sanctions  at  both  levels  could  involve  suspension  or  expulsion  of 
agencies  from  the  system.  However,  at  the  state  level,  in  cases  of  in- 
dividual offenders,  there  should  be  a  whole  range  of  employment  sanc- 
tions, including  discharge. 

Further,  the  committee  believes  that  administrative  sanctions  should 
be  supplemented  by  the  imposition  of  criminal  penalties  upon  those 
who  willfully  misuse  the  system  or  its  data.  These  penalties  ought  to 
include  the  possibility  of  terms  of  imprisonment  as  well  as  fines.  They 
might  be  created  by  federal  or  state  statutes,  or  some  combination  of  the 
two,  but  the  committee  recommends  that  the  system  should  draft,  and 
each  participating  state  should  immediately  adopt,  a  uniform  act  for  the 
protection  and  control  of  system  data.  This  model  statute  should  in- 
clude these  criminal  penalties,  the  civil  rights  of  action  described  below, 
and  any  exemptions  that  may  be  necessary  from  state  licensing  and 
freedom  of  information  statutes.  These  last  issues  are  discussed  in  ear- 
lier sections  of  this  chapter. 

External  Remedies 

It  is  necessary  next  to  examine  the  various  remedies  that  should  be 
provided  those  who  are  injured  by  the  system's  activities.  We  have 
already  described  the  rights  of  access,  notice,  and  challenge  which  we 
would  have  the  system  guarantee  to  every  individual.  The  committee 
does  not,  however,  believe  that  these  rights,  important  as  they  certainly 
are,  should  be  thought  adequate. 

The  legal  history  of  this  country  consists  in  large  measure  of  warn- 
ings that  administrative  remedies  are  in  themselves  insufficient  guaran- 
tees of  individual  interests.  More  narrowly,  it  should  be  clear  that  any 
future  system  will  win  the  confidence  of  the  general  public  only  if  it 
first  provides  tangible  evidence  of  genuine  concern  for  the  rights  of 
those  about  whom  it  will  collect  information.  A  meaningful  system  of 
judicial  remedies  would  provide  such  evidence.  Two  sets  of  remedies 
should  be  considered:  First,  the  administrative  rights  of  notice,  access, 
challenge,  and  review  should  be  made  judicially  enforceable  by  statu- 
tory authorization  of  a  prerogative  writ,  on  the  order  of  mandamus  and 
habeas  corpus.  This  in  itself  will  add  nothing  to  the  burdens  or  incon- 
veniences placed  upon  the  data  system  by  these  rights.  It  merely  pro- 
vides persuasive  testimony  that  these  rights  are  seriously  intended  and 
that  they  may,  if  necessary,  be  guaranteed  by  the  courts. 

Second,  statutory  authorization  should  be  given  for  broadened  civil 
rights  of  action  in  cases  in  which  inaccurate,  incomplete,  or  misused 
data  cause  injury  to  the  data's  subjects. 

As  the  situation  now  stands,  private  citizens  in  m.ost  states  are  given 
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civil  causes  of  action  in  cases  of  defamation,  invasions  of  privacy,  and 
breaches  of  confidentiality.  These  rights  of  action  are,  however,  often 
of  little  practical  value  because  of  various  exceptions  and  limitations. 
7  he  pressures  and  situations  that  shaped  these  restrictions  have  little 
relevance  to  the  issues  that  now  concern  us. 

The  committee,  therefore,  recommends  the  creation  by  statute  of 
supplementary  civil  rights  of  action,  under  which  individuals  could 
recover  actual  damages  suffered  as  a  consequence  of  negligent  or  w  illful 
misconduct  by  the  data  system  or  its  employees. 

These  rights  would  run  separately,  but  not  cumulatively,  against  the 
system  and  its  participating  agencies.  They  should  be  included  in  a 
model  statute  drafted  by  the  system  and  adopted  in  each  of  its  participat- 
ing states. 

Finally,  attention  should  be  given  to  the  various  proposals  that  data 
systems  should  supplement  their  internal  controls  by  the  use  of  om- 
budsmen or  independent  boards  of  inquiry.  The  committee  has  exam- 
ined these  suggestions  closely,  but  has  concluded  that  its 
recommendation  for  public  representatives  on  the  national  council  is  in 
this  situation  more  satisfactory.  The  committee  anticipates  that  this  will 
guarantee  the  same  independence  of  view  without  the  same  administra- 
tive inconveniences. 

Nonetheless,  the  committee  recommends  that  these  additional  pro- 
tective devices  should  periodically  be  reconsidered  bv  the  council  and 
staff  of  any  future  system.  Perhaps,  these  devices  might  later  be  used  on 
an  experimental  basis  in  selected  states.  The  point  that  warrants  re- 
emphasis  here  is  that  individual  privacy  interests  can  be  effectively 
protected  only  if  they  receive  serious  and  sympathetic  attention  from 
every  participating  agency  throughout  the  life  of  the  system.  This  is,  as 
we  observed  earlier,  the  committee's  first  and  most  fundamental  recom- 
mendation. 
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Chapter  4 
System  Security 

The  previous  chapter  has  described  a  broad  range  of  considerations 
relating  to  the  design  and  operation  of  a  total  computerized  criminal 
history  system,  from  the  viewpoint  of  providing  guidelines  protecting 
individual  privacy.  There  are  two  aspects  of  the  entire  security  and 
privacy  question  that  remain  to  be  addressed. 

First,  while  it  is  appropriate  to  discuss  the  privacy  considerations 
with  respect  to  the  total  operational  system  (hardware,  software,  opera- 
tors, anci  users),  the  actual  implementation  of  many  of  these  guidelines 
will  ultimately  be  carried  out  by  the  agency  that  is  chosen  to  operate 
each  state  system.  These  system  operators  will  be  assigned  the  responsi- 
bility, then,  of  providing  the  actual  detailed  procedures  that  accomplish 
the  recommendations  of  Chapter  3.  It  is,  therefore,  appropriate  to  view 
the  considerations  of  Chapter  3  in  terms  of  how  they  affect  actual 
system  operation,  and  thereby  provide  guidance  for  system  operators  in 
preparing  the  necessary  procedures. 

Second,  there  are  a  second  set  of  considerations  interrelated  with  the 
privacy  issues  that  concern  the  system  operators.  These  relate  to  the 
protection  which  must  be  given  to  the  system  to  preclude  damage  or  loss 
that  will  impair  the  operation  of  the  system.  Obviously,  a  heavy  reliance 
on  the  system  requires  that  it  be  protected  from  accidental  or  inten- 
tional damage  or  alteration.  These  concerns  also  imply  that  the  system 
operators  have  to  develop  appropriate  procedures. 

When  the  privacy  issues  are  viewed  from  the  perspective  of  the  sys- 
tem operator,  the  resulting  procedures  overlap  those  that  would  be 
developed  for  the  protection  of  the  operating  system.  It  is,  therefore, 
useful  to  consider  the  combination  of  these  two  aspects  in  terms  of 
system  security. 

System  security,  then,  is  the  ability  to  restrict  the  availability  of 
specific  information  to  authorized  individuals,  and  the  ability  to  physi- 
cally protect  all  parts  of  the  system,  including  both  data  and  the  system 
that  processes  the  data,  from  any  form  of  hazard  that  might  endanger 
its  integrity  or  reliability. 

This  chapter  is  organized  under  seven  major  headings  representing 
statements  of  security/ privacy  agreed  to  by  the  Project  Group  repre- 
senting the  states  participating  in  Project  SEARCH.  These  policy  state- 
ments represent  the  commitment  of  the  participating  states  to  system 
security  as  an  integral  part  of  criminal  justice  information  system  de- 
sign and  operation.  They  are  expected  to  remain  relatively  constant 
over  time,  and  to  be  useful  both  in  the  conduct  of  the  feasibility  demon- 
stration being  conducted  under  Project  SEARCH  and  in  the  design  and 
operation  of  future  national  criminal  history  information  systems. 

Immediately  following  each  major  policy  statement,  procedures  con- 
sistent with  that  policy  are  presented.  These  procedures  are  intended 
to  be  illustrative  of  the  types  of  activities  which  states  would  undertake 
in  implementing  the  policy  statements.  It  is  recognized  that  the  specific 
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procedures  to  be  implemented  in  a  given  state,  and  the  timing  of  im- 
plementation, will  vary  widety,  depending  on  the  statutory  authority  of 
the  agency  operating  the  criminal  justice  information  system,  state  stat- 
utes regarding  security  and  privacy,  the  equipment  and  software  con- 
figuration of  the  system,  the  numbers  and  types  of  system  users  within 
the  state,  and  other  variables.  Because  of  these  variations,  and  because 
the  security  and  privacy  committee  realizes  that  it  is  impractical  to 
attempt  to  specify  detailed  operating  procedures  which  can  and  will  be 
adopted  by  every  agency,  the  guidelines  presented  here  are  explicitly 
limited  to  illustrations.  Although  it  may  be  possible  in  the  development 
of  a  future  system  to  identify  mutually  acceptable  procedures,  a  much 
broader  involvement  of  the  participants  will  be  necessary  to  reach 
agreements  that  will  actually  be  implemented.  At  the  present  time, 
some  of  the  procedures  listed  in  this  chapter  may  be  inappropriate  in 
some  participating  states,  whereas  procedures  not  discussea  in  this 
chapter  may  be  very  desirable  or  already  implemented  in  other  states. 
The  important  point  is  that  participating  states  concur  in  the  policy 
statements,  and  recognize  a  requirement  to  translate  these  policy  state- 
ments into  day-to-day  performance. 

In  order  to  be  effective,  procedures  must  be  brief,  unambiguous,  and 
directed  toward  action  (that  is,  they  should  require  some  actions,  allow 
others,  and  forbid  still  others).  Procedures  must  be  available  to  all  au- 
thorized users  of  the  system  whose  actions  are  affected  by  them  and  they 
must  be  made  an  integral  part  of  job  training  and  performance  evalua- 
tion. Whereas  policy  statements  are  expected  to  remain  valid  over  ex- 
tended periods  of  time,  procedures  must  be  continually  evaluated  in  the 
light  of  changes  in  the  state  of  technology,  system  configuration,  and 
external  security  risks. 

Policy  Statement:   The  input,  modification,  cancellation,  or  retrieval  of 
information  from  the  system  will  be  limited  to  authorized  agency  terminals. 

A  procedure  consistent  with  this  policy  would  require  the  identifica- 
tion of  individual  terminals  using  a  method  not  requiring  operator 
intervention  (e.g.,  terminal  "hardware")-  v 

For  systems  on  which  terminals  are  shared  by  authorized  agencies 
and  unauthorized  agencies,  procedures  to  implement  passwords, 
scheduling,  operator  identification,  or  off-line  initiation  of  system  ac- 
tuation (e.g.,  by  telephone  call)  are  consistent  with  this  policy  statement. 

For  systems  in  which  some  agencies  are  authorized  limited  system 
access  (e.g.,  inquiry  only  terminals)  consistent  procedures  would  define 
levels  of  access  to  the  system  in  terms  of  types  of  information  elements 
and  records  which  can  be  input,  modified,  cancelled,  or  retrieved  by 
each  and  every  agency,  coupled  with  system  software  provisions  to 
insure  that  only  those  system  transactions  authorized  can  be  undertaken 
by  each  participating  agency. 

Procedures  to  insure  that  the  telecommunications  facilities  of  the 
system  are  adequately  protected  against  eavesdropping,  tapping,  inser- 
tion of  false  messages,  and  so  forth  are  within  the  scope  of  this  policy 
statement.  If  the  system  is  implemented  on  a  computer  system  not 
entirely  dedicated  to  criminal  justice  applications,  procedures  to  protect 
or  to  prohibit  access  to  the  data  base  by  unauthorized  agencies  during 
time-sharing,  multi-programming,  or  other  uses  of  the  processor  should 
be  implemented. 
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Policy  Statement:  Disclosure  of  information  from  the  system  through  termi- 
nals will  be  limited  to  authorized  final  users. 

Procedures  for  the  training  and  education  of  terminal  operators  and 
user  personnel  within  agencies  fall  within  the  scope  of  this  policy  state- 
ment. Such  procedures  include  the  mandatory  posting  of  rules  and 
statutes  applicable  to  use  of  the  information,  establishment  of  a  manda- 
tory training  program  as  a  condition  of  system  participation,  and  re- 
fresher training  in  security  requirements. 

Procedures  to  assure  the  prompt  and  active  prosecution  of  persons 
accused  of  unauthorized  information  use,  and  for  cancellation  orsystem 
services  to  agencies  which  violate  system  security  would  also  fall  within 
the  scope  or  this  policy  statement. 

Procedures  to  require  the  establishment,  maintenance,  and  review  of 
system  usage  logs  for  the  identification  and  documentation  of  system 
security  violations  would  support  this  policy  statement. 

Procedural  requirements  for  physical  security  standards  at  terminal 
locations  regarding  physical  access  to  the  terminal  by  staff,  maintenance 
personnel,  and  visitors,  and  for  the  disposal  of  printouts  and  other 
system  byproducts  will  support  this  limitation  of  information  access. 

Procedures  to  assure  the  limited  distribution  of  Operating  Manuals 
and  other  information  required  for  access  to  the  system  will  support 
this  policy.  Procedures  requiring  dedicated  communications  facilities 
and  lines  assist  in  implementing  this  policy. 

Policy  Statement:  Information  in  the  system  will  he  protected  against  unau- 
thorized access  in  the  computer  center. 

Procedures  to  assure  the  secure  and  orderly  destruction  of  page 
printer  and  paper  tape  output  of  the  information  system  provide  partial 
implementation  of  this  policy.  Similarly,  procedures  for  the  erasure  of 
magnetic  tapes  and  discs  prior  to  transfer  out  of  the  computer  center 
or  reuse  in  portions  of  the  center  not  devoted  to  criminal  justice  infor- 
mation processing  are  appropriate  implementations  of  this  policy. 

Procedures  providing  for  the  physical  security  of  the  computer  cen- 
ter, including  procedures  for  escorting  of  visitors,  maintenance  person- 
nel, and  equipment  vendor  representatives  will  reduce  the  risk  of 
unauthorized  access. 

General  software  requirements  for  the  erasure  and  clearance  of  core, 
buffers,  mass  storage,  and  peripheral  equipment  as  an  integral  part  of 
all  programs  dealing  with  the  processing  and  retrieval  of  criminal  jus- 
tice information  lend  credence  to  the  policy  statement. 

Procedures  for  the  limitation  of  the  numbers  and  the  qualifications 
of  computer  center  personnel  authorized  to  have  direct  access  to  the 
information  in  the  computerized  system  through  the  system  control 
terminal,  and  providing  for  the  logging  of  system  transactions  through 
the  control  terminal  represents  an  important  portion  of  the  policy  im- 
plementation plan. 

Policy  Statement:  Information  in  the  system  will  be  protected  against  unau- 
thorized alteration. 

Procedures  which  require  the  installation,  checkout,  and  regular  re- 
view of  file  protection  software  is  an  appropriate  response  to  this  policy 
statement.  Care  must  be  taken  that  the  file  protection  software  concept 
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used  really  protects  against  accidental  or  intentional  alteration  of  in- 
dividual files  under  all  operating  circumstances. 

Procedures  assuring  that  the  criteria  for  purging  of  individual  infor- 
mation elements  or  records  from  the  file  are  clearly  and  concisely  stated, 
published,  and  made  available  to  all  authorized  users  of  the  system 
should  be  developed.  A  procedure  requiring  the  logging  of  all  record 
alteration  transactions  of  the  system  and  periodic  review  of  those  logs 
can  be  implemented. 

A  procedure  of  special  review  of  information  purging  software 
should  be  carried  out,  to  determine  if  the  user  should  be  authorized  to 
purge  records  without  manual  intervention  at  the  computer  site. 

Policy  Statement:  Information  in  the  system  will  be  protected  against  loss. 

Procedures  for  the  protection  of  the  computer  facility  and  files 
against  fire  and  vandalism  should  be  instituted,  to  include  specific  re- 
quirements of  site  preparation  and  configuration  to  assure  tnat  strong 
countermeasures  against  fire  and  vandalism  can  be  mobilized,  and  to 
minimize  the  probability  that  total  loss  of  data  will  occur. 

Procedures  which  establish  library  storage  of  system  information 
should  be  instituted,  with  special  consideration  for  the  environmental 
control  to  allow  long-term  storage  of  data  without  degradation,  proper 
internal  and  external  labeling  to  assure  ease  of  retrieving  information 
from  the  library,  and  proper  physical  protection  of  the  library  facilities 
to  protect  against  (and  detect  attempts  at)  access  by  unauthorized  per- 
sons. 

Procedures  should  be  instituted  to  assure  special  protection  of  infor- 
mation in  the  system  during  critical  periods  of  system  configuration 
change  such  as  file  reformatting,  reprogramming,  changes  in  informa- 
tion retrieval/modification  programs,  etc. 

Procedures  to  limit  the  total  number  of  persons  who  have  "complete" 
access  to  the  system,  through  implementation  of  privileged  instruction 
sets  or  limitations  on  the  capabilities  of  individual  input/output  devices 
are  within  the  scope  of  this  policy  statement. 

A  procedure  for  the  protection  of  the  computer  center  and  telecom- 
munications lines  against  tapping,  eavesdropping,  and  imitative  decep- 
tion techniques  should  be  instituted;  the  procedure  should  detail 
responsibility  for  concern  about  these  danger  areas  durmg  system  de- 
sign, operation,  and  modification  phases. 

Since  information  unavailable  at  the  time  of  need  is  essentially  "lost", 
the  provision  of  facility  duplexing,  gradual  failure  modes,  and  other 
equipment  and  procedures  designed  to  maximize  system  availability 
support  this  policy.  Procedures  requiring  the  storage  of  duplicate  files, 
programs,  and  documentation  separate  from  the  computer  center  simi- 
larly support  this  policy. 

Policy  Statement:  Information  in  the  system  will  be  protected  against  unau- 
thorized use. 

Procedures  to  identify  specifically  those  uses  to  which  the  informa- 
tion base  can  be  put  should  be  instituted.  These  procedures  will  include 
definitions  of  those  uses  which  fall  within  the  direct  functional  respon- 
sibilities of  the  criminal  justice  information  system,  those  statutorally 
mandated,  those  allowed  uses  within  the  discretion  of  the  information 
system  management,  and  uses  specifically  forbidden  by  statute  or  ad- 
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ministrative  decision.  Included  should  be  both  operational  and  research 
uses  of  the  data,  by  both  governmental  and  private  agencies,  as  de- 
scribed in  Chapter  3. 

Procedures  for  the  editing  of  data  before  turning  it  over  to  research- 
ers, and  for  the  training  and  education  of  those  users  in  security  should 
be  explicitly  stated  in  written  procedures. 

Procedures  to  establish  records  of  such  secondary  uses  of  the  data, 
containing  both  the  authorization  under  which  the  use  was  obtained 
and  the  specific  information  to  which  the  user  had  access  are  within  the 
scope  of  this  policy  statement. 

Procedures  for  the  authorization  of  computer  program  preparation, 
coding,  debugging,  test,  and  use  on  the  system  including  standards  of 
documentation  required  and  specific  check  for  security  adherence  are 
proper  partial  implementations  of  this  policy  statement. 

Policy  Statement:  System  security  is  a  line  responsibility  equal  in  importance 
to  system  performance. 

An  appropriate  implementation  of  this  policy  statement  would  in- 
clude procedures  to  insure  that  appropriate  consideration  is  given  to 
security  risk  at  the  point  of  hiring,  performance  review,  and  promotion. 
Implementation  may  include  required  background  investigations,  set- 
ting of  personnel  standards  concerning  criminal  history  of  persons  with 
access  to  the  system  (possibly  equivalent  to  police  officer  standards), 
probationary  employment  periods,  and  continuing  activities  to  investi- 
gate the  risk  potential  of  system  employees,  vendors,  maintenance  per- 
sonnel, etc.  in  the  case  of  computer  centers  not  entirely  under  the 
management  control  of  criminal  justice  agencies,  these  provisions  may 
extend  to  government  employees  of  other  agencies. 

There  should  be  procedures  of  periodic  management  audit  of  security 
procedures  for  the  system,  to  insure  that  existing  procedures  are  ade- 
quately stated,  published,  and  adhered  to.  In  addition,  the  audit  should 
review  all  phases  of  security  to  determine  the  adequacy  of  current 
procedures  to  the  current  security  risks,  and  to  develop  additional 
procedures  where  required. 

Procedures  calling  for  external  audit  of  security  adequacy  either  peri- 
odically (e.g.,  every  four  years)  or  on  special  occasions  (e.g.,  after  a  major 
security  violation)  would  support  this  policy  statement. 
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Appendix  A 
Code  of  Ethics 

Project  SEARCH  participants  believe  that  a  nationwide  capability 
for  quick  access  to  offender  criminal  histories  is  essential  for  effective 
law  enforcement  and  administration  of  criminal  justice. 

It  is  recognized,  however,  that  the  extraordinary  increase  in  accessi- 
bility and  responsiveness  associated  with  the  use  of  computer-based 
information  systems  may  increase  the  possibility  of  unauthorized  dis- 
closure or  misuse  of  the  data  in  other  than  legitimate  kw  enforcement 
and  criminal  justice  functions.  Therefore,  in  order  to  provide  reason- 
able protection  of  individual  privacy  and  to  secure  the  data  maintained 
in  the  System,  the  participants  in  Project  SEARCH  pledge  to  observe 
the  following: 

Article  I.     Limitations  of  the  System 

Section  l.  Limited  area  of  government.  The  participants  should 
limit  the  area  of  concern  to  criminal  justice  as  a  matter  of  government 
function. 

Section  2.  Limited  category  of  users.  The  participants  should  limit 
access  to  the  System  to  criminal  justice  agencies  who  would  assume 
responsibility  for  the  legitimate  criminal  justice  use  of  System  data  and 
provide  penalties  for  improper  disclosure.  Rules  governing  access 
should  be  definite  and  subject  to  public  scrutiny. 

Section  3.     Limited  functions. 

A.  The  participants  should  limit  the  role  of  the  Central  Index  to  an 
information  service  only. 

B.  The  participants  should  limit  the  System,  at  the  national  level,  to 
an  index  or  directory  role  rather  than  a  registry  function. 

Section  4.     Limited  information. 

A.  The  participants  should  limit  System  records  to  certain  subjects 
— those  for  whom  arrest  fingerprints  have  been  recorded.  The  record- 
ing of  data  about  an  individual  should  be  initiated  only  upon  the  report 
of  a  crime  and  the  commencement  of  criminal  justice  system  proceed- 
ings. 

B.  The  participants  should  limit  data  collection  to  only  that  which  is 
relevant  for  the  criminal  justice  process.  Thus,'  data  about  individuals 
such  as  contained  in  census,  tax,  election,  unemployment  insurance,  and 
similar  files  should  not  be  collected  or  accessed  through  the  System. 

C.  The  participants  should  specifically  exclude  from  the  System  all 
unverified  information  such  as  informant-supplied  data  or  intelligence 
data. 

Article  II.     Integrity  of  Information 

Section  l.  Assurance  of  individual  privacy.  The  participants 
should  make  a  continuous  effort  to  refine  every  step  of  tne  criminal 
justice  information  system  provided  by  SEARCH  to  assure  that  the 
most  sophisticated  measures  are  employed  and  the  most  perceptive 
judgments  are  made  in  the  development  and  operation  of  the  System  to 
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optimize  the  protection  of  individual  privacy. 
Section  2.     Collection  and  maintenance  of  data. 

A.  The  participants  should  be  greatly  concerned  with  the  complete- 
ness,and  accuracy  of  the  information  in  the  System.  Regular  auditing 
of  the  data  bank  should  be  undertaken  to  assure  the  reliability  of  stored 
data. 

B.  The  participants  should  establish  criteria  for  re-evaluation  of  the 
data  contained  in  the  System  and  for  purging  where  deemed  appropri- 
ate. f(, 

C.  The  participants  should  provide  measures  for  purging  from  the 
Central  Index  the  computerized  file  of  the  record  of  first  offenders 
where  criminal  proceedings  have  resulted  in  a  determination  in  favor 
of  such  persons. 

D.  The  participants  should  encourage  the  provision  of  procedures 
for  an  individual  to  learn  the  contents  of  the  arrest  record  kept  about 
him  and  for  the  correction  of  inaccuracies  or  prejudicial  omissions  in 
a  person's  arrest  record. 

Section  3.     Dissemination  of  data. 

A.  The  participants  should  develop  a  classification  sub-system  to 
assure  that  sensitive  data  is  provided  premium  security  and  that  all  data 
is  accorded  appropriate  protection.  Data  should  be  disseminated  to 
criminal  justice  agencies  on  a  "need-to-know"  basis. 

B.  The  participants  should  make  provisions  in  appropriate  cases  to 
limit  the  derogatory  impact  of  arrest  records  by  providing  meaningful 
descriptions  of  the  nature  of  a  person's  criminal  act  so  that  false  conclu- 
sions concerning  the  character  of  the  individual  are  avoided. 

C.  The  participants  should  employ  a  high  level  of  computer,  legal, 
physical,  information,  communications,  and  personnel  security  meth- 
ods to  reduce  the  possibility  of  breaching  the  security  of  the  System. 

Section  4.  Advisory  committee.  The  participants  should  establish 
an  advisory  committee  to  provide  policy  direction  for  the  System  and 
to  entertain  complaints  about  alleged  intrusions  on  individual  privacy. 

Article  III.     Use  of  Data  Base  for  Research 

Section  l.  Commitment  to  privacy.  Where  research  is  conducted 
as  an  activity  of  the  System  or  utilizing  data  contained  in  the  System 
Data  Bank,  the  participants  should  recognize  and  affirm  the  claim  to 
private  personality  ana  have  a  positive  commitment  to  respect  it. 

Section  2.     Safeguarding  anonymity. 

A.  In  the  conduct  of  research,  participants  should  divorce  the  iden- 
tification of  the  individual  as  fully  and  as  effectively  as  possible  from  the 
data  furnished  and  preserve  anonymity  by  aggregating,  coding,  and 
other  appropriate  measures. 

B.  Participants  should  safeguard  research  data  in  every  feasible  and 
reasonable  way,  and  destroy  the  identification  of  the  individual  with 
any  portion  of  the  data  as  soon  as  possible,  consistent  with  the  research 
objectives. 
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Technical  Memorandum  No.  3  "A  Model  State  Act  for  Criminal  Offender 

Record  Information,"  May  1971 

Chapter  I 

introduction 

This  report  is  designed  to  serve  as  a  reference  and  as  the  medium  for  the 
promulgation  of  A  Model  State  Act  for  Criminal  Offender  Record  Information. 
While  the  Act  should  have  the  effect  of  enhancing  the  efficiency  of  criminal  of- 
fender record  keeping  within  the  various  states  that  adopt  some  or  all  of  its 
provisions,  the  primary  purpose  of  the  Model  State  Act  is  to  provide  security 
and  privacy  protection.  The  report  consists  of  this  Introduction,  a  chapter  on 
Drafting  Philosophy,  the  Model  Act,  a  Section-by-Section  Analysis,  and  an  ex- 
tensive Bibliography. 

background 

Project  SEARCH,  an  acronym  for  System  for  Electronic  Analysis  and  Re- 
trieval of  Criminal  Histories,  began  on  June  30,  1969.  The  project  was  de- 
signed to  develop  a  prototype  computerized  criminal  justice  information 
system. 

At  present,  having  successfully  developed  and  demonstrated  the  prototype, 
the  15  participating  states— Arizona,  California,  Colorado,  Connecticut,  Florida, 
Illinois,  Maryland,  Michigan,  Minnesota,  New  Jersey,  New  York,  Ohio,  Pennsyl- 
vania, Texas  and  Washington — are  cooperating  with  the  FBI  in  the  develop- 
ment of  an  operational  system  to  be  part  of  the  National  Crime  Information 
Center. 

The  studies  upon  which  the  Model  State  Act  is  based  were  conducted  by  the 
Project  SEARCH  Committee  on  Security  and  Privacy  with  the  continuing  co- 
operation of  all  members  of  the  SEARCH  Project  Group.  This  was  a  logical 
follow-on  of  the  work  of  the  Security  and  Privacy  Committee  and  was  antici- 
pated in  Technical  Report  No.  2: 

"The  committee  is  presently  studying  model  legal  statutes  for  the  participant 
states  and  model  administrative  regulations  for  participant  agencies.  The  con- 
flict and  diversity  of  legal  structures  supporting  the  identification  function  in 
the  various  states  need  to  be  reconciled  for  purposes  of  uniform  requirements 
relating  to  security  and  privacy.  Likewise,  federal  and  state  administrative 
regulations  need  to  be  standardized  so  that  they  are  uniformly  protective  of 
civil  liberties." 

The  Committee's  thrust  to  develop  model  administrative  regulations  contin- 
ues and  they  will  be  prepared  for  publication  in  the  near  future.  This  Model 
Act  is  intended  to  provide  the  legal  framework  within  which  standardized  reg- 
ulations may  be  fostered.  It  is  essential  that  the  Act  be  read  in  conjunction 
with  the  Analysis  and  that  they  be  considered  jointly,  since  the  apparent  rigid- 
ities of  the  Model  Act  are  explained  in  the  Analysis.  Tlie  statute  is  intended 
as  a  model  and  not  a  straight-jacket ;  it  is  intended  to  set  out  general  guide- 
lines, and  not  to  prescribe  specific  organizational  commitments.  Alterations 
may  be  needed  in  each  state  to  take  fully  into  account  local  needs  and  condi- 
tions. Such  adjustments  could  be  made  without  any  serious  reduction  in  the 
protection  given  to  security  and  privacy. 

federal  legislation 

While  the  Security  and  Privacy  Committee  was  busily  engaged  in  developing 
the  Model  State  Act,  Congress  passed  the  following  provision  (the  so-called 
"Mathias  Amendment")  adding  to  the  Safe  Streets  Act: 

"Not  later  than  May  1,  1971,  the  Administration  (LEAA)  shall  submit  to  the 
President  and  to  the  Congress  recommendations  for  legislation  to  promote  the 
integrity  and  accuracy  of  criminal  justice  data  collection,  processing  and  dis- 
semination systems  funded  in  whole  or  in  part  by  the  Federal  Government, 
and  to  protect  the  constitutional  rights  of  all  persons  covered  or  affected  by 
such  systems." 

The  relevance  of  any  such  federal  legislation  to  the  Model  State  Act  is,  of 
course,  quite  obvious,  even  though  there  are  significant  differences  involved.  The 
State  Act  is  concerned  with  criminal  offender  record  information  only,  but  it 
impacts  all  states  and  all  state  and  local  identification   systems   within  the 
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states.  Oil  the  other  hand,  the  recommended  federal  legislation  applies  only  to 
those  systems  funded  by  the  Federal  Government;  however  it  is  not  limited  to 
CFiminal  offender  identification  records  alone,  but  may  include  intelligence  sys- 
tems as  well — indeed  it  may  pertain  to  all  kinds  of  criminal  justice  data  sys- 
tems wherever  federally  funded.  Thus  the  federal  and  state  statutes  should 
ideally  complement  each  other,  working  synactically  toward  common  goals. 

EFFECT  OF  THE  STATUTES 

It  is  likely  that  both  these  efforts  will  have  a  profound  effect  upon  the  secu- 
rity and  privacy  of  criminal  history  records  for  the  following  reasons  : 

1.  There  are  currently  some  jurisdictions  that  provide  criminal  offender  rec- 
ord information  to  private  persons,  sometimes  for  a  fee ; 

2.  Where  there  is  no  legitimate  avenue  presently  available  to  obtain  such 
data,  people  often  attempt  to  obtain  it  by  devious  means.  In  some  of  these 
cases  a  criminal  justice  purpose  might  be  served  by  permitting  access  if  it 
could  be  legally  authorized  ; 

3.  The  fact  that  acceptance  of  Federal  funding  will  be  contingent  upon  meet- 
ing the  stringent  criteria  likely  to  be  promulgated  as  a  result  of  the  so-called 
"Mathias  Amendment",  should  serve  as  a  powerful  stimulus  for  increased  con- 
cern about  security  and  privacy  in  all  criminal  offender  record  systems. 

Thus,  on  the  one  hand,  there  will  be  strenuous  efforts  made  to  prevent  im- 
proper access,  while,  on  the  other  hand,  some  people  and  agencies  now  fore- 
closed from  access  are  likely  to  be  acknowledged  as  appropriately  entitled  to 
obtain  limited  access  to  the  data.  There  should  be,  therefore,  fewer  "leaks"  of 
the  data  to  improper  and  unlawful  recipients  and,  likewise,  fewer  attempts  to 
illegally  penetrate  the  system. 

The  need  to  develop  these  kinds  of  statutes  (both  the  model  state  statute 
and  the  Mathias  Amendment  statute)  has  stimulated  a  great  deal  of  re-exami- 
nation of  past  practices  in  the  field  of  criminal  justice  data  systems.  This  is 
all  to  the  good,  for  as  files  are  computerized,  it  must  be  recognized  that  added 
dimensions  occur  with  the  increase  in  accessibility  and  the  almost  unlimited 
scope  of  responsiveness.  Without  reasonable  security  and  privacy  protections 
we  will  have  less,  not  more,  secure  systems  than  we  had  in  the  past.  However, 
it  appears  that  the  new  emphasis  upon  personal  privacy,  plus  the  almost  uni- 
versal recognition  of  the  need  for  the  most  sophisticated  security  measures 
possible,  is  a  very  healthy  sign. 

Chapter  II 

DRAFTING  PHILOSOPHY 

Strategy 

The  basic  strategic  approach  adopted  by  the  Security  and  Privacy  Commit- 
tee was  a  conscious  afiirmation  that  computerized  criminal  justice  information 
systems  are  essential  for  the  effective  administration  of  criminal  justice  and 
that  such  systems  can  be  developed  and  operated  with  adequate  security 
against  unreasonable  invasions  of  individual  privacy — indeed,  that  they  can  be 
so  developed  and  operated  as  to  provide  new  dimensions  of  personal  freedom 
and  protection  for  civil  liberties  and  constitutional  rights.  The  committee  was 
keenly  aware  that  criminal  justice  operations  today  form  a  large  and  complex 
system  that  spans  geographic,  administrative  and  political  boundaries.  Too  fre- 
quently these  boundaries  become  barriers  to  interaction  and  the  flow  of  infor- 
mation between  the  relatively  autonomous  functioning  units  of  the  criminal 
justice  system.  This  may  be  for  reasons  of  functional  isolation,  geographic  dis- 
tance, financial  conditions,  communications  problems,  and/or  the  complexity 
of  establishing  practical  channels  for  interaction  and  the  flow  of  information, 
among  other  factors. 

SEARCH  was  conceived  for  the  very  purpose  of  assuring  more  effective 
criminal  justice  and  facilitating  information  sharing  between  and  among  crimi- 
nal justice  agencies  through  the  employment  of  modern  technology.  From  its 
very  inception,  the  Project  Group  was  genuinely  concerned  about  security  and 
privacy  ;  indeed,  both  implictly  and  explicitly,  SEARCH  participants  set  forth 
security  and  privacy  as  a  prime  priority. 

The  fundamental  premise  of  the  SEARCH  system  is  to  achieve  a  balance  of 
interest  between  the  need  of  government  to  obtain  information  about  offenders 
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and  government's  responsibility  to  protect  civil  liberties.  Tlie  basic  question  is 
always :  Is  the  information  collected,  stored  and  disseminated  reasonably  re- 
lated to  advancing  the  general  welfare,  health  or  safety  of  society?  A  unified 
information  system  has  untold  economic,  efficiency  and  spatial  advantages  but 
these  are  not  the  primary  considerations.  The  maintenance  of  a  free  society  is 
more  important  than  any  argument  for  efficiency. 

Tactics 

The  tactical  approach  adopted  by  the  Security  and  Privacy  Committee  was  a 
deliberate  effort  to  bring  forth  an  "ideal"  type  of  Act — one  that  would  reflect 
the  highest  possible  standards,  while  at  the  same  time,  retaining  practical  via- 
bility. If  the  statute  was  to  err,  it  was  intentionally  designed  to  err  on  the 
side  of  privacy  protection.  There  was  no  model  of  any  kind  to  guide  the  com- 
mittee, so  every  step  was  a  first  step.  It  was  recognized  that  the  future  suc- 
cess of  any  SEARCH-type  system  depended  to  a  great  extent  upon  the  security 
and  privacy  protection  capabilities  of  the  various  states  and  that  these  must 
be  supported  by  appropriate  legislation. 

There  were  many  problems  and  many  opportunities  in  the  gestation  of  the 
Act. 

The  entire  problem  of  access  was  perhaps  the  most  difficult  security  and  pri- 
vacy problem  to  resolve.  Physical  security  in  a  government  agency  is  pretty 
clear-cut  in  its  implications  and  the  degree  of  physical  security  is  limited  only 
by  the  availability  of  budget  funds.  Similarly,  new  reasonably-priced  message 
scramblers  and  other  communication  devices  are  making  possible  the  preven- 
tion of  surreptitious  sabotage  through  electronic  surveillance.  Personnel  secu- 
rity can  be  obtained  by  upgrading  of  personnel,  careful  prior  screening  and 
on-the-job  supervision — once  again,  a  matter  of  dollars  rather  than  difficult  de- 
cision. When  the  committee  began  to  explore  the  ramifications  of  legal  access — 
indeed  the  whole  spectrum  of  information  security — it  was  faced  with  ques- 
tions that  have  never  really  been  resolved  in  the  past  and  have  too  often  been 
swept  under  the  rug.  Wrestling  with  the  concepts  that  must  be  dealt  with  in 
drafting  a  model  statute  helps  to  define  and  diagnose  problems  that  have 
eluded  satisfactory  solution  over  the  years.  For  the  most  part,  these  center 
about  the  fundamental  issue  of  deciding  to  whom  information  contained  in 
criminal  offender  record  files  should  be  given. 

Which  governmental  agencies  should  be  permitted  access  to  which  data 
items?  All  agencies  to  all  data?  Some  agencies  to  all  data?  Some  to  some? 
Some  to  none?  What  categories  of  nongovernmental  persons  and  organizations 
should  be  permitted  access  to  criminal  justice  records  The  news  media?  "In- 
terested" citizens,  in  the  sense  of  the  usual  public  records  doctrines?  The  sub- 
ject himself?  Can  the  statute  establish  categories  of  data  and  match  them 
with  categories  of  access?  How  about  the  special  problems  of  class  access  in  a 
computerized  system  as  opposed  to  a  search  based  upon  an  individual  identifi- 
cation? These  are  some  of  the  more  obvious  types  of  questions  that  had  to  be 
dealt  with  before  a  viable  model  statute  could  be  drafted. 

The  committee  seized  the  opportunity  to  face  up  to  the  problem  of  indirect 
access  by  noncriminal  justice  government  agencies  and  by  nongovernmental 
agencies  and  individuals  who  are  currently  alleged  to  be  putting  to  good  use 
the  criminal  offender  records  they  receive  from  federal,  state  and  local  crimi- 
nal justice  agencies.  The  "good  use"  is  claimed  to  contribute  to  the  prevention 
of  crime  and,  therefore,  presumably,  serves  appropriate  criminal  justice  pur- 
poses. In  many  jurisdictions  there  are  currently  valid  statutes  requiring  state 
and  municipal  agencies  to  search  fingerprints  and  report  offender  record  infor- 
mation to  a  whole  host  of  noncriminal  justice  agencies.  It  should  be  noted 
that  a  substantial  percentage  of  the  fingerprint  submissions  processed  by  some 
central  state  bureaus,  and  responded  to  with  a  summary  case  history  record, 
are  received  from  other  than  criminal  justice  agencies.  The  wise  use  of  crimi- 
nal offender  information  in  the  applicant/licensee  area  very  likely  helps 
prevent  a  significant  amount  of  crime,  and  to  that  extent,  it  undoubtedly 
serves  society  as  meaningfully  as  when  such  information  is  utilized  in  the 
post-criminal  event  sequence.  The  model  statute  was  drafted  to  take  into  ac- 
count the  "need  to  know"  of  many  fingerprint  contributors  who  are  not  usually 
included  in  any  list  of  criminal  justice  agencies.  By  the  same  token,  the  Act 
contemplates  very  strong  proscriptions  against  access  where  legitimate  crimi- 
nal justice  purposes  cannot  be  clearly  spelled  out. 
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Another  important  consideration  that  was  considered  in  the  model  state  stat- 
ute, and  which  is  particularly  relevant  to  the  anticipated  proliferation  of  di- 
rect on-line  access  terminals,  is  the  distinction  between  primary  users  and 
secondary  users.  Only  primary  users  (criminal  justice  agencies)  would  be  al- 
lowed direct  terminal  access  and  secondary  users  must  receive  their  informa- 
tion in  appropriate  cases  from  the  primary  users. 

Format 

Following  analyses  of  the  various  possible  formats  for  the  model  state  stat- 
ute, the  committee  decided  that  the  realistic  alternatives  were : 

1.  A  statute  which  attempted  to  detail  all  the  specifics  of  a  security  and 
privacy  program  applicable  directly  to  present  and  proposed  systems. 

2.  A  statute  which  created  a  broad  framework  of  objectives  and  goals 
within  which  specific  regulations  would  be  formulated  by  a  continuing  commit- 
tee of  professionals  who  would  audit,  supervise  and  coordinate  system  opera- 
tions. 

A  decision  was  made  to  opt  for  the  more  general  type  of  statute.  Among 
other  considerations  involved  in  this  discussion  was  the  very  real  concern  that 
the  courts  would  interpret  omission  in  the  statute,  of  any  possible  necessary 
element  of  security  and  privacy  as  intentional,  rather  than  an  oversight  or  a 
failure  to  anticipate  future  circumstances.  (Tliis  is  the  legal  doctrine  of  statu- 
tory interpretation — "expressio  unius  est  exclusio  alterius".)  The  rigidity  of 
this  type  of  statute  did  not  commend  it  to  the  committee  members  for  applica- 
tion to  a  fluid  and  dynamic  social  situation  such  as  exists  in  this  area,  partic- 
ularly in  view  of  the  rapidly  evolving  technology  involved. 

Content 

A  very  significant  decision  was  made  by  the  committee  that  the  statute 
would  be  directed  to  all  "criminal  offender  record  information"  files  or  systems 
within  the  state.  A  corollary  decision  was  made  to  limit  the  definition  of 
"criminal  offender  record  information"  to  identification  type  data  and  the  pro- 
posed statute  specifically  excludes  from  the  definition  intelligence,  analytical 
and  investigative  data  and  reports.  The  decision  to  include  all  files  (both  state 
and  local)  within  the  purview  of  the  statute  was  arrived  at  after  agonizing 
for  some  period  of  time  over  the  feasibility  of  earmarking  data  which  had 
been  received  from  an  interstate  source  and  segregating  it  from  the  rest  of  the 
offender  files.  The  decision  to  specifically  exclude  intelligence,  analytical  and 
investigative  data  and  reports  was  based  upon  clarifying  beyond  any  doubt  the 
fact  that  the  statute  was  intended  to  apply  to  identification  files  only.  It  was 
never  the  intent  of  the  drafters  to  prevent  the  development  of  state  and  local 
files,  reports  and  computer  programs  for  intelligence,  modus  operandi,  fraudu- 
lent check,  latent  fingerprint,  or  other  analytical  capabilities,  or  investigative 
programs,  data  and  reports — yet  these  types  of  files  are  often  necessarily  ac- 
cessed by  other  than  name,  fingerprints  or  other  personal  characteristics. 

Logic 

It  is  this  balancing  of  values  that  is  the  essence  of  the  drafting  philosophy 
applied  by  the  committee  to  the  Model  State  Act.  The  committee  sought  to  be 
both  realistic  and  idealistic  in  proper  measure  and  in  a  logical  and  coherent 
manner.  The  Act  is  fashioned  so  as  to  establish  strict  controls  without  being 
arbitrary  or  capricious ;  to  retain  fiexibility  within  the  context  of  salutary  con- 
straints. Such  a  statute  is  a  vital  necessity  at  this  point  in  time. 

Statewide  information  systems,  the  addition  of  computers  and  related  tech- 
nology to  the  identification  process,  the  judicial  interpretation  of  privacy  as  a 
constitutionally -protected  right — all  have  contributed  their  share  to  a  renais- 
sance of  interest  and  support  for  the  adoption  of  measures  to  strengthen  the 
hands  of  administrators  in  the  prevention  of  possible  compromise  of  criminal 
history  records.  It  is  anticipated  that  this  Model  State  Act  will  also  contribute 
to  this  new  enlightenment  and  help  bring  about  the  most  secure  systems  crimi- 
nal justice  has  ever  known. 

Chapter  III 

A  MODEL  STATE  ACT  FOR  CRIMINAL  OFFENDER  RECORD  INFORMATION 

1.  Legislative  Findings  and  Purpose. — The  legislature  finds  and  declares  that 
a  more  effective  administrative  structure  now  is  required  to  control  the  collec- 
tion, storage,  dissemination  and  usage  of  criminal  offender  record  information. 
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These  improvements  in  the  organization  and  control  of  criminal  offender  rec- 
ordkeeping are  imperative  both  to  strengthen  the  administration  of  criminal 
justice  and  to  assure  appropriate  protection  of  rights  of  individual  privacy. 
The  legislature  further  finds  that  vigorous  protection  of  such  rights  of  individ- 
ual privacy  is  an  indispensable  element  of  a  fair  and  effective  system  of  crimi- 
nal offender  recordkeeping.  The  purposes  of  this  Act  are  (1)  to  control  and  co- 
ordinate criminal  offender  recordkeeping  within  this  State;  (2)  to  encourage 
more  efficient  and  uniform  systems  of  criminal  offender  recordkeeping;  (3)  to 
assure  periodic  reporting  to  the  Governor  and  legislature  concerning  such  rec- 
ordkeeping; and  (4)  to  establish  a  more  effective  administrative  structure  for 
the  protection  of  individual  privacy  in  connection  with  .such  recordkeeping. 

2.  Definitions. — For  purposes  of  this  Act,  (a)  "criminal  justice  agencies" 
shall  be  understood  to  include  only  those  public  agencies  at  all  levels  of  gov- 
ernment which  perform  as  their  principal  function  activities  (i)  relating  to 
crime  prevention,  including  research  or  the  sponsorship  of  research;  (ii)  relat- 
ing to  the  apprehension,  prosecution,  adjudication,  or  rehabilitation  of  criminal 
offenders;  or  (iii)  relating  to  the  collection,  storage,  dissemination  or  usage  of 
criminal  offender  record  information. 

(b)  "criminal  offender  record  information"  shall  be  understood  to  include 
records  and  data  compiled  by  criminal  justice  agencies  for  purposes  of  identi- 
fying criminal  offenders  and  of  maintaining  as  to  each  such  offender  a  sum- 
mary of  arrests,  pretrial  proceedings,  the  nature  and  disposition  of  criminal 
charges,  sentencing,  rehabilitation  and  release.  Such  information  shall  be  un- 
derstood to  be  restricted  to  that  recorded  as  the  result  of  the  initiation  of 
criminal  proceedings  or  of  any  consequent  proceedings  related  thereto.  It  shall 
be  understood  not  to  include  intelligence,  analytical  and  investigative  reports 
and  files,  nor  statistical  records  and  reports  in  which  individuals  are  not  iden- 
tified and  from  which  their  identities  are  not  ascertainable. 

(c)  "interstate  systems"  shall  be  understood  to  include  all  agreements,  ar- 
rangements and  systems  for  the  interstate  transmission  and  exchange  of  crimi- 
nal offender  record  information.  Such  systems  shall  be  understood  not  to 
include  recordkeeping  systems  in  the  state  maintained  or  controlled  by  any 
state  or  local  agency,  or  group  of  such  agencies,  even  if  such  agencies  receive 
or  have  received  information  through,  or  otherwise  participate  or  have  partici- 
pated in,  systems  for  the  interstate  exchange  of  criminal  offender  record  infor- 
mation. 

(d)  "state"  shall  be  understood  to  mean,  unless  otherwise  expressly  indi- 
cated, this  state. 

3.  Relationship  to  Other  Statutes. —  (a)  In  the  event  of  conflict,  this  Act 
shall  to  the  extent  of  the  conflict  supersede,  except  as  provided  in  subsection 
(b),  all  existing  statutes  which  regulate,  control  or  otherwise  relate,  directly 
or  by  implication,  to  the  collection,  storage,  dissemination  or  usage  of  criminal 
offender  records.  So  far  as  consistent  with  this  Act,  the  [state  administrative 
code  shall  govern  the  transactions  and  proceedings  conducted  pursuant  to  this 
Act]. 

(b)  Not  withstanding  the  provisions  of  the  subsection  (a),  this  Act  shall  not 
be  understood  to  alter,  amend  or  supersede  the  statutes  and  rules  of  law 
which  govern  the  collection,  storage,  dissemination  or  usage  of  records  concern- 
ing juvenile  or  youthful  offenders. 

4.  Criminal  Offender  Records  Control  Committee — (a)  The  Criminal  Offender 
Records  Control  Committee  (hereinafter  the  Committee)  is  established  to 
regulate  the  collection,  storage,  dissemination  and  usage  of  criminal  offender 
record  information.  The  Committee  shall  be  composed  of  persons  representing 
the  following  state  and  local  criminal  justice  agencies  :  [. . 

.].  The  Committee's  Chairman  shall  be  appointed  by 


[the  Governor]  and  shall  serve  at  his  pleasure.  The  Committee  may  apiwint 
and  fix  the  compensation  of  a  staff  director,  a  legal  counsel  and  such  other 
staff  personnel  as  it  may  from  time  to  time  deem  appropriate. 

(b)  The  Committee  may  coordinate  its  activities  with  those  of  any  inter- 
state systems  for  the  exchange  of  criminal  offender  record  information,  may 
nominate  one  or  more  of  its  members  to  serve  upon  the  council  or  committee 
of  any  such  system,  and  may  participate  when  and  as  it  deems  appropriate  in 
any  such  system's  activities  and  programs. 

(c)  The  Committee  shall  adopt  such  regulations  as  it  finds  appropriate  to 
carry  out  its  functions  under  this  Act. 
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(d)  The  Committee  may  conduct  such  inquiries  and  investigations  as  it  finds 
appropriate  to  carry  out  its  functions  under  this  Act.  It  may  for  this  purpose 
request  any  agency  that  maintains,  or  has  received,  or  that  is  eligible  to  main- 
tain or  receive  criminal  offender  records  to  produce  for  inspection  statistical 
data,  reports  and  other  information  concerning  the  collection,  storage,  dissemi- 
nation and  usage  of  criminal  offender  record  information.  Each  such  agency  is 
authorized  and  directed  to  provide  such  data,  reports,  and  other  information. 

(e)  The  Committee  shall  report  annually  to  the  Governor  and  legislature 
concerning  the  collection,  storage,  dissemination  and  usage  in  this  state  of 
criminal  offender  record  information.  The  Governor  or  legislature  may  require 
such  additional  reports  as  they  deem  desirable. 

5.  Security  and  Privacy  Council. —  (a)  [The  Governor]  shall  appoint  a  Secu- 
rity and  Privacy  Council  (hereinafter  the  Council),  consisting  of  a  chairman 
and  not  more  than  eight  members,  to  conduct  a  continuing  study  and  review  of 
questions  of  individual  privacy  and  system  security  in  connection  with  the 
collection,  storage,  dissemination  and  usage  of  criminal  offender  record  infor- 
mation. In  appointing  the  Council,  [the  Governor]  shall  seek  such  representa- 
tives of  the  general  public,  state  and  local  government,  and  the  criminal  jus- 
tice community  as  may  be  expected  to  express  fairly  and  vigorously  the 
various  interests  involved.  The  Council's  Chairman  and  members  shall  serve  at 
[the  Governor's]  pleasure.  The  Council  may  appoint  and  fix  the  compensation 
of  a  staff  director,  a  legal  counsel  and  such  other  staff  personnel  as  it  may 
from  time  to  time  deem  appropriate.  The  Council  shall  meet  at  the  call  of  the 
Governor,  its  Chairman,  or  any  three  of  its  members  to  carry  out  its  responsi- 
bilities under  Section  11  of  this  Act,  to  study  the  privacy  and  security  implica- 
tions of  criminal  offender  records,  or  to  formulate  recommendations  concerning 
their  collection,  storage,  dissemination  or  usage.  Each  Council  member  shall  be 
entitled  to  reimbursement  for  actual  and  necessary  expenses  incurred  in  the 
performance  of  official  duties. 

(b)  The  Council  may  conduct  such  inquiries  and  investigations  as  it  finds 
appropriate  to  achieve  the  purposes  of  this  Act.  The  Committee,  each  criminal 
justice  agency  in  this  state,  and  each  state  and  local  agency  otherwise  author- 
ized access  to  criminal  offender  record  information  is  authorized  and  directed 
to  furnish  to  the  Council,  upon  request  made  by  its  Chairman,  such  statistical 
data,  reports,  and  other  information  as  the  Council  deems  necessary  to  carry 
out  its  functions  under  this  Act. 

(c)  The  Council  shall  report  annually  to  the  Governor  and  legislature  con- 
cerning both  its  responsibilities  under  Section  11  and  other  questions  of  pri- 
vacy and  security  in  connection  with  the  collection,  storage,  dissemination  and 
usage  of  criminal  offender  record  information.  It  may  make  such  additional  re- 
ports and  recommendations  as  it  deems  appropriate  to  carry  out  its  functions 
under  this  Act. 

(d)  The  Council  may  nominate  one  or  more  of  its  members  to  serve  upon 
any  similar  council  or  committee  connected  with  any  interstate  system  for  the 
exchange  of  criminal  offender  record  information,  and  may  participate  when 
and  as  it  deems  appropriate  in  the  activities  of  any  such  system. 

6.  Data  Verification  and  Purging. —  (a)  The  Committee  shall  adopt  regula- 
tions creating  a  continuing  program  of  data  auditing  and  verification  to  assure 
the  accuracy  and  completeness  of  criminal  offender  record  information. 

(b)  The  Committee  shall  adopt  regulations  to  assure  the  prompt  and  com- 
plete ptirging  of  criminal  record  information,  insofar  as  such  purging  is  re- 
quired. 

(i)   by  any  statute  or  valid  administrative  regulation  of  this  state; 
(ii)   by  the  order  of  any  court  of  competent  jurisdiction  in  this  state ; 
(iii)   by  the  law  of  any  other  jurisdiction,  where  the  data  or  records  in 
question  have  originated  in  that  jurisdiction ; 

(iv)   to  correct  any  errors  shown  to  exist  in  such  information ; 
(v)  to  achieve  any  of  the  purposes  of  this  Act,  to  improve  the  eflSciency 
of  criminal  offender  recordkeeping,  or  otherwise  to  promote  the  fair  and 
efficient  administration  of  criminal  justice. 

7.  System  Security. —  (a)  The  Committee  shall  adopt  regulations  to  assure 
the  security  of  criminal  offender  record  information  from  unauthorized  disclo- 
sures at  all  levels  of  operation  in  this  state. 

(b)  The  Committee  shall  cause  to  be  initiated  for  employees  of  all  agencies 
that  maintain,  receive,  or  are  eligible  to  maintain  or  receive  criminal  offender 
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record  information  a  continuing  educational  program   in  the  proper  use  and 
control  of  such  information. 

8.  Access. —  (a)  Criminal  offender  record  information  shall  be  disseminated, 
whether  directly  or  through  any  intermediary,  only  to  (i)  criminal  justice 
agencies  and  (ii)  such  other  individuals  and  agencies  as  are,  or  may  subse- 
quently be,  authorized  access  to  such  records  by  statute.  The  Committee  shall 
issue  regulations  to  assure  that  such  information  shall  be  disseminated  only  in 
situations  in  which  it  is  demonstrably  required  by  the  individual  or  agency  for 
purposes  of  its  statutory  responsibilities. 

(b)  It  shall  be  the  Committee's  responsibility  to  determine  whether  each 
agency  requesting  access  to  criminal  offender  record  information  is  authorized 
such  access  under  the  terms  of  this  Act.  The  Committee  shall,  as  to  each  such 
agency,  make  a  finding  in  writing  of  its  eligibility  or  noneligibility  for  such  ac- 
cess. Except  as  provided  in  subsection  (c)  of  this  section,  no  such  information 
shall  be  disseminated  to  any  agency  prior  to  the  Committee's  determination  of 
its  eligibility  or,  in  cases  in  which  the  Committee's  decision  is  appealed  under 
Section  12  of  this  Act,  prior  to  the  final  judgment  of  a  court  of  competent  ju- 
risdiction that  the  agency  is  so  eligible. 

(c)  For  a  period  of  [six  months]  following  the  adoption  of  this  Act,  or  until 
such  time  as  the  Committee  completes  its  determination  of  the  eligibility  or 
non-eligibility  for  access  of  a  requesting  agency,  whichever  first  occurs,  any 
such  requesting  agency  that  is  receiving  criminal  offender  record  information 
at  the  time  of  this  Act's  passage  shall  be  deemed  to  be  eligible  for  such  ac- 
cess. 

(d)  Each  agency  holding  or  receiving  criminal  offender  record  information 
shall  maintain,  for  such  period  as  is  found  by  the  Committee  to  be  appropri- 
ate, a  listing  of  the  agencies  to  which  it  has  released  or  communicated  such 
information.  Such  listings,  or  reasonable  samples  thereof,  may  from  time  to 
time  be  reviewed  by  the  Committee,  Council,  or  any  of  their  staff  members  to 
determine  whether  this  Act  or  any  applicable  regulations  have  been  violated. 

(e)  Dissemination  from  any  agency  in  this  state  of  criminal  offender  record 
information  shall,  except  for  purposes  of  programs  of  research  approved  under 
Section  9,  and  with  the  further  exception  of  instances  in  which  a  warrant  has 
been  obtained  in  accordance  with  subsection  (f)  of  this  section,  be  permitted 
only  if  the  inquiry  is  based  upon  name,  fingerprints  or  other  personal  identify- 
ing characteristics.  The  Committee  shall  issue  regulations  to  prevent  dissemi- 
nation of  such  information,  except  in  the  above  situations,  where  inquiries  are 
based  upon  categories  of  offense  or  data  elements  other  than  name,  fingerprint- 
sor  other  personal  identifying  characteristics. 

(f)  Notwithstanding  the  provisions  of  subsection  (e),  access  to  criminal 
offender  record  information  on  the  basis  of  data  elements  other  than  personal 
identifying  characteristics  shall  be  permissible  if  the  criminal  justice  agency 
seeking  such  access  has  first  obtained  from  a  (magistrate,  judge  or  justice)  a 
class  access  warrant.  Such  warrants  may  be  issued  as  a  matter  of  discretion 
by  a  (magistrate,  judge  or  justice  of  any  court  of  this  state)  in  cases  in  which 
probable  cause  has  been  shown  that  (i)  such  access  is  imperative  for  purposes 
of  the  criminal  justice  agency's  investigational  or  other  responsibilities,  and 
(ii)  the  information  sought  to  be  obtained  is  not  reasonably  available  from 
any  other  source  or  through  any  other  method.  A  summary  of  each  request  for 
such  a  warrant,  together  with  a  statement  of  its  disposition,  shall  within 
ninety  days  of  disposition  be  furnished  the  Committee. 

9.  Research. —  (a)  The  Committee  shall  issue  regulations  to  govern  the  usage 
in  this  state  of  criminal  offender  record  information  for  purposes  of  programs 
of  research.  Such  regulations  shall  require  preservation  of  the  anonymity  of 
the  individuals  to  whom  such  information  relates,  shall  require  the  completion 
of  nondisclosure  agreements  by  all  participants  in  such  programs,  and  shall 
impose  such  additional  requirements  and  conditions  as  the  Committee  finds  to 
be  necessary  to  assure  the  protection  of  privacy  and  security  interests. 

(b)  The  Committee  may  monitor  any  such  programs  to  assure  .satisfaction 
both  of  the  requirements  of  this  Act  and  of  any  applicable  regulations.  The 
Committee  may,  if  it  determines  either  that  such  requirements  have  not  been 
satisfied  or  that  a  program's  continuance  otherwise  threatens  privacy  or  secu- 
rity interests,  prohibit  access  on  behalf  of  any  such  program  to  criminal  of- 
fender record  information. 
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(c)  Any  state  or  local  agency  may  request  the  Committee  to  evaluate  any 
proposed  program  of  reseai'ch  and  to  offer  recommendations  concerning  its  con- 
sistency with  the  purposes  and  requirements  of  this  Act. 

10.  interstate  Systems  for  the  Exchange  of  Criminal  Offender  Record  Infor- 
mation.—  (a)  The  Committee  shall  regulate  the  participation  by  all  state  and 
local  agencies  in  any  interstate  system  for  the  exchange  of  criminal  offender 
record  information,  and  shall  be  responsible  to  assure  the  consistency  of  such 
participation  with  the  terms  and  purposes  of  this  Act.  The  Committee  shall 
have  no  authority  to  compel  any  agency  to  participate  in  any  such  interstate 
system. 

(b)  Direct  access  to  any  such  system  shall  be  limited  to  such  criminal  jus- 
tice agencies  as  are  expressly  designated  for  that  purpose  by  the  Committee. 
Where  any  such  system  employs  telecommunications  access  terminals,  the  Com- 
mittee shall  limit  the  number  and  placement  of  such  terminals  to  those  for 
which  adequate  security  measures  may  be  taken  and  as  to  which  the  Commit- 
tee may  impose  appropriate  supervisory  regulations. 

11.  Rights  of  Access  and  Challenge. —  (a)  Each  individual  shall  have  the 
right  to  inspect  criminal  offender  record  information  located  within  this  state 
which  refers  to  him.  If  an  individual  believes  such  information  to  be  inaccur- 
ate or  incomplete,  he  may  request  the  agency  having  custody  or  control  of  the 
records  to  purge,  modify  or  supplement  them.  Should  the  agency  decline  to  so 
act,  or  should  the  individual  believe  the  agency's  decision  to  be  otherwise  un- 
satisfactory, the  individual  may  in  writing  request  review  by  the  Council.  The 
Council,  its  representative  or  agent  shall,  in  each  case  in  which  it  finds  prima 
facie  basis  for  complaint,  conduct  a  hearing  at  which  the  individual  may  ap- 
pear with  counsel,  present  evidence,  and  examine  and  cross-examine  witnesses. 
Written  findings  and  conclusions  shall  be  issued.  Should  the  record  in  question 
be  found  to  be  inaccurate,  incomplete  or  misleading,  the  Council  shall  order  it 
to  be  appropriately  purged,  modified  or  supplemented  by  an  explanatory  nota- 
tion. Each  agency  or  individual  in  the  state  with  custody,  possession  or  control 
of  any  such  record  shall  promptly  cause  each  and  every  copy  thereof  in  its 
custody,  possession  or  control  to  be  altered  in  accordance  with  the  Council's 
order.  Notification  of  each  such  deletion,  amendment  and  supplementary  nota- 
tion shall  be  promptly  disseminated  by  the  Committee  to  any  individuals  or 
agencies  to  which  the  records  in  question  have  been  communicated,  as  well  as 
to  the  individual  whose  records  have  been  ordered  so  altered. 

(b)  Agencies  at  which  criminal  offender  records  are  sought  to  be  inspected 
may  prescribe  reasonable  hours  and  places  of  inspection,  and  may  impose  such 
additional  restrictions,  including  fingerprinting,  as  are  reasonably  necessary 
both  to  assure  the  record's  security  and  to  verify  the  identities  of  those  who 
seek  to  inspect  them. 

12.  Appeal. — Any  individual  or  agency  aggrieved  by  any  order  or  decision  of 
the  Committee  or  Council  may  appeal  such  order  or  decision  to  the  [trial 
court]  in  the  county  in  which  he  is  resident  or  in  which  the  Council,  the  Com- 
mittee, their  representative  or  agent  issued  the  order  or  decision  from  which 
the  individual  or  agency  appeals.  The  court  shall  in  each  such  case  conduct  a 
de  novo  hearing,  and  may  order  such  relief  as  it  finds  to  be  required  by 
equity. 

13.  Civil  Liability. —  (a)  Any  person  may  institute  a  civil  action  for  damages 
or  to  restrain  any  violation  of  this  Act,  or  both.  Should  it  be  found  in  any 
such  action  that  there  has  occurred  a  willful  violation  of  this  Act,  the  violator 
shall,  in  addition  to  any  liability  for  such  actual  damages  as  may  be  shown,  be 
liable  for  exemplary  damages  of  not  less  than  one  hundred  and  not  more  than 
one  thousand  dollars  for  each  such  violation,  together  with  costs  and  reasona- 
ble attorneys'  fees  and  disbursements  incurred  by  the  person  bringing  the 
action. 

(b)  If,  in  any  civil  action  alleging  the  publication  or  dissemination  of  crimi- 
nal offender  records,  it  is  found  that  the  provisions  of  this  Act  or  of  any 
regulations  issued  thereunder  with  respect  to  the  communication  or  dissemina- 
tion of  such  records  have  been  violated,  the  violator  shall  not  be  entitled  to 
claim  any  privilege,  absolute  or  qualified,  as  a  defense  thereto. 

14.  Criminal  Penalties. — Any  person  who  willfully  requests,  obtains  or  seeks 
to  obtain  criminal  offender  record  information  under  false  pretenses,  or  who 
willfully  communicates  or  seeks  to  communicate  criminal  offender  record  infor- 
mation to  any  agency  or  person  except  in  accordance  with  this  Act,  or  any 
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member,  officer,  employee  or  agent  of  the  Committee,  the  Council  or  any  par- 
ticipating agency,  or  any  person  connected  with  any  research  program  author- 
ized pursuant  to  Section  9,  who  willfully  falsifies  criminal  offender  record  in- 
formation, or  any  records  relating  thereto,  shall  for  each  such  offense  l)e  fined 
[not  more  than  five  thousand  dollars,  or  imprisoned  in  the  state  penitentiary 
not  more  than  two  years,  or  both].  Any  person  who  knowingly,  but  without 
criminal  purpose,  communicates  or  seeks  to  communicate  criminal  offender  rec- 
ord information  except  in  accordance  with  this  Act  shall  for  each  such  offense 
be  fined  [not  more  than  one  hundred  dollars,  or  imprisoned  not  more  than  ten 
days,  or  both]. 

15.  [Authorisation  of  Appropriations.] 

Chapter  IV 

SECTION-BY-SECTION  ANALYSIS  OF  THE  MODEL  STATE  ACT 

Section  1.  Legislative  Findings  and  Purpose 

This  legislation  is  designed  to  improve  the  organization,  coordination  and 
control  of  criminal  offender  recordkeeping.  It  establishes  an  administrative 
structure  which  is  intended  to  emphasize  strongly  the  mutually  dependent 
goals  of  system  security  and  individual  privacy.  The  development  of  proce- 
dures which  provide  vigorous  protection  for  individual  rights  of  privacy,  while 
at  the  same  time  strengthening  the  recordkeeping  capabilities  of  criminal  jus- 
tice agencies,  will  assure  a  more  credible  and  useful  criminal  offender  record- 
keeping system.  Moreover,  it  seems  clear  that  interstate  systems  for  the 
exchange  of  criminal  offender  records  will  shortly  be  organized,  and  standards 
to  protect  privacy  and  security  may  be  most  effectively  and  easily  formulated 
early  in  the  developmenlj  of  such  systems. 

This  statute  has  its  origin  chiefly  in  recommendations  contained  in  Project 
SEARCH  Technical  Report  No.  2.  Additional  information  pertinent  to  these  is- 
sues is  included  in  the  Report. 

Section  2.  Definitions 

It  should  be  emphasized  that  "criminal  offender  record  information",  as  de- 
fined in  subsection  (b),  essentially  includes  only  information  traditionally  re- 
corded in  the  form  of  rap  sheets.  This  statute  is  not  intended  to  regulate  either 
other  sensitive  forms  of  criminal  justice  records,  such  as  intelligence, 
analytical  and  investigative  files,  or  purely  statistical  files  and  records  in 
which  individuals  are  not  identified  and  from  which  their  identities  are  not  as- 
certainable. 

Section  3.  Relationship  to  other  statutes 

The  second  sentence  of  subsection  (a),  which  contains  a  reference  to  state 
administrative  codes,  is  applicable  only  to  those  states  which  already  have 
such  a  code.  It  should,  of  course,  be  deleted  by  the  legislatures  of  other  states. 
Subsection  (b)  assumes  the  existence  of  a  discrete  system  of  rules  for  the  con- 
trol of  records  concerning  juvenile  and  youthful  offenders.  The  phrasing  of 
this  subsection  may  have  to  be  altered  to  conform  to  local  usage. 

Section  4-  Criminal  Offender  Records  Control  Committee 

The  Committee  is  intended  to  set  privacy  and  security  standards,  promulgate 
regulations,  and  generally  to  be  responsible  for  controlling  the  operation  of  the 
recordkeeping  system.  It  is  intended  to  be  a  coordinating  body,  drawing  to- 
gether criminal  justice  agencies  which  already  are  engaged  in  the  collection, 
storage,  dissemination  and  usage  of  criminal  offender  records.  It  is  not  in- 
tended as  a  heavy  administrative  structure,  superimposed  upon  existing  agen- 
cies, but  instead  as  a  working  group  of  representatives  of  those  agencies. 

We  recommend  that  certain  categories  of  criminal  justice  agencies  should  in 
every  state  be  represented  on  the  Committee.  These  agencies  include  the  state 
identification  bureau,  the  state  police.  Local  police  (both  from  municipalities  of 
various  sizes  and  from  rural  and  suburban  areas),  and  sheriffs  in  those  states 
in  which  they  have  law  enforcement  functions.  In  addition,  representatives  of 
certain  other  agencies  should  be  included  on  the  Committee.  These  agencies  in- 
clude those  concerned  with  probation,  parole  and  corrections,  the  state  crimi- 
nal justice  planning  agency,  the  prosecutorial  agencies,  and  an  administrative 
representative  of  the  state's  court  system. 
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It  must  be  emphasized  again  that  this  is  intended  only  as  a  model,  which 
will  require  revision  in  light  of  local  usage  and  circumstances.  The  Act  re- 
quires the  creation  of  a  committee  to  govern  the  organization  of  criminal  of- 
fender recordlveeping  because  we  believe  that  this  will,  in  most  states,  most 
effectively  accommodate  the  various  needs  and  interests  of  criminal  justice 
agencies.  Nonetheless,  some  states  may  find  that  a  single  administrator,  armed 
with  the  authority  given  here  to  the  Committee,  will  be  the  more  eflScient  and 
effective  arrangement.  Where  this  is  found  to  be  true,  we  see  no  objection  to 
the  substitution.  Moreover,  it  should  be  understood  that  the  system  suggested 
here  for  the  appointment  and  removal  of  Committee  members  is  only  illustra- 
tive. Some  states  may  find  that  other  arrangements  conform  more  closely  to 
local  needs  and  circumstances. 

Although  the  Model  Act  does  not  specify  the  size  of  the  Committee,  we  sug- 
gest that  a  reasonably  small  Committee,  with  no  more  than  12  to  15  members, 
would  function  most  efficiently  and  effectively. 

The  Act  declares  that  the  Committee's  Chairman  shall  be  appointed  by  the 
Governor.  Some  states  may  prefer  to  have  the  Committee's  Chairman  ap- 
pointed by  the  Governor  with  the  advice  and  consent  of  the  upper  legislative 
chamber.  Still  other  states  may  prefer  the  Committee's  Chairman  to  be  ap- 
pointed by  an  executive  officer  other  than  the  Governor. 

Section  5.  The  security  and  privacy  council 

The  Council  is  chiefly  an  advisory  body,  designed  to  represent  the  interests 
of  both  the  criminal  justice  community  and  the  general  public.  Its  members 
should  be  broadly  representative  both  of  the  community  and  of  the  relevant  in- 
terests. Some  states  may  wish  to  include,  either  at  the  Governor's  discretion  or 
as  a  matter  of  statutory  obligation,  representatives  of  the  legislature  and  of 
state  and  local  executive  authorities.  It  is  hoped  that  this  body  will  create  and 
maintain  greater  public  confidence  in  criminal  justice  recordkeeping.  The  Coun- 
cil is  intended  to  be  sensitive  to  problems  that  the  public,  or  some  portions  of 
the  public,  may  think  exist  in  the  recordkeeping  system,  to  identify  and  exam- 
ine the  system's  deficiencies,  and  to  offer  prompt  and  appropriate  recommenda- 
tions for  the  correction  of  those  deficiencies.  The  Council  has  also  been  given 
responsibility  for  the  evaluation  of  individual  complaints  that  criminal  of- 
fender records  are  inaccurate  or  otherwise  misleading. 

Here  again,  it  should  be  emphasized  that  the  mechanics  of  the  Council's  ap- 
pointment and  removal,  as  they  are  described  here,  are  intended  only  to  be  il- 
lustrative. These  procedures  may  be  readily  varied  to  conform  to  local  usage 
and  circumstances. 

Section  6.  Data  verification  and  purging 

(a)  It  is  important  both  for  the  effective  operation  of  criminal  justice  agen- 
cies and  for  the  fair  administration  of  justice  that  records  containing  criminal 
offender  information  be  entirely  accurate.  It  is  hoped  that  the  Committee  will 
adopt  the  most  modern  and  thorough  methods  possible  to  maintain  their  accu- 
racy, including  (1)  provisions  for  systematic  auditing  of  records  by  participat- 
ing agencies,  to  assure  that  those  records  have  been  regularly  and  properly  up- 
dated, and  (2)  periodic  programs  of  employee  re-education. 

(b)  This  subsection  is  designed  chiefly  to  implement  existing  law.  Except  in 
situations  in  which  errors  have  been  detected,  purging  is  required  only  if  it  is 
now  authorized  by  state  law.  The  Committee  could,  however,  permissibly  un- 
dertake further  purging  if  it  deems  such  purging  to  be  desirable  for  any  of  the 
purposes  listed  in  (v). 

Nonetheless,  it  is  strongly  recommended  that  both  the  Council  and  the  Com- 
mittee promptly  undertake  careful  studies  of  the  usefulness  of  various  purging 
provisions.  In  particular,  they  should  consider  whether  either  or  both  of  the 
following  purging  rules  would  be  desirable.  First,  it  might  be  required  that 
records  of  arrests  which  do  not  terminate  in  convictions  should  be  completely 
purged.  A  variant,  already  adopted  in  some  states,  would  be  to  purge  such  ar- 
rest records  only  in  situations  in  which  the  arrested  person  has  not  previously 
been  convicted  of  any  crime.  Second,  it  might  be  required  that  records  with  re- 
spect to  individuals  who  are  unlikely  in  the  future  to  engage  in  criminal  con- 
duct should  be  purged.  A  decision  that  an  individual  is  unlikely  to  engage  in 
future  criminal  conduct  might  be  based  upon  the  individual's  age,  health,  pat- 
tern of  recent  behavior,  or  the  length  of  time  since  the  individual  was  last  in- 
volved in  any  criminal  justice  proceeding.  This  second  rule  presents  particu- 
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larly  complex  and  difficult  factual  issues,  to  which  the  Council  and  Committee 
should  give  full  and  careful  study.  We  emphasize,  however,  that  questions  of 
purging  are  of  major  significance  both  for  rights  of  privacy  and  for  the 
efficiency  of  criminal  offender  recordkeeping,  and  they  thus  warrant  urgent  at- 
tention. 

Section  7.  System  Security 

Technical  questions  of  computer,  physical  and  personnel  security  are  exam- 
ined in  Chapter  4  of  SEARCH  Technical  Report  No.  2.  Additional  information 
is  contained  in  the  report  from  which  that  chapter  was  extracted. 

Section  8.  Access 

It  is  the  purpose  of  subsections  (a)  and  (b)  to  limit  access  to  criminal  of- 
fender record  unformation  to  (1)  criminal  justice  agencies  and  (2)  non-crimi- 
nal justice  agencies,  if  the  latter  are  now  authorized  by  statute  to  receive  such 
information.  Non-criminal  justice  agencies  have  been  included  because  under 
existing  law  in  many  states  they  are  now  permitted  direct  or  indirect  access  to 
criminal  offender  record  information.  We  strongly  recommend,  however,  that 
state  legislature  should  carefully  re-evaluate  each  such  situation  to  determine 
whether  such  access  is  in  fact  necessary  and  desirable.  It  is  essential  both  for 
the  success  of  the  system  and  to  assure  proper  adherence  to  security  and  pri- 
vacy standards  that  access  to  criminal  offender  record  information  should  not 
be  permitted  non-criminal  justice  agencies  without  clear  and  compelling  evi- 
dence of  public  need. 

Dissemination  of  criminal  offender  record  information  should  be  permitted 
only  when  inquiry  is  made  by  name,  fingerprints  or  other  personal  identifying 
characteristics.  Dissemination  of  criminal  offender  record  information  accessed 
by  categories  of  offense,  or  on  any  basis  other  than  personal  identifying  char- 
acteristics, should  be  forbidden,  except  for  limited  research  purposes  or  under 
the  authority  of  a  specific  court  order.  The  latter  is  modeled  on  the  provisions 
which  now  govern  wiretapping  and  electronic  eavesdropping.  It  is  intended  to 
interpose  the  judgment  of  an  impartial  magistrate  to  control  the  usage  of  an 
investigative  method  that  may,  if  misused,  create  important  hazards  for  indi- 
vidual privacy  rights.  It  should  be  emphasized  again  that  this  Act  does  not 
prevent  intra-agency  freedom  of  access,  nor  does  it  reach  or  affect  analytical 
and  investigative  files.  The  references  to  magistrates,  judges  and  justices 
should  be  revised  to  conform  to  local  usage  with  respect  to  judicial  officers 
authorized  to  issue  warrants. 

Section  9.  Research 

Research  involving  criminal  offender  record  information  should  be  closely 
monitored  to  prevent  any  violation  of  individual  privacy  rights.  The  Committee 
should  promulgate  regulations  that  would  (1)  preserve  the  anonymity  of  the 
records'  subjects,  (2)  shield  research  data  by  a  stringent  security  system,  (3) 
require  nondisclosure  forms,  and  (4)  limit  the  use  of  criminal  offender  records 
to  legitimate,  qualified  researchers  engaged  in  verified  projects. 

Section  10.  Interstate  systems  for  the  exchange  of  o^ender  record  information 

This  section  is  responsive  to  problems  illustrated  by  the  SEARCH  demon- 
stration system  and  by  the  similar  interstate  system  that  may  be  expected 
soon  to  develop.  The  rules  it  contains  are  applicable  only  to  such  interstate 
systems.  Direct  access  to  such  systems  should  be  strictly  controlled  and  lim- 
ited. In  particular,  non-criminal  justice  agencies  should  under  all  circum- 
stances be  denied  direct  access  to  such  systems,  and  the  number  even  of  crimi- 
nal justice  agencies  shall  be  closely  limited  to  those  which  necessarily  and 
plainly  require  such  access.  Criminal  justice  agencies  for  which  direct  access 
would  be  merely  a  relatively  minor  convenience,  such  as  agencies  engaged  ex- 
clusively in  research,  should  be  denied  such  access. 

Section  11.  Rights  of  access  and  challenge 

It  is  imperative  that  rights  of  access  and  challenge  should  be  given  to  those 
persons  whose  criminal  records  are  contained  in  the  system.  Such  rights  will 
help  to  guarantee  the  accuracy  of  criminal  offender  records,  to  prevent  unnec- 
essary injuries  to  individual  citizens,  and  moreover  will  help  to  create  wider 
public  confidence  in  the  fairness  and  accuracy  of  the  recordkeeping  system. 
These  purposes  are  particularly  served  by  giving  the  Council  authority  to  re- 
view and  decide  complaints  concerning  alleged  omissions  and  inaccuracies  in 
criminal  offender  records. 
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We  recommend  that  no  fees  or  charges  should  be  imposed  for  the  inspection 
of  records  or  the  institution  of  proceedings  before  the  Council.  Nonetheless,  the 
Act's  provisions  are  not  intended  to  prevent  the  imposition  of  reasonable 
charges,  based  upon  actual  costs,  if  individual  states  believe  such  charges  to  be 
necessary. 

We  recognize  that  the  obligation  to  notify  agencies  to  vehich  records  have 
previously  been  communicated  if  any  alterations  in  those  records  may  be 
thought  to  involve  heavy  administrative  burdens.  Nonetheless,  it  should  be  un- 
derstood that  this  is  essential  to  assure  the  accuracy  of  criminal  offender  rec- 
ords and  hence  the  fairness  of  the  recordkeeping  system.  Further,  it  should  be 
observed  that  as  a  practical  matter  the  notification  obligation  will  be  limited 
to  the  time  period  selected  by  the  Committee  for  purposes  of  Section  8(d). 

Section  12.  Appeal 

Each  state  should  include  an  appropriate  reference  to  its  own  system  of 
trial  courts. 

Section  13.  Civil  liability 

The  exemplary  damages  are  recommended  figures  which  may  be  adjusted  to 
conform  to  local  Irules  and  statutes. 

Section  IJ^.  Criminal  penalties 

The  criminal  penalties  are  recommended  figures  which  may  be  adjusted  by 
each  state  to  conform  to  its  other  statutory  provisions.  It  is,  however,  intended 
that  willful  violations  of  the  Act  should  be  regarded  as  serious  criminal  offenses, 
for  which  substantial  penalties  should  be  imposed. 

Section  15.  Authorization  of  appropriations 

Each  legislature  should  adopt  here  the  form  of  words  customarily  used  by  it 
for  these  purposes. 


Technical  Memorandum  No.  4,  "Model  Administrative  Regulations 
For  Criminal  Offender  Record  Information,"  March  1972 

Chapter  I 

introduction 

This  report  is  designed  to  serve  as  a  reference  and  as  the  medium  for  the 
promulgation  of  the  Project  SEARCH  Model  State  Administrative  Regulations 
For  Criminal  Offender  Record  Information.  While  this  pioneering  document 
should  have  the  effect  of  enhancing  the  efficiency  of  criminal  offender  record 
keeping  within  the  various  states  that  adopt  some  or  all  of  its  provisions,  the 
primary  purpose  of  the  Model  State  Act  is  to  provide  guidelines  for  security 
and  privacy  protection. 

The  report  completes  a  trilogy  which  began  with  "Security  and  Privacy  Con- 
siderations in  Criminal  History  Information  Systems,"  (Technical  Report  No. 
2,  July,  1970,  Project  SEARCH)  and  was  followed  by  "A  Model  State  Act  For 
Criminal  Offender  Record  Information,"  (Technical  Memorandum  No.  3  May, 
1971,  Project  SEARCH.)  While  this  completes  the  trilogy  in  the  sense  that  it 
is  a  follow-on  of  the  Model  State  Act,  and  is  indeed  designed  specifically  to 
supplement  the  Model  State  Act  by  providing  Model  State  Administrative  Reg- 
ulations that  can  be  employed  by  the  Criminal  Offender  Records  Control  Com- 
mittee established  in  the  Act,  it  is  anticipated  that  this  will  be  but  the  third 
document  in  a  series  of  four.  The  final  document  of  the  entire  series  will  be 
solely  devoted  to  matters  of  security  and  privacy  as  they  relate  to  physical, 
personnel,  communications  and  computer  security.  It  is  anticipated  that  this 
document  will  be  available  for  publication  in  the  spring  of  1972. 

This  particular  report  consists  of:  (1)  An  Introduction;  (2)  The  Model 
State  Administrative  Regulations;  (3)  An  Analysis  Section;  and  (4)  A  Bibli- 
ography. 

BACKGROUND 

Project  SEARCH,  an  acronym  for  System  for  Electronic  Analysis  and  Re- 
trieval of  Criminal  Histories,  began  on  June  30,  1969.  The  Project  was  de- 
signed to  develop  a  prototype  computerized  criminal  justice  information 
system.  At  present,  having  successfully  developed  and  demonstrated  the  proto- 
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type,  the  20  participating  states  are  cooperating  with  the  FBI  in  the  develop- 
ment of  an  operational  system  to  he  part  of  the  National  Crime  Information 
Center.  The  FBI  NCIC/CCH  became  operational  in  February  of  1971,  utiliz- 
ing the  research  developments  that  had  been  pioneered  in  Project  SEARCH. 

The  studies  upon  which  the  "Model  State  Administrative  Regulations  For 
Criminal  Offender  Record  Information"  are  based  were  conducted  by  the  Proj- 
ect SEARCH  Committee  on  Security  and  Privacy  with  the  continuing  coopera- 
tion of  all  members  of  the  SEARCH  group.  This  document  is  a  follow-on  of 
the  work  of  the  Security  and  Privacy  Committee  and  was  anticipated  in  Tech- 
nical Report  No.  2  and  also  in  the  Model  State  Act. 

As  was  true  with  its  predecessors,  the  dedicated  work  of  the  Committee 
members  has  produced  another  innovation  in  public  administration.  Just  as  the 
FBI  Security  and  Confidentiality  doctrine  and  the  many  bills  currently  being 
introduced  into  Congress  to  protect  privacy  drew  upon  the  distilled  wisdom  of 
Project  SEARCH,  so  we  may  anticipate  that  state  and  local  administrative 
regulations  for  criminal  offender  record  information  will  be  shaped  by  this 
document.  All  who  so  generously  contributed  their  thoughts  and  experience 
through  long  months  of  dialogue  and  decision  have  every  reason  to  be  proud 
of  the  product  of  their  deliberations.  When  the  final  document  is  added  to 
round  out  the  entire  effort.  Project  SEARCH  will  have  made  a  landmark  con- 
tribution to  the  literature  of  criminal  justice  administration  that  will  stand  as 
a  classic  in  its  field  for  many  years. 

Although  these  Model  State  Administrative  Regulations  represent  advanced 
thinking  and  call  for  changes  in  policy  and  procedures  to  provide  privacy  pro- 
tection, they  are  intensely  practical  guidelines  and  should  be  implemented  in 
whole  or  in  part  as  soon  as  possible.  Attention  should  be  given  to  the  entire 
document.  It  is  essential  that  these  Model  State  Administrative  Regulations  be 
read  in  conjunction  with  the  Analysis  Section,  which  immediately  follows  the 
Regulations  themselves. 

It  is  not  only  essential  that  the  Regulations  be  read  in  conjunction  with  the 
Analysis,  but  also  that  they  be  considered  jointly.  As  explained  in  the  Analy- 
sis, it  is  not  possible  when  providing  a  set  of  Model  Regulations  such  as  this, 
to  try  to  cover  all  possible  contingencies  and  there  are,  of  necessity,  special 
considerations  that  have  to  be  adopted  by  individual  states  to  account  for  local 
needs  and  conditions. 

FEDERAL  LEGISLATION 

At  the  time  that  the  Security  and  Privacy  Committee  was  engaged  in  devel- 
oping these  Regulations  an  Administration  bill  was  introduced  in  Congress  by 
Senator  Hruska  (Senate  Bill  2546).  It  is  very  significant  in  terms  of  its  im- 
pact upon  all  those  states  that  have  received  funding  from  the  federal  govern- 
ment to  assist  their  criminal  justice  information  systems.  Broad  powers  are 
given  to  the  Attorney  General  to  establish  regulations  for  the  protection  of  pri- 
vacy under  the  Hruska  Bill. 

It  may  well  be  that  many  of  the  Regulations  that  are  presented  in  this  docu- 
ment will  be  adopted  by  the  Attorney  General.  It  is  an  historical  fact  that  the 
NCIC  Computerized  Criminal  History  Security  and  Confidentiality  doctrine  was 
based  upon  the  prior  work  of  the  Security  and  Privacy  Committee  of  Project 
SEARCH,  and  indeed  so  have  provisions  such  as  that  relating  to  the  right  of 
a  person  to  see  his  own  criminal  record  which  are  now  in  the  Hruska  Bill. 
Many  of  the  more  advanced  concepts  in  Senate  Bill  2546  have  been  adopted  al- 
most verbatim  from  the  Security  and  Privacy  documents  of  Project  SEARCH. 
It  is  not  known  at  this  time  how  successful  this  bill  will  be  in  the  Congress. 
There  is  no  doubt  that  it  is  going  to  be  the  subject  of  considerable  controversy 
because  of  its  tremendous  delegation  of  powers  to  the  Attorney  General ;  how- 
ever, the  intent  of  this  legislation  and  many  other  bills  now  being  considered 
by  Congress  appear  to  be  consistent  with  these  Regulations. 

THE  CONTROVEBSY  OVER  DEDICATED  COMPUTEES 

There  is  an  enormous  problem  which  looms  upon  the  horizon  at  this  time — 
the  controversy  over  dedicated  computers.  The  position  of  Director  Hoover  was 
stated  by  him  on  March  17,  1971 : 

"If  law*  enforcement  or  other  criminal  justice  agencies  are  to  be  responsible 
for  the  confidentiality  of  the  information  in  computerized  systems,  then  they 
must  have  complete  management  control  of  the  hardware  and  the  people  who 
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use  and  operate  the  system.  These  information  systems  should  be  limited  to 
the  function  of  serving  the  criminal  justice  community  at  all  levels  of  govern- 
ment, local,  state  and  federal." 

Subsequent  to  this  declaration  by  the  Director,  the  Attorney  General  made  a 
somewhat  less  dogmatic  statement  ccmcerning  the  use  of  computers  by  law  en- 
forcement. As  a  result,  the  provisions  of  the  NCIC/CCH  Security  and  Confi- 
dentiality document  speak  not  about  totally  dedicated  computers,  but  about 
computers  under  the  "management  control"  of  a  criminal  justice  agency  au- 
thorized as  a  state  control  agency. 

During  the  gestation  of  these  Regulations  there  were  extended  discussions  of 
this  problem  which  were  ultimately  resolved  by  the  artful  language  contained 
in  Regulation  10.  It  is  very  likely  that  in  this  instance,  as  in  so  many  others, 
the  wisdom  of  Project  SEARCH  will  ultimately  prevail. 

USE  AND  DISSEMINATION   AGREEMENTS 

As  a  requirement  for  participation  in  the  FBI  NCIC/CCH  program,  all 
state  control  terminals  have  been  obliged  to  contract  by  written  agreement  to 
abide  by  all  rules,  policies  and  procedures  of  the  NCIC  as  approved  by  the 
NCIC  Advisory  Policy  Board.  In  turn,  of  course,  state  control  terminals  should 
execute  similar  agreements  with  other  state  and  municipal  terminal  users.  The 
contracts  will  be  an  integral  part  of  the  future  of  information  systems.  It  is 
obvious  how  relevant  are  these  Model  State  Administrative  Regulations  to  this 
and  the  many  other  critical,  and  in  some  cases,  very  controversial  develop- 
ments occurring  in  the  criminal  justice  community. 

The  Security  and  Privacy  Committee  and  the  members  of  Project  SEARCH 
commend  this  document  to  you  and  to  all  who  are  concerned  with  personal 
privacy  in  criminal  justice. 

Chapter  II 

MODEL  STATE  ADMINISTRATIVE  REGULATIONS  FOR  CRIMINAL  OFFENDER  RECORD 

INFORMATION 

/.  Definitions 

For  purposes  of  these  regulations, 

(a)  the  terms  "criminal  offender  record  information"  and  "criminal  justice 
agencies"  shall  be  understood  to  have  the  meanings  given  them  by  section  2  of 
the  Model  State  Act ; 

(b)  the  "Council"  and  "Committee"  shall  respectively  be  understood  to  mean 
the  Security  and  Privacy  Council  and  the  Criminal  Offender  Records  Control 
Committee,  as  created  by  the  Model  State  Act. 

(c)  the  term  "purge"  shall  be  understood  to  encompass  both  "close"  and  "ex- 
punge" ; 

(d)  the  term  "close"  shall  be  understood  to  mean  the  retention  of  files,  rec- 
ords or  information  subject  to  such  restrictions  upon  access  to  and  dissemina- 
tion of  such  files,  records  or  information  as  are  required  by  these  regulations ; 
and 

(e)  the  term  "expunge"  shall  be  understood  to  mean  the  physical  destruction 
of  files,  records  or  information. 

2.  Rules  of  evidence  and  procedure 

Except  as  otherwise  provided  in  these  regulations  or  in  any  applicable  statu- 
tory provisions,  or  except  as  a  majority  of  the  Committee  may  otherwise  de- 
cide, the  rules  of  evidence  and  procedure  applicable  to  any  hearings  or  inquir- 
ies conducted  by  the  Committee  or  Council  shall  be  those  in  use  for  civil 
proceedings  in  the  courts  of  this  state  at  the  time  of  the  hearing  or  inquiry. 

3.  Limitation  to  this  State 

Except  as  otherwise  provided  in  these  regulations  or  in  any  applicable  statu- 
tory provision,  these  regulations  shall  be  applicable  only  within  this  state,  and 
all  references  to  criminal  justice  agencies  shall,  unless  otherwise  provided,  be 
understood  to  mean  such  agencies  organized  and  operating  under  the  laws  of 
this  state. 

i.  Juvenile  offender  records 

Nothing  in  these  regulations,  except  insofar  as  it  is  expressly  otherwise  pro- 
vided, shall  be  understood  to  alter  or  supplement  the  rules  which  govern  the 
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collection,  maintenance,  dissemination  and  use  of  juvenile  offender  records.  In- 
sofar as  such  juvenile  offender  records  are  made  part  of  an  individual's  crimi- 
nal offender  record  information,  tliey  shall  remain  suhject  to  the  rules  and  reg- 
ulations which  would  govern  them  as  juvenile  offender  records. 

5.  Eligibility  for  access  to  criminal  offender  record  information 

(a)  Unless  certified  as  a  qualified  criminal  justice  agency  by  the  Committee, 
each  agency  in  this  state  that  wishes  access  to  criminal  offender  record 
information  shall  in  writing  request  the  Committee  to  make  a  finding  of  its  el- 
igibility for  such  access  under  section  8  of  the  Model  State  Act.  The  Commit- 
tee shall  promptly  make  and  issue  written  findings  as  to  each  such  agency's 
eligibility  or  non-eligibility  for  such  access.  All  findings  shall  be  made  by  ma- 
jority vote  of  the  Committee.  Upon  request  by  the  agency  or  any  other  inter- 
ested party,  or  upon  the  Committee's  own  motion,  the  Committee  may  conduct 
public  hearings  at  which  it  may  receive  evidence  and  hear  statements  and  ar- 
guments from  any  interested  parties. 

(b)  Criminal  offender  record  information  may  be  disseminated  to  federal 
agencies  and  the  agencies  of  other  states  and  jurisdictions  only  if  they  are 
criminal  justice  agencies,  within  the  meaning  of  the  Model  State  Act. 

6.  Security 

It  shall  be  the  responsibility  of  each  criminal  justice  agency  to  formulate 
methods  and  procedures  to  assure  the  continuing  security  of  criminal  offender 
record  information  in  its  custody  or  under  its  control.  The  Committee,  with 
such  advice  and  recommendations  from  the  Council  as  it  may  wish  to  offer, 
may  require  any  modifications  or  additions  to  these  methods  and  procedures 
that  the  Committee  finds  necessary  for  full  and  prompt  compliance  with  this 
regulation. 

7.  The  content  of  criminal  offender  record  information 

(a)  In  accordance  with  the  Model  State  Act,  criminal  offender  record  infor- 
mation shall  be  understood  to  be  confined  to  that  generally  contained  in  "rap 
sheets."  That  is  to  say,  such  information  shall  be  confined  to  a  recording  of 
personal  identifying  facts  and  of  the  results  of  an  arrested  individual's  move- 
ment through  tile  various  formal  stages  of  the  criminal  justice  process,  from 
arrest  through  trial,  if  any,  disposition  and  release.  Intelligence  data  and  in- 
formal or  subjective  comments  regarding  an  individual's  behavior  or  attitudes 
shall  not  be  understood  to  be  criminal  offender  record  information. 

(b)  The  data  elements  included  in  criminal  offender  record  information 
shall  include  the  following  identification,  offense  and  disposition  data  ele- 
ments: [Data  elements  as  described  and  listed  in  Project  SEARCH  Technical 
Report  No.  1,  January,  1970,  entitled  "Standardized  Data  Elements  In  Crimi- 
nal History  Files."] 

8.  Training  of  system-  personnel 

All  persons  involved  in  the  direct  oiJeration  of  a  criminal  offender  record  in- 
formation system  shall  receive  a  total  of  not  less  than  ly^  hours,  and  all  im- 
mediate supervisors  of  such  persons  shall  receive  a  total  of  not  less  than  15 
hours  of  approved  instruction  concerning  the  proper  use  and  control  of  crimi- 
nal offender  record  information  and  related  systems.  Instruction  may  be  of- 
fered by  any  agency  or  facility,  provided  that  the  course  of  instruction,  mate- 
rials and  qualifications  of  instructors  have  been  reviewed  and  approved  by  the 
Committee.  Each  such  operator  or  supervisor  shall  begin  to  attend  such  a 
course  of  instruction  witliin  a  reasonable  period  of  time  after  assignment  to 
the  criminal  offender  record  information  system. 

9.  Public  education 

The  Committee  shall  conduct  an  appropriate  program  of  public  education 
concerning  the  purposes,  proper  use  and  control  of  criminal  offender  record  in- 
formation. It  may  make  available  upon  request  facilities,  materials  and  person- 
nel for  the  purpose  of  educating  the  public  about  the  purposes,  proper  use  and 
control  of  criminal  offender  record  information. 

10.  Segregation  of  computerized  files  and  their  linkage  to  intelligence  files 

(a)  All  criminal  offender  record  information  should  be  stored  in  a  computer 
dedicated  solely  to  criminal  justice  users. 
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(b)  However,  where  this  is  not  immediately  possible,  efforts  should  continue 
towards  the  goal  of  a  dedicated  computer. 

(c)  Where  existing  limitations  temporarily  prevent  the  use  of  a  solely  dedi- 
cated computer,  the  portion  of  the  computer  used  by  the  criminal  justice 
system  shall  be  under  the  management  control  of  a  criminal  justice  agency 
and  shall  be  dedicated  in  the  following  manner : 

(1)  Files  shall  be  stored  on  the  computer  in  such  a  manner  that  they  cannot 
be  modified,  destroyed,  accessed,  changed,  or  overlaid  in  any  fashion  by  non- 
criminal justice  terminals. 

(2)  The  senior  criminal  justice  agency  employee  in  charge  of  computer  oper- 
ations shall  write  and  install,  or  cause  to  have  written  and  installed,  a  pro- 
gram that  will  prohibit  inquiry,  tile  updates  or  destruction  from  any  terminal 
other  than  criminal  justice  system  terminals  which  are  so  designated.  The  de- 
struction of  files  shall  be  limited  to  specifically  designated  terminals  under  the 
management  control  of  the  criminal  justice  agency  responsible  for  maintaining 
the  files. 

(3)  The  senior  criminal  justice  agency  employee  in  charge  of  computer  oper- 
ations shall  write  and  install,  or  cause  to  have  written  and  installed,  a  classi- 
fied program  to  detect  and  store  for  classified  output  all  attempts  to  penetrate 
any  criminal  offender  record  information  system,  program  or  file.  This 
program  shall  be  known  only  to  the  senior  criminal  justice  agency  control  em- 
ployee and  his  immediate  assistant  and  the  records  of  such  program  shall  be 
kept  continuously  under  maximum  security  conditions.  No  other  persons,  in- 
cluding staff  and  repair  personnel,  shall  be  permitted  to  know  this  program. 

(d)  Linkage  to  intelligence  files. 

(1)  Criminal  offender  record  files  may  be  linked  to  intelligence  files  in  such 
a  manner  that  an  intelligence  inquiry  from  a  criminal  justice  terminal  can 
trigger  a  printout  of  the  subject's  criminal  offender  record  information. 

(2)  A  criminal  offender  record  inquiry  response  shall  not  include  informa- 
tion which  indicates  that  an  intelligence  file  exists. 

11.  Research  use  of  criminal  offender  record  information 

(a)  The  decision  whether  such  programs  of  research  should  be  permitted  ac- 
cess to  criminal  offender  record  information  belongs  to  the  criminal  justice 
agency  with  custody  or  control  of  the  information. 

(b)  Each  criminal  justice  agency  shall  formulate  methods  and  procedures  to 
assure  compliance  with  the  requirements  of  the  Model  State  Act  and  of  this 
regulation  with  respect  to  the  use  of  criminal  offender  record  information  for 
purposes  of  any  program  of  behavorial  or  other  research,  whether  such  pro- 
grams are  conducted  by  a  criminal  justice  agency  or  by  any  other  agency  or 
person.  The  Committee,  with  such  advice  and  recommendations  from  the  Coun- 
cil as  it  may  wish  to  offer,  may  require  any  modifications  or  additions  to  these 
methods  and  procedures  that  the  Committee  finds  necessary  for  full  and 
prompt  compliance  with  the  Model  State  Act  and  this  regulation. 

(c)  In  any  case  in  which  a  criminal  justice  agency  elects  to  request  that  the 
Committee  offer  its  recommendations  as  to  whether  a  particular  research  pro- 
gram should  be  i>ermitted  access  to  criminal  offender  record  information,  the 
Committee  shall  request  the  Council  also  to  submit  its  recommendations. 

(d)  The  Committee  shall  recommend  to  a  criminal  justice  agency  that  a 
particular  research  program  should  be  permitted  access  to  criminal  offender 
record  information  only  if  it  finds  that  any  threats  to  individual  privacy  cre- 
ated by  the  program 

(1)  have  been  minimized  by  methods  and  procedures  reasonably  calculated 
to  prevent  injury  or  embarrassment  to  individuals  and 

(2)  are  clearly  outweighed  by  the  advantages  for  the  criminal  justice  sys- 
tem that  may  reasonably  be  expected  to  result  if  the  program  is  permitted. 

(e)  The  decision  of  any  criminal  justice  agency  to  permit  or  not  to  permit 
any  program  of  research  shall  not  be  binding  upon  any  other  criminal  justice 
agency,  whether  or  not  that  decision  has  been  made  after  recommendations 
from  the  Committee  have  been  obtained. 

(f)  The  following  requirements  shall  be  applicable  to  all  such  programs  of 
research,  and  each  criminal  justice  agency  shall  be  responsible  for  their  full 
and  prompt  implementation : 

(1)  In  no  case  shall  criminal  offender  record  information  furnished  under 
the  Model  State  Act  for  purposes  of  any  program  of  research  be  used  to  the 
detriment  of  the  persons  to  whom  such  information  relates. 
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(2)  In  no  case  shall  criminal  offender  record  information  furnished  under 
the  Model  State  Act  for  purposes  of  any  program  of-  research  be  used  for  any 
other  purpose ;  nor  shall  such  information  be  used  for  any  program  of  research 
other  than  that  authorized  and  approved  by  the  criminal  justice  agency  in 
question. 

(3)  Each  participant  and  employee  of  every  program  of  research  authorized 
access  to  criminal  offender  record  information  shall,  prior  to  having  such  ac- 
cess, fully  and  completely  execute  a  nondisclosure  agreement  approved  by  the 
Committee. 

(4)  In  every  case,  the  authorization  for  access  to  criminal  offender  record 
information  shall  assure  the  criminal  justice  agency  full  and  complete  rights 
to  monitor  the  program  of  research  to  assure  compliance  with  the  Model  State 
Act  and  this  regulation.  Such  monitoring  rights  shall  include  the  right  of  the 
Committee,  its  agents  or  employees  to  audit  and  review  such  monitoring  activi- 
ties and  also  to  pursue  its  own  monitoring  activities. 

(5)  Each  such  program  of  research  shall  preserve  the  right  of  the  Commit- 
tee and  the  criminal  justice  agency  involved  to  examine  and  verify  the  data 
generated  as  the  result  of  the  program,  and,  if  a  material  error  or  omission  is 
found  to  have  occurred,  to  order  that  the  data  not  be  released  for  any  purposes 
unless  corrected  to  the  satisfaction  of  the  agency  or  Committee. 

12.  Purging  of  criminal  offender  recard  information 

(a)  Criminal  offender  record  information  shall  be  designated  as  "closed"  or 
"expunged"  in  the  circumstances  and  with  the  consequences  described  below. 

(1)  Upon  formal  application  received  from  the  individual  or  formal  notice 
received  by  a  criminal  justice  agency  from  another  criminal  justice  agency 
that  an  arrest  for  a  criminal  offense  has  legally  terminated  in  a  decision  in 
favor  of  the  arrestee,  unless  another  criminal  action  or  proceeding  is  pending 
against  the  arrested  individual,  or  unless  the  arrested  individual  has  pre- 
viously been  convicted  in  this  or  another  jurisdiction  in  the  United  States  of  a 
criminal  offense  which  would  in  this  state  be  deemed  a  crime,  each  and  every 
copy  of  any  criminal  offender  record  information  collected  or  recorded  in  any 
criminal  identification  files  as  the  result  of  that  arrest,  including  fingerprints 
and  photographs,  shall  be  marked  "closed"  and  not  reopened  for  any  reason, 
except,  upon  request  of  the  arrested  individual  made  within  sixty  days  of  final 
disposition,  such  records  shall  be  returned  to  that  individual.  At  the  end  of 
sixty  days  from  final  disposition,  such  records  as  to  which  no  such  request  has 
been  received  shall  be  "expunged"  from  the  system. 

(2)  (i)  Where  an  individual  has  been  convicted  of  an  offense  which  would  in 
this  state  be  deemed  a  serious  crime,  has  for  a  period  of  ten  years  not  been 
imprisoned  after  conviction  of  such  offense  by  any  criminal  justice  agency  in 
this  or  any  other  jurisidction  in  the  United  States,  not  been  subject  to  the  con- 
trol of  parole  or  probation  authorities  in  this  or  any  other  jurisdiction  in  the 
United  States,  and  not  been  convicted  in  this  or  another  jurisdiction  in  the 
United  States  of  a  criminal  offense  which  would  in  this  state  be  deemed  a 
crime,  and  is  not  currently  imder  indictment,  in  custody  to  answer  for  a  crime, 
or  the  subject  or  an  arrest  warrant  by  any  criminal  justice  agency  in  this  or 
another  ji;risdiction  in  the  United  States,  each  and  every  copy  in  this  state  of 
any  criminal  offender  record  information  relating  to  that  individual  in  any 
criminal  identification  file  shall  be  designated  and  marked  as  "closed".  Where 
no  conviction  results,  periods  of  elapsed  time  while  the  individual  was  vmder 
indictment,  in  custody  to  answer  for  a  crime,  or  the  subject  of  an  arrest  war- 
rant shall  be  included  in  the  computation  of  the  ten  year  period  provided  in 
this  section.  In  automated  criminal  offender  record  information  systems,  such 
"closing"  of  records  shall  occur  annually.  In  manual  criminal  offender  record 
information  systems,  "closing"  shall  be  deemed  effective  at  the  exact  instant 
subsequent  access  is  requested,  or  prior  thereto  upon  formal  request  of  the  indi- 
vidual concerned,  or  upon  formal  request  from  another  criminal  justice  agency. 

(2)  (ii)  Where  an  individual  has  been  convicted  of  an  offense  which  would 
in  this  state  be  deemed  a  less  serious  crime,  has  for  a  period  of  five  years  not 
been  imprisoned  after  conviction  of  such  offense  by  an  criminal  justice  agency 
in  this  or  any  other  jurisdiction  in  the  United  States,  not  been  subject  to  the 
control  of  parole  or  probation  authorities  in  this  or  any  other  jurisdiction  in 
the  United  States,  and  not  been  convicted  in  this  or  another  jurisdiction  in  the 
United  States  of  a  criminal  offense  which  would  in  this  state  be  deemed  a 
crime,  and  is  not  currently  under  indictment,  in  custody  to  answer  for  a  crime, 
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or  the  subject  of  an  arrest  warrant  by  any  criminal  justice  agency  in  this  or 
another  jurisdiction  in  the  United  States,  each  and  every  copy  in  this  state  of 
any  criminal  offender  record  information  relating  to  that  individual  in  any 
criminal  identification  tile  shall  be  desiirnated  and  marked  as  "closed".  Where 
no  conviction  results,  periods  of  elapsed  time  while  the  individual  was  under 
indictment,  in  custody  to  answer  for  a  crime,  or  the  subject  of  an  arrest  war- 
rant shall  be  included  in  the  computation  of  the  five  year  period  provided  in 
this  section.  In  automated  criminal  offender  record  information  systems,  such 
"closing"  of  records  .shall  occur  annually.  In  manual  criminal  offender  record 
information  systems,  "closing"  shall  be  deemed  effective  at  the  exact  instant 
subsequent  access  is  requested,  or  prior  thereto  upon  formal  request  of  the  indi- 
vidual concerned,  or  uix)n  formal  request  from  another  criminal  justice  agency. 

(2)  (iii)  Records  designated  "clo.'^ed"  under  (i)  and  (ii)  shall  be  held  in  con- 
fidence and  shall  not  be  made  available  for  review  or  dissemination  by  any 
individual  or  agency  except  as  follows : 

(A)  where  necessary  for  in-house  custodial  activities  of  the  recordkeep- 
ing agency  or  for  the  regulatory  responsibilities  of  the  Committee ; 

(B)  where  the  information  is  to  be  used  for  statistical  compilations 
and/or  research  studies,  in  which  the  individual's  identity  is  not  di.sclosed 
and  from  which  it  is  not  ascertainable  ; 

(C)  where  the  individual  to  whom  the  information  relates  seeks  to  exer- 
cise rights  of  access  and  review  under  the  Model  State  Act ; 

(D)  where  neces.sary  to  permit  the  adjudication  under  the  Model  State 
Act  of  any  claim  by  the  individual  to  whom  the  information  relates  that  it 
is  misleading,  inaccurate  or  incomplete ; 

(E)  where  a  statute  of  this  state  necessitates  inquiry  into  criminal  of- 
fender record  information  beyond  the  five  and  ten  year  limitations. 

In  instances  encompassed  by  (A)  through  (E)  above,  the  information  shall  be 
available  for  review  and  dissemination  only  for  such  time  and  to  such  extent 
as  may  be  necessary  for  the  purposes  described. 

(3)  Where  information  has  been  designated  as  "closed"  in  accordance  with 
paragraphs  (2)  (i)  or  (2)  (ii)  above,  and  the  individual  involved  is  subse- 
quently arrested  for  a  crime,  such  records  shall  be  deemed  reopened  for  pur- 
poses only  of  the  subsequent  investigation,  prosecution  and  disposition  of  that 
offense.  If  the  arrest  does  not  terminate  in  a  conviction  for  a  crime,  the  rec- 
ords shall  be  reclosed.  If  such  a  conviction  does  result,  the  records  shall  re- 
main open  and  available  for  dissemination  and  usage  until  such  time  as  the 
requirements  of  this  regulation  are  satisfied. 

(4)  Where  the  laws  or  regulations  of  another  jurisdiction  in  the  United 
States  require  the  "closing"  or  "expunging"  of  criminal  offender  record  infor- 
mation, and  where  such  criminal  offender  record  information  has  been  supplied 
or  disseminated  to  criminal  justice  agencies  in  this  state,  such  criminal  of- 
fender record  information  shall  be  physically  destroyed  if  required  to  be  "ex- 
punged", or  if  required  to  be  "closed"  they  shall  be  designated  and  marked  as 
"closed"  and  treated  in  accordance  with  the  requirements  of  (2)  (iii)  above. 
Information  shall  not  be  "expunged"  or  designated  as  "closed"  under  this 
subsection  until  the  Committee  or  a  criminal  justice  agency  in  this  state  has 
received  proper  notification  from  the  other  jurisdiction  that  "expunging"  or 
"closing"  is  required  under  the  laws  or  regulations  of  that  other  jurisdiction. 
Proper  notification  shall  for  these  purposes  be  understood  to  mean  notice  in 
writing  over  the  signature  of  an  authorized  official  or  officer  of  the  other  juris- 
diction. 

(5)  Where  the  Council,  its  agent  or  representative  orders  the  alteration  of 
criminal  offender  record  information,  that  order  may  include  a  requirement 
that  the  information  be  designated  as  "closed"  and  treated  in  accordance  with 
(2)    (iii)  above. 

(6)  Where  any  statute  or  valid  administrative  regulation  of  this  state,  or 
the  judgment  of  any  court  of  competent  jurisdiction  in  this  state,  requires  the 
purging  of  criminal  offender  record  information,  that  information  shall  be  "ex- 
punged", designated  as  "closed",  or  returned  to  the  individual,  as  the  statute, 
regulation  or  judgment  may  require. 

(b)  It  shall  be  the  responsibility  of  each  criminal  justice  agency  promptly  to 
give  notice  to  the  Committee  of  any  criminal  offender  record  information  "ex- 
punged" or  designated  as  "closed"  under  the  provisions  of  this  regulation,  in- 
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eluding  notice  of  tlie  specific  provision  under  which  the  designation  was  made. 
The  Committee  or  criminal  justice  agency  involved  shall  cause  notices  of  such 
criminal  offender  record  information  to  be  periodically  disseminated  to  crimi- 
nal justice  agencies  in  the  state.  See  Regulation  15,  infra.  Each  criminal  jus- 
tice agency  which  has  previously  disseminated  such  criminal  offender  record 
information  to  any  non-criminal  justice  agency  within  this  state,  or  any  crim- 
inal justice  agency  in  another  jurisdiction,  shall  promptly  give  notice  to  such 
agencies  that  the  information  has  been  "expunged"  or  has  been  designated  as 
"closed". 

(c)  It  shall  be  the  responsibility  of  each  criminal  justice  agency  to  formu- 
late methods  and  procedures  to  assure  its  continuing  satisfaction  of  the  re- 
quirements of  this  regulation.  The  Committee,  with  such  advice  and  recommen- 
dations from  the  Council  as  it  may  wish  to  offer,  may  require  any 
modifications  or  additions  to  these  methods  and  procedures  that  the  Committee 
finds    necessary    for    full    and    prompt    compliance    with    this    regulation. 

13.  Individual' s  right  to  review  criminal  offender  record  information 

(a)  Pursuant  to  the  Model  State  Act,  each  individual  shall  have  the  right  to 
review  criminal  offender  record  information  relating  to  him.  Each  criminal 
justice  agency  in  this  state  with  custody  or  control  of  criminal  offender  record 
information  shall  make  available  facilities  and  personnel  necessary  to  permit 
such  reviews.  Such  reviews  shall  be  conducted  in  accordance  with  the  follow- 
ing procedures. 

(b)  Such  reviews  shall  occur  only  within  the  facilities  of  a  criminal  justice 
agency  and  only  under  the  supervision  and  in  the  presence  of  a  designated  em- 
ployee or  agent  of  a  criminal  justice  agency.  The  files  and  records  made  avail- 
able to  the  individual  shall  not  be  removed  from  the  premises  of  the  criminal 
justice  agency. 

(c)  Such  reviews  may  at  the  discretion  of  each  criminal  justice  agency  be 
limited  to  ordinary  daylight  business  hours. 

(d)  Such  reviews  shall  be  permitted  only  after  proper  verification  that  the 
requesting  individual  is  the  subject  of  the  criminal  offender  record  information 
which  he  seeks  to  review.  Each  criminal  justice  agency  shall  require  finger- 
printing for  this  purpose.  Upon  presentation  of  a  sworn  authorization  from  the 
individual  involved,  together  with  proof  of  identity,  an  individual's  attorney 
may  be  permitted  to  examine  the  criminal  offender  record  information  relating 
to  the  individual. 

(e)  A  record  of  each  such  review  shall  be  maintained  by  each  criminal  jus- 
tice agency  by  the  completion  and  preservation  of  Committee  Form  No.  1. 
Each  such  form  shall  be  completed  and  signed  by  the  supervisory  employee  or 
agent  present  at  the  review.  The  reviewing  individual  shall  be  asked,  but  may 
not  be  required,  to  verify  by  his  signature  the  accuracy  of  the  criminal  of- 
fender record  information  he  has  reviewed.  The  form  shall  include  a  recording 
of  the  name  of  the  reviewing  individual,  the  date  of  the  review,  and  whether 
or  not  any  exception  was  taken  to  the  accuracy,  completeness  or  contents  of 
the  information  reviewed. 

(f )  The  reviewing  individual  may  make  a  written  summary  or  notes  in  bis 
own  handwriting  of  the  information  reviewed,  and  may  take  with  him  such 
copies.  Such  individuals  may  not,  however,  take  any  such  copy  that  might  rea- 
sonably be  confused  with  the  original.  Criminal  justice  agencies  are  not  re- 
quired to  provide  equipment  for  copying. 

(g)  Each  reviewing  individual  shall  be  informed  of  his  rights  of  challenge 
under  the  Model  State  Act.  Each  such  individual  shall  be  informed  that  he 
may  submit  written  exceptions  as  to  the  information's  contents,  completeness 
or  accuracy  to  the  criminal  justice  agency  with  custody  or  control  of  the  infor- 
mation. Should  the  individual  elect  to  submit  such  exceptions,  he  shall  be  fur- 
nished Committee  Form  No.  2.  The  individual  shall  record  any  such  exceptions 
on  the  form.  The  form  shall  include  an  affirmance,  signed  by  the  individual  or 
his  legal  representative,  that  the  exceptions  are  made  in  good  faith  and  that 
they  are  to  the  best  of  the  individual's  knowledge  and  belief  true.  One  copy  of 
the  form  shall  be  forwarded  to  the  review  officer  of  the  crinimal  justice 
agency  in  question.  An  officer  shall  be  designated  for  that  purpose  in  each 
criminal  justice  agency.  A  second  copy  of  the  form  shall  be  forwarded  to  the 
Committee.  The  criminal  justice  agency  shall  in  each  case  cause  to  be  con- 
ducted an  audit  of  the  individual's  criminal  offender  record  information  appro- 
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priate  to  determine  the  accuracy  of  the  exceptions.  The  Committee  and  the  in- 
dividual shall  be  informed  in  writing  of  the  results  of  the  audit.  Committee 
Form  No.  3  may  be  used  for  this  purpose.  Should  the  audit  disclose  inaccura- 
cies or  omissions  in  the  information,  the  criminal  justice  agency  shall  cause 
appropriate  alterations  or  additions  to  be  made  to  the  information,  and  shall 
cause  notice  of  such  alterations  or  additions  to  be  given  to  the  Committee,  the 
individual  involved,  and  any  other  agencies  in  this  or  any  other  jurisdiction  to 
which  the  criminal  offender  record  information  has  previously  been  dissemi- 
nated. 

14.  Challenges  to  the  accuracy  or  completeness  of  criminal  offender  record  in- 
fonnation 

(a)  Any  person  who  believes  that  criminal  offender  record  information 
which  refers  to  him  is  inaccurate,  incomplete  or  misleading  may  request  any 
criminal  justice  agency  in  this  state  with  custody  or  control  of  the  information 
to  purge,  modify  or  supplement  that  information.  See  section  13  (g)  of  these 
regulations.  Should  the  agency  decline  so  to  act,  or  should  the  individual  be- 
lieve the  agency's  decision  to  be  otherwise  unsatisfactory,  the  individual  may 
request  review  by  the  Council. 

(b)  Such  requests  to  the  Council  shall  be  made  in  writing.  Each  such  re- 
quest shall  include  a  concise  statement  of  the  alleged  deficiencies  of  the  crimi- 
nal offender  record  information,  shall  state  the  date  and  result  of  any  review 
by  the  criminal  justice  agency,  and  shall  append  a  sworn  verification  of  the 
facts  alleged  in  the  request  signed  by  the  individual  or  his  attorney. 

(c)  Upon  receipt  of  each  such  request,  the  Council  shall  ask  any  criminal 
justice  agency  which  has  previously  reviewed  the  criminal  offender  record  in- 
formation to  provide  to  the  Council  a  written  summary  of  the  review  and  of 
its  findings. 

(d)  A  hearing  officer,  selected  by  the  Council  from  among  its  members  or 
staff,  shall,  upon  the  basis  of  the  request,  the  summary  and  any  other  state- 
ments or  documents  provided  by  the  individual  or  by  the  criminal  justice 
agency,  determine  whetlier  there  is  prima  facie  evidence  that  the  criminal  of- 
fender record  information  is  inaccurate,  misleading  or  incomplete.  Should  the 
hearing  officer  find  that  there  is  no  such  evidence,  the  individual  may  seek  re- 
view by  the  Council.  See  subsection  (g).  Should  the  hearing  oflScer  find  that 
there  is  such  evidence,  the  Council  shall  empanel  a  review  tribunal  from 
among  its  members  and  staff.  The  tribunal  shall  consist  of  not  less  than  three 
members,  a  majority  of  which  shall  be  members  of  the  Council.  The  individual 
and  each  criminal  justice  agency  with  custody  or  control  of  the  information  in 
question  may  challenge  for  cause  any  member  of  the  tribunal  or  hearing 
ofiicer.  Each  such  challenge  shall  be  decided  by  majority  vote  of  the  full  Coun- 
cil. 

(e)  The  tribunal  may  require  the  individual  or  any  criminal  justice  agency 
within  the  state  to  file  written  statements,  arguments  or  documentary  mate- 
rials. It  may  impose  such  time  requirements  for  these  purposes  as  it  deems  ap- 
propriate. Unless  the  individual  waives  in  writing  his  right  to  a  hearing,  the 
tribunal  shall  conduct  a  public  hearing  at  which  the  individual  may  appear 
with  counsel,  may  present  evidence,  and  may  examine  and  cross-examine  wit- 
nesses. The  rules  of  evidence  and  procedure  in  use  by  the  courts  of  this  state 
for  civil  proceedings  at  the  time  of  the  hearing  shall,  except  insofar  as  the 
Council  may  otherwise  decide,  be  applied  by  the  tribunal. 

(f)  The  tribunal  shall  issue  written  findings  and  conclusions,  in  which  any 
relief  to  which  it  believes  the  individual  entitled  shall  be  fully  and  specifically 
described.  The  tribunal  may,  with  respect  to  cases  which  it  believes  to  be  ei- 
ther unusually  difficult  or  of  general  importance,  certify  the  request  to  the  full 
Council  for  review.  Findings  and  conclusions,  as  well  as  such  certifications, 
shall  be  adopted  by  majority  vote  of  the  tribunal. 

(g)  Should  the  individual  or  any  criminal  justice  agency  with  custody  or 
control  of  the  information  in  question  believe  the  findings  or  conclusions  of  a 
hearing  officer  or  tribunal  to  be  unsatisfactory,  the  individual  or  agency  may 
petition  the  full  Council  for  review.  Each  such  petition,  and  each  certification 
from  a  tribunal  under  the  terms  of  subsection  (f),  shall  be  voted  upon  by  the 
Council,  and  review  shall  be  granted  whenever  three  or  more  members  of  the 
Council  vote  that  it  should  be  granted.  The  Council  may,  where  it  grants  re- 
view, permit  oral  argument  and  the  presentation  of  other  evidence.  Where  re- 
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view  is  granted  of  the  findings  of  a  liearing  officer,  the  Council  may  empanel  a 
review  tribunal  and  submit  the  request  for  decision  by  that  tribunal.  Where 
the  Council  conducts  a  review,  it  shall  issue  written  findings  and  conclusions. 

(h)  The  final  disposition  of  each  request,  whether  upon  the  basis  of  the  find- 
ings and  conclusions  of  a  hearing  officer,  a  tribunal,  or  the  Council,  shall  be  by 
order  of  the  Council. 

(i)  Where  the  final  disposition  of  a  request  includes  an  order  that  criminal 
offender  record  information  be  purged,  modified  or  supplemented,  that  order 
shall  be  promptly  communicated  by  the  Council  to  the  Committee.  The  Com- 
mittee shall  in  each  such  case  promptly  transmit  the  terms  of  the  order  to  all 
criminal  justice  agencies  within  the  state,  to  the  individual  involved,  and  to 
all  other  individuals  or  agencies,  whether  or  not  located  within  this  state,  to 
which  the  criminal  offender  record  information  in  question  has  previously  been 
communicated.  The  individuals  and  agencies  to  which  such  information  has 
previously  been  communicated  shall  be  determined  by  examination  of  the  list- 
ings required  to  be  maintained  by  Regulation  15. 

(j)  Records  challenged  under  the  provisions  of  these  regulations  shall  be 
deemed  to  be  accurate,  complete  and  vaid  until  otherwise  ordered  by  the  Coun- 
cil. 

15.  Listing  of  agencies  to  which  criminal  offender  record  information  has  been 

disseminated 

Each  criminal  justice  agency  in  this  state  shall  maintain  a  listing  of  the 
agencies  or  individuals,  both  in  and  outside  this  state,  to  which  it  releases 
criminal  offender  record  information.  Each  such  listing  is  to  be  preserved  for  a 
period  of  not  less  than  one  year  from  the  date  of  the  release  to  which  it  re- 
lates. Such  listings  may  be  maintained  in  whatever  form  criminal  justice  agen- 
cies may  elect,  but  each  such  listing  shall  indicate  the  agency  or  individual  to 
which  information  was  released,  the  date  of  the  release,  the  individual  to 
whom  the  information  relates,  and  the  items  of  information  released.  Such 
listings  shall  be  made  available  for  audit  or  inspection  by  the  Committee,  the 
Council,  or  their  staff  members  at  such  times  as  the  Committee  or  Council 
may  require. 

16.  Administrative  penalties 

(a)  Any  violation  of  the  provisions  of  these  regulations  or  of  the  Model 
State  Act  committed  by  any  employee  or  officer  of  any  public  agency  of  this 
state,  in  addition  to  any  applicable  criminal  or  civil  penalties,  shall  be  pun- 
ished by  suspension,  discharge,  reduction  in  grade,  transfer  or  such  other  ad- 
ministrative penalties  as  are  deemed  by  the  criminal  justice  agency  to  be  ap- 
propriate. Provided,  however,  that  such  penalties  shall  be  imposed  only  if  they 
are  permissible  under  any  applicable  statutes  governing  the  terms  of 
employment  of  the  employee  or  officer  in  question. 

(b)  Where  any  public  agency  of  this  state  is  found  by  the  Committee  will- 
fully or  repeatedly  to  have  violated  the  requirements  of  the  Model  State  Act 
or  these  regulations,  the  Committee  may,  where  other  statutory  provisions  per- 
mit, prohibit  the  dissemination  of  criminal  offender  record  information  to  that 
agency,  for  such  periods  and  on  such  conditions  as  the  Committee  deems  ap- 
propriate. 

n.  Access  to  criminal  offender  record  information 

(a)  Categories  of  Access. —  (1)  VnUmited  Access — Criminal  justice  agencies 
shall  have  full  and  complete  access  to  their  own  files  without  restriction,  ex- 
cept as  specifically  provided  in  these  regulations. 

(2)  Direct  Access — On-line  direct  terminal  access  based  upon  personal  iden- 
tifying characteristics  shall  be  limited  to  criminal  justice  agencies  as  defined 
in  the  Model  State  Act  and  as  controlled  by  Regulation  5,  or  as  found  by  the 
Committee  in  determining  eligibility  for  access  under  Regulation  5. 

(3)  Indirect  Access — Criminal  justice  agencies  as  defined  in  the  Model  State 
Act  and  non-criminal  justice  agencies  which  are  found  eligible  for  access  under 
Regulation  5  shall  have  access  to  criminal  offender  record  information  on  the 
basis  of  inquiries  utilizing  personal  identifying  characteristics. 

(4)  Class  Access — Inquiries  based  upon  categories  of  offense  or  data  ele- 
ments other  than  name,  fingerprints  or  other  personal  identifying  characteris- 
tics shall  be  prohibited  except  for  statistical  or  research  programs  (see  Regu- 
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lation  11)   unless  the  criminal  justice  agency  making  the  inquiry  has  obtained 
a  class  access  warrant  as  provided  in  the  Model  State  Act. 

(5)  When  a  criminal  justice  agency  obtains  a  class  access  warrant,  the  war- 
rant shall  be  delivered  directly  to  the  agency  vested  with  the  responsibility  for 
executing  the  warrant.  Class  access  via  telecommunications  access  terminals  is 
prohibited. 

(6)  Any  criminal  justice  agency  requesting  a  class  access  warrant  is  re- 
quired to  file  with  the  Committee  a  summary  of  each  request,  together  with  a 
statement  of  its  disposition  within  ninety  days  of  disposition.  The  criminal  of- 
fender information  record  generated  as  a  result  of  the  class  access  warrant 
shall  also  be  furnished  to  the  Committee,  which  will  review  the  information 
thereby  obtained  and  sub.sequently  destroy  it  and  all  copies  thereof. 

(7)  Criminal  Offender  Access — Each  individual  shall  have  the  right  to  re- 
view criminal  offender  record  information  relating  to  himself  in  accordance 
with  the  provisions  of  Regulations  13. 

(8)  Statistical  and  Research  Program  Access — Utilization  of  the  enormous 
resources  of  empirical  data  available  in  criminal  offender  record  information 
systems  shall  be  encouraged  under  the  controlled  conditions  provided  in  Regu- 
lation 11. 

(9)  Interstate  System  Access — Only  criminal  justice  agencies  as  defined  in 
the  Model  State  Act  shall  be  permitted  direct  terminal  access  to  the 
FBI/NCIC  computerized  criminal  history  file  and  such  permission  is  granted 
only  for  the  discharge  of  ofiicial,  mandated  responsibilities.  Indirect  access  is 
also  limited  to  criminal  justice  agencies  for  criminal  justice  purposes. 

(b)  Categories  of  Accessing  Agencies. —  (1)  Primary  Use  Agencies — Criminal 
justice  agencies  as  defined  in  the  Model  State  Act  upon  inquiry  shall  be  enti- 
tled to  all  data  items  concerning  an  individual  contained  in  the  criminal  of- 
fender information  files,  except  as  this  may  be  limited  by  valid  statute  or 
"closed"  by  regidation. 

(2)  Secondary  Use  Agencies — Agencies  other  than  criminal  justice  agencies 
shall  not  be  entitled  to  the  entire  file  of  criminal  offender  record  information 
concerning  an  individual.  Special  precautions  shall  be  taken  to  avoid  dissemi- 
nation of  data  items  which  compromise  personal  privacy.  Right-to-know  and 
need-to-know  criteria  shall  be  strictly  construed  and  clearances  shall  be  subject 
to  constant  review  by  the  granting  criminal  justice  agency  to  assure  that  there 
are  no  abuses. 

(c)  Methods  of  Dissemination  by  Criminal  Justice  Agencies. —  (1)  To  An- 
other Criminal  Justice  Agency  for  its  Own  Use — This  method  of  dissemination 
creates  the  least  problems  in  terms  of  security  and  privacy.  Where  criminal  of- 
fender record  information  is  disseminated  to  a  criminal  justice  agency  for  the 
sole  use  of  the  requesting  criminal  justice  agency  the  data  disseminated  shall 
be  as  complete  as  possible.  Information  shall  be  transmitted  so  that  it  is  re- 
ceived in  a  timely  fashion  in  accordance  with  the  requirements  of  the  agency 
for  the  particular  purpose  to  be  served  by  the  inquiry. 

(2)  To  A  Criminal  Justice  Agency  for  Another  User — This  presents  a  num- 
ber of  problems  because  of  the  various  kinds  of  users  who  may  be  served  in 
this  manner. 

(i)  Non-CHmvnal  Justice  Governmental  Agencies.  Many  such  agencies 
are  utilizing  criminal  offender  record  information  for  valid  criminal  jus- 
tice purposes.  They  often  receive  this  data  as  a  result  of  a  statute  or 
time-honored  administrative  regulation.  Criminal  justice  agencies  shall  at- 
tempt to  limit  the  amount  of  data  disseminated  as  well  as  the  number  of 
inquiries  and  shall  continuously  review  the  need-to-know  of  agencies  in  the 
light  of  security  and  privacy  considerations.  Expansions  of  this  practice 
shall  be  discouraged  except  where  a  strong  case  is  made  out  that  a  sub- 
stantial criminal  justice  purpose  is  served. 

(ii)  Non-Governmental  Persons  and  Organizations.  It  shall  be  the  re- 
sponsibility of  the  criminal  justice  agency  that  releases  criminal  offender 
record  information  to  such  a  user  carefully  to  edit  the  information  dissem- 
inated, and  in  no  case  to  transmit  copies  of  the  original  record  to  non-gov- 
ernmental persons  or  organizations.  In  every  case,  it  shall  be  an  absolute 
condition  precedent  that  such  dissemination  is  mandated  by  state  statute 
and  a  valid  criminal  justice  purpose  is  served  thereby. 

(3)  Directly  to  Non-Criminal  Justice  Governmental  Agencies  and  Non-Gov- 
ernmental Persons  or  Organizations — This   type   of  dissemination   is  fraught 
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with  the  gravest  risk  of  security  and  privacy  compromise.  Where  the  criminal 
offender  record  information  file  is  maintained  at  a  location  geographically  re- 
moved from  the  user,  or  when  the  file  is  maintained  by  a  staff  agency,  it  is 
very  difficult  to  monitor  the  use  of  that  data.  Wherever  possible,  if  dissemina- 
tion cannot  be  avoided,  access  to  criminal  offender  record  information  files 
should  be  channeled  through  a  local  or  statewide  criminal  justice  agency  with 
line  responsibilities. 

(i)  Non-Criminal  Justice  Governmental  Agencies.  Direct  dissemination 
by  criminal  justice  agencies  of  criminal  offender  record  information  to 
non-criminal  justice  governmental  agencies  should  be  limited  to  those 
agencies  so  situated  that  the  dis-s^eminating  criminal  justice  agency  can 
readily  monitor  the  use  of  such  data. 

(ii)  Noti-Governmental  Persons  or  Organizations.   It  is  of  vital  impor- 
tance that  the  criminal  justice  agency  directly  disseminating  criminal  of- 
fender record  information  to  non-governmental  persons  or  organizations  be 
in  a  position  to  control  the  use  of  such  data. 
(4)    Use  and  Dissemination  Agreements — Regardless  of  the  methods  of  dis- 
semination, enforceable  use  and  dissemination  agreements  should  be  entered 
into  between  the  parties  involved. 

(d)  Access  Controls  (1)  Direct  Terminal  Access — Those  criminal  justice 
agencies  granted  direct  on-line  access  shall  be  held  directly  accountable  for 
any  use  and  dissemination  of  criminal  offender  record  information  which  they 
receive. 

(2)  Other  Users — Each  person  or  agency  obtaining  criminal  offender  record 
information  by  whatever  means  shall  be  held  strictly  accountable  for  the 
proper  use  of  that  information.  There  shall  be  abs.olutely  no  dissemination  per- 
mitted by  any  non-criminal  justice  agency  of  criminal  offender  record  informa- 
tion data  regardless  of  the  process  by  which  such  data  were  obtained. 

J8.  Sensitivity  classification  and  clearances 

(a)  Sensitivity-Classification.  Places  and  things  included  in  criminal  offender 
record  information  systems  shall  be  classified  by  criminal  justice  agencies  in  ac- 
cordance with  the  following  system  : 

(1)  Highly  Sensitive — Places  and  things  which  require  maximum  special  se- 
curity provisions  and  particularized  privacy  protection. 

(i)   Items  that  shall  be  included  in  this  category  include,  for  example — 

(A)  Criminal  offender  record  information  accessed  by  using  other 
than  personal  identifying  characteristics,  i.e.,  class  access  ; 

(B)  Criminal  offender  record  information  disclosing  arrest  informa- 
tion without  conviction  disseminated  to  criminal  justice  agencies  or 
others ; 

(C)  Criminal  offender  record  information  marked  as  "closed."  (See 
Regulation  12.) 

(D)  Computer,  primary  and  auxiliary  storage  devices  and  physical 
contents,  peripheral  hardware  and  certain  manual  storage  devices  and 
physical  contents ;  and 

(E)  Security  system  and  backup  devices. 

(ii)   Items  that  may  be  included  in  this  category  are : 

(A)  Computer  programs  and  system  design  ; 

(B)  Communication  devices  and  networks  ; 

(C)  Criminal  offender  record  information  disseminated  to  non-crimi- 
nal justice  agencies ;  and 

(D)  Research  and  analytical  reports  derived  from  identified  individ- 
ual criminal  offender  record  information. 

(2)  Confidential — Places  and  things  which  require  a  high  degree  of  special 
security  and  privacy  protection.  Items  that  may  be  included  in  this  category 
include,  for  example 

(i)  Criminal  offender  record  information  disseminated  to  criminal  jus- 
tice agencies ; 

(ii)   Documentation  concerning  the  system  or  any  part  thereof;  and 
(iii)   Research  and  analytical  reports  derived  from  criminal  offender  rec- 
ord information. 

(3)  Restricted — Places  and  things  which  require  minimum  special  security 
consistent  with  good  security  and  privacy  practices.  Places  that  may  be  in- 
cluded in  this  category  are,  for  example,  areas  and  spaces  which  house  crimi- 
nal offender  record  information. 
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(b)  (1)  Eadi  criminal  justice  agency  maintaining  criminal  oflfemler  record 
information  shall  establish  procedures  in  order  to  implement  this  sensitivity 
classification  system.  The  general  guidelines  for  thisi  i>urpose  are  : 

(i)  Places  and  things  should  be  assigned  the  lowest  classification  con- 
sistent with  their  proper  protection  ; 

(ii)   Avoid  depreciating  the  importance  of  correctly  classified  things ; 

(iii)  Encourage  appropriate  utilization  of  classified  places  and  things  by 
qualified  users ; 

(iv)  Whenever  the  sensitivity  of  places  or  things  diminishes  or  increases 
it  should  be  reclassified  without  delay ; 

(v)  In  the  event  that  any  place  or  thing  previously  classified  is  no 
longer  sensitive  and  no  longer  requires  special  security  or  privacy  protec- 
tion it  shall  be  declassified  to  unclassified  status ; 

(vi)  The  originator  of  the  classification  is  wholly  responsible  for  reclas- 
sification and  declassification ; 

(vii)   It  must  always  be  remembered  that  over-classification  can  be  as 
dysfunctional  as  underclassification. 
(2)   It  shall  be  the  responsibility  of  the  Committee  to  assure  that  appropri- 
ate classification  systems  are  implemented,  maintained  and  complied  with  by 
criminal  justice  agencies  within  the  state. 

(c)  Pemonnel  Clearances.  (1)  The  Committee  shall  also  have  the  responsibility 
of  assuring  that  a  personnel  clearance  system  complementary  to  the  sensitivity 
classification  system  is  implemented  and  complied  with  by  criminal  justice  agen- 
cies within  the  state. 

(2)  Personnel  shall  be  granted  clearances  for  access  to  sensitive  places  and 
things  in  accordance  with  strict  right-to-know  and  need-to-know  principles. 

(3)  In  no  event  may  any  person  who  does  not  possess  a  valid  sensitivity 
clearance  indicating  right-to-know  have  access  to  any  classified  places  or 
things,  and,  in  no  event,  may  any  person  have  access  to  places  or  things  of  a 
higher  sensitivity  classification  than  the  highest  valid  clearance  held  by  such 
person. 

(4)  The  possession  of  a  valid  clearance  indicating  right-to-know  does  not 
warrant  unconditional  access  to  all  places  and  things  of  the  sensitivity  classifi- 
cation for  which  the  person  holds  clearance.  In  appropriate  cases  such  persons 
may  be  denied  access  because  of  absence  of  need-to-know. 

(5)  In  appropriate  cases  all  persons  in  a  certain  category  may  be  granted 
blanket  right-to-know  clearance  for  access  to  places  and  things  classified  as  re- 
stricted or  confidential. 

(6)  Right-to-know  clearances  for  highly  sensitive  places  and  things  shall  be 
granted  on  a  selective  and  individual  basis  only  and  must  be  based  upon  the 
strictest  of  personnel  investigations  as  recommended  in  the  SEARCH  Security 
Document. 

(7)  Clearances  shall  be  granted  by  the  head  of  the  agency  concerned  and 
shall  be  binding  only  upon  the  criminal  justice  agency  itself,  except  that 
right-to-know  clearances  for  members  of  the  Committee  and  Council  shall  be 
granted  and  shall  be  valid  for  all  purposes  where  a  need  to  know  exists. 

(8)  Clearances  granted  by  one  agency  may  be  given  full  faith  and  credit  by 
another  agency ;  however,  ultimate  responsibility  for  the  integrity  of  the  per- 
sons granted  right-to-know  clearances  remains  at  all  times  with  the  agency 
granting  the  clearance. 

(9)  Right-to-know  clearances  are  executory  and  may  be  revoked  or  reduced 
to  a  lower  sensitivity  classification  at  the  will  of  the  grantor.  Adequate  notice 
must  be  given  of  the  reduction  or  revocation  to  all  other  agencies  that  pre- 
viously relied  upon  such  clearances. 

(10)  It  shall  be  the  responsibility  of  the  criminal  justice  agency  with  cus- 
tody and  control  of  classified  places  and  things  to  prevent  compromise  of  such 
places  and  things  by  prohibiting  access  to  persons  without  clearances  or  with 
inadequate  clearance  status. 

(11)  The  Committee  shall  carefully  audit  the  granting  of  clearances  to  as- 
sure that  they  are  valid  in  all  respects,  and  that  the  categories  of  personnel 
clearances  are  consistent  with  right-to-know  and  need-to-know  criteria. 

(12)  Criminal  justice  agencies  shall  be  cognizant  at  all  times  of  the  need  pe- 
riodically to  review  personnel  clearances  so  as  to  be  certain  that  the  lowest 
possible  clearance  is  accorded  consistent  with  the  individual's  responsibilities. 

(13)  In   order   to   provide   evidence   of  a   person's   sensitivity   classification 
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clearance,  the  grantor  of  such  clearance  may  provide  an  authenticated  card  or 
certificate.  Responsibility  for  control  of  the  issuance,  adjustment  or  revocation 
of  such  documents  rests  with  the  grantor.  In  any  event,  all  such  documents 
must  have  an  automatic  expiration  date  requix'ing  affirmative  renewal  after  a 
reasonable  period  of  time. 

CHAPTiai  III 

ANALYSIS  OF  THE  MODEL  STATE  ADMINISTRATIVE  REGULATIONS  FOR  CRIMINAL 

OFFENDER  RECORD  INFORMATION 

The  attached  Model  State  Administrative  Regulations  are  designed  to  sup- 
plement the  Model  State  Act  previously  drafted  by  the  SEARCH  Security  and 
Privacy  Committee.  See  Project  SEARCH  Technical  Memorandum  No.  3 
(1971).  The  purposes  of  the  regulations  are  essentially  those  of  the  Act:  to 
provide  for  a  more  efficient  and  effective  system  of  criminal  offender  record- 
keeping, and  particularly  to  provide  assurance  that  two  complementary  goals — 
security  and  privacy — will  be  adequately  achieved.  The  Security  and  Privacy 
Committee  continues  to  believe  that  the  protection  of  individual  privacy  is  not 
inconsistent  with  the  effective  administration  of  criminal  justice,  and  that,  to 
the  contrary,  such  protection  must  be  an  integral  part  of  any  fair  and  efficient 
criminal  justice  system. 

It  is  important  to  emphasize  the  limited  purposes  for  which  these  regula- 
tions have  been  prepared.  The  Model  State  Administrative  Regulations  pro- 
vided here  are  not  intended  as  a  comprehensive  statement  of  the  regulations 
which  criminal  offender  recordkeeping  systems  may  wish  or  need.  There  are  a 
wide  variety  of  house  keeping  and  other  relatively  minor  questions  which  have 
been  left  to  each  recordkeeping  system.  Such  questions  have  been  omitted  be- 
cause they  involve  detailed  local  considerations  which  do  not  lend  themselves 
to  sensible  generalization. 

Nor  are  these  regulations  intended  as  fixed  formulae  to  which  every  system 
must  adhere.  The  Security  and  Privacy  Committee  is  fully  aware  that  local  re- 
quirements and  problems  differ  widely,  and  that,  even  apart  from  such  local 
differences,  there  is  room  for  frequent  disagreement  with  respect  to  many  of 
the  questions  involved  here.  These  regulations  represent  our  views  as  to  the 
rules  that  are  generally  appropriate  in  most  of  the  operating  situations  with 
which  we  are  familiar.  They  are  designed  to  stimulate  thought  with  regard  to 
a  great  number  of  difficult  and  important  problems,  and  not  to  discourage 
other  answers,  perhaps  more  responsive  to  local  problems  and  conditions. 

It  is  important  next  to  observe  that  many  of  the  provisions  included  in 
these  regulations  might  readily  be  inserted  in  the  Model  State  Act.  The  Secu- 
rity and  Privacy  Committee  has  generally  placed  provisions  in  the  Act  and 
Regulations  based,  among  other  factors,  upon  its  judgment  as  to  their  relative 
importance,  but  there  may  be  many  situations  in  which  it  will  be  desirable  to 
have  specific  legislative  approval  for  a  given  rule.  The  rules  for  purging  rec- 
ords niight  especially  be  considered  for  this  purpose. 

Regulations  1-3 

These  regulations  have  self-explanatory  definitional  and  housekeeping  pur- 
poses. 

Regulation  4 

This  regulation  merely  makes  clear  that  these  Regulations  do  not  encompass 
or  control  juvenile  offender  records. 

Regulation  5 

This  regulation  is  intended  simply  to  provide  administrative  machinery  for 
the  determination  of  the  eligibility  of  agencies  to  receive  criminal  offender  rec- 
ord information.  Provisions  to  cover  interim  periods,  prior  to  such  determina- 
tions, are  included  in  the  Model  State  Act. 

Regulation  6 

This  regulation  merely  confirms  the  obligation,  created  by  the  Model  State 
Act,  of  each  criminal  justice  agency  to  assure  the  .security  of  information  in 
its  custody  or  under  its  control.  The  Security  and  Privacy  Committee  hopes  to 
provide  more  detailed  recommendations  with  respect  to  security  measures  and 
procedures  in  the  form  of  a  subsequent  technical  report  or  memorandum. 
These  questions  are  also  discu.ssed  in  the  Security  and  Privacy  Committee's 
initial  report,  now  contained  in  Project  SEARCH  Technical  Report  No.  2. 
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Regulation  7 

This  regulation  is  intended  to  limit  the  content  of  criminal  offender  record 
information,  in  accordance  with  the  provisions  of  the  Model  State  Act,  to  those 
data  elements  usually  included  in  the  ordinary  criminal  rap  sheet.  Those  data 
elements  essentially  include  the  results  of  each  formal  stage  of  the  criminal 
justice  process :  arrest,  any  pretrial  proceedings,  trial,  disposition,  confinement, 
probation,  parole  and  release.  These  provisions  merely  supplement  the  defini- 
tional requirements  of  the  Model  State  Act. 

Subsection  (b)  of  this  regulation  includes  a  bracketed  cross-reference  to 
Project  SEARCH  Technical  Report  No.  1,  for  purposes  of  defining  and  listing 
the  data  elements  included  in  criminal  offender  record  information.  The  cross- 
reference  has  been  bracketed  to  indicate  that  the  Criminal  Offender  Records 
Control  Committee  in  each  state  should  insert  a  system  of  classifications  and 
abbreviations.  The  effect  of  this  requirement  vpould  be  to  standardize  the 
forms  and  content  of  criminal  offender  record,  information  in  each  state.  The 
Security  and  Privacy  Committee  regards  this  standardization  as  more  impor- 
tant than  the  details  of  any  particular  system  of  classifications  or  abbrevia- 
tions, although  it  recommends  the  system  included  in  Technical  Report  No.  1 
as  careful  and  comprehensive.  It  should  also  be  observed  that  it  would  be  de- 
sirable if  the  systems  used  in  various  states  were  as  nearly  identical  as  possi- 
ble, so  as  to  permit  the  interchange  of  data  with  the  least  possible  inconven- 
ience and  confusion. 

Changes  in  the  system  described  in  Technical  Report  No.  1  should  therefore  be 
made  only  for  good  cause  and  after  careful  consideration  of  the  advantages  of 
uniformity. 

Regulations  8  and  9 

To  insure  proper  operation  of  criminal  offender  record  information  systems, 
it  is  essential  that  all  system  personnel  be  instructed  concerning  the  proper 
use  and  control  of  such  information.  Section  7  (b)  of  the  Model  State  Act  im- 
poses upon  the  Criminal  Offender  Records  Control  Committee  the  responsibility 
of  initiating  an  educational  program  for  employees  of  agencies  which  maintain 
or  receive  or  are  eligible  to  maintain  or  receive  criminal  offender  record  infor- 
mation. Since  the  Criminal  Offender  Records  Control  Committee  is  not  a  regu- 
lar line  agency,  it  can  most  appropriately  discharge  its  training  responsibilities 
by  having  other  agencies  conduct  the  training.  The  Criminal  Offender  Records 
Control  Committee's  role  will  be  to  review  course  content  and  the  qualifica- 
tions of  instructors.  A  minimum  training  period  of  T^/^  and  15  hours  of  person- 
nel and  supervisors  respectively  has  been  established  so  as  to  guarantee  an  ad- 
equate period  of  instruction. 

In  the  area  of  public  education,  the  Criminal  Offender  Records  Control 
Committee  will  play  dual  roles.  On  the  one  hand,  it  will  establish  and  conduct 
a  public  education  program  on  its  own  initiative.  On  the  other  hand,  it  will 
stand  ready  to  support  with  facilities,  personnel  and  materials,  programs  initi- 
ated by  other  groups  and  organizations. 

Regulation  10 

This  regulation  provides  rules  applicable  to  the  segregation  of  computerized 
Criminal  Offender  record  information  files,  and  particularly  to  their  linkage  to 
intelligence  and  analytical  files. 

Regulation  11 

This  regulation  supplements  the  provisions  of  the  Model  State  Act  with  re- 
spect to  the  use  of  criminal  offender  record  Information  for  purposes  of  behav- 
ioral or  other  research.  It  is  hoped  that  the  Act  and  this  regulation  will  give 
assurance  that  only  well-designed  and  responsible  programs  of  research  will  be 
permitted  to  use  criminal  offender  record  information,  and  that  every  such 
program  will,  as  an  integral  part  of  its  program  design,  include  detailed  and 
careful  provisions  for  the  protection  of  individual  privacy.  The  essential  point 
is  that  authorization  to  use  these  records  should  be  given  only  after  careful 
consideration  of  the  program  proposal,  based  upon  confidence  that  the  benefits 
reasonably  to  be  anticipated  from  the  program  outweigh  its  hazards  for  privacy 
and  that  those  hazards  have  been  minimized  as  far  as  reasonably  possible. 

Regulation  12 

The  question  whether  criminal  offender  record  information  should  in  any 
circumstances  be  purged   (i.e.  "expunged"  or  marked  "closed")   is  one  of  the 
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most  difficult  and  controversial  problems  facing  criminal  justice  agencies 
today.  This  question  has  already  reached  the  courts  in  some  areas.  Many  fac- 
tors are  relevant,  but  the  Search  Security  and  Privacy  Committee  is  convinced 
that  careful  purging  programs  would  contribute  significantly  to  effective  pro- 
grams of  rehabilitation.  It  has  concluded  that  criminal  offender  record  infor- 
mation should  be  "expunged"  in  several  situations.  The  foremost  of  these  is 
where  an  arrested  individual  has  not  previously  been  convicted  of  a  crime  and 
his  arrest  does  not  culminate  in  such  a  conviction.  This  result  is  now  required 
by  statute  in  some  states,  and  has,  in  addition,  been  required  by  some  court 
decisions.  See,  for  example.  United  States  v.  McLeod,  385  F.  2d  734  (5th  Cir. 
1967)  ;  United  States  v.  Kalish,  271  F.  Supp.  968  (D.P.R.  1967).  The  Security 
and  Privacy  Committee  believes  that  this  is  a  minimal  requirement  to  which 
all  systems  should  adhere. 

The  Security  and  Privacy  Committee  next  recommends  that  in  certain  cases 
an  individual's  criminal  offender  records  should  be  designated  "closed"  and 
hence  not  made  available  for  dissemination  or  use,  except  in  very  limited  cir- 
cumstances. For  example,  where  the  individual  has  been  outside  the  criminal 
justice  system  for  five  years  if  his  last  conviction  is  for  an  offense  classified  as 
a  less  serious  crime  or  ten  years  if  his  last  conviction  is  for  an  offense  classi- 
fied as  a  serious  crime.  The  periods  of  five  and  ten  years  have  not  been  de- 
rived from  any  program  of  empirical  research  into  recidivism,  but  the  Security 
and  Privacy  Committee  believes  them  to  be  reasonable.  It  may  be,  however, 
that  an  appropriate  program  of  empirical  research  would  indicate  that  various 
modifications  in  these  periods  would  be  desirable.  The  Security  and  Privacy 
Committee  also  has  considered  the  possibility  of  a  more  elaborate  series  of 
time  periods,  designed  to  reflect  the  seriousness  and  characteristics  of  each 
criminal  offense.  It  has  decided  not  to  recommend  such  a  system,  essentially 
because  of  the  administrative  problems  that  might  arise  and  the  difficulty  of 
accurately  classifying  each  criminal  offense  for  these  purposes. 

It  will  be  observed  that  the  regulation  employs  the  bracketed  terms  "serious 
crime"  and  "less  serious  crime."  The  Security  and  Privacy  Committee  has  used 
these  descriptive  words  to  indicate  the  approximate  le^el  of  seriousness  of  of- 
fense which  it  would  place  in  the  designated  categories.  More  precise  defini- 
tional phrases  will  have  to  be  inserted  by  each  state. 

The  other  provisions  of  the  regulation  generally  follow  and  implement  the 
requirements  of  the  Model  State  Act. 

Regulation  13 

This  regulation  is  designed  to  implement  the  right  of  access  created  by  the 
Model  State  Act.  The  regulation  is  intended  to  achieve  two  complementary 
goals :  to  make  the  right  of  access  reasonably  and  conveniently  available  to  all 
citizens,  in  accordance  with  the  purposes  and  spirit  of  the  Model  State  Act ; 
and  also  to  create  reasonable  restrictions  upon  the  times  and  conditions  in 
which  the  right  may  be  exercised,  so  as  to  assure  the  security  of  criminal  of- 
fender records.  The  regulation  also  is  designed  to  facilitate  the  effective  exer- 
cise of  the  right  of  challenge  created  by  the  Model  State  Act. 

Regulation  llf 

This  regulation  provides  machinery  for  the  exercise  of  the  right  of  challenge 
created  by  the  INIodel  State  Act.  The  regulation  is  designed  to  provide  a  com- 
prehensive system  of  procedural  arrangements,  flexible  enough  to  respond  to 
challenges  of  various  kinds  and  various  degrees  of  substantiality.  The  use  of  a 
hearing  officer,  who  is  to  determine  whether  there  is  a  prima  facie  evidence 
that  criminal  offender  record  information  is  inaccurate  or  incomplete,  is  in- 
tended to  dispose  exix'ditiously  of  frivolous  complaints.  The  regulation  also 
provides  administrative  arrangements  for  the  dissemination  of  notices  that 
criminal  offender  record  information  has  been  found  to  be  inaccurate  or  incom- 
plete. 

Regulation  15 

This  regulation  provides  a  minimum  period  of  one  year  during  which  rec- 
ords must  be  maintained  of  the  agencies  and  individuals  to  which  criminal  of- 
fender record  information  has  been  disseminated.  The  regulation  is  not 
intended  to  discourage  the  retention  of  such  records  for  longer  periods ;  to  the 
contrary,  the  Security  and  Privacy  Committee  believes  that  such  records 
should  be  maintained  for  as  long  as  administratively  reasonable.  As  computeri- 
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ziitioH  becomes  increasingly  widespread,  it  is  hoped  that  significantly  longer  re- 
tention periods  will  become  possible. 

Regulation  16 

This  regulation  provides  administrative  i^enalities,  in  addition  to  the  civil 
and  criminal  i)enalties  provided  by  the  Model  State  Act,  applicable  to  those 
employees  and  officers  of  public  agencies  who  violate  provisions  of  the  Act  or 
of  the  Regulations.  The  regulation  also  provides  for  preventing  access  by  agen- 
cies that  violate  either  the  Model  State  Act  or  these  Regulations.  These  admin- 
istrative penalities  are  of  course  subject  to  the  provision  of  any  statutes  which 
govern  or  regulates  the  employee's  conditions  of  employment. 

Regulation  11 

The  problem  of  access  is  perhaps  the  most  difficult  security  and  privacy 
problem  to  resolve.  One  fact  that  is  immediately  apparent  is  that  not  only 
criminal  justice  agencies  but  other  persons  and  agencies  "need"  criminal  of- 
fender record  information.  As  a  result,  over  the  years  we  have  had  "leaks" 
where  there  were  laws  or  regulations  prohibiting  access.  This  regulation  seeks 
to  close  the  gap  by  taking  congnizance  and  control  of  the  reality  of  wide  rang- 
ing "needs."  It  is  intended  to  make  limited  amounts  of  this  information  avail- 
able on  a  carefully  circumscribed  right-to-know,  need-to-know  basis  for  a  very 
limited  number  of  persons  and  agencies  who  can  establish  a  creditable  claim 
that  their  access  will  serve  a  criminal  justice  purpose. 

The  regulation  is  designed  to  exclude  "interested"  citizens,  the  media,  pri- 
vate investigators,  credit  bureaus,  etc.  It  is  also  structured  in  such  a  way  as 
to  place  tight  restrictions  upon  dissemination  at  every  level.  It  appears  that  as 
soon  as  access  becomes  difficult  for  those  whose  claim  of  "need"  is  not  accepta- 
ble, there  will  exist  the  possibility  of  wrongful  dissemination.  Access  and  dis- 
semination seem  to  be  two  sides  of  the  same  coin.  We  must  deal  with  both  or 
we  can  cope  with  neither.  This  the  regulation  attempts  to  do. 

Regulation  IS 

The  sensitivity  classification  system  established  by  this  regulation  was  pur- 
posely left  somewhat  flexible.  Some  items  are  mandatorily  placed  in  a  particular 
category ;  others  are  indicated  as  good  candidates  to  be  included  in  the  particular 
classification  noted.  It  is  believed  that  some  flexibility  is  essential  to  provide  for 
special  contingencies  in  the  various  states. 

A  classification  system  has  little  meaning  if  it  is  not  coupled  with  personnel 
clearances.  The  combination  of  the  two  should  offer  strong  support  for  the 
maintenance  of  security  and  privacy.  No  attempt  has  been  made  to  fit  detailed 
operational  considerations  into  the  regulation.  It  is  believed  that  this  kind  of 
information  is  readily  available  from  general  sources  and  may  well  require 
varying  formats  in  different  states. 

FORMS 

These  are  intended  merely  as  illustrations  of  the  forms  that  might  be  adopted. 
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Ccamcittee  Form  No.   1 

Date 


Revlev  of  Criminal  Offender  Record  Information 
1.   Name  and  location  of  agency:  


2.  Name  of  supervisory  employee: 

3.  Name  of  reviewing  Indlvldxial: 

4.  Records  reviewed:  


Name  of  Individual  to  whom 
records  relate: 


Identification  number: 


5.   Did  the  reviewing  individual  express  any  challenge  to 
the  accuracy  or  completeness  of  the  information  re- 
viewed?       If  he  did  so,  to  what  portions  of  the 
information? 


6.   Verification.  Note:   Completion  of  this  item  is  voluntary. 

I  have  reviewed  the  records  described  above  and  have  found 
no  errors  or  omissions  therein. 


Signature  of  reviewing  individual 

Date  of  Verification:  

7.   Note :   Each  reviewing  individual  shall  be  informed  of  his 
rig^its  of  challenge  under  the  Model  State  Act. 
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V,  V  .  .11.  J.  J,  VtA-   /Uai'I   i,U.   t.. 


Exceptions  Taken  to  Criminal  Offender  Record  Inforraation 
1.   Name  of  individual  submitting  exceptions:  


2.   Name  of  agency: 


3.   Records  to  which  exceptions  taken: 


Name  of  individual  to  whom 
records  relate: 


Identification  number: 
4.   Summary  of  exceptions  and  reasons  therefor; 


5.  Verification. 

I  affirm  that  I  have  taken  the  above-described  exceptions, 
that  those  exceptions  are  taken  in  good  faith,  and  that 
they  are  to  the  best  of  my  knowledge  and  belief  true. 


Signature  of  individual 
Date  of  verification: 


f 


460 


Committee  Form  No,  3 


Notice  of  Results  of  Audit  of 
Criminal  offender  Record  Information 


To: 


Pursuant  to  exceptions  taken  on 


19 ,  by  to  criminal 

offender  record  information  within  the  custody  or  under  the 

control  of ,  an  audit 

of  the  information  has  been  conducted  and,  in  accordance  with 
the  results  of  that  audit,  the  exceptions  have  been  


The  following  actions  have  been 


taken,  or  now  are  in  progress,  to  implement  the  audit's 
findings: 


(Name  of  Criminal  Justice 
Agency  conducting  the 
audit.) 


Dated: 
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Technical  Memorandum  No.  5,  "Teraunal  Users  Agreement  for  CCH 
AND  Other  Criminal  Justice  Information,"  November  1973 

Introduction 

The  terminal  users  agreement  discussed  in  this  report  creates  a  legal  rela- 
tionshp  between  an  agency  which  stores  and  disseminates  computerized  infor- 
mation and  an  agency  which  receives  it  on-line  through  a  terminal.  The  under- 
lying concept  is  that  both  agencies  have  a  stake,  not  only  in  the  information 
shared,  but  in  the  creation  of  a  regularized  system  for  sharing  it.  The  provid- 
ing agency  in  this  case  is  a  state  criminal  justice  agency  which  is  required  or 
authorized  by  law  to  create  various  criminal  justice  information  systems  and 
is  approved  by  the  National  Crime  Information  Center  of  the  FBI  as  a  state 
control  terminal  for  dissemination  of  interstate  crime  data.  The  recipient  of 
this  data  is  a  state  or  local  criminal  justice  agency. 

The  legal  relationship  for  sharing  information  in  these  circumstances  in- 
volves four  dimensions :  The  first  is  contractual.  It  concerns  creation  of  the 
agreement  and  its  termination.  The  second  dimension  involves  describing  the 
information  services  to  be  provided.  A  third  area  governs  the  mechanics  of  in- 
formation shaaring.  Both  parties  must  agree  on  the  facilities,  personnel  and 
procedures  necessary.  Cost  must  be  distributed.  Finally,  the  terminal  users 
agreement  is  a  vehicle  for  the  enforcement  of  security  and  privacy  regulations. 

These  four  dimensions  have  lieen  a  matter  of  interest  to  the  Security  and 
Privacy  Committee  of  Project  SEARCH  for  some  time.  To  get  an  idea  of  cur- 
rent practice,  the  Committee  obtained  agreements  currently  in  use,  or  proposed 
for  use,  by  several  states.  The  committee  found  that  although,  on  the  whole, 
all  contracts  were  similar,  several  contained  significant  features  not  present  in 
all  of  them. 

The  committee  made  six  recommendations  : 

1.  Each  state  agency  must  furnish  a  complete  list  of  its  policies,  regulations 
and  rules ;  and  that  such  list  must  be  attached  to,  and  made  a  part  of,  each 
contract. 

2.  No  changes  can  be  made  in  such  policies  and  rules  without  formal  notice 
to  each  terminal  agency,  with  at  least  a  30-day  stay  of  such  change,  pending 
study  and  comment  in  writing  by  each  recipient  agency. 

3.  Each  state  agency  must  obtain  a  legal  review  of  indemnification  language 
from  its  legal  advisor. 

4.  From  a  security  ix)int  of  view,  24-hour  service  is  desirable,  since  it  pro- 
vides continuous  control  of  the  terminal. 

5.  Re(iuiring  a  local  public  official  to  sign  the  agreement  will  involve  local 
government  in  privacy  and  security  considerations,  and  could  increase  local 
support  for  needed  security  measures. 

6.  No  terminal  agency  should  be  asked  to  accept  riiles  or  conditions  without 
first  receiving  a  copy  of  such  rules  and  conditions.  Such  rules  and  policies 
should  identify  "other  local  users"  entitled  to  CCH  data  where  there  are  re- 
gional terminals  serving  many  local  users. 

The  Committee  also  requested  its  staff  to  extrapolate  from  the  various 
agreements  that  language  which  expressed  its  concerns  most  cogently,  or  to 
draft  new  language  where  applicable. 

It  is  recognized  that  the  contractual  language  proposed  in  this  report  may 
not  be  legally  sufficient  to  cover  all  the  exigencies  of  law  in  the  various  states. 
Apart  from  that,  it  is  further  emphasized  that  not  all  the  policies  proposed 
will  be  suitable  for  adoption  in  every  locality.  The  subject  matter  is  not  a 
model  contract.  On  the  other  hand,  the  discussion  does  analyze  the  elements  of 
a  terminal  users  agreement  which  ought  to  be  examined  in  every  instance  and 
the  principles  set  out  do  reflect  a  compilation  of  current  thinking  among  user 
agencies  on  how  various  problems  should  be  addressed. 

elements  of  a  terminal  users  agrb:ement 

Contractual  elements 

The  terminal  users  agreement  will  be  made  between  the  state  agency  admin- 
istering a  statewide  criminal  justice  information  system  and  a  criminal  justice 
agency  authorized  to  receive  computerized  information. 

To  protect  both  parties,  a  cancellation  clause  is  needed.  It  is  also  strongly 
recommended  that  where  the  recipient    is  a  local  agency,  one  of  the  signatories 
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be  a  local  governmental  official  not  involved  with  criminal  justice,  even  if  this 
is  not  a  legal  requirement.  This  provision  may  help  to  get  local  governments 
committed  to  maintenance  of  security  and  privacy  measures. 
Suggested  language : 

1.  This    agreement    made    and    entered    into    this   day    of   — ,    by    and 

between  a  state  agency,  administrator  of  the  justice  information  system, 
hereinafter  referred  to  as  System  and  a  criminal  justice  agency,  hereinafter 
referred  to  as  User  Agency. 

2.  Purpose  of  Agreement.  This  agreement  provides  for  System  to  serve  as 
the  state  agency  responsible  for  the  exchange  of  statewide  criminal  offender 
record  information  and  other  criminal  justice  information  between  System  and 
the  User  Agency.  In  addition,  it  provides  for  System  to  serve  as  a  state  con- 
trol terminal  to  facilitate  the  interchange  of  computerized  criminal  history 
data  between  FBI/NCIC  and  the  User  Agency. 

3.  CanocUation.  Either  System  or  the  User  Agency  may,  upon  thirty  days' 
notice  in  writing,  cancel  this  agreement. 

Information  services 

In  order  to  encompass  the  full  scope  of  potential  information  dissemination, 
the  agreement  should  account  for  both  criminal  histories  and  other  forms  of 
computerized  information.  Some  state  agreements  specify  these  additional  files, 
but  such  specification  could  require  modification  of  the  agreement  as  the  capa- 
bilities of  the  state  system  expand. 

Suggested  language : 

System  agrees  to  furnish  the  User  Agency  such  criminal  offender  record  in- 
formation and  other  criminal  justice  information  as  is  available  in  the  System 
files  and  further  agrees  to  furnish  such  criminal  history  information  as  is 
available  through  FBI/NCIC  CCH  program.  System  shall  also  provide  a  store 
and  forward  message  switching  service  between  the  User  Agency  and  all  other 
user  agency  terminals  within  the  information  system. 

Mechanics  of  information  sharinff 

The  concept  proposed  for  the  mechanics  of  information  sharing  is  essentially 
to  place  this  process  under  the  control  of  the  state  system.  This  system  should 
create  and  operate  the  computer  center.  It  should  also  establish  a  ratio  for  al- 
locating costs  of  participation  between  itself  and  the  user  agencies.  It  should 
not  be  bound  to  provide  services  beyond  the  extent  of  its  own  funding. 

The  state  system  should  also  take  steps  to  ensure  user  agency  ability  to  take 
the  fullest  possible  advantage  of  the  information  to  be  provided.  Relevant  con- 
siderations are  terminal  operation,  where  feasible  on  a  24-hour,  seven-day 
week  basis  (recognizing  that  this  provision  must  be  modified  for  some  agen- 
cies) ;  identification  and  training  of  terminal  operators  (required  for  both 
quality  control  of  on-line  data  input  and  security)  ;  creation  of  a  mandatory 
program  for  use  of  system  data  input  forms,  procedures  and  purging  criteria 
and  an  agreement  that  the  user  agency  will  provide  information  to  Identified 
agencies  which  do  not  possess  terminals. 

Concomitant  to  these  obligations  are  various  supervisory  powers.  The  system 
should  retain  supervisory  authority  over  relevant  user  agency  operations,  par- 
ticularly regarding  terminal  facilities.  It  ought  to  train  and  certify  terminal 
operators  and  possess  the  authority  to  audit  the  system  regularly. 

Suggested  language : 

1.  System,  solely  and  exclusively,  shall  select  the  equipment  for,  provide, 
maintain,  operate  and  manage  an  electronic  data  processing  system  at  the  Sys- 
tem Computer  Center  in  order  to  provide  the  services  si)ecified  in  this  agree- 
ment. 

2.  System  shall  provide  User  Agency  the  terminal  devices  and  required  com- 
munication lines  at  no  cost  (or  agreed  upon  cost)  for  lease  of  such  facilities. 
Terminal  operator  personnel  costs,  equipment  power  and  connection  costs,  dis- 
patch center  supply  costs  unrelated  directly  to  the  System  terminal,  and  any 
charges  related  to  the  physical  relocation  of  the  terminal  equipment  after  ini- 
tial installation  will  be  borne  by  the  User  Agency.  Training  of  terminal  opera- 
tors will  be  provided  by  System  at  no  charge  to  the  User  Agency  at  designated 
locations  throughout  the  state. 

It  is  understood  by  and  between  the  parties  hereto  that  this  agreement  shall 
be  deemed  executory  to  the  extent  of  the  monies  available  to  System  and  no 
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liability  on  account  thereof  shall  be  incurred  by  System  beyond  monies  avail- 
able for  the  purposes  thereof. 

3.  User  Agency  shall  operate  terminal  stations  at  its  dispatch  center  on  a 
24-hour,  seven-day  week  basis  (or  during  regular  working  hours)  and  shall 
provide  sufficient  authorized  jjersonnel  to  operate  them.  Inquiry  terminals,  data 
sets  and  voice  grade  telephone  wires  between  and  connecting  the  terminal  sta- 
tions and  the  System  computer  center  shall  be  arranged  for  by  System.  The 
type  and  kind  of  electronic  equipment  used  at  the  terminal  station  shall  be 
compatible  with  the  Center  and  shall  be  subject  to  the  approval  of  System. 

Furthermore,  System  resen^es  the  right  to  approve  of  User  Agency's  volume 
of  terminal  usage,  equipment  location,  security  measures,  computer  interface 
configuration  and  the  qualifications  and  number  of  system-related  personnel. 

4.  Dispatch  i>ersonnel  assigned  by  User  Agency  as  terminal  operators  shall 
be  identified  on  record  forms  furnished  by  and.  returned  to  State  and  author- 
ized to  perform  System  terminal  operations  only  after  having  been  provided 
adequate  training  by  State  or  its  designee.  Terminal  operators  must  be  certi- 
fied by  System  prior  to  actual  on-line  operation  of  the  System  terminal.  User 
agency  agrees  to  notify  System  at  least  (some  time  deemed  adequate)  prior  to 
the  performance  of  any  maintenance  upon  the  User  Agency  inquiry  terminal 
by  any  person  who  is  not  a  member  of  User  Agency  staff  authorized  to  operate 
the  terminal ;  User  Agency  agrees  and  acknowledges  that  its  inquiry  terminal 
will  be  placed  in  a  restrictive  mode  during  such  maintenance  by  unauthorized 
personnel. 

5.  It  shall  be  the  responsibility  of  User  Agency  to  provide  for  conversion 
and  entry  of  data  into  the  System  through  the  use  of  codes,  procedurs,  and 
techniques  as  developed  and  provided  by  System.  System  shall  render  assist- 
ance to  the  User  Agency  in  order  to  provide  for  timely,  efficient  and  accurate 
implementation  of  terminal  oiierations. 

The  data  provided  to  System  flies  by  the  User  Agency  will  be  relevant  to  the 
criminal  justice  process,  excluding  data  such  as  relates  to  census,  tax,  election, 
unemployment  insurance  and  similar  files  about  individuals.  The  completeness 
and  accuracy  of  information  entered  into  the  information  system  is  paramount 
and  User  Agency  will  cooperate  with  regular  auditing  of  the  system  to  assure 
reliability  of  stored  data ;  in  addition,  measures  for  purging  or  canceling  en- 
tries will  be  adhered  to  for  enhancing  reliability  of  all  data. 

6.  In  keeping  with  the  concept  of  System  as  being  established  to  provide  as- 
sistance to  all  law  enforcement  agencies  of  the  state,  the  User  Agency  agrees 
to  provide  to  those  adjacent  law  enforcement  or  criminal  justice  jurisdictions 
not  equipped  with  a  System  terminal,  and  identified  by  System  rules  such  as- 
sistance as  may  be  requested  in  the  furtherance  of  law  enforcement  processes 
through  record  inquiry,  message  transmittals,  or  record  entries  in  keeping  with 
System  standards. 

Security  and  privacy 

In  the  operation  of  a  computerized  information  system,  security  and  privacy 
is  a  foremost  consideration.  The  maintenance  and  dissemination  of  data  is  af- 
fected by  applicable  federal  and  state  law,  FBI/NCIC  regulations,  and  regula- 
tions adopted  by  the  state  system  itself.  Such  regulations  should  be  incorpo- 
rated by  reference  into  the  agreement  so  that  all  user  agencies  are  cognizant 
of  their  obligations,  at  least  as  far  as  regulations  are  concerned.  Fairness  to 
user  agencies  would  also  mandate  that  where  the  state  agency  proposes  to 
modify  its  regulations,  the  agencies  be  notified  and  encouraged  to  comment. 

One  issue  that  arises  in  this  situation  is  sharing  of  information  among  user 
agencies.  If  a  criminal  justice  agency  signs  a  terminal  use  agreement  obligat- 
ing it  to  follow  the  security  and  privacy  regulations  adopted  by  its  state  con- 
trol terminal,  can  it  exchange  information  with  another  criminal  justice 
agency  which  has  not  signed  the  same  agreement?  Such  an  exchange  should  be 
permitted  as  long  as  the  second  agency  has  signed  a  similar  agreement  with 
the  control  terminal  agency  in  its  owTi  state.  Nevertheless,  it  is  felt  that  local 
agencies  should  not  exchange  information  with  noncriminal  justice  agencies ; 
the  latter  should  be  required  to  contact  the  state  agency  vrith  primary  obliga- 
tion for  disseminating  the  data. 

The  enforcement  mechanism  for  ensuing  compliance  with  security  and  pri- 
vacy standards  is  temporary  suspension  from  the  System ;  or  in  the  case  of 
significant  recalcitrancy,  cancellation  of  the  agreement. 
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This  type  of  penalty  creates  an  interesting  problem  for  state  agencies  wliich 
tiave  a  statutory  obligation  to  provide  information  to  otlier  agencies.  In  short, 
does  suspension  of  services  violate  this  obligation? 

A  statute  recently  enacted  in  Arizona  typifies  the  problem.  Section  41-1750 
of  the  Revised  Statutes  creates  a  criminal  identification  section  vrithin  the  De- 
partment of  Public  Safety.  The  statute  states,  in  part,  that  the  criminal  identi- 
fication section  shall : 

Provide  information  from  its  records  to  law  enforcement  agencies  of  the 
state  or  its  political  subdivisions  upon  request  by  the  chief  officer  of  such 
agency  or  his  authorized  representative.  Such  information  shall  be  used  only 
for  purposes  of  law  enforcement. 

Furthermore,  any  person  who  releases  or  procures  the  release  of  information 
held  by  the  criminal  identification  section  other  than  as  provided  by  this  sec- 
tion, or  who  uses  such  information  for  a  purpose  other  than  as  provided  by 
this  section,  is  guilty  of  a  misdemeanor ;  and,  the  Chief  of  the  Criminal  Identi- 
fication Section,  subject  to  the  approval  of  the  director,  shall  make  and  issue 
rules  and  regulations  relating  to  the  procurement  and  dissemination  of  infor- 
mation, in  the  manner  prescribed  by  law. 

The  extent  of  the  rule-making  powers  conferred  upon  the  Chief  of  the  Crimi- 
nal Identification  Section  over  "dissemination  of  information"  is  an  open  ques- 
tion. One  could  argue  that  the  sole  i>enalty  for  information  abuse  intended  by 
the  legislature  was  the  misdemeanor  penalty.  Furthermore,  in  the  event  of 
civil  suit,  an  indemnification  clause  in  the  terminal  agreement  could  transfer 
ultimate  payment  of  monetary  damages  from  the  state  agency  to  the  agency 
which  received  and  then  misused  the  data.  In  other  words,  the  abusing  agency 
would  be  punished  and  the  state  agency  could  avoid  financial  responsibility. 

Nevertheless,  this  narrow  argument  overlooks  the  fact  that  the  State  Identi- 
fication Section,  in  this  situation,  has  a  bona  fide  interest  in  protecting  the  in- 
tegrity of  its  own  data.  In  this  capacity,  it  represents  all  criminal  justice 
agencies  which  have  contributed  information  to  its  repository.  To  require  the 
state  agency  to  rely  solely  on  local  criminal  prosecution  as  the  measure  for 
protecting  security  and  privacy  is  to  question  whether  information  security 
can  exist  at  all  in  any  viable  form. 

In  many  situations,  conflicts  with  other  existing  laws  will  also  arise.  These 
statutory  ambiguities,  of  course,  will  have  to  be  resolved  by  state  attorneys  gen- 
eral and  the  courts.  It  is  strongly  recommended  that  statutes  which  require 
state  agencies  to  provide  information  to  other  criminal  justice  agencies  be 
viewed  as  permissive  rather  than  mandatory,  thereby  giving  the  state  agency 
maximum  authority  to  ensure  the  safety  of  its  own  computerized  files. 

A  parallel  problem  exists  if  the  National  Crime  Information  Center  suspends 
the  state  control  terminal.  Local  criminal  justice  agencies  will  not  be  able  to 
obtain  interstate  information  in  that  situation.  The  terminal  users  agreement 
can  protect  the  state  system  from  contract  violation  by  obligating  it  to  provide 
only  such  information  as  NCIC  makes  available  to  it.  The  Arizona  statute, 
even  if  mandatory,  would  also  not  be  violated  in  that  the  Identification  Sec- 
tion must  only  provide  "information  from  its  records."  It  is  conceivable,  how- 
ever, that  imder  the  wording  of  some  state  statutes,  the  transmission  of  NCIC 
information  would  appear  to  be  obligatory.  An  interpretation  is  needed  to  re- 
solve such  conflicts. 

Suggested  language : 

1.  User  Agency  agrees  to  limit  access  to  information  furnished  by  System  to 
its  own  employees  and  other  criminal  justice/law  enforcement  agencies  who 
have  entered  into  agreements  comparable  to  this  one  with  NCIC,  a  state  con- 
trol terminal,  or  user  agency  itself  to  protect  the  security  and  privacy  of  this 
information.  User  Agency  will  not  provide  information  to  non-criminal  justice 
agencies,  but  will  refer  such  agencies  to  System. 

2.  User  Agency  further  agrees  to  comply  with  federal  and  state  law,  rule.s 
procedures  and  policies  formally  adopted  by  System  and  in  regard  to  criminal 
history  information  furnished  through  the  FBI/NCIC  CCH  program,  to  rules, 
procedures  and  policies  approved  by  the  NCIC  advisory  policy  board  and 
adopted  by  the  NCIC. 

3.  A  statement  of  System  rules,  procedures  and  policies  adopted  on  (date) 
and  NCIC  rules,  procedures  and  policies  approved  by  the  NCIC  on  (date)  is 
attached  to  this  agreement  as  Appendix  A  and  incorporated  by  reference  in 
this  agreement. 
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4.  System  agrees  that  no  changes  will  be  made  in  the  rules,  procedures  and 
policies  adopted  by  it  and  incorporated  in  this  agreement  without  notice  to 
User  Agency  and  provision  of  a  30-day  period  in  which  User  Agency  can 
submit  written  comment  to  System. 

5.  System  reserves  the  right  to  immediately  suspend  furnishing  any  informa- 
tion provided  for  in  this  agreement  to  User  Agency  when  any  rule,  policy  or 
procedure  adopted  by  System  or  approved  by  the  NCIC  Advisory  Board  and 
adopted  by  NCIC  or  any  law  of  this  state  or  the  federal  government  applicable 
to  the  security  and  privacy  of  information  is  violated  or  appears  to  be  vio- 
lated. System  may  reinstate  the  furnishing  of  such  information  upon  receipt  of 
satisfactory  assurances  that  such  violation  did  not  occur  or  was  corrected. 
User  Agency  agrees  and  acknowledges  that  its  computer  system  use  and  con- 
figuration will  be  continuously  monitored  by  a  System  command  terminal. 

6.  User  Agency  agrees  to  indemnify  and  save  harmless  System  and  its 
officials  and  employees  from  and  against  any  and  all  claims,  demands,  actions, 
suits  and  proceedings  by  others,  against  all  liability  to  others,  including  but 
not  limited  to  any  liability  for  damages  by  reason  of  or  arising  out  of  any 
false  arrest  or  imprisonment,  or  any  cause  of  action  whatsoever,  or  against 
any  loss,  cost,  expense,  and  damage,  resulting  therefrom,  arising  out  of  or  in- 
volving any  negligence  on  the  part  of  User  Agency  in  the  exercise  or  enjoy- 
ment of  this  agreement. 


A  Proposed  Federal  Statute  Approved  by  the  SEARCH  Project  Group, 

November  2,  1973 

A  BILL  To  facilitate  and  regulate  the  exchange  of  criminal  justice  information,  to  ensure 
the  security  of  criminal  justice  information  systems  and  to  protect  the  privacy  of  individ- 
uals about  whom  information  is  contained  in  such  systems 

Be  it  enacted  hy  the  Senate  and  House  of  Representatives  of  the  United 
States  of  America  in  Congress  assembled, 

"That  this  Act  may  be  cited  as  the  "Criminal  Justice  Information  Systems  Se- 
curity and  Privacy  Act  of  1973." 

Sec.  2.  Definitions.  For  the  purpose  of  this  Act — 

(1)  "criminal  justice  information  system"  means  any  system,  including  the 
equipment,  facilities,  procedures,  agreements  and  organizations  thereof,  for  the 
collection,  processing,  preservation  or  dissemination  of  criminal  justice  infor- 
mation, which  is  an  interstate  system,  a  system  operated  by  the  Federal  Gov- 
ernment, or  a  system  funded  in  whole  or  in  part  from  grants  received  under 
Title  I  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968,  as 
amended. 

(2)  "interstate  system"  means  a  criminal  justice  information  system  estab- 
lished for  the  purpose  of  the  exchange  of  criminal  justice  information  between 
law  enforcement  agencies  located  in  two  or  more  States  or  between  Federal 
and  State  law  enforcement  agencies. 

(3)  "automated  system"  means  a  criminal  justice  information  system  that 
utilizes  electronic  computers  or  other  automatic  data  processing  equipment  for 
data  collection,  processing,  preservation  or  dissemination  as  distinguished  from 
a  system  in  which  such  activities  are  performed  manually. 

(4)  "criminal  justice  information"  includes  criminal  offender  record  informa- 
tion and  criminal  intelligence  information. 

(5)  "criminal  offender  record  information"  means  records  and  related  data, 
including  fingerprints,  compiled  by  law  enforcement  agencies  and  included 
within  a  criminal  justice  information  system  for  purjmses  of  identifying  crimi- 
nal offenders  and  alleged  offenders  and  maintaining  as  to  such  persons  summa- 
ries of  arrests,  the  nature  and  disposition  of  criminal  charges,  sentencing,  con- 
finement, rehabilitation  and  release.  The  term  does  not  include  criminal 
intelligence  information,  nor  statistical  or  analytical  records  or  reports  in 
which  individuals  are  not  identified  and  from  which  their  identities  are  not  as- 
certainable. 

(6)  "criminal  intelligence  information"  means  investigative  information  in 
matters  pertaining  to  law  enforcement,  including  reports  of  informants  and  in- 
vestigators, which  is  included  within  a  criminal  justice  information  system 
and  indexed  under  an  individual's  name,  retrievable  by  reference  to  an  individ- 
ual by  name  or  otherwise  associated  with  an  identifiable  individual.  The  term 
does  not  include  criminal  offender  record  information. 
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(7)  "law  enforcement"  means  any  activity  pertaining  to  crime  prevention, 
control  or  reduction  or  the  enforcement  of  tlie  criminal  law,  including  police 
efforts  to  prevent,  control  or  reduce  crime  or  to  apprehend  criminals,  activities 
of  courts  having  criminal  jurisdiction  and  related  agencies  (including  prosecu- 
torial and  public  defender  offices),  activities  of  corrections,  probation  or  parole 
authorities  and  programs  relating  to  the  prevention,  control  or  reduction  of  ju- 
venile delinquency  or  narcotic  addiction. 

(8)  "law  enforcement  agency"  means  a  public  agency  or  component  thereof 
which  performs  as  its  principal  function  activities  pertaining  to  law  enforce- 
ment. 

(9)  "state"  means  any  State  of  the  United  States,  the  District  of  Columbia, 
the  Commonwealth  of  Puerto  Rico,  and  any  territory  or  possession  of  the 
United  States. 

(10)  "Attorney  General"  means  the  Attorney  General  of  the  United  States. 
Sec.  3.  Access  to  and  Use  of  Criminal  Offender  Record  Information. 

(a)  Direct  access  to  criminal  offender  record  information,  including  access 
by  means  of  terminals  or  other  eqiiipment  in  the  case  of  automated  systems, 
shall  be  limited  to  authorized  officers  and  employees  of  law  enforcement  agen- 
cies. 

(b)  A  law  enforcement  agency  shall  obtain  criminal  offender  record  informa- 
tion only  in  situations  in  which  it  is  demonstrably  required  by  the  agency  for 
the  purpose  of  its  statutory  responsibilities,  and,  except  as  provided  in  subsec- 
tions (c)  and  (d),  criminal  offender  record  information  shall  be  used  only  for 
law  enforcement  purposes. 

(c)  Law  enforcement  agencies  with  access  to  criminal  offender  record  infor- 
mation may  make  such  information  available  for  non-law  enforcement  pur- 
poses, provided — 

(1)  the  use  of  criminal  offender  record  information  for  such  purposes  is 
explicitly  authorized  by  applicable  State  or  Federal  law,  and 

(2)  the  individual  to  whom  the  information  relates — 

(A)  has  been  convicted  of  at  least  one  offense  for  which  the  maxi- 
mum penalty  provided  by  applicable  law  is  in  excess  of  six  months' 
imprisonment,  or 

(B)  is  the  subject  of  an  arrest  warrant  charging  him  with  such  an 
offense  or  is  the  subject  of  criminal  proceedings  for  such  an  offense 
that  have  not  been  pending  for  more  than  six  months  from  the  date 
of  arrest. 

(d)  Criminal  offender  record  information  may  be  made  available  to  qualified 
persons  for  research  related  to  law  enforcement  under  regulations  issued  by 
the  Attorney  General.  Such  regulations  shall  establish  procedures  to  assure  the 
security  of  the  information  released  and  the  privacy  of  individuals  about 
whom  information  is  released. 

Sec.  4.  Criminal  Intelligence  Information. 

(a)  Criminal  intelligence  information  regarding  an  individual  may  be  en- 
tered into  a  criminal  justice  information  system  only  if  grounds  exist  connect- 
ing such  individual  with  known  or  suspected  criminal  activity.  Such  systems 
shall  review  individual  criminal  intelligence  files  at  least  every  two  years  to 
determine  whether  such  grounds  continue  to  exist,  and  shall  immediately  de- 
stroy all  copies  of  criminal  intelligence  information  relating  to  any  individual 
as  to  whom  such  grounds  do  not  exist. 

(b)  Access  to  and  use  of  criminal  intelligence  information,  including  access 
by  means  of  terminals  or  other  equipment  in  the  case  of  automated  systems, 
shall  be  limited  to  law  enforcement  agencies,  and,  within  such  agencies,  to 
components  and  individual  officers  or  employees  thereof  determined  by  the 
agencies  to  have  a  need  and  a  right  to  criminal  intelligence  information. 

(c)  No  automated  interstate  criminal  intelligence  information  system  shall 
provide  for  dissemination  of  full  criminal  intelligence  information  records  by 
means  of  remote  computer  terminal  access  to  computerized  data  bases  contain- 
ing such,  full  records.  Intelligence  information  disseminated  by  such  means 
shall  be  limited  to  data  sufficient  to  provide  a  register  or  index  of  the  identi- 
ties of  individuals  included  in  the  systems  and  the  names  and  locations  of  law 
enforcement  agencies  possessing  criminal  intelligence  files  relating  to  such  indi- 
viduals. 

Sec.  5.  Dissemination  of  Arrest  Records. 

(a)  No  information  relating  to  an  arrest  may  be  disseminated  by  any  crimi- 
nal offender  record  infomiation  system  without  the  inclusion  of  the  final 
disposition  of  the  charges  if  a  disposition  has  been  reported. 
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(b)  No  inforniatiou  concerning  the  arrest  of  an  individual,  from  which  the 
identity  of  the  individual  can  be  determined,  may  be  disseminated  or  used  for 
a  non-law-enforcement  purpose  if — 

(1)  a  determination  is  made  not  to  file  a  complaint  or  otherwise  initiate 
prosecutive  action  on  the  charge  for  which  the  arrest  was  made ; 

(2)  the  individual  is  acquitted  on  the  charge  for  which  he  was  ar- 
rested ; 

(3)  the  charge  is  dismissed  : 

(4)  a  determination  to  abandon  prosecution  of  the  charge  is  made  by 
the  prosecuting  attorney  ;  or 

(5)  an  interval  of  two  years  has  elapsed  from  the  date  of  the  arrest 
and  no  final  disposition  of  the  charge  has  resulted  and  no  active  prosecu- 
tion of  the  charge  is  then  pending :  Provided  that  the  two-year  period  does 
not  include  any  period  during  which  the  individual  is  a  fugitive. 

(c)  No  criminal  offender  record  information  concerning  the  arrest  of  an  in- 
dividual, from  which  the  identity  of  the  individual  can  be  determined,  may  be 
maintained,  disseminated  or  used  for  any  purpose  if — 

(1)  a  determination  is  made  not  to  file  a  complaint  or  otherwise  initiate 
prosecutive  action  on  the  charge  for  which  the  arrest  was  made ;  or 

(2)  the  individual  has  no  previous  record  of  arrest  and  an  interval  of 
two  years  has  elapsed. 

(A)  from  the  date  the  individual  was  acquitted  on  the  charge  for 
which  he  was  arrested,  the  charge  was  dismissed  or  a  decision  was 
made  to  abandon  prosecution,  or 

(B)  from  the  date  of  the  arrest  if  no  conviction  has  resulted,  no 
prosecution  is  actively  pending  and  the  individual  has  not  been  a  fugi- 
tive during  such  interval. 

Provided,  That,  during  such  two-year  period  the  individual  has  not  been  ar- 
rested on  another  charge  on  which  prosecutive  action  has  been  initiated. 

(d)  Each  state  shall  establish  procedures  to  implement  this  section,  includ- 
ing— 

(1)  procedures  to  assure  that  acquittals,  dismissals  and  decisions  not  to 
prosecute  or  to  abandon  prosecution  are  promptly  reported  to  some 
designated  agency  or  individual  for  entry  into  criminal  justice  information 
systems ; 

(2)  procedures  for  regular  and  frequent  reviews  to  identify  records  of 
arrests  that  have  not  resulted  in  convictions  within  two  years  and  as  to 
which  charges  are  not  then  pending ; 

(3)  procedures  to  assure  that  each  criminal  justice  information  system 
in  the  State  that  maintains  or  has  received  a  record  of  arrest  that  be- 
comes subject  to  the  restrictions  set  forth  in  this  section  is  promptly  noti- 
fied and  required  to  destroy  such  record  and  to  advise  all  agencies  or  indi- 
viduals to  whom  the  record  has  been  disseminated  to  return  it  or  destroy 
it. 

(e)  Notwithstanding  subsection  (c),  it  shall  be  permissible  for  a  designated 
central  agency  within  a  State  to  maintain  information  concerning  an  arrest 
subject  to  restrictions  under  this  section  until  the  expiration  of  the  period  pro- 
vided by  applicable  law  for  the  initiation  of  actions  for  false  arrest  or  other 
such  actions  growing  out  of  the  arrest.  Such  information  shall  be  disseminated 
and  used  during  such  period  only  for  the  defense  of  such  actions.  At  the  con- 
clusion of  the  period,  the  agency  shall  either  destroy  the  entire  record  or  de- 
lete from  it  all  information  from  which  the  identity  of  the  individual  can  be 
determined  and  retain  the  remainder  for  statistical  or  research  purposes. 

Sec.  6.  Security,  Accuracy,  Updating  and  Purging.  Each  criminal  offender 
record  information  system  subject  to  this  Act  shall  include  operating  proce- 
dures reasonably  designed  to — 

(1)  assure  the  physical  security  of  the  system,  to  prevent  the  unauthorized 
disclosure  of  information  in  the  system,  and  to  assure  that  information  in  the 
system  is  regularly  and  accurately  updated  to  include  subsequently  received  in- 
formation ; 

(2)  assure  that  criminal  offender  record  information  concerning  an  individual 
is  removed  from  the  system  as  required  by  law  or  court  order,  or  where,  based 
on  such  considerations  as  the  age  of  the  individual,  the  nature  of  the  record 
and  the  interval  following  the  last  entry  of  information  indicating  that  the  in- 
dividual is  under  the  jurisdiction  of  a  law  enforcement  agency,  the  informa- 
tion is  deemed  unlilsely  to  provide  a  reliable  guide  to  the  behavior  of  the  indi- 
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vidual.  Such  procedures  shall,  as  a  minimum,  provide  for  the  removal  from  the 
system  of  information — 

(a)  required  to  be  purged  by  any  statute,  regulation,  or  court  order; 

(b)  relating  to  an  individual  who  has  been  free  from  the  jurisdiction  or 
supervision  of  any  law  enforcement  agency  for  a  period  of  ten  years  if  such 
individual  has  previously  been  convicted  of  an  offense  for  which  the  maximum 
penalty  provided  by  applicable  law  exceeds  one  year's  imprisonment,  or  a  pe- 
riod of  five  years  if  such  individual  has  previously  been  convicted  only  of  an 
offense  for  which  applicable  law  does  not  provide  a  maximum  penalty  of  at 
least  one  year's  imprisonment ; 

(3)  assure  that  any  person  receiving  information  from  the  system  shall,  if 
such  information  is  retained  for  subsequent  use  or  further  dissemination,  make 
reasonably  frequent  new  inquiries  of  the  system  to  assure  that  the  information 
is  up  to  date ;  and 

(4)  assure  that  information  may  not  be  submitted  to  the  system  or  modified, 
updated  or  removed  from  the  system  without  positive  verification  of  the  iden- 
tity of  the  individual  to  whom  the  information  refers. 

Sec.  7.  Procedure  for  Removal  of  Information  from  Systems. 

(a)  The  provisions  of  sections  5  and  6  requiring  the  removal  of  information 
from  criminal  offender  record  information  systems  shall  apply  to  both  manual 
and  automated  systems.  The  provisions  shall  be  affected  in  all  systems  upon 
subsequent  request  for  dissemination  of  information  subject  to  removal  or, 
prior  thereto,  upon  (1)  receipt  of  notice  of  a  court  order  requiring  such  re- 
moval, or  (2)  the  request  of  the  individual  to  whom  the  record  refers  or  of 
another  law  enforcement  agency.  In  addition,  automated  systems  shall  have 
operating  procedures  to  effect  the  removal  of  information  automatically  at 
least  every  six  months,  whether  or  not  there  has  been  a  request  for  dissemina- 
tion or  removal. 

(b)  Where  removal  of  information  is  required  under  this  Act,  the  record 
shall  either  be  destroyed  or  be  stripped  of  all  information  from  which  the 
identity  of  the  individual  can  be  determined  and  the  remainder  retained  for 
statistical,  research  or  other  appropriate  purposes. 

Sec.  8.  Access  by  Individuals  for  Purposes  of  Challenge. 

(a)  An  individual  who  believes  that  criminal  offender  record  information 
concerning  him  is  inaccurate,  incomplete,  or  maintained  in  violation  of  any 
provision  of  this  Act  shall,  upon  verification  of  his  identity,  and  in  accordance 
with  published  rules  stating  the  time,  place  fees  to  the  extent  authorized  by 
statute  and  procedure  to  be  followed,  be  entitled  to  review  such  information 
and  to  obtain  a  copy  of  it  for  the  purpose  of  challenge,  correction,  or  the  addi- 
tion of  explanatory  material. 

(b)  Any  individual  whose  record  is  not  removed,  modified  or  supplemented 
as  he  may  request  following  a  review  of  such  record  shall  be  entitled  to  a 
hearing  before  an  appropriate  otficial  at  which  the  individual  may  appear  with 
or  without  counsel,  present  evidence  and  examine  and  cross-examine  witnesses. 

(c)  Any  record  found  after  such  a  hearing  to  be  inaccurate,  incomplete  or 
improperly  maintained  shall,  within  30  days  of  the  date  of  such  findings,  be 
appropriately  modified,  supplemented  or  removed. 

(d)  Any  recipient  of  the  record  after  the  request  for  a  hearing  shall  be  noti- 
fied of  the  request  and  the  reasons  for  it  and  of  the  disposition  of  the  matter. 

Sec.  9.  Participation  by  the  Department  of  Justice.  Subject  to  the  limitations 
of  section  10,  the  Attorney  General  may  authorize  any  division,  bureau  or 
other  component  of  the  Department  of  Justice  to  participate  in  interstate  crim- 
inal offender  record  information  systems,  including  the  provision  of  central  in- 
formation storage  facilities  and  telecommunications  lines  for  interstate  trans- 
mission of  information. 

Sec  10.  Limitations  on  National  Central  Storage  Facilities. 

(a)  No  complete  criminal  offender  records,  except  those  of  individuals  with 
records  of  offenses  under  Federal  law  or  under  the  law^s  of  two  or  more 
States,  shall  be  stored  in  any  national  central  information  storage  facility 
serving  interstate  criminal  offender  record  information  systems,  whether  such 
facility  is  provided  by  the  Department  of  Justice,  by  a  State  or  otherwise. 
With  respect  to  individuals  with  records  of  offenses  under  the  laws  of  only 
one  State,  information  stored  in  any  such  national  facility  shall  be  limited  to 
that  necessary  to  provide  an  index  of  the  identity  of  such  individuals,  a  brief 
topical  summary  of  the  criminal  history  of  such  individuals,  and  the  name  and 
location  of  law  enforcement  agencies  from  which  complete  criminal  offender 
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record  information  about  sucli  individuals  may  be  obtained.  Such  central  infor- 
mation storage  facility  may  provide  telecommunications  lines  and  message- 
switching  capabilities  to  facilitate  the  transmission  of  complete  criminal  of- 
fender records  among  the  law  enforcement  agencies  participating  in  the 
system. 

(b)  Notwithstanding  the  provisions  of  subsection  (a),  it  shall  be  permissible, 
pursuant  to  regulations  issued  by  the  Attorney  General,  for  a  national  central 
information  storage  facility  to  maintain  full  criminal  offender  records  of  indi- 
viduals with  records  of  offenses  under  the  laws  of  only  one  State  if  such  rec- 
ords are  submitted  by  States  which  otherwise  could  not  participate  fully  in  an 
interstate  criminal  offender  record  information  system  due  to  the  lack  of  facil- 
ities or  procedures,  until  such  time  as  such  States  are  able  to  provide  the 
facilities  and  procedures  to  maintain  the  records  in  the  States :  Provided,  that 
criminal  offender  records  maintained  in  such  central  storage  facility  under  the 
exception  set  forth  in  this  subsection  shall  be  limited  to  records  of  offenses  for 
which  the  maximum  penalty  provided  by  applicable  law  is  in  excess  of  six 
months'  imprisonment. 

Sec.  11.  Civil  and  Criminal  Remedies. 

(a)  A  person  with  respect  to  whom  criminal  offender  record  information 
knowingly  has  been  maintained,  disseminated  or  used  in  violation  of  this  Act 
shall  have  a  civil  cause  of  action  against  the  person  or  agency  responsible  for 
such  violation  and  shall  be  entitled  to  recover  from  such  person  or  agency  ac- 
tual and  exemplary  damages  and  reasonable  attorneys'  fees  and  other  litiga- 
tion costs  reasonably  incurred. 

(b)  Whoever  disseminates  or  uses  criminal  offender  record  information 
knowing  such  dissemination  or  use  to  be  in  violation  of  this  Act  shall  be  fined 
not  more  than  $10,000  or  imprisoned  for  not  more  than  five  years,  or  both. 

Sec.  12.  Annual  Audit.  At  least  once  annually  the  General  Accounting  OflBce 
shall  conduct  a  random  audit  of  the  practices  and  procedures  of  the  Attorney 
General  and  State  and  Federal  agencies  concerning  information  collected  and 
disseminated  pursuant  to  this  Act  to  ensure  compliance  with  its  requirements 
and  restrictions.  The  results  of  such  audits  shall  be  made  available  to  the  At- 
torney General  and  to  the  Congress  by  May  1  of  each  year  beginning  on  May  1 
following  the  first  full  calendar  year  after  the  effective  date  of  the  Act,  and 
may  be  made  available  to  appropriate  State  and  local  law  enforcement  agen- 
cies. 

Sec.  13.  Regulations.  The  Attorney  General  is  authorized,  after  appropriate 
consultation  with  representatives  of  Federal,  State  and  local  law  enforcement 
agencies  participating  in  information  systems  covered  by  this  Act,  to  establish 
such  rules,  regulations  and  procedures  as  he  may  deem  necessary  to  effectuate 
the  provisions  of  this  Act. 


MATERIALS    RELATING    TO    CRIMINAL    JUSTICE    INTELLIGENCE 

INFORMATION  SYSTEMS 

New   England   Organized   Crime   Intelligence  System   (NEOCIS) 

Excerpts  from  "Evaluation  of  the  New  England  Organized  Crime  Intelli- 
gence System  (NEOCIS)"  Prepared  by  Dunlop  &  Associates,  Inc.,  Novem- 
ber 30,  1972 

Executive  Summary 

The  New  England  Organized  Crime  Intelligence  System  (NEOCIS)  is  a  re- 
gional effort  sponsored  by  the  New  England  Association  of  Attorneys  General 
and  the  New  England  State  Police  Administrator's  Conference.  The  system, 
with  primary  funding  coming  from  a  three-year  grant  from  the  Law  Enforce- 
ment Assistance  Administration,  was  established  in  August  1970 ;  operational 
activities  began  in  December  of  that  year. 

The  impetus  for  the  system  has  come  from  two  basic  sources.  First,  was  the 
long  standing  recognition  by  the  Attorneys  General  and  State  Police  Directors 
of  the  need  to  exchange  criminal  intelligence  information  among  the  states  of 
the  region.  A  variety  of  efforts  toward  this  goal  were  undertaken  during  the 
1960's  culminating  in  legislation  which  created  a  six  state  compact  to  establish 
and  operate  a  New  England  Criminal  Intelligence  Bureau. 

Second,  the  1967  report  of  the  President's  Commission  on  Law  Enforcement 
and  Administration  of  Justice  pointed  out  a  variety  of  problems  in  combatting 


470 

organized  crime.  Among  tliese  were  a  lacli  of  resources  in  state  and  local  en- 
forcement agencies,  a  lack  of  coordination  due  to  geographically  limited  juris- 
dictions, and  a  failure  to  develop  strategic  intelligence  concerning  organized 
crime.  One  of  the  specific  recommendations  of  the  Commission  was  that,  "the 
Department  of  Justice  should  give  financial  assistance  to  encourage  the  devel- 
opment of  efficient  systems  for  regional  intelligence  gathering,  collection  and 
dissemination". 

In  September  1971  LEAA  entered  into  a  contract  with  Dunlap  and  Associ- 
ates, Inc.,  to  perform  an  evaluation  of  NEOCIS.  Specifically,  this  effort  in- 
cluded an  overall  review  of  the  NEOCIS  project  and  plan,  a  study  of  the  sys- 
tem's management  information  and  control  reporting,  development  of 
evaluation  methodology  to  assess  the  impact  of  the  system  on  organized  crime, 
and  the  application  of  this  methodology  in  an  evaluation  of  NEOCIS.  The 
present  report  contains  the  results  of  this  study.  The  report  is  organized  to 
correspond  to  the  four  main  tasks  which  were  conducted.  Thus,  Chapter  II 
presents  the  results  of  the  overall  review  of  the  system.  Chapter  III  discusses 
the  NEOCIS  reporting  system.  Chapter  IV  describes  the  impact  evaluation 
method,  and  Chapter  V  presents  the  results  of  the  application  of  this  method. 
The  report  also  contains  an  appendix  which  provides  detailed  descriptions  of 
each  major  report/form  in  use  by  NEOCIS. 

The  material  in  Chapters  II  and  III  is  essentially  a  process  evaluation  being 
concerned  with  the  ways  the  system  is  organized  and  operates.  The  material  in 
Chapters  IV  and  V,  on  the  other  hand,  is  devoted  to  performance  or  impact 
evaluation  (i.e.,  focuses  on  the  results  being  achieved  by  the  system).  The 
major  finds  of  the  study  are  as  follows : 

CHAPTER  II  :  REVIEW  OF  THE  NEOCIS  SYSTEM 

This  chapter  contains  a  discussion  of  the  background  of  the  NEOCIS  system 
and  descriptions  of  its  organizational  structure  and  operating  procedures.  It  is 
concluded  that  the  system  is  suitably  organized  for  the  objectives  being  pur- 
sued. That  is,  there  is  a  clear  cut  delineation  of  functions  within  the  system 
with  well  established  lines  of  communication  and  responsibility. 

The  primary  administrative  problems  within  NEOCIS  are  those  which  could 
potentially  arise  if  the  system  were  to  continue  beyond  the  three-year  grant 
period.  That  is,  the  system  does  not  now  have  established  career  ladders,  ad- 
vancement policies,  job  descriptions,  retirement  plans  and  similar  personnel 
procedures  which  would  be  necessary  in  a  permanent  organization. 

CHAPTER  III  :   DESIGN  OF  REPORTS 

NEOCIS  was  found  to  have  a  mature  management  information  and  report- 
ing system  which  is  generally  well  suited  to  the  system's  needs.  Study  of  the 
system's  filing  and  indexing  procedures  indicated  that  these  have  functioned 
with  a  low  error  rate.  The  flow  of  reports  within  NEOCIS  is  generally  well  es- 
tablished and  consistent  with  the  information  needs  of  system  personnel. 

The  chapter  describes  the  system's  reporting  in  the  following  categories :  in- 
telligence documentation,  output  documentation,  control  of  intelligence  reports, 
and  other  reports.  Detailed  description  of  each  of  the  reports/forms  in  each 
of  the  categories  is  contained  in  Appendix  A.  The  chapter  also  contains  a  num- 
ber of  specific  recommendations  for  modifications  to  the  reporting  system. 

CHAPTER  IV  :  EVALUATION  METHODOLOGY 

The  determination  of  the  performance  or  impact  of  the  NEOCIS  system  in- 
volves the  judgment  of  the  degree  to  which  specific  system  objectives  are  being 
met.  The  formalization  of  this  judgmental  process  requires  that  a  systematic 
evaluation  methodology  be  established  and  utilized.  This  methodology  consists 
of  the  following  steps  : 

Identification  of  the  specific  objectives  of  the  system  and  the  categorization 
of  the  relative  importance  and  time  frame  of  these  objectives. 

Establishment  of  the  criteria  which  will  be  employed  to  evaluate  each  objec- 
tive. 

Definition  of  the  measures  which  will  be  developed  relating  to  each  criterion. 

Establishment  of  the  basis  on  which  measures  will  be  interpreted. 

Conduct  of  the  evaluation  and  presentation  of  results. 
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Examination  of  NEOCIS  and  its  documentation  indicates  that  the  system's 
ultimate  objective  may  be  stated  as,  "i)r()viding  intelligence  products  which 
will  enhance  the  ability  of  law  enforcement  agencies  to  prevent  and/or  prose- 
cute cases  of  organized  criminal  activities  in  New  England."  Supporting  this 
ultimate  objective  are  five  intermediate  objectives.  These  are : 

1.  To  provide  information  to  law  enforcement  agencies  on  the  structure, 
membership,  activities  and  harm  of  organized  crime  in  New  England. 

2.  To  coordinate  available  intelligence  gathering,  investigative  and  law  en- 
forcement activities. 

3.  To  develop  strategies  to  reduce  the  effectiveness  of  organized  crime. 

4.  To  determine  the  value  of  a  regional  approach  to  combatting  organized 
crime  as  compared  with  state  and/or  local  approaches. 

5.  To  educate  law  enforcement  personnel  on  the  nature  of  organized  crime 
and  on  how  to  set  up  and  operate  an  intelligence  gathering  system. 

Each  of  these  intermediate  objectives  is,  in  turn,  supported  by  numerous 
other  more  immediate  objectives. 

Judgment  as  to  the  accomplishment  of  objectives  at  these  three  levels  (ulti- 
mate, intermediate  and  immediate)  is  carried  out  by  establishing  and  interpret- 
ing measures  of  effort  and  effect  and  relating  these  to  the  particular  proc- 
esses that  have  been  established  within  the  system.  The  basis  of  the  impact 
evaluation,  then,  is  to  determine  the  progress  that  has  been  made  toward  each 
of  the  system's  objectives  in  terms  of  the  amount  of  effort  devoted  to  each 
objective  and  the  demonstrable  effects  that  have  been  produced. 

CHAPTER  V  :  EVALUATION  EESXJLTS 

The  application  of  the  evaluation  methodology  to  the  NEOCIS  system  has 
produced  a  mixed  picture  of  accomplishment.  On  the  one  hand,  we  find  that 
the  basics  of  the  system  (collection,  analysis  and  dissemination)  have  been 
successfully  installed  and  are  functioning  in  a  manner  which  shows  significant 
progress  toward  the  ultimate  objective.  Thus,  for  example,  it  has  been  found 
that  NEOCIS  supplied  information  has  contributed  to  more  than  200  investiga- 
tions by  recipient  agencies  while,  conservatively,  several  millions  of  dollars 
have  been  diverted  from  organized  crime  because  of  the  efforts  of  the  system. 
Overall,  27  percent  of  NEOCIS  disseminations  have  led  to  some  identifiable  ac- 
tion against  organized  crime.  In  addition,  the  establishment  of  NEOCIS  and 
the  continued  support  received  from  its  sponsoring  agencies  is  viewed  as  a 
major  accomplishment  in  the  realm  of  interstate  cooperation.  NEOCIS  repre- 
sents the  formalization  of  channels  of  communication  among  the  New  England 
States  in  matters  of  criminal  intelligence,  thereby  filling  a  long  standing  law 
enforcement  need  in  the  region. 

On  the  negative  side,  the  system  has  demonstrated  little  progress  toward  its 
more  innovative  objectives.  For  example,  no  progress  has  been  made  toward 
developing  strategies  against  organized  crime  along  the  lines  envisioned  by 
project  planners.  Similarly,  little  has  been  achieved  in  obtaining  the  routine 
participation  of  local  police  departments  or  other  government  agencies.  Also, 
the  system  has  failed  to  experiment  with  alternative  techniques  as  would  be 
anticipated  from  the  one  of  the  original  grant  application. 

Overall,  then,  NEOCIS  appears  to  have  adopted  a  relatively  narrow  ap- 
proach to  its  activities  emphasizing  the  routine  aspects  of  intelligence  gather- 
ing, analysis  and  dissemination.  While  this  in  itself  represents  a  significant 
step  forward  in  interstate  cooperation  and  has  provided  a  real  contribution  in 
combatting  organized  crime,  much  of  the  promise  of  grant  application  has  gone 
unfulfilled.  That  is,  the  system  has  not  become  the  recipient  and  coordinator  of 
all  organized  criminal  intelligence  for  the  region,  it  has  not  become  the  focal 
point  for  strategic  planning,  and  it  has  not  functioned  as  a  testbed  for  innova- 
tive techniques  in  analysis  and  dissemination. 


Chapter  V 

EVALUATION   RESULTS 

This  chapter  provides  the  results  of  the  evaluation  effort.  Presented  first  are 
the  findings  with  regard  to  the  system's  ultimate  objective.  Next,  each  of  the 
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intermediate  and  immediate  objectives  outlined  in  Chapter  IV  are  considered. 
For  eacli  objective,  four  main  topics  are  covered.  Tliese  are  1)  measures  of 
effort,  2)  measures  of  effect,  3)  process  and  4)  interpretation.  The  chapter  con- 
cludes with  an  overall  summary  of  the  evaluatory  study. 

A.  Evaluation  of  the  ultimate  objective 

The  ultimate  NEOCIS  objective  is  to  provide  intelligence  products  which  will 
enhance  the  ability  of  law  enforcement  agencies  to  prevent  and/or  prosecute  cases 
of  organized  criminal  activity  in  New  England.  Evaluation  of  the  accomplishment 
of  this  ultimate  objective  was  carried  out  by  examining  measures  of  effort  and 
effect  arising  from  NEOCIS  disseminations  (the  system's  output  or  product). 
The  rationale  here  is  that  a  picture  of  any  overall  impact  NEOCIS  is  having 
should  emerge  by  determining  the  nature  and  extent  of  the  material  it  has 
supplied  to  other  agencies,  and  the  use  that  has  been  made  of  this  material  by 
its  recipients. 

1.  Measures  of  effort. 

From  the  inception  of  NEOCIS  through  the  end  of  July  1972,  a  total  of  381 
unique  disseminations  were  made  by  the  system.  It  may  be  recalled  that  dis- 
seminations are  in  letter  format  and  are  produced  by  the  Analysis  and  Dissemi- 
nation Center  whenever  it  is  believed  that  collected  data  can  be  compiled  into 
intelligence  information  useful  to  law  enforcement  agencies.  Also  included  among 
the  disseminations  are  responses  to  specific  information  requests  by  outside 
agencies. 

The  volume  of  NEOCIS  disseminations  on  a  month-by-month  basis  is  shown 
in  Figure  13.  Here  it  may  be  seen  that  following  a  "start-up"  period,  dissemina- 
tions have  been  averaging  about  28  per  month.  Over  the  same  interval,  the  system 
has  been  averaging  approximately  300  Intelligence  Reports  per  month.  Thus,  the 
ratio  of  NEOCIS  input  to  output  is  on  the  order  of  10  :1. 
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Figure  13  also  shows  the  monthly  pattern  of  disseminations  which  have  been 
interstate  in  content  (i.e.,  material  on  activities  which  are  interstate  in  scope). 
It  may  be  seen  that  these  disseminations  have  been  increasing  and  now  account 
for  more  than  one-half  of  all  material.  Over  the  last  12  months,  interstate 
disseminations  have  averaged  just  over  13  per  month. 

(page  .51)  [omitted].  That  table  indicated  that  Connecticut  and  Massachusetts 
have  been  the  primary  recipients  of  XEOCIS  material  with  39  percent  of  all 
items  going  to  Connecticut  and  33  i)ercent  to  Massachusetts.  Vermont  has  received 
the  smallest  number  of  items  (10  iiercent).  The  data  in  Table  4  also  shows  that 
almost  20  percent  of  NEOCIS  disseminations  have  gone  to  agencies  outside  of 
NESPAC  and  NEAAG.  These  "outside"  recipients  were  listed  on  page  ~^2 
[omitted]. 

a.  Nature  of  the  disseminations. — Tables  7  and  8  show  the  distribution  of  the 
topics  of  NEOCIS  disseminations  as  indicated  by  both  general  descriptions  of 
the  report  contents  provided  to  the  evaluation  team  and  by  the  NEOCIS  file 
references  contained  in  the  reports.  It  should  be  noted  that  this  distribution  of 
topics  exceeds  the  total  number  of  reports  since  many  reports  discuss  several 
activities.  Table  7  shows  the  distribution  of  illegal  activities  described  in  the 
disseminations  and  Table  8  shows  other  relevant  topics  covered  by  the  reports. 

It  may  be  seen  in  Table  7  that  in  terms  of  intelligence  or  criminal  activities, 
gaming  is  by  far  the  most  frequently  reported  activity  (42  percent  of  all  activities 
noted  in  NEOCIS  disseminations  are  related  to  this  subject).  No  other  activity 
approaches  10  percent  of  all  items  reported.  In  terms  of  areas  other  than  illegal 
activities,  material  for  dossiers  on  individuals  is  the  most  frequently  reported 
(43  percent). 

Other  items  descriptive  of  the  nature  of  NEOCIS  disseminations  are  as  follows: 

Seventy-nine  percent  of  the  disseminations  contain  material  that  deals 

primarily  with  current  organized  criminal  activities  or  events  ;  fifteen  percent 

contain  material  primarily  historical  in  nature  and  six  percent  deal  with 

future  activities. 

TABLE  7.— DISSEMINATION  REFERENCES  ACTIVITY  BREAKDOWN 


Topic 

Major 
activity 
as  filed 

Percent 

of  total 

major 

activities 

Addi- 
tional 
activi- 
ties as 
reported 

Total 
activities 

Percent 

of  total 

activities 

Major 
activity 
as  filed 
(inter- 
state) 

Percent  of 
inter- 
state 

Abortion 

Arson/bombings 

i 

0.'4' 

3 

1 
1 

3 

1 
2 

0.8  . 
.3  . 
.6 

Assault.- 

Bootlegging.. 

Bribery    

... 

6.'9 

Conflict    of    interest/corruption/security 

breech 

Conspiracy 

4 

1 

1.7 
.4 

19 
1 

23 
2 

6.4 
.6 

2 

1 

1.9 
.9 

Election  violations 

Extortion... 

Fraud 

Gaming  violations/devices 

1 

12 

126 

5 

1 

7 

15 

.4 
5.0 
52.0 
2.1 
.4 
2.9 
6.2 

2 

12 
25 
5 
1 
2 
4 

3 

24 
151 

10 
2 
9 

19 

.8  . 

6.7 

42.0 

2.8 

.6 

2.5  . 
5.3 

" 8" 

46 
2 

1 

8' 

7."4 

42.4 

Homocide/gang  wars 

1.9 

Larceny 

.9 

Loan  sharking 

Narcotics... 

Y.'t 

Perjury 

Prostitution 

Receiving  stolen  goods/fencing 

Smuggling 

Tax  violations 

1 

13 
3 

.4 
5.4 
1.2 

4 
8 
1 

5 
21 

4 

1.4  . 

5.8 

1.1 

8' 

3 

7.4 

2.8 

Liquor  violations                                                                                                                 -- 

Check  passing 

Pornography. 

Counterfeiting 

Breaking  and  entering/burglary 

Armed  robbery 

Bank  robbery.. 

1 
4 
3 
8 
7 
1 
6 

.4 
1.7 
1.2 
3.3 
2.9 

.4 
2.5 

1 
3 
3 
2 
1 
1 
2 
7 

"4" 

4 

2 

7 
6 

10 
8 
2 
8 
7 
2 
5 
7 

16 

.6 
1.9 
1.7 
2.8 
2.2 

.6  . 
2.2 
1.9  . 

.6 
1.4 
1.9 
4.5 

1 
4 
2 
3 
2 

3 
.. 

2 

2 
8 

.9 

3.7 
1.9 
2.8 
1.9 

Hi-jacking 

2.8 

Gun  sales/fire  arms  violations  .. 

Labor  racketeering 

2 

5 

3 

12 

.8 
2.1 
1.2 
5.0 

.9 

Stolen  cars/parts 

Stolen  securities/embezzlement 

Infiltration  of  legitimate  business 

1.9 
1.9 

7.4 

Total.. 

242 

117 

359 

108 
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TABLE  8.-DISSEMINATI0N  REFERENCE  FILE  CATEGORY  BREAKDOWN 
(Other  than  activities) 


Topic 

Major  file 
category 

Percent  of 
total  areas 

Additional 
areas  as 
reported 

Total 

Percent  of 
total 

Major  file 

category 

(interstate) 

r)n<;*;ifiri  on  individu3ls 

77 
7 
6 

52.0  . 

4.7  . 
4.1  . 

77 

7 
6 

43.0 
3.9 
3.4 

43 

6 

Special  requests                       

4 

Nonspecific  information  on  individuals. 

Specific  groups,  gangs,  et  cetera 

Legitimate  business  information: 

Nonspecific  information  on  legiti- 
mate business 

19 
4 

1 

12.8 
2.6  _ 

.7  . 

5 

24 
4 

1 
1 
1 

13.4  . 
2.2 

.6  . 
.6  . 
.6  . 

1 

.. 

Scavenger/garbage/janitorial 

MntpU/hotels 

1 

.7  . 

.... 

Hn<sDitals/clinics                                                                                            _   _   _   - 

Bars/restaurants/clubs/package, 
and  food  stores                  

10 
14 

6.8 
9.5 

8 
7 

18 
21 

10.1 
11.7 

1 

Racing 

8 

Benevolent  groups/social  clubs — 
Gambling  junkets/travel  agencies/ 
tourism.. 

Aiitn  sppnries 

1 
1 

.7 
.7 

2 
2 

3 
3 

1.7  - 
1.7 

1 

Realty/trust     agencies/land     de- 
velopment  

Financial       institution/insurance 
agencies 

Manufacturing/construction 

r.jpanpr^/tlnpn  ^pruirp 

4 

1 
1 

2.6 

.7 
.7 

4 

1 
1 

8 

2 
2 

4.5 

1.1 
1.1  . 

1 

1 

Stores/retail         outlets/discount 

Detective  agencies 

1 

.7 

1 

.6  . 

,__- 

Total 

148  . 

31 

179  . 

66 

Fifty-three  percent  of  the  disseminations  deal  with  multiple  instances  of  a 
given  type  of  organized  criminal  activity  (e.g.,  the  location  of  several  book- 
making*  operations)  ;  thirty -one  percent  of  the  disseminations  report  a  single 
instance  of  an  activity  and  sixteen  percent  report  several  different  activities. 

Two  hundred  and  eight-seven  of  the  381  disseminations  identified  individuals 
known  or  believed  to  be  associated  with  organized  crime.  Of  the  individuals 
identified  (470  in  all),  48  percent  were  judged  to  be  in  the  upper  echelon  of 
organized  crime,  22  percent  were  judged  to  be  of  middle  rank  and  the  remain- 
ing 30  percent  were  on  the  fringes  of  organized  crime. 

Slightly  over  half  of  the  disseminations  (52  percent)  dealt  with  matters  that 
were  exclusively  intrastate  in  nature  (occurring  entirely  within  one  of  the 
New  England  States).  The  remaining  48  percent  dealt  with  matters  which  oc- 
curred in  more  than  one  state,  crossed  state  lines,  etc. 

Almost  half  (46  percent)  of  the  disseminations  were  reported  to  be  based 
wholly  or  in  part  on  information  supplied  by  registered  human  sources,  26  per- 
cent come  fromi  information  gained  first-hand  by  the  Intelligence  OflScers  (ob- 
servations, research,  etc.),  13  percent  were  from  non-registered  human  sources 
and  15  percent  come  from  state  and  local  police  oflicers. 

2.  Measures  of  effect. 

Recipients  of  NEOCIS  disseminations  categorized  the  effects  produced  in 
several  ways. 

First,  was  the  estimation  by  the  recipients  of  whether  the  information  con- 
tained in  each  dissemination  was  new  (to  the  recipient),  additional  (to  al- 
ready known  information),  already  known  (by  the  recipient),  confirming  (to 
unconfirmed,  but  known  information),  or  whether  it  was  just  useful 
reference/back ffroiind  (general  intelligence)  data.  Since  the  data  collection  ef- 
fort involved  381  unique  disseminations  made  over  a  17-month  period  and  was 
dependent  on  recipient  recall,  assignment  to  one  of  the  above  categories  was 
not  possible  for  a  large  number  of  cases.  Also,  many  disseminations  included 
information  considered  to  be  in  more  than  one  category.  The  three  categories 
of    new,    added    and    known    are    mutually    exclusive,    but    confirming    and 


112 

35 

111 

34 

3 

1 

9 

3 

86 

27 

321 , 
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reference/ background  could  occur  in  conjunction  with  any  of  the  other  tliree. 
The  resulting  distribution  is  as  follows : 
Information  was : 

Number  Percent 

New - .- _. 

Added. 

Known..  _ 

Confirming 

Reference/background 

Total.. 


Category  unknown  by  recipient  or  recipient  was  not  contacted-- 101  disseminations 

Second,  investigations  known  to  have  been  conducted  on  the  subject  or  activity 
of  the  NEOCIS  disseminations  were  tabulated.  The  distribution  witli  regard  to 
whether  the  investigation  was  new,  as  a  result  of  the  dissemination,  or  whether 
an  investigation  was  already  underway  is  shown  below.  This  distribution  also 
separates  those  investigations  conducted  by  agencies  other  than  the  N.E.  state 
police  or  Attorneys  General. 

New  investigation  by  N.E.,  SP,  and/or  AG 87 

New  investigation  by  other  agencies 17 

Ongoing  investigation  by  N.E.,  SP,  and/or  AG 90 

Ongoing  investigation  by  other  agencies 20 

(Total  investigations  knovpn  to  have  been  conducted  on  the  subject 
or  activity  of  NEOCIS  disseminations) 214 

Of  the  214  investigations  known  to  have  been  conducted,  92  are  still  under- 
way and  32  are  known  to  have  dead  ended.  Between  206  and  225  arrests  have 
been  made  and  between  18  and  21  convictions  have  been  obtained.  Of  the  in- 
terstate items  only,  between  134  and  142  arrests  have  been  made  resulting  in 
10  known  convictions  to  date. 

A  variety  of  law  enforcement  activities  other  than  investigations  were  also 
stimulated  by  NEOCIS  disseminations.  These  include  : 

Initiation  or  increase  of  surveillance  of  a  subject,  location  or  activity.  In 
several  cases  deliberate  surveillance  prevented  planned  crimes.  Exposure  of  ac- 
tivities and  people.  Denial  of  licenses.  Denial  of  loans.  Stoppage  of  welfare 
payments.  Exposure  of  employees  to  superiors.  Alerted  other  agencies  of  an  il- 
legal activity.  Caused  confusion  in  gambling  circles  by  convincing  newspapers 
to  stop  publishing  the  daily  number.  Stopped  flow  of  slugs  being  used  in  vend- 
ing machines  and  pay  phones. 

Lastly,  estimates  were  made  of  the  amount  of  money  which  has  been  di- 
rectly diverted  from  organized  crime  in  cases  in  which  NEOCIS  disseminations 
have  played  some  part.  These  estimates  are  from  individual  cases  in  which 
known  dollar  amounts  were  involved  or  in  which  reasonable  estimates  could  be 
made  of  the  value  of  merchandise,  equipment,  facilities  or  services  diverted 
from  organized  crime.  It  must  be  emphasized  that  the  totals  listed  below  result 
from  only  those  cases  in  which  estimates  could  be  made  with  any  reasonable 
degree  of  accuracy  and,  therefore,  repre.sent  absolute  minimums.  Dollars 
known  to  have  been  diverted  from  organized  crime  as  a  direct  or  indirect  re- 
sult of  NEOCIS  supplied  information:  $5,282,500  to  $7,045,500;  $2,485,500  to 
$4,013,500  (interstate  items  only). 

In  summary,  of  the  381  unique  disseminations  studies,  101  or  27  percent  are 
known  to  have  resulted  in  some  beneficial  consequence  in  fighting  organized 
crime. 

3.  Process — NEOCIS  generates  disseminations  under  three  main  circum- 
stances : 

1.  Whenever  the  system  (specifically  the  Analysis  and  Dissemination  Center) 
believes  material  in  its  possession  warrants  distribution. 

2.  In  response  to  special  requests. 

3.  To  document  a  previous  verbal  dissemination. 

The  latter  generally  occurs  when  an  Intelligence  OflSce  has  obtained  a  piece 
of  information  requiring  immediate  police  attention. 
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The  audience  for  dissemination  typically  is  one  or  more  of  the  following: 
the  Attorney  General  and  State  Police  Director  in  one  or  several  New  England 
States,  all  members  of  the  Joint  Steering  Committee,  law  enforcement  agencies 
outside  New  England,  local  police  within  New  England.  Thus,  the  381  unique 
disseminations  examined  were  sent  to  a  total  of  923  recipients. 

As  noted  earlier,  there  is  no  formal  mechanism  for  receiving  feedback  on  an 
item-by -item  basis  from  recipients  of  material.  (It  was  noted  in  Chapter  III 
that  the  Dissemination  Memorandum  designed  for  this  purpo.se  is  no  longer 
used  except  for  information  sent  to  Connecticut.)  What  feedback  that  does 
occur  takes  place  informally  through  personal  contact,  especially  at  meetings 
of  the  Policy  Board  and  the  Joint  Steering  Committee. 

It  is  believed  that  the  topic  of  improved  feedback  deserves  the  consideration 
of  the  NEOCIS  staff  and  the  Joint  Steering  Committee  with  the  goal  of  im- 
proving the  caliber  of  disseminated  material.  It  is  known,  for  example,  that 
some  dissatisfaction  exists  among  recipients  regarding  the  usefulness  of  the 
NEOCIS  disseminations.  Specific  feedback  in  such  cases  should  permit  the  sys- 
tem to  modify  its  material,  thereby  providing  a  better  product. 

4.  Interpretation 

It  is  believed  that  the  examination  of  NEOCIS  disseminations  indicate  that 
the  system  is  enjoying  a  considerable  degree  of  success  in  meeting  its  ultimate 
objective.  It  has  been  found  that  approximately  one-half  of  all  disseminations 
are  interstate  in  nature  (i.e.,  are  presumably  of  the  type  which  would  not  be 
available  if  NEOCIS  were  not  in  existence).  Also,  the  proportion  of  interstate 
material  appears  to  be  increasing  over  time. 

NEOCIS  generated  material  has  led  to  the  diversion  of  several  millions  of 
dollars  from  organized  crime,  substantially  more  than  the  cost  of  the  system. 
In  addition,  over  200  arrests  have  taken  place  triggered,  in  part,  by  NEOCIS 
supplied  information. 

As  would  be  expected  from  the  nature  of  criminal  intelligence,  major  cases 
are  few  in  comparison  to  the  total  amount  of  material  which  flows  through  the 
system.  Thus,  for  example,  it  was  found  that  only  35  percent  of  disseminated 
material  was  totally  new  to  the  recipient  and  only  27  percent  led  to  identifia- 
ble actions  by  those  to  whom  material  was  sent. 

As  noted  in  Chapter  IV,  the  absence  of  performance  standards  prevents  a 
clear  cut  determination  of  the  adequacy  of  the  "hi-rate"  of  NEOCIS  material. 
However,  the  levels  attained  appear  to  represent  genuine  accomplishments  and 
have  enhanced  the  ability  of  law  enforcement  in  New  England  to  deal  with  or- 
ganized criminal  activities. 

On  the  negative  side,  much  of  the  NEOCIS  supplied  material  is  already 
known  to  recipients  or  is  of  the  so-called  "street  level"  variety  that  adds  little 
or  nothing  to  efforts  against  organized  crime.  However,  it  is  difficult  to  judge 
the  efficiency  of  the  NEOCIS  operation  since  meaningful  patterns  may  be  built 
up  out  of  numerous  individually  collected  items.  In  the  absence  of  specific 
feedback  for  recipients,  NEOCIS  does  not  have  a  solid  basis  for  making  deci- 
sions about  the  type  and  level  of  material  that  should  be  disseminated.  On  the 
other  hand,  NEOCIS  is  operating  without  a  formalized  collection  plan.  The 
"broad  brush"  approach  adopted  at  the  outset  has  continued  through  the  first 
two  years  of  operation.  Thus  while  the  system  has  dealt  in-depth  with  certain 
activities  and  individuals,  the  selective  approach  does  not  appear  to  be  para- 
mount with  the  NEOCIS  operation. 

B.  Evaluation  of  intermediate  and  immediate  ohjectives 

Intermediate  Ohjective  1:  provide  information  on  the  structure,  membership, 
activities  and  harm  of  organized  crime. 

1.  Measures  of  Effort — The  provision  by  NEOCIS  of  information  on  the 
structure,  membership,  activities  and  harm  of  organized  crime  can  take  place 
in  a  number  of  formats.  These  include  : 

Dossiers — Historical  Data  Sheets  and  other  descriptive  information  on 
major  organized  criminal  figures. 

Probes — In-depth  intelligence  gathering  on  particular  illegal  activities. 
Reference  Reports — The  report  "Organized  Crime  in  New  England,"  and 
the  reports  on  bookmakers  and  loansharks  prepared  for  the  Strategy  Coor- 
dination Board. 
The  availability  of  these  documents  indicates  that  NEOCIS  has  established  a 
comprehensive  picture  of  the  structure  and  membership  of  organized  crime  in 
New  England.  On  the  other  hand,  it  is  believed  that  the  system  has  made  less 
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progress  toward  developing  an  overall  view  of  the  activities  and  harm  of  orga- 
nized crime.  Note  that  no  review  of  this  material  was  permitted.  Therefore,  no 
judgments  of  the  quality  of  these  items  can  be  provided. 

2.  Measures  of  Effect — NEOCIS  dissemination  of  material  of  the  type  indi- 
cated has  been  limited  to  the  members  of  the  Joint  Steering  Committee.  To  the 
extent  that  the  material  has  increased  the  awareness  of  these  individuals  and 
their  staffs  regarding  the  membership  and  structure  of  organized  crime,  it  has 
had  a  measure  of  effect.  However,  it  is  not  clear  that  any  alteration  of  en- 
forcement activities  has  occurred  because  the  material  is  available  nor  does  it 
appear  that  NEOCIS  itself  has  made  any  substantial  modification  of  its  opera- 
tions based  on  the  information  compiled. 

3.  Process — The  view  taken  here  Is  that  progress  toward  the  intermediate 
objective  under  discussion  infers  the  provision  of  synthesized  intelligence 
which  attempts  to  define  the  overall  workings  of  organized  crime  and  which 
also  attempts  to  make  estimates  of  its  future  Intentions.  Furthermore,  such  in- 
telligence should  provide  for  more  than  reactive  enforcement  as  well  as  serv- 
ing as  a  guide  for  further  in-depth  intelligence  gathering  by  the  system  itself. 
Work  toward  this  objective  rests  on  the  more  immediate  objectives  of  estab- 
lishing the  collection  network  and  the  Analysis  and  Dissemination  Center. 

4.  Interpretation — It  does  not  appear  that  the  goal  of  providing  a  highly 
synthesized  intelligence  product  has  as  yet  become  a  routine  part  of  NEOCIS 
operations.  Note  for  example,  that  the  reference  reports  on  membership,  gam- 
bling, and  loansharking  were  undertaken  as  special  projects  for  the  Strategy 
Coordination  Board.  Also,  various  probes  that  have  been  compiled  (e.g.,  on  the 
infiltration  of  various  types  of  legitimate  business)  are  believed  to  be  of  lim- 
ited scope.  Finally,  the  recipients  of  NEOCIS  material  often  characterize  them 
to  be  reports  of  specific  events  with  little  attempt  at  synthesis. 

What  appears  to  be  lacking  within  the  system  is  the  explicit  effort  to  target 
specific  activities  or  organizations  for  long  term  in-depth  intelligence  gather- 
ing. Without  this  (i.e.,  without  a  collection  plan)  it  is  difficult  to  judge  the 
progress  being  made  toward  this  objective. 

Objective  1.1:  Implement  a  comprehensive  data  gathering  network. 

The  NEOCIS  intelligence  network  is  composed  of  27  field  Intelligence  Officers 
and  two  Field  Supervisors  who  operate  tliroughout  New  England  gathering  in- 
formation on  organized  criminal  activities.  In  addition,  NEOCIS  can  serve  as 
a  central  collection  point  for  information  provided  by  participating  law  en- 
forcement and  other  governmental  agencies. 

1.  Measures  of  Effort— The  NEOCIS  plan  called  for  30  Field  Intelligence  Of- 
ficers to  be  in  operation.  A  modification  to  the  original  plan  subsequently  cre- 
ated two  Field  Supervisor  positions  (one  for  Maine,  New  Hampshire  and 
Vermont  and  the  other  for  Western  Massachusetts,  Rhode  Island  and  Connecti- 
cut). At  the  time  of  this  writing  27  of  the  remaining  28  Intelligence  Officer 
(10)  positions  were  filled. 

As  shown  in  Chapter  II,  the  distribution  of  lO's  is  as  follows : 

Civilian  Police 

Maine 

New  Hampshire 

Vermont 

Massachusetts 

Rhode  Island 

Connecticut 

Total 16  11 

While  the  lO's  enjoy  some  latitude  in  their  operating  areas,  they  generally 
work  in  a  defined  territory  within  their  respective  states  (i.e.,  one  or  more 
lO's  are  generally  considered  to  be  covering  a  specific  region). 

The  role  of  NEOCIS  as  a  collector  of  information  from  participating  agen- 
cies has  produced  few  results.  Thus  while  regular  liaison  has  been  established 
with  some  agencies  (e.g.,  the  Massachusetts  Board  of  Probation),  such  ar- 
rangements are  not  commonplace.  Furthermore,  no  local  police  depai'tments  are 
participating  formally  with  the  system,  as  was  anticipated  in  the  NEOCIS 
plan. 

2.  Measures  of  Effect — The  NEOCIS  lO's  are  generating  approximately  300 
Intelligence  Reports  per  month.  These  can  range  from  isolated  bits  of  material 
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to  in-depth  reports  on  a  particular  topic.  As  noted  earlier,  the  ratio  of  Intelli- 
gence Reports  (input)  to  disseminations  (output)  is  approximately  10:1.  How- 
ever, the  number  of  reports  whose  contents  find  their  way  into  disseminations 
is  unknown  since  any  particular  dissemination  may  be  based  on  numerous  In- 
telligence Reports. 

Restrictions  placed  on  access  to  the  NEOCIS  flies  prevented  the  evaluation 
team  from  reviewing  Intelligence  Reports.  No  overall  data  can  be  provided, 
therefore,  on  the  quality  of  these  reports,  variations  as  a  function  of  the  10 
making  the  report,  content  as  a  function  of  geographical  area,  and  so  forth. 

It  may  be  recalled  in  Chapter  III  that  a  limited  sample  of  Intelligence  Re- 
ports (CIIR's  and  Insert  Sheets)  was  conducted  (Tables  1  and  2,  pages  47  and 
48).  Here  it  was  seen  that  the  greatest  volume  of  reports  came  from  Massa- 
chusetts and  that  the  primai-y  reported-on  topic  was  gaming  violations.  It  is 
interesting  to  note  that  less  than  15  percent  of  the  sampled  Intelligence  Re- 
ports were  based  on  material  provided  by  registered  human  sources  while  the 
data  on  disseminations  indicated  that  46  percent  of  these  latter  were  based  on 
information  from  these  registered  sources.  This  disparity  may  be  due  to  the 
particular  period  sampled,  to  the  possibility  that  material  from  registered 
sources  is  much  more  likely  to  be  disseminated,  or  to  imperfect  recapitulation 
of  the  actual  sources  on  which  disseminations  were  based.  It  is  suspected  that 
all  three  reasons  are  actually  involved. 

Returning  to  Tables  1  and  2  [omitted],  it  was  shown  that  government  agencies 
and  i)ers()nal  knowledge  and  observations  by  lO's  are  the  primary  sources  of  in- 
formation for  Intelligence  Reports,  while  local  and  state  police  sources  account 
for  less  than  20  percent  of  the  total.  Table  5  (page  55)  [omitted]  indicates  a  con- 
siderable variation  in  reports  received  from  individual  lO's.  The  relative  brevity 
of  the  sample  period  makes  the  significance  of  this  unclear. 

3.  Process — NEOCIS  Intelligence  Officers  are  either  state  policemen  "on 
loan"  to  the  system  or  civilian  employees  who  generally  have  investigatory 
backgrounds  (typically  as  former  police  oflicers).  Utilizing  this  type  of  individ- 
ual permitted  operations  to  begin  early,  requiring  little  indoctrination  before 
data  began  to  be  collected. 

The  system  has  a  standard  which  requires  each  10  to  have  five  registered 
sources  and  to  contact  these  sources  an  a  periodic  basis.  Some  lO's  brought 
this  many  sources  with  them  on  joining  the  system,  others  have  recruited  the 
required  number,  while  others  have  not  met  the  standard.  Developing  inform- 
ants has  been  a  problem  for  several  of  the  younger  lO's  and  the  system  has 
recently  undertaken  special  training  in  this  area. 

A  major  advantage  enjoyed  by  NEOCIS  is  the  availability  of  funds  to  pur- 
chase information  from  informants.  No  specific  evaluation  of  this  feature  was 
possible.  However,  it  is  known  that  such  funds  are  carefully  controlled.  Fur- 
thermore, interviews  with  the  lO's  indicated  that  this  provision  is  viewed  as 
aiding  in  their  work  (regular  police  have  little  if  any  funds  for  such  opera- 
tions). On  the  other  hand,  at  least  one  case  has  been  related  where  a  former 
police  informant  became  a  NEOCIS  informant  because  the  latter  had  funds  to 
purchase  information  while  the  former  did  not. 

4.  Interpretation — The  portion  of  the  NEOCIS  network  involving  Intelligence 
Officers  has  been  successfully  established.  The  inability  to  review  Intelligence 
Reports  precludes  an  in-depth  examination  of  the  quality  of  this  activity. 
However,  it  is  known  that  the  work  of  individual  officers  is  closely  monitored 
by  headquarters  personnel  with  guidance  and  training  being  given  as  neces- 
sary. 

The  other  facet  of  collection — establishing  participating  agencies  who  would 
share  information  with  NEOCIS — has  been  a  failure.  No  local  police  depart- 
ments are  cooperating  on  a  formal  basis  as  envisioned  by  NEOCIS  planners. 
One  upshot  of  this  is  that  some  lO's  spend  considerable  time  contacting  local 
and  state  police  and,  in  fact,  extract  information  from  their  files  for  transmit- 
tal to  NEOCIS.  One  of  the  major  complaints  of  recipients  of  NEOCIS  dissemi- 
nations was  that  the  information  originated  in  their  files  (i.e.,  was  extracted 
by  an  10,  tran.smitted  to  NEOCIS  and  then  disseminated  back  to  the  original 
possessor  of  the  information). 

Gathering  of  information  from  police  by  lO's  can  be  justified  by  the  view  of 
NEOCIS  as  a  central  collecting  agency.  However,  the  failure  to  establish  rou- 
tine transmittal  procedures  requires  man-hours  to  be  devoted  to  this  collection 
which  otherwise  would  not  be  required. 
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The  root  cause  of  the  inability  to  make  the  participating  agency  concept 
worlv  is  difficult  to  assess.  It  is  suspected  that  political  considerations,  the 
classical  reticence  of  police,  and  a  lack  of  aggressiveness  by  NEOCIS  manage- 
ment and  sponsorship  are  all  involved.  For  example,  the  State's  Attorney  for 
New  Haven  County,  Connecticut  has  begun  operation  of  an  organized  criminal 
intelligence  system  within  his  jurisdiction  (with  federal  funding).  As  far  as  Is 
known,  this  State's  Attorney  and  NEOCIS  management  have  never  communi- 
cated directly. 

The  assignment  of  lO's  generally  follows  the  distribution  of  population 
within  New  England.  However,  it  appears  that  a  disproportinate  number  of 
lO's  are  assigned  to  Massachusetts  while  other  areas  receive  little  or  no  cover- 
age. For  example,  the  southwestern  part  of  Connecticut  (population  about 
300,000)  is  not  regularly  covered  by  an  10. 

Objcotive  1.2:  Implement  on  information  analysis  and  dissemination  center. 

The  Analysis  and  Dissemination  Center  (ADC)  began  functioning  at  the  out- 
set of  the  .system  with  the  responsibilities  of  reviewing  incoming  Intelligence 
Reports,  indexing  them,  generating  additional  collection  requests,  writing  let- 
ters of  dissemination,  and  maintaining  the  system  files. 

1.  Measures  of  Effort — Initially  ADC  consisted  of  a  Chief  and  one  analyst 
along  with  five  clerks.  As  the  volume  of  material  coming  into  the  system  began 
to  increase  it  became  clear  that  this  planned  staffing  level  would  be  inade- 
quate. Accordingly,  during  the  second  operational  year  the  number  of  analysts 
was  increased  to  four.  At  this  writing  the  Chief  Analyst  position  is  vacant 
(the  individual  who  filled  this  post  having  been  promoted  to  Deputy  Director). 

Each  incoming  Intelligence  Report  is  read  by  an  analyst  and  marked  for  in- 
dexing. Additional  collection  requests  are  generated  as  required,  as  are  letters 
of  dissemination.  Each  working  day  ADC  processes  approximately  15  incoming 
Intelligence  Reports  and  issues  an  average  of  1  to  2  additional  collection  re- 
quests and  1  to  2  disseminations. 

2.  Measures  of  Effect — No  substantial  backlog  has  accumulated  in  ADC  indi- 
cating that  the  center  has  been  able  to  remain  current  in  its  information  han- 
dling. Studies  of  the  NEOCIS  files  indicate  that  these  are  adequate  for  a 
system  of  this  type  and  are  maintained  with  a  low  error  rate.  Turn-around 
time  for  information  appears  to  be  within  acceptable  limits. 

One  of  the  criticisms  leveled  at  the  system's  information  processing  function 
has  been  a  lack  of  in-depth  treatment  of  various  facets  of  organized  crime.  As 
one  remedy  for  this,  the  system  has  recently  completed  studies  providing  an 
overview  of  organized  crime  in  New  England.  Several  reports  including  identi- 
fication of  all  known  organized  criminal  figures,  major  bookmakers  and  loan- 
sharks  have  been  prepared.  These  apparently  have  been  well  received  by  those 
to  whom  dissemination  has  been  made.  However,  this  dissemination  has  been 
of  very  limited  scope.  Also  the  system  has  made  no  direct  attempt  to  come  to 
grips  with  the  question  of  the  present  and  potential  harm  caused  by  organized 
crime)  in  New  England. 

Early  in  the  life  of  the  system,  two  editions  of  NEOCIS  Briefs  were  pub- 
lished as  a  general  information  bulletin  on  organized  crime.  No  further  edi- 
tions were  prepared  and  no  activity  in  this  area  is  now  underway. 

3.  Process — The  information  flow  and  handling  procedures  established  for 
ADC  have  functioned  well  in  that  the  center  has  kept  abreast  of  the  demands 
placed  on  it.  The  indexing/filing  system  is  also  well  suited  to  future  computer 
processing.  Within  current  work  levels  there  has  been  no  specialization  among 
ADC's  analysts  (i.e.,  any  analyst  may  handle  any  given  incoming  Intelligence 
Report).  If  future  input  increases  significantly,  it  is  believed  that  some  special- 
ized work  breakdown  structure  will  be  required  within,  ADC- 

4.  Interpretation — All  available  evidence  indicates  that  the  objective  of  es- 
tablishing ADC  has  been  successfully  met.  As  noted  earlier,  the  evaluation 
team  did  not  have  free  access  to  the  system's  intelligence  files.  No  judgments 
can  be  made,  therefore,  on  the  quality  of  probes,  summary  reports,  dossiers, 
etc.,  generated  by  the  ADC. 

ADC  has  responded  to  requests  from  agencies  outside  of  New  England  on  a 
regular  basis.  As  noted  earlier,  nearly  20  percent  of  NEOCIS  disseminations 
are  to  such  recipients.  With  these  activities,  NEOCIS  has  established  itself  as 
a  major  point  of  contact  for  organized  criminal  information. 

Intermediate  Objective  2:  To  coordinate  available  intelligence  gathering,  in- 
vestigative and  law  enforcement  activities. 
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NEOCIS  planners  apparently  foresaw  the  system  as  being  the  focal  point  for 
interstate  efforts  against  organized  crime  in  New  England.  To  accomplish  this 
they  anticipated  that  close  working  relati(mships  would  be  established  among 
federal,  state  and  local  enforcement  and  other  government  agencies  and  that 
the  system  (especially  the  Strategy  Coordination  Board  and  Intelligence  Sys- 
tem Review  Board)  would  play  an  active  role  in  coordinating  efforts  and  in 
planning  moves  against  organized  crime. 

The  two  immediate  objectives  on  which  this  intermediate  objective  depends 
are  integrating  intelligence  handling  and  implementing  coordinated  enforce- 
ment. These  objectives  are  discussed  in  the  following  subsections.  Suffice  it  to 
say  here  that  little  progress  has  been  made  toward  this  intermediate  objective 
as  it  was  intended  by  project  planners.  However,  it  is  important  to  bear  in 
mind  that  NEOCIS  itself  is  a  very  real  achievement  in  coordinated  activity 
against  organized  ci-ime.  Thus,  the  system  represents  the  planned  accomplish- 
ment of  six  states  with  their  respective  state  police  and  Attorneys  General 
working  together  on  a  problem  of  mutual  concern.  Data  and  resources  are 
being  made  available  across  state  lines  with  regular  meetings  being  held 
among  personnel  at  various  levels. 

Objective  2.1:  Determine  practical  techniques  for  integrating  organized  crim- 
inal intelligence  data  handling  at  the  New  England-wide  level. 

1.  Measures  of  Effort — Beyond  the  fact  that  NEOCIS  has  a  network  of  In- 
telligence Officers  collecting  data  on  a  regional  basis,  little  effort  has  been  ex- 
pended toward  this  objective.  As  already  noted,  no  local  police  departments 
are  participating  with  the  systei^i.  Also,  few  state  government  agencies  have 
established  the  type  of  regular  liaison  anticipated  by  NEOCIS  planners.  Simi- 
larly, NEOCIS  has  no  regular  interchange  with  IRS,  the  FBI  or  other  federal 
agencies  that  may  obtain  information  about  organized  crime  in  New  England. 

2.  Measures  of  Effect — With  the  absence  of  significant  effort  in  this  area, 
there  has  been  little  progress  toward  this  objective. 

3.  Process — There  is  no  specific  mechanism  within  the  NEOCIS  system  to 
work  toward  integrated  data  handling  at  the  New  England-wide  level. 

4.  Interpretation — With  the  establishment  of  NEOCIS,  a  major  problem  of 
interchange  of  information  among  the  New  England  States  has  been  overcome. 
However,  little  progress  has  been  made  at  the  second  necessary  level  of  coop- 
eration— the  integration  of  information  available  in  the  numerous  local  police 
and  government  agencies  that  service  the  region.  This  is  not  to  suggest  that 
NEOCIS  is  unable  to  collect  information  from  these  sources.  That  is,  most 
agencies  do  cooperate  when  requests  are  made.  However,  what  has  not  been 
achieved  is  the  routine,  integrated  flow  of  information  that  was  anticipated  by 
NEOCIS  planners. 

Objective  2.2:  Implement  coordinated  enforcement. 

NEOCIS  planners  anticipated  that  the  intelligence  product  generated  by  the 
system  could  identify  strategies  of  coordinated  enforcement  that  could  be 
brought  to  bear  on  organized  crime.  The  proposed  timetable  was  that  experi- 
mental attempts  at  coordinated  enforcement  would  be  made  in  the  system's 
second  operational  year  with  routine  procedures  being  in  place  during  the  third 
year. 

1.  Measures  of  Effort— Early  in  its  second  year  NEOCIS  management  deter- 
mined that  the  original  thrust  of  coordinated  enforcement  was  not  practical  as 
the  system  was  then  evolving.  This  was  so  primarily  because  the  Strategy  Co- 
ordination Board  had  not  developed  into  the  functioning  entity  originally  an- 
ticipated. Efforts  in  this  area,  therefore,  have  been  at  a  low  level  with 
accomplishments  taking  place  primarily  through  the  regular  enforcement  ef- 
forts triggered  by  material  disseminated  by  NEOCIS. 

2.  Measures  of  Effect — The  state  police  in  New  England  have  exchanged  in- 
formation on  the  resources  available  to  combat  organized  crime  with  a  number 
of  specific  cases  occurring  where  these  resources  have  been  applied  across  state 
lines  (e.g.,  in  large  gambling  raids).  Further,  the  awareness  of  the  interstate 
aspects  of  many  investigations  of  organized  crime  appear  to  have  enhanced  the 
enforcement  efforts  brought  to  bear.  That  is,  the  possibility  of  an  isolated  ar- 
rest being  made  while  overlooking  the  broader,  interstate  aspects  of  the  case 
are  believed  to  be  considerably  reduced  as  a  direct  result  of  NEOCIS. 

3.  Process — It  was  originally  anticipated  that  the  Strategy  Coordination 
Board  would  play  a  major  role  in  developing  plans  for  coordinated  enforce- 
ment. As  already  noted,  this  process  has  not  been  established. 


482 

4.  Interpretation^While  the  system  has  abandoned  the  more  innovative  as- 
pects of  coordinated  enforcement,  some  beneficial  results  are  being  obtained  in 
the  more  routine  enforcement  efforts.  That  is,  the  interstate  aspects  of  cases 
are  more  likely  to  be  considered  and  there  is  substantial  cooperation  among 
the  state  police  throughout  New  England. 

Objective  2.3:  Allocate  resources  to  favor  problems  which  are  interstate  in 
nature. 

One  immediate  benefit  of  the  NEOCIS  .system  has  been  to  increase  the  man- 
power available  to  gather  criminal  intelligence.  While  this  is  a  desirable  fea- 
ture, it  must  be  considered  only  a  secondary  advantage  of  the  NEOCIS  system 
(i.e.,  the  same  result  could  have  been  attained  merely  by  adding  more  men  to 
the  intelligence  staffs  of  the  various  state  police  departments).  The  major 
question  is  whether  the  additional  NEOCIS  manpower  is  concentrating  on  the 
regional  or  interstate  aspects  of  organized  criminal  intelligence  (the  material 
that  would  not  be  emphasized  by  regular  police  investigators). 

1.  Measures  of  Effort — It  was  seen  earlier  that  almost  one-half  of  NEOCIS 
disseminations  concern  interstate  matters  and  that  the  proportion  of  this  mate- 
rial has  been  increasing  steadily  since  the  inception  of  the  system.  It  is  also 
believed  that  in-depth  intelligence  operations  (e.g.,  surveillances)  have  empha- 
sized those  cases  which  are  interstate  in  nature.  While  quantitative  measures 
of  the  distribution  of  efforts  are  not  available,  it  is  believed  that,  where  deci- 
sions are  required,  they  are  made  to  favor  allocations  of  resources  toward  in- 
terstate matters. 

2.  Measures  of  Effect — The  inability  to  review  the  system's  intelligence  files 
precludes  any  itemization  of  the  allocation  of  resources  in  surveillances,  probes 
or  additional  Collection  Requests.  Performance  of  the  system  in  this  regard  is 
unknown  at  the  quantitative  level. 

3.  Process — The  general  guidance  and  direction  of  intelligence  gathering  ac- 
tivities by  NEOCIS  management  appears  to  stress  items  of  an  interstate  na- 
ture. However,  without  documented  operating  procedures  or  a  collection  plan, 
this  process  is  not  formally  established. 

4.  Interpretation — It  is  believed  that  NEOCIS  management  is  well  aware 
that  the  "high  payoff"  areas  for  the  system  are  those  concerned  with  the  re- 
gional aspects  of  organized  crime  and  that  its  decisions  with  regard  to  alloca- 
tion of  resources  do  in  fact  stress  interstate  matters.  It  is  expected  that  basic 
intelligence  collection  by  its  very  nature  will  continue  to  identify  both  local 
and  regional  material.  However,  concentration  on  interstate  matters  is  ex- 
pected to  continue. 

Intermediate  Objective  3:  To  develop  strategies  to  reduce  the  effectiveness  of 
organized  crime. 

The  NEOCIS  grant  application  indicates  that  the  system  will  have  a  Strat- 
egy Coordination  Board  to  centrally  review  criminal  intelligence,  to  formulate 
alternative  strategies  for  dealing  with  the  threat  and  to  develop  a  plan  of  ac- 
tion which  will  yield  "effective,  coordinated,  interstate,  interagency  action  in 
matters  of  regulation,  licensing,  surveillance,  apprehension,  prosecution,  and 
where  necessary,  special  legislation  in  one  or  more  of  the  states  of  the  region." 
This  particular  feature  of  the  system  is  believed  to  be  one  which  was  of  spe- 
cial interest  to  the  LEAA  (various  documents  generated  by  LEAA  point  out 
this  innovative  a.spect  of  NEOCIS). 

In  practice,  little  actual  progress  has  been  made  toward  attaining  this  objec- 
tive nor  does  it  appear  that  the  objective  is  attainable  in  the  near  future.  Es- 
sentially what  has  happened  is  that  no  creative  effort  has  been  advanced  in 
this  area. 

The  Strategy  Coordination  Board  has  met  approximately  four  times  since 
the  inception  of  the  system  with  the  membership  consisting  primarily  of  staff 
personnel  from  the  sponsoring  agencies.  However,  the  Board  has  not  become 
the  interagency  body  foreseen  by  the  project  planners.  The  primary  work  of 
the  Board  has  been  in  the  development  of  the  reference  works  on  organized 
criminal  membership,  gambling  and  loansharking  discussed  previously.  While 
this  is  believed  to  be  an  important  and  useful  contribution,  it  falls  far  short  of 
the  development  of  strategies  anticipated  in  the  project  plan. 

Intermediate  Objective  -i:  To  determine  the  value  of  a  regional  approach  to 
combatting  organized  crime  as  compared  with  state  and/or  local  approaches. 

One  of  the  key  premises  of  the  NEOCIS  system  is  that  it  will  provide  chan- 
nels of  communication  among  the  states  on  matters  of  criminal  intelligence 
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and  that  the  availability  of  these  channels  will  enhance  the  region's  ability  to 
combat  the  problem.  As  was  seen  in  Chapter  n  *  *  *  the  need  for  interstate 
efforts  has  been  perceived  for  many  years  in  New  England  and  that  some  degree 
of  cooperation  has  existed  for  a  considerable  time.  The  NEOCIS  system  may  be 
reviewed  as  a  logical  outcome  of  the  groundwork  undertaken  during  the  period 
of  the  1960's. 

1.  Measures  of  Effort — The  primary  measure  of  effort  is  that  the  New  Eng- 
land states  through  their  Attorneys  General  and  State  Police  Directors  are 
taking  a  direct  hand  in  the  management  of  the  NEOCIS  system.  Membership 
by  these  individuals  on  the  system's  Joint  Steering  Committee  and  Policy 
Board  insures  that  policy  matters  are  resolved  at  the  highest  level.  Meetings 
of  these  groups  also  serve  as  forums  for  the  regular  interchange  of  ideas  and 
material  among  the  attendees.  It  is  believed  that  the  establishment  of  the  sys- 
tem and  the  participation  in  its  operation  by  the  Attorneys  General  and  State 
Police  Directors  represents  an  outstanding  example  of  interstate  cooperation. 
Furthermore,  it  is  believed  that  the  continued  high  level  support  being  pro- 
vided indicates  the  perceived  value  of  the  regional  approach  of  the  NEOCIS 
system. 

It  is  important  to  note,  however,  that  no  specific  studies  are  being  under- 
taken by  the  system  to  determine  the  value  of  a  regiona]  approach  as  com- 
pared with  solely  intrastate  or  local  activities.  For  example,  no  specific  base- 
line data  has  been  collected  against  which  to  compare  system  performance. 

2.  Measures  of  Effect — As  was  seen  in  the  section  dealing  with  the  system's 
ultimate  objective  it  is  possible  to  describe  the  results  being  achieved  by  NEOCIS 
and  to  obtain  some  general  insight  into  that  which  is  truely  unique  in  its 
product  (i.e.,  that  which  would  not  have  been  obtained  without  a  regional  ef- 
fort). However,  it  has  not  been  possible  to  explicitly  extract  the  relative  con- 
tribution of  the  system  resulting  from  the  availability  of  additional  manpower 
and  resources  versus  the  contribution  due  to  the  regional  approach  of  the  sys- 
tem. 

3.  Process — No  specific  mechanisms  are  in  place  within  the  NEOCIS  system 
to  make  comparisons  between  the  regional  and  local  approaches  toward  com- 
batting organized  crime.  Indeed,  it  appears  that  the  value  of  the  regional  ap- 
proach is  held  to  be  axiomatically  true  with  the  crucial  question  being  the 
form  this  regional  approach  should  take.  Given  the  long  standing  efforts  to- 
ward cooperation  in  this  area  it  is  believed  that  this  view  is  basically  correct 
and  that  this  particular  objective  as  stated  by  NEOCIS  planners  should  be  de- 
emphasized. 

4.  Interpretation — The  interviews  held  with  the  members  of  the  NEOCIS 
Joint  Steering  Committee  indicated  a  unanimity  of  opinion  that  regional  coop- 
eration was  required  in  combatting  organized  crime.  Further,  the  view  was  ad- 
vanced that  NEOCIS  is  a  logical  outcome  of  the  steps  that  were  taken  over 
the  last  decade  toward  achieving  this  interstate  cooperation.  As  has  just  been 
discussed,  NEOCIS  planners  foresaw  one  of  the  system's  objectives  being  the 
determination  of  the  value  of  the  regional  approach  but  made  no  specific  pro- 
visions for  its  accomplishment.  It  is  believed  that  the  primary  question,  then, 
is  not  whether  a  regional  approach  has  value  but  rather  what  specific  form 
this  approach  should  take :  That  is,  should  NEOCIS  be  the  primary  thrust  of 
interstate  cooperation  in  the  organized  criminal  intelligence  area  and  is  the 
structure  of  NEOCIS  well  suited  to  carry  out  this  role?  It  is  believed  that  the 
available  information  indicates  an  aflSrmative  answer  to  both  of  these  ques- 
tions. 

Ohjective  4.1. •  Demonstrate  to  what  extent  local  and  regional  initiative  plus 
federal  funds  can  succeed  in  implementing  the  recommendations  of  the  Presi- 
dent's Commission  on  Law  Enformcement  and  Administration  of  Justice. 

1.  Measures  of  Effort— The  NEOCIS  project  can  be  considered  to  be  a  dem- 
onstration effort  which  includes  a  number  of  innovating  concepts  for  dealing 
with  organized  crime.  The  transmittal  of  results  during  the  grant  period  is 
.seen  as  coming  about  in  two  ways.  First,  the  NEOCIS  plan  indicates  that  a  re- 
port of  findings  is  to  be  published  at  the  completion  of  the  project.  Second,  the 
system  is  accessible  to  those  in  other  areas  who  are  studying  the  possibility  of 
developing  their  own  criminal  intelligence  systems.  Several  such  visits  have 
taken  place  in  recent  months. 

2.  Measures  of  Effect — At  this  writing  the  view  of  NEOCIS  as  a  prototype 
for  regional  intelligence  systems  is  mixed.  On  the  one  hand,  substantial  knowl- 
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edge  has  been  gained  on  the  topic  of  installing  the  collection-analysis-dissemi- 
nation functions.  Such  knowledge  could  be  extremely  valuable  to  other  pro- 
posed systems.  On  the  other  hand,  NEOCIS  has  done  little  if  any 
experimentation  with  alternative  techniques  or  procedures  as  had  been  antici- 
pated in  the  original  plan.  Also,  as  had  already  been  discussed,  NEOCIS  has 
made  little  progress  in  the  more  innovative  areas  of  the  planned  system.  Fi- 
nally, it  should  be  noted  that  NEOCIS  does  not  have  enough  management 
manpower  available  to  continue  operation  of  the  system  and  to  provide  full 
scale  documentation  of  activities. 

3.  Process — The  present  evaluation  study  is  believed  to  contain  much  of  the 
information  that  could  be  extracted  from  the  demonstration  aspects  of  the 
NEOCIS  system  as  of  the  time  the  study  was  conducted.  It  is  expected  that 
significant  additional  experience  will  be  attained  by  NEOCIS  during  the  final 
year  of  the  grant  period  and  that  this  experience  should  be  tapped  as  part  of 
final  system  documentation.  Accordingly,  it  is  recommended  that  LEAA  con- 
sider forming  an  in-house  evaluation  team  to  study  NEOCIS  during  the  latter 
part  of  the  system's  third  year  of  operation.  It  is  suggested  that  this  team  use 
the  present  report  as  a  starting  place  and  concentrate  on  changes  that  have 
occurred  in  the  third  year,  follow-up  of  third  year  disseminations,  review  of 
Intelligence  files  to  determine  the  quality  of  input  and  any  progress  that  may 
have  been  made  in  areas  such  as  strategic  planning. 

It  is  also  recommended  that  LEAA  review  the  NEOCIS  plan  to  arrive  at  a 
satisfactory  set  of  expectations  for  the  system  in  its  third  year  (e.g.,  can  prog- 
ress in  the  strategy  area  be  expected ;  are  resources  available  to  provide  a 
final  reporting  ;  etc. ) 

4.  Interpretation — NEOCIS  is  considered  to  be  a  potentially  valuable  demon- 
stration effort  whose  knowledge  and  experience  should  be  passed  on  to  others 
who  are  considering  establishing  similar  systems.  As  noted,  the  system  has 
been  cooperating  by  making  site  visits  available  to  representatives  from  sev- 
eral states  and  has  provided  material  on  its  file  system,  organization  structure 
and  reports  to  these  visitors.  It  is  believed  that  the  full  value  of  the  demon- 
stration aspects  of  the  system  will  require  further  effort  by  LEAA  as  de- 
scribed in  the  previous  subsection. 

Objective  Jt.2:  The  Deputy  for  Strategy  and  the  Executive  Director  will 
evaluate  results  achieved  against  results  sought  in  each  coordinated 
suppression/enforcement  effort. 

As  already  noted,  coordinated  enforcement  has  not  evolved  as  originally  an- 
ticipated by  project  planners.  There  has  been  no  opportunity,  therefore,  to 
evaluate  results  achieved. 

Objective  Jf.S:  Determine  the  adequacy  of  state  support  to  the  project  and 
resources  furnished  to  the  project. 

1.  Measures  of  Effort — State  support  of  NEOCIS  comes  about  primarily 
from  in-kind  contributions  of  personnel  and  equipment.  In  addition,  each  of 
the  New  England  States  makes  a  cash  contribution  to  the  system  from  their 
block  grant  allocations.  The  total  states  support  of  NEOCIS  is  estimated  at 
$208,000  for  the  three  year  grant  period.  There  are  also  numerous  specific  ex- 
amples of  non-monetary  state  support  for  the  system.  For  example,  two  of  the 
New  England  States  have  allocated  approved  frequencies  on  which  to  operate 
the  recently  acquired  NEOCIS  two-way  radio  equipment. 

2.  Measures  of  Effect — State  support  of  NEOCIS  has  been  extremely  effec- 
tive in  assisting  system  operations.  This  support  ranges  from  the  initial  will- 
ingness of  the  Massachusetts  State  Planning  Agency  to  act  as  the  formal  grant 
recipient,  to  support  for  the  day-by-day  activities  of  the  system.  As  of  June 
1972  the  total  value  of  in-kind  contributions  had  exceeded  $220,000,  thereby 
surpassing  the  original  estimate  for  the  entire  three  year  period. 

A  significant  question,  however,  is  whether  and  on  what  basis  the  states 
would  be  willing  to  support  NEOCIS  beyond  the  grant  period.  During  late 
1971  and  early  1972  this  (luestion  was  posed  as  part  of  the  interviews  with 
NESPAC  and  NEAAG  members.  While  this  was  relatively  early  in  the  life  of 
the  system,  the  prevailing  view  was  that  the  states  themselves  could  not  be  ex- 
pected to  bear  the  entire  cost  of  continuation  of  NEOCIS.  It  would  appear, 
therefore,  that  LEAA  support  on  a  continuing  basis  will  be  required  if  NEO 
CIS  is  to  become  a  permanent  operation. 

3.  Process — Records  of  in-kind  contributions  are  thoroughly  maintained  by 
NEOCIS  (see  *  *  *  the  appendix).  These  are  tabulated  and  are  reported  in  each 
NEOCIS  Quarterly  Progress  Report. 
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4.  Interpretation — All  state  support  for  the  system  is  thoroughly  documented 
and  has  been  running  at  a  level  considerably  in  excess  of  that  originally 
planned.  The  crucial  question  at  present  is  whether  adequate  support  can  be 
obtained  from  federal  and  state  sources  to  continue  the  system  beyond  the 
three-year  grant  period. 

Objective  44-'  Maintain  a  dissemination  follow-up  record,  to  record  insofar 
as  possible,  what  actions  or  other  beneficial  consequences  flowed  from  the  dis- 
semination. 

1.  Measures  of  Effort — A  form — the  Dissemination  Memorandum — was  initi- 
ated early  in  the  system  to  provide  a  follow-up  record  for  disseminations. 
These  forms  were  generally  not  completed  by  recipients  and  are  now  used  only 
with  material  sent  to  Connecticut. 

2.  Measures  of  Effect — The  follow-up  of  disseminations  as  part  of  the  evalu- 
ation of  the  system's  ultimate  objective  was  the  first  systematic  attempt  to 
record  the  impact  the  system  has  had.  As  has  already  been  noted,  it  is  be- 
lieved that  better  feedback  from  recipients  would  enhance  system  performance 
and,  therefore,  should  be  sought  in  the  future. 

3.  Process — The  exhaustive  follow-up  of  intelligence  is  inherently  a  difficult 
matter  since  a  significant  amount  of  time  usually  elapses  before  specific  results 
are  attained.  However,  it  is  believed  that  some  immediate  feedback  on  the  gen- 
eral utility  of  disseminations  could  be  provided.  Also,  the  review  of  NEOCIS 
disseminations  undertaken  as  part  of  the  present  effort  indicated  that  this 
process  is  not  so  complex  that  it  could  not  be  utilized  on  a  periodic  basis.  It  is 
felt  that  steps  to  improve  routine  feedback  should  be  considered  by  NEOCIS 
management  and  the  Joint  Steering  Committee. 

4.  Interpretation — Follow-up  records  have  not  been  maintained  as  a  means 
of  refining  the  NEOCIS  product.  The  initial  effort  in  this  area,  the  Dissemina- 
tion Memorandum,  did  not  work  well  in  practice  and  is  not  now  widely  used. 
Renewed  effort  on  this  topic  is  believed  to  be  warranted  on  the  grounds  that  it 
will  provide  the  system  with  specific  information  with  which  to  improve  its 
output. 

Intermediate  Objective  5:  To  educate  law  enforcement  personnel  on  the  na- 
ture of  organized  crime  and  on  how  to  set  up  and  operate  an  intelligence  gath- 
ering system. 

The  NEOCIS  plan  indicates  that  one  way  to  disseminate  the  experience 
gained  from  operation  of  the  system  was  to  allow  for  on-site  observations  and 
for  on-the-job  training  of  personnel.  The  plan  suggested  the  following  possibili- 
ties : 

"Orientation  sessions  (1-3  days),  coupled  with  observation  of  parts  of 
the  process. 

"Formal  training  sessions  (2-3  weeks)  involving  instruction  in  some  de- 
tail concerning  the  system,  the  trade-offs  in  its  design,  phase-in  problems, 
operations,  effectiveness  measures  and  costs. 

"On-the-job  training   (3— i  months)   involving  assignment  of  out-of-state 
personnel  to  tasks  in  the  system  so  as  to  qualify  them  for  comparable  du- 
ties in  their  home  states". 
It  is  important  to  note  that  no  resources  were  devoted  to  these  areas  in  the 
original  grant.  Rather,  the  NEOCIS  plan  indicated  that  this  topic  should  be 
considered  during  the  third  year  of  system  operation.  No  sustantial  progress 
toward  this  objective  should  be  expected,  therefore,  during  the  first  two  years 
of  operation. 

Objective  5.1:  Provide  a  capability  for  on-the-job  orientation  and  training  of 
personnel  from  New  England  and  other  regions  in  intelligence  collection  and 
analysis  techniques. 

1.  Measures  of  Effort — No  instances  of  on-the-job  orientation  and  training 
are  known  to  have  occurred  for  personnel  other  than  those  employed  by  the 
system.  On  the  other  hand,  the  system  has  engaged  in  a  variety  of  other  edu- 
cational efforts.  For  example,  during  the  first  half  of  1972  NEOCIS  staff  mem- 
bers served  as  instructors/speakers  at  six  training  sessions  conducted  by  out- 
.side  agencies  (e.g.,  the  Director  lectured  at  the  Advanced  Criminal  Procedure 
Course  for  Detectives  conducted  at  the  Massachusetts  State  Police  Academy). 

At  least  one  of  the  State  Police  Directors  interviewed  believed  it  would  be 
desirable  to  be  able  to  assign  men  to  NEOCIS  for  on-the- job-training.  How- 
ever, as  noted,  no  specific  actions  in  this  direction  have  occurred. 

2.  Measures  of  Effect — Except  for  a  limited  number  of  presentations  made 
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by  NEOCIS  staff  no  specific  effects  have  been  attained  by  the  system  in  the 
area  of  training  other  personnel. 

3.  Process — No  capability  exits  within  the  system  to  undertake  a  compre- 
hensive training  program  for  outside  agencies.  At  one  time  consideration  was 
given  to  adding  a  training  officer  to  the  headquarters  staff.  This  attempt  ap- 
parently has  been  abandoned.  No  special  resources,  therefore,  are  available 
within  the  system  to  devote  to  this  area  of  activity. 

4.  Interpreiaiion — NEOCIS  planners  apparently  saw  the  development  of  a 
training  facility/capability  as  a  possible  area  of  expansion  for  the  system.  In 
practice,  this  topic  has  not  been  actively  pursued  by  those  responsible  for  the 
system.  The  original  grant  application  indicates  that  this  topic  will  be  ex- 
plored during  the  third  year  of  operation. 

Objective  5.2:  Develop  information  on  a)  personal  characteristics  and  profes- 
sional skills  best  suited  for  agents  and  appropriate  training  techniques,  b)  cri- 
teria for  determining  numbers  of  agents  and  mixes  of  skills,  c)  type  and 
quantity  of  transportation,  communication  and  other  equipment  needed  by 
agents  and  d)  type  and  extent  of  coordination  needed  between  agents,  supervi- 
sors and  analysts. 

1.  Measures  of  Effort— ¥^xcept  for  the  fact  that  most  agents  (lOs)  have  po- 
lice backgrounds  there  does  not  appear  to  be  any  effort  underway  to  identify 
the  types  of  individuals  who  make  effective  operatives.  Similarly,  there  is  no 
standard  training  given  to  lO's.  Rather,  some  individuals  have  been  sent  to 
available  schools  and  some  special  training  has  been  given  to  the  less  experi- 
enced lO's. 

Equipment  evaluation  has  been  an  on-going  concern  to  the  system.  Recently, 
for  example,  the  system  has  acquired  two-way  radios,  cameras  and  dictating 
equipment  for  the  lO's.  Earlier  the  decision  was  made  that  civilian  lO's  would 
not  be  authorized  to  carry  firearms. 

The  system  is  also  presently  studying  the  possible  acquisition  of  computer 
facilities  to  automate  storage  and  retrieval  of  its  intelligence  files. 

On  the  topic  of  supervision/coordination,  the  system  has  added  the  two 
area  supervisors  to  improve  the  management  of  the  lOs. 

2.  Measures  of  Effect— NEOCJS  has  been  monitoring  the  performance  of  its 
lO's  and  has  made  a  number  of  specific  adjustments  based  on  operational  ex- 
perience. These  adjustments  include : 

The  addition  of  the  two  area  supervisors  to  provide  more  localized  man- 
agement. 

Additional  equipment  for  10  use. 

Specialized  training  both  of  the  on-the-job  variety  and  at  available 
schools. 
In  addition,  the  system  has  employed  a  small  number  of  lO's  with  non-police 
backgrounds.  It,  therefore,  should  be  in  a  position  to  evaluate  10  contribution 
as  a  function  of  background  and  experience.  It  should  also  be  able  to  make 
some  inputs  on  the  question  of  how  to  develop  relatively  inexperienced  men 
into  productive  agents. 

3.  Process — Virtually  all  incoming  Intelligence  Reports  are  reviewed  by  the 
Chief  Intelligence  Officer  and  the  Deputy  Director  as  is  the  progress  being 
made  on  Additional  Collection  Requests.  These  individuals  are  thus  able  to 
keep  close  track  of  the  performance  of  individual  lO's  and  thereby  direct  their 
efforts  as  required. 

4.  Interpretation— It  is  believed  that  NEOCIS  is  doing  an  excellent  job  of 
collecting  and  using  information  on  lO  performance,  characteristics  and  equip- 
ment. This  information  should  prove  extremely  valuable  to  other  potential  re- 
gional intelligence  systems. 

Objective  5.3:  Disseminate  "know-how"  derived  from  the  project  through 
publications,  demonstrations,  formal  training  programs  and  provisions  for  on- 
the-job  training. 

According  to  the  NEOCIS  plan,  specific  activities  toward  this  objective  are 
scheduled  for  the  third  operational  year.  The  acceptance  of  on-site  visits  by 
outside  agencies  and  the  service  by  NEOCIS  staff  as  lecturers  at  various 
schools  has  already  been  noted. 

C.  Evaluation  summary 

The  previous  sections  have  indicated  that  NEOCIS  has  made  significant  prog- 
ress toward  its  ultimate  objective.  That  is,  the  available  evidence  shows  that 
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a  rea.sonal)le  proportion  of  the  NEOCIS  output  has  led  to  .subsequent  enforce- 
ment activities  that  have  thwarted  specific  organized  criminal  activities.  An 
important  measure  here  is  that  conservative  estimates  of  the  dollars  diverted 
from  organized  crime  signiticantly  exceed  the  costs  of  the  system. 

The  main  criticism  to  be  levied  at  the  system  when  di.scussing  its  overall  im- 
pact is  that  much  of  the  material  it  generates  is  raw,  ".street  level"  data  which 
is  of  little  value  to  recipients.  There  is  evidence  that  the  system  is  attempting 
to  rectify  this  problem  through  more  in-depth  intelligence  gathering  (i.e.,  probes) 
as  well  as  through  reference  documents  which  provide  more  structure  to  the 
realm  of  organized  crime. 

At  the  level  of  intermediate  objectives,  it  is  believed  that  the  data  show  that 
the  .system  has  effectively  implemented  its  intelligence  network  using  Intelligence 
Officers  and  that  this  aspect  of  the  system  is  clo.sely  supervised  with  adjust- 
ments being  made  as  necessary.  Also,  the  system's  interval  handling  of  material 
(the  activities  of  the  Analysis  and  Dissemination  Center)  is  functioning  effec- 
tively. Furthermore,  the  NEOCIS  organizational  structure  and  reporting  system 
apijear  to  l)e  well  suited  for  the  objectives  of  the  system. 

On  the  negative  side,  little  progress  has  been  made  toward  the  other  objectives 
of  the  system.  Thus,  for  example,  little  of  significance  has  come  out  of  the 
strategy  function  or  coordinated  enforcement.  Also  that  portion  of  the  intelli- 
gence network  involving  participating  and  cooperating  agencies  has  failed  to 
materialize. 

Overall,  then,  the  results  of  the  study  are  interpreted  as  showing  that  the  basic 
ingredients  of  a  regional  intelligence  system  have  been  successfully  installed 
and  are  producing  positive  results.  On  the  other  hand,  the  more  elaborate,  inno- 
vative plans  of  the  system  have  essentially  been  ignored.  The  system  has  not 
changed  substantially  in  scope  from  that  which  was  in  place  following  the  first 
year  of  operation. 


34-788   O  -  74  -  32 


488 


Interstate  Organised  Crime  Index  (lOCI) 
APPLICATION  TO  THE  LAW  ENFORCEMENT  ASSISTANCE  ADMINISTRATION  FOR 

Grant  Funds 


,      "is:^.             U.S.  DEr'.i\(nT.':^'JT  OF  JUSTICE 

;.      ',_-'     r..  PLICATION 

FOR  GRANT 

■  ;      ■;..■:;         LAW  ENFOnCi;.:^rjT  A£SISTAi:Ci 

FUl'JDS 

-.~-V'                          ADiMKJISTRATIOri 

PAGE  1 

Appficaiion    is   herebv    n>dJe    lor    a    g'jni   otujer    Sicnon^  306 

(LEAVE     BLA-JK-FOR    OFFICIAL     USE    ONLY) 

Application    Number 

ond/or   455    of    the   On  nibus   Crime   Control    and   Safe    Stxeis 

Act 

the 

yni  9v  -^:>  Z^ 

of    1963    (P.    L.    90-351),    a-:    amended    in    the    amount    and    for 

Date    RecGrved 

Region    Assigned 

purpO'.'js   set    forth    in    (his   application. 

'^iJ:i^ 

1.  Phori    Titie    of    Frciect:       (Do    nol    exceed    one   fypt^d    hi.ct 

Evaluati  on  and  Te  st  Mode  of  An  In 'cor  state  Organized  Crime  Indox  Sysr^m 

Type    of    Application:       (Check    One)        f— ^  r~'~\ 

I       I   Revision 


Xt   Criginal 


I       I    Conti 


nuation   of   Grant    No. 


Discrciion.-jry    Projfdrn    Under    \'. hich    Appiicatioti    is    VoOi'' 


A.  ProjC'Ct    CJu ration. 


Total    Leng'ti_ 


5.       LEAA    Support   Sought 


j^25.2:5'/' 


Applicant    or    lrr.^;lcrr.er'linn    Agr;ncy    or    Governmental    Unit: 
(NaT'C.   3a-jre:-s,   ar.d    toiephone) 

Caliiomia  Crime  Technological 

Researcli  roundation 

1927  13th  St..  Sacramento,  CA  9581A 

916/445-0450 


7.      Project    Director    (Name,    title,    address,    and    telephoni) 

Charles   E.    Casey,    Ass't.    Director 
Organized  Crime  &  Criminal    Intcll 
',ence   Branch,    Calif.    Dept.    of 
■  '  ""    "        ,-.,.--,„  icramenr.o. 


Justice,    PO  Box  15357 


8.  Fi-:ancial   Office-   INanie.    title,    addri-ss,    and   telephone) 

Kenneth  Y.  Maohawa 
California  Crime  Technological 
Resea.rch  Foundation 

T927  I3th  St.,  Sacraiiiento,  CA  95814 
..JxUxjMi.^^^  50- . 


9.      Official    Amhcrizcd    to    Sign    Apolic-iuon    (Name,    titl'j. 
address,    and    tel.:pnone) 

Douglas   E.    Roudabush 
Executive   Director 
California   Crime   Tochnolp.gical 
Kesearcri    r'oandatlo  i^    :.'-)z/    I  Vcn 
Sr. r"-p~pnt^      r^      ^"1  ,1^  :'^4''- Ll4ii.L 


10.  project   Siimm.jrv    -    -    -   Si:rnmariZ2,    in    apKroximaietv    200   worcs,    the    most    imponan:    parts    of    tne   statcni-irit    o'.    project    plan    f.r^.ei  tc 

In   application    item    21    (page    7),    briefly   covering   project   goals  and    program    methods,    irtipacl,  scope,   and   evaluation. 


This  project  e>:pands  the  development  of  an  Interstate  Organi.-ed  Crime 
Index  (lOCI)  system  based  on  the  results  of  the  prototype  demonstration 
project  completed  under  the  auspices  of  Project  SE.ARCH.   The  project 
iiitends  to  continue  to  service  sixteen  state  and  local  law  enforcement 
agencies  v.'ho  are  in  need  of  organized  crime  inf orraation.   The.se  agencies 
are  equipped  v;ith  secure,  remote,  on-line  terminal  devices  v.-hich  allow 
them  dii^ect  access  to  the  central  index  housing  a  registery  of  organized 
crim.e  subjects.   User  agencies  are  able  to  inquire  on  a  number  of 
search  criteri.a  and  receive  the  \-ecord  file  information.   Ten  addition."! 
teminals  will  also  be  installed.   The  data  contained  in  the  lOCI  data 
base  and  its  use  is  subject  to  the  control  outlined  in  the  lOCI  Security 
and  Privacy  Policy  and  Procedural  rianual  which  includes  the  rcfTuire'-nert 
that  data  be  public  record  type  inform.ation.   The  project  includes  main- 
taining the  present  demonstration  and  testing  mode  while  the  system 
undergoes  an  exhaustive  independent  evaluation,  to  include  system  desi:;!'... 
hr^'^vrar  ">  se""  ecif^n,  sofr-.-;are  need'^.  orgfni7ati' on,  ere,  and  the  feasi- 
bility of  interfacing  wit'ri  a  national  law  enforcement  'telecomim.inication.'-. 
system,  while  maintaining  the  lOCI  requiren:.ints  of  security  and  pri'>^r.cy. 

The  system  v;i  11  employ  the  resources  of  the  National  Law  Enforcement 
Intelligence  Unit  (LEIU),  the  Mich.igan  State  Police  Computer  Center  and 
the  Orpani  r^ed  Cri:-:e  .^.nd  Criminal  Intelli-;enc2  Branch  of  th :  C.-'.lif'.^r-n-' -i 
Denartmi.-nt  of  Justice,  and  solicit  the  be.si.  available  talent  in  thfj  n^:'.: 
tc  c(!!'duct  the  inde'-'cnd',-nt  ev"]u-:tion. - 

I^D,'aA    t  .1    ■.    '.'.  ao/1      '»•■}.-;    re  I'aos   LKAA    Form   3^.?1,.'?   (?.7".')    which    is  o'jsolete. 

'■'Sen    "le'^iiinal    ":"'erati  on;- .  " 


489 

U.S.  Department  of  Justice  Law  Enforcement  Assistance 

Administration 

21.  Project  Plan  and  Supporting  Data 

Part  I :  Goals 

The  major  goal  of  this  project  is  to  provide  an  operative  system  of  catalog- 
ing and  retrieving  "public  record"  information  on  organized  crime  subjects 
through  the  comprehensive  analysis  and  evaluation  of  the  existing  lOCI  proto- 
type system.  The  project  represents  a  major  step  in  the  formation  of  a  na- 
tional information  system  on  organized  crime  subjects  and  agencies  holding  in- 
formation on  these  subjects. 

The  evaluation  and  analysis  of  the  existing  system  will  be  performed  with 
the  objective  of  improving  the  efficiency  and  effectiveness  of  the  prototype  by 
expanding  the  number  of  terminals;  expanding  the  data  base;  modifying  pro- 
cedures for  entering,  changing  or  deleting  data  ;  providing  training  support  to 
terminal  agencies ;  and  retaining  the  security  and  privacy  policy  developed 
during  the  demonstration  period. 

Completion  of  the  independent  project  evaluation  will  result  in  redesign  and 
possibly  redirection  of  the  existing  system,  to  the  end  result  of  having  a  sys- 
tem that  will  meet  the  needs  of  organized  crime  intelligence  units  in  the  most 
expeditious,  economic  and  effective  manner  possible. 

Part  II :  Impact  and  Results 

Implementation  and  use  of  the  lOCI  index  will  improve  the  quality  of  orga- 
nized crime  investigation  by  providing  immediate  information  on  organized 
crime  subjects.  The  lOCI  index  will  increase  the  quantity  and  quality  of  inves- 
tigative data  and  provide  an  intercontinental  communications  link  between  law 
enforcement  agencies  enabling  them  to  better  understand  and  combat  the 
machinations  of  organized  crime.  Specifically  : 

Greater  quantity  of  high  quality  organized  crime  intelligence  data  available 
to  more  agencies. 

Creation  of  an  effective  management  organization. 

Security  and  privacy  considerations  maintained  and  expanded. 

Greater  numbers  of  intelligence  agencies  provided  the  capability  to  use  the 
lOCI  data  file,  either  via  their  own  terminal  or  through  a  nearby  terminal 
agency. 

Increased  participation  and  modified  subject  selection  criteria  resulting  in  an 
enlarged  data  file  and  increased  probability  of  obtaining  data  on  subjects  of 
interest. 

Increased  number  of  subject  and  associate  names  in  the  data  file,  improving 
the  quality  of  investigative  activity. 

Part  III :  Methods  and  Timbttable 

Methods. — The  present  interstate  organized  crime  index  prototype  project 
will  be  maintained  essentially  at  its  current  level,  with  the  exception  of  one 
file  update  (additional  subjects),  add  staff  and  ten.i  new  terminal  agencies, 
and  providing  for  an  exhaustive  independent  evaluation  of  the  existing  config- 
uration. The  present  lOCI  system  and  its  status  during  the  operation  and  test 
mode  are  depicted  as  follows :  system  description  system  management  and  con- 
trol, system  operation  and  system  evaluation. 

System  Desoription. — The  lOCI  system  consists  of  four  major  components : 

A  computerized  central  file  known  as  the  central  index  (CI)  which  contains 
the  names,  personal  descriptions,  indentification  numbers,  criminal  activity 
codes,  and  associates  of  subjects  who  meet  the  criteria  for  inclusion  in  lOCI. 

Dedicated  terminals  located  in  twenty-six  i  selected  state  and  local  law  en- 
forcement organized  crime  units  which  allow  on-line  access  to  the  central 
index,  known  as  terminal  agencies. 

A  telecommunications  network  linking  each  of  the  terminal  agencies  with 
the  central  index  and  linking  each  of  the  terminal  agencies  with  every  other 
terminal  agency  through  a  switched  network  for  administrative  messages. 


*  See  "Terminal  Operations." 
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A  central  coordinating  agency    (CCA)    responsible  for  preparing,  collecting 
and  updating  lOCI  data  and  coordinating  the  systems'  security. 
Sytitcin  mauaycmetit  and  control  (iiee  tig.  II1~1,  *  *  *) 

Management  organization.  A  management  organization,  the  lOCI  Executive 
Committee,  will  be  established  in  accordance  with  the  "Interstate  Organized 
Crime  Index  Bylaws,"  Appendix  A.  The  Executive  Committee  will  be  made  up 
of  the  LEIU  Executive  Board,  elected  representatives  of  the  terminal  agencies, 
and  representatives  of  the  central  index  and  central  coordinating  agency. 

lOCI  staff.  The  California  Crime  Technological  Research  Foundation  will  con- 
tinue to  function  as  the  administrative  and  support  agency,  and  provide  a  project 
coordinator  and  lOCI  staff. 

Central  coordinating  agency.  The  Central  Coordinating  Agency  (CCA)  is  the 
responsibility  of  the  Organized  Crime  and  Criminal  Intelligence  Branch  of  the 
California  Department  of  Justice.  The  CCA  is  responsible  for  preparing,  collect- 
ing and  updating  lOCI  data  and  assisting  with  coordinating  the  systems'  security. 
It  is  also  responsible  for  audit/review  of  terminal  agency  activity  to  ensure  accu- 
racy and  completeness  of  data  input  to  the  lOCI  file,  and  for  providing  support 
to  the  conversion  of  new  terminal  agency  files. 
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Figure  III  -  1 
lOCI  System  Management  and  Control 


LEIU 
250  Member  Agencies 


lOCI  Executive  Committee 


Chairman   Donald  Carroll 


Vice  Chairman   Clifford  Montgomery 


Members 


W.  J.  Baum 


John  MrCn 


Donald  Miller 


?fl 


Ron  Noble 


Richard  Scully 


Ben  Wood 


Robert  Bullock 
Harry  D.  Burpe 

W.  A.  Cowan 

J.  S.  de  la  Liana 
Earl  Halveland 

R.  L.  Henry 

Non-Voting 
LEAA:  Ronald  Allen    CCA:  Earl  Simmons 
CCTRF: 


CI :  David  Fereason 
CCA:  Charles  E.  Casey 


Legal  Counsel:  Michael  Capizzi 


Security  and  Privacy  Committee 


Chairman  

Vice  Chairman 
Members 


LEAA 


Funding 


Technical  Committee 


Chairman 

Vice  Chairman 
Members 


Project  Director 


Charles  E.  Casey 


Project  Coordinator 


Alan  B.  Edwards 


Terminal 
Agencies 


16  Existing* 
10  Additional* 


Central  Index 
Agency 


Michigan  State 
Police  Computer 
Center 


T 


Central 
Coordinating  Agency 


Org.  Crime  &  Crim 
inal  Intelligence 
Branch,  California 
Dept.  of  Justice 


.1 


Fiscal/Admin. 
Agency 


California  Crime 
Technological 
Research  Founda- 
tion 
lOCI  Staff 


*See  "Terminal  Operations," 


492 

Central  index  agency.  The  Central  Index  is  housed  in  the  Michigan  State  Police 
Data  Processing  Center.  It  is  a  computerized  central  file  which  contains  the 
names,  personal  descriptions,  identification  numbers,  criminal  activity  codes,  and 
associates  of  subjects  who  meet  the  criteria  for  inclusion  in  lOCI.  The  CI  is 
responsible  for  the  operation  and  maintenance  of  the  computer  system  hardware 
and  software,  the  telecommunications  network,  and  resolution  of  all  system 
problems. 

Terminal  agencies.  Sixteen  existing  terminal  agencies  and  ten  planned  terminal 
agencies  (figure  III-2)  are  listed  in  appendix  B.  They  were  selected  on  the  basis 
of  the  following  criteria  : 

Active  LEIU  membership. 
Effective  geographic  and  population  coverage. 

Non-adjacent  locations  unless  necessary  to  achieve  effective  population 
coverage. 

Agreement  in  writing  to  abide  by  the  lOCI  bylaws. 

Demonstrated  commitment  to  work  on  organized  crime  investigation  suflB- 
cient  to  justify  the  need  for  a  terminal. 
System  operation.  The  CI  handles  all  the  contracting  work  and  coordination 
between  the  vendor  supplying  the  terminals  and  the  telephone  companies  supply- 
ing the  communication  lines.  The  index  is  capable  of  receiving  three  tyi>es  of  mes- 
sages— security  clearance,  inquiry,  and  administrative — replying  to  those  mes- 
sages, and  transmitting  administrative  and  diagnostic  messages. 

Data  base.  The  CCA  has  the  responsibility  for  preparing,  collecting,  and  up- 
dating lOCI  data  for  the  major  effort  to  convert  LEIU  cards  for  placement  in  the 
lOCI  data  base.  CCA  also  coordinates  the  input  of  new  names  into  lOCI  from 
LEIU  master  card  entries,  and  updates  the  lOCI  records  upon  request  from 
LEIU  and  lOCI  user  agencies. 

Terminal  operations.  Each  of  the  present  sixteen  agencies  is  supplied  with  a 
remote  terminal  composed  of  a  Burroughs  B  9352  input  and  display  terminal  con- 
sisting of  a  cathode-ray  tube  (CRT)  (video  screen)  with  a  typewriter-style  key- 
board and  a  hard  copy  printing  device.  Transmission  from  this  device  travels  over 
leased  telephone  lines  between  the  terminal  and  the  central  index.  However, 
should  the  Executive  Committee  determine  that  CRT's  are  not  cost  effective,  they 
may  be  replaced  with  hard-copy  only  terminals,  resulting  in  terminal  cost  savings 
and  communications  lines  savings.  In  that  event,  the  savings  will  be  applied  to 
additional  terminals.  (See  map  in  figure  III-2,  page  493  for  terminal  locations.) 
File  inquiry.  The  general  steps  followed  in  an  inquiry  include  the  following: 
a  terminal  agency  operator  must  receive  security  clearance  before  querying  lOCI 
data  files.  Once  clearance  is  received,  inquiry  can  be  made  by  any  one  of  the  vari- 
ous search  criteria  :  name,  name  plus  physical  description,  identifying  numbers, 
or  corporate  holdings.  If  the  inquiry  results  in  a  "hit",  all  the  data  elements  in 
the  lOCI  file  are  presented  on  the  video  screen.  The  terminal  operator  must  clear 
waiting  information  (inquiry  response  and  administrative  me.ssages)  before  mak- 
ing new  queries.  If  a  terminal  is  closed,  administrative  messages  and  delayed 
lOCI  responses  are  stored  by  the  CI  and  forwarded  to  the  terminal  when  it  is 
reactivated. 
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Hits  on  (lata  base.  The  CCA  monitors  the  terminal  operations  and  transactions. 
and  is  responsible  for  notifying  an  LEIl'  non-terminal  agency  of  a  "hit"  on  a 
subject  it  contril)uted.  The  lOCI  system  automatically  notifies  a  terminal  agency 
whenever  a  "hit"  is  made  on  its  subject.  However,  a  large  number  of  the  data  base 
subjects  are  contributed  by  non-terminal  agencies.  The  CCA  has  designed  a  form 
letter  which  identifies  the  name  of  the  subject  on  which  a  "hit"  was  made,  the 
date  the  "hit"  was  made,  and  the  agency  making  the  "hit."  The  nonterminal 
LEIU  agency  receiving  this  letter  can  then  initiate  any  activity  it  so  desires. 

Security-privacy.  The  lOCI  Executive  Committee  is  responsible  for  the  devel- 
opment and  administration  of  security  and  privacy  policy.  All  lOCI  agencies  are 
subject  to  inspection  by  the  lOCI  Executive  Committee  for  compliance.  Violations 
of  security  or  problems  with  the  data  base  are  referred  by  CI  to  CCA  for  handling 
and  final  disposition.  Problems  which  arise  at  the  terminal  end  can  be  handled 
by  either  an  administrative  message  notification  or  a  telephone  call  to  CI. 

System  evaluation.  An  independent  evaluation  of  lOCI  will  constitute  the  ma- 
jor action  item  of  this  project  period.  A  highly  skilled  contractor  will  be  selected 
for  this  purpose  as  a  result  of  the  competitive  procurement  process.  The  entire 
future  of  lOCI  hinges  upon  the  results  of  this  independent  evaluation,  including 
system  configuration  and  design,  operation  and  management,  hardware,  .soft- 
ware, data  ba.se,  security  and  privacy,  users,  utilization  of  data,  analysis  capa- 
bilities, etc.  The  major  elements  of  the  evaluation  task  follow  : 

Request  for  proposal.  A  request  for  proposal  (RFP)  will  be  developed  by  the 
Executive  Committee  and  staff  in  keeping  with  the  State  of  California  procure- 
ment processes  and  LEAA  financial  guidelines,  with  final  review  by  representa- 
tives of  the  National  Institute  of  LEAA. 

Bidders  list.  A  bidders  list  will  be  compiled  in  an  effort  to  invite  the  best  talent 
nationally  available  to  bid  on  the  independent  evaluation,  in  keeping  with  the 
time  constraints  of  the  project  period. 

Selection  of  coyitractor.  The  responses  to  the  RFP  will  be  reviewed  by  a  selec- 
tion/review committee  which  will  be  made  up  of  members  of  the  Executive  Com- 
mittee, staff,  LEAA  and  such  other  persons  as  may  be  deemed  appropriate  to  pro- 
vide the  desired  expertise  and  to  meet  the  applicable  State  of  California  and 
LEAA  procurement  requirements.  A  bidder  evaluation  criteria  sheet  will  be  de- 
veloped. Oral  presentations  may  be  retiuired. 

Evaluation  process.  The  independent  evaluation  will  include  complete  examina- 
tion of  the  prototype  interstate  organized  crime  index  system,  with  major  empha- 
sis on  the  fea.sibility  of  entry  into  an  upgraded  national  law  enforcement  tele- 
communications sy.stem  (NLETS),  which  would  allow  shared  line  usage  and  a 
more  economical  operation.  Specifically,  the  evaluation  must  address  the  system 
security  requirements  of  lOCI  data,  and  how  they  can  be  met  in  a  "shared" 
system.  The  evaluation  shall  be  no  less  than  a  hard,  critical  analysis  of  all  aspects 
of  such  a  system. 

Timetable.  Figure  III-3,  page  495,  Project  Timetable,  illu.strates  the  significant 
events  within  three  major  categories :  system  operation,  system  evaluation  and 
administration,  all  of  which  should  be  self-explanatory  as  depicted  in  the  time- 
table. 
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Part  IV :  Evaluation 

Independent  evaluation. — This  will  be  the  major  action  item  of  this  project 
period.  It  is  discussed  more  extensively  in  other  sections  of  this  plan. 

lOCI  Executive  Cotntnittec. — The  Executive  Committee  will  conduct  an  on- 
going evaluation  of  the  project  during  the  operation  and  test  mode. 

Monthly  meetings  to  review  operation,  finalize  procedures,  resolve  unforeseen 
problems,  and  monitor  terminal  agency  compliance  with  security  and  privacy 
policy. 

Operating  statistics  provided  periodically  by  CI  showing  usage,  type  of  traf- 
fic, source  and  destination  of  messages,  system  availability,  security  violations, 
etc. 

Periodic  meetings  with  terminal  agencies  to  resolve  problems,  exchange  in- 
formation, evaluate  proposed  improvements,  etc. 

Formal  evaluation  is  planned  at  the  conclusion  of  the  independent  evalua- 
tion of  lOCI  to  consider  expansion.  The  system  redesign  will  be  dependent 
upon  the  results. 

Part  V :  Resources 

The  project  will  be  administrated  by  the  lOCI  Executive  Committee  consist- 
ing of  the  LEIU  Executive  Board  and  representatives  of  the  terminal  agencies, 
the  Central  Index  and  the  Central  Coordinating  Agency.  The  California  Crime 
Technological  Research  Foundation  will  provide  fiscal,  administrative  and  tech- 
nical support  to  the  Executive  Committee.  The  Central  Index  will  be  housed  in 
the  Michigan  State  Police  Computer  Center.  The  Central  Coordinating  Agency 
will  be  the  California  Department  of  Justice,  Organized  Crime,  Criminal  Intel- 
ligence Branch. 

Resumes  of  key  professional  staff  are  contained  in  Appendix  C,  Part  1 : 

lOCI  Executive  Committee — Chairman :  Donald  Carroll :  Vice  Chairman : 
Clifford  Montgomery  ;  *AV.  J.  Baum,  Robert  Bullock,  Harry  D.  Burge,  *W.  A. 
Cowan,  J.  S.  de  la  Liang,  *Earl  Halveland,  Michael  Capizzi,  *R.  L.  Henry,  John 
McCoy,  Donald  Miller,  *Ron  Noble,  *Richard  SciiUy,  *Ben  Wood,  Legal. 

Project  Director :  Charles  E.  Casey.  Project  Coordinator :  Alan  B.  Edwards, 
Central  Coordinating  Agency :  Earle  T.  Simmons,  Central  Index  Agency  :  David 
R.  Fergason. 

Letters  of  willingness  to  participate  are  contained  in  Appendix  C,  Part  2 : 
CCA — California  Department  of  Justice  Organized  Crime  and  Criminal  Intelli- 
gence Branch  ;  CI — Michigan  State  Police**  ;  Terminal  Agencies.** 


Final  Report  of  the  Interstate  Organized  Crime  Index  Prototype  Demon- 
stration BY  THE  Project  SEARCH  Organized  Crime  Task  Force,  January 
7,  1973 

Proposed  IOCI  Positions  Paper 

The  Project  SEARCH  Executive  Committee  has  reviewed  the  results  and 
evaluation  report  on  the  prototype  system  for  the  exchange  of  organized  crime 
data  (IOCI).  The  committee  finds  that  the  Organized  Crime  Task  Force  ap- 
pointed to  conduct  this  project  has  completely  fulfilled  the  objectives  of  the 
project.  Although  the  usual  "bugs"  in  prototype  testing  were  present,  the  proj- 
ect was,  in  the  opinion  of  the  Executive  Committee,  a  very  successful  effort. 

In  addition  to  the  direct  accomplishment  of  project  goals,  many  indirect  and 
lasting  benfits  resulted.  The  LEIU  data  base  was  revised,  expanded,  and  up- 
dated in  a  way  which  will  add  to  its  future  usefulness.  Security  and  privacy 
procedures  for  input  and  access  were  developed  and  written.  Additional  data 
exchange  was  stimulated  between  participating  LEIU  agencies  and  other  agen- 
cies. 

Project  SEARCH,  in  accordance  with  its  mission  established  by  LEAA,  is 
obligated  to  make  recommendations  regarding  implementation  of  prototype  sys- 
tems. The  Executive  Committee  has  considered  the  evaluation  report  of  the 
task  force,  various  reactions  from  users  of  the  prototype  system,  and  the  rec- 
ommendations of  LEIU. 


*R^sum6s  not  yet  received. 
••  Letters  not  yet  received. 
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An  analysis  of  the  usage  of  the  prototype  indicates  that  tlie  operational  use 
made  of  the  system  was  low  in  volume.  It  is  important  to  note,  however,  that 
it  is  ditlicult  to  extrapolate  eventual  usage  simply  from  experience  in  a  short- 
term  test  period.  Looking  beyond  the  usage  data,  the  committee  judgment  is 
that  there  are  inherent  limitations  in  the  prototype  system  design  which  would 
continue  to  constrain  usage  of  the  system. 

It  is  the  opinion  of  the  Executive  Committee  that,  if  the  prototype  system 
were  made  fully  operational,  the  anticipated  usage  would  not  justify  the  cost 
of  computerized,  on-line  operations.  Therefore,  the  Executive  Committee  would 
not  recommend  that  the  prototype  system,  as  presently  designed,  be  imple- 
mented as  an  oi>erational  system. 

However,  there  is  sufficient  evidence  of  the  need  for  a  system  to  exchange 
this  type  of  information  to  justify  further  work.  It  is  quite  possible  that  a 
major  expansion  of  the  system  would  produce  a  viable,  useful  system  which 
could  support  an  on-line  operation. 

A  thorough  review  of  system  objectives,  contents,  participants,  and  configu- 
ration should  be  accomplished  as  the  first  step  of  the  implementation  process 
for  any  operational  system.  Such  a  review  should  encompass  at  least  these  as- 
pects : 

(1)  Addition  of  more  subjects.  The  entry  of  subjects  may  well  be  too  re- 
strictive. Present  rules  were  derived  for  the  former  manual  system  and  require 
substantial  "filtering"  before  a  subject  can  be  included.  It  has  been  estimated 
that  10  times  as  many  entries  could  be  made  without  violating  the  criteria  of 
organized  crime  involvement. 

(2)  Additioii  of  other  data  elements.  Providing  more  data  elements  dealing 
with  a  subject's  status  or  other  parameters  useful  for  analysis  would  improve 
the  system's  value  to  the  user. 

(3)  Provision  of  analysis  capabilities.  The  system  should  support  computer 
based  analysis  of  organized  crime  activity  (e.g.,  for  geographical  areas  or  fo- 
sets  of  subjects ) . 

(4)  Inclusion  of  other  users.  The  proposed  system  bylaws  limit  terminal  a'' 
cess  to  LEIU  member  agencies.  There  are  many  other  organized  crime  units 
(some  funded  by  LEAA)  that  could  justifiably  be  provided  terminal  access.  It 
is  recognized  that  additional  security  precautions  such  as  response  control  may 
be  necessary,  but  this  effort  would  be  rewarded  by  greater  system  application. 

(5)  Equipment  con fiffu ration.  The  prototype  employed  on-line  terminal  access 
primarily  as  an  expedient  to  test  concept  feasibility.  There  are  many  alterna- 
tive configiirations  which  may  more  economically  satisfy  user  needs  that 
should  be  reviewed  prior  to  finalizing  the  operational  configuration. 

The  Executive  Committee  believes  that  these  points  should  be  considered  in 
the  LEAA  review  of  the  grant  application  which  may  be  forthcoming  for  sys- 
tem implementation.  The  task  force  has  prepared  an  application,  and  plans  to 
submit  it  soon.  Even  though  Project  SEARCH  supported  and  contributed  to 
the  preparation  of  the  application,  there  is  no  provision  therein  for  SEARCH 
involvement.  The  Executive  Committee  concurs  with  this  action,  as  the  proper 
role  for  SEARCH  (prototype  testing)  is  now  concluded.  Any  work  toward  im- 
plementation should  be  carried  out  by  the  operating  agencies. 

Chapter  1 
introduction 

Only  a  handful  of  events  have  brought  out  the  extent  and  seriousness  of  the 
organized  crime  threat  to  our  nation.  Such  events  as  the  Kefauver  and  Mc- 
Clellan  senate  hearings,  the  Appalachian  meeting  and  the  President's  Crime 
Commission  task  force  report  on  organized  crime  have  had  limited  success  at 
creating  the  proper  public  focus  on  this  problem.  Hoi^efully,  out  of  the  recom- 
mendation of  the  President's  Crime  Commission  for  federal  assistance  to  de- 
velop state  and  regional  intelligence  system,  lasting  projects  will  be  initiated. 
The  fact  that  organized  crime  was  specifically  identified  as  one  of  the  seven 
major  law  enforcement  problem  areas  in  the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968  begins  to  make  progress  a  reality. 

The  Interstate  activities  and  persons  related  to  organized  crime  are  neither 
well-defined  nor  well-identified  nationally  for  the  information  of  appropriate 
local   and   state   law   enforcement   officials.    The   Interstate    Organized   Crime 
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Index  (lOCI)  project  is  a  major  effort  by  the  Law  Enforcement  Assistance 
Administration  to  assist  local  and  state  organized  crime  intelligence  units. 
This  project,  under  the  auspices  of  Project  SEARCH,  demonstrated  the  feasi- 
bility and  operational  utility  of  a  prototype  interstate  organized  crime  compu- 
terized central  index.  The  central  index  provided  the  capability  to  act  as  a 
pointer  and  refer  remote  online  inquiries  through  carefully  controlled  termi- 
nals to  state  and  local  organized  crime  intelligence  units  that  possessed  infor- 
mation on  persons  associated  with  organized  crime. 

This  project  established  a  national  register  containing  2,794  persons  identi- 
fied as  organized  crime  principals  and  18,905  names  of  all  types  including 
aliases,  nicknames,  associates  and  businesses.  The  on-line  inquiry  system  al- 
lowed any  of  the  sixteen  involved  state  and  local  agencies  to  retrieve  basic 
identification  data  and  to  determine  what  other  agencies  possessed  more  de- 
tailed data  on  the  activities  of  persons  in  the  lOCI  file.  Each  participating 
agency  was  provided  with  a  secure  computer  terminal  interfaced  with  the  cen- 
tral index  via  a  dedicated  telephone  line. 

An  important  task  during  the  demonstration  was  the  evaluation  of  the  pro- 
totype system  to  determine  its  eflicacy  and  operational  utility.  The  project 
evaluation  amounted  to  three  separate  evaluations.  The  first  evaluation  deter- 
mined whether  all  committments  set  forth  in  the  project  plan  were  accom- 
plished. The  second  evaluation  was  directed  at  comi>aring  how  closely  the  pro- 
totype demonstration  system  met  minimum  user  requirements.  This  evaluation 
provided  a  detailed  analysis  of  the  lOCI  system  shortcomings  and  successes, 
solutions  to  problems,  and  general  recommendations  for  the  future.  The  third 
evaluation  provided  a  comparison  between  the  prototype  system  and  alterna- 
tive system  in  order  to  come  up  with  recommendations  for  the  development  of 
a  national  system. 

The  following  chapters  and  apiiendices  reflect  the  various  evaluations  of  the 
lOCI  demonstration  by  the  organized  crime  task  force.  Chapter  three  relates 
to  the  project's  history,  identifying  the  achievement  of  specific  tasks  and  activ- 
ities stated  in  the  project  proposal  and  work  plan.  Chapter  four  presents  how 
the  task  force  viewed  the  demonstration  in  terms  of  local  organized  crime  in- 
telligence needs  for  a  national  exchange  of  information.  Chapter  five  provides 
the  reader  with  an  economic,  technical  and  operational  evaluation  of  the  proto- 
type compared  to  various  identified  alternative  systems.  The  last  chapter  re- 
flects a  summary  of  the  organized  crime  task  force  recommendations  for  an 
on-going  operational  lOCI  system. 

Chapter  2 

loci  demonstration  activities 

This  chapter  outlines  the  history  of  the  interstate  organized  crime  index 
prototype  demonstration  project  as  it  evolved  from  developing  a  data  base,  de- 
signing the  system,  through  the  demonstration  period,  to  the  evaluation  efforts. 
The  implication  is  that  the  project  achieved  its  stated  performance  objectives. 
This  chapter  presents  the  standard  project  operations  evaluation.  This  means, 
"Did  the  project  accomplish  its  objectives?  Did  it  meet  the  commitments  set 
forth  in  the  project  plan?  Did  it  proceed  on  schedule?"  In  this  chapter  we  will 
discuss  what  actually  happened  during  the  demonstration  of  the  prototype  sys- 
tem and  answer  the  above  questions. 

GOALS  AND  OBJBXJTIVES 

The  goals  of  this  demonstration  project  were  to  develop  a  computerized  na- 
tional register  of  persons  known  to  be  active  in  organized  crime  and  to  pro- 
vide on-line  access  to  this  register  for  various  user  agencies.  The  plan 
proposed  that  the  project  demonstration  be  divided  into  four  major  tasks :  sys- 
tem definition,  system  demonstration,  system  evaluation,  and  system  redesign. 

The  project's  first  task  (system  definition)  was  to  determine  the  scope  and 
content  of  the  national  registry.  Included  under  system  definition  was  the  iden- 
tification of  the  data  base,  that  is,  the  persons  to  be  included  in  the  index  and 
the  specific  data  on  them  to  be  stored.  A  second  effort  in  the  first  task  was  to 
identify  procedures  and  rules  of  data  base  access  and  dissemination. 

The  second  task  (system  demonstration)  was  to  demonstrate  and  test  the 
feasibility  of  continuing  the  lOCI  system  on  an  operational  basis.  Under  this 
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test.  LEIU  provided  the  input  data  to  the  data  processing  center  of  the  Michi- 
gan State  Police.  The  Micliigan  State  Police  established  a  computerized  tile 
and  created  a  teleprocessing  system  involving  sixteen  state  and  local  organized 
crime  units. 

The  third  task  (system  evaluation)  was  to  evaluate  the  demonstration  using 
the  experience  of  the  task  force  and  the  sixteen  terminal  agencies.  Within  the 
fourtli  task  (system  redesign)  a  plan  was  developed  to  create  a  more  extensive 
nationwide  system. 

PROJECT  ORGANIZATION  AND  DEVELOPMENT 

Prior  to  LEAA  considering  and  funding  the  project,  several  preliminary 
meetings  were  held  between  the  LEIU  executive  board  and  Project  SEARCH 
members  and  staff.  These  meetings,  held  early  in  1971,  culminated  in  the  for- 
mation of  an  ad  hoc  committee  on  organized  crime  intelligence  system.  At  the 
May  19,  1971,  meeting  in  Washington,  D.C..  the  ad  hoc  committee  drafted  a 
proposal  for  the  development  of  a  prototype  demonstration  organized  crime  in- 
telligence system.  Among  the  ad  hoc  committee  were  members  of  the  LEIU  ex- 
ecutive board.  They  voted  to  participate  in  the  proposed  project  on  a  task  by 
task  basis  and  further  indicated  their  willingness  to  supply  data  to  the  central 
index. 

A  committee  report  and  the  proposed  project  plan  were  submitted  to  the 
Project  SEARCH  Project  Group  in  mid-1971.  Project  SEARCH  Project  Group 
approved  the  project  and  forwarded  the  proposal  to  the  System  Analysis  Cen- 
ter of  the  Law  Enforcement  Assistance  Administration.  LEAA  approved  the 
proposal  and  agreed  to  allow  Project  SEARCH  to  carry  out  the  demonstration 
prototype  system  with  a  special  condition :  "Due  to  legal  considerations  relat- 
ing to  the  data  in  this  type  of  system,  funding  of  this  project  is  based  upon 
the  contingency  that  only  public  record  information  type  of  data  will  be  in- 
cluded in  the  design  of  the  system.  If  circumstances  and  developmental  efforts 
indicate  that  other  tyi^es  of  data  would  benefit  the  users  of  the  system,  LEAA 
approval  must  be  obtained  prior  to  LEAA's  continued  support  of  the  project." 

The  project  was  approved  by  LEAA  on  October  4,  1971.  A  Project  SEARCH 
Organized  Crime  Task  Force  was  formed  to  oversee  the  demonstration.  The  first 
meeting  was  held  in  San  Diego  on  October  13, 1971. 

Overall  organization 

The  organization  of  the  task  force  is  seen  in  Exhibit  2-1.  Membership  of 
the  task  force  was  divided  equally  among  seven  members  of  the  LEIU  Executive 
Board  and  seven  members  representing  Project  SEARCH  states.  In  addition 
there  was  one  LEAA  representative.  In  support  of  the  project,  staff  members 
from  the  California  Crime  Technological  Research  Foundation  provided  admin- 
istrative and  financial  support  services.  Under  contract  to  the  California  Crime 
Technological  Research  Foundation  was  Public  Systems  incorjwrated  (PSi) 
which  provided  technical  support  to  the  task  force.  Shortly  after  the  project 
began,  the  task  force  added  a  ^tafif  person  to  act  as  legal  counsel  to  the  project. 
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Exhibit  2-1 
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Organization,  for  devvloping  the  demon'stration's  system  design 

To  carry  out  task  1,  the  task  force  at  its  initial  meeting  created  two  com- 
mittees :  The  Data  Base  Determination  Subcommittee  and  tlie  Access  and  Dis- 
semination Subcommittee.  The  Data  Base  Subcommittee's  objective  was  to  de- 
termine the  criteria  for  entering  organized  crime  subjects  into  the  master  file 
and  to  determine  the  scope  and  content  of  the  national  register.  The  Access 
and  Dissemination  Subcommittee's  objectives  included  determining  how  the  ini- 
tial file  would  be  established,  who  would  have  access  to  the  file,  and  what  type 
protection  of  data  guarantees  would  be  necessary  to  preserve  the  file's  integ- 
rity. These  two  committees  provided  input  at  the  initial  two  task  force  meet- 
ings. At  the  January  1^20  meetings  in  Atlanta,  Georgia,  an  ad  hoc  technical 
subcommittee  comprised  of  representatives  from  the  California  Department  of 
Justice,  the  Michigan  State  Police  Computer  Center,  the  New  Jersey  State  Po- 
lice, the  Florida  Department  of  Law  Enforcement,  and  the  task  force  staff  de- 
veloped the  preliminary  system  design  and  operating  procedures. 

Security  and  privacy  subcommittee 

During  the  January  1^20  meeting,  the  Security  and  Privacy  Subcommittee 
was  formed  and  specifically  charged  with  developing  security  measures  for  the 
prototype  demonstration  system.  The  subcommittee  was  also  instructed  to 
study  the  security  and  privacy  issues  surromiding  intelligence  information  and 
to  prepare  appropriate  recommendations.  This  subcommittee  held  several  meet- 
ings and  drafted  a  code  of  ethics  and  a  Security  and  Privacy  Policies  and  Pro- 
cedures Manual. 

Evaluation  suboommittee 

On  April  4,  1972  in  Oakland,  California,  the  task  force  sat  as  an  evaluation 
subcommittee  to  begin  considering  the  evaluation  requirements  of  the  project. 
The  task  force  continued  to  work  as  the  evaluation  subcommittee  and  held  sev- 
eral joint  meetings  with  terminal  agency  representatives  to  discuss  the  opera- 
tions of  the  prototype  demonstration  and  later  to  evaluate  its  effectiveness. 

LEIU  involvement 

Throughout  the  project,  LEIU  membership  was  kept  apprised  of  the  lOCI 
demonstration  prototype  system's  progress.  Four  newsletters  were  prepared 
and  circulated  with  information  about  the  project.  The  LEIU  Executive  Board 
members  attended  LEIU  regional  and  national  meetings  to  explain  the  proj- 
ect's progress  and  to  answer  questions.  At  the  national  meeting  in  Oakland  in 
April,  1972,  the  membership  was  given  a  briefing  on  the  data  base  and  operation 
of  lOCI  as  well  as  an  actual  demonstration  of  the  system  with,  a  terminal 
hook-up  to  the  central  index  computer  in  Michigan. 

A  demonstration  was  prepared  and  executed  for  the  Attorney  General  of  the 
United  States  and  selected  Department  of  Justice  officials. 

lOCI  DATA  BASE 

As  indicated  earlier,  the  first  task  was  to  define  the  prototype  demonstration 
system.  This  involved  determining  the  scope  and  content  of  the  index.  Deci- 
sions had  to  be  made  on  what  subjects  would  be  included  in  the  prototype 
demonstration  as  well  as  what  information  (data  elements)  would  be  main- 
tained on  these  subjects.  Further  decisions  had  to  be  made  in  light  of  the  spe- 
cial "public  record  type  of  information"  condition  imposed  by  LEAA  on  this 
demonstration.  During  its  early  meetings,  the  ad  hoc  organized  crime  commit- 
tee made  some  suggestions  concerning  possible  sources  and  formats  for  the 
data  base.  Among  these  suggestions  included  the  LEIU  card  file,  the  New  York 
State  Identification  and  Intelligence  System  (NYSIIS),  and  a  format  devel- 
oped as  an  organized  crime  information  system  demonstration  for  LEAA. 

The  Organized  Crime  Task  Force  Data  Base  Subcommittee  worked  on  the 
criteria  for  defining  a  person  involved  in  organized  crime,  the  scope  and  con- 
tent of  the  national  register,  and  a  determination  of  the  data  elements  to  be 
included  in  the  data  base.  During  the  course  of  the  working  committee's  meet- 
ings, decisions  were  made  regarding  the  criteria  that  persons  must  meet  to 
qualify  for  inclusion  in  the  national  registry  and  decisions  were  made  regard- 
ing the  data  elements  of  each  person  to  be  included  in  the  registry. 
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Data  base  subjects 

An  initial  decision  was  to  avoid  a  major  effort  to  define  organized  crime.  As 
a  result  of  the  subcommittee  recommendation,  the  organized  crime  task  force 
approved  the  policy  that  contributing  agencies  make  their  own  determination 
as  to  organized  crime  subjects  to  be  included  in  the  data  base.  Agencies  were 
given  the  following  criteria  as  guidelines  for  making  this  determination :  "Per- 
sons who  are  identified  as  being  involved  in  organized  crime,  intrastate,  inter- 
state or  international ;  with  other  organized  crime  pi"imary  subjects,  or  orga- 
nized crime  associates ;  and  who  may  be  involved  in  one  or  more  of  the 
following  criminal  activities  .  .  ."  The  criminal  activities  listed  included  the 
following : 

1.  Major  narcotics  trafficking. 

2.  Gambling. 

3.  Loan  sharking. 

4.  Labor  racketeering. 

5.  Criminal  receiving. 

6.  Bribing  and  corrupting  of  public  officials. 

7.  Security  frauds 

8.  Enforcing. 

9.  Extorting. 

10.  Organized  prostitution. 

11.  Hijacking. 

12.  Arson. 

13.  Liquor  violators. 

14.  Others. 

(See  Appendix  A  for  definition  of  the  criminal  activities.) 

As  previously  agreed,  LEIU  indicated  that  the  subjects  presently  in  its  mas- 
ter file  would  compose  the  nucleus  of  the  lOCI  data  base.  As  a  result,  the  Cen- 
tral Coordinating  Agency  of  LEIL",  .  .  .  the  Organized  Crime  and  Criminal  In- 
telligence Branch  of  the  California  Department  of  Justice,  were  contracted  to 
review  the  existing  LEIU  data  base  and  determine  which  subjects  would  qual- 
ify. The  New  York  representative  indicated  that  New  York  was  limited  in  the 
exchange  of  organized  crime  information  to  New  York  law  enforcement  agen- 
cies and  consequently  could  not  share  the  information  outside  the  jurisdiction 
of  New  York  state.  Therefore,  New  York  could  not  provide  names  to  the  lOCI 
data  base.  At  that  time  other  states  in  the  project  task  force  were  requested 
to  submit  names.  New  Jersey.  Minnesota,  and  Florida  (New  Jersey  State  Po- 
lice, Minnesota  Department  of  Public  Safety,  and  the  Florida  Department  of 
Law  Enforcement)  indicated  a  willingness  to  submit  names.  The  subjects  the 
three  agencies  offered  had  not  been  submitted  to  LEIU  by  these  agencies  prior 
to  the  demonstration. 

Data  elements 

The  second  major  task  of  the  Data  Base  Subcommittee  was  to  establish  the 
specific  data  base  elements  to  be  maintained  in  the  central  index  of  organized 
crime  subjects.  The  subcommittee  decided  to  follow  those  data  elements  ap- 
pearing on  LEIU  cards.  Thirty -four  data  elements  and  a  comments  field  were 
approved.  The  subcommittee  recommended  that  the  following  data  elements  be 
required  for  the  inclusion  of  any  name  in  the  lOCI  data  base : 

1.  Full  name  of  subject. 

2.  Date  of  birth  (if  date  of  birth  unknown,  estimate  year  of  birth). 

3.  Sex. 

4.  System  number  which  would  be  automatically  given  to  the  subject. 

5.  Criminal  activity  code. 

6.  Original  contributing  agency  (using  the  agency's  National  Crime  Informa- 
tion Center  (NCIC)  number). 

7.  Original  contributing  date. 

8.  Additional  information  holding  agency. 

9.  Date. 

It  was  decided  to  omit  the  criminal  history  summary  since  this  material  was 
available  through  other  means  and  required  too  much  effort  to  maintain.  The 
complete  set  of  agreed-upon  data  elements  appears  in  Appendix  B.  A  majority 
of  subjects  included  in  the  lOCI  data  base  had  a  large  number  of  the  data  ele- 
ments available  on  them. 
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The  subcommittee  was  extremely  sensitive  to  the  need  for  integrity  of  infor- 
mation submitted  by  agencies  to  lOCI.  Recommendations  were  made  to  review 
subjects'  data  elements  before  placing  them  in  the  lOCI.  This  proposed  review 
would  determine : 

1.  If  the  data  elements  were  substantiated  by  "public  record  type  of  infor- 
mation" 

2.  If  contributing  agencies  had  sufficient  supporting  reference  sources 

3.  If  the  data  was  accurate,  complete,  up-to-date,  and  relevant 

Further  decisions  by  the  Security  and  Privacy  Subcommittee  were  made  re- 
garding the  data  input. 

Methodology 

The  Organized  Crime  Task  Force  agreed  that  a  contract  would  go  to  the 
California  Department  of  Justice  to  perform  the  conversion  of  source  docu- 
ments into  computer  printouts.  It  was  estimated  at  that  time  that  the  data 
base  would  come  from  the  following  sources  : 

LEIU  cards — approximately  2,900  subjects. 

New  Jersey  State  Police — approximately  300  subjects. 

Florida  Department  of  Law  Enforcement — approximately  300  subjects. 

Minnesota  Department  of  Public  Safety— approximately  35  subjects. 

The  conversion  process  took  the  following  procedure  : 

LEIU  Cards.  The  LEIU  cards  were  screened  to  eliminate  those  subjects  who 
did  not  qualify  for  inclusion  in  the  data  base.  This  review  was  done  by  ana- 
lysts in  the  California  Department  of  Justice  Organized  Crime  and  Criminal 
Intelligence  Branch.  The  analysts  completed  a  data  collection  form  on  those 
subjects  who  were  selected  for  inclusion  in  the  lOCI.  Specific  data  elements 
and  character  types  were  identified  and  coded.  The  data  collection  forms  were 
subsequently  typed  and  entered  onto  a  magnetic  tape  through  an  optical  char- 
acter reader  (OCR). 

The  New  Jersey  State  Police  expressed  their  willingness  to  prepare  their 
subject  data  in  optical  character  readable  form  and  those  data  collection  forms 
were  entered  through  the  OCR  process.  Florida  and  Minnesota  completed  the 
data  collection  form  which  was  sent  to  the  California  Department  of  Justice 
for  entry  into  the  OCR  process. 

The  magnetic  tape  created  by  the  optical  character  reader  was  processed 
and  a  detailed  listing  prepared  for  each  subject  entry.  These  listings  were  sent 
to  each  submitting  LEIU  agency.  At  that  time,  the  submitting  LEIU  agency 
was  requested  to  make  all  the  necessary  corrections  to  insure  accuracy,  cur- 
rency and  substantiation  by  public  record  type  of  information.  Submitting 
agencies  were  also  requested  to  inform  the  Department  of  Justice  whether  a 
subject  was  included  in  the  data  base. 

Information  returned  from  the  submitting  LEIU  agencies  was  used  to  up- 
date the  master  tape  obtained  from  the  conversion  step.  The  updated  informa- 
tion was  then  arranged  to  specifications  supplied  by  the  Michigan  State  Police, 
who  acted  as  the  central  index  agency.  A  load  tape  was  prepared  and  sent  to 
Michigan  for  loading  into  lOCI. 

Due  to  the  time  constraints,  the  large  analysis  and  conversion  requirements, 
a  major  overtime  commitment  was  made  using  both  organized  crime  analysts 
and  Department  of  Justice  data  processing  personnel.  The  initial  data  base 
conversion  began  the  end  of  January,  1972,  and  the  first  load  tape  was  submit- 
ted to  Michigan  State  Police  three  months  later,  in  time  for  use  at  the  LEIU 
national  convention  in  Oakland.  All  personnel  were  trained  and  supervised  by 
security-cleared  personnel.  The  data  typing  and  optical  character  reading  proc- 
ess was  supervised  by  a  member  of  the  Organized  Crime  and  Criminal  Intelli- 
gence Branch.  All  documents  were  controlled  via  transmittal  forms  to  assure 
integrity  and  control  over  the  information.  A  data  base  preparation  manual 
was  developed  for  use  during  this  process. 

-Some  local  LEIU  agencies  had  difficulty  finding  time  to  perform  their  review 
of  the  data-converted  subjects.  This  difficulty  caused  delays  and  required  sev- 
eral updates  of  the  master  data  base.  The  last  update  was  accomplished  in 
September,  1972,  at  which  time  an  additional  158  new  organized  crime  subjects 
were  added  to  the  lOCI  data  base. 

An  additional  data  base  expansion  effort  took  place  in  May,  1972.  Each 
agency  was  supplied  with  an  alphabetical  listing  of  all  organized  crime  sub- 
jects then  in  the  lOCI  file.  All  LEIU  members  were  requested  to  review  the 
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roster  of  all  lOCI  subjects  and  identify  which  subjects  they  (the  individual 
LEIU  agencies)  had  additional,  original,  investigative  information  on.  This  in- 
formation was  received  from  a  number  of  agencies  and  incorporated  into  the 
lOCI  data  base  in  August,  1972.  A  few  late  completions  were  further  inserted 
in  the  lOCI  data  base  in  September,  1972. 

The  rationale  for  this  effort  was  ba.sed  on  how  much  assistance  the  central 
index  could  give  local  and  state  organized  crime  units.  It  was  anticipated  that 
providing  user  agencies  with  additional  investigative  leads  could  be  of  great 
assistance.  The  fact  that  an  organized  crime  was  known  to  other  agencies  and 
had  active  records  in  other  agencies  was  considered  beneficial  to  investigators. 

lOCI  SYSTEM  DESIGN 

Upon  completion  of  the  discussions  by  the  Data  Base  Subcommittee  and  the 
Access  and  Dissemination  Subcommittee,  an  ad  hoc  technical  subcommittee 
was  formed  to  develop  the  system  design  and  operating  procedures  of  the  pro- 
totype demonstration  lOCI  system. 

At  the  beginning  of  the  project  it  was  thought  that  the  purpose  of  the  lOCI 
was  to  test  the  feasibility  and  practicality  of  a  computerized  register  of  per- 
sons known  to  be  active  in  organized  crime.  The  de.sign  was  also  intended  to 
provide  on-line  access  to  this  register  for  a  number  of  state  and  local  level  law 
enforcement  organized  crime  units.  The  prototype  system  allowed  the  register 
to  act  as  a  pointer  for  inquirins:  law  enforcement  units,  listing  those  agencies 
holding  information  on  the  organized  crime  subject. 

However,  it  was  realized  that  because  of  its  prototype  status,  lOCI  was  not 
optimized  in  configuration  and  operational  procedures.  Emphasis  on  the  system 
design  was  placed  on  existing  LEIU  information  and  procedures.  Emphasis 
was  also  placed  on  putting  the  operational  demonstration  system  "on  the  air" 
in  the  shortest  possible  time  while  providing  maximum  flexibility  for  future 
changes. 

Overall  system  design 

As  conceived  in  the  plan,  the  central  index  was  maintained  by  the  Michigan 
State  Police  Data  Processing  Center  during  the  demonstration.  The  rationale 
for  using  the  Michigan  State  Police  for  the  central  index  was  predicated  on 
the  fact  that  in  1970  the  Michigan  State  Police  maintained  the  central  index 
for  the  Project  SEARCH  Demonstration  for  Computerized  Criminal  History. 
Michigan  State  had  a  proven  ability  to  operate  a  multi-state  communications 
system  with  on-line  search  and  retrieval  abilities.  Michigan  State  Police  had 
an  operational  name  search  program  and  maintained  a  high  level  of  security. 
Much  of  the  software  and  hardware  used  for  the  Project  SEARCH  Criminal 
History  Demonstration  Project  formed  the  nucleus  of  this  system  for  manag- 
ing the  lOCI.  Sixteen  state  and  local  organized  crime  intelligence  units  were 
provided  computer  terminals  for  on-line  access  to  the  lOCI. 

The  system  itself  had  the  ability  to  retrieve  information  by  name,  personal 
descripters,  and  identifier  numbers,  i.e.,  LEIU  number,  FBI  number,  driver's  li- 
cense number,  etc.  A  name  search  included  all  names  in  the  file,  including 
principals,  aliases,  nicknames,  and  all  listed  associates.  Response  to  the  inquiry 
by  any  assigned  terminal  re.sulted  in  receipt  of  the  basic  index  information, 
the  name  of  the  original  contributing  agency,  and  agencies  maintaining  addi- 
tional information  on  the  individual.  These  agencies  then  have  been  contacted 
by  phone  or  mail  for  further  information. 

It  was  agreed  early  in  the  demonstration  that  lOCI  would  not  in  any  man- 
ner affect  the  existing  LEIU  national  or  zone  cards  submitted  by  LEIU  mem- 
ber agencies.  These  cards  remained  in  the  manual  file.  If  a  contributing  agency 
decided  to  delete  a  subject  or  specific  information  concerning  a  subject,  this  in 
no  way  affected  the  LEIU  card  data  in  the  manual  file.  Procedures  for  enter- 
ing a  new  subject  into  the  LEIU  file  continued  in  the  existing  manner : 
completing  a  card  and  forwarding  it  with  fingerprints  and  criminal  histories  to 
the  appropriate  LEIU  zone  chairman. 

The  methodology  to  develop  the  overall  system  design  began  with  the  staff 
presenting  several  system  configuration  options.  Through  discussions  with  the 
task  force  and  response  by  the  technical  subcommittee,  the  lOCI  design  began 
to  take  shape  with  respect  to  the  following  factors :  system  design  characteris- 
tics, information  retrieval,  system  security  (software  security,  hardware  (com- 
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puter  and  terminal)  securitj-,  communication  security  and  security  procedures), 
an(^  terminal  characteristics. 

System  Description.  The  lOCI  system  as  finally  designed  for  the  prototype 
demonstration  consisted  of  four  major  components  : 

1.  A  computerized  central  file  known  as  the  central  index  which  contained 
the  names,  personal  descriptions,  identification  numbers,  criminal  activity 
codes,  and  associates  of  subjects  who  meet  the  criteria  for  inclusion  in  lOCI. 
The  central  index  was  housed  In  the  Michigan  State  Police  Data  Processing 
Center. 

2.  Dedicated  terminals  located  in  each  of  the  selected  state  and  local  law  en- 
forcement organized  crime  units  which  allowed  on-line  access  to  the  central 
index.  These  agencies  with  access  were  known  as  terminal  agencies. 

3.  A  dedicated  telecommunications  network  linking  each  of  the  terminal 
agencies  with  the  central  index  and  linking  each  of  the  terminal  agencies  with 
every  other  terminal  agencies  through  a  switched  network  for  administrative 
messages. 

4.  A  central  coordinating  agency,  known  as  a  CCA,  responsible  for  prepar- 
ing, collecting  and  updating  lOCI  data  and  coordinating  the  systems'  security. 
The  central  coordinating  agency  was  the  responsibility  of  >the  Organized  Crime 
and  Criminal  Intelligence  Branch  of  the  California  Department  of  Justice. 

General  Operating  Procedures.  An  operating  manual  for  the  lOCI  was  devel- 
oped and  presented  for  task  force  review.  A  major  contribution  by  the  Secu- 
rity and  Privacy  Subcommittee  to  the  operating  procedure  was  a  review  of  se- 
curity requirements  for  the  demonstration.  Much  of  the  operating  procedure 
affects  the  security  of  information.  As  a  consequence,  the  system  operating 
procedures  reflected  this  need  for  security. 

Terminal  agencies,  as  well  as  other  LEIU  members,  were  reminded  that 
effective  operation  of  the  lOCI  system  was  dependent  upon  adherence  to  the 
procedures,  formats,  and  codes  set  forth  in  the  various  manuals  and  prepared 
by  the  Organized  Crime  Task  Force.  It  was  Incumbent  upon  all  user  agencies 
to  know  that  the  accuracy  of  lOCI  data  was  dependent  upon  every  person  ac- 
curately preparing  and  handling  the  data. 

Computer  systems,  of  course,  can  be  no  better  than  the  information  in  the 
data  base.  It  was  decided  that  the  contributing  agency  (referenced  in  the  file 
as  the  Originating  Agency  Identification  Number  OAI)  was  alone  responsible 
for  the  accuracy  and  correct  status  of  that  record.  Each  agency's  contributed 
data  was  kept  separate  even  from  other  information  on  the  same  organized 
crime  subject.  Each  agency  was  responsible  for  the  entered  data  as  well  for 
cancelling  inaccurate  records. 

The  general  steps  followed  in  an  inquiry  included  the  following :  a  terminal 
agency  operator  had  to  receive  security  clearance  before  inquiring  into  lOCI 
data  files.  Once  clearance  was  received,  inquiry  was  made  by  any  one  of  the 
various  search  criteria.  These  criteria  included  name,  name  plus  physical  de- 
scription, identifying  numbers,  or  corporate  holdings.  If  the  inquiry  resulted  in 
a  "hit",  all  the  data  elements  in  the  lOCI  file  were  presented  on  the  video 
screen.  If  a  hard  copy  was  desired,  the  operator  pressed  the  "print"  key  on  the 
keyboard.  If  the  record  filled  more  than  one  video  screen,  the  terminal  periodi- 
cally indicated  additional  information  was  waiting.  The  terminal  operator  had 
to  clear  waiting  information  (inquiry  response  and  administrative  messages) 
before  making  a  new  inquiry.  If  a  terminal  was  closed,  administrative  mes- 
sages and  delayed  lOCI  responses  were  stored  by  the  central  index  and  for- 
warded to  the  terminal  when  it  was  reactivated. 

The  system  also  produced  an  administrative  message  whenever  a  "hit"  was 
scored  on  an  inquiry.  This  notification  was  forwarded  to  the  Central  Coordi- 
nating Agency  and  the  contributing  agency.  All  "hits"  on  subjects  contributed 
by  other  than  a  terminal  agency  resulted  notification  from  the  Central  Coordi- 
nating Agency  via  form  letter. 

For  the  purpose  of  testing  and  demonstrating  the  lOCI,  certain  records  in 
the  lOCI  data  bank  were  set  aside.  These  were  dummy  records  and  did  not 
contain  factual  information.  Terminal  agencies  were  instructed  to  use  these 
records  when  not  actually  making  an  operational  inquiry  during  such  activities 
as  training,  demonstrating,  or  testing  the  system.  A  list  of  demonstration  rec- 
ords was  included  in  the  operational  manual. 

A  number  of  the  operating  procedures  were  directed  toward  the  security  of 
information.  These  are  covered  in  the  subsection  of  this  report  entitled,  "Secu- 
rity and  Privacy." 
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Central  Index  Operations.  As  stated  earlier,  the  central  file,  known  as  the 
central  index  of  lOCI,  was  maintained  by  the  Michigan  State  Police  Data 
Processing  Center.  The  central  index  was  available  24  hours  per  day,  seven 
days  per  week.  The  central  index  was  part  of  the  Michigan  State  Law  En- 
forcement Information  Network  system  (LEIN)  and  utilized  many  of  the  in- 
quiry and  response  formats  which  were  used  during  the  Project  SEARCH 
Computerized  Criminal  History  demonstration.  The  central  index  received  its 
data  base  load  from  the  Central  Coordinating  Agency.  The  central  index  file 
was  batch  loaded  for  the  initial  demonstration.  Specific  instructions  for  the 
preparation  of  the  magnetic  tape  supplied  to  the  central  index  from  California 
were  prepared  by  Michigan  State. 

The  Michigan  State  Police  Data  Processing  Center  handled  all  the  contract- 
ing work  and  coordination  between  the  vendor  supplying  the  terminals  and  the 
telephone  companies  supplying  the  communication  lines.  All  personnel  at  the 
central  index  were  members  of  the  Michigan  State  Police  and  were  subse- 
quently cleared  for  handling  lOCI  data. 

The  central  index  was  capable  of  receiving  three  types  of  messages.  These 
types  were :  security  clearance,  inquiry,  and  administrative. 

The  lOCI  central  index  computer  had  the  ability  to  originate  three  types  of 
messages  for  transmission  to  terminals.  These  were : 

1.  Replies  to  security  clearance  requests. 

2.  Replies  to  inquiries. 

3.  Administrative  and  diagnostic  messages. 

Any  violations  of  security  or  problems  with  the  data  base  were  referred  by  the 
central  index  personnel  to  the  Central  Coordinating  Agency  for  handling  and 
final  disposition. 

Any  problems  which  arose  at  the  terminal  end  were  handled  by  the  central 
index  with  either  an  administrative  message  notification  or  a  telephone  call  to 
the  central  index. 

Terminal  operations.  Each  agency  selected  for  the  demonstration  was  supplied 
with  a  remote  terminal.  Each  terminal  configuration  was  composed  of  a  Bur- 
roughs B  9352  input  and  display  terminal  consisting  of  a  cathode-ray  tube  (video 
screen)  with  a  typewriter-style  keyboard  and  a  hard  copy  printing  device.  Trans- 
mission from  this  device  traveled  over  leased  telephone  lines  between  the  terminal 
and  the  central  index  (see  Exhibit  2-2  for  Information  Flow :  Inquiry  to  lOCI — 
the  central  index).  The  general  procedure  at  the  terminal  required  that  before 
inquiry  into  lOCI  data  base  was  accepted,  the  terminal  and  the  terminal  operator 
had  to  establish  proper  security  clearance.  (This  will  be  discussed  in  more 
detail  later  in  this  chapter.)  Each  terminal  agency  designated  persons  who  were 
qualified  to  operate  the  lOCI  terminal.  Each  of  these  operators  was  assigned 
an  identification  number.  This  number  was  associated  with  specific  answers  to 
security  questions  within  the  lOCI  terminal  clearance  control. 

Sixteen  terminal  locations  selected  by  LEIU  representatives  on  the  Organized 
Crime  Task  Force  were  : 

1.  California  Department  of  Justice  (Organized  Crime  and  Criminal  Intelli- 
gence Branch  acting  as  the  Central  Coordinating  Agency) 

2.  Dade  County  Public  Safety  Department,  Miami,  Florida 

3.  Florida  Department  of  Law  Enforcement,  Tallahassee,  Florida 

4.  Georgia  Bureau  of  Investigation.  Atlanta,  Georgia 

5.  Indiana  State  Police,  Indianapolis,  Indiana 

6.  Los  Angeles  Police  Department,  Los  Angeles,  California 

7.  Los  Angeles  Sheriff's  Department,  Los  Angeles,  California 

8.  Michigan  State  Police,  East  Lansing,  Michigan 

9.  Minnesota  Bureau  of  Criminal  Apprehension,  St.  Paul,  Minnesota 
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10.  New  Jersey  Department  of  Law  and  Public  Safety,  West  Trenton,  New 
Jersey 

11.  Orange  County  District  Attorney's  Office,  Santa  Ana,  California 

12.  Kansas  City  Police  Department,  Kansas  City,  Missouri 

13.  San  Mateo  County  Sheriff's  Department,  Redwood  City,  California 

14.  Seattle  Police  Department,  Seattle,  Washington 

15.  St.  Louis  Metropolitan  Police  Department,  St.  Louis,  Missouri 

16.  Texas  Department  of  Public  Safety,  Austin,  Texas 

A  seventeenth  terminal  was  located  in  the  Michigan  State  Police  computer 
center  for  use  by  the  staff  of  the  central  index.  It  did  not  perform  any 
operational  use.  (See  Exhibit  2-3  for  locations  of  these  terminals). 

The  selection  of  terminals  was  based  on  geographical  representation.  Addi- 
tionally terminals  were  assigned  to  those  states  agencies  that  provided  names 
for  the  lOCI  demonstration. 

The  decision  to  test  a  programmed  security  lock-out  feature  required  one 
terminal  to  act  as  a  non-LEIU  participant  in  the  demonstration.  Minnesota 
volunteered  to  act  as  the  non-LEIU  member  for  the  duration  of  the  project.  This 
configuration  tested  the  integrity  of  the  system  to  lock  out  selected  terminals. 
Minnesota's  records  were  available  to  all  other  lOCI  terminals,  but  an  inquiry 
by  Minnesota  on  records  other  than  its  own  generated  a  "line  security  violation, 
no  response  allowed"  reply. 

Throughout  the  project  other  LEIU  agencies  were  encouraged  to  use  the 
lOCI  central  index  by  making  requests  through  the  closest  terminal  agency.  The 
terminal  agency  retained  the  discretion  on  whether  to  accept  the  request.  The 
terminal  agency  also  had  the  responsibility  for  controlling  and  documenting 
the  exchange  and  results  of  lOCI  use. 
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After  the  selection  of  the  sixteen  terminal  agencies  in  January,  1971,  letters 
were  received  indicating  the  agency's  formal  agreement  to  participate  in  the 
demonstration.  In  addition,  each  terminal  agency  submitted  a  requested  non- 
disclosure agreement  which  is  discussed  later  in  this  chapter.  Terminals  were 
originally  scheduled  for  installation  in  the  sixteen  agencies  by  the  end  of 
April,  1972. 

To  prepare  for  the  installation,  two  training  sessions  were  held  for  terminal 
operators.  One  training  session  was  held  in  the  Michigan  State  Police  Head- 
quarters and  the  other  was  held  in  the  California  Department  of  Justice. 
Twenty-two  terminal  operators  were  trained  in  Michigan  and  eighteen  opera- 
tors were  trained  in  Sacramento.  During  the  training  sessions,  drafts  of  the 
Interstate  Organized  Crime  Index  Operating  Manual  were  given  to  each  person 
in  attendance. 

Because  of  the  delay  in  the  initial  installation  of  some  terminals  and  resolu- 
tion of  design  questions  with  the  lOCI  system,  the  demonstration  start  time 
originally  scheduled  for  May  1  .slipped  to  June  10,  1972.  Prior  to  this  time  the 
final  updated  version  of  the  operating  manual  and  the  security  and  privacy 
policy  manual  were  sent  to  all  terminal  agencies  with  a  request  to  review  the 
manuals  and  maintain  them  in  a  handy  location. 

Terminal  agencies  were  requested  to  attend  two  meetings  to  discuss  prob- 
lems and  make  recommendations  for  improving  in  the  lOCI  demonstration. 
The  first  meeting  was  held  July  19-20  in  Seattle,  Washington.  The  second 
meeting  was  held  October  25-26  in  East  Lansing,  Michigan. 

Central  coordinating  agency 

The  Organized  Crime  Task  Force  decided  to  follow  the  LEIU  concept  of  a 
Central  Coordinating  Agency  to  assist  the  project.  One  of  LEIU's  major  objec- 
tives was  maintaining  a  clearing  house  for  intelligence  information.  Another 
objective  was  to  provide  intelligence  information  to  be  disseminated  to  the 
LEIU  membership.  The  responsibility  for  meeting  these  objectives  rested  with 
the  Central  Coordinating  Agency.  For  the  lOCI  project,  the  Central  Coordinat- 
ing Agency  was  given  the  responsibility  for  preparing,  collecting,  and  updating 
lOCI  data  and  for  coordinating  the  system's  security.  The  California  Depart- 
ment of  Justice  Organized  Crime  and  Criminal  Intelligence  Branch  acted  as 
the  Central  Coordinating  Agency  for  LEIU. 

The  Central  Coordinating  Agency  was  responsible  for  a  major  part  of  the  ef- 
fort to  convert  the  LEIU  cards  for  placement  in  the  lOCI  data  base.  CCA  also 
coordinated  the  input  of  new  names  into  the  lOCI  from  LEIU  master  card  en- 
trie.s.  Additionally,  CCA  updated  the  lOCI  records  upon  request  from  LEIU 
and  lOCI  user  agencies.  During  the  project  the  Central  Coordinating  Agency 
was  required  to  handle  some  50,000  updates  and  modifications  to  the  lOCI 
data  base. 

Another  function  of  the  Central  Coordinating  Agency  was  monitoring  the 
terminal  operations  and  transactions.  The  Central  Coordinating  Agency  has 
maintained  a  24-hour  operation,  which  was  part  of  its  duties  supporting  lOCI. 
The  monitoring  function,  besides  providing  some  inspection  over  the  system, 
was  required  for  two  major  purposes:  (1)  for  resolving  security  violations  and 
security  problems,  and,  (2)  for  notifying  an  LEIU  non-terminal  agency  of  a 
"hit"  on  the  organized  crime  subject  it  contributed.  The  Central  Coordinating 
Agency  was  the  only  agency  capable  of  reinstating  a  terminal  operator  or  ter- 
minal agency,  once  that  agency  had  violated  .security. 

The  lOCI  system  automatically  notified  a  terminal  agency  whenever  a  "hit" 
was  made  on  its  subject.  However,  a  large  number  of  the  data  base  subjects 
were  contributed  by  non-terminal  agencies.  The  Central  Coordinating  Agency 
had  designed  a  form  letter  which  identifies  the  name  of  the  subject  on  which 
a  "hit"  was  made,  the  date  the  "hit"  was  made,  and  the  agency  making  the 
"hit."  The  non-terminal  LEIU  agency  receiving  this  letter  could  then  initiate 
any  activity  it  so  desired.  The  major  activity  of  the  Coordinating  Agency  was 
to  run  parallel  systems  maintaining  the  LEIU  master  cards  and  supporting  the 
lOCI. 

lOCI  SECURITY  AND  PRIVACY 

The  original  proposal  establishing  this  demonstration  pointed  out  clearly  the 
increased  need  for  security  measures  to  protect  organized  crime  data  from  un- 
authorized disclosure  and  to  protect  the  sources  of  data.  One  of  the  missions 
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of  the  project  was  for  the  demonstration  system  to  address  the  problem  of  spe- 
cial security  measures. 

The  importance  of  the  security  and  privacy  led  to  the  early  appointment  of 
a  standing  Security  and  Privacy  Subcommittee.  From  a  number  of  meetings, 
the  subcommittee  developed  the  lOCI  Code  of  Ethics,  procedure  manual,  spe- 
cific security  operating  policies  for  use  during  the  demonstration,  and  the  iden- 
tification of  some  basic  security  requirements  if  lOCI  was  to  become  an  opera- 
tional system.  The  subcommittee  established  the  security  and  privacy  Code  of 
Ethics  (copy  appears  in  Appendix  C)  utilizing  the  general  framework  of  a 
code  of  ethics  developed  under  a  previous  Project  SEARCH  effort.  A  major  in- 
fluence on  the  Security  and  Privacy  Police  and  Procedure  Manual  was  the 
New  York  State  Identification  and  Intelligence  System  Security  Operating 
Manual. 

Public  records 

As  was  indicated  earlier,  a  special  condition  by  LEAA  on  this  project  was 
that  only  public  record  type  of  information  could  be  placed  in  the  file.  Early 
in  the  project,  a  substantial  discussion  revolved  around  the  definition  of  "pub- 
lic record  type  of  information."  It  was  generally  conceded  that  the  accepted 
definition  of  "public  record"  woTild  be  as  defined  in  Project  SEARCH  Techni- 
cal Report  No.  2,  "Security  and  Privacy,  Considerations  in  Criminal  History 
Information  Systems."  LEAA  indicated  that  the  intent  of  this  special  condition 
was  that  LEAA  reserved  the  right  to  approve  that  portion  of  the  system  data 
base  that  might  be  considered  controversial.  The  lOCI  legal  counsel  was  re- 
quested to  research  and  obtain  a  clear  definition  and  explanation  of  the  term 
"public  record."  The  counsel  opinion  appears  in  Appendix  D.  Generally  the 
term  "public  record  type  of  information"  was  given  a  broad  definition  and  in- 
cludes all  documents  and  records  normally  available  to  the  public,  including 
newspapers,  and  records  completed  during  all  phases  of  the  criminal  justice 
process.  The  intent  of  the  definition  is  primarily  directed  at  excluding  informa- 
tion whose  only  foundation  is  the  result  of  an  investigation  type  activity.  Dur- 
ing the  development  of  the  data  base  all  contributors  were  asked  to  make  sure 
that  data  included  in  lOCI  could  be  supported  by  public  record  type  of  infor- 
mation. 

Policies  and  procedures 

The  general  security  theme  that  developed  during  the  demonstration  was 
that  each  person  who  has  access  to  lOCI  data  was  responsible  to  protect  the 
information,  its  sources,  and  the  privacy  of  individuals.  The  task  force  re- 
quested that  the  central  index,  the  Central  Coordinating  Agency  and  each  ter- 
minal agency  have  a  responsible  person  sign  the  nondisclosure  agreement  form 
developed  by  the  Security  and  Privacy  Subcommittee  (a  copy  is  found  in  Ap- 
pendix F). 

General  Security  Policy.  The  task  force  indicated  that  it  is  possible  for  each 
agency  to  formulate  methods  and  procedures  to  assure  the  continuing  security 
of  organized  crime  information  and  lOCI  data  under  its  control.  Each  agency 
was  also  responsible  for  adhering  to  such  additional  re(iuirements  and  restric- 
tions during  the  demonstration  as  had  been  originally  agreed  upon  by  user 
agencies  and  task  force.  Each  agency  was  requested  to  designate  persons  to  se- 
lect and  receive  requests  for  information  from  lOCI.  It  was  agreed  by  the 
task  force  that  the  dissemination  of  lOCI  data  would  be  restricted  to  user 
agencies.  User  agencies  were  defined  as  law  enforcement  intelligence  units 
(LEIU)  members,  and  state  and  local  government  agencies  having  the  author- 
ity and  responsibility  to  identify,  investigate,  apprehend  and/or  prosecute  or- 
ganized crime  subjects  pursuant  to  the  performance  of  their  duties.  This  policy 
is  similar  to  an  existing  operating  policy  of  LEIU. 

Security  and  Privacy  Policy  and  Procedure  Manual.  This  manual  set  forth 
minimum  security  and  privacy  standards  necessary  for  the  prototype  demon- 
stration as  determined  by  the  organized  crime  task  force.  The  subcommittee 
viewed  this  manual  as  pertinent  to  every  day  law  enforcement  organized  crime 
and  intelligence  operations  and  suggested  that  all  police  agencies  adopt  these 
standards  in  their  day-to-day  operations.  This  manual  also  spells  out  definite 
rules  governing  access,  and  penalties  for  improper  use.  The  task  force  was 
aware  that  immediate  adherence  to  recommended  standards  would  be  impossi- 
ble due  to  physical,  administrative  and  resource  limitations.  However,  certain 
standards  were  considered  so  important  that  they  were  implemented  for  the 
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demonstration,  while  others  were  to  be  implemented  only  when  lOCI  became 
an  operational  system. 

The  manual  laid  out  the  organizational  responsibilities  of  lOCI  in  defining 
the  functions  of  the  various  components  that  make  up  lOCI  management.  This 
structure  was  further  developed  and  appears  in  the  proposed  lOCI  By-Laws 
(see  Appendix  E  for  a  copy  of  the  by-laws). 

Another  part  of  the  manual  was  control  and  classification  of  information. 
Specific  requirements  were  directed  at  the  protection  of  information  during  the 
input  into  tlie  system,  while  the  data  was  housed  in  the  central  index  and  in 
the  printouts  at  the  terminals.  The  subcommittee  made  provision  for  establish- 
ing a  data  system  security  review  committee  to  approve  and  implement  secu- 
rity procedures  of  any  new  or  revised  computer  systems  interfacing  with  lOCI. 

The  manual  also  identified  oi)erational  standards  for  intelligence  units  rela- 
tive to  the  control  of  work  areas,  visitors  performing  security  inspections  and 
others. 

This  manual  was  approved  by  the  task  force  and  disseminated  to  all  lOCI 
terminal  agencies  and  members. 

Communication  lines 

The  task  force  also  looked  at  the  security  of  communications  lines.  Specifi- 
cally they  reviewed  the  feasibility  of  scrambling  messages  sent  from  the  cen- 
tral index  to  terminal  agencies  to  further  secure  messages  transmitted  over 
communications  lines.  The  decision  was  made  that  the  terminals  would  be  re- 
sponsible for  security  during  the  demonstration  period  and  only  selected  sy.s- 
tem  software  security  techniques  would  be  employed. 

Terminal  arjency  operatinnii 

A  major  consideration  of  the  security  and  privacy  system  involved  terminal 
agency  operations.  Initially,  when  local  and  state  policy  departments  were 
asked  to  be  members  of  the  demonstration  they  were  requested  to  accept  the 
responsibility  for  their  terminal  security  and  the  responsibility  for  the  appro- 
priate use  of  received  information.  Terminal  agencies  were  requested  to  locate 
their  terminals  within  their  organized  crime  unit.  Also,  they  were  informed 
that  during  operations  this  terminal  must  be  under  physical  control  of  the  or- 
ganized crime  unit  commander  or  authorized  personnel.  The  terminal  agencies 
did  not  believe  this  to  be  a  problem  since  most  intelligence  units  within  police 
departments  are  kept  under  separate  security  within  the  general  security  of 
the  law  enforcement  agency  facility. 

Usual  security  problems  at  the  terminal  agencies  concern  the  terminal  itself 
and  persons  who  have  access  to  its  use.  General  security  methods  were  dis- 
cus.sed,  including  physically  locking  the  terminal,  utilizing  codes  to  activate  the 
terminal,  and  using  a  password  to  gain  entry  into  the  lOCI  data  base.  After 
di.scu.ssing  pros  and  cons  of  these  methods  it  was  agreed  that  an  inquiry  into 
lOCI  would  not  be  accepted  until  the  terminal  and  terminal  operator  estab- 
lished proper  security  clearance.  A  separate  security  package  including  a  com- 
puter program  at  the  central  index  was  developed. 

Through  software  the  computer  would  accept  only  inquiries  from  authorized 
terminals.  Polling  in  each  network  was  sequenced  and  if  a  terminal  did  not  re- 
spond an  error  message  would  be  tyx>ed  at  the  central  index,  or  if  an 
unauthorized  terminal  responded  a  similar  error  message  would  be  printed  at 
the  central  index. 

Each  terminal  agency  was  required  to  designate  persons  who  would  operate 
the  lOCI  terminals.  Each  of  these  operators  was  assigned  an  identification 
number.  This  identification  was  valid  only  at  the  specific  agency's  terminal.  To 
further  secure  the  system  each  operator  was  required  to  provide  unique,  per- 
sonal answers  to  a  number  of  .security  questions.  To  obtain  proper  security 
clearance,  the  operator  had  to  successfully  answer  two  qiiestions  randomly  se- 
lected by  the  lOCI  securit.v  system.  Failure  to  answer  two  consecutive  ques- 
tions or  failure  to  answer  a  .security  clearance  question  within  three  minutes 
constituted  a  wrong  answer.  To  account  for  human  lapses  of  memory,  errors  in 
format  or  typing  mistakes,  terminal  operations  security  allowed  a  terminal 
operator  to  miss  one  securit.v  questions.  However,  if  a  terminal  operator 
missed  two  consecutive  security  questions  he  (his  identification  number)  was 
restricted  from  obtaining  TOCI  data  until  he  successfully  followed  security 
clearance  recovery  i)rocedures. 

If  two  consecutive  operators  fail  to  obtain  security  clearance,  the  terminal 
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was  restricted  from  obtaining  lOCI  data  from  the  central  index  until  security 
clearance  recoverj-  procedures  were  successfully  completed.  Consequently,  for 
the  terminal  operator  to  achieve  access  to  the  data  base,  he  was  required  to 
supply  the  appropriate  terminal  identifier  (software  application),  the  proper 
operator  identification  number,  and  correct  answers  to  security  questions.  This 
constituted  the  lOCI  terminal  clearance  control. 

The  security  system  further  provided  automatic  closure  of  security  for  any 
lapse  of  more  than  thirty  minutes  between  lOCI  data  base  inquiries.  In  this 
case,  the  operator  had  to  go  through  the  security  clearance  process  again.  The 
operating  manual  recommended  that  a  terminal  operator  who  completed  a 
transaction  and  would  be  away  from  the  terminal  for  a  period  of  time  close 
the  terminal  security. 

Security  procedures  reipiired  a  separate  system  for  security  clearance  recov- 
ery. When  the  security  clearance  recovery  procedures  were  successfully  fol- 
lowed, the  security  restrictions  on  both  the  terminal  and/or  operator  would 
be  removed  and  the  terminal  would  then  again  be  allowed  to  attempt  to  pass 
security  and  make  inquiries  of  the  lOCI  data  base. 

Security  Clearonce  Recovery  Procedures.  As  indicated  earlier  the  Central  Co- 
ordinating Agency  was  responsible  for  monitoring  security  violations  and  gen- 
erally responsible  for  coordinating  the  security  of  lOCI  system.  Each  time  a 
security  clearance  attempt  failed  such  as  an  operator  missing  the  second  con- 
secutive question,  or  a  second  consecutive  operator  failing  to  obtain  security 
clearance,  both  the  terminal  in  (juestion  and  the  Central  Coordinating  Agency 
were  notified.  To  remove  restrictions  once  they  were  imposed  by  lOCI,  a  proce- 
dure was  established  which  required  the  terminal  agency  to  notify  the  Central 
Coordinating  Agency  of  its  failure  to  pass  security  clearance.  Notification  took 
place  via  an  administrative  message  or  telephone  call.  The  Central  Coordinat- 
ing Agency  had  the  responsibility  to  assure  itself  that  the  terminal  and  the  op- 
erator were  authorized.  The  Central  Coordinating  Agency  could  then  notify  the 
central  index  in  Michigan  to  lift  the  imposed  restriction.  Lifting  of  these  re- 
strictions would  again  require  the  terminal  agency  to  pass  security  clearance 
by  correctly  answering  security  questions.  In  this  way.  there  were  adequate  se- 
curity checks. 

Information  Control.  Only  terminal  agencies  designated  by  the  task  force 
were  eligible  to  receive  lOCI  data  from  the  cental  index.  Prior  to  the  initial 
release  of  lOCI  data  to  a  terminal  agency,  the  head  of  that  agency  was  re- 
quested to  assign  one  individual  and  alternates  who  would  direct  all  requests 
to  lOCI  and  to  whom  all  replies  would  be  addressed.  A  current  list  of  termi- 
nal agencies  with  their  designated  addressees  was  maintained  by  the  Central 
Coordinating  Agency.  The  Central  Coordinating  Agency  was  to  be  notified  im- 
mediately of  any  change  in  authorized  addressees  and  would  immediately  ad- 
just its  list  to  reflect  such  a  change. 

As  stated  earlier,  the  release  of  lOCI  data  was  limited  to  user  agencies.  It 
was  decreed  that  under  no  circumstances  shall  information  be  released  to  any 
user  agency  excluded  by  a  contributor  of  that  information.  Release  of  informa- 
tion is  on  a  "need  to  know  basis'",  determination  of  same  at  the  discretion  of 
the  terminal  or  LEIIT  agency. 

Terminal  agencies  and  user  agencies  were  requested  that  reproduction  of 
TOCI  data,  .specifically  the  reproduction  of  hard  copy  printouts  from  the  cen- 
tral index  to  the  terminal  agency  be  limited  and  restricted  to  those  uses  which 
wonid  achieve  the  objectives  of  the  lOCI  system.  All  hard  copy  produced  as  a 
result  of  processing  lOCI  data  c(mtained  the  following  statement  on  each  para- 
graph page :  "Confidential — release  only  as  provided  in  lOCI  manual."  Waste 
was  destroyed  in  accordance  with  the  provisions  in  the  .security  and  privacy 
manual. 

It  was  recommended  that  all  user  agencies  and,  specifically,  the  terminal 
agencies  maintain  a  tran.saction  log  that  listed  agencies  and  individiials  to 
whom  lOCI  data  is  released.  It  was  decided  that  during  the  demonstration  no 
such  transaction  log  would  be  mandatory.  However,  it  was  anticipated  that  an 
operational  system  could  recpiire  these  logs  in  whatever  form  the  user  agency 
elected.  These  logs  should  indicate  the  agency  or  individual  to  whom  the  infor- 
mation was  released,  the  date  of  the  release,  the  individual  about  whom  the 
information  relates,  and/or  the  lOCI  information  released.  The  major  argu- 
ment against  this  requirement  was  that  the  relationship  between  the  informa- 
tion released  and  to  whom  the  information  is  released  is  sensitive  on  many  oc- 
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casions.  The  argument  for  this  procedure  was  that  one  of  the  effective  controls 
over  the  system  is  an  audit  trail  of  information.  Without  dissemination 
controls  it  would  he  difficult  to  trace  wliom  was  given  lOCI  information.  The 
compromise  was  reached  on  the  basis  that  the  procedure  as  outlined  for  the 
demonstration  was  similar  to  the  procedures  used  in  LEIU  information  dis- 
semination operations. 

Data  base 

Security  procedures  for  tlie  data  f)ase  were  just  as  important  as  for  terminal' 
operations.  The  development  of  the  initial  lOCI  data  base  was  accomplished! 
without  establishing  permanent,  specific  security  procedures.  Organized  crime 
analysts  in  the  Central  Coordinating  Agency  performed  much  of  the  coding  of 
subjects  and  maintained  tight  security  over  the  information.  In  addition,  all 
persons  involved  in  tlie  development  of  the  data  base  were  members  of  the  law 
enforcement  agencies  since  l)()tli  the  California  Department  of  Justice  Com- 
puter Center  and  the  Michigan  State  Police  Computer  Center  are  under  the  di- 
rect control  and  staffed  by  employees  of  law  enforcement  agencies.  During  the 
actual  conversion  from  manual  to  computer  readable  form  at  the  California 
Department  of  Justice  Computer  Center,  an  analyst  from  the  Organized  Crime 
and  (^riminal  Intelligence  Branch  physically  controlled  tlie  documents  and  (»ver- 
saw  the  clerical  work.  At  the  end  of  the  shift  all  documents  and  papers  were 
returned  to  the  intelligence  unit  facility  and  placed  under  lock  and  key. 

The  load  tapes  forwarded  to  tlie  central  index  (Michigan  State  Police)  were 
sent  registered  mail.  Similar  security  measures  were  used  at  the  central  index 
relative  to  the  loading  of  tape  and  maintaining  a  separate  lOCI  file. 

Since  the  initial  lOCI  data  base  load,  the  Security  and  Privacy  Subcommit- 
tee spelled  out  a  number  of  controls  for  the  data  Ijase  and  tlie  preparation  of 
the  files.  The  majority  of  these  security  procedures  were  not  appropriate  for 
the  demonstration  of  the  prototype  system.  Nevertheless  they  were  included  in 
the  Security  and  Privacy  Policy  and  Procedures  Manual  to  allow  agencies  to 
liecome  acquainted  with  the  requirements  once  an  operational  system  is  placed 
into  effect. 

Considering  that  the  development  of  the  data  l»ase  in  the  central  index  was 
a  computerized  system  and  that  in  the  future  interface  between  this  system 
and  local  computer  systems  may  occur,  the  Security  and  Privacy  Subcommittee 
estai)lished  a  "Data  Systems  Review  Committee".  This  committee  has  the  re- 
sponsibility to  insure  that  all  aspects  of  any  proposed  system,  or  system  revi- 
sion contain  the  safeguards  necessary  to  accomplish  the  following : 

1.  "Protection  of  the  data  systems  integrity  from  any  influence  which  might 
seek  to  obtain  data  without  authorization  or  disrupt  effective  system  opera- 
tion." 

2.  "Prevention  of  a  compromise  of  any  data  for  which  lOCI  is  a  custodian 
responsible  to  an  original  source." 

3.  "Exclusion  of  information  that  might  constitute  an  unreasonable  invasion 
of  privacy." 

The  manual  also  included  a  checklist  for  security  aspects  of  data  system 
planning. 

The  manual  further  spelled  out  that  only  authorized  personnel  should  have 
access  to  magnetic  tapes,  drums,  discs,  punch  cards,  or  other  computer  memory 
devices  containing  lOCI  data  or  to  computer  programs  for  processing  lOCI 
data.  The  computer  facility's  supervisor  was  responsilile  for  monitoring  ma- 
chine operations  to  insure  that  only  authorized  personnel  had  access  to  the 
computer  or  its  output  at  times  when  lOCI  data  was  processed  or  when  access 
to  such  information  was  possible. 

The  suiicommittee  agreed  tliat  all  lOCI  data  shall  be  stored  in  a  computer 
dedicated  to  organized  crime  intelligence  operations.  The  committee  felt  that 
where  physical  limitations  prevented  the  use  of  a  dedicated  computer,  the  por- 
tion of  the  computer  used  by  the  lOCI  data  should  be  dedicated  in  the  follow- 
ing manner. 

1.  Files  sliall  be  stored  on  the  computer  in  such  a  manner  that  they  cannot 
be  modified,  destroyed,  or  accessed  in  any  fasliion  by  non-IOCI  activity. 

2.  Programs  shall  be  written  and  installed  that  will  prohibit  inquiry,  file  up- 
dates or  deletions  from  any  terminal  other  than  lOCI  system  terminals  which 
are  so  designated. 
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3.  Programs  shall  be  written  and  installed  to  detect  and  store  for  classified 
output  all  attempts  to  intercept  any  lOCI  record  information  system,  program, 
or  tile.i 

4.  lOCI  data  recorded  files  cannot  be  linked  to  any  other  criminal  justice 
record  tiles.  This  includes  a  prohil)ition  for  criminal  offender  files  to  be  linked 
to  lOCI  index  files  even  if  the  response  from  an  lOCI  inquiry  will  result  only 
in  a  printout  of  the  subject's  criminal  offender  record  information. 

Because  of  time  constraints,  and  that  this  was  a  demonstration  of  a  proto- 
type system,  physical  insi>ection  or  monitoring  could  not  be  performed  appro- 
priately by  technically  competent  persons  to  assure  that  all  the  data  base  secu- 
rity measures  were  adhered  to. 

Because  tliis  was  a  demonstration,  it  was  agreed  that  in  the  event  of 
completion  and  termination  of  the  system,  all  lOCI  records  would  be  for- 
warded and  become  the  proi^erty  of  LEIU  through  the  Central  Coordinating 
Agency. 

EVAI.UATIOX 

During  the  course  of  the  demonstration  .several  evaluation  techniques  were 
employed  to  monitor  the  operation  and  progress  of  the  demonstration.  The  Or- 
ganized Crime  Task  Force  met  as  an  evaluation  subcommittee  on  April  4,  1972. 
Tlie  agreement  was  to  evaluate  the  demonstration  as  indicated  in  the  proposal 
and  deal  with  lOCI's  data  base,  system  design  and  operations,  security  and 
privacy,  and  organization.  Each  of  these  areas  were  to  be  viewed  in  terms  of 
what  happened  during  the  demonstration,  what  were  the  alternatives,  and  rec- 
ommendations for  improvement. 

The  results  of  the  evaluations  will  be  discussed  in  Chapter  3.  This  .section 
identifies  the  techniques  that  were  used  to  obtain  information  regarding  oi)era- 
tions. 

The  subcommittee  agreed  that  the  first  area  for  evaluation  should  be  the 
data  base.  This  included  the  procedures  and  performances  of :  obtaining  the  ini- 
tial data  base,  updating,  adding  and  deleting  records.  An  evaluation  of  the  file 
itself  relative  to  the  extent  and  completeness  of  the  data  elements  included 
who  was  represented  in  the  file  (distril)ution  of  numliers  of  persons  by  crime 
category,  geography,  etc.)  and  some  determination  as  to  what  agencies  held  in- 
formation. The  .second  area  covered  was  the  evaluation  of  the  system  itself 
with  respect  to  use  of  the  system  (inquiries  by  agencies,  types  of  inquiries, 
types  of  respon.ses,  etc.)  and  the  utility  of  the  system  (how  it  was  used  by 
participants,  when  was  it  used,  and  how  well  the  system  performed).  A  third 
area  was  an  evaluation  of  the  security  procedures.  The  evaluation  of  security 
procedures  was  directed  to  identify  how  well  the  procedures  worked,  how  well 
tl'.ey  were  adhered  to.  and  what  difficulties  were  encountered  with  the  system. 
Similar  considerations  were  given  to  lOCI  organization  and  support. 

The  methodology  agreed  upon  for  conducting  the  evaluation  was  through 
questionnaires,  meetings  with  the  terminal  agency  representatives,  and  selected 
on-site  visits.  Wherever  possible,  quantitative  data  was  gathered.  The  Evalua- 
tion Subcommittee  had  the  staff  prepare  two  types  of  questionnaires,  one  to 
identify  the  operations  of  the  system  and  the  second  questionnaire  to  solicit 
opinions  from  lOCI  users.  See  Appendices  G  and  H  for  copies  of  these  ques- 
tionnaires. Two  meetings  were  held  with  terminal  agencies  representatives  in 
Seattle,  July  19-20,  1972,  and  in  East  Lansing,  October  25-26.  Two  opinion 
(juestionnaires  were  sent  out,  one  in  .Tune,  1972,  and  one  in  October,  1972.  In 
addition,  the  staff  made  fifteen  on-site  inspections  of  ten  terminal  agencies. 

Ohjective  evaluation 

As  a  result  of  the  April  4  meeting,  the  Evaluation  Subcommittee  staff  pre- 
pared an  operational  questionnaire  which  was  forwarded  to  the  task  force  for 
comment  and  approval.  A  revised  questionnaire  was  forwarded  to  all  terminal 
agencies  for  comment.  At  tlie  end  of  .Tune,  1972,  all  terminal  agencies  were 
given  a  final  revised  copy  of  the  operational  questionnaire  on  the  next  twenty 
terminal  transactions.  The  findings  of  these  questionnaires  were  reported  to 
the  joint  meeting  of  terminal  agencies  and  task  force  members  in  Seattle.  A 


^  The  task   force  was   cognizant   that    this   criteria    was    beyond    what    Is   commercially 
available  In  software  and  if  adhered  to  would  require  a  substantial  development  cost. 
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second,  more  in-depth,  operational  usage  survey  was  conducted  in  October, 
1072.  Each  terminal  agency  was  requested  to  complete  the  modified  question- 
naire on  each  terminal  transaction  for  a  week.  The  results  of  these  (luesticm- 
naires  were  reduced  to  Iceypunch  and  several  charts  and  tables  were  prepared 
summarizing  and  tabulating  the  results. 

The  (piestionnaire  was  divided  into  three  major  parts:  lOCI  inquiries,  lOCI 
responses,  and  administrative  messages. 

Supporting  the  operational  (luestionnaire  the  central  index  was  requested  to 
pull  out  selected  data  from  tlie  transaction  logs  during  the  evaluation  period 
the  first  three  weeks  in  October.  The  selected  tables  were  used  to  substantiate 
the  results  from  the  lOCI  operations  (piesticmnaire  and  to  supplement  the 
(pialified  data. 

The  results  of  botli  operational  inputs  were  summarized  and  the  findings 
presented  before  the  Organized  Crime  Task  Force.  The  Organized  Crime  Task 
Force  reviewed  the  findings  and  made  a  number  of  observations  and  evalua- 
tion comments  which  are  included  in  Chapter  3. 

Siihjcrtirc  (vnl nation 

Tlie  second  major  evaluation  effort  was  directed  at  obtaining  comments  and 
opinions  from  the  lOCI  users  (the  terminal  agencies)  regarding  the  systems 
operations,  its  effectiveness,  and  its  utility.  An  extensive  questionnaire  solicit- 
ing the  opinions  of  terminal  users  was  prepared  and  forwarded  to  the  task 
force  memiiers  for  their  comments.  The  revised  copy  of  the  questionnaire  was 
then  sent  to  the  terminal  agencies  and  the  results  of  this  (luesticmnaire  was 
presented  at  the  joint  meeting  of  the  task  force  and  terminal  users  in  Seattle. 
Because  the  lOCI  system  was  still  being  refined,  the  opinions  of  terminal  agen- 
cies centered  mostly  on  the  present  operation  diflBculties,  specifically  lack  of  re- 
liability due  to  improperly  functiiming  terminals  (in  several  cases — no  termi- 
nals), the  excessive  down  time  of  the  central  index,  and  the  complexity  of  the 
security  systems. 

Based  on  the  comments,  a  refined  second  opinion  questionnaire  was  for- 
warded to  terminal  agencies  in  the  latter  part  of  October  with  a  request  to 
complete  and  forward  to  staff  for  evaluation.  The  results  of  the  second  ques- 
tionnaire were  tabulated  and  presented  to  the  Organized  Ciime  Task  Force  for 
its  review  and  comment.  A  better  understanding  and  evaluation  of  the  lOCI 
system  was  obtained,  based  on  the  staffs  interpretation  and  the  task  force's 
conunents  on  improvements  in  the  system.  This  will  be  presented  in  the  follow- 
ing chapter. 

The  opinion  questionnaire  involved  some  81  questions.  The  subject  matter  re- 
garded opinions  of:  the  lOCI  data  base,  subjects  therein,  the  data  elements 
within  the  data  base  files,  the  usage  of  tlie  lOCI  operating  system,  the  termi- 
nal and  systems  reliability,  the  security  jirocedures  of  lOCT,  and,  finally,  a 
general  evaluation  (opinion)  of  the  efficacy  of  lOCI. 

As  stated  earlier,  the  two  joint  meetings  elicited  many  opinions  regarding 
the  specific  operations  of  lOCI.  The  last  joint  meeting  elicited  views  regarding 
changes  to  the  existing  system  for  an  operational  role.  Detailed  comments  re- 
garding this  system  will  be  discussed  in  the  following  chapter. 

The  on-site  inspections  by  staff  were  conducted  for  two  purposes.  The  first 
purpose  was  to  assist  the  terminal  agency  with  any  ditficulty  they  were  experi- 
encing in  using  either  the  terminal  or  the  response  from  the  data  base.  The 
second  purpose  was  to  review  the  security  of  the  facility.  In  addition,  opinions 
about  the  system's  efficacy  were  obtained  from  operational  people  involved  in 
TOCI.  These  were  informational  meetings  and  did  not  constitute  a  formal 
inspection  nor  a  review  of  existing  oi)erations. 

CONCLUSION 

Based  on  the  activity  described  in  this  chapter,  and  the  fact  that  the  demon- 
stration was  continuing  i)ast  the  demonstration  period  upon  the  request  of  the 
Organized  Crime  Task  Force  and  with  the  concurrence  of  the  terminal  agen- 
cies, the  evidence  indicated  the  project  had  successfully  achieved  the  perform- 
ance requirements  outlined  in  the  grant  proposal.  A  prototype  of  a  computer- 
ized national  registry  of  organized  crime  subjects,  accessible  by  remote 
terminals  has  been  developed,  designed,  demonstrated,  and  evaluated. 
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CHAPTEai  3 
DETERMINATION  OF  MINIMUM  lOCI  USES  REQUIREMENTS 

Determining  the  user's  requirements  for  a  national  index  of  organized  crime 
subjects  and  determine  if  tlie  prototype  system  met  these  requirements  sug- 
gests an  evaluation  directed  towards  a  detailed  analysis  of  the  prototype  sys- 
tem, its  shortcomings,  its  successes,  solutions  to  problems,  and,  lastly,  general 
recommendations  for  an  operational  system.  In  this  chapter  the  evaluation  is 
divided  into  six  major  areas  which  include  (1)  subjects  of  the  data  base,  (2) 
elements  in  the  data  base,  (3)  usage  of  lOCI,  (4)  systems  designs  and  opera- 
tions of  lOCI.  (5)  security  and  privacy  requirements,  and  (6)  lOCI  organiza- 
tion. In  each  major  area  an  account  will  be  given  on  what  was  accomplished 
during  the  demonstration,  what  was  achieved,  problems,  possible  solutions,  and 
lastly,  recommendations  for  an  improved  system.  These  findings  are  the  results 
of  responses  by  users  to  the  two  questionnaires  and  their  interpretation  by  the 
task  force  and  staff. 

Accomplishnients 

One  of  the  major  contributions  the  lOCI  demonstration  made  to  the  organized 
crime  Intelligence  community  has  been  to  increase  interest  in  supporting  a  clear- 
ing house  of  organized  crime  subjects.  The  LEIT  manual  card  file  showed 
tremendous  growth  during  its  developmental  years  in  the  late  1950"s.  Since  that 
time  the  growth  of  the  data  base  has  stagnated.  This  slowness  was  also  manifested 
in  the  lack  of  updating  or  changing  existing  information  in  the  data  base. 

Exhibit  3-1. — Suhjcrt>i  mhmitted  to  LEIV  mmter  card  file,  1963-12 

1963  193 

1964  121 

1965   77 

1966 101 

1967   27 

1968  42 

1969  25 

1970   176 

1971   184 

1972  762 

The  LEIU  data  base  was  comprised  of  persons  of  interest  to  intelligence  units 
other  than  organized  crime  subjects.  As  a  consequence,  the  initial  conversion 
of  LEIU  cards  produced  only  2,595  master  cards  of  interest  to  lOCI.  Also,  839 
master  cards  were  added  to  lOCI  from  New  Jersey,  Florida,  and  Minnesota.  The 
lOCI  project  stimulated  further  interest  in  a  national  file,  particularly  a  file 
with  a  capability  of  instant  inquiry  and  instant  retrieval  of  information  and  the 
possibility  of  funds  to  assist  these  agencies  in  preparing  the  records. 

The  stimulation  of  new  cards  is  demonstrated  by  a  number  of  new  names  on  the 
organized  crime  list  submitted  by  LEIU  members  during  the  year  the  demonstra- 
tion was  in  effect.  In  fact,  lOCI  was  instrumental  through  new.sletters  and 
presentations  at  various  meetings  in  stimulating  interest  in  submitting  names. 

Updating  the  LEIU  subjects  was  the  biggest  accomplishment  of  the  data  base. 
The  initial  conversion  brought  about  22.000  additions,  deletions,  and  changes  to 
the  existing  LEIU  master  file.  Tliis  indicates  a  number  of  the  records  had  not 
been  previously  reviewed  to  see  if  they  contained  accurate  and  current  data. 
Similarly,  during  the  course  of  the  project,  16,000  more  supplemental  data  rec- 
ords were  added  to  the  lOCI  data  file.  Of  these,  almost  10,000  were  identifica- 
tions ofagencies  holding  additional  information. 

Shnrtcomings 

It  was  difficult  to  pick  out  and  have  totally  agreed-upon  shortcomings.  Two 
major  areas  of  concern  resulted  in  responses  from  both  sides  of  the  issue.  User 
agencies  wanted  more  names  in  lOCI  data  base  but  some  were  reluctant  to 
enter  names. 

The  terminal  agencies  expressed  the  comment  that  lOCI  did  not  provide  as 
much  information  as  could  be  found  on  their  existing  LEIU  cards,  which  also 
had  a   summary   of  the  subject's  criminal   history    records,   fingerprint   cards, 
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photographs  and  included  non  public  record  type  information.  Another  com- 
ment— the  constraints  as  to  the  types  of  subjects  that  were  eligible  for  lOCI 
eliminated  from  intelligence  flies,  dissidents,  radicals,  revolutionaries,  and 
other  similar  types. 

There  is  the  perennial  problem  of  stimulating  police  departments  to  submit 
subjects  to  a  common  file.  Unlike  warrant  systems  and  criminal  histories 
where  police  departments  are  eager  to  share  information,  intelligence  data,  by 
the  very  nature  of  its  sensitivity,  produces  a  reluctance  to  place  information 
into  a  common  file.  Even  the  fact  that  a  name  has  been  submitted  by  a  juris- 
diction is  very  sensitive.  One  community,  after  receiving  the  initial  lOCI  print- 
out and  asked  if  they  wanted  to  keep  their  subjects  in  file,  requested  that  all 
organized  crime  subjects  submitted  by  the  agency  be  excluded  from  the  lOCI 
demonstration. 

Another  factor  that  had  an  indirect  bearing  on  entering  subjects  into  the 
system  was  tlie  existing  LEIU  entry  procedures.  This  pi-ocedure  requires  that 
a  contributing  agency  forward  its  LEIU  card  information  to  its  zone  chairman 
who  is  responsible  for  making  a  determination  as  to  whether  this  subject  is 
qualified  for  the  master  file  and  whether  the  subject  should  be  distributed  on  a 
regLmal  basis  (zone)  or  on  a  national  basis.  The  contributing  agency  has  to 
have  some  justification  that  the  person  is  suspected  or  known  to  have  been  ac- 
tive outside  the  locale  of  the  contributing  agency.  Several  lOCI  contributing 
agencies  indicated  a  desire  to  place  more  local  subjects  in  lOCI  on  the  possi- 
bility that  these  local  subjects  may  be  traveling  or  have  previously  traveled 
prior  to  their  investigation. 

The  most  common  complaint  involving  the  LEIU  procedure  was  the  require- 
ment for  fingerprint  cards,  records,  and  photographs.  These  requirements  have 
been  modified  by  LEIU. 

Solutions 

Several  solutions  were  discussed  by  the  task  force  for  inclusion  in  the  rec- 
ommended operational  system  to  increase  the  data  base.  The  size  of  the  file  is 
contingent  on  the  voluntary  participation  of  state  and  local  intelligence  units. 
The  way  to  stimulate  contributions  is  to  keep  the  file  meaningful  for  opera- 
tional and  investigative  needs  and  supplemented  by  an  educational  program. 
All  police  agencies  must  be  reminded  of  the  advantages  of  lOC'I  and  its  utility 
for  operational  effectiveness  and  assistance.  While  this  could  ]be  considered 
promoting  or  "selling"  the  file,  there  does  exist  a  definite  need  to  constantly 
keep  local  agencies  interested  in  this  kind  of  project. 

The  suggested  training  effort  should  also  include  assistance  in  interpreting 
the  lOCI  selection  criteria.  The  task  force  did  not  intend  a  strict  interpreta- 
tion of  its  guidelines  and  local  agencies  should  be  able  to  contribute  names  if 
they  are  so  motivated.  Criteria  explained  in  the  operating  manual  is  a  guide- 
line, not  mandatory. 

Another  method  that  could  be  used  to  stimulate  the  production  of  data  is  to 
provide  financial  assistance  to  major  police  departments  in  compiling  their  in- 
vestigative data  for  inclusion  of  lOCI  subjects.  The  lOCI  demonstration  allo- 
cated monies  to  New  Jersey  and  Florida  to  assist  them  in  gathering  their  in- 
formation for  subjects  for  inclusion  in  lOCI.  Extending  to  major  departments 
this  kind  of  assistance  to  add  new  names  to  lOCI  and  update  existing  names 
would  answer  some  of  the  respondent's  complaints  that  due  to  personnel  short- 
ages they  are  unable  to  contribute  to  the  lOCI  data  base. 

A  third  solution  is  to  provide  the  LEIU  zone  chairman  with  a  philosophy 
and  adequate  guidelines  to  stimulate  input  of  names  into  lOCI.  The  zone 
chairman  can  act  as  the  trainer  and  motivator  in  his  zone,  actively  soliciting 
input  of  new  subjects  and  updating  existing  data. 

Rrcowmcudntionft 

It  is  recommended  that  subjects  eligible  for  inclusion  in  the  lOCI  data  base 
remain  so  at  the  discretion  of  the  contributing  agency  within  the  present  lOCI 
operating  guidelines.  Moreover,  local  user  agencies  should  be  provided  adequate 
training  and  rapport  to  assure  they  make  every  attempt  to  review  their  files 
and  add  as  many  subjects  as  is  practical.  During  the  initial  loading  of  the  op- 
erational ion  data  base,  financial  assistance  should  also  be  provided  major 
user  agencies.  In  subsequent  years,  the  additional  inclusion  of  names  would  be 
at  the  expense  of  the  contributing  agency. 
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It  is  recommended  that  the  operational  lOCI  system  continue  to  use  the 
LEIU  criteria  and  lOCI  operating  procedures  for  submission  of  subjects  into 
lOCI  data  base.  It  is  further  recommended  lOCI  staff  provide  support  training 
and  assistance  services  to  hx;al  agencies. 

It  is  recommended  that  agencies  wlio  will  not  receive  terminals  be  provided 
information  on  new  lOCI  entries. 

It  is  reconmiended  that  procedures  be  established  whereby  local  agencies 
submitting  names  into  the  lOCI  data  bank  submit  an  LEIU  card.  However, 
where  tliere  are  a  substantial  number  of  names  to  be  added,  such  as  during 
the  initial  loading,  the  submitting  agency  shall  be  able  to  supply  a  computer 
readable  input  document  together  with  a  computer  printout  report.  lOCI  man- 
agement would  provide  the  exact  definition  and  format  for  these  tapes  to  elim- 
inate file  loading  problems.  The  printout  report  duplicates  the  format  of  the 
l^EIU  card.  During  regular  operations,  the  limited  number  of  additions  would 
allow  the  agency  to  use  the  LEIU  card  for  submission  and  inclusion  in  the 
LEIU  master  file  and  an  lOCI  input  format. 

lOCI  DATA  BASE  ELEMENTS 

A  review  of  the  data  base  included  discussions  about  the  siK?cific  items  in- 
cluded in  the  data  base,  problems  attached  to  public  record  type  information, 
the  criteria  for  adequate  reference  resources,  and  quality  of  data.  As  indicated 
in  the  previous  chapter,  the  data  base  was  primarily  constructed  around  the 
existing  LEIU  master  card  file. 

The  major  accomplishment  derived  from  the  demonstration  is  that  the  LEIU 
data  base  was  substantially  improved  through  updating.  As  indicated  earlier, 
some  38,000  updates,  changes,  or  additions  were  made  to  the  lOCI  data  base. 

The  second  accomplishment  was  determining  what  kinds  of  information 
would  be  included  in  an  active  interstate  organized  crime  file.  Initially,  the 
LEAA  restriction  to  include  only  public  record  type  information  caused  con- 
cern to  the  terminal  agencies  and  task  force  members.  During  the  initial  devel- 
opment of  the  demonstration,  there  were  several  considered  requests  to  modify 
this  restriction.  After  a  substantial  amount  of  discussion,  the  task  force  felt 
that  public  record  tyi>e  information  was  the  most  important  and  appropriate 
way  of  assuring  that  the  information  contained  in  the  lOCI  data  base  cannot 
be  unnecessarily  challenged  as  superflous  or  unsul)stantiated  information. 

This  criteria  in  no  way  erased  the  utility  of  the  data  base  since  the  lOCI 
system  was  conceived  as  a  pointer  system  rather  than  a  system  to  provide  an 
abundance  of  information  on  organized  crime  subjects.  The  system  in  no  way 
changed  the  existing  LEIU  philosophy  of  exchanging  confidential  information 
on  a  personal  basis.  The  LEIU  by-laws  state :  "the  dissemination  of  confiden- 
tial information  not  included  on  the  LEIU  master  card  file  is  the  responsibil- 
ity of  the  submitting  agency." 

Another  accomplishment  the  demonstration  brought  about  was  a  clearer 
statement  of  required  documentation  supporting  the  lOCI  data  base.  The  dem- 
onstration required  that  LEIU  data  be  only  that  which  can  be  documented. 
The  lOCI  operating  manual  indicated  the  submitting  agency  was  responsible 
for  assuring  that  their  files  contained  suflBcient  documentation  to  support  sub- 
mitted data.  The  data  submitted  to  lOCI  was  to  be  accurate,  relevant  and 
complete.  During  the  demonstration,  the  other  criteria  of  having  the  data  ele- 
ment verified  by  at  least  one  additional  reliable  independent  source  whenever 
possible  was  not  required. 

Terminal  Agency  Reftpnvsr.  To  estimate  the  usefulness  of  each  of  the  34 
ion  data  base  elements,  a  question  was  inserted  in  the  oi)erations  question- 
naire which  allowed  an  agency  to  check  whether  a  specific  data  element  was ; 
(1)  useful  to  the  agency,  (2)  was  used  for  references  only,  (3)  was  of  no  use, 
or  (4)  was  not  applicable.  It  was  diflicult  to  ascertain  just  how  useful  the  spe- 
cific elements  were.  However,  some  observations  can  be  made. 

The  elements  reported  showing  the  most  usefulness  included  the  crime  sub- 
iects  state  identification  number  and  crime  associates.  One  might  surmise  that 
the  state  identification  number,  might  have  been  useful  to  search  other  rec- 
ords, such  as  the  criminal  history.  The  crime  associates  category  has  benefit  in 
developing  linkages  between  persons  and  obtaining  additional  investigation 
leads. 
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Data  elements  not  reported  of  interest  to  terminal  agencies  included  finger- 
print classification,  since  a  number  of  records  did  not  contain  this  data  ele- 
ment. The  difficulty  of  fingerprint  classification  was  that  the  lOCI  data  base 
utilized  the  NCIC  fingerprint  classification.  Here  again,  there  was  insufficient 
time  or  resources  to  convert  the  FBI  number  to  the  NCIC  classification.  Simi- 
lar terminal  response  and  analysis  was  found  for  the  data  elements  of :  marks 
and  scars,  corporate  holdings,  business  address,  and  occupation. 

Several  other  observations  might  be  inferred  from  the  results  of  the  opera- 
tions questionnaire.  There  was  a  marked  trend  to  report  most  data  elements  as 
being  used  for  reference  purposes.  This  trend  probably  is  accounted  by  the  fact 
that  %  of  the  lOCI  inquiry  "hits"  were  on  subjects  the  inquiring  agency  con- 
tributed to  lOCI  and  reflect  a  desire  by  the  terminal  agencies  to  show  use  of 
the  data  element.s.  A  disturbing  part  of  evaluation  of  the  questionnaire  re- 
sponse was  that  the  questionnaire  was  usually  completed  in  its  entirety  by  the 
terminal  operator  at  the  time  of  entry  and  response.  Consequently  the  investi- 
gator in  many  cases  did  not  complete  this  portion  of  the  questionnaire  when 
he  worked  with  the  lOCI  response. 

See  Appendix  I  for  the  lOCI  operations  questionnaire  tabulations,  reference 
the  table  of  questions,  "Usefulness  of  lOCI  Data  Base  Elements"  questions 
19-38. 

The  response  by  terminal  agencies  indicated  a  desire  for  more  data  elements 
but  no  strong  majority  suggesting  a  major  change  of  number  of  data  elements 
in  the  file.  In  viewing  the  responses  to  the  questionnaire  asking  how  safe  was 
the  input  information,  the  agencies  felt  that  the  public  record  type  information 
requirement  was  adequate  to  protect  security  and  privacy  but  was  too  strin- 
gent to  be  operationally  useful.  A  slim  majority  felt  that  the  requirement  for 
public  record  tyi^e  information  was  acceptable.  Forty-three  percent,  however, 
felt  the  requirement  for  public  record  type  information  was  too  stringent.  On 
the  requirement  for  an  agency  to  support  the  elements  with  appropriate  docu- 
mentation, 80  percent  felt  the  policy  was  adequate.  Almost  all  the  agencies 
thought  the  contributing  agency  should  be  responsible  for  the  accuracy  and 
quality  of  data. 

Shartcomings 

The  time  constraints  required  the  use  of  data  elements  found  in  the  LEIU 
master  card  file.  It  was  difl^cult  to  pinpoint  specific  shortcomings.  One  way 
was  to  identify  the  distribution  patterns  of  data  elements  in  the  file.  In  Ex- 
hibit 3-2,  we  see  at  one  end  of  the  spectrum,  crime  oriented  associates  adding 
10,457  records  to  lOCI  and  community  associates  only  28  such  records.  Other 
low  volume  categories  were  corporation  holdings,  business  associates,  and  busi- 
ness address.  There  was  insufficient  time  during  the  demonstration  to  ask 
agencies  to  make  a  concerted  investigative  effort  to  complete  the  records  on 
each  subject.  The  shortcoming  was  that  lOCI  records  were  not  necessarily 
complete. 

Another  shortcoming  suggested  by  user  agencies  was  the  limited  number  of 
data  elements.  One  agency  .suggested  that  lOCI  assume  the  role  of  providing 
local  crime  intelligence  units  with  abstracts  of  local  organized  crime  subjects. 
The  data  elements  included  in  such  an  abstract,  besides  the  normal  identifica- 
tion elements,  would  be  vehicle  registration,  home  and  other  property  owner- 
ship, hangouts  and  places  frequently  visited,  family  relationship,  memberships 
in  organized  crime  family  and  status  within  family,  criminal  arrest  record, 
and  conviction  record.  Organized  crime  intelligence  units  usually  maintained 
such  abstracts  as  a  convenient  way  to  review  organized  crime  subjects,  thereby 
eliminating  the  need  to  search  the  master  card  file.  The  difficulty  of  this  file  is 
that  it  includes  subjective  opinion,  data  unsupported  by  public  record  type  in- 
formation, and  is  very  difficult  to  maintain  current. 

Most  terminal  agencies,  when  asked,  stated  they  would  like  to  have  some 
data  elements  added  to  data  base.  One  of  the  most  frequent  suggestions  was 
for  information  regarding  the  present  status  of  the  organized  crime  subject  in 
the  criminal  justice  system  or  the  latest  contact  the  agency  had  with  the  sub- 
ject. The  second  most  frequent  suggestion  concerned  the  expansion  of  crimes 
or  criminal  activities  codes.  One  such  suggestion  was  the  category  of  gambling 
was  too  broad.  In  the  lOCI  data  base  1.119  subjects  have  gambling  as  one  of 
their  criminal  activity  codes.  One  suggestion  was  made  that  gambling  be  di- 
vided into  activities  of  book  making,  lotteries,  sporting  events,  and  casino.  Sev- 
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eral  user  agencies  suggested  burglary  and  robbery  added  to  the  criminal  activ- 
ity list. 

Exhibit  3-2. — Number  of  (lata  clement  records  in  lOCI  for  selected  elements 

Data  element  Numher  of  records 

Crime  oriented  associates 10,  457 

AKA H 3,727 

Residential  address 2,  352 

Family   associates 1.  837 

Nickname   (moniker) 924 

Occupation 856 

Business  address 413 

Scars,  marks,  and  tattoos 348 

Corporate  holdings ^  131 

Business  associates 62 

Community   associates 28 

1  Most  corporate  holding  belonged  to  subjects  entered  by  Florida  Department  of  Law 
Enforcement. 

Another  demonstration  shortcoming  was  identifying  the  responsibility  of  the 
cnrrentness  and  accuracy  of  the  information  in  the  file.  In  several  instances 
there  were  duplicate  records  on  the  same  individual.  Data  elements  within 
each  of  these  records  seemed  to  vary  and  it  was  diflScult  to  ascertain  the  dates 
of  the  item  of  information.  It  can  be  rationalized  that  information,  regardless 
of  whether  it  is  in  conflict  with  other  files  in  the  record,  provides  the  investi- 
gator with  leads.  However,  it  is  inappropriate  to  have  obsolete  or  erroneous 
data  in  the  file. 

The  resolution  of  how  to  maintain,  ur>date,  and  correct  information  was  defi- 
nitely not  solved  during  the  demonstration  period.  Part  of  the  problem  was  the 
procedures  for  adding  or  changing  data  elements.  The  comment  from  one  of 
the  terminal  agencies  using  lOCI  was  that  the  last  update  was  close  to  six 
months  past  and  the  initial  loading  of  the  data  base  is  now  becoming  more 
suspect.  However,  we  did  find  that  the  number  of  data  elements  that  were 
changed  indicates  that  this  is  a  very  time  consuming  process  and  sometimes 
cannot  be  readily  accomplished  by  the  contributing  agency  unless  some  new  at- 
tention is  brought  to  the  fore  on  that  particular  subject.  Several  organized 
crime  units  indicate  that  to  keep  information  on  subjects  updated  a  group  of 
names  is  assigned  to  each  investigator  who  is  then  held  responsible  for  keep- 
ing the  file  up  to  date.  This  procedure,  as  with  other  procedures,  is  subject  to 
the  interest  of  the  individual  investigator  and  the  review  and  control  proce- 
dures exercised  within  the  organized  crime  unit. 

Another  shortcoming  was  defining  the  kind  of  information  which  qualified  an 
agency  as  one  who  was  holding  additional  information.  Most  agencies  agreed 
that  this  would  include  any  agency  holding  either  additional  lOCI  data  or  in- 
vestigative data  which  is  beyond  that  contained  in  the  master  card  file.  News- 
paper clippings  were  not  considered  additional  information.  The  short  duration 
of  the  project  further  handicapped  the  good  detailed  analysis  of  what  was 
found  bv  checkine  with  agents  holding  additional  information. 

Solutions 

Several  solutions  present  themselves  regarding  the  data  base  updating  prob- 
lem. They  range  from  having  any  agency  make  the  changes  to  a  very  limited 
and  centralized  procedure.  Consideration  must  be  given  to  the  need  to  keep 
non-terminal  agencies  supplied  with  an  updated  file.  Who  will  be  responsible 
for  ufMlating  the  specific  data  elements  and  control  over  who  changes  the  in- 
formation is  of  paramount  importance.  More  specific  operations  will  be  dis- 
cussed later  in  this  chapter. 

Solutions  to  the  diflBculties  with  public  record  type  information  and  support- 
ing tyi)e  of  information  are  not  so  evident.  The  Organized  Crime  Task  Force 
was  firm  about  continuing  the  requirements  for  public  record  type  information 
for  the  lOCI  file,  and  there  are  few  advantages  in  opening  up  the  criterion. 
The  ability  to  communicate  sensitive  information  is  still  available  through 
agency-to-agency  contact.  The  suggestion  that  the  lOCI  subject's  associates  be 
exempt  from  the  public  record  type  information  criterion  and  that  associates 
be  substantiated  by  three  surveillance  reports  is  a  possibility.  However,  the 


522 

suggestion  violates  the  i)hilosoi>liy  of  requiring  data  substantiated  by  public 
record  type  information. 

The  task  force  believes  this  criteria  of  sutiicient  reference  sources  and  docu- 
mentation should  remain  as  stated  in  the  operating  manual. 

The  problem  of  identifying  agencies  holding  additional  information,  and  the 
type  of  information  contained,  has  such  solutions  as  having  the  zone  chairman 
review  the  additional  information  that  an  agency  is  holding  or  having  the  con- 
tributing agency  determine  what  additional  information  other  agencies  have. 
The  solution  must  as.sure  that  the  "additional  information"  is  truly  additional 
lOCI  data  or  investigative  material  beyond  what  is  contained  in  master  card 
file. 

Rccom  mend  at  ion  s 

The  task  force  believes  it  is  premature  to  drastically  reduce  or  increase  the 
number  of  data  elements  without  more  research  and  analysis  of  a  specific  data 
element's  availability  and  utility. 

The  task  force  agrees  that  the  organized  crime  subject's  status  in  the  crimi- 
nal justice  system  should  be  added  as  a  separate  data  element.  Wherever  pos- 
sible this  item  should  include  the  latest  contact  with  the  subject  (substanti- 
ated by  public  record  tyi)e  information).  The  task  force  further  agrees  that 
the  crime  category  of  gambling  be  subdivided. 

The  recommendation  suggested  in  the  previous  section  to  engage  in  a  com- 
prehensive training  and  assistance  program  applies  to  this  section  also.  The 
more  user  agencies  understand  the  purpose  of  lOCI,  the  better  data  they  will 
supply. 

lOCI  USAGE 

lOCI  usage  was  determined  by  analyzing  the  operational  questionnaire,  the 
transaction  log  maintained  by  the  Central  Index,  and  the  lOCI  terminal 
agency  usage  questionnaire. 

The  demonstration  i^eriod  using  lOCI  began  in  June  and  continued  through 
October.  Because  of  the  various  difficulties  experienced  in  the  first  several 
months,  the  evaluation  of  lOCI  usage  occurred  in  October. 

A  ccomplishments 

The  lOCI  terminal  agency  operations  usage  questionnaire  was  designed  to 
gather  information  regarding  terminal  transactions.  The  questionnaire  was 
tested  by  all  16  terminal  agencies  during  the  month  of  June.  Each  agency  was 
requested  to  complete  a  questionnaire  of  its  next  20  terminal  transactions.  One 
hundred  and  ninety-nine  responses  were  received  from  13  of  the  16  terminal 
agencies.  The  number  of  transactions  documented  per  agency  ranged  from  3  to 
25  requiring  an  average  of  9.9  days.  See  Exhibit  3-3  for  tabulation  summary 
of  this  data  collection.  The  breakdown  of  the  type  of  questionnaire  revealed 
72.4%  of  all  transactions  were  inquiry  transactions,  of  which  38.6%  were 
"hits"  on  the  lOCI  data  base.  The  remainder  of  the  transactions  were  adminis- 
trative messages,  and  demonstration  or  test  transactions. 

After  the  lOCI  terminal  questionnaire  was  modified  it  was  again  forwarded 
to  all  terminal  agencies  requesting  a  completed  questionnaire  for  each  terminal 
transaction  during  the  week  of  8-14  October  1972.  Since  most  terminal  agen- 
cies had  a  Columbus  Day  holiday  on  Monday,  9  October,  the  test  period  was 
extended  through  16  October.  The  14  terminal  agencies  responding  forwarded 
762  completed  (luestionnaires.  The  number  i^er  agency  ranged  from  11  to  188. 
The  type  of  transactions  revealed  70.1%  of  all  transactions  were  inquiry  trans- 
actions of  which  34%  were  "hits"  on  the  lOCI  data  base.  Administrative  mes- 
sages accounted  for  29.7%  of  the  transactions,  and  test  transactions  accounted 
for  less  than  1%. 
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EXHIBIT  3-3.— TABULATION  OF  lOCI  TERMINAL  TRANSACTIONS  DURING  JUNE  USING  OPERATIONS 

QUESTIONNAIRE  RESPONSES 


Terminal  agencies 


Number  of 

Number  of 

Time 

question- 

Number of 

adminis- 

Number of 

period 

naires 

lOCI 

Number  of 

tration 

demonstra- 

(days) 

returned 

inquiries 

hits 

messages 

tion  of  test 

California  Department  of  Justice 24  25  19                  11  6  0 

Dade  County  Public  Safety  Department.  9  13  13                  12  0  0 

Florida  Department  of  Law  Enforce- 
ment   4  21  17                    0  4  0 

Georgia  Bureau  of  Investigation _._ 

IndianaState  Police 7  20  1                    0  14  5 

Kansas  City  Police  Department 5  3  10  2  0 

Los  Angeles  Police  Department 11  15  3                    1  9  3 

Los  Angeles  County  Sheriff's  Depart- 
ment   12  12  11                    8  1  0 

Michigan  State  Police 4  23  17                    4  4  2 

Minnesota  Bureau  of  Criminal  Appre- 
hension  --- 

New  Jersey  Department  of  Law  and 

Public  Safety 6  12  0                   0  6  6 

Orange    County    District    Attorney's 

Office 16  20  15                    1  4  1 

San  Mateo  County  Sheriff's  Depart- 
ment  21  20  16                   7  3  1 

Seattle  Police  Department 

St.  Louis  Metropolitan  Police  Depart- 
ment  • 11  9  1                   0  8  0 

Texas  Department  of  Public  Safety 9  6  0                    0  5  1 

Total '9.9  119  114                  44  66  19 

'  Average. 


Flow  charts  of  these  transactions  were  prepared.  These  flow  charts  illustrate 
the  relationship  between  tiie  three  types  of  terminal  transactions.  For  inquiry 
type  transactions,  the  flow  charts  show  whether  the  subject  was  in  flle  and, 
if  so,  whether  the  subject  was  contributed  by  the  inquiring  terminal  agency.  Ex- 
hibit 3—4  shows  that  for  "hits,"  60%  were  contributed  by  the  inquiring  agency 
and  40%  were  contributed  by  other  agencies.  Copies  of  all  the  transaction  flow 
charts  by  day  of  week  and  terminal  agency  are  presented  in  Appendix  J.  In  com- 
paring terminal  agencies  there  appear  to  l)e  substantial  variations  in  the  area 
of  agency  utilization.  Some  departments  used  lOCI  for  administrative  messages 
only,  while  other  departments  use  inquiry  transactions  exclusively  on  their  own 
contributed  subjects. 

The  lOCI  Central  Index  (Michigan  State  Police)  was  requested  to  maintain 
a  complete  transaction  log  of  the  lOCI  operations  for  the  sample  week  and  the 
preceding  and  succeeding  weeks.  This  was  further  extended  an  additional  five 
weeks  for  a  total  of  eight  weeks. 

The  Central  Index  transaction  log  listed :  all  computer  transactions,  including 
security  and  lOCI  data  base  inquiries,  automatic  notification  messages,  admin- 
istrative messages  generated  by  the  computer  whenever  the  system  or  terminal 
had  problems,  etc.  A  total  of  8,800  terminal  transactions  were  recorded  over  the 
eight-week  period.  Exhibit  3-5  shows  the  fluctuation  over  the  eight-week 
period  and  the  attention  given  through  the  demonstration  week  (the  second 
week  in  October).  Disregarding  the  two  weeks  where  the  system  ex- 
perienced difficulty,  we  see  that  the  volume  drops  off  Itetween  15  and  30%  from 
the  demonstration  week.  When  one  views  the  transaction  by  the  average  daily 
count  per  terminal,  we  see  that  during  the  demonstration  week  there  were 
18  transactions  per  terminal  as  compared  to  an  average  of  14  tran.sactions  per 
terminal  during  normal  oi)eration. 
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In  order  to  perform  a  more  accurate  analysis  and  allow  for  better  comparison 
between  tbe  lOCI  Central  Index  transaction  log  and  the  operations  questionnaire, 
several  tables  were  made  of  the  lOCl  index  transaction  log  limiting  the  log  to 
administrative  messages,  inciuiries,  other  messages,  and  omitting  security  trans- 
actions and  automatic  administrative  messages.  Exhibit  3-6  shows  the  fluctua- 
tions by  day  of  week.  Very  little  activity  occurs  during  non-business  hours  Satur- 
day had  very  little  activity).  It  appears  that  Monday  is  a  relatively  slow  day 
and  the  remainder  of  the  week  is  fairly  stable. 

What  agencies  have  the  highest  usage  of  lOCI  was  determined  in  several 
ways.  Terminal  agencies  were  ranked  by  total  volume  of  transactions  as  shown 
in  Exhibit  3-7.  The  California  Department  of  Justice  ranks  consistently  in  the 
top  three.  The  major  reason  for  this  ranking  is  the  number  of  transactions  they 
receive  by  the  virtue  of  their  monitoring  function.  Actually,  the  Department 
of  Justice  ranks  low  in  terms  of  inquiries  and  administrative  messages,  as 
seen  by  their  flow    chart  based  on  the  operations  questionnaire   (Appendix  J). 

The  Los  Angeles  Sheriffs  Office,  the  Florida  Department  of  Law  Enforce- 
ment, and  the  Michigan  State  Police  rank  high  in  usage,  submitting  a  large  num- 
ber of  operations  questionnaires.  Exhibit  3-8  shows  that  the  Florida  Department 
of  Law  Enforcement  and  the  Michigan  State  Police  handled  over  18%  each  of  the 
volume  of  lOCI  terminal  transactions.  The  Los  Angeles  County  Sheriffs  Office, 
the  Dade  County  Department  of  Public  Safety,  and  the  Texas  Department  of 
Law  Enforcement  averaged  close  to  10%  each  of  the  total  workload. 

In  evaluating  the  usage  of  lOCI,  it  was  noticed  that  several  terminal  agencies 
had  a  very  high  peak  during  the  test  week  and  then  dropped  off.  Tlie  Georgia 
Bureau  of  Investigation  ranked  very  low  during  the  first  two  weeks  in  October 
due  to  moving  their  terminal  to  new  offices.  Once  established  in  their  new  quarters, 
their  utilization  began  to  rise.  During  weeks  3  and  5  the  Los  Angeles  Police  De- 
partment showed  low  volume  because  their  terminal  was  experiencing  substantial 
difficulties. 
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EXHIBIT  3-8,— SELECTED  lOCI  SYSTEM  TRANSACTION  BY  TERMINAL  AGENCY 
[Based  on  lOCI  central  index  transaction  log] 


California  Department  of  Justice 

Dade  County  Public  Safety... 

Florida  Department  of  Law  Enforce- 
ment. .  - 

Georgia  Bureau  Investigation 

Indiana  State  Police 

Kansas  City  Police  Department 

Los  Angeles  County  Sheriff's  Office.... 

Los  Angeles  Police  Department 

Mictiigan  State  Police 

Minnesota    Bureau    of   Criminal    Ap- 
prehension   

New  Jersey  Department  of  Law  and 

Public  Safety 

Orange  County  District  Attorney 

San  Mateo  Sheriff's  Office... 

Seattle  Police  Department. 

St.  Louis  Police  Department... 

Texas  Department  Public  Safety 

Total 


Total 

1 

Oct.  1-7 

,1972 

Oct.  8-14 

,1972 

Oct.  15-21 

,  1972 

Number 

Percent 

Number 

Percent 

Number 

Percent 

Number 

Percent 

184 

7.4 

50 

6.5 

103 

11.8 

31 

3.7 

200 

8.0 

38 

4.9 

68 

7.8 

94 

11.1 

456 

18.2 

109 

14.2 

128 

14.6 

219 

25.9 

12 

.5 

2  0  . 

2 

.2 

10 

1.2 

43 

1.7 

18 

2.3 

3 

.3 

22 

2.6 

69 

2.8 

17 

2.2 

25 

2.9 

27 

3.2 

248 

9.9 

83 

10.8 

119 

13.6 

46 

5.4 

85 

3.4 

36 

4.7 

32 

3.7 

17 

2.0 

469 

18.8 

194 

25.2 

118 

13.5 

157 

18.6 

69 

2.8 

21 

2.7 

45 

5.1 

3 

.4 

89 

3.6 

48 

6.2 

25 

2.9 

16 

1.9 

55 

2.2 

13 

1.7 

6 

.7 

36 

4.3 

68 

2.7 

17 

2.2 

21 

2.4 

30 

3.6 

124 

5.0 

78 

10.1 

17 

1.9 

29 

3.4 

122 

4.9 

27 

3.5 

53 

6.1 

42 

5.0 

206 

8.2 

21 

2.7 

110 

12.6 

75 

8.9 

2.499  .. 

770  . 

875  . 

854  .- 

1  Limited  to  administrative  messages,  inquiries,  and  other  messages. 
»  Terminal  not  installed  due  to  move. 

Specific  accomplishineiits  were  identified  by  evaluating  tlie  responses  to  tlie 
lOCI  operations  questionnaire  wliich  appears  in  Appendix  I. 

Distribution  of  transactions.  Tlie  distribution  of  transactions  during  tbe  demon- 
stration period  of  October  was  similar  to  the  test  period  in  June.  Inquiries 
amounts  to  70%  of  the  terminal  transactions  and  30%  were  administrative 
messages.  Several  of  the  agencies,  particularly  the  Los  Angeles  Sheriffs  office, 
tlie  Michigan  State  Police,  and  the  Texas  Department  of  Public  Safety  made 
a  concerted  effort  to  run  a  large  number  of  inquiries.  The  Florida  Department  of 
Law  Enforcement  had  a  mix  of  administrative  messages  and  inquiries.  On  the 
other  hand,  the  Seattle  Police  Department  and  the  St.  Louis  Police  Department 
had  a  small  number  of  inquiries  but  a  large  number  of  administrative  messages. 
These  figures  are  summarized  in  Exhibit  3-9. 

Distribution  of  administrative  messages.  The  distribution  of  administrative 
mes.sages  is  reflected  in  Exhibit  3-10  wliich  covers  12  days  during  the  test  period. 
There  were  a  total  of  279  administrative  messages  which  did  not  include  the 
administrative  messages  received  by  the  sending  terminal  agency  for  control 
purpo.ses.  Generally,  there  was  a  spread  between  agencies.  Some  agencies  used 
the  administrative  messages  more  than  others.  Several  patterns  do  show  up, 
however.  For  example,  there  was  definite  administrative  message  traffic  between 
the  St.  Louis  Police  Department  and  the  Kansas  City  Police  Department.  An- 
other pattern  exists  between  the  two  Florida  terminal  agencies  and  the  New 
Jersey  State  Police.  Seen  also  is  the  nunil>er  of  messages  between  Seattle  and  Los 
Angeies.  However,  these  patterns  don't  appear  to  be  sufficiently  large  to  require 
special  regional  systems. 

Terminal  agencies  reported  very  little  traffic  was  received  from  outside  (other 
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than  terminal)  ajrencies  recinestinsr  they  forward  administrative  messages.  Most 
activity  for  outside  agencies  was  receiving  administrative  messages. 

EXHIBIT  3-9.— TABULATION  OF  lOCI  TERMINAL  TRANSACTIONS  DURING  SAMPLE  PERIOD  OCT.  10-16,  1972,  USING 

OPERATIONS  QUESTIONNAIRE  RESULTS 

Number  of                                                       Number  of  Number 

question-         Number  of                                administra-  demonstra- 

naires                   lOCI         Number  of                   tion  tions  of 

Terminal  agencies                                   returned            Inquiries                   hits          messages  test 

California  Department  of  Justice 15                        3                       0                      12  C 

Dade  County  Public  Safety  Department..                     38                      31                      14                        5  2 

Florida  Department  of  Law  Enforcement.                   142                      94                      44                      48  0 

Georgia  Bureau  of  Investigation 

Indiana  State  Police 12                      0                      0                     12  0 

Kansas  City  Police  Department. 23                        0                       0                      23  0 

Los  Angeles  Police  Department 17                        8                       C                        9  0 

Los  Angeles  County  Sheriff's  Department.                   188                    135                      83                      53  0 

Michigan  State  Police 137                    137                      19                       0  0 

Minnesota  Bureau  of  Criminal  Apprehen- 
sion  .- - -- 

New  Jersey  Department  of  Law  and  Public 

Safety 16                      3                      0                     13  0 

Orange  County  District  Attorney's  Office.                    26                      21                        5                       5  0 

San  Mateo  County  Sheriff's  Department-                     17                        4                       0                      13  0 

Seattle  Police  Department 11                        4                        0                       7  0 

St.  Louis  Metropolitan  Police  Department  -                     17                        0                       0                      17  0 

Texas  Department  of  Public  Safety 103                     91                     17                      9  0 

Total.... 762                    534                    182                    226  2 
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Over  half  the  administrative  messages  dealt  with  some  form  of  lOCI  business, 
either  a  response  to  an  lOCI  data  base  hit,  terminal  equipment  system  problems, 
notification  of  a  hit  on  a  contributed  subject,  or  other  lOCI  administrative  mat- 
ters. The  other  50%  of  administrative  message  subjects  related  to  other  police 
business,  including  a  large  amount  for  other  intelligence  inve.stigations. 

Terminal  agencies  indicated  little  action  was  i)erformed  by  the  agency  receiv- 
ing the  message  since  over  a  third  of  these  administrative  messages  were  notifi- 
cations of  hits  on  subjects  the  inquiring  agency  contributed  to  the  lOCI  Central 
Index.  A  majority  of  lOCI  business  was  transmitted  via  administrative  messages 
as  opposed  to  phone  calls. 

Distribution  of  inquiry  response  transactions.  The  lOCI  system  in  a  selected 
period  during  this  evaluation  logged  436  hits  on  organized  crime  subjects  in  the 
lOCI  data  base.  Of  these  hits,  172  were  agencies  making  hits  on  subjects  they 
contributed  to  the  lOCI  file.  Examining  Exhibit  3-11  one  observes  several  agen- 
cies use  the  practice  of  searching  lOCI  as  a  means  of  augmenting  their  file 
searches.  The  Los  Angeles  sheriff's  oflBce.  the  Florida  Department  of  Law  En- 
forcement, and  the  Minnesota  Bureau  of  Criminal  Apprehension  utilized  this 
technique.  The  Florida  Department  of  Law  Enforcement,  for  example,  had  about 
60  percent  of  their  hits  on  subjects  they  contributed.  Consequently,  they  had  a 
very  high  hit  ratio.  There  api)ears  to  be  a  small  pattern  of  hits  on  subjects  not 
contributed  by  inquiry  agencies  similar  to  that  shown  in  the  distribution  of 
administrative  messages.  There  was  a  pattern  of  hits  between  Florida  agencies 
and  New  Jersey.  The  Florida  Department  of  Law  Enforcement  recorded  10  hits 
on  subjects  submitted  by  the  Phoenix  Police  Department.  Unfortunately  from 
the  data  one  could  not  ascertain  whether  these  "hits'"  were  on  the  same  person, 
except  that  the  log  was  stripped  of  successive  hits  on  the  same  subject. 
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Terminal  agencies  re.siK)nding  to  questions  regarding  their  usage  indicated 
tliey  liad  a  daily  average  of  four  inquiries  and  six  administrative  messages, 
three  sent  and  three  received.  Several  agencies  reported  they  always  used 
lOCI  in  lieu  of  checking  their  LEIU  master  card  file.  Some  responded  that 
they  usually  made  an  inquiry  when  they  could  not  find  the  subject  in  their 
alpha  index.  Another  agency  indicated  that  it  used  lOCI  to  update  360  files 
that  they  had  maintained.  Those  responses  could  not  be  substantiated  by  a  re- 
view of  the  transaction  log. 

Another  question  was  asked,  "What  kind  of  contacts  do  you  make  upon  re- 
ceiving a  hit  notification  V"  A  number  of  agencies  reported  they  always  or 
usually  make  contacts.  However,  the  results  of  the  operations  questionnaire 
tabulations  show  that  there  were  very  few  contacts  made. 

One  terminal  agency  reported  after  an  unsuccessful  search  of  their  manual 
name  file  they  made  an  lOCI  inquiry  and  received  a  hit.  This  hit  provided  an 
invaluable  investigative  lead  and  an  arrest  is  imminent. 

Shortcomings 

The  demonstration  revealed  a  low  usage  of  the  lOCI  central  index.  As  seen 
in  Exhibit  3-9,  the  Kansas  City,  Missouri,  Police  Department,  the  St.  Louis 
Metropolitan  Police  Department,  and  the  Indiana  State  Police  did  not  report 
any  inquiries  during  the  test  period  of  October  10-16.  On  the  other  hand, 
these  agencies  were  sending  to  other  agencies  administrative  messages  involv- 
ing some  type  of  police  investigative  activity.  It  is  possible  the  agencies  not  re- 
porting any  inquiry  volume  were  not  involved  in  specific  organized  crime  inves- 
tigations in  which  they  felt  the  lOCI  data  base  would  be  of  assistance.  Other 
possible  explanations  for  this  lack  of  usage  include:  (1)  the  lack  of  an  exten- 
sive data  base,  (2)  the  requirement  of  having  all  data  elements  supported  by 
public  record  type  information,  (3)  the  fact  that  this  was  only  a  demonstra- 
tion, and  (4)  the  difficulties  experienced  early  during  the  operational  test 
phase  of  the  project. 

The  fact  that  people  sometimes  identified  the  LEIU  cards  as  being  of  more 
benefit  relates  to  the  fact  that  they  contained  a  greater  amount  of  informa- 
tion. *  *  *  ^  the  oijerations  of  intelligence  units  to  determine  just  what  effect  the 
response  from  the  lOCI  data  base  had  on  their  operations.  The  initiation  of  this 
project  stemmed  from  the  belief  that  there  was  a  need  to  have  a  register  of 
organized  crime  principals  which  could  act  as  a  pointer  for  investigators  to  find 
agencies  holding  additional  information.  This  was  never  really  determined  and 
cannot  be  surmised  from  the  statistics  of  lOCI  data  base. 

A  difficulty  was  that  the  data  base  came  from  LEIU  and  was  already  known 
information.  All  LEIU  members  could  examine  the  lOCI  printout  and  see  that 
they  already  had  all  or  most  of  this  information.  Nevertheless,  since  the  base 
was  updated  during  conversion  the  inclusion  of  listings  of  agencies  holding  ad- 
ditional information  should  have  stimulated  an  increase  in  the  number  of  in- 
quiries towards  the  file. 

An  additional  problem  was  the  poor  beginning  of  the  demonstration  phase  of 
the  project.  The  delays  in  obtaining  equipment,  the  delays  in  debugging  the 
system,  the  problems  with  the  central  index  computer,  terminal  equipment  and 
communications  lines  all  caused  the  initial  enthusiasm  to  waiver.  There  was 
difficulty  in  reviving  enthusiasm. 

Another  reason  for  the  lack  of  lOCI  usage  was  the  limited  number  of  termi- 
nals involved  in  the  project.  The  ratio  of  70%  inquiry  to  30%  administrative 
message  indicated  that  lOCI  was  considered  more  of  an  operational  tool  for 
searcliing  of  names  and  gathering  of  information  than  a  new  communication 
device  allowing  intelligence  unit  officers  to  communicate  cheaply  and  rapidly 
among  themselves.  If  one  evaluates  the  potential  users  of  lOCI  (number  of  in- 
telligence investigators)  against  a  want/warrant  information  shrstem  (field  of- 
ficers and  investigators),  one  could  conclude  lOCI  was  used  more  frequently. 

Another  problem  is  the  lack  of  use  made  of  lOCI  by  neighboring  intelligence 
units.  A  substantial  amount  of  effort  was  directed  at  informing  agencies  of 
the  availability  of  the  lOCI  data  base.  Since  this  was  very  infrequently  done 
it  showed  that  there  was  a  reluctance  by  intelligence  units  to  rely  on  other  in- 
telligence units  or  to  let  them  be  aware  of  what  interest  they  had  in  various 
.subjects.  This  is  just  a  fact  of  life  in  the  intelligence  investigation  field. 


1  Material  deleted  in  document  submitted  to  the  subcommittee. 
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Solutions 

Possible  methods  to  increase  the  usage  of  lOCI  were  discussed  by  the  Orga- 
nized Crime  Taslc  Force.  They  include  drastically  expanding  the  computer 
base,  drastically  expanding  the  number  of  terminal  agencies,  and  redesigning 
the  lOCI  systems  design  to  allow  on-line  input  and  updates.  The  expansion  of 
the  lOCI  data  base  is  discussed  in  Chapter  Four,  including  the  various  alterna- 
tives available  to  the  present  lOCI  system. 

The  task  force  considered  on-site  training  and  orientation  sessions  as  a  pos- 
sible solution  to  increase  usage.  This  personal  attention  may  develop  a  cadre 
of  people  who  know  how  to  use  lOCI  and  who  can  easily  train  members  of 
their  respective  agencies. 

Modifying  the  system  to  allow  for  on-line  inputs  and  updates  of  information 
can  be  readily  achieved  by  modifying  lOCI. 

Recommendations 

A  number  of  recommendations  suggested  for  increasing  lOCI  usage  are  dis- 
cussed in  other  sections  of  this  report.  In  summary,  they  include :  training  of 
users,  expanding  the  number  of  on-line  terminals  strategically  throughout  the 
United  States,  and  allowing  more  interaction  between  the  terminals  and  the 
central  index. 

A  major  recommendation  in  the  area  of  lOCI  usage  is  to  develop  a  better 
evaluation  scheme  on  the  actual  advantages  and  usages  of  the  lOCI  data  base. 
The  evaluation  scheme  should  include  more  material  on  how  the  information 
should  be  aware  of,  and  generally  in  exchanging  organized  crime  information 
passing  new  information  or  alerting  an  agency  of  some  activity  that  they 
benefits  the  local  agency  in  its  investigation,  in  keeping  files  up  to  date,  in 
between  agencies.  It  is  suggested  that  the  volume  of  inquiries  or  the  number 
of  administrative  messages  is  not  necessarily  indicative  of  the  value  of  the 
system.  One  cannot  qualify  the  usage  of  intelligence  files  as  one  does  a  police 
warrants  system. 

lOCI  SYSTEMS  DESIGN  AND  OPERATIONS 

This  section  discusses  the  design,  how  lOCI  operated  during  the  demonstra- 
tion, what  were  some  of  the  problems  encountered,  and  recommendations  for  a 
complete  lOCI  operating  system.  The  time  constraint  of  the  prototype  demon- 
stration resulted  in  the  planning  around  what  could  expedite  steps  (converting 
the  LEIU  cards  and  using  an  existing  computer  which  had  been  tested  and 
used  during  criminal  history  demonstration)  and  yet  clearly  establish  an  oper- 
ating procedure  which  would  allow  maximum  demonstration  in  the  testing  pe- 
riod. 

Accomplishments 

lOCI  has  been  in  operation  since  May  of  1972,  and  has  provided  a  central 
index  of  organized  crime  subjects  to  the  state  and  local  police  intelligence  com- 
munity. lOCI  has  aided  them  in  organized  crime  investigations  and  in  general 
has  assisted  them  in  intelligence  information  sharing.  The  system  design  took 
into  account  the  special  security  needs  of  the  central  index  and  the  terminal 
agencies.  The  operations  of  lOCI  was  designed  to  allow  ease  of  obtaining  in- 
formation once  information  had  been  placed  in  lOCI. 

The  demonstration  saw  the  preparation  of  an  operating  manual  and  the 
training  of  local  organized  crime  intelligence  unit  personnel  to  operate  the  ter- 
minal and  utilize  lOCI.  Due  to  the  intelligence  community's  general  lack  of  ex- 
perience with  automated  information  systems,  lOCI  accomplished  an  important 
step  by  making  intelligence  commanders  aware  of  the  utility  in  using  data 
processing  for  their  particular  interests  and  their  particular  functions.  A  spe- 
cific operational  accomplishment  was  the  capability  of  sending  administrative 
messages  between  lOCI  terminals.  This  operation  gave  more  flexibility  in  re- 
laying information  and  provides  a  quicker  method  of  sending  or  exchanging  in- 
formation. The  use  of  teletype  messages  through  NLETS  had  never  been  ac- 
cepted as  a  means  of  sending  intelligence  information  because  of  the  lack  of 
security  and  not  knowing  who  reads  the  message  as  it  proceeds  through  the 
channel. 

Terminal  Agencies  Response.  The  responses  to  the  questionnaire  showed  that 
the  agencies  believed  major  improvements  in  lOCI  operations  occurred  between 
the  two  joint  lOCI  terminal  agencies  meetings,  July  and  October,  1972.  Gener- 
ally, agencies  indicated  they  received  adequate  instructions  on  operating  lOCI, 
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the  procedures  were  simple  (except  the  security  procedures),  and  the  response 
display  was  easy  to  read.  The  majority  of  agencies  indicated  that  the  present 
soundex,  name  searching  had  advantages,  particularly,  since  there  is  difficulty 
of  correctly  spelling  the  names  of  lOCI  subjects.  Nevertheless,  several  agencies 
were  bothered  when  they  received  response  on  names  that  fell  within  the  soun- 
dex class  but  were  substantially  different  from  the  names  they  had  inquired 
on. 

Most  agencies  reported  agreement  with  the  terminal  configuration  (CRT  Dis- 
play with  hardcopy  capability).  The  CRT  assisted  the  agency  in  properly  pre- 
paring administrative  messages  prior  to  sending  the  message.  The  procedure  of 
automatically  notifying  contributing  agencies  of  hits  on  their  subjects  was  also 
considered  a  plus  for  the  lOCI  system. 

Shortcomings 

This  was  a  demonstration  and  usually  demonstrations  can  be  improved. 
lOCI  was  no  exception.  Several  major  shortcomings  were  discussed  during  the 
joint  meetings  and  reflected  on  the  questionnaire  responses.  These  shortcomings 
included  :  Slow  response  time  during  beginning  of  project,  too  much  downtime 
of  system,  inability  to  work  with  lOCI  data  base,  and  a  general  lack  of  coordi- 
nation and  support. 

One  of  the  major  shortcomings  is  the  inability  to  work  with  the  data  base, 
e.g.,  correcting  and  updating  the  data  base.  Many  of  the  terminal  agencies  in- 
dicated that  the  present  demonstration  precluded  a  number  of  updates  and 
therefore  many  files  could  not  be  kept  as  active  and  current  as  they  would 
have  liked.  When  new  information  came  to  the  attention  of  an  agency  it 
should  have  been  immediately  entered  into  lOCI.  This  was  the  best  time  to 
have  them  place  information  into  the  files.  Manual  systems  seem  to  be  counter 
productive  in  this  area  and  consequently  some  of  the  information  was  not  fre- 
quently submitted  to  the  zone  chairman  and  the  Central  Coordinating  Agency 
for  placement  into  the  system. 

Some  of  these  shortcomings  are  not  necessarily  associated  with  the  present 
lOCI  system,  but  with  the  existing  T-EIU  process.  User  agencies  generally  felt 
the  responsiveness  of  lOCI  during  much  of  the  demonstration  was  not  ade- 
quate. Most  of  these  complaints  were  focused  during  the  early  months  of  the 
operational  phase.  Agencies  did  report  improvement  toward  the  end  of  the 
evaluation  phase.  The  cause  of  some  shortcomings  was  the  lack  of  coordination 
between  the  computer  (lOCI  central  index),  the  terminal  vendor,  and  the  tele- 
phone company.  Each  tended  to  blame  the  other  for  system  failure  and  slow 
responses.  Installation  and  testing  of  a  new  central  processing  computer  in 
Michigan  State  Police  Computer  Center  caused  some  operational  problems  of 
excessive  down  time. 

Another  shortcoming  was  the  rapid  development  of  the  data  base  and  the 
placement  of  the  system  into  operation.  It  is  the  general  consensus  of  the  task 
force  members  that  more  time,  preparation,  and  resources  are  needed  to  sup- 
port an  operational  system.  The  central  index  and  the  Central  Coordinating 
Agency  had  to  provide  24  hour  coverage,  and  monitor  and  provide  services  to 
lOCI  users  without  any  increase  in  staff.  As  a  result,  their  normal  day  to  day 
operations  had  to  be  given  top  priority. 

Discussed  earlier  is  the  need  for  better  training,  more  familiarity  with  the 
system  and  terminal,  and  redesigning  of  the  operations  manual  to  insure  the 
ability  of  local  agencies  to  train  their  personnel.  Those  agencies  that  had  very 
little  traffic  either  in  inquiry  and  administrative  messages  reported  having  re- 
ceived insufficient  training  to  operate  the  system  without  difficulty.  Larger 
agencies  having  a  greater  volume  and  those  agencies  that  limited  lOCI  opera- 
tions to  a  smaller  number  of  terminal  operators  seemed  not  to  have  so  many 
difficulties. 

A  shortcoming  discussed  by  the  task  force  and  a  common  topic  of  the  agen- 
cies was  the  restrictiveness  by  which  the  lOCI  data  base  could  be  manipu- 
lated. During  the  inquiry  search  criteria,  all  agencies  indicated  name  search  as 
being  the  first  ranking,  name  plus  identifiers  as  second  in  importance,  and 
third,  the  system  number.  Agencies  indicated  that  the  system  should  be  of  a 
size  so  that  one  could  search  the  lOCI  data  base  on  other  data  elements  than 
those  presently  permitted.  This  procedure  then  would  allow  for  maximum  flexi- 
bilitv  and  utilization  of  the  computer  base  in  any  kind  of  search. 

A  "problem  similar  to  updating  is  the  problem  of  notifying  contributing  agen- 
cies of  action  on  "hits."  It  is  the  consensus  of  the  terminal  agencies  that  some 
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manner  should  be  developed  to  allow  routine  and  periodic  review  of  the  data 
in  the  file  to  assure  that  it  is  up  to  date  and  to  review  the  action  taken  on  a 
subject. 

Solutions 

Several  solutions  present  themselves  for  upgrading  and  improving  the  system 
design  and  operations  of  the  lOCI  system.  Several  of  these  solutions  have  al- 
ready been  agreed  upon  by  organized  crime  task  force  and  will  be  presented  in 
the  recommendations. 

The  solutions  considered  to  improve  the  response  time  and  amount  of  down- 
time have  a  basic  component,  assuring  the  amount  and  type  of  proper  support. 
This  requires  that  the  proper  hardware  and  staffing  is  available  in  support  of 
lOCI.  With  the  demonstration  experience,  the  type  of  computer  support  (hard- 
ware and  software)  necessary  to  have  a  proper  functioning  system  is  more 
clear.  Modifications  are  needed  to  support  the  suggested  changes  in  the  lOCI 
demonstration  system.  Full  time  computer  operators,  programmers,  and  ana- 
lysts are  necessary  in  a  well  functioning  lOCI  system.  Having  someone  avail- 
able expressly  for  handling  lOCI  problems  will  do  much  to  eliminate  the  ex- 
pressed opinion  that  there  hasn't  been  enough  attention  given  to  lOCI 
problems.  Obtaining  computer  services  to  support  lOCI  can  be  accomplished 
several  ways :  select  a  law  enforcement  agency  to  handle  the  central  index,  so- 
licit a  request  for  proposal  from  various  law  enforcement  agencies  who  have 
the  basic  capability  to  support  such  a  system,  or  develop  from  scratch  a  center 
dedicated  to  lOCI  operation.  In  any  case,  a  prime  need  is  to  establish  perform- 
ance standards  and  require  the  system  to  meet  these  standards. 

Dynamic  interaction  between  the  user  and  index  is  important.  Several  solu- 
tions present  themselves  but  must  be  received  with  the  awareness  of  control, 
reliability  and  uniformity.  The  task  force  considered  the  several  proposed  de- 
signs. Important  parts  of  the  revised  system  are  the  capability  of  updating  the 
file,  the  transaction  log,  and  notifying  agencies  having  interest  in  the  orga- 
nized crime  subject.  The  capability  of  updating,  deleting,  and  adding  to  the  file 
from  any  terminal  was  considered.  The  problem  of  control,  reliability  and  uni- 
formity would  be  diflScult  under  such  a  system.  Another  consideration  was 
limiting  changes  to  just  the  contributing  agency.  In  any  of  the  above  there 
will  be  a  problem  in  assuring  that  these  changes  will  be  reflected  in  the  man- 
ual backup  .system  which  still  must  be  retained  to  support  agencies  not  having 
terminals.  The  problem  of  maintaining  these  cards  must  be  addressed  suggest- 
ing that  the  Central  Coordinating  Agency  will  be  the  most  likely  candidate  to 
update  lOCI  and  the  master  card  file. 

As  suggested,  limiting  the  demonstration  to  terminal  agencies  caused  prob- 
lems in  the  system's  operations  because  other  organized  crime  intelligence 
units  not  having  terminals  appear  to  be  reluctant  to  use  another  agency's  ter- 
minal. A  solution  is  to  add  a  substantial  number  of  terminals  to  increa.se  the 
interest  and  utilization  of  lOCI.  The  more  agencies  that  are  directly  involved, 
the  more  interest,  usage  and  benefit  an  organized  crime  index  system  will 
have.  One  solution  would  be  to  supply  a  terminal  to  all  local  agencies  having  a 
formalized  organized  crime  intelligence  unit.  While  this  will  increase  the  num- 
ber of  terminals  in  the  system,  particularly  in  conjunction  with  expansion  of 
the  file,  it  is  doubtful  that  all  local  agencies  have  that  much  need  and  would 
maximize  the  utilization  of  the  system. 

It  is  also  doubtful  that  the  local  agencies  would  assume  the  cost  of  the  ter- 
minal and  communications  line  when  federal  funding  ceased.  An  alternative  is 
to  utilize  the  NCIC  or  NLETS  communications  lines.  This  would  require  a 
major  change  in  lOCI  security  standards.  Another  solution  is  to  develop  a 
computer  supported  microfiche  system.  This  system  would  produce  microfiche 
chips  that  would  be  forwarded  to  user  agencies.  In  this  manner  weekly  up- 
dates of  the  file  can  be  prepared  by  the  computer  and  then  forwarded  to  all 
qualified  agencies. 

Recommendations 

There  are  many  specific  recommendations  relative  to  the  operations  of  an 
improved  lOCI  system.  A  major  recommendation  is  to  require  the  system  be 
well  planned  to  insure  that  there  is  coordination  between  the  u.ser  of  the  sys- 
tem, the  vendor  supplying  the  hardware,  and  the  software  in  support  of  the 
system.  A  national  representative  should  be  assigned  from  the  vendor  supply- 
ing the  terminals  and  a  representative  from  communications   (Telephone  Com- 
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pany)  both  of  whom  will  stay  with  the  program,  providing  the  liaison  between 
the  system  users  and  suppliers.  Similarily,  there  must  be  liaison  established 
between  the  terminal  agencies,  Central  Coordinating  Agency,  and  the  central 
index. 

A  recommendation  is  offered  in  conjunction  with  lOCI  system  performance. 
A  terminal  agency  should  receive  a  one  minute  response  on  an  lOCI  inquiry. 
The  system  should  have  a  98%  reliability  factor.  Terminals  that  send  a  mes- 
sage to  an  inoperative  terminal  should  automatically  be  made  aware  of  that 
status.  Another  recommendation  is  that  mes.sages  continue  to  be  kept  in  the 
lOCI  when  a  terminal  is  off.  When  it  comes  back  on  the  air  all  these  messages 
should  be  forwarded  to  it. 

It  is  recommended  that  the  lOCI  system  be  modified  to  allow  inquiries  on  a 
number  of  data  elements  uniformly  coded.  The  soundex  name  search  should 
continue  and  if  there  is  a  hit  on  one  subject  in  file  the  entire  information  be 
displayed.  If  several  names  fit  the  name  criteria  then  descriptive  information 
on  the  potential  "hits"  be  displayed  and  the  terminal  agency  should  ask  for  a 
complete  display  of  each  record. 

It  is  recommended  that  tests  be  made  to  determine  whether  a  CRT  is  neces- 
sary. A  CRT  is  useful  in  forming  messages,  making  corrections,  and  supports 
security  better.  However,  it  is  more  expensive  and  subject  to  more  problems 
than  a  hardcopy-only  teletype  writer. 

Contributing  agencies  should  continue  to  be  notified  whenever  a  hit  is  made 
on  their  subject.  It  is  recommended  that  contributing  agencies  be  given  the  en- 
tire responsibility  for  keeping  information  up  to  date.  Agencies  having  addi- 
tional information  shall  notify  the  contributing  agency.  Whenever  new  subjects 
are  to  be  added,  it  is  recommended  that  additions  be  carried  out  by  forward- 
ing the  information  to  the  zone  chairman  for  his  review  and  then  to  the 
Central  Coordinating  Agency  for  entry  into  the  system.  This  should  not  take 
more  than  five  days  to  complete.  The  rationale  for  having  this  procedure  is  to 
assure  that  a  card  will  be  submitted  and  forwarded  to  those  agencies  not  hav- 
ing a  terminal.  It  also  assures  that  a  review  of  the  name  occurs  and  possibly 
a  check  with  the  contributing  agency  as  to  whether  the  information  is  verified 
by  public  record  type  information  and  has  support  documents  in  the  files.  The 
procedure  for  updating  the  data  base  shall  be  done  via  the  terminal.  Updates 
shall  be  inputted  only  by  the  contributing  agencies.  These  updates  shall  have 
an  automatic  printout  at  the  offices  of  the  Central  Coordinating  Agency  and 
the  zone  chairman.  The  Central  Coordinating  Agency  shall  use  its  printout  to 
update  the  master  card  file.  These  procedures  will  require  more  cooperation 
and  coordination  between  organized  crime  intelligence  units  but  assures  re- 
sponsibility. 

Responsibility  for  subjects  should  change  whenever  an  organized  crime  sub- 
ject moves  or  changes  his  base  of  operations.  For  example,  if  a  person  submit- 
ted by  New  Jersey  moves  to  Miami  and  now  operates  out  of  Miami,  it  is 
conceivable  that  the  file  be  transferred  to  Miami. 

The  Organized  Crime  Task  Force  recommends  lOCI  management  establish  a 
committee  to  assist  in  reviewing  terminal  operations  to  make  improvements 
where  necessary,  and,  more  specifically,  to  update  and  improve  the  operating 
manual.  A  part  of  this  responsibility  should  include  the  ability  to  go  to  termi- 
nal agencies,  review  their  operations,  and  provide  training  where  necessary. 

The  expansion  of  the  number  of  terminals  could  be  accomplished  in  a  very 
short  period  of  time.  Not  every  intelligence  unit  should  receive  a  terminal.  It 
is  anticipated  that  several  criteria  could  be  used  in  determining  new  terminal 
locations.  It  was  first  proposed  that  the  size  of  the  department  and  the  identi- 
fiable organized  crime  activity  would  be  a  logical  reason  for  selecting  an 
agency.  Also  a  consideration  could  be  given  to  the  number  of  organized  crime 
subjects  contributed  by  the  agency  to  LEIU  or  could  be  contributed  to  lOCI. 
There  are  problems  of  sensitivity  of  passing  information  and  integrity  of  a 
local  department.  It  was  recommended  LEIU  select  the  locations  for  additional 
terminals  agencies  following  these  criteria  : 

1.  Adequate  geographical  and  population  coverage. 

2.  Non-adjacent  locations  (except  as  required  by  item  1). 

3.  Written  agreement  to  abide  by  lOCI  by-laws. 

4.  Demonstrated  commitment  to  work  on  organized  crime  investigation  suflB- 
cient  to  justify  the  need  for  an  lOCI  terminal. 
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SECURITY  AND  PRIVACY  REQUIREMENTS 

During  the  development  phase  of  this  project,  the  subcommittee  took  on  the 
responsibility  for  identifying  the  security  requirements  for  the  demonstration 
and  identifying  some  of  the  important  security  requirements  of  an  operational 
system.  Toward  this  end  the  task  force  approved  The  Interstate  Organized 
Crime  Index  Code  of  Ethics,  Security  and  Privacy  Policy  and  Procedure  Man- 
ual, and,  later,  by-laws  for  an  operational  lOCI  system. 

Accomplishments 

The  Security  and  Privacy  Manual  provided  guidance  for  the  terminal  agen- 
cies, central  index,  and  Central  Coordinating  Agency  during  the  demonstration. 
It  also  presented  to  the  intelligence  community  a  first  effort  in  the  setting 
forth  of  security  and  privacy  standards  every  law  enforcement  and  intelligence 
unit  could  adopt  in  their  day-to-day  operations.  As  a  consequence  of  these  poli- 
cies and  procedures,  a  number  of  terminal  agencies  were  able  to  upgrade  por- 
tions of  their  operations  and  facilities  to  conform  to  these  standards.  Part  of 
the  responses  from  the  lOCI  terminal  agency  questionnaire  indicated  improve- 
ments made  in  the  area  of  facility,  security,  security  of  information,  and  visi- 
tor control. 

A  major  accomplishment  was  the  design  of  a  combination  software  and  oper- 
ating procedure  to  keep  unauthorized  persons  from  making  inquiries  into  the 
lOCl  (lata  base.  The  task  force  adopted  a  security  procedure  by  which  a 
terminal  agency  identified  specific  operators  and  provided  them  with  a  list  of 
personal  questions.  The  identification  numbers  and  answers  to  the  questions 
were  fed  into  the  computer.  Whenever  an  operator  wanted  to  make  a  search, 
he  had  to  pass  security  by  entering  his  correct  identification  number  (valid 
only  at  that  terminal)  and  the  computer  randomly  picked  two  of  the  personal 
questions  from  the  computer  data  base.  The  answers  were  unavailable  to  any 
other  person  unless  someone  viewed  the  response  over  the  operator's  shoulder 
while  the  operator  entered  the  response. 

A  major  accomplishment  concerning  the  lOCI  data  base  was  for  the  task 
force  to  accept,  adhere  to,  and  perpetuate  the  requirement  that  such  informa- 
tion contained  in  the  files  shall  be  public  record  type  information.  The  task 
force  constantly  wrestled  with  balancing  out  operational  advantages  against 
the  security  and  privacy  considerations.  The  members  of  the  task  force  became 
very  sensitive  to  the  fact  that  the  types  of  information  which  are  contained  in 
such  a  national  registry  are  subject  to  review.  To  take  cognizance  of  the  indi- 
vidual's right  to  privacy,  the  lOCI  data  was  limited  to  public  record  type  of 
information.  One  of  the  suggestions  of  this  demonstration  is  that  this  now  be- 
come an  established  requirement  for  the  input  of  any  information  into  the 
lOCI  data  banks. 

Shortcominffs 

Since  this  was  the  first  major  effort  in  establishing  and  implementing  secu- 
rity requirements,  acceptance  and  adherence  was  not  easy.  The  preface  to  the 
lOCI  Security  and  Privacy  Policy  and  Procedure  Manual  stated  that  the  lOCI 
management  was  aware  that  user  agencies  could  not  immediately  adhere  to 
the  recommended  standards  because  of  various  types  of  restraints  (physical, 
financial,  administrative,  etc.).  The  task  force  identified  a  minimum  number  of 
the  standai'ds  to  be  implemented  during  the  demonstration  while  others  would 
be  required  when  the  system  became  operational. 

Probably  the  biggest  shortcoming  of  the  demonstration  was  difficulty  opera- 
tors had  getting  security  clearance  to  inquire  into  the  lOCI  data  base.  During 
the  first  month  of  demonstration,  the  security  requirements  was  one  of  the 
major  irritants.  One  of  the  problems  associated  with  this  difficulty  was  that 
not  all  operators  were  given  sufficient  training.  As  experience  was  gained  using 
the  security  program,  fewer  problems  were  mentioned.  During  the  first  joint 
meeting,  agency  representatives  almost  unanimously  agreed  that  the  security 
questions  were  too  difficult  or  too  strict.  The  October  meeting  produces  less 
objections.  From  on-site  observation,  terminal  operators  who  utilized  the  sys- 
tem on  a  routine,  daily  basis  became  very  familiar  with  the  security  routine, 
experiencing  very  little  difficulty. 

Terminal  agencies  indicated  they  desired  more  information  about  the  legality 
of  releasing  intelligence  type  of  information.  An  effort  by  the  demonstration 
was  to  develop  an  approved  "non-disclosure  agreement"  form  which  would  be 
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filled  out  by  all  persons  who  had  access  to  lOCI  data.  During  the  demonstra- 
tion the  only  requirement  was  for  the  terminal  agency  to  submit  a  non-disclo- 
sure agreement.  Consideration  should  be  given  to  requiring  every  person  who 
has  access  to  lOCI  data  to  sign  an  lOCI  non-disclosure  agreement  form  and 
forward  the  signed  form  to  the  Central  Coordinating^  Agency. 

Another  shortcoming  was  the  lack  of  security  training,  inspection  of  security 
procedures,  and  information  control  of  agencies  and  lOCI  users  during  the 
demonstrations.  No  provision  was  made  for  formal  security.  The  manual  pro- 
vided for  security  ofiicers  and  specifically  laid  out  their  responsibilities.  Noth- 
ing was  done  to  assure  or  review  individual  security  plan. 

The  problem  of  communications  lines  security  was  not  addressed  in  depth. 
Originally,  the  demonstration  had  conceived  of  an  attempt  to  put  transmissions 
into  some  kind  of  scrambling  device,  thereby  preventing  tapping  of  the  commu- 
nications line  since  the  data  received  would  be  unintelligible.  Due  to  the  time 
constraints,  the  task  force  decided  not  to  explore  this  technique.  The  belief  ex- 
isted that  software  written  into  the  teleprocessing  operation  of  the  central 
index  provided  an  adequate  amount  of  supervision  and  control  over  the  release 
of  information.  However,  during  the  demonstration  it  was  noted  that  the  Min- 
nesota terminal,  which  was  identified  as  a  non-IOCI  terminal,  received  re- 
sponses addressed  to  other  agencies.  This  constituted  a  breach  of  information 
security. 

Solutions 

The  task  force  and  the  subcommittee  has  discussed  the  difficulty  of  passing 
security.  Suggestions  range  from  dropping  the  entire  security  requirement  to 
attempting  to  streamline  the  question  and  answer  routine.  The  general  consen- 
sus is  that  there  must  be  some  kind  of  security  procedures  maintained  to  keep 
down  to  a  minimum  the  number  of  unauthorized  inquiries  into  the  data  base. 
The  apparently  obvious  solution  is  to  simplify  the  questionnaire  so  that  opera- 
tors can  respond  with  ease  but  at  the  same  time  maintain  the  uniqueness  of 
the  individual  response. 

The  security  of  messages  sent  from  the  central  index  to  the  terminal  agency 
requires  further  study  to  determine  the  value  of  a  scrambling  device.  Since  the 
lOCI  data  base  is  public  record  type  information  consideration  was  given  to 
the  rationale  for  not  having  security  since  persons  who  received  the  informa- 
tion would  not  have  received  sensitive  or  confidential  type  of  information.  This 
is  not  necessarily  correct  for  two  reasons :  one,  the  data  gathered  together  into 
one  record  usually  has  a  more  sensitive  meaning  then  when  the  information  is 
scattered  throughout  various  records  and  governmental  agencies.  Second,  ad- 
ministrative mes.sages  are  carrying  data  and  responses  to  questions  that  could 
be  considered  sensitive. 

Another  solution  for  assuring  adherence  to  security  and  privacy  standards  is 
an  investment  of  sufficient  resources  to  assist  the  lOCI  management,  and  the 
central  coordinating  agency  to  carry  on  inspections  to  generally  review  and 
evaluate  the  security  operations  and  procedures  of  individual  terminal  agen- 
cies. This  solution  must  be  accompanied  by  training  and  orientation  so  that 
persons  are  well  aware  of  operations. 

Recommendations 

It  is  recommended  when  lOCI  becomes  operational  continuing  attention 
should  be  given  to  security  and  privacy.  The  lOCI  management  should  estab- 
lish a  standing  committee  solely  for  issues  of  security  and  privacy  and  con- 
tintie  to  work  with  the  policies  and  procedures  established  during  the  demon- 
stration. In  addition,  sufficient  .staffing  and  resources  shoiild  be  made  available 
to  assist  user  agencies,  particularly  terminal  agencies,  to  give  adequate  train- 
ing on  security  and  privacy,  and  to  inspect  and  audit  operations.  This  should 
be  accompanied  with  more  detailed  identification  of  the  responsibilities  of  the 
local  terminal  agency  security  officer. 

The  lOCI  management  should  continue  reviewing  requirements  for  exchang- 
ing intelligence  type  information  and  clarifying  what  constitutes  this  type  of 
information. 

It  is  recommended  lOCI  management  review  operator  security  procedures  to 
improve  and  streamline  the  security  operations  without  materially  affecting 
lOCI  operations.  Consideration  should  be  given  to  develop  software  to  ensure 
the  security  and  privacy  of  administrative  messages. 

LEIU  should  take  steps  to  promote  the  policies  and  procedures  outlined  in 
the  lOCI  security  manual  and  all  its  members  consider  a  security  review  of 
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prospective  lOCI  members.  In  particular,  emphasis  should  be  given  to  develop- 
ing inspections  of  all  prospective  terminal  agencies  prior  to  the  installation  of 
terminals. 

ORGANIZATION 

The  lOCI  project  was  under  the  control  of  the  task  force  supported  by  con- 
tracts to  carry  out  various  facets  of  the  demonstration.  The  Michigan  State 
Police  were  preselected  to  act  as  the  central  index  and  to  provide  coordination 
between  the  project  participants  and  vendors.  The  California  Crime  Technolog- 
ical Research  Foundation  provided  administrative  and  technical  support  for 
the  demonstration  portions  which  were  subcontracted. 

Accomplishments 

The  task  force  viewed  the  organization  requirements  following  the  LEIU  or- 
ganization model,  established  the  need  for  a  central  coordinating  agency,  and 
chose  the  California  Department  of  Justice,  who  also  provides  this  service  for 
LEIU.  The  task  force  also  identified  the  need  and  appointed  a  legal  counsel. 

During  the  demonstration,  the  task  force  established  several  committees  to 
review,  plan,  and  prepare  various  operations  and  functions  of  the  system. 
Among  these  committees  were  the  data  base  subcommittee  and  the  security 
and  privacy  subcommittee. 

For  the  basis  of  an  operating  lOCI  organization  the  task  force  undertook 
the  preparation  of  bylaws  which  appear  in  Appendix  K.  The  bylaws  created 
lOCI  management  having  the  responsibility  to  establish  the  operational  poli- 
cies and  procedures  for  the  Interstate  Organized  Crime  Index  system.  Respon- 
sibility was  also  established  for  developing  security  and  privacy  i>olicies.  The 
bylaws  stated  lOCI's  punwse :  to  develop  and  demonstrate  a  prototypie  orga- 
nized crime  computerized  index,  evaluate  its  utility,  and  recommend  an  opera- 
tional system.  lOCI  management  is  also  responsible  for  the  proper  functioning 
of  the  operational  lOCI  system. 

SlJinrfcnminffs 

Tlie  fact  that  lOCI  was  just  a  demonstration  had  a  limiting  effect  on  how 
much  support  and  pressure  the  task  force  could  exert  on  terminal  agencies  to 
adhere  to  established  standards  and  operating  procedures.  Another  shortcoming 
was  the  fact  the  task  force  was  not  permanent  and  most  of  the  operating  sys- 
tem was  "bootstrapped"  on  existing  personnel  and  operations.  Program  stabil- 
ity was  missing.  One  of  the  problems  identified  earlier  was  that  the  central 
index  did  not  have  full-time  personnel  allocated  to  this  particular  project.  As  a 
consequence,  it  was  difficult  at  times  to  have  immediate  response  and  attention 
given  to  problems. 

The  structure  of  state  and  local  representatives  formulated  to  carry  out  the 
demonstration  was  acceptable  to  LEIU  membership.  It  focused  proper  atten- 
tion on  local  and  state  intelligence  operation  without  federal  direction.  The 
fact  that  most  of  the  representatives  were  from  Project  SEARCH  states  and 
were  also  LEIU  members  helped  alleviate  the  fears  of  a  federal  system  domi- 
nating the  locals. 

Sn1uti07is 

There  are  several  solutions  to  making  a  more  permanent  lOCI  organization. 
One  of  the  solutions  is  to  allow  LEIU  to  operate,  maintain,  and  control  the  en- 
tire system.  This  has  some  distinct  advantages  in  the  sense  that  LEIU  has  an 
established  and  operating  organizational  structure.  Another  potential  solution 
is  to  establish  lOCI  in  a  manner  similar  to  the  New  England  Organized  Crime 
Infonnation  System.  This  solution,  however,  requires  legislative  action  to  allow 
local  and  interstate  agencies  to  participate. 

A  third  solution  is  to  house  lOCI  in  one  organization,  such  as  the  California 
Department  of  Justice,  and  have  that  agency  operate  the  system  for  all  the 
users.  The  major  difficulty  in  this  type  of  operation  is  to  justify  this  kind  of 
activity  in  one  particular  agency.  The  reluctance  of  local  units  of  government 
to  perform  this  kind  of  service,  even  though  reimbursed,  can  be  seen  in  the 
search  to  find  a  local  police  agency  that  would  volunteer  to  perform  the  cen- 
tral index  operation. 

Recommendations 

It  was  decided  that  lOCI  should  remain  a  separate  and  distinct  operation  to 
perform  the  suggested  services.  Management  of  lOCI  should  be  comprised  of 
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an  executive  committee  of  at  least  14  voting  members,  consisting  of  a  Lav?  En- 
forcement Intelligence  Unit  (LEIU)  executive  board,  and  an  equal  number  of 
representatives  of  lOCI  terminal  agencies.  The  bylaws  also  allow  that  LEAA 
may  be  a  non-voting  member  of  this  body.  The  rationale  for  this  recommenda- 
tion is  to  allow  LEAA  to  be  involved  in  understanding  where  their  funding 
monies  are  being  spent. 

It  is  further  recommended  that  the  lOCI  organization  have  a  sufficient 
amount  of  authority  and  responsibility  to  effectively  oversee  the  operations  of 
the  lOCI  system  and  be  able  to  establish  general  policy  and  procedure's  during 
the  development  and  maintenance  of  the  system. 

In  the  lOCI  terminal  agency  questionnaire  most  agenices  expressed  the  opin- 
ion that  existing  management  was  adequate.  It  was  also  indicated  in  the  re- 
sponse that  the  lOCI  management  should  be  a  legal  entity  capable  of  contract- 
ing, suing,  being  sued,  etc.  The  recommendation  of  the  task  force  is  that  the 
bylaws  be  accepted  by  the  operating  lOCI  management  and  modified  as  mem- 
bership needs  fit. 

Further  recommendations  made  by  the  task  force  include  the  following : 

1.  The  California  Crime  Technological  Research  Foundation  be  the  adminis- 
trative agency  receiving  the  funds  to  carry  out  the  operational  lOCI  system. 
CCTRF  performed  this  function  during  the  demonstration  and  as  such  will 
continue  its  operation  in  an  expanded  manner. 

2.  The  California  Department  of  Justice  be  asked  to  carry  out  the  role  of 
Central  Coordinating  Agency  and  as  such  he  responsible  for  the  security  of  the 
lOCI  system,  updates,  interface  between  the  computer  system  and  the  LEIU 
master  card  file,  and  the  general  conversion  of  any  data  to  be  placed  in  the 
lOCI  data  base. 

3.  The  Michigan  State  Police  perform  the  central  index  function  and  as  such 
be  prepared  to  expand  the  present  demonstration  to  a  minimum  of  125  termi- 
nals on-line,  and  be  provided  with  a  more  flexible  inquiry  and  response  system. 

4.  The  lOCI  management  be  given  the  responsibility  to  hire  its  own  staff. 

Chapter  4 

comparison  of  alternatives 

The  final  evaluation  is  comparing  alternative  systems  and  procedures  to  pro- 
vide an  interstate  organized  crime  index.  These  alternatives  will  be  discussed 
and  compared  in  terms  of  how  well  they  do  economically,  technically  and  oper- 
ationally. Initially,  comparison  will  be  made  of  several  alternative  philosophies 
to  provide  a  national  index.  Following  this  comparison,  similar  comparisions 
will  be  presented  regarding  the  components  of  lOCI :  data  base,  system  design, 
operation  of  terminal  locations,  configuration,  security  requirements,  and  pro- 
gram organization. 

OVERALL  SYSTEM 

Three  alternatives  were  identified  to  handle  the  exchange  of  organized  crime 
information  on  a  national  basis.  The  first  model  was  a  pointer  system  identify- 
ing the  subject  and  indicating  what  agencies  had  information.  The  second 
model  provides  a  more  in-depth  data  base  and  includes  a  substantial  amount 
of  investigation  data.  This  model  can  be  considered  a  dossier  file.  The  third 
model  is  an  extensive  file,  providing  information  which  can  be  analyzed  for 
patterns  and  trends,  and  linkages  between  persons,  associations,  events,  etc. 
There  are  many  degrees  of  these  models.  Quite  possibly  the  ultimate  lOCI  pys- 
tem  may  be  some  compromise  between  the  three.  j 

Economic  impact  of  the  three  models  is  evident.  The  more  limited  the  sys- 
tem, the  less  it  costs. 

Con.sequently,  the  pointer  model  (the  lOCI  demonstration)  would  be  less 
costly  than  the  dossier  model  and  significantly  less  expensive  than  the  analysis 
model. 

One  economic  comparison  can  be  made  on  the  size  file  necessary  to  store  the 
data  contained  in  the  various  models.  The  present  average  character  length  of 
an  lOCI  data  base  record  is  approximately  1200  characters  per  subject.  At  the 
present  rate  of  growth  there  will  be  a  360,000  to  3.6  million  character  per  year 
increase.  In  the  dossier  system  the  record  character  length  would  be  substan- 
tially increased,  up  to  10  fold  for  the  analytical  model.  This  storage  increase 
creates  increased  costs. 
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While  the  computer  program  to  handle  this  stored  data  may  not  increase,  a 
substantial  amount  of  the  information  in  the  dossier  and  analytical  models 
will  require  even  more  special  handling  to  exclude  portions  or  all  material  to 
selected  user  agencies  at  the  request  of  the  contributing  agency.  With  the  ad- 
vent of  including  more  sensitive  information,  more  security  procedures  would 
have  to  be  programmed  into  the  operation.  These  additional  computer  pro- 
grams would  also  increase  costs. 

The  analytical  model  requires  an  additional  increase  in  storage,  processing 
and  programming  services  to  handle  the  various  analysis  programs  and  results. 
Substantial  programming  costs  would  be  necessary  to  develop  this  model  as 
well  as  a  much  larger  computer  capable  of  providing  the  analysis  services  for 
remote  locations. 

Technical  evaluation 

Evaluating  the  three  models  on  their  technical  requirements,  general  agree- 
ment is  reached  that  the  lOCI  and  dossier  model  do  not  pose  technical  diffi- 
culties. The  programming  and  hardware  configuration  are  very  much  within 
the  existing  technology  state-of-the-art.  The  lOCI  and  dossier  models  will  not 
require  extraordinary  technical  software  to  handle  the  respective  security  re- 
quirements. The  analytical  model  poses  additional  requirements  both  in  size, 
and  complexity.  It  is  a  relatively  new  concept  in  police  circles  and  only  a 
handful  of  local  organized  crime  intelligence  units  are  beginning  to  utilize  ana- 
lytical tools.  To  provide  an  analytical  model  on  a  national  basis  at  this  time  is 
premature. 

DATA    BASE    ALTERNATIVES 

In  its  analysis,  the  task  force  agreed  that  there  were  three  general  levels  of 
interest  in  subjects  involved  in  organized  crime  investigations.  Each  level 
requires  specific  types  and  amounts  of  information.  A  specific  subject  may  be 
entered  in  any  one  of  the  stages  and  the  length  of  time  that  the  subject  stays 
can  also  be  variable.  Exhibit  4—1  illustrates  the  three  levels :  initial  contact, 
subject  of  interest  to  organized  crime  unit,  and  established  organized  crime 
subject.  The  information  requirement  for  each  one  of  these  stages  is  different. 

In  the  initial  contact  stage,  the  investigator  attempts  to  identify  the  person 
and  ascertain  if  he  is  known  to  local  police  or  if  any  other  organized  crime  unit 
has  any  information  regarding  the  subject.  Usually  the  department  doesn't  decide 
during  the  initial  contact  whether  the  person  is  of  interest  to  organized  crime. 
In  the  second  level  a  person  once  identified  comes  constantly  to  the  attention  of 
the  organized  crime  imit  in  a  more  specific  and  direct  manner.  Information  needs 
at  this  level  include  more  detailed  background  information,  local  intelli.gence 
unit  liackground  investigations,  local  intelligence  file  on  the  subject,  and  contact 
with  other  inteligence  imits  for  more  information  regarding  the  subject  of 
interest.  The  division  between  the  initial  contact  and  person  graduating  into  a 
subject  of  interest  is.  of  course,  not  a  well  defined  line. 
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There  is  a  clearer  demarcation  between  a  subject  of  interest  and  an  established 
organized  crime  subject.  In  the  latter  case  a  subject  shows  a  definite  pattern  of 
being  involved  in  organized  crime  and  shows  a  specific  role  in  this  kind  of 
activity.  The  information  requirements  in  the  third  stage  are  monitoring  and 
maintaining  up-to-date  information  regarding  movements,  new  enterprises  or 
activities,  associates,  etc.  Before  a  person  becomes  an  established  organized 
crime  subject,  there  is  usually  a  condition  of  permanency  of  being  involved  in 
organized  crime  and  being  in  the  area. 

The  number  of  subjects  involved  at  these  leaels  range  from  a  large  number  of 
initial  contacts  to  a  rather  small  number  of  established  organized  crime  subjects. 
A  number  of  these  initial  contacts  remain  just  names  with  no  further  informa- 
tion generated.  The  bulk  of  the  investigation  interest  is  aimed  at  those  persons 
who  are  of  specific  interest  to  the  local  organized  crime  investigative  unit.  These 
subjects  appear  to  be  on  the  periphery  of  organized  crime.  Many  of  the  subjects 
of  interest  are  transient  and  may  be  active  for  six  months  to  a  year  and  then 
drop  out. 

Reviewing  Exhibit  4-2,  one  sees  that  the  lOCI  data  base  inputs  only  the  third 
level  established  organized  crime  subjects.  The  task  force  viewed  the  expansion 
of  lOCi  into  the  two  additional  levels.  First  level  discussions  concerned  the 
development  of  an  inquiry  name  retention  file  whereby  every  name  inquired 
against  in  lOCI  data  base  would  be  placed  in  a  file.  With  any  subsequent  inquiry 
on  that  name  the  inquiring  agency  would  receive  a  "no  hit"  response  as  far  as 
the  data  base  was  concerned,  but  would  be  informed  the  name  had  been  previously 
inquired  against. 

Expansion  of  the  lOCI  data  base  to  include  several  level  subjects  was  reviewed 
by  the  task  force.  A  subject  of  interest  file  could  allow  agencies  to  enter  subjects 
with  limited  amounts  of  information  regarding  the  person.  The  third  level  pres- 
ently constitutes  the  lOCI  demonstration  file  and  limits  the  submission  to  subjects 
who  are  considered  by  the  local  organized  crime  units  as  established  organized 
crime  subjects. 
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Economic  evaluation 

The  file  space  required  to  store  the  various  levels  of  names  would  be  the 
prime  cost  consideration.  Doing  some  rough  estimating  the  initial  contact  (first 
level)  file  would  be  approximately  80  characters  per  inquiry.  If  the  system  was 
expanded  to  handle  150  terminals  with  inquiry  rate  of  20  to  100  subjects  per 
day,  one  can  see  the  rapid  consumption  of  computer  storage.  In  60  days  the 
file  size  could  be  as  high  as  900,000  records  containing  120  million  characters. 
In  a  year's  time  that  would  be  over  600  million  characters  in  the  file. 

In  viewing  the  size  of  the  file  for  the  subject  of  interest  file,  (second  level) 
we  assume  that  we  have  a  larger  record  length  for  each  subject.  If  each  of  the 
terminal  agencies  submitted  one  or  two  subjects  per  day,  and  if  these  were  re- 
tained for  a  year,  the  file  size  would  be  around  100  thousand  records  contain- 
ing some  27  million  characters.  The  important  cost  aspect  of  expanding  the 
data  base  is  the  length  of  time  the  subject  remains  in  file.  Unless  there  is  good 
reason  to  keep  level  one  names  for  a  longer  period,  then  the  storage  cost  dif- 
ferential would  not  be  very  great. 

Existing  software  and  hardware  can  handle  the  requirements  of  the  data 
base  identified  above. 

A  possible  technical  problem  is  coupled  with  operational  procedures  to  han- 
dle similar  names.  The  level  one  model  will  result  in  a  rather  large  list  of 
names  on  "hits."  How  this  is  handled  could  present  some  problems.  Existing 
systems  with  similar  conditions  use  the  procedure  whereby  the  inquiring 
agency  is  notified  that  there  are  more  than  five  similar  names  in  file  and  make 
it  the  option  of  the  agency  as  to  whether  they  want  a  list  of  those  names. 

From  an  operational  point  of  view,  each  alternative  has  its  advantages.  The 
advantages  of  having  the  initial  contact  inquiry  name  retention  file  allows  the 
inquiring  agency  to  know  someone  else  is  interested  in  that  particular  name. 
This  can  provide  an  additional  investigative  lead.  The  inherent  difficulty  would 
be  the  lack  of  identifiable  characteristics  to  aid  the  investigator  to  determine 
whether  the  names  are  of  the  same  subject.  With  common  names  this  could 
create  quite  a  problem. 

The  second  level  file  has  the  operational  advantage  of  allowing  state  and 
local  organized  crime  intelligence  units  to  enter  more  subjects.  The  second 
level  file  would  assure  sufficient  identifiers  to  make  almost  positive  "hits"  with- 
out a  long  list  of  names.  An  operational  problem  associated  with  the  second 
level  model  revolves  around  the  fact  that  the  majority  of  these  names  would 
be  persons  who  are  of  interest  only  to  local  agencies  and  would  not  have  much 
meaning  outside  of  that  particular  locale.  Also,  the  information  contained  in 
the  file  would  not  be  necessarily  supported  by  public  record  type  information. 
An  additional  problem  that  develops  in  levels  one  and  two  files  is  moving  a 
subject  from  one  level  to  the  next.  This  is  a  matter  of  extra  effort  on  the  part 
of  a  local  intelligence  unit  and  should  remain  their  responsibility  rather  than 
the  lOCI  system's.  To  assure  current  status,  the  organized  crime  task  force  be- 
lieves more  liberal  interpretation  of  the  existing  lOCI  data  base  selection  cri- 
teria will  allow  local  agencies  to  submit  names  and  files  of  persons  who  fall 
under  the  category  of  subjects  of  interest  but  will  still  allow  a  review  by  lOCI 
management. 

SYSTEMS  DESIGN  ALTERNATIVES 

The  task  force  viewed  various  alternatives  on  how  to  provide  the  central 
index  services  to  the  organized  crime  intelligence  community.  The  lOCI  system 
and  the  LEIU  master  card  file  represent  two  alternatives.  Another  system  dis- 
cussed was  the  micrometric  system  (a  retrieval  of  images  via  microfilm,  video, 
or  other  means). 

The  LEIU  master  card  file  gathers  data  from  contributing  agencies,  stores  it 
in  a  clearinghouse,  and  forwards  photo-reduced  sets  of  the  cards  to  member 
agencies.  Additions,  deletions,  and  updating  follow  the  same  procedure  as  the 
original  submission  of  subjects. 

The  micrometrics  design  would  use  microfilm  computer  printouts  which 
would  be  routinely  mailed  to  all  members  who  have  appropriate  microfiche 
readers.  Local  agencies  would  conduct  name  searches  against  their  own  micro- 
fiche computer  printouts. 

Economic  evaluation 

The  manual  card  file  system  is  the  least  expensive  method  to  provide  a  na- 
tional pointer  index.  The  LEIU  master  name  file  presently  operates  almost  ex- 
clusively on  volunteer  support. 
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The  on-line  teleprocessing  model  (lOCI  demonstration  system)  is  the  most 
expensive  design.  However,  it  provides  the  capacity  for  on-line  entry,  updates, 
and  deletions,  and  thereby  assures  an  immediate  update  file.  The  present  ter- 
minal configuration  (CRTs  and  printers)  is  more  expensive  than  a  configura- 
tion reciuiring  hardcopy  only  printers.  The  cost  savings  is  not  only  in  the  ter- 
minal device  itself,  hut  in  the  types  of  telephone  communication  lines  between 
computer  and  terminal.  An  additional  cost  factor  is  the  number  of  terminals 
placed  on  a  single  communicatiim  network.  The  number  of  terminals  that  can 
be  placed  cm  a  single  communication  network  is  determined  by  iisage,  terminal 
location,  and  other  factors.  Presently,  lOCI  is  operating  at  as  low  as  three  to 
five  terminals  per  communication  network.  The  technical  subcommittee,  in 
viewing  the  present  and  projected  iisage  of  terminals,  believes  that  12  termi- 
nals could  be  adequately  handled  by  one  communication  network.  The  task 
force  has  not  given  a  final  determination  on  what  type  of  terminal  device 
would  be  most  appropriate.  The  earlier  discussion  on  the  merits  of  CRT  and 
hardcopy  versus  hardcopy  only  terminals  has  not  been  fully  evaluated.  It  is 
suggested  that  further  evaluation  be  made.  Large  user  agencies  could  be  given 
a  CRT  and  others  a  hardcopy  because  of  their  minimum  use  of  the  system. 

In  viewing  the  type  of  computer  to  handle  the  lOCI  data  base  and  communi- 
cation devices  the  technical  committee  decided  there  was  an  insignificant  dif- 
ference in  cost  between  various  available  teleprocessing  computers.  The  differ- 
ence was  whether  the  system  would  be  integrated  with  an  ongoing  law 
enforcement  computer  system  or  would  be  a  stand-alone  system  dedicated  to 
lOCI.  Some  disadvantages  of  establishing  a  separate  lOCI  operation  are :  the 
lack  of  readily  available  technical  personnel,  the  lack  of  back-up  facilities  and 
equipment  to  support  lOCI  operations  if  necessary,  and  the  increased  cost,  be- 
cause the  cost  cannot  be  prorated  to  other  law  enforcement  applications  and 
staff  cannot  be  optimumly  utilized.  An  existing  computer  operation  can  spread 
out  the  cost  of  upgrading,  improving,  and  operating  a  subsystem,  but  a  dedi- 
cated system  must  bear  all  the  cost.  The  technical  committee  decided  it  was 
just  not  practical  at  this  time  to  establish  a  separate  lOCI  computer  center. 
After  some  experience  a  better  understanding  of  the  operational  usage  and  po- 
tential usage  can  be  determined  and  a  re-evaluation  made  on  the  feasibility  to 
establish  a  dedicated  lOCI  computer  center. 

Mirrometrioi.  The  technical  subcommittee  viewed  briefly  the  possibility  of 
utilizing  a  micrometric  system  whereby  the  computer  would  generate  micro- 
fiche images  which  would  be  placed  on  a  card  and  forwarded  to  each  user 
agency.  This  system  cost  was  similar  to  the  on-line  computer  system  due  to 
the  requirement  to  provide  the  same  amount  of  flexibility  as  is  presently  being 
performed  or  suggested  for  improving  the  lOCI  system.  This  means  that  a 
complete  printout  of  the  data  base  must  be  accomplished  frequently.  The  cost 
of  producing  this  computer  printout  and  the  associated  reduction  into  micro- 
fiche and  the  production  of  duplicate  microfiche  to  service  the  organized  crime 
intelligence  community  causes  the  cost  to  be  very  close  to  that  of  the  on-line 
computer  system.  The  advantages  are  that  the  computer  generates  this  micro- 
fiche in  a  batched  process  mode,  reducing  computer  costs,  and  that  microfiche 
can  be  prepared  for  a  much  larger  distribution.  However,  the  micrometric  sys- 
tem would  not  allow  for  exchange  of  administrative  messages. 

Technical  evaluation 

There  appears  to  be  little  difficulty  in  accomplishing  either  of  the  three  gen- 
eralized approaches  identified  above.  The  manual  and  the  on-line  system  have 
been  tested  and  have  been  found  technically  capable  of  being  performed.  The 
technical  complexity  of  an  on-line  information  system  is  greater  than  that  of  a 
manual  system.  The  third  alternative  discussed,  that  of  a  micrometrics  model, 
provides  an  additional  requirement  which  is  not  readily  available  to  existing 
law  enforcement  computer  systems.  To  date  there  is  no  state  computer  system 
which  utilizes  a  ma^'or  microfilming  subsystem.  The  technical  .subcommittee, 
when  viewing  micrometrics,  also  considered  the  use  of  a  service  agency  (a  pri- 
vate company  that  sjieciaMzes  in  providing  this  service  to  customers).  The  sub- 
committee agreed  that  using  a  service  bureau  would  greatly  reduce  security. 
However,  efficient  safeguards  could  be  employed  to  minimize  the  potential  for 
information  compromise. 

Operational  evaluation 

Operationally,  the  manual  system  has  the  disadvantages  of  being  difficult  to 
maintain  and  difficult  to  add  information  to.  The  system  requires  a  .substantial 
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amount  of  mail  flow,  which  is  subject  to  loss,  damage,  pilfering,  etc.  In  addi- 
tion, the  manual  system  requires  each  user  agency  to  maintain  an  index  for 
the  crossfiling  of  names  and  associates.  Updates  and  changes  require  searching 
of  tiles  and  making  the  appropriate  additions.  Cards  become  misfiled  and  una- 
vailable to  the  next  person  who  makes  an  inquiry.  The  local  agency  must  con- 
tact other  agencies  via  phone  or  correspondence  which  is  expensive  also.  The 
on-line  computer  system's  administrative  message  capabilities  allow  for  quicker 
communications. 

The  manual  system  allows  searches  of  the  file  to  be  completed  by  any  person 
with  no  one  else  being  aware  of  the  search.  This  is  both  an  advantage  and  a 
disadvantage.  The  manual  system  produces  some  more  difficult  security  prob- 
lems since  every  agency  maintains  its  own  security  over  the  cards  it  has  in 
the  file.  The  on-line  terminal  as  it  is  presently  operating  has  more  security  re- 
(luireinents  since  the  operator  must  pass  security  prior  to  receiving  informa- 
tion. In  addition,  the  on-line  system  provides  transaction  logs  which  assist  in 
auditing  responses. 

lOCI's  operating  disadvantages  rest  with  the  limited  number  of  agencies 
tliat  can  benefit  from  being  directly  on-line  to  the  lOCI  data  base.  The  ta.sk 
force  believes  between  100  and  150  terminals  will  adequately  cover  the  major 
users  of  the  lOCI  system.  As  discussed  earlier  lOCI  doesn't  have  the  ability  to 
retain  types  of  information  such  as  mug  shots  and  fingerprints. 

The  advantages  of  lOCI  include  the  capacity  to  immediately  update  the  file. 
This  can  conceivably  create  more  interest  in  using  and  maintaining  an  up-to- 
date  file.  Having  administrative  messages  in  the  on-line  system  is  an  added 
bonus  and  allows  for  more  exchanges  of  information  between  organized  crime 
intelligence  agencies. 

The  micrometric  system  has  the  disadvantage  inherent  in  the  manual  system 
whereliy  a  substantial  amount  of  forwarding  information  by  mail  is  necessary 
and  there  is  no  ability  to  send  administrative  messages.  The  distinct  advan- 
tage over  the  manual  system  is  that  there  is  no  need  for  local  agencies  to 
maintain  three  by  five  cards  of  all  associates  since  this  data  is  automatically 
stored  and  retrieved  by  the  computer  and  can  be  placed  on  microfiche.  The  mi- 
crometric system  has  the  advantage  of  allowing  inquiries  into  the  file  without 
anyone  being  aware  of  the  type  of  inquiry  or  search  that  local  agencies  are 
performing.  On  the  other  hand,  agencies  are  not  notified  when  there  is  a  hit 
on  a  person  they  have  contril)uted.  A  major  disadvantage  of  the  micrometric 
system  is  the  wait  for  updates.  AVith  the  manual  system,  if  an  update  is  not 
performed  inunediately,  there  seems  to  be  a  reluctance  on  the  part  of  investi- 
gators to  update  the  file. 

TERMINAL  LOCATION  AND  CONFIGURATION 

Various  terminal  configurations  are  available  for  an  on-line  system.  Two  al- 
ternative types  present  themselves :  either  the  combination  of  CRT  and  hard- 
copy  printer  or  hardcopy  printer  only. 

An  unlimited  number  of  terminals  is  not  a  true  option  in  the  sense  that 
some  discretion  has  to  be  directed  toward  identifying  who  should  receive  ter- 
minals. "Unlimited"  should  apply  to  any  agency  having  a  formal  organized 
crime  unit  or  person  responsible  for  this  activity  and  thus  would  receive  a  ter- 
minal. Another  alternative  is  to  limit  the  assignment  of  terminals  to  those  lo- 
cations meeting  specific  criteria. 

Economic  eimluation 

The  CRT  and  printer  combination  is  slightly  more  expensive  than  the  hard- 
copy  only  terminal.  If  the  lOCI  operating  system  uses  the  combination  CRT 
and  hardcopy  there  is  an  additional  cost  consideration  for  conditioning  the 
communication  lines  to  accept  these  terminals,  whereas  the  Teletype  Model  28 
(hardcopy  only)  uses  less  expensive  communication  lines  because  they  have  a 
slower  speed. 

The  cost  consideration  between  unlimited  and  limited  number  of  terminal  lo- 
cations is  predicated  on  the  numl)er  of  terminals  and  where  they  will  be  lo- 
cated. The  minimum  number  of  terminals  to  make  an  equitable  distribution 
across  the  country  would  be  approximately  100  to  150  terminals.  An  estimate 
for  an  unlimited  policy  would  run  some  200  to  250  terminal  locations  which 
would  include  a  terminal  in  each  state,  all  cities  over  100,000  population,  and 
county  police  and  sheriff's  police  of  similar  size  jurisdictions  having  organized 
crime  investigative  responsibilities.   An  additional   consideration   would   be   to 
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give  every  LEIU  member  a  terminal.  The  cost  for  the  unlimited  policy  would 
be  double  the  limited  distribution  policy. 

Technical  evaluation 

The  CRT/printer  combination  created  some  technical  difficulties  which  were 
identified  during  the  demonstration.  Requiring  2400  baud  lines  we  find  diffi- 
culty with  noise  on  the  line  and  disruption  of  transmissions.  The  sensitivity  of 
the  machine  causes  more  instances  of  system  downtime. 

The  number  of  terminal  locations  does  not  pose  technical  difficulty.  Pres- 
ently, the  Michigan  State  Police  operate  more  than  240  terminals  on  its  LEIN 
system  (Law  Enforcement  Information  System).  However,  an  unlimited  sys- 
tem must  take  into  account  how  the  communication  networks  will  be  laid  out 
and  what  cities  will  be  assigned  to  each  net. 

Operational  evaluation 

Already  some  discussion  in  this  report  was  aimed  at  the  operational  advan- 
tages of  the  CRT/printer  combination  as  compared  to  the  hardcopy  only  con- 
figuration. An  advantage  of  the  CRT  is  the  capability  of  making  corrections  in 
inquiry,  messages,  and  administrative  message  formats.  Making  corrections  on 
a  hardcopy  machine  is  a  bit  more  difficult  and  as  a  consequence  can  cause  re- 
sponse delays.  Nevertheless,  this  is  not  considered  a  major  objection  to  the 
hardcopy  only  system.  The  operational  disadvantages  of  the  hardcopy  only  are 
in  the  area  of  security  and  speed.  More  information  will  be  gained  during  the 
limited  evaluation  period  scheduled  in  the  near  future. 

Terminal  agencies  indicated  the  hours  of  operation  are  usually  limited  to  the 
normal  business  hours  of  8  to  5.  Operating  lOCI  on  a  12-hour  day  the  central 
index  could  handle  the  time  differential  between  the  east  and  west  coast  of  the 
United  States. 

In  viewing  the  operational  evaluation  of  the  limited  versus  non-limited  ter- 
minal location  alternatives  there  are  some  distinct  advantages  to  having  more 
terminals.  The  disadvantage  is  that  a  number  of  the  smaller  agencies,  and  for 
that  matter  some  of  the  larger  agencies,  would  not  utilize  the  system  to  a  suf- 
ficient degree,  thereby  causing  a  problem  of  operator  training,  errors,  and  pos- 
sible misuse  of  the  system.  It  was  observed  during  the  demonstration  that 
those  agencies  that  utilized  the  computer  terminal  more  frequently  had  le.ss 
difficulty  in  operations.  The  addition  of  terminals  would  also  create  more  re- 
sponsibility for  the  zone  chairman.  Central  Coordinating  Agency,  and  lOCI 
staff  to  monitor,  train,  and  inspect  terminal  locations. 

SECURITY    REQUIREMENTS 

The  task  force  gave  substantial  attention  to  the  security  requirements  for  an 
operational  lOCI  system.  There  are  three  levels  of  security  requirements:  (1) 
no  security  requirements,  (2)  security  as  presently  practiced  under  existing 
LEIU  policy,  and  (3)  security  requirements  as  viewed  by  the  task  force  dur- 
ing the  demonstration.  The  description  of  no  security  is  self  evident  and  indi- 
cates that  the  lOCI  data  base  would  be  available  to  any  law  enforcement 
agency. 

While  LEIU  does  not  have  specific  security  and  privacy  procedures  it  does 
have  the  requirement  tliat  an  agency  must  be  an  LEIU  member  before  receiv- 
ing information  from  the  data  base  (the  LEIU  master  cards).  LEIU  places  the 
responsibility  for  the  discretion  to  pass  on  information  with  its  members  on  a 
need-to-know  basis.  The  critical  factor  involved  in  this  policy  is  that  LEIU 
members  are  responsible  for  passing  on  information.  The  third  alternative  ex- 
pands the  LEIU  criteria  with  several  additional  constraints. 

Economic  evaluation 

The  cost  differential  between  the  three  systems  is  difficult  to  ascertain.  If 
the  security  measures  implemented  during  the  lOCI  demonstration  are  placed 
on  an  existing  operational  computer  system,  it  would  require  a  separate  file  in 
the  central  index  to  house  the  operator  security  questions  and  responses.  Each 
additional  terminal  will  require  additional  security  file  storage,  and  support 
from  the  Central  Coordinating  Agency  for  training  and  inspection. 

The  task  force  gave  initial  consideration  to  the  installation  of  scrambling  de- 
vices to  secure  against  the  tapping  of  messages.  Further  review  of  security  de- 
vices may  be  necessary. 
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The  cost  of  these  scrambling  devices  is  equivalent  to  approximately  one-third 
to  one-half  the  price  of  a  terminal.  More  sophisticated  devices  are  available 
but  they  do  not  seem  necessary  for  the  lOCI  operating  system  planned. 

Technical  evaluation 

As  described  earlier  in  the  report,  the  committee  looked  into  various  meth- 
ods of  securing  the  lOCI  demonstration  system.  The  different  types  of  security 
devices  available  on  the  market  can  provide  a  secure  on-line  system.  The  dem- 
onstration indicated  a  combination  of  software  and  hardware  security  proce- 
dures was  effective. 

Operational  evaluation 

From  an  operational  standpoint  having  no  security  would  defeat  the  entire 
purpose  of  an  organized  crime  intelligence  file.  It  has  been  the  experience  of 
LEIU  that  adequate  review  and  screening  must  take  place  to  assure  integrity 
of  the  persons  who  have  access  to  intelligence  information.  There  must  be  con- 
trol ony  persons  who  are  part  of  the  system. 

The  security  requirements  directed  at  information  qualifications  in  the  lOCI 
demonstration  have  distinct  advantages.  Agencies  are  fully  knowledgeable 
about  what  is  accepted  in  the  data  base.  Similarly,  the  dissemination  of  infor- 
mation is  explicitly  stated.  The  same  flexibility  exists  as  under  LEIU.  The 
most  difficult  security  problem  is  identification  of  agencies  to  receive  terminals. 
Someone  or  some  agency  must  perform  or  have  available  an  evaluation  of  spe- 
cific police  agencies.  This  evaluation  is  sensitive  and  hard  to  articulate  without 
defining  a  long  list  of  specifies  and  having  an  unaccepted  agency  challenging 
each  specific.  Since  LEIU  members  have  gone  through  the  screening  procedure 
(having  a  sponsoring  agency  vouch  for  them)  a  terminal  agency  should  be  re- 
quired to  have  LEIU  membership. 

Present  lOCI  security  operations  were  challenged  by  several  terminal  agen- 
cies as  being  detrimental  to  smooth  operations.  The  difficulty  of  remembering 
the  precise  answers  to  specific  security  questions  caused  concern.  Since  almost 
all  terminals  reported  a  reduction  in  the  amount  of  errors  for  security  viola- 
tions, training,  experience,  familiarity  with  the  security  requirements  and 
usage  will  overcome  many  diflSculties  associated  with  security  requirements. 

ORGANIZATION  OF  lOCI 

Various  organizational  models  were  considered  by  the  task  force.  The  lOCI 
demonstration  used  the  organization  and  operating  procedures  of  LEIU  and 
Project  SEARCH.  Among  the  alternatives  is  the  concept  of  establishing  a  sep- 
arate lOCI  operation,  that  is.  an  operation  separate  from  LEIU  or  any  other 
agency.  This  separate  organization  could  be  organized  similar  to  NEOCIS,  New 
England  Organized  Crime  Information  System.  Its  organizational  structure  is 
founded  in  interstate  compacts  between  the  New  England  states.  Another  alter- 
native is  to  have  the  organized  crime  index  run  by  a  single  agency  or  a  fed- 
eral agency. 

Economic  evaluation 

The  cost  for  either  LEIU  or  a  separate  lOCI  operation  would  be  fairly  simi- 
lar. The  only  difference  between  the  alternatives  would  be  placing  lOCI  as  a 
function  of  a  single,  established  agency.  In  this  manner,  some  of  the  cost  for 
operating  lOCI  and  supervising  its  operation  could  be  borne  by  the  overhead 
expense  already  provided  by  the  specific  agency.  As  stated  earlier,  the  cost  to 
establish  and  operate  an  interstate  organized  crime  index  not  relying  on  exist- 
ing law  enforcement  computer  operation  is  costly.  The  compromise  of  having 
lOCI  controlled  under  the  auspices  of  LEIU  but  operating  from  an  existing 
law  enforcement  computer  agency  combines  the  advantages  of  operating  within 
an  existing  agency  and  yet  having  the  freedom  of  not  being  controlled  or  in- 
fluenced by  a  single  local,  state,  or  federal  agency. 

Technical  evaluation 

There  is  little  difference  from  the  technical  aspects  between  the  three  alter- 
natives listed  above.  Most  of  the  variations  have  been  discussed. 

Operational  evaluation 

The  Organized  Crime  Task  Force  was  somewhat  biased  in  establishing  and 
evaluating  the  lOCI  management.  The  influence  of  LEIU  membership  directed 
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interest  toward  an  information  system  assisting  only  local  and  state  organized 
crime  intelligence  units  steering  clear  of  any  federal  involvement.  Operation- 
ally, the  existing  LEIU  organization  provides  a  foundation  to  the  existing 
lOCI  system  and  provides  a  necessary  level  of  integrity  and  acceptance.  The 
LEIU  organization  has  been  in  existence  since  1956  and  has  been  able  to  sup- 
port itself,  control  its  operation,  and  achieve  its  goal  to  promote  the  exchange 
of  confidential  information,  operate  a  central  clearinghouse  for  this  informa- 
tion, and  to  provide  for  information  to  be  disseminated  to  members.  The  task 
force  lielieves  this  experience  and  organizational  framework  is  necessary  for 
an  lOCI  operating  system. 

Obtaining  agreements  for  interstate  compacts  to  support  lOCI  could  accom- 
plish the  same  purpose.  However,  it  would  take  a  substantial  amount  of  politi- 
cal activity  to  achieve  the  desired  results. 

Having  lOCI  be  part  of  an  existing  local,  state,  or  federal  agency  is  not  op- 
erationally suitable  due  to  differing  philosophies.  Particularly,  federal  agencies 
have  limited  exchange  of  organized  crime  information  on  a  case-by-case  and 
need-to-know  basis  rather  than  establishment  of  a  central  file. 

Appendix  A 

DEFINITION  OF  CRIMINAL  ACTIVITIES  USED  IN  lOCI  DATA  BASE  SELECTION 

CRITERIA 

CRITERIA  FOR  INCLUSION  OF  SUBJECTS  IN  THE  CENTRAL  INDEX 

The  Project  SEARCH  Organized  Crime  Task  Force  approved  the  policy  that 
contributing  agencies  will  make  their  own  determination  as  to  organized  crime 
subjects  to  be  included  in  lOCI.  Agencies  will  use  the  following  criteria  as 
guidelines  in  making  this  determination : 

Persons  who  are  identified  as  being  involved  in  organized  crime,  intrastate, 
or  international ;  with  other  organized  crime  primary  subjects,  or  organized 
crime  associates ;  and  who  may  be  involved  in  one  or  more  of  the  following 
criminal  activities. 

1.  Major  Narcotics  Trafficldng — Large  scale  illegal  manufacturing,  importa- 
tion, or  wholesale  distribution  of  narcotics. 

2.  GamUinp — Participant  in  a  network  of  illegal  gambling  operations;  in- 
cludes horse  races,  lotteries,  athletic  contests,  large  dice  games  and  casinos. 

3.  Loan  Sharkinfj — Regular  practice  of  lending  money  at  higher  rates  than 
the  legally  prescribed  limit,  often  accompanied  by  use  of  force  or  threat  of 
force  to  collect  loans  and  prevent  protest  or  detection. 

4.  Labor  Racketeering — Systematic  practice  of  imposing  the  collection,  for  fic- 
titious unions,  of  "dues"  from  employers  or  of  cooperating  with  employers  in 
creating  "sweetheart  contracts"  which  defeat  the  purposes  of  collective  bar- 
gaining: imposing  settlements  on  labor;  extorting  funds  by  threatening  labor 
disruption  or  by  requiring  the  employment  of  individuals  as  paper  labor  con- 
sultants or  employees :  and  diverting  funds  from  union  pension  or  welfare  sys- 
tems to  organized  crime  related  businesses. 

5.  Criminal  Receiving — Process  of  systematically  distributing,  transporting, 
or  receiving  stolen  goods  ;  not  limited  to  fencing  operations. 

6.  Brihing  and  Corrupting  of  Public  Officials — Use  of  bribes  and  political 
contri])utions  to  systematically  nullify  the  enforcement  of  existing  laws  or  to 
influence  political  activities  which  affect  organized  crime  operations ;  public  of- 
ficials includes  law  enforcement  officials,  prosecutors,  legislators,  judges,  regu- 
latory agency  officials,  mayors,  and  councilmen  etc. 

7.  Security  and  Fravds — To  engage  during  the  conduct  of  business  activities 
related  to  organized  crime  syndicates  in  widespread  public  distribution  or  sale 
of  stolen  or  counterfeit  stocks,  bonds,  securities,  and  money ;  insurance  frauds, 
illegal  diversion  of  assets  of  insurance  companies,  embezzlement  of  large  sums 
of  money,  and  fraudulent  bankruptcies. 

8.  Enforcing — Use  or  threat  of  violence,  force,  or  physical  destruction  as 
part  of  the  technique  for  carrying  out  any  of  the  criminal  activities  in  this 
index  or  preventing  detection  or  conviction. 

9.  Extorting — Use  or  threat  of  violence,  force,  or  physical  destruction 
against  legitimate  business  enterprises ;  objects  include  obtaining  an  ownership 
share  of  the  business,  cash  payments,  or  forcing  purchase  of  unnecessary 
equipment  or  services. 
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10.  Organized  Prostitution — Maintenance  of  large  scale  network  of  prostitu- 
tion services. 

11.  Hijacking — Process  of  systematically  robbing  the  conveyors  of  legal  or  il- 
legal goods. 

12.  Arson — Regular  participation  in  arson  activities  either  for  hire  or  as  one 
of  the  techniques  of  enforcing  or  extortion. 

13.  Liquor  Violators — Participation  in  a  significant  volume  of  illegal  liquor 
traffic ;  includes  distilleries,  transport  and  storing  of  alcohol,  sale,  and  tax 
fraud  associated  with  these  activities. 

14.  Other — Associations  with  organized  crime  principals  and  associates. 

Appendix  B 
data  elements  in  each  loci  data  base  record 

lOCI  DATA  ELEMENTS 

Name,  sex,  race,  date  of  birth,  place  of  birth,  height,  weight,  skin  tone,  hair 
color,  visible  marks,  scars,  tattoos,  fingerprint  classification,  associates,  crime 
oriented,  associates,  noncrime — family  or  relative,  associates,  noncrime — busi- 
ness, associates,  noncrime- — community,  corporate  holdings,  comments,  originating 
agency  I.D.,  date  submitted,  date  last  update,  date  of  information,  additional 
information  holding  agency,  system  number,  alias  names,  nick  names,  residence 
address,  business  address,  occupations,  criminal  activity  code,  FBI  number, 
local  I.D.  number.  State  I.D.  number,  social  security  number,  and  operator  li- 
cense number. 

Appendix  C 

lOCI  CODE  OF  ETHICS 

The  Interstate  Organized  Crime  Index  Code  of  Ethics 

ARTICLE  I.   limitations   OF  THE  INDEX 

Section  1.  Limited  Area  of  Government.  User  agencies  shall  limit  the  area  of 
concern  to  organized  crime  information  as  a  matter  of  government  responsibil- 
ity. 

Section  2.  Limited  Category  of  Users.  Direct  access  to  the  index  shall  be 
limited  to  terminal  agencies.  They  shall  assume  responsibility  for  the  use  of 
the  data  for  law  enforcement  intelligence  purposes  by  lOCI  participants.  Defi- 
nite rules  governing  access,  use  and  penalties  for  improper  use  shall  be  formu- 
lated and  open  to  the  public. 

All  law  enforcement  use  of  the  index  must  be  through  a  terminal  agency  in 
accordance  with  established  policy  and  procedures.  Terminal  agencies  shall  re- 
quire that  other  users  provide  and  maintain  security  and  privacy  procedures 
consistent  with  lOCI  standards  as  a  necessary  condition  for  access  to  index  in- 
formation. 

Section  3.  Limited  Function  of  Index.  The  user  agencies  shall  limit  the  role 
of  the  index  to  a  directory  role  rather  than  a  registry  function. 

Section  4.  Limited  Information.  The  index  shall  record  only  public  record  in- 
formation on  persons  who  are  directly  involved  or  associated  with  organized 
crime  activities.  All  unverified  information,  such  as  informant-supplied  data  or 
investigative  lead  data,  shall  be  excluded. 

ARTICLE  II.  INTEGRITY  OF  INFORMATION 

Section  1.  Assurance  of  Individual  Privacy.  The  user  agencies  shall  make  a 
continuous  effort  to  refine  every  step  of  the  lOCI  system  to  assure  that  the 
most  sophisticated  measures  are  employed  and  the  most  perceptive  judgments 
are  made  in  the  development  and  operation  of  lOCI  to  assure  the  protection  of 
individual  privacy. 

Section  2.  Collection  and  Maintenance  of  Data.  The  user  agencies  shall  make 
a  continuous  effort  to  insure  the  completeness,  accuracy  and  veracity  of  the  in- 
formation in  lOCI.  Continuous  auditing  of  the  index  shall  be  undertaken  to  in- 
sure its  reliability. 

Section  3.  Purging.  Criteria  shall  be  established  for  the  continuous  re-evalua- 
tion of  the  data  contained  in  the  index,  including  measures  for  purging  the 


554 

records  of  organized  crime  subjects  when  additional  information  indicates  the 
subject  is  no  longer  involved  in  such  activity. 

Section  4.  Security.  The  user  agencies  shall  insure  that  sensitive  data  is  pro- 
vided maximum  security  and  that  all  data  is  given  appropriate  protection. 
Data  shall  be  disseminated  to  state  and  local  governmental  agencies  involved 
in  identification,  investigation,  or  prosecution  of  organized  crime  subjects  on  a 
restricted  basis.  The  user  agencies  shall  employ  advanced  computer,  legal, 
physical,  communication,  information,  and  personnel  methods  to  provide  for 
the  security  of  lOCI. 

ARTICLE  in.  CONTROL  ASPECTS 

Section  1.  Organizational  Direction.  Policies  and  procedures  concerning 
lOCI's  privacy  and  security  shall  be  under  the  control  of  lOCI  management. 

Section  2.  Violation/^.  lOCI  management  shall  review  and  take  appropriate 
action  in  any  case  of  policy  violation  or  misuse  of  data. 

Section  3.  Accei^s  to  Index.  Terminal  agencies  shall  be  responsible  for  main- 
taining terminal  security.  Control  of  access  to  terminals  shall  be  exercised  by 
the  terminal  agencies  in  accordance  with  established  policy  and  procedures. 

Section  4.  Training  and  Education.  A  continuous  program  of  training  shall 
be  undertaken  to  insure  that  all  users  know  and  comply  with  system  require- 
ments. 

Appendix  D 

legal  interpretation  of  "public  record  information"  required  in  law 
enforcement  assistance  administration  special  condition 

Office  of  District  Attorney, 

Orange  County, 
Santa  Ana,  Calif.,  November  19,  1911. 
Kai  R.  Marten  sen, 
Profe.<isional  Staff, 
PSI,  Public  Systems,  Inc., 
Sunnyvale,  Calif. 

Dear  Mr.  Martensen  :  At  the  SEARCH  Organized  Crime  Task  Force  meet- 
ing of  November  9  and  10-  1971,  concern  was  expressed  with  the  interpreta- 
tion to  be  given  the  term  "Public  Record  Information"  as  that  term  is  used  in 
the  special  condition  placed  on  the  LEAA  grant.  This  special  condition  pro- 
vides :  "Due  to  legal  considerations  relating  to  the  data  in  this  type  of  system, 
funding  of  this  project  is  based  upon  the  contingency  that  only  public  record 
information  type  of  data  will  be  included  in  the  design  of  the  system.  If  cir- 
cumstances and  developmental  efforts  indicate  that  other  types  of  data  would 
benefit  the  users  of  the  system,  LEAA  approval  must  be  obtained  prior  to 
LEAA's  continued  support  of  the  project."  Initially,  it  should  be  emphasized 
that  this  does  not  affect  the  determination  as  to  who  should  be  placed  in  file, 
but  only  what  information  pertaining  to  the  individual  should  be  placed  in  file. 
The  term  "Public  Record  Information"  is  susceptible  of  many  interpretations. 
The  Committee  on  Security  and  Privacy  of  Project  SEARCH  has  defined  the 
term  as  "data  recorded  by  public  oflScers,  in  consequence  of  public  duties,  at 
the  conclusion  of  relatively  formal  and  often  public  proceedings."  This  defini- 
tion is  replete  with  ambiguity ;  however,  the  committee  has  attempted  to  fur- 
ther restrict  the  definition  to  include  only  the  results  of  each  formal  stage  of 
the  criminal  justice  process.  Examples  are : 

"(1)  The  fact,  date  and  arrest  charges;  whether  the  individual  was  subse- 
quently released  and,  if  so,  by  what  authority  and  upon  what  terms ; 

"(2)   The  fact,  date  and  results  of  any  pre-trial  proceedings. 

"(3)  The  fact,  date  and  results  of  any  trial  or  proceeding;  any  sentence  or 
penalty. 

"(4)  The  fact,  date  and  results  of  any  direct  or  collateral  review  of  that 
trial  or  proceeding ;  the  period  and  place  of  any  confinement. 

"(5)   The  fact,  date  and  results  of  any  release  proceedings. 

"(6)   The  fact,  date  and  authority  of  any  act  of  pardon  or  clemency. 

"(7)  The  fact  and  date  of  any  formal  termination  to  the  criminal  justice 
process  as  to  that  charge  or  conviction." 

Essentially,  these  are  matters  of  public  record.  The  term  as  used  by  the 
committee  specifically  excludes  unverified  data,  such  as  that  emanating  from 
intelligence  sources.  The  expressed  intent  is  to  avoid  the  use  of  data  resulting 
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from  tips,  rumors,  or  second-hand  allegations  that  have  not  been  formally  sub- 
stantiated or  derived  from  official  criminal  justice  proceedings. 

The  criminal  history  maintained  at  the  state  level  pursuant  to  Project 
SEARCH  will  thus  include  the  results  of  the  formal  stages  of  the  criminal 
justice  process,  as  well  as  physical  and  other  identifying  data. 

With  this  background,  it  would  appear  that  the  definition  adopted  by  Project 
SEARCH  has  been  solidified  in  the  minds  of  those  using  the  term  "Public  Rec- 
ord Information"  and  the  same  definition  should  be  adopted  by  the  Organized 
Crime  Task  Force.  It  should  be  remembered  that  the  special  condition  on  the 
grant  implies  that  if  circumstances  and  developmental  efforts  indicate  that 
other  types  of  data  would  benefit  the  users  of  the  system,  LEAA  approval 
could  be  obtained.  It  is  felt  that  the  wiser  course  would  be  to  seek  such  ap- 
proval in  the  event  it  is  necessary  rather  than  pervert  the  now  accepted  mean- 
ing of  the  term  "Public  Record  Information." 

The  Organized  Crime  Task  Force  suggested  32  descriptors  that  should  be  in- 
cluded in  the  computerized  data.  Applying  the  above  analysis  of  the  term 
"Public  Record  Information"  to  the  32  descriptors,  it  is  apparent  that  most,  if 
not  all,  of  the  descriptors  may  properly  be  included  in  the  computerized  data. 
With  respect  to  Item  No.  17,  Corporate  Holdings,  it  is  suggested  that  such  in- 
formation be  limited  to  that  which  can  be  derived  from  Articles  of  Incorpora- 
tion, Fictitious  Names  Certificates,  business  licenses  and  similar  documents 
which  are  on  file  with  state  or  local  public  agencies.  With  respect  to  Item  Nos. 
27  and  28,  it  is  suggested  that  such  information  be  derived  solely  from  arrest 
and/or  judicial  records.  Item  No.  24  should  likewise  be  derived  from  arrest 
and/or  judicial  records.  Items  Nos.  25  and  26  should  be  consolidated  into  one 
item  entitled  "Associates-Non  Criminal"  with  three  sub-categories:  (A)  Family 
and  Relatives;  (B)  Business;  and  (C)  Community.  These  latter  associations 
should  be  documented  by  the  records  of  public  officers  in  consequence  of  public 
duties.  Sub-category  (A)  could  be  easily  documented,  with  documentation  of 
(B)  and  (C)  dependent  on  those  same  sources  as  used  for  Descriptor  No.  17. 

i  have  researched  the  potential  liability  for  including  family,  relatives,  busi- 
ness associates,  and  community  associates  in  the  computerized  data  when  this 
information  is  derived  from  public  record  sources.  It  is  my  conclusion  that  in 
the  absence  of  malice  the  potential  liability  is  so  minimal  that  it  should  not 
deter  the  inclusion  of  this  information.  If  and  when  it  is  concluded  that  the  32 
items  of  information  are  insufficient  to  accomplish  the  objectives  of  the  Orga- 
nized Crime  Task  Force,  then  steps  should  be  taken  to  demonstrate  that  other 
types  of  data  would  benefit  the  users  of  the  system  and  thus  seek  LEAA  ap- 
proval of  such  inclusion. 
Very  truly  yours, 

Michael  R.  Capizzi, 
Assistant  District  Attorney. 

Appendix  E 
proposed  loci  by-laws 

Interstate  Organized  Crime  Index  Bylaws 


ARTICLE  ONE — NAME 

The  name  of  the  organization  shall  be :  Interstate  Organized  Crime  Index 
(lOCI). 

ARTICLE  TWO — PURPOSE 

lOCI  shall  develop  and  demonstrate  a  prototype  organized  crime  computer- 
ized index,  evaluate  its  utility,  and  recommend  an  operational  system.  lOCI 
shall  be  responsible  for  the  proper  functioning  of  the  operational  lOCI  system. 

ARTICLE  THREE — OBJECTIVES 

lOCI  management  objectives  include  : 

A,  The  establishment  of  a  computerized  interstate  organized  crime  index 
which  will  act  as  a  registry  of  persons  who  are  identified  as  being  involved  in 
organized  crime  activities. 

B.  The  establishment  of  general  policies  and  procedures  governing  the  devel- 
opment and  maintenance  of  an  interstate  organized  crime  index. 
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C.  The  establishment  of  priorities  for  development,  implementation  and  ex- 
pansion of  lOCI. 

D.  The  establishment  of  criteria  to  determine  which  agencies  will  be  allowed 
terminals  with  direct  access  to  lOCI's  Central  Index. 

E.  The  establishment  of  criteria  whereby  other  automated  organized  crime 
information  systems  may  be  allowed  to  have  direct  computer  interface  with 
lOCI. 

F.  The  coordination,  development  and  implementation  of  minimum  compati- 
bility standards  of  procedures,  data  elements,  codes,  programming  languages, 
definitions,  and  media  to  facilitate  the  exchange  of  lOCI  data  within  and 
among  organized  crime  information  systems  providing  optimum  service  to  user 
agencies ;  those  agencies  having  the  authority  and  responsibility  to  identify,  in- 
vestigate, apprehend  and/or  prosecute  organized  crime  subjects  pursuant  to 
the  performance  of  their  duties. 

G.  The  establishment  of  minimum  security  and  privacy  standards  for  user 
agencies  and  the  means  to  promulgate  such  standards  to  all  local  and  state  or- 
ganized crime  units. 

H.  The  discretion  to  review  and  comment  upon  applications  for  grant  funds 
for  planning,  developing  and  implementing  programs  having  potential  signifi- 
cant impact  on  organized  crime  information  systems. 

I.  The  representation  of  the  interests  of  state  and  local  user  agencies  to  in- 
sure that  any  legislation  or  programs  shall  be  flexible  enough  to  allow  for  the 
cooperative  and  coordinated  approach  undertaken  by  lOCI  in  relation  to  orga- 
nized crime  information  systems. 

ARTICLE  FOUR EXECUTIVE  COMMITTEE 

A.  Establishment 

lOCI  management  will  be  by  an  Executive  Committee  of  at  least  14  voting 
members,  comprised  of  the  Law  Enforcement  Intelligence  Unit  (LEIU)  Execu- 
tive Board  and  a  number  equal  to  the  LEIU  Executive  Board  representing 
lOCI  terminal  agencies  plus  a  non-voting  member  representing  LEAA. 

B.  Authority 

The  Executive  Committee  shall  have  the  authority  : 

1.  Officers.  To  elect  a  chairman  and  vice-chairman  and  such  other  officers  as 
it  deems  necessary  for  24-month  terms  in  January  of  each  odd-numbered  year. 

2.  Removal  of  Officers.  To  remove  officers  by  two-thirds  vote  of  the  entire 
Executive  Committee. 

3.  Procedures.  To  establish  business  procedures  as  it  deems  necessary. 

4.  Meetings.  To  meet  as  often  as  it  deems  necessary. 

5.  Standing  Committees.  To  create  and  dissolve  standing  committees  by  two- 
thirds  vote  of  a  quorum. 

6.  Ad  Hoc  Committees.  To  create  and  dissolve  ad  hoc  committees.  The  chair- 
man shall  appoint  the  members  and  the  officers. 

7.  Publications.  To  approve  final  publications  and  the  manner  and  scope  of 
disseminating  lOCI  reports,  manuals  and  other  publications  or  documents. 

8.  Policy.  To  establish  policy  for  carrying  out  the  purposes  and  objectives  of 
lOCL 

9.  Powers.  To  exercise  all  other  powers  necessary  for  the  sound  operation  of 
lOCL 

10.  Violations.  To  investigate  and  review  violations  of  procedures  and  poli- 
cies relating  to  oi>erations  or  security  and  privacy  and  administer  such  sanc- 
tions as  deemed  necessary. 

11.  Acce-<ts.  To  approve  or  deny  requests  from  agencies  and/or  systems  for 
access  to  lOCI. 

12.  Publicity.  To  approve  for  dissemination  any  publicity  regarding  lOCI. 

13.  Employees.  To  approve  contractor  selections  for  lOCI  in  all  situations, 
including  the  selection  of  staff  for  overall  coordination,  selection  of  agency  to 
carry  out  the  operation  of  lOCL  designation  of  the  Central  Coordinating 
Agency  (CCA)  and  the  Central  Index  Agency  (CI)  for  lOCI,  and  selection  of 
the  agency  which  will  act  as  fiscal  and  administrative  agent. 

14.  Amendmentf).  To  amend  these  Bylaws  by  a  two-thirds  vote  of  the  entire 
Executive  Committee. 

C.  Members  of  Executive  Committee 

1.  Eligibility.  Persons  eligible  for  membership  on  the  lOCI  Executive  Com- 
mittee include : 
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(a)  All  members  of  the  LEIU  Executive  Board. 

(b)  Appointed  representatives  of  agencies  having  direct  access  to  lOCI. 

(c)  A  representative  of  the  funding  agency  who  shall  be  a  non-voting  mem- 
ber. 

2.  Selection. 

(a)  LEIU  Representatives.  The  LEIU  Executive  Board  will  be  selected  by 
LEIU  in  accordance  with  the  LEIU  Constitution  and  Bylaws. 

(b)  Agency  Representative.  Nomination  for  agency  representative  vacancies 
on  the  Executive  Committee  shall  be  made  by  an  Ad  Hoc  Nominating  Commit- 
tee appointed  by  the  Executive  Committee  chairman.  Provision  will  be  made 
available  for  write-in  candidates  to  the  vacant  position. 

(!)•  The  list  of  nominated  members  will  be  mailed  to  all  appointed  rep- 
resentatives of  qualified  agencies.  Sufficient  time  will  be  given  for  agency 
representatives  to  vote  and  return  their  marked  ballots. 

(2)  Agency  representatives  shall  accede  to  available  membership  posi- 
tions on  the  Executive  Committee  according  to  the  number  of  votes  re- 
ceived in  the  election ;  the  next  seven  delegates  elected  shall  be  designated 
as  alternates. 

(3)  Alternates  shall  be  declared  members  of  the  Executive  Committee 
for  the  remainder  of  their  elected  terms  according  to  the  order  in  which 
they  were  elected  whenever  any  agency  representative  who  is  a  member  of 
the  Executive  Committee  becomes  ineligible  for  membership  on  the  Execu- 
tive Committee. 

(4)  All  agency  representatives  elected  as  members  or  alternates  to  the 
Executive  Committee  shall  serve  for  24-month  terms ;  except  that  for  the 
first  election  to  the  Executive  Committee,  the  first  four  agency  representa- 
tives elected  shall  serve  24-month  terms  and  the  remainder  shall  serve  for 
12-month  terms. 

(5)  Each  terminal  agency  representative  is  entitled  to  one  vote  for  each 
vacant  agency  representative  position. 

3.  Termination  of  Eligibility.  Eligibility  in  the  lOCI  Executive  Committee 
will  terminate  whenever  a  person's  status  changes  or  the  agency  ceases  to 
have  direct  access  to  lOCI.  A  person  not  eligible  cannot  continue  to  serve  as 
officer  or  member  of  the  lOCI  Executive  Committee. 

D.  Meetings 

1.  Quorum.  A  quorum  for  conducting  business  at  meetings  of  the  lOCI  Exec- 
utive Committee  will  be  a  majority  of  the  membership  of  the  lOCI  Executive 
Committee. 

2.  Majority.  Except  where  stated  otherwise,  action  by  the  lOCI  Executive 
Committee  requires  approval  by  a  majority  of  a  quorum  for  conducting  busi- 
ness. 

3.  Notice.  Notice  of  meetings  must  be  by  first  class  mail  addressed  to  each 
member  of  the  Executive  Committee  and  postmarked  not  later  than  15  days 
perior  to  the  date  of  the  meeting. 

4.  Presiding  Officer.  The  chairman  of  the  lOCI  Executive  Committee  shall 
perform  the  usual  duties  of  a  presiding  officer  at  meetings  of  the  Executive 
Committee.  The  vice-chairman  of  the  lOCI  Executive  Committee  shall  take  the 
place  of  the  chairman  at  meetings  of  the  Executive  Committee  in  the  event 
that  the  chairman  is  unable  to  serve  or  be  present. 

5.  Ruleii.  Meetings  of  any  body  of  lOCI  will  be  conducted  in  accordance 
with  the  most  recent  edition  of  Roberts  Rules  of  Order. 

6.  Minutes.  The  minutes  of  the  Executive  Committee  meetings  shall  be  dis- 
tributed to  the  Executive  Committee  and  to  lOCI  terminal  agencies. 

7.  Vote.  Only  elected  or  appointed  members  of  the  Executive  Committee  who 
are  personally  in  attendance  at  a  meeting  and  who  are  qualified  by  the  Bylaws 
to  vote  shall  be  allowed  to  vote. 

8.  Absence.  Anv  Executive  Committee  member  who  misses  three  consecutive 
Executive  Committee  meetings  may  be  removed  from  the  Executive  Committee 
membership  by  the  Executive  Committee  chairman. 

ARTICLE    FIVE COMMITTEES    AND    STAFF 

A.  Standing  Committees 

1.  Purpose.  Standing  committees  are  to  provide  technical  and  policy  guid- 
ance regarding  the  operations  of  lOCI. 

2.  Reports.  Each  standing  committee  shall  make  such  formal  or  informal  re- 
ports as  it  deems  necessary  or  as  requested  by  the  Executive  Committee. 
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3.  Membership.  The  membership  and  oflScers  of  standing  committees  shall  be 
appointed  by  the  Executive  Committee  cliairman  from  members  of  the  Execu- 
tive Committee  or  persons  eligible  for  Executive  Committee  membership ;  pro- 
vided that  he  may  appoint,  as  needed,  technical  support  personnel  to  any 
standing  committee.  All  persons  appointed  to  any  standing  Committee  shall 
have  voting  power  during  committee  meetings. 

4.  Committees.  Standing  committees  shall  include  (but  not  be  limited  to)  the 
following : 

(a)  Technical  Operations  Committee.  Responsible  for  all  considerations  re- 
garding the  technical  nature  of  the  operation,  improvement  and  expansion  of 
lOCI,  including  the  data  base,  Central  Index  and  telecommunications. 

(b)  Security  and  Privacy  Committee.  Responsible  for  security  and  privacy 
issues  applied  to  the  general  area  of  intelligence  information,  and  especially  to 
the  development  of  automated  organized  crime  information  systems. 

(c)  Data  Systems  Security  Review  Committee.  Responsible  for  the  inspec- 
tion and  approval  of  security  procedures  of  new  or  revised  organized  crime  in- 
formation computer  systems. 

5.  Procedures.  The  standing  committees  shall  establish  their  own  business 
procedures  and  schedule  of  meetings. 

B.  Ad  Hoc  Committees 

1.  Purpose.  The  purpose  of  ad  hoc  committees  is  to  carry  out  a  specific  task 
or  project  initiated  by  the  lOCI  Executive  Committee,  and  at  the  completion 
of  assigned  tasks  or  projects  the  ad  hoc  committee  will  automatically  be  dis- 
solved. 

2.  Membership.  The  membership  of  ad  hoc  committees  shall  be  appointed  by 
the  Executive  Committee  chairman  from  members  of  the  Executive  Committee, 
persons  eligible  for  Executive  Committee  membership,  and  such  additional  per- 
sons as  shall  be  necessary  to  insure  full  representation  of  the  required  exper- 
tise and  experience  on  the  task  for  which  the  ad  hoc  committee  is  responsible. 
Each  ad  hoc  committee  shall  elect  its  own  oflScers.  All  persons  appointed  to 
any  ad  hoc  committee  shall  have  voting  power  during  committee  meetings. 

3.  Attendance.  Chairmen  of  ad  hoc  committees  shall  attend  meetings  of  the 
Executive  Committee  if  requested  by  the  chairman  of  the  Executive  Commit- 
tee. 

4.  Progress  Reports.  Every  ad  hoc  committee  shall  submit  progress  reports 
at  each  Executive  Committee  meeting  and  these  reports  shall  be  embodied  in 
the  minutes  of  the  meeting. 

5.  Final  Report.  Every  ad  hoc  committee  shall  prepare  a  final  report  on  its 
activities  which  will  be  presented  to  the  Executive  Committee. 

6.  Procedures.  Each  ad  hoc  committee  may  establish  its  own  business  proce- 
dures and  schedule  of  meetings. 

C.  Staff 

The  staff  of  lOCI  shall  consist  of : 

1.  Coordinator.  A  coordinator  who  shall  direct  the  overall  technical  and  ad- 
ministrative activities  of  lOCI. 

2.  Contractors.  The  Executive  Committee  may  select  a  contractor  to  provide 
overall  coordination  and  technical  staff  to  all  lOCI  bodies.  The  staff  member 
assigned  by  the  contractor  as  coordinator  shall  report  to  the  chairman  of  the 
lOCI  Executive  Committee. 

3.  Technical  Support.  An  agency  or  agencies  shall  be  selected  by  the  Execu- 
tive Committee  who  will  provide  the  technical  and  administrative  support 
(personnel,  hardware,  software)  for  the  operation  of  lOCI,  including  the  func- 
tions of  the  Central  Coordinating  Agency  and  Central  Index  Agency.  In  mak- 
ing this  selection,  the  Executive  Committee  should  consider  the  alternatives 
for  providing  required  technical  support. 

D.  Cancellation  Clause 

All  contracts  entered  into  by  the  Executive  Committee  shall  contain  a  can- 
cellation clause  of  not  more  than  60  days. 

AKTTCI/E   SIX — OPERATION 

A.  Operating  Manual 

The  technical  operation  of  lOCI  will  be  conducted  under  the  guidelines  and 
policies  established  in  the  interstate  organized  crime  index  operating  manual. 
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Modifications  to  the  operating  manual  will  be  the  responsibility  of  the  stafif 
and  contractors,  subject  to  the  direction  and  review'  of  the  Technical  Opera- 
tions Committee.  Annually,  the  Technical  Operations  Committee  will  be  respon- 
sible for  preparing  a  revised  edition  of  the  operating  manual. 

B.  Security  and  Privacy 

The  operating  policies  and  procedures  relative  to  security  and  privacy  will 
be  available  to  all  i>articipating  agencies  in  a  manual.  Modifications  of  the 
manual  will  be  the  responsibility  of  the  staff  and  contractors,  subject  to  the 
direction  and  review  of  the  Security  and  Privacy  Committee.  The  Security  and 
Privacy  Committee  will  be  responsible  for  preparing  a  revised  edition  of  the 
Security  and  Privacy  Manual. 

ARTICLE  SEVEN — DISSOLUTION 

A.  Dissolving  committees 

Unless  otherwise  stated,  the  Executive  Committee  has  the  power  to  dissolve 
any  of  its  committees  by  a  two-thirds  vote  of  its  membership. 

B.  Dissolving  lOCI 

The  Executive  Committee,  by  two-thirds  vote  of  its  total  membership,  has 
the  authority  to  dissolve  lOCI. 

Appendix  F 

loci  nondisclosure  agreement  form 
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Appendix  F 
loci  nondisclosure  agreement  form 

DRAFT 

Interstate  Organized  Crime  Index  HHHb  V 

NON-DISCLOSURE  AGREEMENT 

I  understand  that: 

1.  As  a  result  of  my  employment  by 

and  the  association  of ^with  the  Inter- 
state Organized  Crime  Index,  I  may  be  the  recipient  of  information 
which,  in  itself  or  by  implication,  is  confidential  and  sensitive. 

2.  I  will  be  responsible  for  not  revealing  such  information  by  any 
means  except  in  accordance  with  current  Interstate  Organized  Crime 
Index  security  regulations.  I  am  responsible  for  the  safekeeping 
of  such  information,  documents,  and  material  in  the  facilities  and 
in  the  manner  approved  by  Interstate  Organized  Crime  Index  manage- 
ment and  for  the  handling  of  such  information,  material,  and  docu- 
ments so  as  to  prevent  their  disclosure  to  unauthorized  persons. 

3.  I  have  a  personal  and  individual  responsibility  for  the  protection 
of  all  such  information,  documents,  and  material  in  my  possession 
no  matter  how  acquired.  -. 

4.  In  the  event  of  any  violation  of  Interstate  Organized  Crime  Index 
security  requirements,  the  Interstate  Organized  Crime  Index  manage- 
ment reserves  the  right  to  deny  me  and  the  department  further  access 
to  confidential,  sensitive  information. 

5.  I  am  not  to  disclose  to  anyone  after  termination  of  my  employment 
any  condifential ,  sensitive  information  or  Interstate  Organized 
Crime  Index  information,  documents,  or  material  of  any  kind 

obtained  by  me  as  a  result  of  my  employment  by  ^ 

without  the  consent  of  an  authorized  officer  of  my  previous  employer. 

6.  I  understand  that  if  a  breach  of  any  provision  of  this  agreement 
occurs  it  may  result  in  administrative  action  by  my  agency. 

I  undertake  this  obligation  and  agreement  freely  without  mental  reser- 
vation or  purpose  of  evasion   and  in  the  absence  of  duress. 

J  Signature  Witnessed  by 
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t)utei 
Agency : 


Time  of  Toimlnal  Transaction! 
Terminal  Operator  ID  Nunbori 


DRAFT 


Terminal  Message  Nur.ibers: 


"YRtTfl^UCTl'ONS :   T/us  form  must  be  completod  on  each  termxnil  raesoage  number  (Inquiry,  response,  or" 
tidminiotrfltive  noosage)  .   If  mosoege  wao  for  training  or  demonstration  purposes,  answer  question! 
only.   For  ingulriga  fiU  out  first  part  of  form.   If  a  "hit"  was  made,  complete  rcverso  sido  of 
ISnSi-      ^P*^  °^^  other  administrative  tcopoageB,  complete  adinlnlatrative  liieseage  soction  only. 


1,   Complete  if  inquiry  or  meseage  was  for  demonotratlon  or  training  purpoaes. 

l/~7  demonstration  purpose  9/~7  other   (please  specify) 

2/~7  training  purpose  v^ 

3A~7  testing  purpose 

lOCI  INQUIRY  (answer  each  question) 


2.   How  did  you  receive  this  inquiry  request? 
l/~7   in  person 
2/~7  by  telephone 
3/~7  by  written  request 


(check  one) 

9£7  other 


(please  apecify) 


\ 


9/~7  other   (please  specify) 


9/~7   other   (please  specify) 


3.  Where  did  this  request  originate?   (check  one) 
l/~7  terminal  agency  intelligence  unit 
2/~7  terminal  agency  other  unit 
3/~7   other  LEIU  member 
i/~7   other  user  agency 

4.  Was  error  made  during  inquiry?   (check  one) 
1^17  no 

2/~~7   security  response  error  only 
3/~7  inquiry  format  error  only 
^/~7   both  security  and   response  inquiry  format  error 

5.  Wtiat  search  criteria  was  used?   (check  one) 

1A7  NAM 

2A7  NAM  plus  other  criteria  ______———— 

3/C7   E5fS   No. 
4/~7  ORI   No. 

6.  What  was   the   central   index  response   time  for  Inquiry?      (check  one) 
1A7   less   than   1  minute  S£J  terminal   down 
2/~7  over   1  minute  but   less   than  2                                         6/~7  central   index  down 
3/~7  over   2  minutes  but   less   than   5                                       9^V  other   (please  specify) 
4/~7  over  5  minutes 


9^7  other      (please  specify) 


Vfns   the   individual  you  were   looking   for   in   the   lOCl   data  bneo?.     (chock  one) 

l/~y  no  9/Z7  unknoim — only.  Minnesota  should  check 

2/Z7  yea   subject  contributed  by  requesting   inquiry   agency 

3/~7  yes   subject  contributed  by  other  agency 

NOTE !      If  yes,   please  complete   reverse   side  of   forro.dOCI   RESPONSE). 


ADMIHISTRATIVE   MESSAGE 


This  adfiunistrativc  message  was:      (check  one) 

1/217  ncnt   for   terminal   agency 

2^77  sent   for  other   requesting  agency 

3/~7  received   for  terminal   agency 

i/~y  received  for  other  agency         ',  ,i 


(check  one) 

9£^  other     (plenae  specify) 


10. 


11. 


The  administrative  message  was  related  toi 

l/~7  an  lOCI  data  base  response 

2/7y  torminal/equipmont  (system)  problems  ____^________^— — — 

3/!Z7   hit  notification  on  lOCI  subject  you  submitted 

i/~7   organized  crime  investigation  activities 

5A~/  other  intelligence  type  investigation  activitleo 

6/~7  other  police  activities 

l/"7   personal  ' 

8/217  lOCI  .idministrative  matter 

What  action  was  taken  on  the  administrative  massage?   (check  one) 

1/Z7   information  only,  no  action  necessary  9/">'  other   (please  specify) 

2/27  handled  request  ' 

3/~7  received  results  •  . 

4/~7  action  promised  ■'.V 

5/~7  no  action  taken 

Sec  reverse  side. 
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IX.   How  were  action  resu   s  transmitted?   (check  one)  DRAFT 

l/~7  not  applicable,  no  action  taken  or  necesoary   9/~7  other   (please  sped 

2/~~7   results  transmitted  via  lOCI  terminal  ■   

3/~7  results  transmitted  over  phone  ' 

4/~7  results  transmitted  in  person 

5/~7  results  transmitted  by  letter 


lOCI  RESPONSE  ONLY  (complete  only  if  you  answered  "yea"  on  question  7  —  answer  each  question) 


12.  Did  you  use:   (check  one) 
\/~?   only  the  CRT  (video  display  without  printed  output 
2/~7  the  CRT  display  with  partial  printed  output 
3/^  the  CRT  display  with  complete  printed  output 

13.  What  did  you  do  with  the  printed  output?   (check  one) 
l/~7  used  and  destroyed  9/~7  other   (please  specify) 

in   stored  in  case  investigation  file  

"in   filed  in  sequential  order  for  administrative  purposes         • 
^CI7   forwarded  to  other  agency 
5/^  placed  in  other  file 

14.  Did  you  reproduce  the  printed  output?   (check  one) 
1£7  no  •      . 
2/~7  yes,  only  1  copy 
3/~7  yes,  multiple  copies 

15.  If  you  reproduced  the  printed  output,  where  did  the  single  copy  go?   (check  one) 
\/~7   forwarded  to  other  agency  9/~7  other   (please  specify) 

2/~7  filed  in  sequential  order  

3/~7  stored  in  case  file 
4/~7  used  and  destroyed 

IS.   When  requesting  information  on  individuals  in  the  lOCI  data  base<  did  you  follow  tip  and 

contact  contributing  agency?   (check  one) 

l/~7  no,  did  not  contact 

2/~7  yes,  and  obtained  additional  Information 

3/~7  yes,  and  did  not  obtain  additional  Infomatlon 

17.  Did  you  follow  up  and  contact  any  of  the  agencies  holding  additional  Infonaatlon?   (check  one) 
l/~7  not  applicable,  no  additional  agencies  listed 
7r~J   no,  did  not  contact 

3/~7  yes,  contacted  1  agency  end  obtained  additional  Information 
^CJ   yes,  contacted  1  agency  and  did  not  obtain  additional  Information 
5/~7  yes,  contacted  several  agencies  and  obtained  additional  information 
6A7  yes,  contacted  several  agencies  and  did  not  obtain  additional  Inforuatlon 

18.  Did  the  lOCI  data  base  help  you  in  your  investigation?   (check  one) 
\r~l   yes,  provided  limited  assistance 
2A~7  yes,  provided  substantial  assistance 
3/C7  no 

HOW  DID  THE  FOLLOWING  lOCI  DATA  BASE  ELEMENTS  EFFECT  YOOR  INVESTIGATION 
(check  one  code  for  each  data  element) 

Codes:   U  -  used  or  acted  upon  information  supplied  by  data  element 

R  -  reference  only,  took  notice  of  Information  supplied  by  data  element 
N  -  no  use  or  reference  made  of  data  element 
NA  -  information  was  unavailable  for  data  element 

U     R    N     NA   Data  Element 

T"  T-  T-  -J- 

19-   ZZ7  ZI7  ZI7  ZI7  POa:   place  of  birth 
20.  CJ      CJ      CJ      CJ      HGT  or  WGT 

W-      G.     G.     G     G     ^^   °^   SKN:   hair  color  or  skin  tone 

operator  license  number 
social  security  number 
FBI  number 

fingerprint  classification 
state  ID  number 

27.  CJ     CJ     CJ     CJ     SAD  or  DLU:   date  submitted  or  date  of  last  update 

28.  CJ     CJ     CJ     CJ     SAN:   submitting  agency  number  ^ 

29.  CJ     CJ     CJ     CJ     criminal  activity  codes  ■ 

30.  CJ     CJ     CJ     CJ     marks,  scars,  tatoos  *  . 
31'  CJ     CJ     CJ     CJ      residence  address 
32.  CJ     CJ     CJ     CJ     business  address 
33-  CJ     CJ     CJ     CJ     occupation 
3*-  CJ     CJ     CJ     CJ     AIA:   additional  information  holding  agency 

35.  CJ  CJ  CJ  CJ  alias  or  nicknames 

36.  CJ  CJ  CJ  CJ  associates,  criire  rj 

37.  CJ  CJ  CJ  CJ  associates,  non-crima  (family,  business  or  community) 

38.  CJ  CJ  CJ  CJ  corpornte  holdings 


'i'i--  CJ  CJ  CJ  CJ  OLN 

"i^-  CJ  CJ  CJ  CJ  SOC 

'i^-  CJ  CJ  CJ  CJ  FBI 

"^^^  CJ  CJ  CJ  CJ  FPC 

^^-  CJ  CJ  CJ  CJ  SIC 


564 
APPENDIX  H 

lOCI  Terminal  Agency  Questionnaire 


565 


DRAFT 


;Z;iCALIFORNIA  CRIME  TECHNOLOGICAL  RESEARCH  FOUNDATIOrg 

1927  -  I3th  STREET       SACRAMENTO,  CALIFORNIA    95814       T.Uphon.;  916/445-0450 

DOUGLAS  E.  ROUDABUSH.  EAKutlve  Otltcer 


Oepulv  Director 
Dtps'inienl  of  Jutiice 
Stite  of  Cahlorma 

Frank  T    Rur-c.  Vice  Chairrnan 
V>»  Preiident 
Bink  of  America 


Lawrence  A   Bennett,  Ph  D 
Ch.ef.  Reiearch  Oiv-non 
Department  of  Corraci>ont 
State  of  Calitornia 

Michael  N  Caniii.ShefiC 
San  Joaquin  County 

Honorable  Lynn  Comptori 
Auociate  Ji.itice  of  the 

Court  of  Appeal 
Second  Appellate  Diitnct 

Charlei  I    Oaniclf.  Jr 
Houie  o'  Daniclt.  Inc. 

Keith  Gntlith*.  Ph.D. 
Chief  ol  Research 
Dap«r|ment  ol  the  Youth 

Authority 
Slate  of  Caiilotnia 

Ralph  N    Kicpi.  Oiiector 
Admin.iiratwe  Office 

of  the  Coudt 
State  of  California 

D  Lowell  Jerxen 
Dutnct  Attorney 
Alameda  Couniy 

Honorable  AlliMn  Route 
Judge  of  the  Superior  Cou't 
County  of  San  Mateo 

Thomji  Rojc'i,  Chief 

San  Leandfo  Police  Depaiimani 


Di'ecto'  of  Management 

Serv.cei 
Stale  o'  California 

Alvin  Taylor.  Director 
Bay  Area  Social  Planning 

Council 

Paul  M    Whitenan-J,  PhD 
Atiociate  P'ofeitor  of 

Criminology 
Caiiloinia  Stale  College  of 

Long  Beach 


17  November  1972 

lOCI  Terminal  Agency  Supervisors 


The  enclosed  questionnaire  is  being  sent  to  you  as  a 
part  of  the  final  evaluation  of  the  Interstate  Organ- 
ized Crime  Index  project.   This  questionnaire  is  a 
modified  version  of  the  form  you  were  asked  to  com- 
plete in  July  of  this  year.   It  is  designed  to  gather 
from  each  terminal  agency  the  information  necessary 
to  support  a  detailed  evaluation  of  the  lOCI  demon- 
stration project.    Provision  has  been  made  for  your 
comments  and  criticisms.   We  ask  your  assistance  in 
completing  the  evaluation. 

You  are  requested  to  use  the  enclosed  questionnaire 
to  prepare  yourself  for  a  telephone  interview  by  a 
member  of  the  technical  staff  who  will  complete  the 
form  as  he  conducts  the  interview.   The  copy  enclosed 
is  for  your  use  only  and  is  not  to  be  returned  to  the 
sender.   The  interview  will  be  structured  in  accord- 
ance with  the  enclosed  questionnaire. 

Time  is  of  the  essence  in  this  data  collection 
effort.   Therefore  you  may  expect  to  be  contacted 
on  or  before  November  28,  1972.   Your  advance  pre- 
paration will  be  most  helpful. 

Thank  you  for  your  cooperation. 

Sincerely, 


1^  d   kjti^^ 

Kai  R.  Martensen 
Project  SEARCH  Staff 

KRM:amb 

End. 
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lOCI  TERMINAL  AGENCY  QUESTIONNAIRE 


DATA  BASE-SUBJECTS 

1.    Are  the  organized  crime  subjects  in  the  lOCI  data  base  of  any  use? 
(check  one) 


no  use  if  ^'^ >    comment; 

some  use  ^ 

very  useful 
no  opinion 


Are  the  right  subjects  in  the  lOCI  data  base?   (check  one) 
yes  if  no,  comment: 


yes,  but  needs  more 
subjects 

yes,  but  needs  less 
subjects 

no 

no  opinion 


Are  there  subjects  which  are  not  in  the  lOCI  data  base  that  should 
be  added?   (check  one) 

ygg  if  yes,  do  these  subjects  qualify. 


based  on  current  criteria,  for  ad- 
no                        dition  to  the  lOCI  data  base? 
no  opinon  Y^s      no 


Of  those  subjects  that  should  be  added  to  the  lOCI  data  base,  but 
do  not  qualify  under  current  criteria,  what  change  in  criteria 
would  permit  the  greatest  number  of  additional  subjects  to  qualify? 
(check  one) 

eliminate  requirement  for  fingerprint  card 

eliminate  requirement  for  criminal  history  records 

eliminate  requirement  for  photo 

other  ^ ■ 
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5.    Indicate  the  number  of  subjects  your  agency  would  add  to  the  lOCI 
data  base  if  the  criteria  were  changed  to  eliminate  the  require- 
ment for:  (write  number  on  each  line) 

Add  Now  Add  in  Next  Year 

fingerprint  card 

criminal  history  record 

'    photo 

other  (specify) 


6.    If  your  agency  does  not  want  to  enter  more  subjects  into  the  lOCI 
data  base,  why  not?   (check  appropriate  boxes) 

have  no  subjects  of  national  interest 

have  no  subjects  of  regional  interest 

cannot  supply  all  data  elements  required  by  LEIU 

cannot  supply  all  data  elements  required  by  lOCI  operating 

manual 

believe  subjects  are  not  of  continuing  interest 

do  not  want  other  agencies  to  know  of  my  interest  in  subject 

other  (specify) 


What  subjects  should  be  in  the  lOCI  data  base?  (check  appropriate 
boxes) 

all  LEIU  subjects 

only  LEIU  subjects  of  national  interest 

organized  crime  subjects  of  national  interest  who  may  or  may 


not  be  LEIU  subjects 
other  (specify) 


What  should  be  the  criteria  for  selecting  a  subject  to  be  entered 
into  the  data  base?   (check  one) 

lOCI  operating  manual  and  LEIU  approval 

local  option  with  appropriate  review  (zone,  CCA,  etc.)  and 

approval 

local  option,  no  review  or  approval 

public  record  connects  subject  with  organized  crime 
other  (specify)^ _________ 


34-788  O  -  74  -  37 
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Section  2.1  of  the  lOCI  Operating  Manual  sets  forth  criteria  for 
the  selection  of  organized  crime  subjects  to  be  included  in  the 
lOCI  data  base.   In  your  opinion  do  these  criteria  (check  appro- 
priate boxes) : 

limit  lOCI  subjects  to  only  those  that  meet  all  LEIU  criteria 

limit  lOCI  subjects  to  only  those  that  meet  most  LEIU  criteria 


limit  lOCI  subjects  to  only  those  that  meet  all  criteria  of 
Section  2.1  and  for  whom  all  data  elements  defined  in  Section 
7.3  (excluding  supplemental  data)  can  be  provided 

limit  lOCI  subjects  to  only  those  that  meet  all  criteria  of 
Section  2.1  and  for  whom  most  data  elements  defined  in  Section 
7.3  (excluding  supplemental  data)  can  be  provided 

exclude  all  local  subjects 

exclude  important  organized  crime  activities  that  are  not  defined 
in  Section  2.1 

other  (specify) 


10.  Are  there  subjects  involved  in  organized  crime  activities  other  than 
the  14"  categories  defined  in  Section  2  of  the  lOCI  Operating  Manual, 
that  should  be  added  to  the  lOCI  data  base?   (check  one) 


yes 
no 


If  yes,  what  are  the  activities  in  which  these  subjects  are  involved 
and  how  many  subjects  could  your  agency  add  in  each  category? 

Subjects  Activity 


11.    Are  there  any  other  ways  in  which  the  subject  content  of  the  data 
base  can  be  improved?   (check  one) 


yes 

no 

Comment: 
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12.   Indicate  the  number  of  organized  crime  subjects  your  agency: 
(write  answer  on  each  line) 

contributed  to  LEIU 

placed  in  lOCI 

wants  to  add  to  LEIU  now 

wants  to  add  to  lOCI  now 

could   add  to  LEIU  in  the  next  year 

could  add  to  lOCI  in  the  next  year 


13.    The  current  lOCI  data  base  contains  approximately  3,000  subjects. 
How  many  subjects  do  you  believe  should  be  in  the  data  base  to 
justify  an  operational  lOCI? 

present  data  base  size 

over  3000 

over  5000 

over  7500 

over  10,000 

other  (specify)^ . 


14.   Which  did  you  find  more  useful  during  the  demonstration  period? 

lOCI  data  base 

LEIU  cards 

equally  useful 

Comment:       ^ 


DATA  BASE — DATA  ELEMENTS 

15.  Did  you  find  that  the  information  obtained  from  the  lOCI  data  base 
generally  contained:   (mark  appropriate  boxes) 

sufficient  data  insufficient  data 

valid  data  erroneous  data 

current  data  out-of-date  data 

complete  data  incomplete  data 

16.  Are  there  too  many  data  elements?   (check  one) 

yes 

no 

no  opinion 
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If  you  feel  that  there  are  too  many  data  elements,  which  elements 
should  be  eliminated?   (list) 

1.  4. 


2. 5. 

3.  6. 


Are  there  too  few  data  elements?   (check  one) 

yes 

no 

no  opinion 


What  data  elements  should  be  added  to  the  lOCI  data  base?   (check 
appropriate  boxes) 

none 

phone  number  of  subject 

phone  numbers  most  frequently  called 

status  in  criminal  justice  system 

latest  contacts  with  subject 

other  (specify) 


20.    Are  the  existing  criminal  activity  categories  (narcotics,  gambling, 
etc.)  too  general?   (check  one) 


yes 

no 

no  opinion 


21.    What  categories  of  criminal  activity  should  be  added?   (check 
appropriate  boxes) 

none 

burglary 

robbery 

more  definitive  categories  of  gambling 

civil  disorder 

bombing 

other  (specify) 
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22.    What  is  your  evaluation  of  the  present  method   for  adding  to  or 
changing  the  lOCI  data  base?   (check  one) 

entirely  adequate 

method  is  adequate  but  too  long  between  updates 

method  is  too  cumbersome;  needs  to  be  changed  to  speed  up  the 

update  function 

other  (specify) 


23.    In  an  operational  system,  the  maximum  delay  between  the  time  an 

agency  decides  to  enter  a  subject  in  the  data  base  and  the  time  the 
subject  record  is  available  for  inquiry  should  be: 

zero 

less  than  1  hour 

less  than  1  day 

less  than  5  days 

less  than  15  days 

less  than  30  days 

other  (specify) 


24.   How  should  updates  and  additional  information  on  subjects  in  lOCI 
be  entered?   (check  one) 

continue  to  use  existing  LEIU  procedures 

agency  forward  to  CCA  without  review  by  zone  chairman 

several  times  a  year  forward  a  complete  listing  of  lOCI  subject 

requesting  agencies  to  submit  new  information 

directly  from  terminal  located  in  CCA  via  zone  chairman 

directly  from  terminals  located  in  each  zone 

directly  from  terminals  located  in  each  agency 

other  (specify) ;; 


25.    If  more  than  one  agency  has  a  major  case  built  up  on  a  particular 
subject  who  should  submit  record?   (check  one) 

each  agency  submit  record  and  both  placed  in  lOCI 

agency  where  subject  resides  submit  record,  the  other  agency  b: 
identified  as  agency  holding  additional  information 

each  agency  submit  record  and  CCA  makes  and  enters  composite 
lOCI  record 

other  (comment) 
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26.   What  should  be  the  definition  of  an  "agency  holding  additional 

information"?  (check  one) 

any  agency  holding  either  additional  lOCI  data  or  investigative 
data 


2; 


any  agency  holding  investigative  data 
other  (specify) 


27.   What  should  be  the  definition  of  "residence  of  subject"?  (check  one) 

residence  supplied  by  contributing  agency 

most  recent  residence  address  in  lOCI  data  base 

other  (specify) 


28.    Please  rate  on  a  scale  of  1-4  the  relative  ease  of  supporting  each 
data  element  with  public  record  data: 

Rating  Scale: 

1  =  very  easy;  rarely  unable  to  support  with  public  record  type 

information 

2  =  easy;  unable  to  support  this  element  for  only  a  few  subjects  in 

file 

3  =  difficult;  unable  to  support  this  element  for  a  significant 

number  of  subjects  in  file 

4  =  extremely  difficult;  seldom  able  to  support  with  public  record 

type  information  for  large  number  of  subjects  in  file 


Name 

AKA 

Nickname 

Descriptors  (i.e.,  DOB,  ht 
wt,  etc. ) 

Present  residence  address 

Present  business  address 

Corporate  holdings 

Personal  identifying  number 
(i.e.,  FBI#,SS#,etc.) 

Associates  (crime  oriented) 

Associates  (family  &  relatives) 

Associates  (business,  community, 
non-criminal) 
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29.   Which  data  elements  create  the  greatest  system  vulnerability  in 
terms  of  privacy? 

Rating  Scale 

1  =  negligible  vulnerability 

2  -  low  vulnerability,  little  risk  involved 

3  =  moderate  vulnerability,  some  risk  involved 

4  =  high  vulnerability,  great  risk  involved 


Name  , 

AKA  

Nicknames  . 

Descriptors  (i.e.,  DOB,  ht, . 

wt,  etc.) 

Present -residence  address  

Present  business  address  

Corporate  holdings  

Personal  identifying  numbers 

(i.e.,  FBI#,  SS#,  etc.) 

Associates  (crime  oriented)        

Associates  (family  &  relatives)    

Associates  (business,  community,    ,        

non-criminal) 

lOCI  OPERATIONS--USAGE 

30.   What  is  your  average  daily  usage  of  lOCI?  (write  number  on   each 
line) 

making  inquiries  of  lOCI  for  operational  use 

sending  administrative  messages 

receiving  administrative  messages 


making  inquiries  of  lOCI  for  demonstration  and  training  purposes 
making  inquiries  of  lOCI  to  test  system  or  data  base 

31.   Have  you  received  inquiry  requests  from  other  units?   (mark  appro- 
priate boxes) 

other  units  within  your  agency  other  (specify) 

other  I.EIU  member  agency 

other  law  enforcement  agency 
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During  the  demonstration  period,  did  you  make  an  lOCI  inquiry: 
Always    Usually    Sometimes    Never 

when  you  found  the  subject  in 

the  alpha  index 


when  you  could  not  find  the 
subject  in  the  alpha  index 

when  you  could  not  find  the 
subject  in  the  LEIU  file 

when  you  found  the  subject  in 
the  LEIU  file 

other 


When  you  make  a  hit,  do  you  follow  up  and  make  contact  with  any  of  the 
agencies  holding  additional  information? 

always  Did  you  obtain  additional  information? 

usually  yes      no 

sometimes 

never  Why? 


When  you  make  a  hit,  do  you  follow  up  and  make  contact  with  the 
contributing  agency? 

always  Did  you  obtain  additional  information? 

usually  yes      no 

sometimes 

never  Why? 


21    OPERATIONS--TERMINAL  AND  SYSTEM 

Since  July  20  (Seattle  meeting)  when  you  used  the  terminal  how  often 
is  the  system  down?   (check  one) 

often  Comment: 

often  but  improving 

sometimes 

hardely  ever 
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36.   The  most  common  reason  lOCI  not  functioning  properly:   (place  in 
rank  order  by  numbering  1,  2,  3,  etc.) 

central  index  (LEIN  system  down)    Comment: 


communication  line  (telephone) 

down 

terminal  failure 

security  violations 

other  (specify) 


37.  When  using  the  terminal  how  is  the  response  time?   (check  one) 

fast 

adequate 

slow  but  improving 

slow 

38.  What  is  your  experience  with  the  terminal?   (check  appropriate  boxes) 

easy  to  use 

received  adequate  instruction  | 

operations  manual  adequate 

security  procedures  adequate  ' 

inquiry  format  simple 

response  easy  to  read 

difficult  to  use 

need  more  instruction 

need  better  manual 

simplify  security  procedures 

simplify  inquiry  format 

improve  response  format 

Suggestions  for  improvements: 
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39.   What  is  your  most  frequent  error  when  using  the  system/terminal? 
(place  in  rank  order  by  numbering  1,  2,  3,  etc.) 

usually  no  errors  are  made 

format  errors  in  security  inquiry 

incorrect  answers  to  security  questions 
inquiry  format  errors 
administrative  format  errors 


other  (specify) 


40.   What  inquiry  search  criteria  is  used  (place  in  rank  order  by 
numbering  1,  2,  3,  etc.) 

NAM:   name 

NAM  PLUS:   name  plus  other  criteria,  i.e.,  DOB,  HT 

SYS:   system  number 

FBI:   FBI  number 

ORI :   originating  agency  number 


other  (specify) 


41.   If  you  could  search  the  lOCI  data  base  on  data  elements  other  than 

those  that  are  presently  permitted  (NAM,  NAM  PLUS,  SYS,  etc.),  which 
additional  data  elements  would  you  like  to  use?   (check  appropriate 
boxes) 

criminal  activity  code 

fingerprint  classification 

residence  address  (city  and  state) 

residence  address  (state) 

business  address  (city  and  state) 

business  address  (state  only) 

type  of  business 
other  (specify) . _ 


577 


42.   If  you  could   search  the  lOCI  data  base  on  multiple  data  elements 
(e.g.,  criminal  activity  code  and  race  and  physical  descriptors; 
or  criminal  activity  code  and  occupation;  or  etc.)  what  combinationi. 
of  data  elements  would  be  most  useful  to  you?   (specify  combinations) 


43.   Have  you  experienced  any  problems  with  Soundex  name  searches?   (check 
one) 

yes  If  yes,  describe  the  problem: 

no  


44.  Would  you  prefer  that  the  Soundex  name  search  capability  be  removed 
in  favor  of  a  search  on  exact  spelling  only?   (check  one) 

prefer  Soundex  be  retained 

prefer  Soundex  be  removed 

would  like  ability  to  select  either  Soundex  or  exact  match  at 
time  of  inquiry 

45.  What  do  your  administrative  messages  related  to?   (place  in  rank 
order  by  numbering  1,  2,  3,  etc.) 

response  to  an  lOCI  inquiry 

terminal/equipment  (systems) .  problem 

request  to  clear  security  restriction 

notification  of  hit  on  subject  your  submitted  to  lOCI 

other  lOCI  business 

non-IOCI  organized  crime  investigation  activities 
other  intelligence  type  investigation  activities 

other  police  activities 

personal 

other  (specify) 


46.   Do  you  find  the  CRT  (video  display)  useful?   (check  one) 

very  useful 

of  some  use 

could  use  prii.ted  copy  without  CRT 

format  should  be  changed 


Suggestions  for  improvement: 


48 


49. 


50, 
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47.   Have  you  experienced  any  problems  with  excessive  amounts  of  output? 
(check  one) 


ygs  If  yes,  describe  the  problems_ 


no 


Would  you  prefer  the  lOCI  output  display  was  so  designed  to  give  you 
a  choice  of  displaying  limited  amounts  of  information  (e.g. ,  name 
and  personal  identifying  numbers)  to  permit  control  of  quantity  of 
output  from  multiple  subject  lists?   (check  one) 

prefer  a  display  of  all  information  as  currently  designed 

prefer  a  choice 

How  should  notification  of  a  hit  be  communicated  to  the  contributing 
agency?   (check  one) 

immediately  when  the  hit  is  made 

system  should  keep  count  of  hits  and  communicate  to  contributing 
agency  at  a  predetermined  time  of  day. 

system  should  keep  count  of  hits  and  transmit  summary  report  at 
request  of  contributing  agency 
other  (specify) . . __ 


lOCI  retains  messages  addressed  to  your  terminal  when  it  is  down  and 
transmits  these  messages  when  the  terminal  becomes  operational.  How 
useful  is  this  feature?   (check  one) 


very  useful 

useful 

very  little  use 


51.   HOW  long  should  messages  be  retained  for  later  transmission  when  the 
addressed  terminal  is  out  of  service  (closed  by  CI)  or  down?  (check 
one) 

up  to  8  hours 

up  to  24  hours 

other  (specify) — — 
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52.   What  should  be  the  procedure  for  ensuring  that  the  information  in 
the  lOCI  data  base  is  up  to  date?   (additions,  changes,  deletions) 
(check  one) 

include  in  inquiry  response  information  on  age  of  data 


automatically  notify  contributing  agency  to  review  data  at  some 

predetermined  interval  on  subject  by  subject  basis 

periodically  furnish  complete  list  of  contributed  data  for 

agency  review  and  update 

responsibility  of  each  agency  to  monitor  contributed  data 

other 


53.   If  an  agency  determines  that  there  is  an  error  (supported  by  appro- 
priate documentation)  in  a  subject  record,  who  should  correct  this 
error? 

contributing  agency 

agency  discovering  error 

zone  chairman 

CCA 

other 


54.   How  often  do  you  obtain  a  printed  copy  of  information  appearing  on 
the  CRT  (video  display)?   (check  one) 


always 

often 

only  sometimes 

never 


55.   What  do  you  usually  do  with  lOCI  printed  output?  (check  one) 

store  in  case  file 

store  in  sequential  order,  i.e.,  daily 

forward  to  other  agency/unit 

use  and  destroy 
other  (specify)      \ 


56.   Do  you  usually  reproduce  lOCI  printed  output?   (check  one) 

yes,  single  copy 

yes,  multiple  copies 

no 
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57.   If  you  reproduce  printed  output  where  does  the  copy  go?   (check  one) 

not  applicable 
store  in  case  file 

store  in  sequential  file,  i.e.,  daily 
forward  to  other  agency/unit 
other  (specify) 


58.   Which  method  of  document  destruction  of  lOCI  printed  output  do  you 
employ?   (check  one) 

pulverizing 

shredding 

burning 

pulping 

other  (specify) . __ 


59.   How  can  the  terminal  operations  be  improved?^ 


60.  AS  a  statement  of  policy  for  the  input  of  information  to  the  lOCI 
data  base,  what  is  your  opinion  of  Section  2.2  of  the  lOCI  Operat 
ing  Manual? 


Too 

Stringent   Adequate   Inadequate 


Requirement  for  public 
record  information 
(2.2.1) 

Agency  responsibility 
for  support  (2.2.2) 
documentation 

Agency  responsibility 
for  accuracy  and 
quality  of  data 
(2.2.3) 
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61.   Please  evaluate  the  lOCI  Operating  Manual  in  terms  of  the 

following. 


More  than 
Adequate 


Adequate 


Less  than 
Adequate 


Description  of  data  stored  in  CI 

Description  of  lOCI  system 

Description  of   communication 
conventions 

Description  of  terminal  operation 
and  message  types 

Description  of  conversion  process 

General  organization  and  usability 
of  manual 


Comments: 


62.   Could  your  agency  train  new  terminal  operators  using  the  lOCI 
Operators  Manual?  (check  one) 

yes 

no 

Comment 


lOCI  OPERATIONS  — SECURITY 

63.   Present  lOCI  terminal/system  security  procedures:   (check  one) 

adequate,  should  remain  as  is 

too  strict  requirements  causing  errors  and  delays 

too  lenient  and  easy  to  compromise 
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54. 


Please  evaluate  the  lOCI  Security  and  Privacy  Policy  and  Procedure 
Manual  in  terms  of  the  following  (check  one  box  on  each  line) 


More  than 
Adequate 


Adequate 


Less  than 
Adequate 


Description  of  organization  and 
responsibilities 

Description  of  personnel  consider- 
: ations  ' 

DeScriptian  bf  information 
considerations 

Description  of  operational 
considerations 

General  organization  and  usability 
of  manual 


Comment: 


What  is  the  status 
measures? 


Area  Security 
(locked  door) 

Records  Security 
(locked  file) 

Visitor  Control' 
(log,  badges,  ID 
check) 

ID  Badges  (agency 
personnel) 

Consultant  Control 
(need  to  know) 

Internal 
Inspections 

Other  (specify)  ■-^*' 


of  your  agency  as  concerns  the  following  security 

Already  in    Instituted   Will  Imple-    Cannot 
Existence    During  Demo  ment  by  '73   Comply 


•■■!■.■• 


■MS   *-  ;<\n:rp.Y'^ 


Does  your  agency  find  it  necessary  to  "bypass"  terminal  security 
to  gain  access  to  the  system? 


yes 
no 


If  yes,  what  method  is  used  to  bypass  security? 
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EVALUATION  OF  IOC I 

67.  In  your  opinion,  has  the  lOCI  project  demonstrated  the  feasibility 
and  desirability  of  an  organized  crime  computerized  central  index? 
(check  one) 

yes,  should  be  continued  in  its  present  form 

yes,  successful  as  a  prototype  system;  could  become  operational 

with  little  change 

yes,  limited  success  as  a  prototype  system;  could  become  an 

operational  system  with  major  improvements 

no,  doubtful  if  this  type  of  system  would  be  of  operational  value 

no,  totally  unsuccessful,  project  should  be  discontinued. 

Comment : 

68.  Did  your  agency  use  the  lOCI  system?  (check  one) 

often 

sometimes 

not  very  often 

69.  Is  the  information  obtained  from  the  lOCI  system  (check  one) : 

very  useful 

useful 

very  little  use 


Do  you  consider  the  lOCI  system  a  useful  intelligence  tool?   (check 
one) 


yes 
no 


What  factors  would  you  use  to  justify  the  cost  of  an  operational  lOCI? 
(check  as  appropriate) 

better  exchange  of  organized  crime  information 

more  comprehensive  investigation  of  organized  crime 

more  arrests 

more  convictions 

more  efficient  use  of  investigative  personnel 
other  <specify)^ [ 


34-788  O  -  74  -  38 
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7^«;Wbat   Qhanges.rshoul^.beLavadecito  tiiie.:pratot!ype;-.Byst;eam  to  mak^.-aW      .dV 


73. 


What   type  of   governing  body   should  manage  ari''Opeirktiohal  'lOGI? 

n:tiicni\OC...!-L-J    oi   an 


f  i  :t  n  0 .1  -i  \  0  G  0  i  »    101.0 

_ . — . 1  J.;.-,  r^n'j  ■• 

74.  <3niyout^opiBi>on  BhotiId::thqJ:£-06£u<|at3aY^ftsc '^e  maintaxneduaisiu^check 
one)  -.'li.    xgb.Ti   .Cj.i:c:Jneo   f;o::iT:rj Jijqnioc; 

a   single  national   system  £■; 

several   regional,  (zone)  .systems      ,      .,     ..„„       ,. 

individual   state   systems  •/^'""-J   "iftir.j'^q 

lG-.7Qfefaes:i-<specd£yt     ,      ^•'•iay    '.:oJJBO.ci:..m.~r  .■    oinjt.r-?    5 

riOj  :;.':.  "jj  ;!u/un'.oo    jBL'b     •.•.;.?    "isilj  51    ;;-jL-:.v."i_  ]    ,-..c-.'    /.'-■i-,;Tj: 

75.  What   agencies   should  have   lOCI   terminals   in  an ^operational   system? 
(check  as   appropriate) 

LEIU  memb'ers" 

"LEIU  norPmemb'ers 

raxge"¥genHres~Thv6rve(r^[n  "lliveF^  organl.zed  crime 

—   ag~enc"re"s~rrafge  or  small)  involved  in  investigation  of  organized 
crime     T'^'iOTi^'/a  TDOI  en,^  5o  ase^en>'f..9w  '.trr'^.i'  e>d:i  3; 

agencies  (large  or  small)  involved  in  investigation  of  organized 
'    cFimeb'ut'TimTted  on  geographic  and  population  basis  to  control 
proiif-er-a-tion-of— t&rroinal-s 

— — federal  -iHV«stig^a4:i-ve  a^encir&s -     - 

state  investigative  agertciaso::  od   Z3rt-:;ia:i>^.'yK    -rizc-.iJ    .-.li'.    •.' 

county  investigative  agenc_ies _^ 

local  investigative  agencies 

other  ( speci. fy ) 

(ono  .i-jon'o)   I'l-roiJonl::-  --V:. 
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76.  What  is  the  approximate  maximum  cost  your  agency  would  be  willing 
to  incur  to  participate  in  an  organized  crime  computerized  central 
index  system?   (check  one) 

up  to  $200/month 

up  to  $500/month 

up  to  $750/month 

up  to  $1000/month 

over  $1000/month 

Comment : 

77.  Assuming  that  a  significant  saving  in  monthly  cost  to  your  agency 
could  be  realized,  would  you  participate  in  an  organized  crime 
computerized  central  index  if: 


Yes    No 


the  CRT  display  was  eliminated  in  favor  of  a  hardcopy 
printer  only 

a  single  communication  (phone)  line  to  the  central 
index  was  provided  rather  than  dual  communication 
lines 


78.   What  do  you  like  about  the  lOCI  system? 


79.   What  are  the  major  weaknesses  of  the  lOCI  system? 


80.   How  can  these  weaknesses  be  corrected? 


81.   Are  all  participants  in  the  prototype  lOCI  system  cooperating  to  your 
satisfaction?   (check  one) 


yes  If  no,  what  is  lacking? 

no 
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lOCI    OPERATIONS    QUESTIONNAIRE    TABULATIONS 


Numbsr 


Total  transactions  by  day  of  week: 

Monday  (October  16) 

Tuesday  (October  10) 

Wednesday  (October  11) 

Thursday  (October  12) 

Friday  (October  13) 

Saturday  (other)  (October  14). . . 

Total 


211 
154 
186 
92 
111 
8 


Percent 


27.7 
20.2 
24.4 
12.1 
14.6 
1.0 


Cumulative 
percent 


27.7 
47.9 
72.3 
84.4 
99.0 
100.0 
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Number 


Percent  > 


Total  transaction  by  type  of  transaction: 

Inquiry 534 

Demonstration  of  test 2 

Sent  administrative  message 75 

Received  administrative  message 151 

Total 762 

Inquiry  transaction  by  manner  of  request  (question  No.  2): 

In  person 471 

Telephone ..  10 

Written 26 

Other 25 

Not  reported , 2 

Total... 534 

Inquiry  transaction  by  originator  (question  No.  3): 

Terminal  agency  intelligence  unit 516 

Terminal  agency  other  unit 4 

Other  LEIU  member 3 

Other  user  agency 5 

Other 5 

Not  reported 1 

Total 534 

Type  of  errors  made  during  inquiry  (question  No.  4): 

No  error 520 

Security  response  error 1 

Inquiry  format  error 10 

Security  and  inquiry  format  error 0 

Other 3 

Total 534 

Inquiry  transaction  by  search  criteria  (question  No.  5): 

Name 

Nan-e  plus  other  descriptors 

System  number 

Originating  agency  number .' 

Other 

Not  reported _ 

Total. 

Response  time  for  inquiry  (question  No.  6): 

Less  than  1  minute... _._ 483 

Over  1  minute  but  less  that  2.. 33 

Over  2  minutes  but  less  than  5. .-  10 

Over  5  minutes 0 

Terminal  down. 2 

Central  index  down 4 

Other 1 

Not  reported... 1 

Total. 534 


70.1 

.3 

9.8 

19.8 


88. 
1. 

4, 
4. 


96.6 
.7 
.6 
.9 
.9 
.2 


97. 


527  98. 7 

4  .7 

0 

0 

1  .3 

2  .4 

534 


90.4 

6.2 

1.9 

0 

.4 

.7 

.2 

.2 


See  footnote  at  end  of  table,  p.  588. 
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loci  OPERATIONS  QUESTIONNAIRE  TABULATIONS — Continued 


Number 


Percent » 


Results  of  inquiry  (question  No.  7): 

Subject  not  in  lOCI  file - 

Subject  in  file  conttibuted  by  inquiring  agency 

Subject  in  file  conttibuted  by  other  agency 

Unknown  (Minnesota  didn't  complete) 

Not  reported 

Total 

Administrative  message  transaction  by  type  (question  No.  8): 

Administrative  message  sent  for  terminal  agency 

Administrative  message  sent  for  other  agency 

Administrative  message  received  for  terminal  agency 

Administrative  message  received  for  other  agency 

Total.. 

Subject  of  administrative  message  (question  No.  9): 

lOCI  data  base  response _ 

Terminal/equipment  system  problems 

Notification  of  hit  on  contributed  subject.. 

Other  organized  crime  investigation 

Other  intelligence  investigations 

Other  police  activities 

Personal 

lOCI  administrative  matters 

Other 

Total 

Action  taken  on  administrative  message  (question  No.  10): 

Information  only,  no  action  necessary 

Handled  request 

Received  results. 

Action  promised 

No  action  taken 

Other 

Not  reported 

Total 

How  results  on  administrative  messages  transmitted  (question  No.  11): 

Not  applicable,  no  action  taken  or  necessary... 

Results  transmitted  via  lOCI  terminal 

Results  transmitted  by  phone... 

Results  transmitted  by  mail 

Other - 

Not  reported .- 

Total 

Terminal  used  during  lOCI  response  (question  No.  12): 

Used  only  CRT  without  hardcopy 

Used  CRT  display  with  partial  hardcopy 

Used  CRT  display  with  complete  hardcopy 

Not  reported - 

Total --- 

Use  of  hardcopy  printout  on  lOCI  response  (question  No.  13): 

Used  and  destroyed  hardcopy 

Stored  hardcopy  in  case  file - 

Filed  in  sequential  order 

Forwarded  to  other  agency ■ 

Placed  in  other  file 

Other 

Not  reported 

Total 

Reproduce  hardcopy  printout  of  lOCI  response  (question  No.  14): 

Did  not  reproduce 

Reproduced  1  copy... 

Reproduced  multiple  copies 

Not  reported 

Total 

Disposition  of  reproduced  hardcopy  printout  of  IOC!  response  (question  No.  15) 

Forwarded  copy  toother  agency 

Filed  copy  in  sequential  file 

Filed  in  case  file 

Used  and  destroyed 

Other 

See  footnote  at  end  of  table,  p.  688. 
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72 

0 

3 

65.4 
20  6 

13.  S 
0 
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534 

69 

6 

133 

18 

30  6 

2  7 

58  8 

8  0 

226 

14 
18 
50 
25 
70 
15 
5 
19 
10 

6  2 

8  0 

22.1 

11  1 

31  0 

6.6 

.  J 

2.2 
8.4 

4.4 

226 

134 
40 
6 
17 
12 
16 
1 

59.3 

17.7 

2.7 

7.5 

5.3 

7.1 

.4 

226 

158 
59 
1 
3 
2 
2 

69.9 

26.1 

.4 

1.3 

.9 

.9 

226  .... 

1 

0 

179 

2 

.5 

0 

98.4 

1.1 

182  .... 

109 

53 

15 

0 

1 
1 
3 

59.9 

29.1 

8.2 

0 

.5 

.5 

1.6 

182  .... 

136 

41 

3 

2 

74.7 

22.5 

1.6 

1.1 

182 

2  — . 
45  .... 

0  .... 

1  .... 
89  .... 

... 
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loci  OPERATIONS  QUESTIONNAIRE  TABULATIONS — Continued 


Number 


Percent 


Follow-up  on  information  obtained  from  lOCI  response  by  contacting  contributing  agency 
(question  No.  16): 

No  contact  made  of  contributing  agency 

Contacted  contributing  agency  and  obtained  additional  information 

Contacted  contributing  agency  and  did  not  obtain  additional  information 

Follow-up  on  information  obtained  from  lOCI  response  by  contacting  agencies  holding 
additional  information  (question  No.  17): 

Not  applicable,  no  additional  agencies  listed... 

No,  did  not  contact 

Contacted  1  agency  and  obtained  additional  information 

Contacted  1  agency  and  did  not  obtain  additional  information 

Contacted  several  agencies  and  obtained  additional  information _ 

Contacted  several  agencies  and  did  not  obtain  additional  information 

Assistance  lOCI  data  base  provided  in  investigation  (question  No.  18): 

lOCI  provided  limited  assistance _ 

lOCI  provided  substantial  assistance 

lOCl  didn't  provide  assistance 

Not  reported __ 

Total 


178 
0  . 
0  . 

3 

176 
0 
0 
0 
0 


74 

89 

17 

2 


40.7 

48.9 

9.3 

1.1 


182 


'  May  not  total  to  ICO  percent  due  to  rounding. 


USEFULNESS  OF  lOCI  DATA  BASE  ELEMENTS  (QUESTIONS  19-38) 


Data  element 


Reference 

Useful 

only 

No 

use 

Not  applicable 
Num-        Per- 

Notr 
Num- 

jported 

Num- 

Per- 

Num- 

Per- 

Num- 

Per- 

Per- 

ber 

cent 

ber 

cent 

ber 

cent 

ber 

cent 

ber 

cent 

9 

4.9 

142 

78.0 

3 

1.6 

26 

14.3 

2 

1 
l.i 

9 

4.9 

144 

79.1 

3 

1.6 

25 

13.7 

a 

9 

4.9 

144 

79.1 

3 

1.6 

25 

13.7 

.5 

7 

3.8 

105 

57.7 

3 

1.6 

66 

36.3 

.3 

3 

1.6 

87 

47.8 

3 

1.6 

88 

48.4 

.a 

8 

4.3 

139 

76.4 

3 

1.6 

31 

17.0 

.a 

2 

1.1 

50 

27.5 

4 

2.2 

125 

68.7 

.3 

11 

6.0 

132 

72.5 

15 

8.2 

23 

12.6 

.a 

9 

4.9 

131 

72.0 

15 

8.2 

26 

14.3 

.i 

7 

3.8 

50 

27.5 

15 

8.2 

108 

59.3 

l.s 

9 

4.9 

144 

79.1 

3 

1.6 

25 

13.7 

.a 

2 

1.1 

55 

30.2 

2 

1.1 

122 

67.0 

.a 

9 

4.9 

133 

73.1 

3 

1.6 

36 

18.8 

5 

2.7 

75 

41.2 

2 

1.1 

99 

54.4 

5 

3 

1.6 

86 

47.3 

4 

2.2 

88 

48.4 

.5 

6 

.3.3 

129 

70.9 

11 

6.0 

35 

19.2 

.5 

8 

4.3 

132 

72.5 

3 

1.6 

38 

20.9 

.5 

11 

6.0 

159 

87.4 

3 

1.6 

8 

4.3 

.5 

5 

2.7 

95 

52.2 

5 

2.7 

76 

41.8 

.5 

2 

1.1 

59 

32.4 

1 

.5 

117 

64.3 

1.6 

Place  of  birth 

Height  or  weight 

Hair  color/skin... 

Operator  license  number 

Social  security  number. 

FBI  number.. 

F/P  classification 

State  ID  number... 

Date  of  information. 

Contributing  agency  number 

Criminal  activity  code.. 

Ma  rks/scars 

Residential  address 

Business  address. 

Occupation 

Agency  holding  additional  informa- 
tion  

Alias.. 

Association  (crime). 

Association  (noncrime) 

Corporate  holdings 
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Appendix  J 

FLOW   CHART  OF  lOCI  orER.vnO>-S    QUESTIONNAIRE   RESULTS 
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Excerpts  From  "Evaluation  of  the  Interstate  Organized  Crime  Indes: 
(lOCI)"  BY  Arthur  Young  and  Company,  January  1974 

I.  introduction 

This  Final  Report  is  the  result  of  a  three  phased  project  to  conduct  an  inde- 
pendent evaluation  of  the  present  Interstate  Organized  Crime  Index  (lOCI) 
prototyiJe  system.  The  report  summarizes  the  results  of  each  project  phase  as 
follows : 

Phase  I — Analysis  of  System  requirements  and  development  of  conceptual  al- 
ternatives 

Phase  II — lOCI  prototype  evaluation  and  improvement  planning 

Phase  III — Security  and  Privacy  Policy  and  Procedures  considerations. 
1.  Project  Background 

The  need  to  exchange  information  related  to  organized  criminal  activities 
has  been  recognized  by  law  enforcement  for  some  time.  The  Law  Enforcement 
Intelligence  Unit  (LEIU)  was  formed  in  1956.  by  mutual  agreement  of  con- 
cerned agencies,  for  the  purpose  of  gathering,  recording,  investigating,  and  ex- 
changing such  information.  LEIU  now  consists  of  over  220  members  nation- 
wide, and  was  a  prime  mover  in  creating  a  computerized  prototype  system  in 
1972  called  the  Interstate  Organized  Crime  Index  (lOCI)  to  enhance  the  flow 
and  coordination  of  information  exchange. 

The  prototype  lOCI  system  was  intended  to  test  the  benefits  of  using  a  com- 
puterized index  to  improve  information  exchange  on  a  nationwide  basis  using 
a  telecommunications  terminal  network.  The  ultimate  goal,  of  course,  was  to 
adversely  impact  organized  criminal  activities. 

The  lOCI  data  base  was  initially  created  from  LEIU  card  information  relat- 
ing to  approximately  three  thousand  subjects.  The  data  base  presently  contains 
approximately  20,000  names  including  principal  subjects,  associates,  aliases, 
and  monikers.  The  lOCI  data  base  serves  as  a  central  index  of  subjects.  The 
index  and  the  related  terminal  network  is  controlled  by  the  Michigan  State 
Police  computer  in  East  Lansing,  Michigan.  lOCI  data  base  updating  is  con- 
trolled by  the  California  Department  of  Justice.  Organized  Crime  and  Criminal 
Intelligence  Branch  which  acts  as  the  Central  Coordinating  Agency  (CCA). 
lOCI  data  is  prepared  for  system  input  in  conjunction  with  maintaining  the 
LEIU  card  file,  which  is  also  a  task  performed  by  the  CCA. 

Initially,  sixteen  CRT  terminals  were  located  in  agencies  across  the  country 
to  provide  remote  access  to  the  Central  Index.  Recently,  the  number  of  termi- 
nals was  increased  to  thirty  including  seven  CRT  and  twenty-three  teletype 
terminals.  Agencies  with  terminals  are  able  to  communicate  administratively 
with  all  other  terminals  in  the  network  as  well  as  make  subject  inquiries  of 
the  Central  Index  (CI). 

The  system  is  managed  by  an  lOCI  Executive  Committee  consisting  of  the 
LEIU  Executive  Board,  and  representatives  from  the  CCA,  the  CI,  and  six  ter- 
minal agencies.  The  Law  Enforcement  Assistance  Administration  (LEAA)  pro- 
vides Federal  funds  for  system  development  and  operation  and  has  a  non-vot- 
ing representative  on  the  Executive  Committee.  A  California  Crime 
Technological  Research  Foundation  (CCTRF)  representative  is  also  a  non-vot- 
ing member  of  the  Committee.  CCTRF  administers  the  Federal  funds,  provides 
technical  staff  services,  and  generally  coordinates  and  monitors  development 
activities  including  this  evaluation  project. 

Before  further  expanding  the  terminal  network,  management  determined 
that  there  was  a  need  to  evaluate  the  prototype  system.  Arthur  Young  &  Com- 
pany was  selected  to  conduct  an  independent  evaluation  of  the  lOCI  prototype. 
User  renuirements  were  to  be  fundamental  in  evaluating  the  system  expansion 
feasibility,  consotraints,  and  approacnes.  The  specific  objectives  of  the  project 
were  as  follow : 

To  identify  user  requirements  for  the  interstate  exchange,  storage,  and 
analysis  of  information  related  to  organized  criminal  activities : 

To  define  cost-effective  alternative  system  approaches  to  satisfy  user  re- 
quirements : 

To  recommend  a  system  approach  which  is  not  only  cost-effective  but 
which  satisfies  user  needs  to  the  extent  possible  within  practical  con- 
straints such  as  funding  requirements,  and  security  and  privacy  issues ; 
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To  evaluate  the  present  lOCI  prototype  as  compared  to  the  recom- 
mended system  and  to  establish  a  plan  for  improving  lOCI  as  appropriate 
and  feasible ;  and 

To  develop  security  and  privacy  policies  and  procedures  necessary  for 
implementing  the  lOCI  improvements  according  to  plan. 
The  project  tasks  were  organized  into  the  following  three  phases: 

Phase  I — Requirements  Analysis  and  System  Alternatives — During  Phase 
I  user  requirements  for  information  were  defined.  The  central  Index, 
Central  Coordinating  Agency,  and  representative  Terminal  Agencies 
were  visited  to  obtain  this  information.  Other  involved  agencies,  such  as 
LEAA  were  also  visited  during  this  phase.  Appendix  A  of  this  report  con- 
tains the  details  of  the  agencies  surveyed  during  the  project.  System  con- 
straints which  limit  the  alternative  approaches  were  also  identified  and 
considered.  A  recommended  system  approach  was  selected  from  the  alter- 
natives based  upon  an  analysis  of  user  needs  which  were  satisfied  and 
upon  estimates  of  developmental  and  operational  costs.  On  November  28 
and  29.  19(3  the  lOCI  Executive  Committee  reviewed  and  approved  the 
Phase  I  recommendations. 

Phase  II — lOCI  Evaluation — During  Phase  II  the  present  lOCI  prototype 
system  was  compared  to  the  system  concepts  resulting  from  Phase  I.  The 
comparison  resulted  in  an  lOCI  improvement  plan  including  tasks,  sched- 
ule, organization,  and  funding. 

Phase  III — Development  of  Security  and  Privacy  Policy  and  Procedures — 
Phase  III  was  devoted  to  an  analysis  of  security  and  privacy  isues  and 
recent  developments  as  they  pertain  to  the  approved  lOCI  approach.  Anal- 
ysis during  this  phase  resulted  in  a  statement  of  the  security  and  privacy 
policy   and   procedures  necessary   for  implementing  the  approved   system. 
The  results  of  Phases  II  and  III  were  presented  in  a  combined  report  to 
the  Executive  Committee  on  January  16  and  17,  1974.  The  Committee  ac- 
cepted the  report  and  furnished  guidelines  which  were  considered  in  pre- 
paring this  Final  Report. 
The  project  completion  data  was  extended  from  December  31,  1973  to  Janu- 
ary  31,    1974.   Approximately   two  additional   weeks   were   necessary   for   cost 
analysis,  and  to  allow  adequate  time  for  the  involved  agencies  to  review  and 
prepare  their  cost  estimates.  The  remainder  of  the  schedule  extension  was  to 
permit  the  preparation  of  this  Final  Report  subsequent  to  the  January,  1974 
lOCI  Executive  Committee  meeting. 

As  previously  mentioned,  this  report  contains  the  summary  of  the  results  of 
all  project  phases.  The  several  appendices  to  the  report  contain  the  detailed  in- 
formation which  supports  the  analysis  and  recommendations  contained  in  the 
main  body  of  the  report. 

2.  Summary  of  analysis  and  recommendations 

We  recommend  that  an  on-line  computerized  system  be  developed  for  lOCI. 
The  computerized  system  approach  would  provide  for  the  following  functions : 
On-line  of  subject  inquiry  to  a  centralized  data  base, 
Update  of  subject  data  via  remote  terminals. 
Coordination  between  agencies  interested  in  the  same  subject. 
Administrative  message  capability  among  terminal  agencies, 
Data  base  search  and  analysis  capability,  and 
System  management. 
In   addition   the   use   of   the   recommended    automated    conceptual    approach 
would  incorporate  the  following  features  : 

Interactive  communications  between  the  terminal  user  and  the  computer 
for  on-line  inquiry  and  update. 

Compliance  witn  public  record  privacy  requirements. 

Expansion  of  the  subject  data  base  by  establishing  coordinative  capabili- 
ties. 

Improvement  of  the  inquiry  capability  by  establishing  selective  response 
formats  and  options,  and 

Simplification  of  the  sign-on  procedure  while  retaining  security. 

Our  recommendation  is  based  fundamentally  upon  the  need  for  intelligence 

agencies  to  exchange  and  coordinate  information  related  to  organized  criminal 

activities.   Presently,  information  is  exchanged  by  numerous  metnods  few  of 

which  are  formalized  or  systematic.  On  an  interstate  basis,  the  lOCI  concept 
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is  widely  supported  by  users  as  a  means  for  improving  the  exchange  and  coor- 
dination of  information.  Other  benefits  of  the  system  include  : 

Coordination  among  agencies  interested  in  the  same  subjects  ; 

Leads  to  criminal  associates  and  businesses, 

Identification  of  unknown  subjects,  and 

Data  base  analysis  capability. 
Additionally,  lOCI  has  had  the  effect  of  significantly  increasing  the  rapport 
and  coordination  of  agencies  participating  in  the  use  of  the  system.  This  coop- 
erative atmosphere  has  aided  in  bringing  the  nature  of  nation-wide  organized 
criminal  activities  into  focus. 

It  is  important  to  remember  that  the  conceptual  approach  recommended  dur- 
ing Phase  I  was  intended  to  reflect  the  lOCI  system  requirements  and  the  po- 
tential technical  alternatives  considering  a  minimum  application  of  constraints. 
In  effect,  the  recommended  lOCI  approach  was  to  be  an  "ideal"  system.  Ex- 
hibit I,  following  this  page,  presents  a  summary  of  the  potential  technical 
alternatives  which  were  analyzed  during  Phase  I.  Each  alternative  is  summa- 
rized in  relation  to  identified  system  objectives,  constraints,  and  user  informa- 
tion requirements.  A  more  detailed  analysis  of  alternatives  is  contained  in  Ap- 
pendix B  of  the  report. 
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During  Phases  II  and  III,  the  recommended  system  outlined  above  was  tem- 
pered by  the  identified  constraints.  From  a  system  development  point  of  view, 
the  primary  constraints  are  development  costs,  and  security  and  privacy  require- 
ments. A  summary  of  recommendations  is  contained  in  Exhibit  II,  following  this 
page.  The  exhibit  highlights  some  of  the  technical  and  economic  aspects  of  the 
recommended  system,  and  several  actions  recommended  for  development. 

The  most  critical  area  to  be  resolved  is  the  location (s)  of  the  central  coordina- 
tion and  central  index  functions.  The  following  factors  must  enter  into  assessing 
the  final  location : 

Management  control  of  lOCI  and  the  relationship  with  the  management 
of  the  operating  agencies 

Security  and  privacy  technical  and  procedural  requirements 
Costs  of  system  development  and  operation 

Potential  security  and  privacy  legislative  action  in  the  state  maintaining 
the  index  function 

Interim  lOCI  operations  during  development 
lOCI  relationship  to  the  LEIU  card  system. 
Considering  the  above,  a  combined  CCA/CI  operation  at  an  existing  law  en- 
forcement facility  has  merit.  But  the  final  location (s)  will  depend  upon  negotia- 
tions with  the  key  agencies  involved. 

The  remaining  sections  of  this  report  summarize  the  results  of  Phase  I,  II 
and  III. 

Exhibit  II. — Summary  of  recommendations 

lOCI  system Online  computerized  approach. 

Law  enforcement  processing  environment. 
CRT  terminals  with  hardcopy  capability. 
Data  base  expansion : 
Coordiation  file. 
Expanded  associate  data. 
Leased  telecommunications : 

GSA  Telpak  service — low  speed. 
Multidrop. 
No  scramblers. 
lOCI      application      pro- 
grams        Redesign  and  rewrite. 

Satisfy   U'-er  information  renuirements,   system  ob- 
jectives, and  technical  requirements. 

Organization Combined  CCA/CI  operation. 

Central  management  reporting  to  the  lOCI  executive 
committee : 
lOCI  director. 
11  staff  members  plus  a  secretary. 

Improvement  plan Systematic  work  plan  of  11  major  tasks. 

21-month  development  period. 

Development  costs Maximize  purchase  of  equipment  to  reduce  ongoing 

costs. 
One-time  baseline  cost  estimate  $1,564,906. 
Annual  bnselinp  cost  estimate  $-^97,350. 
LEAA  funding  required. 
Security  and  privacy  con- 
siderations       Participate  in  directing  State  and  Federal  legisla- 
tion. 
Adopt  new  or  improved  procedures  : 
Simplified  terminal  sign-on. 
Data  entry  criteria. 
Data  base  purge  criteria. 
Spf'nrity  piidit. 
Error  correction  and  recovery. 

II.    lOCI  SYSTEM  REQUIREMENTS 

The  system   requirements  related  to  the   interstate   exchange   of   organized 
criminal  activity  information  are  presented  in  this  section.   For  purposes  of 
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providing  a  better  design  framework,  system  requirements  will  be  discussed  in 
terms  of : 

System  need, 

System  objectives, 

System  constraints,  and 

User  information  requirements. 
System  requirements  were  determined  primarily  by  reviewing  the  available 
and  pertinent  lOCI  documentation,  by  analyzing  responses  to  the  LEIU  letter 
dated  December  4,  1972  relating  to  terminal  location  interest,  by  analyzing  re- 
sponses to  our  letter  survey  of  the  LEIU  membership,  by  reviewing  the  Cen- 
tral Index  (CI)  and  Central  Coordinating  Agency  (CCA)  operations,  and  by 
interviewing  selected  lOCI  terminal  agencies.  Interim  results  were  also  dis- 
cussed in  detail  with  the  lOCI  Executive  Committee.  Agencies  contacted  indi- 
vidually are  identified  in  Appendix  A  to  this  report.  The  appendix  also  summa- 
rizes the  results  of  the  general  surveys. 

/.  'Need  for  a  system 

Intelligence  units  presently  exchange  information  to  varying  degrees  at 
meetings,  by  phone,  through  personal  contact,  via  mail,  and  through  intelli- 
gence bulletins.  Our  research  indicates  that  such  information  exchange  contrib- 
utes to  investigative  efforts  by  expanding  the  potential  sources  of  data.  The  in- 
terstate exchange  of  information  is  particularly  important  when  considering 
the  increasingly  wide  geographic  dispersion  of  related  organized  criminal  activ- 
ities and  the  mobility  of  criminal  subjects.  The  formation  of  LEIU  has  been 
instrumental  in  the  interstate  exchange  of  information  by  these  various  means, 
and  has  additionally  formalized  available  subject  information  by  developing 
the  LEIU  card  file  which  was  used  as  a  basis  for  the  lOCI  prototype  system. 
Although  the  nature  of  the  problem  and  the  formation  of  LEIU  clearly  sup- 
port the  need  for  information  exchange,  the  need  for  the  added  capability  of  a 
system  such  as  lOCI  had  to  be  established.  The  assessment  of  need  for  a  more 
systematic  interchange  of  information  considered  the  benefits  to  the  system 
users,  the  acknowledged  system  support  by  potential  users,  and  the  system 
costs. 

The  need  for  lOCI  was  supported  by  potential  system  user  responses  to  two 
surveys  and  terminal  agency  field  interviews.  The  first  survey  was  completed 
in  January  of  1973  by  lOCI  management  interested  in  expanding  the  system. 
The  116  state  and  local  agencies  which  were  surveyed  responded  as  follows : 

80  agencies  desired  an   lOCI   terminal    (64  are  presently   non-terminal 
agencies ) , 
2  agencies  did  not  want  a  terminal,  and 
34  failed  to  respond. 
A  second  survey  of  all  LEIU  members  was  conducted  In  October,  1973  as  a 
part  of  this  project  with  the  following  results  : 

92  agencies  responded  with  66  agencies  desiring  a  terminal  and  25  indi- 
cating a  willingness  to  participate  without  specifically  requesting  a  termi- 
nal, 

91  of  the  responding  agencies  indicated  they  would  support  lOCI  by  con- 
tributing data,  with  or  without  a  terminal. 

Only  47  agencies  desired  to  participate  if  non-LEIU  member  terminals 
were  permitted  access  to  lOCI,  and 

Only  1  agency  did  not  want  a  terminal  and  would  not  participate  at  this 
time. 
Agencies  who  presently  support  and  use  lOCI  terminals  (30)  and  those 
de^irin?  terminals  as  indicated  by  both  surveys  total  107.  The  agency  total 
increases  to  132  if  those  desiring  to  participate  without  a  terminal  are 
included.  This  total  was  the  basis  for  assuming  a  terminal  network  of  125  ter- 
minals for  cost  estimating  purposes. 

Physical  security,  lack  of  understanding  of  system  benefits.  Federal  funding 
considerations,  and  potential  unbudgeted  costs  to  user  agencies  were  cited  as 
reasons  for  agencies  not  wanting  terminals. 

There  was  a  strong  indication  that  terminal  agencies  would  support  reasona- 
ble lOCI  operating  costs  as  follows  : 

Average  of  all  responding  agencies — $144/month. 
Average  of  agencies  desiring  a  terminal — $165/month. 
Average  of  existing  terminal  agencies — $225/month. 
As  indicated  by  the  progression  of  the  amounts  shown  above,  it  can  be  as- 
sumed that  the  willingness  to  support  lOCI  operating  costs  would  increase  in 
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proportion  to  increased  knowledge  of  the  system,  increased  numbers  of  termi- 
nal agencies,  improved  system  capabilities,  and  expansion  of  the  subject  data 
base. 

As  with  most  computerized  law  enforcement  systems,  the  total  cost  of  lOCI 
development  and  operation  could  not  be  supported  by  the  users.  Regardless  of 
the  expressed  need  for  lOCI,  the  realities  of  local  agency  budget  constraints, 
and  the  limitations  of  the  lOCI  and  LEIU  financial  resources  requires  Federal 
support.  However,  the  lack  of  financial  resources  does  not  diminish  the  need 
for  lOCI. 

The  formalization  of  inter.state  and  interagency  exchange,  and  a  more  con- 
sistent and  systematic  approach  to  information  storage  and  retrieval  through 
lOCI  will  improve  the  effectiveness  of  law  enforcement  related  to  organized 
criminal  activities.  Specific  benefits  include: 

Increasing  the  knowledge  of  other  agencies  interested  in  the  same  sub- 
jects and,  additionally,  clarifying  the  nature  of  their  interest, 
Providing  added  leads  to  criminal  associates. 

Identifying  subjects  which  are  locally  unknown,  but  which  are  known 
elsewhere,  and 

Analyzing  inter-agency  transactions  and  the  data  base  profile  to  deter- 
mine otherwise  unidentifiable  relationships  and  trends. 
In  addition  to  improving  the  storage  and  retrieval  of  subject  information,  new 
methodologies  can  be  developed  to  improve  the  administrative  communications 
among  agencies  which  are  actively  involved  in  investigations  of  organized 
criminal  activities. 

Continued  operation  and  development  of  lOCI  is  justified  on  the  basis  of: 
The  critical  need  for  interstate  coordination. 
Tlie  anticipated  impact  on  organized  criminal  activities. 
The  expressed  support  of  agencies  to  participate  in  lOCI. 
The  degree  of  justification  for  lOCI  relates  directly  to  the  level  of  availabil- 
ity and  use  of  the  coordination  capability.  This  justification,  in  our  opinion,  is 
not  based  upon  the  "hit"  or  successful  match  quantity  of  coordination  inquir- 
ies, but  rather  it  should  be  based  upon  the  theoretical  and  practical  coordina- 
tion potential  of  the  system. 

The  degree  of  support  by  each  agency  was  closely  related  to  the  achievement 
of  specific  system  objectives  which  are  identified  below. 

2.  System  objectives 

To  provide  a  general  framework  for  the  development  of  system  approaches  a 
number  of  desirable  objectives  were  identified.  The  system  objectives  which 
guided  our  analysis  of  alternatives  included  the  following : 

The  system  should  improve  the  interstate  and  interagency  exchange  and 
communication  of  information  related  to  organized  criminal  activities. 

Any  approach  selected  must  be  technically  feasible. 

The  recommendf  d  system  approach  must  be  economically  justified  in 
terms  of  available  financial  support  for  development  and  operations  which 
is  in  turn  dependent  upon  the  system  lienefits  to  users. 

The  system  should  service  all  law  enforcement  agencies  through  partici- 
pating LEIU  members  consistent  with  established  LEIU  dissemination  pol- 
icies. 

System  procedures  and  methods  must  promote  the  contribution  of  sub- 
ject data,  and  should  facilitate  the  timely  update  of  the  central  file 
records. 

System  capabilities  should  emphasize  the  coordination  function  among 
agencies  interested  in  the  same  subjects. 

Appropriate  security  and  privacy  must  be  insured. 

The  system  should  permit  reasonable  growth. 

System  manageability  and  maintainability  must  be  retained  with  regard 
to  the  data  base,  use  of  facilities,  audit  of  procedures  and  overall  policies 
to  insure  system  integrity  and  security. 

3.  Sy-'item  constraints 

System  costs,  user  participation,  and  security  and  privacy  Issues  represent 
the  major  identified  legitimate  constraints  in  achieving  the  system  objectives 
discussed  above.  These  constraints  are,  in  effect,  .system  objectives  which  are 
restated  to  emphasize  the  limits  of  potential  system  alternatives.  The  nature 
of  the  system  limitations  or  constraints  in  each  of  these  areas  is  discussed 
below. 
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(1)  System  Cost  Constraints. — lOCI  costs  fall  into  the  two  general  catego- 
ries of  development  costs  and  operating  costs.  There  are  numerous  cost  ele- 
ments in  each  category  which  are  analyzed  later  in  this  report. 

Presently,  lOCI  costs  are  being  borne  by  LEAA  grant  funds.  It  must  be  an- 
ticipated that  eventually  LEAA  funding  will  be  significantly  reduced  or 
eliminated.  It  will  be  important  that  these  funds  be  expended  in  the  most 
effective  manner  to  assure  the  ability  of  the  users  to  support  the  ongoing  oper- 
ating costs. 

A  survey  of  LEIU  members  indicates  that  on  the  average  they  would  be 
willing  to  bear  operating  costs  of  approximately  $144  per  month  for  the  pres- 
ent system.  This  average  is  low  since  many  responding  agencies  commented 
that  they  could  not  commit  to  significant  expenditure  without  prior  budget  ap- 
proval. The  larger  and  more  active  agencies  indicated  a  willingness  to  support 
much  greater  monthly  costs.  There  is  a  strong  indication  that  support  would 
increase  for  an  effective  .system  with  improved  capabilities. 

The  limits  of  u.ser  financial  support  for  system  operation  present  the  pri- 
mary cost  constraint.  The  nature  of  the  system  which  will  be  economically  fea- 
sible will  depend  upon  the  extent  of  Federal  funding  to  support  system  devel- 
opment and  interim  operating  costs. 

(2)  User  Participation  Constraints. — The  level  of  participation  in  any  sys- 
tem depends  largely  upon  the  benefits  to  the  users  in  relation  to  costs.  User 
participation  in  lOCI  takes  the  following  forms  : 

Data  base  inquiry — The  level  of  use  of  a  central  data  base  is  related  to 
the  scope  and  organization  of  the  stored  information.  If  lOCI  effectively 
assists  investigations  through  improved  information  availability  and  com- 
munications, users  will  participate  to  a  high  degree.  In  spite  of  current 
system  limitations,  the  desired  use  of  lOCI  is  relatively  high.  Surveys  of 
LEIU  members  indicate  that  over  100  intelligence  units  presently  want  an 
lOCI  terminal,  and  that  they  would  support  reasonable  operating  costs  for 
a  beneficial  system.  The  willingness  of  users  to  support  the  .system  costs 
on  an  ongoing  basis  is  reflective  of  good  potential  user  participation.  Oper- 
ating statistics  of  the  present  system,  on  the  other  hand,  have  little  bear- 
ing on  the  potential  level  of  use  of  an  improved  .system. 

Data  base  contribution — The  improved  systems  should  promote  the  con- 
tribution of  data  as  a  basis  for  inquiry   and  coordination.   Security   and 
privacy  issues  bear  heavily  on  the  contribution  of  valuable  subject  data. 
Although  the  present  public  record  requirement  is  generally  accepted  by 
users,  it  can  have  a  deterrent  effect  by  limiting  the  permissible  storage  of 
information.   Subject  name  contribution  could  replace  the  contribution  of 
non-permissible  subject  data  with  a  capability  to  coordinate  agencies  inter- 
ested in  the  same  subjects.  The  contribution  of  data  would  be  limited  to  a 
subject's  name,  thereby  avoiding  the  use  of  non-public  record  data  in  the 
system.  The  actual  transfer  and  storage  of  subject  data  would  occur  out- 
side the  system  through  personal  contact  consistent  with  present  practice. 
The  coordinating  function  should  result  in  a  significant  increase  in  the  na- 
tionwide interchange  of  information. 
The  approach  taken  for  improving  lOCI  should  include  methods  and  proce- 
dures to  overcome  user  participation  constraints.  A  key  function  of  the  techni- 
cal development   staff  will   be   to   convey   system   capabilities   to   all   potential 
participants  including  agencies  with  both  direct  and  indirect  access  to  the  data 
bases. 

(3)  Security  and  Privacy  Constraints. — While  Security  and  Privacy  provi- 
sions are  rightfully  intend<'d  to  protect  individual  rights,  they  can  present  a 
constraint  from  a  system  point  of  view.  Research  during  Phase  I  of  this  project 
clearly  indicates  a  need  to  expand  the  central  data  base.  The  fact  that  the 
public  record  requirement  could  limit  the  possible  dimensions  of  the  subject 
data  base  is  recognized  and  acceptable  to  lOCI  users.  However,  present  legisla- 
tive activities  may  apply  the  public  record  concept  so  strictly  that  any  permis- 
.sible  expansion  of  the  data  ba.se  could  be  prevented.  Evolving  legi.slation  must 
be  guided  to  distinguish  the  needs  for  intelligence  information,  as  opposed  to 
criminal  history  information,  and  thereby  avoid  a  potentially  severe  system 
constraint. 

Each  of  the  above  system  ccmstraints  generally  influenced  the  analysis  of  al- 
ternative approaches.  Prior  to  fully  considering  system  constraints  during  Phase 
II  and  III  of  the  project,  lOCI  alternatives  were  developed  to  satisfy  user  re- 
quirements for  information. 
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4.   User  information  requirements 

The  user  requirements  for  information  were  determined  primarily  from  de- 
tailed inter\news-  with  existing  terminal  agencies,  potential  terminal  agencies, 
the  CCA,  and  the  lOCI  Executive  Committee.  Key  user  information  require- 
ments identified  include : 

Data   base   contents   and   organization.   Data   retrieval,   Interagency   co- 
ordination, Administrative  messages,  and  System  management. 
Key  identified  user  information  requirements  in  these  areas  include  : 

Expanded  data  base  of  subjects  by  establishing  a  coordination  capability, 
Enhancements  to  subject  data  including  improved  criminal  activity  cod- 
ing. 

Provision  for  additional  data  element  capabilities  for  associate  subjects, 
Simplified  procedures  (sign-on)  to  access  the  central  data  base  while  re- 
taining proper  security. 

Selective  inquiry  capability. 

Ability  to  search  for  incident  field  subjects  based  upon  parameters,  and 
Support  data  base  analysis  capability. 
These  user  requirements  and  others  are  discussed  below  as  they  relate  to : 

Data  base  contents  and  organization,  data  retrieval,  interagency 
coordination,  administrative  messages,  and  system  management. 
(1)  Data  Base  Contents  and,  Organization. — The  central  data  file  must  con- 
tain certain  data  elements  regardless  of  the  technology  or  storage  media  used. 
The  data  elements  and  the  scope  of  subjects  were  discussed  in  detail  with 
present  and  potential  lOCI  terminal  agencies.  The  data  elements  which  were 
identified  as  being  required  by  users  are  shown  in  Exhibit  III,  following  this 
page.  Many  of  the  data  elements  would  be  optionally  submitted,  as  appropri- 
ate, by  the  source  agency.  In  some  instances  the  data  elements  would  be  in- 
cluded as  a  product  of  the  system. 

As  depicted  in  Exhibit  III,  subject  name,  address,  personal  descriptors,  busi- 
ness associations,  identifying  numbers,  and  criminal  characteristics  were 
identified  as  being  needed  for  lOCI.  Agency  coordination  information  and  sig- 
nificant dates  were  also  identified  as  being  needed. 

The  data  elements  shown  in  the  exhibit  would  be  present  in  the  data  base 
depending  upon  the  subject  category.  The  following  subject  categories  are  for- 
malized in  the  exhibit : 

Principal  subject,  criminal  associate,  noncriminal  associate,  and  coordi- 
nation subject. 
For  a  Principal   Subject  almost  all   of  the  data   elements  would   be  valid. 
Principal  Subject  data  elements  which  are  recommended  to  be  added  to  the 
present  data  elements  are  indicated  as  "new"  in  Exhibit  III  and  include  the 
following : 

Telephone  number,  city  of  birth,  business  name,  type  code,  and  relation- 
ship to  the  subject,  and  modus  operandi  code. 
Organization  code  and  location. 
Subject  location  code. 

Entry  date,  last  inquiry  date,  number  of  inquiries,  and  reference  date. 
Each  of  the  added  data  elements  would  be  optionally  supplied  by  contributors  as 
appropriate  to  a  .subject.  Expanded  business  related  data  elements  were  requested 
to  reflect  the  broad  range  of  possible  business  relationships  in  addition  to 
corporate  holdings.  Expansion  of  the  Crime  Activity  Code  (CAC)  to  be  more 
meaningful  and  comprehensive  was  also  specified. 

Data  elements  relating  to  associates  of  Principal  Subjects  were  determined 
to  be  too  limited  in  the  prototype  system.  As  a  result,  user  requirements  indi- 
dicated  that  most  data  elements  which  are  valid  for  Principal  Subjects  should 
also  be  valid  for  Criminal  Associates.  Data  elements  for  Non-criminal  Associates 
could  remain  essentially  the  same  as  the  prototype  sy.stem.  Obviously,  associate 
data  elements  would  include  the  necessary  linkages  to  the  Principal  Subjects. 
A  new  subject  category  was  created  by  the  u.ser  requirement  for  coordina- 
tion among  agencies  interested  in  the  same  .subjects.  The  valid  data  elements 
for  coordination  subjects  .should  be  limited  primarily  to  the  following : 
Subject  name,  moniker,  or  business  name. 
Interested  agencies. 

Agency  intcest  code  to  refle'^t  the  natu'*e  of  intprest. 
The  last  two  columns  of  Exhibit  III  indicates  the  expected  use  of  each  data 
element  for  inquiry  or  search  retrieval  purposes.  Such  user  retrieval  of  infor- 
mation is  more  fully  discussed  below. 
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Exhibit  III 


IOC  I  RECOMMENDED  DATA  ELEMENT  SUMMARY 


DlTt   ELEHEMT    OESCR  IPT  lON      1 

REFERENCE 
NUHBER 

SUBIECT    CATEGORY 

USE 

PBI«*HT   ELEKHI 

SECONDARY   ELEMENT 

PRINCIPAL 

CRIMINAL          !      NDN-CRIHE 
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A    -    LAST 

1 

• 

• 

NEI 
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B    -   FIRST    DR   FNI 

• 

• 
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QUALIFIER 
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• 

• 

NEI 

QUALIFIER       ' 

«LUS    iUA) 

A    -    LAST 

2 

NEf 

NEI 

DIRECT 

1 

8    -   FIRST    OR   FNI 

■     NEI 

NEI 

QUALIFIER 

C    -   HIDOLE    OR   MNI 

NEI 

NEI 

flUALlFlCH 

NaNIREII    (HON) 

3 

NEI 

NEI 

NEI 

DIRECT 

»SSOCi*Tt    TYPC    (C0».    NCF.    «fl.    WC) 

* 

• 

• 

RESIDENCE    AOOBESS   (RAD) 

5 

NEt 

TELEPHONE   NUMBER 

AREA   CODE 

6 

NEI 

OPTIONAL 

NUHBER 

7 

NEI 

DIRECT 

OPTIONAL 

SEI    iSEI) 

S 

NEI 

QUALIFIER 

OPTIONAL 

RACE    (RAO 

9 

NEI 

QUALIFIER 

OPTIONAL 

HEIGHI     iHGI  ) 

ID 

NEI 

QUALIFIER 

OPTIONAL 

■EIGHT    ilGI) 

1  1 

NEI 

QUALIFIER 

OPTIONAL 

ETE   COLOR    (ETE) 

12 

HEi 

QUALIFIER 

OPTIONAL 

HAIR   COLOR    (HAD 

13 

NEI 

QUALIFIER 

OPTIONAL 

DISTINGUISHING   UIIIIS    (VSM) 

14 

NEI 

QUALIFIER 

OPTIONAL 

COHPLEIION    (SUN) 

15 

NEI 

QUALIFIER 

OPTIONAL 

DATE    OF    BIRTH    (DOB) 

16 

NEI 

QUALIFIER 

OPTIONAL 

BIRTHPLACE 

CITY 

17 

NEI 

QUALIFIER 

OPTIONAL 

STATE    (PDB) 

18 

NEI 

QUALIFIER 

OPTIONAL 

OCCUPATION   CODE    (OCC) 

19 

NEI 

' 

OPTIONAL 

BUSINESS   RELATIONSHIP 

BUSINESS   NAME 

20 

NEf 

DIRECT 

OPTIONAL 

BUSINESS   ADDRESS    (BAD) 

21 

BUSINESS    TYPE   CODE 

22 

QUALIFIER 

DPTlONAL 

RELATIONSHIP  CODE 

23 

NEI      3/ 

PRIDE    LEIU   NO.    (STS) 

24 

DIRECT 

SECONDART   LEIU  NO.    (SZN) 

25 

DtRECT 

FBI    NUHBER    (FBI) 

2B 

NEI 

DIRECT 

STATE    10   NO.    (SID) 

27 

NEI 

DIRECT 

LOCAL    ID    NO.    (SAN) 

28 

NEI 

DIRECT 

SOCIAL  SECURITT  NO     (SOC) 

29 

NEI       .■^' 

DIRECT 

OPERATOR'S    LICENSE   NO   (OLN) 

30 

NEI 

DIRECT 

CRIME    ACTIVITY   CODE    (CIC) 

31 

NEW 

OPTIONAL   5 

MODUS   OPERANDI    CODE 

52 

NEI 

OPTIONAL   5 

ORGANIZATION  CODE 

33 

NEI 

OPTIONAL  5' 

SU8IECT    LOCATION   CODE 

34 

NEt 

OPTIONAL   5/ 

ORGANIZATION   LOCATION   CODE 

35 

NEI 

OPTIONAL   5/ 

REMARKS    (COM) 

36 

NEI 

ORIGINATING   AGENCY    ( OR  1 ) 

37 

NEI 

NEI 

NEI 

OPTIONAL 

ADDITIONAL   AGENCY    (AIA) 

36 

NEI 

NEI 

NEI 

OPTIONAL 

AGENCY    INTEREST  CODE 

39 

NEI  i/ 

DATE    SUBMITTED    (SAO) 

40 

NEI 

NEI 

NEI 

DATE    ENTERED        h 

41 

NEI 

NEI 

NEI 

DATE    LAST    UPDATE    (OLU)        7/ 

43 

NEI 

NEI                            NEI 

DATE    LAST    INQUIRY        l^ 

43 

NEI 

NEI                            NEI 

NUMBER    OF    INQUIRIES      7/ 

44 

NEI 

NEI                            NEI 

REFERENCE   OAIE 

45 

NEI 

NEI 

NEI 

NEI 

PURGE    DATE 

46 

1 

NEI 

EMPLOYMENT,    OR    OTHER   SUBJECT    ASSOCIATION   TO   A    BUSINESS. 


'.'  The    three    LETTER   MNEMONIC   CODE    IN   PARENTHESES    INDICATES   USE    IN  THE    PRESENT    SYSTEM         FINGE8PRIN1     CLASS    (FPC)   AND   SUBMITTING   AGENCY   LITERAL   (SAL)   DO   NOT 

4PPEAR   SINCE    IHEY    ARE   RECOMMENDED   FOR    DELETION 

1/  THE    PRESENT    SYSTEM  lOULD   ACCEPT    EYE    COLOR   ALTHOUGH   OMITTED    FROM   OPERATIONS   MANUAL, 

3y  THIS   CODE   IILL   BE    USED    TO    INDICATE   CORPORATE     HOLDINGS  (COR)   AS   lELL   AS    TO    INDICATE    PARTNERSHIP. 

4/  THE    EIPAHSION   OF    THIS   CODE    HAY   ELIMINATE    THE    NEED   FOR   MO,    CODE 

S  IT    UAST    ODE    OF    THESE    DATA   ELEMENTS   SHOULD   BE   REQUIRED   FOR   A    SEARCH 

■i  t^-i    ;jUi    4    .»    fu    J.)!.-*   I*    '%.'I*«U    im    ntt    it    INT»RI8t    CflOROINAIION   uniH   DAIA    INPWI    BR    «URIFCt    NAMJ    IM&UtRT   If   «fM(«  «ftC»Ctl» 

'■  SYSTEM   HAINTklNtO    DAT*    ILtMINIS 
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(2)  Data  Retrieval. — Conceptually,  the  data  base  containing  the  data  ele- 
ments previously  identified  would  be  centrally  maintained  and  accessed  by 
lOCI  users.  Regardless  of  the  system  technology  and  procedural  options  devel- 
oped for  lOCI,  user  access  to  the  central  data  base  should  still  be  regulated  to 
provide  adequate  security  clearance.  However,  it  was  determined  during  Phase 
I  that  the  access  or  sign-on  procedure  should  be  simplified  while  retaining 
proper  security. 

Once  access  to  the  data  base  is  gained,  inquiry,  search,  and  analysis  re- 
trieval capabilities  should  exist  to  provide  the  broad  range  of  service  necessary 
to  satisfy  user  information  requirements. 

Inquiry  Retrieval 

Inquiry  retrieval  should  include  the  following  types  of  user  requests  : 

name    including    Principal    Subjects,    Associates,    Coordination    Sub- 
jects, and  businesses 
name  plus  qualifiers 
subject  identification  numbers. 
Qualifier  data  elements  could  be  weighted  for  level  of  significance.  The 
response  to  a  weighted  inquiry  retrieval  would  include  all  possible  sub- 
jects. The  inquirer  would  then  request  specific  information  relating  to  ons 
or  more  of  any  resulting  match  subject. 

The   following   options    should   be   provided,    if   possible,    in   conjunction 
with  the  inquiry  retrieval  capability  : 

retention  of  the  inquiry  agency  code  as  being  interested  in  coordi- 
nating with  other  agencies 
multiple  name  inquiries 

ability  to  select  specific  response  content  such  as  : 
associates  list 

list  of  agencies  interested  in  coordination  on  the  subject 
subject  personal,  identification,  and  crime  data 
all  subject  related  data. 
The  multiple  name  inquiry  and  format  selectivity  options  would  be  par- 
ticularly important  in  increasing  system  eflSciency  and  minimizing  system 
overhead. 

Search  Retrieval 

Search  retrieval  was  established  as  a  user  requirement  to  provide  in- 
quiries without  a  relatively  positive  subject  identifier  such  as  name  or 
identifying  number.  Search  retrieval,  in  this  context,  requires  utilization 
of  a  high-level  of  indexing.  The  specific  search  capabilities  will  be  finalized 
as  a  part  of  the  detailed  .system  design.  Also,  the  technical  trade-offs  be- 
tween on-line  search  and  batch  search  can  be  assessed  in  terms  of  work 
loads,  response  time,  and  hardware/software  considerations  at  that  time. 

A  search  retrieval  would  be  requested  by  a  user  submitting  one  or  more 
optional  data  elements.  Searches  with  only  a  few  parameters  are  generally 
ineffective  since  the  potential  hits  may  be  so  numerous  as  to  prevent 
meaningful  response.  For  this  reason,  one  or  more  of  the  following  re- 
quest data  elements  should  be  required  for  a  search. 

crime  activity  code,  organization  code,  subject  location  code,  and  or- 
ganization location  code. 

It  is  important  to  remember,  however,  that  a  search  retrieval  capability 
will  only  be  viable  when  the  lOCI  data  bases  possess  a  sufficient  level  of 
content  to  reflect  the  requested  search  universe  characteristics. 

Analijftia  Retrieval 

The  analysis  retrieval  capability  of  the  system  pertains  to  the  identifica- 
tion of  trends,  characteristics,  and  relationships  within  the  data  base. 
Analysis  capabilities  which  were  identified  as  user  requirements  include 
the  following: 

subject/associate  analysis 
subject/business  analysis 

subject  profile  analysis  pertaining  to  variables  such  as :  crime  class, 
organization,  location,  etc. 

subject  inquiry  activity  analysis  such  as  identification  of  active  co- 
ordination subjects  for  potential  inclusion  as  LEIU  subjects. 
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As  is  the  case  with  search  retrieval,  analysis  retrieval  is  only  useful  with  a 
meaningful  data  base.  Analysis  is  probably  more  technically  feasible  as  a 
batch  mode,  off-line  process.  This  is  appropriate  since  the  use  frequency  and 
response  time  factors  will  be  more  related  to  the  research  of  specific  target 
areas. 

(3)  Interagency  Coordination. — Interagency  coordination  is  the  most  impor- 
tant user  requirement  which  was  identified  in  Phase  I.  Accordingly,  the  im- 
proved lOCI  system  should  emphasize  the  coordination  function  as  compared 
to  the  functions  related  primarily  to  detailed  subject  data. 

The  interagency  coordination  function  involves  the  notification  of  agencies 
when  another  agency  initiates  update  or  inquiry  data  base  activity  for  a  spe- 
cific subject.  Exhibit  IV,  following  this  page,  illustrates  the  general  concept  of 
the  coordination  functions  required  for  lOCI.  Based  upon  such  an  approach, 
interested  agencies  could  obtain  coordination  relating  to  a  specific  subject 
under  the  following  conditions  at  a  minimum  : 
Contributed  subject  data. 
Contributed  supplemental  update  data. 

Possession  of  additional  subject  data  that  has  not  been  entered  in  the 
lOCI  data  ba.se. 

Specification  of  a  general  investigative  interest  in  the  subject  with  de- 
sire to  track  activities  in  other  jurisdictions. 
Routine  subject  name  inquiry. 
If  the  subject  is  not  presently  in  the  data  base  (no-hit  condition)  when  coor- 
dination is  requested,  the  subject  name  and  requesting  agency  would  be  re- 
corded  by   the  central  processing  function  for  future  coordination.  A  no-hit 
response  would  be  returned  to  the  requester. 

When  the  subject  is  present  in  the  data  base  (hit  condition),  the  subject 
record  is  updated  to  include  the  requesting  agency  for  future  coordination.  The 
coordination  processing  function  would  transmit  appropriate  coordination  mes- 
sages to  all  coordination  agencies  for  that  subject  including  the  currently  re- 
questing agency. 

Other  technical   requirements  for  coordination  include  the  following : 

Data  entry  criteria  to  prevent  the  indiscriminate  use  of  the  coordination 
option 

Timely  update  of  coordination  requests 
Timely  coordination  notification 

Record   purge  procedures   including  both  automatic  purge  and  optional 
requester  purge 

Capability  to  monitor  active  Coordination  Subjects  as  iwtential  Principal 
Subjects. 

(4)  Administrative  messages. — In  terms  of  lOCI,  the  administrative  message 
requirement  relates  to  at  least  two  types  of  communications : 

User  exchange  of  free  form  information  not  limited  to  the  data  elements 
contained  in  the  data  base 

Notification  of  system  conditions  relating  to  coordination  and  activity 
status. 
The  user  exchange  of  free  form  information  is  an  important  information 
requirement  which  was  identified  in  Phase  I.  The  administrative  mes.sage  capabil- 
ity of  the  existing  lOCI  prototype  system  is  a  key  user  benefit  since  the  timely 
and  .secure  exchange  of  information  is  fundamental  to  intelligence  work.  Ex- 
panded administrative  message  capabilities  required  by  users  would  include  the 
specification  of  standard  formats  for  conunon  message  types  and  an  increase 
in  the  number  of  liaison  agencies. 
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EXHIBIT    IV 


lOCI      COOKD/NATION    FUNCTION 
CONCEPTU/^l-  SCHEMATIC 


AQENCV 
COORD/NATION 
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AQENCV 
COQR  Dl  NA  riQN 
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SUBJECT  OArA 
COfyfTftjauriCiN  . 


i 


SUBiJ£Cr  OA,TA  ^ 
UPDATE 


POSSESS 
ADDED   OATA 


t 


lN\l£.STICiAri\/B. 
INTBR^ST 


lOCI      CO0/lO/AJi*\.T/O/V    tNDE.X 


SUBJECT  RBCOKD   CONTAIN^'. 
'  Name 

•   Coord ino-f-Zort 
Ag  sncy    I.  D. 


lOd     COORDINATION 
PKaCES>'S>INCi 


INPUT 


NO  HIT  ~  Odd 
Subject'  name, 
and  requesii'nff 
aosncy  io  index 
HIT-  update 
c*isi-/n^  record 
•Miih   aqency 
X.D. 


OUTPUT 


NO  HIT-  No  hii- 


re&pons  e.   +o 
requester. 
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to  agendes 

interested 
ir,  t-he.  same. 
sutjJ&cT 


TBRMINAL. 
AOEAICIES 


(On-lir\e    oppraac>% 
only) 


rNaM-T£KMlNAL 
A(j£/VC/H5 


^ 
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(5)  System  Management. — In  addition  to  user  requirements  for  subject,  co- 
ordination, and  administrative  information,  sj'stem  operations  and  performance 
data  must  be  available  for  overall  system  management.  The  requirements  for 
system  management  information  were  identified  primarily  as  a  result  of  in- 
depth  interviews  with  the  CCA,  CI,  and  technical  support  staff  of  CCTRF. 
Terminal  agency  problems  related  to  system  operation  and  performance  pro- 
vided an  added  basis  for  requirements  analysis. 

Anticipating  the  needs  of  a  fully  operational  lOCI  system,  the  areas  which 
were  identified  for  system  management  information  included  the  following  : 

System  utilization  information  :  System  usage  statistics,  terminal  usage  statis- 
tics, and  system  accounting. 

Data  base  management  information :  Data  contribution,  coordination  subject 
activity  monitoring,  audit  trail  for  file  backup,  and  data  base  audit  and  purge. 

Security  and  privacy  information:  User  identification  and  clearance  data  vi- 
olation detection  and  control. 

Although  system  management  requirements  are  secondary  as  compared  to 
user  information  requirements,  the  above  areas  will  have  to  be  considered  in 
the  operational  system. 

The  user  information  requirements  were  used  as  a  basis  for  evaluating  var- 
ious alternative  system  approaches.  The  alternatives  which  were  considered  in 
developing  our  recommendations  are  discussed  in  Appendix  B  to  this  report. 
The  recommended  on-line  computerized  system  is  discussed  in  the  following 
section. 


V.    SECURITY  AND  PRIVACY  CONSIDERATIONS 

The  prototype  evaluation  and  system  improvement  planning  efforts  were 
based  primarily  upon  our  analysis  of  user  information  needs  in  relation  to  the 
practical  economic  and  technical  factors  involved  in  improving  lOCI.  Security 
and  privacy  considerations  were  underlying  but  highly  influential  factors  in 
our  analysis.  By  the  separate  consideration  of  security  and  privacy  issues  as 
treated  in  this  section  of  the  report,  the  recommended  lOCI  system  is  properly 
oriented  to  user  requirements  while  meeting  security  and  privacy  requirements. 
Significantly,  there  is  little  conflict  between  user  requirements  for  information 
and  security  and  privacy  issues. 

The  balance  between  the  law  enforcement  requirements  for  information 
which  contributes  to  the  prevention  and  control  of  crime,  and  the  storage, 
analysis,  and  dissemination  of  such  information  is  a  fundamental  and  timely 
issue  related  to  lOCI.  Computerized  information  processing  has  highlighted  the 
issue.  Computerization  has  increased  the  size  of  data  bases,  the  ability  to  ac- 
cess and  analyze  data,  and  correspondingly,  the  potential  for  error  and  misin- 
terpretation. This  potential  for  erroneous  or  misleading  personal  information 
has  stimulated  the  concern  for  individual  privacy  and  for  information  system 
.security. 

Information  system  controls,  which  are  properly  intended  to  protect  the 
privacy  of  individuals,  are  presently  being  formalized  through  administrative 
and  legislative  activities.  It  is  critical  to  lOCI  that  such  controls  not  be  so 
restrictive  to  preclude  satisfying  the  legitimate  needs  of  law  enforcement  for 
intelligence  information.  It  is  equally  important  to  provide  latitude  for  applying 
computer  concepts  to  increase  the  capabilities  and  effectiveness  of  law  enforce- 
ment in  combating  organized  criminal  activities. 

lOCI  was  developed  to  enhance  the  interstate  exchange  of  intelligence  infor- 
mation. The  concern  of  the  lOCI  Executive  Committee  for  security  and  pri- 
vacy is  indicated  by  the  existence  of  self-imposed  system  controls  developed  by 
the  Security  and  Privacy  Committee.  lOCI  security  and  privacy  must  be  up- 
dated as  appropriate  to  be  consistent  with  evolving  laws  and  policies  and  as 
necessary  to  improve  the  lOCI  system.  This  section  of  the  report  discusses  se- 
curity and  privacy  considerations  relating  to  the  recommended  revised  lOCI 
system.  The  discussion  includes  : 

A  summary  of  recent  developments  at  the  Federal  and  State  levels, 
A  recommended  approach  to  lOCI  security  and  privacy  with  respect  to 
legislation,  system  technology,  organization,  and  administration,  and 

Guidelines  for  .security  and  privacy  procedures  recommended  for  the  re- 
vised lOCI  system. 
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/.  Summary  of  recent  developments 

Recent  security  and  privacy  developments  pertinent  to  lOCI  include  the  fol- 
lowing : 

Information  system  studies, 
Enactment  of  Federal  and  State  laws,  and 
Introduction  of  Federal  and  State  legislation  as  potential  law. 
Numerous  documents  related  to  these  developments,  as  well  as  lOCI  security 
and  privacy  documentation,  were  studied  during  Phase  III  of  this  project.  A 
summary   analysis   of   the   most   significant   recent   developments   is   presented 
below. 

(1)   National  Security  and  Privacy  Developments. — Security  and  privacy  de- 
velopments at  the  national  level  tend  to  be  extremely  comprehensive  and  will 
affect  the  following  to  varying  degrees  either  directly  or  indirectly  : 
Manual  and  automated  information  systems. 

Private  and  public  systems  including  criminal  justice  and  intelligence 
systems,  and 

Federal,  interstate,  state,  and  local  systems. 
Most  studies,  laws,  or  legislation  treat  the  following  aspects  of  such  sys- 
tems : 

Scope  of  the  data  and  associated  files,  Criteria  restricting  the  entry  of 
data.  Access  to  information  including  dissemination.  Data  base  purge  crite- 
ria. System  management  and  control  requirements,  and  Adpiinistrative  and 
procedural  requirements. 
In  addition,  criminal  and  civil  sanctions  are  prescribed  in  many  cases  for 
the  violation  of  regulations  in  these  areas. 

Exhibit  XIV,  page  626,  presents  an  overview  of  the  most  significant  security 
and  privacy  developments  at  the  national  level.  The  salient  features  of  each 
recent  development  include : 

Crime  Control  Act  of  1973 — This  statute  does  not  specifically  refer  to  in- 
telligence systems  such  as  lOCI.  It  is  oriented  primarily  to  criminal  histo- 
ries involving  arrest  and  disposition  data.  The  law  restricts  criminal  his- 
tory information  distribution  and  permits  a  subject  to  review  his  records. 
It  is  important  to  note  that  if  the  definition  of  criminal  history  informa- 
tion were  construed  to  include  intelligence  information,  these  provisions 
would  apply  to  lOCI. 

Criminal  Justice  Information  Systems  Security  and  Privacy  Act  of  1973 — 
Presently,  this  potential  legislation  is  under  development.  It  contains 
comprehensive  provisions  for  criminal  histories  and  distinguishes  provi- 
sions for  intelligence  information  systems.  The  key  provisions  related  to 
lOCI  include : 

Limits  the  system  capability  to  an  index  or  register,  permits  entry 
of  subject  data  upon  reasonable  suspicion,  requires  the  sources  of  data 
to  be  identified,  limits  dissemination  on  a  need  and  right  to  know  basis, 
view  is  specifically  denied  for  intelligence  data,  a  complete  log  of  data 
accesses  and  uses  must  be  maintained,  annually,  a  detailed  public  no- 
tice of  system  existence  and  character  is  required,  and  the  concept  of 
data  verifiability  is  introduced  as  opposed  to  public  record  data,  requires 
purging  based  upon  criteria  related  to  the  reasons  for  initial  data  entry 
or  to  the  investigative  value  of  the  data,  and  requires  an  annual  audit 
of  files. 
The  present  form  of  the  Act  has  no  provision  for  the  management  control 
or  responsibility  for  the  system. 

Renort  of  the  National  Advisory  Committee  on  Criminal  Justice  Standards 
and  Goals — The  report  suggests  comprehensive  standards  related  to  criminal 
justice  information  systems.  Intelligence  data  is  specifically  excluded  from 
the  definition  of  such  systems,  but  standards  include  provisions  which  could 
affect  lOCI.  For  example  : 

Dissemination  of  dnta  beyond  criminal  justice  agencies  would  be 
limited  to  those  certified  as  having  a  need  and  right  to  know. 

Data  file  purging  is  required  related  to  arrest  and  conviction  data  ; 
this  type  of  data  is  not  included  in  lOCI  and  therefore  cannot  be  used 
as  purge  criteria  :  and 

State  level  security  and  privacy  councils  would  set  standards  which 
could  vary  widely ;  the  result  could  be  varying  lOCI  requirements  by 
state. 
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The  generally  nonspecific  treatment  of  intelligence  systems  in  the  report 
permits  wide  latitude  for  interpreting  the  impact  of  the  standards  on  lOCI. 
Edivards  Bill    (H.R.  .9783)— Statutes  resulting  from  this  bill  would  be 
extremely  restrictive  to  lOCI.  Applicable  restrictions  could  include : 

Subject  data  restricted  to  be  related  to  the  formal  steps  in  the  criminal 
justice  process. 

All  data  would  be  open  to  review  by  subjects  including  a  record  of  all 
data   sources  and  all  inquiries    (sources  could  include  agency,  officer, 

document,  etc.),  ^        .,„ 

Records  would  be  purged  and  destroyed  two  years  after  arrest  or  10 
years  after  conviction  (the  time  peiods  would  be  more  meaningful  if 
they  related  to  release  from  jurisdiction),  and 

Inhibits  the  sharing  of  system  facilities  by  requiring  criminal  data 

banks  to  be  independent  and  distinct  from  any  other. 

Code  of  Fair  Information  Practices  of  1973  (H.R.  iJ275)— Personal  data 

systems,  including  criminal  justice  data  systems  are  encompassed  by  this 

legislation.  The  primary  potential  problems  in  applying  the  provisions  of 

this  legislation  to  lOCI  include  the  following : 

A  complete  log  of  data  accesses  and  uses  must  be  maintained, 
Annually,  a  detailed  public  notice  of  system  existence  and  character 
is  required. 

The  concept  of  data  verifiability  is  introduced  as  opposed  to  public 

record  data. 
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An  interesting  feature  of  this  legislation  is  the  elimination  of  data  file 
audits  by  the  more  practical  approach  of  purging  data  found  to  be  unveri- 
fiable  as  a  result  of  subject  claims.  , 

Koch  BUI  (H.  R.  9876) — The  principal  approach  o^  this  legislation  is  to 
prohibit  all  automated  "personal  information"  data  files  unless  specifically 
approved  by  statute  or  a  Federal  Privacy  Board.  Otherwi.se,  the  provisions 
of  this  bill  are  generaJ.  More  specific  requirements  would  be  the  subject  of 
subsequent  legislation  or  regulation  by  the  Board. 
(2)   Security  and  Privacy  Dei^elopmentH  at  the  State  Level. — A  number  of 
states  have  enacted  security  and  privacy  laws  related  to  automated  criminal 
justice  information  systems.  Colorado,  Massachusetts,  and  Alaska  laws  exclude 
intelligence  systems  from  the  provisions,  thereby  rendering  such  systems  unreg- 
ulated by  state  law.  In  other  states,  such  as  Florida  and  New  Mexico,  laws 
provide  for  the  open  inspection  of  records  and  it  is  unclear  that  intelligence 
records  could  be  excluded  from  such  provision.   Similar  laws  are  pending  in 
Michigan  (H.  B.  4940)  and  Missouri  (S.  B.  1). 

Existing  laws  in  two  states  specifically  restrict  the  processing  of  intelligence 
data.  New  York  laws  restrict  the  interstate  exchange  of  intelligence  data. 
Iowa  law  is  extremely  restrictive  by  prohibiting  the  storage  of  intelligence  in- 
formation in  a  computerized  system. 

Legi.slation  introduced  by  Assemblyman  Bagley  (A.  B.  2656)  in  California  is 
comprehensive  and  is  similar  to  the  Goldwater  Bill  (H.  R.  11275)  previously 
discussed. 

At  both  the  s^e  and  Federal  levels,  there  is  a  need  to  clarify  the  legisla- 
tive provisions  relating  to  intelligence  systems.  Without  clarification,  laws  may 
be  instituted  for  sound  reasons,  but  may  be  interpreted  to  impose  undue  re- 
strictions on  systems  such  as  lOCI. 

2.  Recommended  approach  to  lOCT  security  and  privacy 

Although  the  recommended  lOCI  system  would  be  permitted  by  present  law, 
it  is  clear  that  the  lOCI  system  improvement  effort  must  be  accompanied  by 
close  attention  to  .security  and  privacy.  The  paragraphs  below  present  a  recom- 
mended approach  to  lOCI  security  and  privacy.  Three  elements  must  be  con- 
sidered in  developing  a  sound  approach  : 

The  formulation  of  legislation.  The  technical  aspects  of  the  system,  and 
The  administration  of  security  and  privacy  policies  and  procedures. 
(1)  The  Formulation  of  Legislation. — Legislation  which  is  presently  being 
developed,  is  highly  oriented  to  criminal  history  information  systems.  Inade- 
quate provisions  have  been  made  in  most  bills  for  the  need  for  intelligence  in- 
formation. It  will  be  important  to  the  existence  of  lOCI  that  those  involved  in 
the  system  development  participate  in  the  formulation  of  security  and  privacy 
legislation.  It  is  recommended  that  the  following  be  promoted  for  Federal  leg- 
islation : 

Legislation  applying  to  general  per.sonal  data  systems  (such  as  H.  R. 
11275)  should  exempt  criminal  justice  systems  from  its  provisions. 

There  should  be  separate  legislation  regulating  criminal  justice  informa- 
tion systems  and  such  legislation  should  include  specific  provisions  for  in- 
telligence systems. 
Our  analysis  indicated  that  the  following  provisions,  if  enacted  into  Federal 
law,  would  permit  effective  lOCI  operation  : 
Scope  of  data 

Intelligence  data  files  separate  and  distinct  from  all  others 
Intelligence  data  contained  in  interstate  systems  limited  to  that  nec- 
essary for  a  registry  or  index 
Data  entry  criteria 

Permit  entry  of  subject  data  on  the  grounds  of  reasonable  suspicion 
The  recording  of  data  sources  should  be  limited  to  agency  identifica- 
tion 

Data  should  be  entered  on  a  current  basis 
Dissemination  and  access  to  data 

Only  criminal  justice  agencies  should  have  direct  access  to  data  files 
on  a  need  and  right  to  know  basis 

Dissemination  to  others  limited  to  those  certified  as  having  a  need 
and  right  to  know 

Intelligence  data  should  be  exempt  from  review  by  the  public  or  in- 
dividual subjects 


628 

Data  file  purge  criteria 

Intelligence  data  purged  when  the  grounds  for  reasonable  suspicion 
no  longer  exist 
System  management  and  control 

Intelligence  computer  systems  should  be  under  the  management  con- 
trol of  a  criminal  justice  entity 

Shared  systems  should  be  permitted  if  data  files  are  separate  and 
distinct  and  if  management  control  of  the  intelligence  system  portion 
is  maintained 
Administration  of  security  and  privacy 

The  responsible  agency  should  establish  security  and  privacy  proce- 
dures 

Data  files  audited  periodically  on  a  sampling  basis  to  promote  accu- 
rate input 

Dissemination  to  certified  agencies  should  be  logged 
Intelligence  systems  should  be  exempt  from  public  notice  of  exist- 
ence and  character. 
State  legislation  should  include  provisions  necessary  for  local  regulation  but 
should  not  restrict  the  exchange  of  intelligence  data.  The  interstate  exchange 
of  data  would  be  regulated  by  Federal  law. 

(2)  Technical  System  Considerations. — In  developing  an  approach  to  lOCI 
security  and  privacy,  two  key  technical  aspects  of  the  system  must  be  consid- 
ered :  scope  of  the  data  base  elements  and  subjects,  scope  of  users.  Another 
technical  consideration  is  the  potential  for,  and  the  prevention  of  unauthorized 
access  to  the  data  base. 

The  data  base  elements  as  recommended  for  the  Improved  lOCI  system  com- 
ply with  the  public  record  requirements.  Such  data  elements  for  a  subject 
would  be  entered  into  lOCI  based  upon  the  grounds  that  there  is  reasonable 
suspicion  that  a  subject  is  active  in  or  associated  with  organized  criminal  ac- 
tivities. 

There  are  two  data  base  subject  categories  from  a  security  and  privacy 
point  of  view : 

Principal  and  Associate  Subjects 
Coordination  Subjects 
The  initial  entry  procedures  for  principals  and  associates  would  be  similar 
to  the  existing  system.  The  careful  screening  of  such  subjects  will  minimize 
the  chances  for  entering  subject  data  which  is  beyond  the  public  record  crite- 
ria. Once  a  Principal  or  Associate  Subject  is  in  lOCI,  the  on-line  update  capa- 
bility will  require  positive  subject  identification  prior  to  the  update. 

More  restrictive  security  and  privacy  requirements  must  exist  for  Coordina- 
tion Subjects.  The  recommended  requirements  are  as  follows : 

Entry  criteria  must  be  established  to  prevent  entry  of  subjects  without 
grounds  of  reasonable  suspicion 

The  data  elements  must  be  limited  to  only  that  required  for  identifica- 
tion, thereby  requiring  further  investigation  and  coordination  with  other 
agencies  outside  the  system  boundaries  or  by  contact  via  administrative 
messages 

All  Coordination  Subject  sources  and  inquiries  should  be  recorded  by  the 
system 

Coordination   Subjects  which  are  inactive  for  a  specific  period  of  time 
such    as   six    months    should   be    purged    by    the    system;    the    contributor 
should  have  the  option  to  purge  a  subject  sooner  than  the  specified  period. 
The  scope  of  users  should  be  defined  in  terms  that  distinguish  users  having 
direct  access  to  the  data  base  from  users  with  indirect  access.  Users  with  di- 
rect access  via  on-line  terminals  should  be  restricted  to  LEIU  members.  LEIU 
members  are  screened  and  have  been  identified  as  potential  lOCI  users  with  a 
need  and  right  to  know.  Additionally,  the  I-EIU  organization  provides  a  means 
to  prescribe,  disseminate,  and  enforce  security  and  privacy  policies  and  opera- 
tional procedures.  In  general,  unity  of  management  control  of  the  system  will 
be  required  to  retain  the  integrity  of  lOCI. 

LEIU  members  without  terminals  would  have  Indirect  access  to  the  lOCI 
data  base  via  terminal  agencies.  Non-I-EIU  members  would  have  similar  access 
but  should  be  certified  as  having  a  need  and  right  to  know. 

In  addition  to  assuring  that  users  are  authorized  for  access  to  lOCI  data,  It 
is  equally  important  to  prevent  unauthorized  access.  Scramblers  are  one  means 
of  nullifying  line  tapping  and  of  increasing  the  ability  of  the  computer  to  de- 
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tect  security  violations.   The  following  three  primary  factors   enter  into  the 
evaluation  of  scramblers  for  lOCI : 

Nature  of  the  threat — Line  monitoring,  as  a  means  of  unauthorized  ac- 
cess, talces  two  forms : 

Telephone  company  monitoring  for  trouble  detection 
Line  tapping. 
In  each  case  monitoring  would  be  limited  to  the  transactions  on  a  spe- 
cific line.  Therefore,  monitoring  lines  at  the  CI  represents  the  most  serious 
threat. 

CapahUity  gained  from  monitoring — Since  the  data  base  contains  only 
public  record  data,  the  monitoring  of  subject  data  inquiries  would  be  of 
minimal  use.  However,  the  monitoring  of  administrative  message  data 
might  be  compromising.  Additionally,  lengthy  monitoring,  if  undetected, 
could  result  in  the  ability  to  obtain  clearance  codes  thereby  increasing  the 
risk  of  unauthorized  access  to  the  data  base. 

Problems  with  scramblers — Scramblers  are  relatively  new  devices  and 

could  cause  an  increase  in  transmission  errors.  Also,  the  one-time  cost  of 

approximately  135  scramblers  is  estimated  to  be  $270,000. 

In  view  of  the  low  threat  and  high  cost  of  equipment,  we  recommend  that 

scramblers  not  be  used  at  this  time.  Research  should  continue  to  keep  abreast 

of  technical  innovations  and  new  economies.  In  addition  the  following  actions 

are  recommended : 

Use  CRT  terminals  thereby  minimizing  telephone  company  monitoring  as 
a  result  of  transmission  codes  and  speeds  which  differ  from  teletypes 

Monitor  security  violations  and  line  errors  closely  to  detect  inordinate 
activity 
Alter  clearance  codes  periodically. 
Another  means  to  prevent  unauthorized  access  to  lOCI  Is  to  equip  each  ter- 
minal with  locks,  card  readers,  or  other  operator  identifying  devices.  However, 
these  devices  are  not  recommended  since  the  physical  security  of  the  terminal 
environment,  and  the  operator  clearance  codes  provide  adequate  security.  Also, 
such  devices  can  reduce  security  if  proper  procedures  are  not  established  to 
control  cards  or  keys  associated  with  such  devices. 

(3)  Management  Organization  and  Adm,inistration. — Present  lOCI  manage- 
ment is  effectively  organized  to  give  adequate  attention  to  security  and  privacy 
issues.  The  lOCI  Executive  Committee  and  the  Security  and  Privacy  Commit- 
tee should  continue  their  present  concern  for,  and  attention  to,  security  and 
privacy.  This  should  be  augmented  by  adequate  staff  support  to  assist  in  the 
foUovdng  areas  related  to  security  and  privacy  : 
Legal  and  technical  research 
Initial  and  ongoing  terminal  operator  training 

Preparation  and  maintenance  of  security  and  privacy,  and  terminal  op- 
erations manuals 
Audits  of  physical  facilities,  procedures,  and  data  base  contents. 
The  central  coordination  function  should  have  the  prime  responsibility  for 
the  audit  of  the  data  base  since  their  role  is  directly  related  to  the  data  base 
contents.  The  central  coordination  function  should  also  have  the  prime  respon- 
sibility for  establishing  and  maintaining  user  clearance  data,  and  for  security 
violation   recovery   via   their   on-line   terminal.   The   computer   at   the   central 
index   function   would   detect   violations   and   notify    the   central   coordination 
function. 

3.  Security  and  privacy  procedure  guidelines 

The  present  security  and  privacy  policies  and  procedures  manual  should  be 
retained  and  updated  as  appropriate  for  the  improved  lOCI  system.  In  addi- 
tion to  the  revised  security  and  privacy  manual,  the  policies  and  procedures 
should  be  incorporated  into  the  operations  manual.  Exhibit  XV,  pages  630,  631,  is 
an  outline  of  an  lOCI  operations  manual  which  would  integrate  the  necessary 
security  and  privacy  elements  with  operational  procedures.  This  would  promote 
closer  operational  adherence  to  established  policies  and  procedures  as  well  as  pro- 
vide useful  training  material.  Specific  security  and  privacy  procedure  revisions 
were  determined  considering  the  following : 

The  recommended  lOCI  design 

Our  evaluation  of  the  prototype 

A  review  and  evaluation  of  the  existing  security  and  privacy  policies 
and  procedures 
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Existing  laws  and  evolving  legislation. 
As  a  result,  the  following  guidelines  for  the  revision  of  procedures  are  rec- 
ommended : 

(1)  Data  Entry  Procedures. — The  data  base  contwit  must  be  regulated  by 
establishing  adequate  data  entry  procedures  and  criteria.  The  initial  entry  of 
Principal  and  Associate  Subjects  should  be  controlled  similar  to  present  meth- 
ods. All  effort  should  be  made  to  expedite  the  existing  procedures.  Once  en- 
tered, the  data  would  be  available  for  update  by  the  central  coordinating  func- 
tion or  via  the  on-line  terminal  by  the  contributor  only.  Supplemental  data 
pertaining  to  an  existing  subject  would  be  added  and  maintained  on-line  by 
each  individual  terminal  agency. 

Coordination  Subjects  would  be  entered  directly  via  the  on-line  terminal  at 
the  time  of  subject  inquiry  or  other  request  for  coordination.  Coordination 
Subject  entry  should  not  be  an  automatic  feature  of  the  system,  but  rather 
should  require  the  terminal  operator  to  explicitly  request  coordination.  This,  in 
combination  with  strict  limiting  criteria  on  the  types  of  subjects  which  should 
be  entered,  will  prevent  the  indiscriminate  use  of  the  Coordination  Subject  ca- 
pability. 

The  data  base  should  be  managed  and  controlled  by  providing  master  file 
back  up,  transaction  logs,  and  audit  trail  listings. 

(2)  Terminal  Agency  Access. — The  terminal  sign-on  and  clearance  procedure 
should  be  simplified.  Presently,  the  unnecessarily  complex  procedures  cause 
users  to  defeat  the  security  procedures.  Simplification  should  result  in  im- 
proved security.  It  is  recommended  that  a  two  level  clearance  procedure  be 
used  as  follows : 

The  sign-on  process  should  be  required  only  once  a  day  for  terminal 
start-up  and  should  require  question-answer  interaction 

Each  terminal  should  remain  signed-on  until  system  failure,  shut-down, 
or  terminal  sign-off.  The  present  30  minute  time-out  should  be  eliminated. 

The  second  level  of  clearance  should  require  each  terminal  input  trans- 
action and  administrative  message  to  include  an  operator  clearance  code ; 
this  code  should  be  related  to  the  specific  terminal,  should  be  changed  pe- 
riodically, and  should  not  be  printed. 
Access  to  data  by  non-terminal  agencies  should  be  controlled  by  the  terminal 
agencies  and  a  dissemination  log  should  be  maintained. 

(3)  Data  Base  Purge. — lOCI  subjects  should  be  purged  from  the  data  base 
by  different  methods  depending  upon  subject  category.  Principal  and  Associate 
Subjects  should  be  purged  at  the  option  of  the  contributor  based  upon  the  cri- 
teria that  there  is  no  longer  grounds  for  reasonable  suspicion.  The  purge  pro- 
cedure should  be  periodic  and  could  be  based  upon  the  use  of  a  computer  list- 
ing of  subjects  with  low  inquiry  activity.  Each  contributor  could  review  the 
list  and  prevent  system  purging  of  subjects  via  his  terminal. 

Coordination  Subjects  should  be  deleted  automatically  by  the  system  If  there 
is  little  or  no  inquiry  activity  within  a  fixed  period  of  time.  The  period  of 
time  should  be  selected  to  optimize  investigative  coordination  while  maintain- 
ing the  file  within  practical  size  and  privacy  constraints. 

Exhibit  XV 

RECOMMENDED  lOCI  OPERATIONS  MANUAL  OUTLINE 

I.     INTRODUCTION 

lOCI  Purpose  and  Organization 
Technical  System  Overview 
II.     POLICY 

Code  of  Ethics 
Scope  of  Subjects 
Scope  of  Users 
III.     USER  PROCEDURES 
Data  Entry  Criteria 

Non-Terminal  Agency  Data  Contribution 
Terminal  Inquiry 

Administrative  Messages  and  Coordination 
On-Line  Update 
Data  Base  Purge  Criteria 
Dissemination  Control 

Output  Destruction 

Logging 
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System  Security  Violation  Recovery 
Error  Procedures 
IV.     ADMINISTRATIVE  PROCEDURES 
Physical  Site  Security 

Access 

Storage 
Terminal  Agency  Screening 
Certification  of  Non-Terminal  Agencies 
Personnel 

Background  Checks 

Non-Disclosure 
Training 

Security  Audit  of  Physical  Facilities  and  Procedures 
System  Workload  Management  and  Accounting 
V.     DATA  BASE 

Data  Base  Maintenance 

Initial  Subjects 

Update 

Purge 
Back-Up  Files 
Data  Base  Privacy  Audit 
IV.     SYSTEM  OPERATION 
Data  File  Storage 
Transaction  Logging 
System  Recovery  and  Error  Procedures 
Computer  Program  Security 
System  Documentation  Distribution 
User  Clearance  Data  Maintenance 

Coordination  Subjects  which  are  active  should  be  listed  to  assist  the  central 
coordination  function  in  soliciting  information  to  enter  the  subject  as  a  princi- 
pal or  associate. 

(4)  Security  and  Privacy  Audits. — At  least  annually,  each  terminal  agency 
should  review  their  physical  and  procedural  security.  The  technical  staff 
should  request  the  review  by  sending  each  agency  a  check-box  form  as  a  re- 
view guide.  In  addition,  the  lOCI  staff  should  conduct  periodic  on-site  audit 
reviews  of  physical  and  procedure  security.  Training  and  guidance  should  also 
be  provided  in  conjunction  with  the  audits  as  required.  It  is  important  to  note 
that  periodic  and  routine  procedures  cannot  replace  the  more  critical  attitude 
of  continuing  attention  to  security  and  privacy. 

At  least  annually,  the  data  base  should  be  audited  to  verify  data  base  con- 
tents. Principal  and  Associate  Subjects  should  be  selected  at  random  in  suffi- 
cient quantity  to  verify  the  accuracy  and  validity  of  data  elements.  The  cen- 
tral coordination  function  should  have  the  prime  responsibility  of  the  data 
base  audit.  Practically,  however,  the  technical  staff  should  assist  by  reviewing 
contributor  records  in  conjunction  with  the  on-site  physical  and  procedure  au- 
dits. 

The  purpose  of  the  data  base  audit  cannot  practically  be  to  purify  the  data 
base.  Rather,  the  audit  should  be  viewed  as  a  means  to  promote  proper  Input 
screening.  Complete  records  of  audit  findings  should  be  maintained  for  moni- 
toring and  control.  Data  entry  criteria,  data  screening  procedures,  and  system 
edit  features  should  be  improved  where  feasible  to  overcome  serious  and  recur- 
ring problems. 

(5)  System  Operation. — Operational  error  conditions  occurring  at  the  termi- 
nal should  be  coordinated  with  the  central  index  function.  The  operations  and 
system  staff  should  diagnose  errors  and  perform  recovery  procedures  as  neces- 
sary. They  should  also  coordinate  any  request  for  vendor  assistance.  In  this 
way,  dummy  data  only  can  be  made  available  for  vendor  diagnosis  purposes. 

The  central  coordination  function  should  control  and  maintain  the  systems 
security  clearance  tables  via  their  terminal.  The  tables  should  relate  each  ter- 
minal operator  clearance  code  to  the  terminal  sign-on  code.  The  system  should 
notify  the  central  coordinator  of  any  sign-on  or  trafl5c  clearance  violations. 
The  system  should  prevent  further  access  from  the  violating  terminal  until  re- 
covery procedures,  including  voice  contact  identification,  is  completed  by  cen- 
tral coordination. 
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The  recommended  lOCI  system  can  be  operated  in  a  shared  computer  envi- 
ronment if  the  equipment,  staff,  and  applications  are  exclusively  related  to  and 
managed  by  law  enforcement.  Any  interfaces  with  other  terminal  networks 
such  as  NLETS  should  be  carefully  planned  and  designed  to  maintain  required 
levels  of  system  security. 

Detailed  logs  of  transmission  errors  by  line,  and  of  security  clearance  viola- 
tions by  terminal  should  be  maintained  by  the  system.  The  central  coordinat- 
ing function  should  receive  frequent  reports  of  these  statistics.  Inordinate  er- 
rors or  violations  should  be  investigated  to  detect  possible  unauthorized 
accesses. 

Appendix  A 

USER  SURVEY  RESULTS 

Throughout  this  evaluation  project,  continuous  user  feedback  was  obtained 
by  three  primary  methods:  On-site  interviews;  lOCI  management  meetings; 
and  Questionnaire  surveys. 

To  achieve  ongoing  benefits  from  the  feedback  which  was  received,  the  Proj- 
ect Coordinator  and  his  staff  participated  directly  in  these  activities. 

Exhibit  AI  *  *  *  this  page,  is  a  schedule  of  the  on-site  interviews  which 
were  conducted.  The  purposes  of  the  interviews  were :  To  identify  user  re- 
quirements for  information ;  To  identify  system  technical  requirements  and 
constraints  ;  and  To  obtain  feedback  on  potential  system  concepts. 

Exhibit  All,  following  AI,  contains  a  sample  of  the  typical  comments  made 
during  the  interviews. 

lOCI  Executive  Committee  meetings  were  conducted  at  key  points  in  the 
project  to  present  interim  project  results  and  to  obtain  direction  and  feedback. 
Exhibit  AIII,  following  All,  is  a  schedule  of  the  meetings  held  and  the  topical 
coverage. 

Two  questionnaire  surveys  were  used  during  the  prototyi)e  evaluation.  The 
first  survey  was  completed  in  January,  1973  prior  to  this  project  to  identify 
agencies  interested  in  obtaining  an  lOCI  terminal.  The  second  questionnaire  to 
all  LEIU  members  additionally  probed  the  conditions  agencies  placed  upon 
participating  in  lOCI.  Exhibit  AIV,  following  AIII,  summarizes  the  results  of 
both  surveys.  One-hundred  and  thirty  two  agencies  indicated  a  desire  to  partic- 
ipate directly  in  lOCI.  No  responses  indicated  that  lOCI  was  not  needed. 

EXHIBIT  AI.— ON-SITE  INTERVIEW  SCHEDULE 

Interview 
Group       Interview  agency  Interview  location  date(s) 

A Orange  County  District  Attorney's  Office Orange  County  District  Attorney's  Office    Sept.  11,  1973 

(Santa  Ana,  Calif.). 

Long  Beach  Police  Departmtnt. 

Texas  Department  of  Public  Safety. 

B Los  Angeles  Sheriff's  Department Los   Angeles   Sheriff's   Department  (Los    Sept.  12, 1973. 

Angeles,  Calif.). 

Los  Angeles  Police  Department. 
C Oakland  Police  Department Oakland     Police     Department     (Oakland    Sept  13, 1973. 

San  Mateo  County  Sheriff's  Department.  Calif.). 

Seattle  Police  Department. 

D California  Department  of  Justice  (OCCIB) OCCIB  (Sacramento,  Calif.) Sept.  17,  1973. 

E Detroit  Police  Department Detroit  Police  Department  (Detroit,  Mich.)..  Sept.  18,  1973. 

St.  Louis  Metropolitan  Police  Department 

Minnesota  Bureau  of  Criminal  Apprehension. 

G Dade  County  Public  Safety  Department... Dade   County   Public  Safety   Department    Sept.  25,  1973' 

(Miami,  Fla.). 

Florida  Department  of  Law  Enforcement. 

Tampa  Police  Department. 

New  Jersey   Department  of   Law   and    Public 
Safety. 

Georgia  Bureau  of  Investigation. 
H. LEAA Washington,  D.C Sept.  26-27, 

FBI.  1973. 


EXHIBIT    All. — TYPICAL   COMMENTS   DURING   ON-SITE   INTERVIEWS 

A  system  such  as  lOCI  is  required,  but  the  precise  technology  is  un- 
clear. 
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A  "no  hit"  file  is  a  key  need  of  lOCI  (coordination). 

Ttie  data  base  of  subjects  is  too  limited. 

More  data  is  needed  on  associates. 

Data  base  purging  is  inappropriate  for  intelligence  files. 

Updating  of  data  is  too  slow. 

Terminal  agency  training  and  orientation  prior  to  receiving  a  terminal 
is  inadequate. 

Data  contribution  should  be  encouraged. 

Inquiry  and  search  capabilities  should  be  improved. 

Users  should  be  limited  to  those  wlio  are  actively  involved  in  investiga- 
tions and  who  have  a  need  to  know  (LEIU  members). 

There  is  a  need  for  orientation  sessions  for  nonterminal  agencies. 

Administrative  message  capability  is  very  useful  and  can  reduce  phone 
costs. 

Terminal  sign-on  procedures  are  too  complex. 

Some  procedures  related  to  terminal  operations  are  unclear. 

Coordination  on  contributed  subjects  should  be  an  option. 

Data  base  maintenance  requirements  should  be  minimized. 

On-line  update  of  contributed  data  is  a  key  system  requirement. 

Tight  security  and  privacy  must  be  maintained  and  enforced  If  user 
support  for  lOCI  is  to  continue. 

•The  number  of  hits  cannot  be  used  to  evaluate  the  system  since  even  one 
hit  can  be  extremely  valuable,  and  often  inquiries  are  made  on  known  sub- 
jects to  identify  other  interested  agencies. 

There  is  a  wide  variation  in  the  definition  of  contributed  subjects  depend- 
ing upon  the  nature  and  perspective  of  the  local  problem. 
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EXHIBIT  A-IV 


lOCI  SURVEY  SUMMARY 


JANUARY   1973  SURVEY 

116   POTENTIAL  TERMINAL  AGENCIES 


OCTOBER    1973  SURVEY 
216   LEIU  MEMBERS 


64  NON-TERMINAL  AGENCIES 

*■  13  ADDITIONAL  NON-TERMINAL   AGENCIES 
WANTING   A   TERMINAL 

30   EXISTING   TERMINAL   AGENCIES 

107   TOTAL  AGENCIES  WANTING    TERMINALS 
WITH   EXISTING    lOCI    CAPABILITY 

25  WOULD    PARTICIPATE   WITHOUT   A   TERMINAL 

Ui  TOTAL  AGENCIES    INDICATING  A  DESIRE 
TO   PARTICIPATE    IN   lOCI* 


1   WOULD 
NOT    PARTICIPATE 


.  SINCE   THE   BASIS  fOR  RESPONSES  WAS   LIMITED   TO  THE   PROTOTYPE   SYSTEM  CAPABILITY      'J*"  ASSUMED   THAT    INTEREST 
IN  TERMINALS  WILL    INCREASE  WITH    lOCI    IMPROVEMENTS   (125   TERMINALS  WAS   USED  FOR  COST   ESTIMATES).      ALSO  SOME 
iGEiciESSTATEiTH«?HEY  WOULD  NOT    INDICATE  A  DESIRE   FOR  A  TERMINAL  WITHOUT   FORMAL  MANAGEMENT   APPROVAL. 
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A  tally  of  both  surveys  and  the  individual  agency  questionnaire  responses  are 
available  from  the  lOCI  staff. 

Exhibit  AV,  pages  637-642,  contains  a  tally  of  the  detailed  responses  by  agency. 
Further  survey  details  are  available  from  the  lOCI  staff. 
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Security  and  Privacy  Policy  and  Procedure  Manual  of  the  Interstate 

Organized  Crime  Index 

The  Interstate  Organized  Crime  Index  Code  of  Ethics 

article  I.  limitations  of  the  index 

Section  1.  Limited  Area  of  Government.  User  agencies  shall  limit  the  area  of 
concern  to  organized  crime  information  as  a  matter  of  government  responsibil- 
ity. 

Section  2.  Limited  Category  of  Users.  Direct  access  to  the  index  shall  be 
limited  to  terminal  agencies.  They  shall  assume  responsibility  for  the  use  of 
the  data  for  law  enforcement  intelligence  purposes  by  lOCI  participants.  Defi- 
nite rules  governing  access,  use  and  penalties  for  improper  use  shall  be  formu- 
lated and  open  to  the  public. 

All  law  enforcement  use  of  the  index  must  be  through  a  terminal  agency  in 
accordance  with  established  policy  and  procedures.  Terminal  agencies  shall  re- 
quire that  other  users  provide  and  maintain  security  and  privacy  procedures 
consistent  with  lOCI  standards  as  a  necessary  condition  for  access  to  index  in- 
formation. 

Section  3.  Limited  Function  of  Index.  The  user  agencies  shall  limit  the  role 
of  the  index  to  a  directory  role  rather  than  a  registry  function. 

Section  4.  Limited  Information.  The  index  shall  record  only  public  record  in- 
formation on  persons  who  are  directly  involved  or  associated  with  organized 
crime  activities.  All  unverified  information,  such  as  informant-supplied  data  or 
investigative  lead  data,  shall  be  excluded. 

article  ii.  integrity  of  information 

Section  1.  Assurance  of  Individual  Privacy.  The  user  agencies  shall  make  a 
continuous  effort  to  refine  every  step  of  the  lOCI  system  to  assure  that  the 
most  sophisticated  measures  are  employed  and  the  most  perceptive  judgments 
are  made  in  the  development  and  operation  of  lOCI  to  assure  the  protection  of 
individual  privacy. 

Section  2.  Collection  and  Maintenance  of  Data.  The  user  agencies  shall  make 
a  continuous  effort  to  insure  the  completeness,  accuracy  and  veracity  of  the  in- 
formation in  lOCI.  Continuous  auditing  of  the  index  shall  be  undertaken  to  in- 
sure its  reliability. 

Section  3.  Purging.  Criteria  shall  be  established  for  the  continuous  reevalua- 
tion  of  the  data  contained  in  the  index,  including  measures  for  purging  the 
records  of  organized  crime  subjects  when  additional  information  indicates  the 
subject  is  no  longer  involved  in  such  activity. 

Section  4.  Security.  The  user  agencies  shall  insure  that  sensitive  data  is  pro- 
vided maximum  security  and  that  all  data  is  given  appropriate  protection. 
Data  shall  be  disseminated  to  state  and  local  governmental  agencies  involved 
in  identification,  investigation,  or  prosecution  of  organized  crime  subjects  on  a 
restricted  basis.  The  user  agencies  shall  employ  advanced  computer,  legal, 
physical,  communication,  information,  and  personnel  methods  to  provide  for 
the  security  of  lOCI. 

ARTICLE  HI.  control  ASPECTS 

Section  1.  Organisational  Direction.  Policies  and  procedures  concerning 
lOCI's  privacy  and  security  shall  be  under  the  control  of  lOCI  management. 

Section  2.  Violations.  lOCI  management  shall  revew  and  take  appropriate 
action  in  any  case  of  policy  violation  or  misuse  of  data. 

Section  3.  Access  to  Index.  Terminal  agencies  shall  be  responsible  for  main- 
taining terminal  security.  Control  of  access  to  terminals  shall  be  exercised  by 
the  terminal  agencies  in  accordance  with  established  policy  and  procedures. 

Section  4.  Training  and  Education.  A  continuous  program  of  training  shall 
be  undertaken  to  insure  that  all  users  know  and  comply  with  system  require- 
ments. 

preface 

This  manual  sets  forth  the  minimum  security  and  privacy  standards  necessary 
to  insure  the  integrity  of  the  Interstate  Organized  Crime  Index  (lOCI).  Every 
law  enforcement  intelligence  unit  should  strive  to  adopt  these  standards  in  their 
daily  operations. 
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The  committee  has  given  each  section  a  code  to  identify  which  agency  or  agen- 
cies each  standard  affects. 

Affected  participant :  Codes 

1.  User  agencies [1] 

2.  Terminal   agencies [2] 

3.  Central   coordinating   agency [3] 

4.  Central  index  agency [4J 

Interstate  Organized  Crime  Index 
sex3tion  i :  organization  and  re^sponsibilities 

1.1  Overall  Organizational  Direction.  [1]  Operational  policy  and  procedures  for 
Interstate  Organized  Crime  Index  (lOCI)  shall  be  under  the  control  of  the 
lOCI  Executive  Committee.^  That  committee  is  responsible  for  establishing  se- 
curity and  privacy  policy,  approving  modifications  to  such  policy  and  for  the 
overall  management  of  lOCI. 

1.2  lOCI  Executive  Committee  Responsibilities.  [1]  The  lOCI  Executive  Com- 
mittee shall  instill  in  all  participating  agencies  an  awareness  of  the  potential 
damage  unautliorized  release  of  information  might  incur  upon  agencies  and  to 
an  individual's  right  to  privacy.  The  lOCI  Executive  Committee  shall  develop, 
implement  and  monitor  such  security  policies,  procedures  and  indoctrination  as 
is  necessary  to  ensure  a  proper  level  of  awareness.  The  lOCI  Executive  Com- 
mittee shall  have  the  authority  to  invoke  appropriate  sanctions  when  neces- 
sary. lOCI  provides  assurance  to  contributing  agencies  that  their  information 
is  being  properly  used  and  disseminated. 

Only  user  agencies  may  qualify  to  receive  lOCI  data.  Strict  application  of 
the  "need  to  know"  principle  must  be  enforced  within  all  lOCI  participants. 
Not  every  employee  has  a  need  for  each  bit  of  information  and,  therefore, 
should  not  receive  it. 

1.2.1  Investigating  Responsibilities.  [1]  The  lOCI  Executive  Committee  will 
have  full  responsibility  for  investigating  and  reviewing  violations  of  security 
and  privacy  policy  and  procedures. 

1.2.2  Sanctions.  [1]  Administrative  sanctions  include  suspension  or  expulsion  of 
agencies  from  the  system. 

1.3  Central  Coordinating  Agency  (CCA).  [1]  The  lOCI  Executive  Committee 
shall  designate  that  agency  which  will  provide  the  function  of  central  coordi- 
nation. The  CCA  shall  be  responsible  for  preparing,  correcting  and  upgrading 
lOCI  data  as  directed  by  the  user  agency.  The  CCA  shall  assign  a  security  of- 
ficer who  will  be  responsible  for  designinf^  and  implementing  a  security  system 
subject  to  approval  of  the  Executive  Committee  and  for  coordinating  the  sys- 
tem's security. 

1.4  Central  Index  Agency  {CI).  [1]  The  lOCI  Executive  Committee  shall  desig- 
nate the  agency  who  will  provide  the  function  of  central  index.  The  CI  shall 
assign  a  security  officer  who  will  be  responsible  for  designing  and  implement- 
ing a  security  system  for  CI  operations  subject  to  the  approval  of  the  lOCI 
Executive  Committee. 

1.5  Terminal  Agencies  (TA).  [2]  Terminal  agencies  shall  be  designated  by  the 
lOCI  Executive  Committee  and  shall  be  responsible  for  the  use  of  the  termi- 
nal, use  of  the  data  and  for  the  security  of  the  file.  Each  terminal  agency 
shall  assign  a  security  officer. 

1.5.1  Non-Disclosure  Agreement.  [2]  Each  terminal  agency  shall  have  a  respon- 
sible employee  sign  the  lOCI  non-disclosure  agreement  form  and  forward  the 
signed  form  to  CCA. 

1.6  User  Agencies.  [1]  Dissemination  of  lOCI  data  will  be  restricted  to  user 
agencies.  User  agencies  will  be  restricted  to  Law  Enforcement  Intelligence 
Units  (LETU)  members  and  to  state  and  local  government  agencies  whose 
principal  functions  include:  identification,  investigation,  apprehension,  and/or 
prosecution  of  organized  crime  subjects  pursuant  to  the  performance  of  their 
duties. 

1.6.1  User  Agency  ResponMbilities.  [1]  It  shall  be  the  responsibility  of  each  user 
agency  to  formulate  methods  and  procedures  to  assure  the  continuing  security 
of  organized  crime  information  in  its  custody  or  under  its  control.  Each  user 

1  Refer  to  lOCI  By-Laws. 
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agency  will  also  be  responsible  for  adhering  to  such  additional  requirements 
and  restrictions  as  have  been  mutually  agreed  upon  by  the  user  agency,  termi- 
nal agencies  and  the  lOCI  Executive  Committee.  Each  user  agency  will  be  re- 
quired to  designate  person (s)  to  submit  and  receive  requests  for  information 
from  lOCI. 

1.6.2  Record  of  Changes.  [1]  It  shall  be  the  responsibility  of  the  Security 
Officer  to  insure  that  all  changes  to  this  manual  are  properly  and  promptly  in- 
sei'ted  and  recorded  on  the  Record  of  Changes  sheet,  page  L 

1.7  Security  Officer.  [1]  Security  officers,  of  those  agencies  required  to  have 
such  officers,  shall  be  responsible  for  performing  the  following  assignments 
within  their  respective  agency  : 

Conducting  periodic  reviews  of  the  security  program  and  recommending 
changes  to  the  lOCI  Executive  Committee. 

Conducting  security  inspections  to  ensure  compliance  with  regulations. 

Preparing  briefing  material  and  conducting  initial  and  periodic  refresher 
indoctrination  sessions  including  circulating  educational  security  remind- 
ers. 

1.8  Individual  Employees.  [1]  Each  person  who  has  access  to  lOCI  data  is  re- 
sponsible to  protect  the  information,  its  sources,  and  the  privacy  of  individu- 
als. Each  employee  shall  report  to  his  supervisor  any  laxities  observed  in  the 
operation  of  the  system. 

SECTION  II :  PEBSONNEL 

2.1  Selection.  [1]  The  lOCI  Executive  Committee  shall  establish  minimum  em- 
ployee standards.  Each  user  agency  shall  be  responsible  for  carrying  out  these 
standards. 

2.2  Non-Disclosure  Agreements.  [1]  All  i)ersonnel  handling  lOCI  data  shall  sign 
an  lOCI  Non-Disclosure  Agreement  form.'  When  practicable,  the  Security 
Officer  or  agency  representative  shall  witness  the  signature  and  sign  the  form. 
The  signed  forms  shall  be  retained  by  the  Security  Officer  or  agency  represent- 
ative. 

2.3  Training.  [1]  All  persons  involved  in  lOCI  shall  receive  instruction  concern- 
ing the  proper  use  and  control  of  lOCI  data,  responsibilities  in  the  security 
program,  and  be  informed  of  their  obligation  to  respect  the  privacy  of  individ- 
uals. 

Instruction  may  be  offered  by  any  agency  or  facility,  provided  that  the 
course  of  instruction,  materials  and  qualifications  of  instructors  meet  the 
standards  approved  by  the  lOCI  Executive  Committee.  Attendance  at  such  a 
course  of  instruction  must  be  accomplished  within  a  reasonable  period  of  time 
after  assignment  to  lOCI  operations. 

2.4  Sanctions.  [1]  User  agencies  shall  invoke  appropriate  sanctions  for  viola- 
tions of  lOCI  regulations  committed  by  any  employee. 

2.5  Terminations  and  Debriefings.  [1]  Employees  who  have  had  access  to  lOCI 
data  at  the  time  of  termination  or  transfer  shall  be  debriefed  stressing  the 
continuing  responsibility  and  obligation  to  protect  the  information,  its  source 
and  the  individual's  privacy. 

SECTION  ni  :  INBX>RMATION 

3.1  Classification  of  Information.  [1]  Prior  to  the  entry  of  information  into 
lOCI,  the  contributing  agency  shall  ensure  that  it  conforms  to  all  lOCI  poli- 
cies concerning  subject  matter  to  be  stored.  Information  shall  be  classified  to 
prevent  its  release  to  anyone  other  than  those  specified  by  the  contributing 
agency,  to  prevent  its  misuse,  and  to  protect  the  privacy  of  all  concerned  indi- 
viduals. 

Each  agency  contributing  lOCI  data  will  assign  a  releasability  classification 
to  such  data  which  will  be  guaranteed  by  the  lOCI  Executive  Committee.  Clas- 
sification shall  be  continued  until  advised  to  the  contrary  by  the  contributing 
agency.  The  fact  that  information  currently  classified  has  been  disseminated 
by  a  public  medium  of  communication  does  not  automatically  mean  that  it  has 
been  declassified.  The  classifications  into  which  lOCI  data  is  divided  are : 

lOCI  Classification  1— Information  releasable  to  LEIU  agencies. 

lOCI  Classification  2 — Information  releasable  to  any  user  agency. 


'  Refer  to  Appendix  A  for  approved  agreement  form. 
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3.2  Input  of  Information.  [1]  Contributing  agencies  shall  adhere  to  the  infor- 
mation standards  established  by  lOCI  Executive  Committee. 

3.2.1  Criteria  for  Selection.  [1]  Contributing  agencies  will  make  their  own 
determination  as  to  organized  crime  subjects  to  be  submitted  to  lOCI.  Agencies 
shall  use  the  criteria  in  the  lOCI  oi>erations  manual  as  guidelines  in  making 
this  determination. 

3.2.2  Data  Elcnirnt/^.  [11  The  data  elements  for  lOCI  shall  be  established  by  the 
lOCI  Executive  Committee.  These  elements  are  limited  to  those  listed  in  the 
lOCI  operations  manual. 

3.2.3  Puhlio  Record  Type  of  Information.  [1]  The  information  submitted  to 
lOCI  must  be  supported  by  public  record  information  (see  Appendix  R). 

3.2.4  Reference  Sources.  [1]  The  contributing  agency  shall  be  responsible  for 
assuring  that  their  files  contain  sufficient  documentation  which  support  the  sub- 
mitted information. 

3.2.5  Qualitji  of  Data.  [1]  The  contributing  agency  shall  be  responsible  thnt  the 
data  submitted  to  lOCI  is  accurate,  complete,  relevant,  and  as  far  as  possible, 
that  it  has  been  verified  by  at  least  one  additional,  reliable,  independent  source. 

3.2.6  Inspection  of  Data.  [1]  All  submitted  lOCI  data  shall  be  forwarded  to 
the  Central  Coordinating  Agency  via  the  I.ETT^  Zone  Chairman.  The  Zone  Chair- 
man shall  be  responsible  for  review  and  inspection  of  the  data  to  assure  its 
adequacy  and  relevancy.  All  other  data  shall  be  submitted  to  CCA  for  similar 
processing. 

3.3  Document  Control.  CS]  To  maintain  accountability  and  control  of  informa- 
tion, certain  actions  and  records  are  necessary.  The  Central  Coordinating 
Agency  (CCA)  shall  establish  and  maintain  such  records  as  receipts,  reproduc- 
tion, dissemination,  and  destruction  of  lOCI  data. 

3.3.1  Riview  for  Category  As-'tignment  and  Control.  [11  At  the  Central  Coordi- 
nating Agency  (CCA),  review  shall  be  made  of  the  content  of  material  re- 
ceived. This  review  shall  be  performed  by  CCA  in  consultation  with  the 
contributing  agency.  Releasability  classification  is  assigned  at  this  point,  if  it 
is  not  already  present. 

3.3.2  Classification  Markings.  [31  All  material  shall  be  plainly  and  con- 
spicuou.sly  marked  from  the  time  it  is  received  at  the  CCA  with  the  words 
"Confidential — Release  only  as  authorized  by  lOCI."  The  assigned  releasability 
classification  shall  al.so  be  marked  or  stamped.  The  following  procedures  provide 
a  guide  for  marking  various  documents  : 

Documents — lOCI  documents  shall  be  conspicuously  marked  or  stamped 
at  the  bottom  of  each  page.  When  lOCI  documents  are  maintained  in  a 
file  folder  or  jacket,  the  folder  or  jacket  shall  be  stamped  with  the  appro- 
priate words  and  classification  of  material  contained  therein.  The  top  and 
bottom  on  both  sides  of  the  folder  or  jacket  are  stamped. 

Photographs,  film,  microfilm — lOCI  photographs  and  films  and  their  con- 
tainers shall  be  conspicuously  marked  with  the  appropriate  wording  and 
releasability  classification.  Microfilm  in  roll  form  and  motion  picture  film 
shall  be  marked  at  the  beginning  and  end  of  each  roll.  These  and  other 
lOCI  negatives  that  do  not  lend  themselves  to  marking  shall  be  kept  in 
containers,  properly  secured,  that  shall  bear  the  wording  and  classification 
marking  to  which  the  contents  are  entitled. 

Sound,  magnetic,  and  other  recording.s — lOCI  sound,  magnetic,  and  other 
recordings  shall  be  marked  with  the  appropriate  wording  and  releasability 
classification  if  practical.  The  containers  in  which  such  recordings  are 
placed  during  nonuse  .shall  be  marked  conspicuously.  For  tapes  and  similar 
items,  the  wording  normally  shall  be  placed  at  the  beginning  and  end  of 
the  roll. 

However,  recordings  that  do  not  lend  themselves  to  marketing  shall  be 
kept  in  containers  bearing  the  wording  and  classification  markings  to 
which  the  ccmtents  are  entitled.  In  addition,  where  practical,  the  wording 
and  applicable  classification  shall  be  incorporated  into  the  recording  at  the 
beginning  and  end  thereof  in  a  manner  which  will  assure  that  any  person 
having  access  to  the  lOCI  information  contained  therein,  when  reproduced 
by  any  medium,  will  know  that  the  recording  contains  TOCI  classified  in- 
formation. In  the  case  of  disc  or  drum  memory  units  utilized  in  electronic 
data  processing  equipment  which  do  not  lend  themselves  to  marking,  the 
entire  processing  unit,  when  the  memory  units  contain  lOCI  information, 
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shall  be  marked  by  attaching  a  tag  or  sticker  or  similar  device  bearing 
the  wording  and  classification  markings. 

Machine  listing — lOCI  warnings  and  classification  markings  on  pages  of 
listings  produced  by  automatic  data  processing  equipment  may  be  applied 
by  the  equipment,  provided  the  first  and  last  page  of  the  listing  and  the 
front  and  back  covers,  if  any,  are  also  marked  appropriately  as  an  lOCI 
document.  If  individual  pages  are  removed  from  a  listing  marked  in  this 
manner,  each  page  so  removed  shall  be  marked  as  if  it  were  a  document. 

Machine  accounting  cards — A  deck  of  lOCI  accounting  machine  cards 
may  be  marked  as  a  single  document.  A  deck  so  marked  shall  be  stored, 
transmitted,  destroyed,  and  otherwise  handled  in  the  manner  prescribed 
for  other  documents.  An  additional  card  shall  be  added,  however,  to  iden- 
tify the  contents  of  the  deck,  that  it  contains  lOCI  data,  and  the  highest 
releasability  classification  involved.  The  individual  cards  of  the  deck  need 
not  be  marked  individually.  Cards  removed  for  separate  processing  or  use 
shall  be  protected  to  prevent  compromise  of  any  lOCI  information  con- 
tained thereon  and.  unless  promptly  returned  to  the  deck  after  processing 
or  use,  shall  be  marked  appropriately. 
5.//  Protection  of  Information.  [1]  lOCI  data,  when  in  actual  use  by  authorized 
personnel,  shall  be  protected  as  follows  : 

It  shall  be  under  the  constant  control  of  an  authorized  person. 

It  shall  be  covered,  turned  face  down,  or  otherwise  protected  when  un- 
authorized persons  are  present. 

It  shall  be  returned  to  proper  storage  immediately  after  use.  Transmit- 
ting lOCI  data  shall  be  limited  to  agreed  upon  methods. 
3.5  Computer  Data  System  Requirements.  [1]  The  lOCI  Executive  Committee 
will  establish  a  Data  System  Security  Review  to  approve  and  implement  secu- 
rity requirements  of  new  and  revised  computer  systems. 

3.5. 1  Data  Sifstem  Seevrity  Review.  [1]  The  primary  purpose  of  the  Data  Sys- 
tem Security  Review  will  be  to  ensure  that  all  aspects  of  the  proposed  system, 
or  system  revision,  contain  the  safeguards  necessary  to  accomplish  the  follow- 
ing: 

Protection  of  the  data  system's  integrity  from  any  influence  which  might 
seek  to  obtain  data  without  authorization  or  disrupt  effective  system 
operation. 

Prevention  of  compromise  to  any  data  for  which  lOCI  is  a  custodian  re- 
sponsible to  an  original  source. 

Exclusion  of  information  that  might  constitute  an  unreasonable  invasion 
of  privacy. 

3.5.2  Guidelines  for  Security  Aspects  of  Data  System  Planniny.  [11  The  critical 
aspects  of  computer  data  systems  requiring  controls  are  described  in  Table  1. 
Such  items  as  contained  in  Table  1  shall  be  considered  during  system  design 
and  revision  activities. 

TABLE  1.— COMPUTER  DATA  SYSTEMS  CONTROLS 

Areas  in  data  processing  in  which  security    Cognizant  member  of  the  data  sys- 

controls  are  required  tem  review  committee  Control  required 


1.  Preparationof  new  and  revised  informa- Accountability  for  transmitted  infor- 

tion  to  be  submitted  byintelligence  mation. 

analysts  to  keypunch  operators. 

2.  Keypunching  and   keypunch  verifica-  1.  Accountability  for  transmittal  in- 

tion.  formation. 

2.  Destruction     of    cards     punched 
incorrectly. 

3.  Transaction  files  on  cards  or  on  tape. __ Control   of  files  in  a  library  for  a 

period  prior  to  destruction;  the 
period  to  be  specified  by  the  system 
analyst. 

4.  Computer  processing       1.  Control  of  signal  emission  from  the 

control  processing  unit. 

2.  Inspection  of  the  operations  area 

and  surrounding  areas  for  listen- 
ing devices. 

3.  Console  access  control. 

4.  Access  control  to  remote  devices. 


5.  Inspection  of  transmission  lines. 
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TABLE  1.— COMPUTER  DATA  SYSTEMS  CONTROLS— Continued 


Areas  in  data  proce-sing  in  which  security     Cognizant  member  of  the  data  sys- 

controis  are  required  tern  review  committee  Control  required 

5.  Producing  printed  reports  on  a  pro- 1.  Control  of  print  ribbons. 

gram  controlled  printer.  2.  Destruction    of   carbon    paper   in 

multicopy  reports. 

6.  Time-sharing  computer  operation Prevention    of    data    crossover    or 

systems  interference. 

7.  Distribution  of  printed  reports. Document  control  destruction. 

8.  Access  control  to  remote  devices Electrical  transmission  under  certain 

conditions. 

9.  Access  control  to  computer Authorized  personnel. 

10.  Program  documentation:  Controlled  storage  and  access. 

a.  System    requirement    descrip- 

tion. 

b.  System  performance  specifica- 

tion. 

c.  Program  source  card  deck. 

d.  Program  object  deck. 

e.  System  operating  documenta- 

tion for  computer  operations. 

f.  System  administrative  support 

procedures. 

11.  Post-processing  lone  image.. Control  of  post-processing  image. 


3.5.3  Authorized  Personnel.  [3  and  4]  Personnel  authorized  to  have  access  to 
magnetic  tapes,  drums,  discs,  punched  cards,  or  other  computer  memory  devices 
containing  lOCI  data  or  computer  programs  for  processing  lOCI  data  will  be  des- 
ignated by  the  Security  Offieer  of  the  agency.  A  list  of  these  authorized  person- 
nel will  be  maintained  in  the  computing  facility.  The  computer  facility 
supervisor  will  be  responsible  for  monitoring  machine  operations  to  ensure 
that  only  authorized  personnel  have  access  to  the  computer  or  its  output  at 
times  when  lOCI  data  is  being  processed  or  when  access  to  such  information 
would  be  possible  by  using  the  computer. 

3.5.4  Control  of  Computer  Memory  and  Software.  [3  and  4]  lOCI  computer  pro- 
grams, magnetic  tapes,  discs,  dnmis,  punched  cards,  and  other  similar  material 
will  be  controlled,  handled,  and  stored  in  accordance  with  established  procedures. 

3.5.5  Control  of  Hardcopy.  [1]  All  hardcopy  produced  as  a  I'esult  of  processing 
lOCI  data  will  be  handled  as  follows : 

Each  printout  page  shall  contain  the  statement :  Confidential — Release 
only  as  authorized  by  lOCI 

The  reproduction  and  dissemination  of  hardcopy  shall  be  in  accordance 
with  the  provisions  of  this  manual. 

Destroyed  as  waste  in  accordance  with  the  provisions  of  this  manual. 
3.5. G  Remote  ('on.soJes  and  Keyboards.  [1]  Consoles  and  keyboards  remote  from 
the  room  in  which  the  computer  is  located  will  be  authorized  only  in  accord- 
ance with  the  security  provisions  of  this  manual. 

3.5.7  Segregation  of  Computerized  Organized  Crime  Files.  [3  and  4]  All  lOCI 
data  shali.  wherever  possible,  be  stored  in  a  computer  dedicated  to  organized 
crime  unit  operations.  Where  physical  limitations  prevent  the  use  of  a  dedicited 
computer,  the  portion  of  the  computer  used  by  the  lOCI  data  shall  be  dedi- 
cated in  the  following  manner  : 

Files  shall  l>e  stored  on  the  computer  in  such  a  manner  that  they  cannot 
be  modified,  destroyed,  or  otherwise  accessed  in  any  fashion  by  non-IOCI 
activity. 

The  senior  person  in  charge  of  computer  operations  shall  write  and  in- 
stall, or  cause  to  have  written  and  installed,  a  program  that  will  prohibit 
inquiry,  file  updates,  deletion  or  destruction  from  any  terminal  other  than 
lOCI  system  terminals  which  are  so  designated. 

The  senior  person  in  charge  of  computer  operations  shall  write  and  in- 
stall, or  cause  to  have  written  and  installed,  a  classified  program  to  detect 
and  store  for  classified  output,  all  attempts  to  penetrate  any  lOCI  record 
information  system,  program  or  file.  This  program  shall  l>e  known  only  to 
the  senior  control  person  and  his  immediate  assistant  and  the  records  of 
such  program  shall  be  kept  continuously  under  maximum  security  condi- 
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tions.  No  other  person,  including  staff  and  repair  personnel,  shall  be  per- 
mitted to  know  this  program. 

lOCI  data  record  files  will  not  be  linked  to  any  other  criminal  justice 
record  files.  This  includes  a  prohibition  for  criminal  offender  record  files 
to  be  linked  to  lOCI  index  files  even  if  the  only  response  from  an  lOCI 
inquiry  will  result  in  a  printout  of  the  subject's  criminal  offender  record 
information. 
S.6  Information  Stonif/c.  [1]  When  not  in  use,  lOCI  data  shall  be  stored  in  a  se- 
curity file  cabinet  equipped  with  an  adequate  locking  device. 

Material  such  as  documents,  photos,  film,  recordings,  drums,  discs,  and  tapes, 
may  be  stored  in  file  containers.  Certain  material  because  of  its  size,  shape, 
weight,  or  volume  may  require  vault  type  storage. 

In  addition  to  the  storage  devices  specified  above,  during  non-working  hours 
entry  to  the  room,  building,  or  structure  in  which  the  storage  device  is  located 
shall  be  controlled  by  one  of  the  following  methods.^ 

A  secure  lock  with  appropriate  anti-tampering  features  which  provides 
reasonable  protection  against  surreptitious  entry,  with  stringent  key  con- 
trols. 

A  properly  cleared,  authorized  employee  or  guard  stationed  so  as  to  con- 
trol admittance  to  the  room,  building,  or  structure. 

An  alarm  system  in  the  room,  building,  or  structure  in  which  the  storage 
device  is  located,  or  in  the  storage  device  itself.  The  response  time  to  an 
activated  alarm  shall  be  immediate, 

3.6.1  Control  Over  Storage  Devices.  [11  The  number  of  authorized  persons  hav- 
ing keys  or  knowledge  of  a  lock  combination  shall  be  stringently  controlled. 
Keys  and  lock  combinations  shall  be  considered  to  be  lOCI  information  and 
protected  as  such.  The  lock  combination  shall  be  committed  to  memory.  Only  the 
Security  Officer  or  agency  representative  shall  maintain  a  written  record  of 
who  has  been  issued  keys  and  who  has  been  given  the  lock  combination. 

Storage  devices  shall  be  locked  whenever  they  are  not  under  the  direct  su- 
pervision of  a  person  authorized  access  to  the  contents.  Storage  devices  hous- 
ing lOCI  data  shall  be  placed  only  in  areas  within  the  user  agency  which  have 
been  cleared  for  handling  lOCI  data. 

5.6.2  Lock  and  Combinatio?i  Changes.  [1]  Locks  and  combinations  shall  be 
changed  according  to  the  following  schedule  : 

When  the  storage  device  is  originally  received  and  prior  to  putting  it 
into  service. 

When  any  person  having  a  key  or  knowledge  of  the  combination  termi- 
nates employment  or  transfers  to  a  different  position. 

When  the  combination  becomes  known  to  persons  other  than  those  au- 
thorized. 

When  the  storage  device  has  been  found  open  and  unattended  and  com- 
promise is  suspected. 

When  the  Security  Ofiicer  or  agency  representative  believe  it  to  be  in 
the  best  interest  of  maintaining  adequate  .security. 
3.7  Reproductions.    \1]   Reproduction  of  lOCI  data  shall  be  limited  and  re- 
stricted to  achieving  the  objectives  of  the  lOCI  systems. 

■i.8  Information  Released  to  Terminal  Agencies.  [1]  Only  terminal  agencies  as 
designated  by  the  lOCI  Executive  Committee  will  be  eligible  to  receive  lOCI 
data  from  the  central  index.  Prior  to  the  initial  relea.se  of  lOCI  data  to  a  ter- 
minal agency,  the  terminal  agency  will  be  requested  to  designate  one  individ- 
ual and  alternates  through  whom  all  requests  will  be  directed  to  lOCI  and  to 
whom  all  replies  to  requests  will  be  addressed.  A  current  list  of  terminal  agen- 
cies with  their  designated  addressees  will  be  maintained  at  the  CCA.  The  CCA 
will  be  notified  immediately  of  any  change  in  the  authorized  addressee  in  any 
agency  and  will  immediately  adjust  its  list  to  reflect  such  a  change. 

3.8.1  Information  Release.  [1]  The  release  of  lOCI  data  shall  be  limited  to  user 
agencies.  Under  no  circumstances  shall  information  be  released  to  any  agency 


'Working  hours  shall,  for  purposes  of  this  paragraph,  be  considered  as  that  period 
of  time  when  :  (a)  there  Is  present  In  the  specific  area  In  which  a  storage  device  Is 
located,  a  work  force  on  a  regularly  scheduled  shift,  as  contrasted  with  employees 
working  within  an  are;;  on  an  overtime  basis  outside  of  the  scheduled  work  shift,  and 
(h)  the  number  of  employees  in  the  scheduled  work  force  Is  sufficient  In  number  and 
so  positioned  as  to  be  able  to  detect  and  challenge  the  presence  of  unauhorized  per- 
sonnel. This  would,  therefore,  exclude  custodians,  maintenance  personnel,  and  other 
Individuals  whose  duties  require  movement  throughout  the  facility. 
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excluded  by  the  contributor.  The  release  of  information  shall  be  on  a  need  to 
know  and  right  to  know  basis,  which  determination  shall  be  at  the  discretion 
of  the  terminal  agency  and/or  LEIU  agency. 

3.8.2  Record  of  Clearance.  [2,  3,  and  4J  The  Security  Officer  shall  maintain  a 
record  of  all  clearances  granted  to  employees  and  consultants. 

3.9  Methods  of  Transfer.  [1]  The  movement  of  lOCI  data  from  point  to  point 
shall  be  provided  via  direct  person-to-person  transfer. 

3.9.1  Rrgistcrcd  Mail.  [1]  Unless  specified  by  lOCI  management,  all  lOCI  data 
that  cannot  be  accomplished  in  a  direct  person-to-person  transfer  shall  be 
transmitted  via  Certified  Mail,  U.  S.  Postal  Service,  return  receipt  requested. 

3.9.2  Preparation  for  Transfer.  [1]  In  all  transfers  involving  the  movement  of 
documentation,  other  than  person-to-person,  the  material  shall  be  double 
wrapped.  The  inner  envelope  or  wrapper  is  marked  to  identify  that  it  contains 
lOCI  data  and  the  specific  individual  recipient.  On  the  inner  wrapper  place  a 
notation  "To  Be  Opened  Only  By  (Name)".  Receipts  shall  be  enclosed  and  rec- 
ords of  transfer  shall  be  prepared  and  maintained. 

3.9.3  Transfer  of  Data  by  Electrical  Means.  [1]  lOCI  data  will  be  transmitted 
by  only  those  electrical  transmission  devices  which  have  been  authorized  by 
the  lOCI  Executive  Committee.  Approval  shall  adhere  to  the  following  proce- 
dure: 

A  description  of  the  proposed  secure  transmission  system  shall  be  sub- 
mitted to  the  lOCI  Executive  Committee  for  consideration. 

The  lOCI  Executive  Committee  will  review  the  proposed  system/code 
with  the  assistance  of  such  experts  in  the  fields  of  secure  electrical  trans- 
mission, cryptography  or  such  other  specialized  disciplines  as  deemed  nec- 
essary to  properly  evaluate  the  proposed  system. 

3.10  Required  Destruction.  [1]  Specific  authorization  is  not  required  for  the  de- 
struction of  lOCI  waste.  As  soon  as  practicable,  such  materials,  usually 
resulting  from  reproduction  processes  or  from  the  formulation  or  generation  of 
reports  within  lOCI  shall  be  properly  destroyed.  The  procedures  for  destruc- 
tion will  be  approved  by  the  Security  Officer  or  agency  representative.  Under 
no  circumstances  is  it  permissible  to  turn  over  lOCI  data  to  a  subcontractor, 
vendor,  or  supplier  for  the  purpose  of  effecting  its  destruction. 

3.10.1  Methods  of  Destruction.  [1]  Destruction  of  paper  products,  film,  etc., 
shall  be  by  shredding,  burning,  pulping,  dissolving,  or  pulverizing.  The  Security 
Officer  shall  approve  the  method  of  destruction. 

Discs,  drums  and  tapes  on  which  lOCI  data  is  magnetically  recorded  shall 
be  considered  as  destroyed  : 

When  all  lOCI  data  has  been  eradicated  from  a  magnetic  tape  through 
the  use  of  degaussing  equipment  in  accordance  with  the  Data  Systems  Se- 
curity Review  Procedure.  The  tape  may  then  be  handled  on  a  non-sensitive 
basis  provided  all  markings  identifying  previous  source,  subject  matter, 
use,  or  classification  assignment  are  removed  from  the  tape  and  its 
containers. 

When  a  disc  or  drum  on  which  lOCI  data  is  magnetically  recorded  has 
been  completely  overwritten  no  less  than  three  times  using  saturating  cur- 
rent with  streams  of  random  characters. 

Using  saturating  current  means  overwriting  the  sensitive  recording  on 
the  disc  or  drum  with  maximum  signal  strength.  The  disc  or  drum  may 
then  be  handled  on  a  nonsensitive  basis  provided  all  markings  identifying 
previous  source,  subject  matter,  use,  or  classification  assignment  are  re- 
moved from  the  disc,  drum,  and  containers,  if  there  are  any. 

3.11  Updating.  [1]  lOCI  data  shall  be  continually  updated  by  user  agencies.  The 
user  agency  shall  inform  CCA  in  writing  of  any  necessary  changes  to  the  lOCI 
data  files.  The  contributing  agency  .shall  make  the  update  in  compliance  with 
procedures  established  by  the  lOCI  Executive  Committee.  CCA  shall  be  respon- 
sible for  coordinating  the  updates  and  corrections  in  the  central  index  as 
required. 

3.11.1  Purging.  [11  lOCI  data  shall  be  purged  immediately  when  one  or  more 
of  the  following  circumstances  occur  : 

lOCI  data  elements  are  found  to  be  inaccurate  and  erroneous. 
The  contributing  agency  formally   requests  CCA  to  purge  specific  data 
elements  or  the  entire  file  as  submitted  by  that  agency. 

3.11.2  Authorized  Deletion.  [1]  Prior  to  deletion  of  information  in  the  lOCI 
central  index,  authorization  is  required  from  the  contributing  agency.  The  con- 
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tributing  agency  shall  designate  certain  individuals  from  within  their  jurisdic- 
tion who  can  authorize  the  deletion  of  such  information.  The  contributing  agency 
shall  notify  the  CCA  who  shall  direct  the  central  index  to  make  such  deletion. 

3.12  Transaction  Log.  [1]  All  user  agencies  shall  maintain  a  listing  of  the  agen- 
cies and  individuals  to  which  they  release  lOCI  data.  The  listing  should  be  re- 
tained for  a  period  of  not  less  than  one  year  from  the  date  of  the  release. 
Such  listings  may  be  maintained  in  whatever  form  the  user  agency  may  elect, 
but  each  such  listing  should  indicate  the  agency  or  individual  to  which  infor- 
mation was  released,  the  date  of  the  release,  the  individual  to  whom  the  infor- 
mation relates,  and/or  the  items  of  information  released. 

3.13  Transaction  Log-Terminal  Agency.  [1]  Terminal  agencies  shall  maintain  a 
transaction  log  which  will  include  statistics  on  data  processed  for  the  use  of 
user  agencies.  Such  statistics  may  be  maintained  in  whatever  form  the  termi- 
nal agency  may  elect  but  will  include  data  as  specified  by  the  lOCI  Executive 
Committee. 

SECTION  IV  :  OPERATIONS  * 

4-1  Control  of  Work  Areas.  [1]  Controlled  work  areas  shall  be  established  to 
provide  security  for  lOCI  data  while  in  use. 

4.1.1  Restricted  Areas.  [1]  Certain  private  offices,  as  approved  by  the  Security 
Officer  or  agency  representative,  may  serve  as  restricted  areas  in  which  lOCI 
data  may  be  used  while  work  is  in  progress.  An  ordinary  locked  door  may 
serve  as  the  admittance  control  device  or  admittance  may  be  controlled  by  a 
locked  entrance,  using  some  form  of  an  electromechanical  access  control  device, 
i.e.,  operated  by  a  push-button  combination  which  activates  the  locking  device, 
by  a  control  card  used  in  conjunction  with  a  push-button  combination,  or  by 
such  other  system  as  may  be  approved  by  the  Security  Officer.  If  a  combina- 
tion lock  device  is  used,  the  Security  Officer  should  change  the  combination  pe- 
riodically. He  shall  rigidly  control  the  issuance  of  the  combination  control 
cards  and  other  devices  or  information  required  to  gain  entry. 

^.2  Badges — Idcntiflcation  Cards.  [1]  Badges,  identification  cards  or  other 
methods  should  be  used  to  assist  in  identifying  employees  who  may  enter  re- 
stricted areas  or  who  may  travel  to  terminal  agencies  or  contributing  agencies. 
The  make-up  and  construction  of  badges  and  identification  cards  shall  be  designed 
to  minimize  the  possibility  of  tampering  or  unauthorized  use.  The  minimum 
identifying  information  to  be  shown  on  a  card  should  be  the  name,  signature, 
and  photograph  of  the  holder.  In  addition,  other  descriptive  information,  such 
as  date  and  place  of  birth,  height,  weight,  color  of  eyes  and  hair,  and  a  single 
fingerprint  may  be  shown.  Each  card  should  contain  an  authorizing  signature 
and  each  should  be  serially  numbered.  The  Security  Officer  shall  maintain  con- 
trol records. 

4-2.1  Visitor  Badges.  [1]  When  necessary,  a  badge  shall  be  issued  to  visitors  to 
aid  in  identifying  such  persons.  The  badge  should  be  conspicuous,  and  each 
badge  should  be  serially  numbered.  Visitor's  badges  should  be  recovered  at 
the  conclusion  of  their  visit  and  they  should  be  rigidly  controlled  and  ac- 
counted for.  The  Security  Officer  shall  monitor  the  control  system. 

4-3  Visitor  Controls.  [1]  All  user  agencies  shall  control  the  access  of  visitors  to 
the  lOCI  restricted  area.  In  areas  where  visual  access  to  lOCI  data  by  un- 
cleared personnel  is  a  factor  to  be  considered,  certain  controls  are  necessary 
such  as  physical  barriers,  escort  of  visitors,  etc.  Whenever  possible,  business 
will  be  conducted  with  visitors  outside  of  restricted  areas. 

4.3.1  Visits  involving  lOCI  Data.  [1]  When  a  visit  request  involves  access  to 
lOCI  data  of  any  type,  the  Security  Officer  shall  establish  that  the  intended 
visit  is  necessary  and  in  the  interests  of  lOCI  and  the  agency. 

4.3.2  Record  of  Visits.  [1]  A  visitor  shall  register  in  the  visitor's  log  to  show  the 
date  and  time  of  visit,  person  visited,  and  date  and  time  of  departure.  At  the 
close  of  each  business  day,  the  log  shall  be  placed  in  a  locked  container. 

4-3.3  Identification  of  Visitors.  [1]  If  identification  cannot  be  established  by 
personal  recognition,  documentation  shall  be  presented. 

4-3-4  Remote  Locations  for  Meetings.  [1]  Occasionally  it  may  be  desirable  to 
conduct  meetings  pertaining  to  lOCI  data  at  a  location  other  than  a   user 


*  Local  security  measures  already  In  effect  will  sufBce  In  Instances  where  they  assure 
the  level  of  security  and  privacy  established  by  these  standards. 
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agency.  Attention  shall  be  given  to  conditions  concerning  the  security  of  audio 
or  visual  presentations. 

4.3.5  Consultants.  [1]  Consultants  are  those  who  enter  into  a  contract  to  render 
services  to  a  user  agency  and  with  whom  access  to  lOCI  data  is  involved. 
User  agencies  must  clear  individual  consultants  and  are  responsible  for  the  use 
of  proper  storage  devices,  adequate  security  practices,  etc.  The  user  agency 
and  its  consultants  have  full  responsibility  for  security  of  the  lOCI  data. 

If..i.C)  Internal  Inspections.  [1]  On  a  daily  basis  and  prior  to  departure  at  the 
close  of  the  work  day,  supervisors  shall  perform  a  check  in  their  areas  of  re- 
sponsibility to  ensure  that  all  lOCI  data  has  been  properly  stored. 

Periodically  the  Security  Officer  or  agency  representative  shall  inspect  or 
test  the  security  system.  Emphasis  shall  be  placed  on  access  to,  control  of,  and 
accountability  for  lOCI  data,  document  handling  procedures  and  records  shall 
be  examined  for  compliance  with  existing  procedures.  Measures  shall  be  insti- 
tuted to  correct  any  identified  deficiencies. 

4-3.7  Independent  Audits.  [1]  Periodically  the  lOCI  Executive  Committee  shall 
arrange  for  an  independent  audit  during  which  an  inspection  shall  be  con- 
ducted to  determine  the  degree  of  compliance  with  existing  procedures.  It 
should  be  noted  that  the  audit  personnel  do  not  require  access,  and  are  not 
permitted  to  have  access  to  information  within  the  system.  Any  necessary  data 
handling  will  be  accomplished  by  the  Security  Officer,  or  his  designated  repre- 
sentative to  prevent  disclosure  of  information  to  audit  personnel. 

4.3.8  Grant  Audit.  [11  Periodically,  in  accordance  with  the  grantors  require- 
ment, the  lOCI  Executive  Committee  shall  arrange  for  such  required  fiscal  and 
progress  audits  to  determine  the  degree  of  completion  and  adherence  to  the  proj- 
ect plan  in  so  far  as  it  is  consistent  with  the  security  and  privacy  provisions  of 
this  manual. 

4.4  Adherence  to  Standards.  [1]  These  are  minimum  standards.  Modifications 
dictated  by  local  conditions  may  be  acceptable  bnsed  on  agreement  between  the 
agency's  Security  Officer  and  the  lOCI  Executive  Committee. 

SECTION  V  :  GLOSSARY 

Listed  below  are  terms  used  in  this  manual  pertinent  to  lOCI. 

Batch  processing.  The  processing  of  data  in  a  sequential  or  serial  fashion. 
The  data  consists  of  similar  items  or  transactions  that  have  been  specially 
sorted  and  batched  for  processing  purposes. 

Central  index.  A  computerized  central  collection  of  organized  subjects  acces- 
sible by  remote  terminals. 

Central  index  aqency.  (CI)  The  agency  responsible  for  housing  the  central 
index  (^Michigan  State  Police  Data  Processing  Center). 

Central  eonrdinating  agency.  (CAA)  The  agency  responsible  for  preparing, 
correcting  and  upgrading  lOCI  data  and  coordinating  the  system's  security. 
(Organized  Crime  and  Criminal  Intelligence  Branch,  California  Department  of 
Justice). 

Cnntrihuting  agency.  User  agency  submitting  organized  crime  information  to 
the  central  index. 

Consultants.  Persons  or  vendor  representatives  who  enter  into  a  contract  to 
vendor  services  to  a  user  agency  and  with  whom  access  to  lOCI  data  may  be 
Involved. 

Electrical  transmission.  The  electrical  system  which  is  utilized  between  the 
central  index  and  the  remote  terminals. 

lOCI.  Interstate  Organized  Crime  Index  is  a  computerized  register  of  per- 
sons known  to  be  active  in  organized  crime  activities,  providing  on-line  access 
to  selected  state  and  local  law  enforcement  organized  crime  units. 

JOCI  data.  Organized  crime  information  users  in  lOCI,  specifically  the  infor- 
mation housed  in  the  central  index,  its  programs,  instruction  manuals  and  the 
like. 

lOCI  E.recutive  Committee.  The  central  management  authority  of  lOCI  shall 
consist  of  members  of  the  following  composition  : 

1.  All  eight  members  of  the  LEIU  Executive  Board 

2.  A  like  number  of  representatives  of  lOCI  agencies,  which  will  include  one 
representative  of  CI,  one  representative  of  CCA,  six  elected  representatives  of 
terminal  agencies 

R.  One  LEAA  representative  (non-voting) 
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4.  One  additional  representative  (non-voting)  of  the  CCA 

lOCI  waste.  All  lOCI  data  having  no  continuing  use  including  such  docu- 
ments as  preliminarj'  programming  data,  draft  information  products,  terminal 
printouts,  etc. 

Law  Enforcement  As.nstanve  Administration  (LEA A).  The  agency  within 
the  Department  of  Justice  established  to  administer  the  Omnibus  Crime  Con- 
trol and  Safe  Streets  Act  of  1968. 

LEIU.  Law  Enforcement  Intelligence  Unit  is  an  organization  of  law  enforce- 
ment agencies  with  the  purpose  of  increasing  the  sharing  of  organized  crime 
informaticm,  consisting  of  an  executive  board  and  organized  into  four  zones — 
eastern,  central,  northwestern  and  southwestern. 

Need-to-know.  The  determination  that  lOCI  data  is  necessary  for  the  dis- 
charge of  a  user  agency's  organized  crime  responsibilities. 

On-line  access.  The  capability  of  being  directly  connected  to  and  accessible 
to  a  computer  and  files  held  in  some  auxiliary  storage  devices. 

Organized  crime  information.  Information  derived  from  public  record  sources 
concerning  individuals  suspected  of  being  involved  in  organized  crime  and  lim- 
ited to  the  data  elements  specified  in  the  lOCI  operations  manual. 

Public  record.  Data  recorded  by  public  officers  in  consequence  of  public  du- 
ties, at  the  conclusion  of  relatively  formal  and  often  public  proceedings. 

Purging.  A  system  for  the  orderly  review  of  a  file's  content  to  remove  inac- 
tive, low-value,  and/or  erroneous  data. 

Privacy.  The  decision  by  lOCI  management  whether  to  acquire,  collate,  or 
distribute  organized  crime  information  about  an  individual  or  group  based  on 
a  social  justification  for  collecting  personal  or  sensitive  information  to  carry 
out  its  mission  balanced  against  an  individual's  right  to  privacy. 

Right  to  privacy.  The  claim  by  individuals,  groups,  or  institutions  to  deter- 
mine for  themselves  when,  how,  and  to  what  extent  information  about  them  is 
collected  and  communicated  to  others. 

Security.  Measures  employed  to  protect  organized  crime  information  and 
lOCI  data  in  transit  or  storage  from  unauthorized  access  or  tampering  or 
from  unauthorized  disclosure. 

Project  SEARCH.  LEAA  sponsored  organization  to  develop  and  test  prototype 
systems  which  may  have  multi-state  utility  for  the  application  of  advanced 
technology  to  the  administration  of  criminal  justice. 

Security  officer.  Designated  staff  member  at  the  Central  Coordinating  Agency, 
Central  Index  Agency  and  Terminal  Agencies  responsible  for  items  delineated 
in  Section  1.7  of  the  lOCI  Security  and  Privacy  Manual. 

Terminal.  An  input-output  device  connected  to  the  computer  directly  or  at 
some  remote  (distant)  location. 

Terminal  agency.  (TA)  User  agency  having  direct  terminal  access  to  the 
central  index. 

Unauthorized  release.  The  release  of  lOCI  data  to  those  not  qualified  to  re- 
ceive it. 

User  agency.  Law  Enforcement  Intelligence  Units  (LEIU)  members  and 
state  and  local  government  agencies  which  have  the  authority  and  responsibil- 
ity to  identify,  investigate,  apprehend  and/or  prosecute  organized  crime  subjects 
pursuant  to  the  performance  of  their  duties.  lOCI  management,  central  coordi- 
nating agency  and  the  central  index  agency  shall  be  considered  user  agencies. 

Updating.  A  system  for  the  orderly  review  of  a  file's  content  to  modify 
and/or  add  more  current  information. 


Appendix  A 

INTERSTATE     ORGANIZED     CRIME    INDEX     NON-DISCLOSURE    AGREEMENT 

I  understand  that : 

1.  As  a  result  of  my  employment  by  

and  the  association  of   with   the 

Interstate   Organized    Crime    Index,    I    may    be    the    recipient    of   information 
which,  in  itself  or  by  implication,  is  confidential  and  sensitive. 

2.  I  will  be  responsible  for  not  revealing  such  information  by  any  means 
except  in  accordance  with  current  Interstate  Organized  Crime  Index  security 
regulations.  I  am  responsible  for  the  safe-keeping  of  such  information,  docu- 
ments, and  material  in  the  facilities  and  in  the  manner  approved  by  Interstate 
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Organized  Crime  Index  management  and  for  the  handling  of  such  information, 
material,  and  documents  so  as  to  prevent  their  disclosure  to  unauthorized 
persons. 

3.  I  have  a  personal  and  individual  responsibility  for  the  protection  of  all 
such  information,  documents,  and  material  in  my  possession  no  matter  how 
acquired. 

4.  In  the  event  of  any  violation  of  Interstate  Organized  Crime  Index  security 
requirements,  the  Interstate  Organized  Crime  Index  management  reserves  the 
right  to  deny  me  and  the  department  further  access  to  confidential,  sensitive 
information. 

5.  I  am  not  to  disclose  to  anyone  after  termination  of  my  employment  any 
confidential,  sensitive  information  on  Interstate  Organized  Crime  Index  infor- 
mation, documents,  or  material  of  any  kind  obtained  by  me  as  a  result  of  my 
employment  by without  the  con- 
sent of  an  authorized  officer  of  ray  previous  employer. 

6.  If  a  breach  of  any  provision  of  this  agreement  occurs  it  may  result  in 
administrative  action  by  my  agency. 

I  undertake  this  obligation  and  agreement  freely  without  mental  reservation 
or  purpose  of  evasion  and  in  the  absence  of  duress. 
Signature  Witnessed  by 
Date 
Signature  of  Department's  Representative 


New  York  State  Identification  and  Intelligence  System  (NYSIIS) 
Regulations  on  Privacy  and  Security,  February  25,  1972 

State  of  New  York, 
Executive  Department, 
Identification  and  Intelligence  System, 

Albany,  N.Y.,  February  25,  1972. 

To  All  Criminal  Justice  Agencies  :  In  recent  months  criminal  justice  has 
become  the  focus  of  expressions  of  growing  concern  over  the  alleged  lack  of 
adequate  provisions  to  protect  the  security  of  data  in  its  custody  and  the  pri- 
vacy of  the  individuals  to  whom  that  data  relates.  That  concern  has  been  ac- 
centuated by  the  increasing  computerization  of  these  files  and  has  led  to  criti- 
cism directed  toward  the  custodians  of  criminal  justice  information  systems  at 
all  levels  of  government.  NYSIIS  has  long  been  sensitive  to  that  concern. 

A  recent  audit  of  NYSIIS  by  the  Department  of  Audit  and  Control  strongly 
recommended  that  NYSIIS  more  closely  monitor  the  use  of  criminal  offender 
record  information  by  its  user  agencies.  This  recommendation  was  consistent 
with  NYSIIS"  intent  to  take  more  positive  steps  in  this  matter. 

In  addition.  NYSIIS  has  been  designated  a  state  control  terminal  for  pur- 
poses of  the  FBI  National  Crime  Information  Center  Computerized  Criminal 
History  Program  (NCIC/CCH).  Criminal  offender  record  information  received 
from  NYSIIS  will  include  such  out  of  state  criminal  history  information  as 
may  be  available  in  NCIC/CCH  records.  As  a  requirement  for  participation  in 
the  FBI  NCIC/CCH  Program.  I  was  obliged  to  sign  an  agreement  with  the  FBI 
assuming  responsibility  for  NYSIIS'  dissemination  of  XCIC/CCH  records. 

In  order  to  carry  out  NYSIIS'  obligations  in  these  matters.  I  am  submitting 
to  you  for  your  signature,  the  attached  use  and  dissemination  agreement  which 
spells  out  our  mutual  responsibilities  for  the  security  and  privacy  of  NYSIIS 
and  FBI  NCIC/CCH  criminal  offender  record  information.  The  two  original 
copies  of  the  agreement  should  be  appropriately  signed  by  the  administrative 
head  of  your  agency.  These  copies  should  then  be  returned  to  NYSIIS  as 
promptly  as  possible,  following  which  they  will  be  subscribed  by  me  and  one 
copy  furnished  to  you  for  your  files.  I  encourage  you  to  enter  into  similar 
agreements  with  others  to  whom  you  may  further  disseminate  such  information. 

For  your  information,  the  NYSIIS  use  and  dissemination  agreement  has 
been  signed  by  Chief  Judge  Stanley  H.  Fuld  of  the  Unified  Court  System  of 
the  State  of  New  York,  by  the  Superintendent  of  the  New  York  State  Police 
and  advice  has  been  received  that  the  Police  Commissioner  of  the  City  of  New 
York  will  also  approve  and  sign  this  agreement. 

Please  be  assured  of  our  cooperation  in  all  matters  of  mutual  interest. 
Sincerely, 

Dr.  Robert  R.  J.  Gallati, 

Director. 
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New  York  State  Identification  and  Intelligence  System  I'se  and  Dis- 
semination Agreement  for  XYSIIS  State-Wide  Criminal  Offender  Record 
Information — Including  National  Crime  Information  Center  (NCIC) 
Computer  Criminal  History  Data 

The  New  York  State  Identification  and  Intelligence  System  hereinafter 
called  "NYSIIS,"  as  the  New  York  State  agency  charged  with  responsibility 
for  maintaining  a  state-wide  criminal  justice  information   system,   agrees  to 

furnish    ,    hereinafter    referred    to    as    the 

"User  Agency"  such  criminal  offender  record  information  as  is  available  in 
the  NYSIIS  files  and  further  agrees  to  furnish  such  computerized  criminal 
history  data  as  may  become  available  through  the  FBI/NCIC  CCH  Program. 

I.    PURPOSE   OF   agreement 

This  Agreement  provides  for  NYSIIS  to  serve  as  the  State  Agency  respon- 
sible for  the  provision  of  identification  services  and  the  exchange  of  state-wide 
criminal  offender  record  information  between  NYSIIS  and  the  User  Agency. 
In  addition,  it  provides  for  NYSIIS  to  serve  as  a  State  Control  Terminal  to 
facilitate  the  interchange  of  computerized  criminal  history  data  between 
FBI/NCIC  and  the  User  Agency. 

II.  terms  of  agreement 

This  Agreement  shall  become  effective  on and  shall  con- 
tinue in  force  until  and  unless  terminated  in  accordance  with  Section  V  of  this 
Agreement. 

III.    EXECUTORY  CLAUSE 

It  is  understood  by  and  between  the  parties  hereto  that  this  Agreement  shall 
be  deemed  executory  to  the  extent  of  the  monies  available  to  the  State  and  no 
liability  on  account  thereof  shall  be  incurred  by  the  State  beyond  monies 
available  for  the  purpose  thereof. 

IV.    SECURITY  AND  PRIVACY 

The  User  Agency  covenants  to  comply  with  present  and  future  New  York 
State  law,  NYSIIS  Code  of  Ethics,  NYSIIS  Administrative  Regulations,  and  to 
the  extent  that  data  is  received  from  the  FBI/NCIC  Computerized  Criminal 
History  System,  to  the  present  and  future  policies,  rules  and  procedures 
adopted  by  NCIC.  Excerpts  from  current  NYSIIS  Administrative  Regulations 
concerning  security  and  privacy  are  attached  hereto  as  Appendix  A  and  incor- 
porated by  reference  in  this  Agreement.  Relevant  excerpts  from  current 
NCIC/CCH  Security  and  Confidentiality  requirements  are  attached  hereto  as 
Appendix  B  and  incorporated  by  reference  in  this  Agreement.  The  NYSIIS 
Code  of  Ethics  is  attached. 

v.    SUSPENSION  of  SERVICE 

NYSIIS  reserves  the  right  to  immediately  suspend  furnishing  criminal  of- 
fender record  information  to  the  User  Agency  when  either  the  security  and 
privacy  or  use  and  dis.semination  requirements  established  by  New  York  State 
law  or  NYSIIS  Regulations  and/or  adopted  by  NCIC  are  violated.  NYSIIS 
may  reinstate  the  furnishing  of  criminal  offender  record  information  in  such 
instance  upon  receipt  of  satisfactory  assurances  that  such  violation  has  been 
corrected.  Either  NYSIIS  or  the  User  Agency  may,  upon  30  days"  notice  in 
writing,  discontinue  service. 

VI.   INDEMNIFICATION   OF   NYSIIS 

The  User  Agency  agrees  to  indemnify  and  save  harmless  NYSIIS,  its  officers 
and  employees  from  and  against  any  and  all  claims,  demands,  actions,  suits, 
and  proceedings  by  others;  against  all  liability  to  others,  including  but  not 
limited  to  any  liability  for  damages  by  reason  of  or  arising  out  of  any  false 
arrest  or  imprisonment  or  any  other  cause  of  action  whatsoever,  and  against 
any  loss,  cost,  expense,  and  damages  resulting  therefrom,  arising  out  of  or  in- 
volving any  negligence  on  the  part  of  the  User  Agency  in  the  exercise  or  en- 
joyment of  this  Agreement. 
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In  Witness  Whereof,  the  parties  hereto  caused  this  Agreement  to  be  exe- 
cuted by  the  proper  officers  and  oflScials. 

New  York  State  Identification 

and  Intelligence  System  User  Agency 

By    By    

Title    Title    

Date    Date    


Appendix  A 

NEW  YORK  STATE  IDENTIFICATION  AND  INTELLIGENCE  SYSTEM  (NYSIIS),  ADMINIS- 
TRATIVE REGULATIONS  (SECURITY  AND  PRIVACY  EXCERPTS  APPLICABLE  TO  USER 
AGENCIES) 

1.  Qualified  agencies — 

Qualified  agencies  are  criminal  justice  agencies  and  such  other  governmental 
agencies  as  are  entitled  to  receive  NYSIIS  criminal  offender  record  informa- 
tion by  operation  of  law  or  by  virtue  of  NYSIIS  Administrative  Regulation. 

"Criminal  justice  agencies"  are  defined  to  include  only  those  public  agencies 
at  all  levels  of  government  which  perform  as  their  principal  function  activi- 
ties— 

A.  relating  to  crime  prevention,  including  research  or  the  sponsorship  of 
research : 

B.  relating  to  the  apprehension,  prosecution,  adjudication,  or  rehabilitation 
of  criminal  offenders  ;  or — 

C.  relating  to  the  collection,  storage,  dissemination  or  usage  of  criminal  of- 
fender record  information. 

"Criminal  offender  record  information"  shall  be  understood  to  include  rec- 
ords and  data  compiled  by  criminal  justice  agencies  for  purposes  of  identifying 
criminal  offenders  and  of  maintaining  as  to  each  such  offender  a  summary  of 
arrests,  pretrial  proceedings,  the  nature  and  disposition  of  criminal  charges, 
sentencing,  rehabilitation  and  release.  Such  information  shall  be  understood  to 
be  restricted  to  that  recorded  as  the  result  of  the  initiation  of  criminal  pro- 
ceedings or  of  any  consequent  proceedings  related  thereto.  It  shall  be  under- 
stood not  to  include  intelligence,  analytical  and  investigative  reports  and  files, 
nor  statistical  records  and  reports  in  which  individuals  are  not  identified  and 
from  which  their  identities  are  not  ascertainable. 

2.  Elif/ihiliti/  for  acccfs  to  NYSIIf^  criminal  offender  record  information — 

Qualified  agencies  are  eligible  for  access  to  NYSIIS  criminal  offender  record 
information  upon  the  execution  of  the  appropriate  Use  and  Dissemination 
Agreement.  Criminal  justice  agencies  are  also  eligible  to  obtain  NYSIIS  crimi- 
nal offender  record  information  through  direct  terminal  access  provided  by  the 
Division  of  State  Police  telecommunications  network  interfaced  with  NYSIIS 
upon  execution  of  an  additional  use  and  dissemination  agreement  with  the  Di- 
vision of  State  Police. 

3.  RcMponsihility  of  client  agency- 
It  shall  be  the  responsibility  of  each  User  Agency  to  formulate  methods  and 

procedures  to  assure  tlie  continuing  security  of  NYSIIS  criminal  offender  rec- 
ord information  in  its  custody  or  under  its  control.  Each  User  Agency  shall  as- 
sure that  its  personnel  are  adequately  instructed  concerning  security  and  pri- 
vacy and  that  they  subscribe  to  the  NYSIIS  Code  of  Ethics. 

J/.  Dissemination  by  user  agency — 

A.  Criminal  offender  record  information  obtained  from  NYSIIS  may  be 
disseminated  by  the  I'ser  Agency  only  if  it  is  a  criminal  justice  agency  and 
then  only  on  a  strict  right-to-know  and  need-to-know  basis.  Also,  there  shall  be 
absolutely  no  dissemination  permitted  by  atiy  non-criminal  justice  agency. 
Non-criminal  justice  agencies  shall  not  be  entitled  to  the  entire  file  of  criminal 
offender  record  information  concerning  an  individual.  Special  precautions,  in 
all  cases,  shall  be  taken  to  avoid  dissemination  of  data  items  which  compro- 
mise personal  privacy.  In  all  cases  of  such  dissemination  it  shall  be  an  abso- 
lute condition  precedent,  that  a  valid  criminal  justice  purpose  is  served. 

B.  Each  criminal  justice  User  Agency  shall  maintain  a  listing  of  the  agen- 
cies or  individuals,  both  in  and  outside  the  state,  to  which  it  releases  NYSIIS 
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criminal  offender  record  information.  Each  such  listing  is  to  be  preserved  for  a 
period  of  not  less  than  one  year  from  the  date  of  release  to  which  it  relates. 

C.  In  the  event  that  the  criminal  justice  User  Agency  disseminates  NYSIIS 
criminal  offender  record  information  for  purposes  of  any  program  of  behav- 
ioral or  other  research,  the  User  Agency  must  be  assured  that  any  threats  to 
individual  privacy  created  by  the  program  : 

(1)  have  been  minimized  by  methods  and  procedures  reasonably  calculated 
to  prevent  injury  or  embarrassment  to  individuals  and 

(2)  are  clearly  outweighed  by  the  advantages  to  the  criminal  justice  system 
that  may  reasonably  be  expected  to  result  if  the  program  is  permitted. 

D.  User  Agencies  shall  provide  methods  and  procedures  for  purging/expung- 
ing NYSIIS  criminal  offender  record  information  from  their  files  as  required 
by  law  or  NYSIIS  directive. 

5.  Access  by  user  agency — 

A.  Requests  for  NYSIIS  criminal  offender  record  information,  wherever  lo- 
cated, based  upon  categories  of  offense  or  data  elements  other  than  name,  fin- 
gerprints or  otlier  identifying  characteristics  are  prohibited,  except  for  ap- 
proved research  programs. 

B.  On-line  direct  terminal  access  based  upon  personal  identifying  charac- 
teristics shall  be  absolutely  limited  to  criminal  justice  agencies. 

6.  Compliance  with  NYSIIS  procedures — 

User  Agencies  shall  comply  with  policies,  regulations,  methods  and  proce- 
dures governing  NYSIIS  equipment  and  data. 

The  above  excerpts  from  NYSIIS  Regulations  applicable  to  User  Agencies 
are  necessarily  general  in  nature  and  may  be  amended,  altered,  and  otherwise 
subject  to  autliorized  change  l)y  NYSIIS  without  diminishing  the  force  and  ef- 
fect of  any  part  thereof  under  the  terms  of  this  Agreement. 

7.  Responsibilities  of  NYSIIS— 

A.  Function  as  a  State-wide  Clcnringhause. — To  function  as  a  state-wide 
clearinghouse  providing  identification  services  and  criminal  offender  record  in- 
formation to  authorized  agencies  of  the  criminal  justice  and  government  com- 
munity. 

B.  Function  as  a  Control  Terminal. — To  function  as  a  state  criminal  justice 
control  terminal  in  the  FBI/NCIC  Interstate  Criminal  History  Exchange 
System. 

C.  Security. — To  have  oversight  of  security  throughout  the  system  being 
serviced  by  NYSIIS.  Through  the  Division  of  State  Police,  to  ensure  security 
throughout  the  New  York  State  Police  Information  Network  (NYSPIN)  in- 
cluding all  places  where  NYSPIN  terminal  devices  are  located.  A  NYSIIS  sys- 
tem security  officer  will  l)e  responsible  tliat  all  necessary  physical,  personnel, 
computer  and  communications  safeguards  are  functioning  properly,  except  for 
NYSPIN  Network  and  NYSPIN  terminal  devices  noted  above. 

D.  Services. — 1.  To  search  submitted  fingerprints  against  the  NYSIIS  data 
base. 

2.  To  search  submitted  names  and  other  descriptors  (at  least  one  numeric 
descriptor  such  as  FBI  No.,  NYSIIS  No.,  Date  of  Birth,  etc.)  against  the  NY- 
SIIS data  l)ase.  It  must  be  recognized  tliat  criminal  offender  record  informa- 
tion supplied  on  the  basis  of  this  type  of  inquiry  is  not  based  upon  positive 
identification  such  as  fingerprints  and  sliould,  therefore,  be  used  with  caution. 

3.  To  update  the  NYSIIS  files. 

4.  To  enter  or  update  criminal  history  data  in  NCIC. 

5.  To  purge  criminal  history  data  from  NCIC  in  accordance  with  the  law  or 
practice  of  New  York  State. 

6.  To  respond  to  the  User  Agency  with  updated  copy  of  the  individual's  rec- 
ord or  a  no-record  reply. 

E.  Right  to  Challenge  Record. — To  provide  for  every  person's  right  to  see 
and  challenge  the  contents  of  his  record  at  NYSIIS  is  an  integral  part  of  the 
system. 

F.  Verification  of  Data. — To  conduct  a  continuous  program  of  data  verifica- 
tion including: 

1.  Systematic  audits  to  insure  tliat  files  have  been  regularly  and  accurately 
updated. 
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2.  Where  errors  or  points  of  incompleteness  are  detected  take  immediate  ac- 
tion to  correct  or  complete  the  NCIC  record,  as  well  as  NYSIIS'  own  record. 
G.  Maintain  ConiinuouH  Audit. — To  audit  on  a  continuing  basis  : 

1.  Efficiency  and  effectiveness  of  the  total  NYSIIS  System  and  the  individ- 
ual components  thereof. 

2.  Security  and  privacy  matters  at  every  step  of  the  NYSIIS  state-wide  sys- 
tem and  its  interface  with  the  NCIC/CCH  Program. 

3.  Conduct  of  all  persons  and  agencies  in  compliance  with  NYSIIS  and  the 
NCIC  Regulations,  as  applicable. 

H.  Tliis  enumeration  of  NYSIIS'  responsibilities  is  not  intended  to  be  ex- 
haustive, but  rather  is  intended  to  illustrate  by  certain  specified  responsibil- 
ities the  broad  responsibility  assumed  by  NYSIIS  in  accordance  with  this 
Agreement. 


Appendix  B 

National   Crime  Information   Center    (NCIC)    Computerized   Criminal  History 

Program 

BELE^'ANT  EXCERPTS  FROM  SECURITY  AND  CONFIDENTIALITY  REQUIREMENTS 

/.  Information  in  FBI /NCIC  Interstate  Criminal  History  Exchange  System. 

A.  Entries  of  criminal  history  data  Into  the  NCIC  computer  and  updating  of 
tlip  computerized  record  will  l)e  accepted  only  from  an  authorized  state  or 
Federal  criminal  justice  control  terminal.  Terminal  devices  in  other  criminal 
justice  agencies  will  be  limited  to  inquiries  and  responses  thereto.  An  author- 
ized state  control  terminal  is  defined  as  a  state  criminal  justice  agency  on  the 
NCIC  system  servicing  statewide  criminal  justice  users  witli  respect  to  crimi- 
nal history  data. 

B.  Data  stored  in  the  NCIC  computer  will  include  personal  identification 
data,  as  well  as  public  record  data  concerning  each  of  the  individual's  major 
steps  through  the  criminal  justice  lirocess. 

C.  Each  cycle  in  an  individual's  record  will  be  based  upon  fingerprint  identi- 
fication. Ultimately  the  criminal  fingerprint  card  documenting  this  identifica- 
tion will  be  stored  at  the  state  level  or  in  the  case  of  a  Federal  offense,  at  the 
national  level.  At  least  one  criminal  fingerprint  card  must  be  in  the  files  of  the 
FBI  Identification  Division  to  support  the  computerized  criminal  history  rec- 
ord in  the  national  index. 

2.  Who  may  access  criminal  history  data 

A.  Direct  access,  meaning  tlie  ability  to  access  the  NCIC  computerized  file 
by  means  of  a  terminal  device,  will  be  permitted  only  for  crminal  justice  agen- 
cies in  the  discharge  of  their  official,  mandated  responsibilities.  Agencies  that 
will  be  permitted  direct  access  to  NCIC  criminal  history  data  include : 

1.  Police  forces  and  departments  at  all  governmental  levels  that  are  respon- 
sible for  enforcement  of  general  criminal  laws.  This  .should  be  understood  to 
include  highway  patrols  and  similar  agencies. 

2.  Prosecutive  agencies  and  departments  at  all  governmental  levels. 

3.  Courts  at  all  governmental  levels  with  a  criminal  or  equivalent  jurisdic- 
tion. 

4.  Correction  departments  at  all  governmental  levels,  including  corrective  in- 
stitutions and  probation  departments. 

5.  Parole  commissions  and  agencies  at  all  governmental  levels. 

6.  Agencies  at  all  governmental  levels  which  have  as  a  principal  function 
the  collection  and  provision  of  fingerprint  identification  information. 

3.  Control  of  criminal  justice  systems 

All  computers  interfaced  directly  with  the  NCIC  computer  for  the  interstate 
exchange  of  criminal  history  information  must  be  under  the  management  con- 
trol of  a  criminal  justice  agency  authorized  as  a  control  terminal  agency.  Sim- 
ilarly, satellite  computers  acce.ssing  NCIC  through  a  control  terminal  agency 
computer  must  lie  under  the  management  control  of  a  criminal  justice  agency. 
Management  control  is  defined  as  that  applied  by  a  criminal  justice  agency 
with  the  authority  to  employ  and  discharge  personnel,  as  well  as  to  set  and 
enforce  policy  concerning  computer  operations.  Management  control  includes, 
but  is  not  limited  to.  the  direct  supervision  of  equipment,  systems  design,  pro- 
gramming and  operating  procedures  necessary  for  the  development  and  imple- 
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mentin?  of  the  computerized  criminal  history  program.  ManaRement  control 
must  remain  fully  independent  of  non-criminal  justice  data  systems  and  shall 
be  primarily  dedicated  to  the  service  of  the  criminal  justice  community. 

4.  Use  of  system-derived  criminal  history  data 

A.  Criminal  history  data  on  an  individual  from  the  national  computerized 
file  will  lie  made  available  outside  the  Federal  government  only  to  criminal 
justice  agencies  for  criminal  justice  purposes.  This  precludes  the  dis.semination 
of  such  data  for  use  in  connection  with  licensing,  local  or  state  employment 
other  than  with  a  criminal  justice  agency,  etc.  There  are  no  exceptions  pend- 
ing legislative  action  at  state  and  Federal  level  or  Attorney  General  regulations. 

B.  The  u.se  of  data  for  research  should  acknowledge  a  fundamental  commit- 
ment to  respect  individual  privacy  interests  with  the  identification  of  subjects 
divorced  as  fully  as  possible  from  the  data.  Proposed  programs  must  be  re- 
viewed by  the  NCIC  or  control  terminal  agency  to  assure  their  propriety  and 
to  determine  that  proper  security  is  being  provided.  All  non-criminal  justice 
agency  requests  involving  the  identities  of  individuals  in  conjunction  with 
their  national  criminal  history  records  must  be  approved  by  the  Advisory  Pol- 
icy Board. 

The  NCIC  or  control  terminal  agency  must  retain  rights  to  monitor  any  re- 
search project  approved  and  to  terminate  same  if  a  violation  of  the  above 
principles  is  detected.  Research  data  shall  be  provided  off  line  only. 

C.  Should  any  information  be  verified  that  any  agency  has  received  criminal 
history  information  and  has  disclosed  that  information  to  an  unauthorized 
source,  immediate  action  will  be  taken  by  NCIC  to  discontinue  criminal  his- 
tory service  to  that  agency,  through  the  control  terminal  if  appropriate,  until 
the  situation  is  corrected. 

D.  Agencies  should  be  instructed  that  their  rights  to  direct  access  encompass 
only  requests  reasonably  connected  with  their  criminal  justice  responsibilities. 

E.  The  FBI/NCIC  and  control  terminals  will  make  checks,  as  necessary, 
concerning  inquiries  made  of  the  system  to  detect  possible  misuse. 

F.  The  establishing  of  adequate  state  and  Federal  criminal  penalities  for 
misu.se  of  criminal  history  data  Ss  endorsed. 

5.  Right  to  challenge  record 

The  person's  right  to  see  and  challenge  the  contents  of  his  record  should 
form  an  integral  part  of  the  system  with  reasonable  administrative  procedures. 

6.  Physical,  technical,  and  personnel  security  measures 

The  following  security  measures  are  the  minimum  to  be  adopted  by  all  crim- 
inal justice  agencies  having  access  to  the  NCIC  Computerized  Criminal  His- 
tory File.  These  measures  are  designed  to  prevent  unauthorized  access  to  the 
system  data  and/or  unauthorized  use  of  data  obtained  from  the  computerized 
file. 

A.  ComputeP  Centers : 

1.  The  criminal  justice  agency  computer  site  must  have  adequate  physical 
security  to  protect  against  any  unauthorized  personnel  gaining  access  to  the 
computer  equipment  or  to  any  of  the  stored  data. 

2.  Since  personnel  at  these  computer  centers  can  access  data  stored  in  the 
system,  they  must  be  screened  thoroughly  under  the  authority  and  supervision 
of  an  NCIC  control  terminal  agency.  (This  authority  and  supervision  may  be 
delegated  to  responsible  criminal  justice  agency  personnel  in  the  case  of  a  sat- 
ellite computer  center  being  serviced  through  a  state  control  terminal  agency.) 
This  .screening  will  also  apply  to  non-criminal  justice  maintenance  or  technical 
personnel. 

3.  All  visitors  to  these  computer  centers  must  be  accompanied  by  staff  per- 
sonnel at  all  times. 

4.  Computers  having  access  to  the  NCIC  must  have  the  proper  computer  in- 
structions written  and  other  built-in  controls  to  prevent  criminal  history  data 
from  being  accessible  to  any  terminals  other  than  authorized  terminals. 

5.  Computers  having  access  to  the  NCIC  must  maintain  a  record  of  all 
transactions  against  the  criminal  history  file  in  the  same  manner  the  NCIC 
computer  logs  all  transactions.  The  NCIC  identifies  each  specific  agency  enter- 
ing or  receiving  information  and  maintains  a  record  of  those  transactions.  This 
transaction  record  must  be  monitored  and  reviewed  on  a  regular  basis  to  de- 
tect any  possible  misuse  of  criminal  history  data. 
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6.  Each  state  control  terminal  shall  Vuiild  its  data  system  around  a  central 
computer,  through  which  each  inquiry  must  pass  for  screening  and  verification. 
The  configuration  and  operation  of  the  center  shall  provide  for  the  integrity  of 
the  data  base. 

B.  Communications : 

1.  Lines/channels  being  used  to  transmit  criminal  history  information  must 
be  dedicated  solely  to  criminal  justice  use,  i.e.,  there  must  be  no  terminals  be- 
longing to  agencies  outside  the  criminal  justice  system  sharing  these 
lines/channels. 

2.  Physical  security  of  the  lines/channels  must  be  protected  to  guard 
against  clandestine  devices  being  utilized  to  intercept  or  inject  system  traflBc. 

C.  Terminal  Devices  Having  Access  to  NCIC  : 

1.  All  agencies  having  terminals  on  the  system  must  be  required  to  physi- 
cally place  these  terminals  in  secure  locations  within  the  authorized  agency. 

2.  The  agencies  having  terminals  with  access  to  criminal  history  must  have 
terminal  operators  screened  and  restrict  access  to  the  terminal  to  a  minimum 
number  of  authorized  employees. 

3.  In  each  state  the  control  terminal  agency  shall  prepare  and  execute  a 
written  agreement  containing  similar  provisions  to  the  agreement  by  the  states 
and  NCIC  with  each  criminal  justice  agency  having  a  terminal  device  capable 
of  accessing  criminal  history  data  within  that  state. 

4.  Each  state  criminal  justice  control  terminal  agency  is  re.sponsible  for  the 
security  throughout  the  system  being  serviced  by  that  agency,  including  all 
places  where  terminal  devices  are  located. 

5.  All  control  terminal  agencies  and  other  criminal  justice  agencies  having 
direct  access  to  computerized  criminal  history  data  from  the  system  shall  per- 
mit an  inspection  team  appointed  by  the  NCIC  Security  and  Confidentiality 
Committee  to  conduct  appropriate  inquiries  with  regard  to  any  allegations  re- 
ceived by  the  Committee  of  security  violations.  The  inspection  team  shall  in- 
clude at  least  one  represenstative  of  the  FBI/NCIC.  All  results  of  the  investi- 
gation conducted  shall  be  reported  to  the  FBI/NCIC  Advisory  Policy  Board 
with  appropriate  recommendations. 

NYSIIS  Code  of  Ethics 
(Approved  by  NYSIIS  Advisory  Committee  July  29,  1970) 

ARTICLE  I.  LIMITATIONS  OF  THE  SYSTEM 

Section  1.  Limited  area  of  government 

The  participants  should  limit  the  area  of  concern  to  the  administration  of 
criminal  justice  as  a  matter  of  government  function. 

Section  2.  Limited  category  of  users 

The  participants  should  limit  access  to  the  System  to  criminal  justice  agen- 
cies who  would  assume  responsibility  for  the  legitimate  criminal  justice  u.se  of 
System  data  and  provide  penalties  for  improper  disclosure.  Rules  governing  ac- 
cess should  be  definite  and  .subject  to  public  .scrutiny. 

Section  3.  Limited  functions 

The  participants  should  support  the  role  of  the  Central  Data  Bank  as  an  in- 
formation service  only.  The  operating  unit  at  the  Central  Data  Bank  should 
have  no  powers,  duties,  or  facilities  to  arrest,  prosecute,  confine  or  .supervise 
offenders. 

Section  4-  Limited  Information 

A.  The  System's  criminal  identification  records  should  be  limited  to  certain 
subjects — those  for  whom  arrest  fingerprints  have  been  recorded.  Criminal  his- 
tory identification  data  recorded  about  an  individual  should  be  based  only 
upon  the  report  of  a  crime  and  the  commencement  of  criminal  justice  system 
proceedings. 

B.  The  System's  criminal  identification  files  should  be  limited  to  data  which 
is  relevant  for  the  criminal  justice  process.  Thus,  data  about  individuals  such 
as  contained  in  census,  tax,  election,  unemployment  in.surance  and  similar  files 
should  not  be  collected  or  accessed. 

C.  The  System's  criminal  identification  files  should  not  include  all  types  of 
criminal  justice  information.  Tainted  data  or  information  such  as  that  held  in 
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secrecy  of  a  grand  jury  proceedings,  illegally  obtained  information,  names  of 
confidential  informants  or  unverified  tips  and  rumors  should  not  be  entered. 

ARTICLE  II.  INTEGRITY  OF  INFORMATION 

Section  1.  Assurance  of  Individual  Privacy 

The  participants  should  make  a  continuous  effort  to  refine  every  step  of  the 
criminal  justice  information  system  provided  by  NYSIIS  to  assure  that  the 
most  sophisticated  measures  are  employed  and  the  most  perceptive  judgments 
are  made  in  the  development  and  operation  of  the  System  to  optimize  the  pro- 
tection of  individual  privacy. 

Section  2.  Collection  and  Maintenance  of  Data 

A.  The  participants  should  be  greatly  concerned  with  the  completeness  and 
accuracy  of  the  information  in  the  System.  Constant  auditing  of  the  data  bank 
should  be  undertaken  to  assure  the  reliability  of  stored  data. 

B.  The  participants  should  establish  criteria  for  re-evaluation  of  the  data 
contained  in  the  System  and  for  purging  where  deemed  appropriate. 

C.  The  participants  should  provide  measures  for  purging  the  computerized 
file  of  the  record  of  first  offender  prints  where  criminal  proceedings  have  re- 
sulted in  a  determination  in  favor  of  such  person. 

D.  The  participants  should  provide  procedures  for  an  individual  to  learn  the 
contents  of  the  arrest  record  kept  about  him  and  for  the  correction  of  inaccu- 
racies or  prejudicial  omissions  in  a  person's  arrest  record. 

Section  3.  Dissemination  of  Data 

A.  The  participants  should  develop  a  classification  sub-system  to  assure  that 
sensitive  data  is  provided  premium  security  and  that  all  data  is  accorded  ap- 
propriate protection.  Data  should  be  disseminated  to  criminal  justice  agencies 
on  a  "need-to-know"  basis. 

B.  The  participants  should  make  provisions  to  limit  the  derogatory  impact 
of  arrest  records  by  providing  meaningful  descriptions  of  the  nature  of  a  per- 
son's criminal  act  so  that  false  conclusions  concerning  the  character  of  the  in- 
dividual are  avoided. 

C.  The  participants  should  employ  the  most  advanced  security  control  meas- 
ures at  all  levels  of  the  System.  Technical,  legal  and  psychological  security 
measures  to  increase  the  difficulty  of  penetrating  the  System  should  be  em- 
ployed in  each  aspect  of  the  operation.  Thus,  high  level  computer,  legal,  physi- 
cal, information,  communication  and  personnel  security  should  be  maintained 
throughout. 

Section  4-  Advisory  Committee 

The  NYSIIS  Criminal  Justice  Advisory  Committee  should  provide  security 
and  privacy  policy  direction  for  the  System  and  should  entertain  complaints 
made  by  individuals  or  groups  about  alleged  intrusions  on  individual  privacv. 

ARTICLE  III.  USE  OF  DATA  BASE  FOB  BESEARCH 

Section  1.  Commitment  to  Privacy 

Where  research  is  conducted  as  an  activity  of  NYSIIS  or  utilizing  data  con- 
tained in  the  NYSIIS  Data  Bank,  the  participants  should  recognize  and  affirm 
the  claim  to  private  personality  and  have  a  positive  commitment  to  respect  it. 

Section  2.  Safeguarding  anonymity 

A.  In  the  conduct  of  research,  all  concerned  should  divorce  the  identification 
of  the  individual  as  fully  and  as  effectively  as  possible  from  the  data  and  pre- 
serve anonymity  by  aggregating,  coding  and  other  appropriate  measures. 

B.  All  concerned  should  safeguard  research  data  in  every  feasible  and  rea- 
sonable way,  and  destroy  any  identification  of  the  individual  with  any  portion 
of  the  data  as  soon  as  possible,  consistent  with  the  research  objectives. 


[From  the  New  York  Post,  Feb.  7,  1974] 

State  Junks  Computer  Fight  on  the  Mob 

(By  Josh  Friedman) 

Albany — For  nearly  a  year,  the  state  has  been  dismantling  the  much-her- 
alded system  it  developed  to  fight  organized  crime  through  a  central  computer, 
The  Post  has  learned. 
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The  move  means  there  is  no  longer  a  statewide  clearing  house  coordinating 
local  efforts  to  prosecute  mob  leaders. 

City  and  state  oflScials  say  the  project  failed  because  of  competition  among 
law  enforcement  agencies  and  a  fear  that  crime  bosses  would  someliow  pene- 
trate the  intelligence  system. 

In  a  related  development,  the  State  Senate  voted  yesterday  to  allow  the  city 
Board  of  Education  to  make  background  checks  of  employes  and  applicants 
through  the  same  computer  that  had  originally  been  set  up  for  the  organized 
crime  project. 

The  Senate  vote — if  confirmed  by  the  Assembly  and  signed  by  the  Governor — 
would  apparently  mark  the  first  time  a  non-police  agency  would  be  allowed 
by  law  to  use  the  computer — a  huge  Burroughs  6700  containing  500,000  per- 
sonal histories.  The  computer  is  located  in  a  10-story  oflSce  building  on  the  out- 
skirts of  Albany. 

But  The  Post  has  also  learned  that  the  State  Criminal  Justice  Services  Divi- 
sion, which  controls  the  computer,  has  already  been  allowing  access  by  such 
agencies  as  the  Secretary  of  State  and  the  State  Insurance  Dept. 

According  to  the  division,  the  city's  Firearms  Control  Board  has  also  re- 
quested access  to  the  computer  and  legislation  is  expected  soon  to  put  the 
board  in  the  same  category  as  the  Board  of  Education. 

Among  the  six  million  names  now  on  file  at  the  state  criminal  computer  cen- 
ter are  civil  service  applicants,  taxi  drivers,  mental  patients,  criminals  and,  be- 
cause of  their  outside  business  activity,  an  iindisclosed  number  of  legislators. 

The  unpublicized  decision  to  close  down  the  attempt  at  a  computerized  fight 
against  the  mob  was  made  quietly  last  spring  by  state  Criminal  Justice  Serv- 
ices Commissioner  Archiliald  Murray. 

In  letters  to  some  20  local  police  agencies  participating  in  the  project,  Mur- 
ray offered  to  return  information  they  had  been  submitting  for  the  past  eight 
years  on  300  alleged  organized  crime  figures. 

Mob  data  left  with  the  state  has  been  stored  under  lock  and  key  here  and  is 
no  longer  accessible,  Murray  said  in  an  interview. 

Murray  said  he  halted  the  project  to  allow  his  staff  of  more  than  700  to  con- 
centrate on  improving  the  filing  and  retrieval  of  fingerprints  and  records  of 
convicted  common  criminals  and  others  accused  of  crimes.  He  said  the  orga- 
nized crime  project  was  not  working. 

"most  difficult" 

"It  was  most  difficult  to  get  the  local  agencies  to  share  their  information. 
Clearly,  if  you  are  making  a  case  against  John  Smith,  you  don't  want  to  put 
out  the  type  of  information  that  would  help  another  agency  prosecute  before 
you,"  he  said. 

Although  the  organized  crime  file  was  ready  by  the  late  '60s,  it  was  never 
used  because  of  difficulties  developing  statewide  guidelines,  according  to  New 
York  City  Deputy  Police  Commissioner  Francis  B.  Looney. 

He  said  the  main  problem  was  protecting  the  "security  and  integrity"  of  the 
file. 

Other  officials  said  there  was  a  fear  on  the  part  of  large  police  departments, 
especially  in  cities,  that  mob  bosses  would  bribe  a  small  town  sheriff  into  feed- 
ing them  data  from  the  files. 

Several  years  ago,  two  city  polltvi  detectives  were  arrested  for  selling  mate- 
rial from  the  computer  to  private  companies. 

Murray's  decision — so  far  known  only  to  a  handful  of  police  officials — has 
been  a  blow  to  the  fight  against  organized  crime,  according  to  one. 

"It's  a  treasure  trove  of  information  that's  just  going  to  become  obsolete," 
said  Jeremiah  McKenna,  counsel  to  the  Legislature's  Select  Committee  on 
Crime. 

"At  least  there  was  a  guy  in  Albany  who  could  tell  two  local  guys  they  were 
working  in  the  same  area.  Now  they're  working  hit  and  miss." 

The  Legislature  has  apparently  not  been  informed  of  the  decision.  Sen.  John 
Marchi  (R-S.L),  sponsor  of  yesterday's  Board  of  Education  bill,  said  he  was 
".surprised"  to  hear  that  the  project  had  been  halted,  but  would  not  comment 
further. 

The  organized  crime  computer  program  had  been  a  major  rational  for  set- 
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ting  up  the  state  Criminal  Computer  System,  which  is  still  known  as  NYSIIS— 
The  X.Y.  State  Identification  and  Intelligence  System — although  the  name  was 
formally  dropi)ed  three  years  ago. 

THE  APALACHIN  MEETING 

The  idea  for  the  computer  grew  out  of  the  state's  frustration  in  trying  to 
analyze  the  1957  meeting  of  100  mob  leaders  in  the  upstate  town  of  Apalachin. 

In  an  impressive  four-color  brochure  put  out  by  NYSIIS  shortly  after  it  was 
started  in  1966.  the  state  said  : 

"The  Apalachin  meeting  was  important  because  it  focused  attention  on  the 
inaderiuacies  of  the  existing  criminal  justice  information  system  and,  in  a  very 
real  sense,  it  marked  a  turning  point  in  the  administration  of  criminal  justice 
in  New  York  State." 

A  1968  NYSIIS  report  predicted  that  by  1973  the  state  would  have  the  abil- 
ity to  send  intelligence  data  on  organized  crime  to  cities  rppidly  and  with  se- 
curity. 

The  1971  annual  report,  a  brief  mimeographed  document,  hardly  mentioned 
organized  crime  but  complained  that  the  agency  was  being  swamped  with  fin- 
gerprint requests  on  common  criminals. 

MERGED    IN    1071 

In  September.  1971,  NYSIIS  was  merged  with  the  Criminal  Justice  Services 
Division.  It  now  devotes  most  of  its  time  to  rapidly  furnishing  criminal  rec- 
ords to  police  departments  and  courts  which  send  fingerprints  by  special  tele- 
phone lines. 

More  than  eight  million  prints — the  majority  of  them  non-criminal — are 
stored  in  the  computer.  Criminal  and  non-criminal  prints  are  kept  in  separate 
filing  systems,  according  to  Murray. 

Before  closing  down  the  organized  crime  project,  NYSIIS  received  an  undis- 
closed amount  of  federal  money  for  it — earmarked  for  such  exotic  projects  as 
Exercise  Acorn,  formally  "The  penetration  of  Organized  Crime  into  Legitimate 
Business. 

There  is  no  public  accounting  showing  how  much  of  the  nearly  $50  million 
in  state  money  NYSIIS  has  received  has  gone  into  the  organized  crime  project. 

If  the  Assembly  and  Gov.  Wilson  go  along  with  yesterday's  42-9  Senate 
vote  the  way  will  be  cleared  for  non-criminal  agencies  to  have  access  to  the 
computer. 

The  bill  adds  the  Board  of  Education  to  the  current  list  of  so-called  quali- 
fied agencies — courts,  probation  and  correction  departments,  sheriffs,  DAs  and 
police  departments. 

But  Murray  said  he  has  already  been  allowing  the  Secretary  of  State  and 
the  State  Insurance  Dept.  to  use  the  computer.  He  said  other  laws  authorize 
the  usa,ge,  but  he  would  not  cite  them. 

The  other  laws,  he  said,  authorized  those  departments  to  check  for  criminal 
records  before  they  can  is.sue  certain  types  of  licen.ses. 

The  Insurance  Dept.,  for  example,  must  check  prospective  directors  of  insur- 
ance companies.  Several  legislators  are  insurance  company  directors  and  their 
names  and  prints  "presumably"  repose  in  the  computer,  Murray  said. 

The  Secretary  of  State  must  check  the  criminal  records  of  persons  applying 
for  such  jobs  as  guards  and  private  detectives. 


New  York  City  Police  Department  Intelligence  Division 

Procedures,  Public  Security  Activities  ok  the  Intelligence  Division 

I.  mission 

The  Public  Security  function  of  the  Intelligence  Division  can  most  simply  be 
stated  as  follows:  to  provide  the  police  department  with  the  intelligence  neces- 
sary to  the  discharge  of  its  duties  to  maintain  the  public  order,  protect  life 
and  property,  and  insure  the  orderly  functioning  of  the  city  and  its  public 
agencies. 
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II.    EVENTS  OR  SITUATIONS  BELATED  TO  THE  PUBLIC  SECURITY  MISSION 

A.  Information  will  be  gathered  concerning  those  events  or  situations  which, 
after  a  reasonable  exercise  of  police  judgement,  it  is  concluded  that  there  is  a 
substantial  possibility  that  they  will  or  tend  to : 

1.  Have  a  potential  for  violence  or  disorder 

2.  Adversely  affect  the  availability  of  important  foods  and  ser\'ices  to  the 
public 

3.  Create  traflSc,  crowd  control,  or  noise  problems  or  otherwise  require  the 
deployment  of  police  personnel  and/or  equipment,  in  order  to  secure  the  free 
movement  of  vehicular  and  pedestrian  traffic 

4.  Require  notification  to,  or  coordination  with,  other  state,  city  or  federal 
agencies,  in  order  to  assist  them  in  the  performance  of  their  duties 

5.  Have  serious  national  and/or  international  ramifications,  in  the  event  vi- 
olence or  disorder  should  ensue 

6.  Involve  deliberate  and  concerted  illegal  behavior  as  a  form  of  protest 

7.  Foment  intergroup  hostilities,  counter-demonstrations,  assaults,  destruction 
of  property,  etc. 

8.  Involve  groups  or  individuals  advocating  : 

a.  violence  and/or  violent  attacks  on  governmental  operations  or  on  po- 
lice officers  or  other  public  officials 

b.  racial,  religious  or  ethnic  conflict  between  religious  and  ethnic  groups 

c.  achievement  of  goals  by  unlawful  means. 

B.  Examples : 

1.  Strikes — "job  actions" — work  stoppages,  labor  disputes 

2.  Disturbances,  civil  disorders,  riots,  intergroup  hostilities,  police-community 
confrontations,  etc. 

3.  Youth  gang  problems — tensions,  gang  fights,  etc. 

4.  Marches,  meetings,  parades,  demonstrations,  etc.  which  could  or  will  in- 
volve one  or  more  of  the  events  or  situations  enumerated  in  sub-section  II-A 
(above) 

5.  Security  escorts  of  persons  in  public  life  who  may  be  the  potential  objects 
of  assault,  assassination,  or  other  untoward  incidents,  including  events  and  sit- 
uations involving  the  United  Nations,  various  missions  to  the  United  Nations, 
consulates,  embassies,  foreign  tourist  offices,  etc. 

6.  Disasters : 

a.  natural — floods,  snowstorms,  hurricanes,  etc. 

b.  accidental — plane  crashes,  explosions,  building  collapses,  etc. 

c.  sabotage — explosions,  arsons,  destruction  or  interference  with  public 
buildings,  accommodations,  thoroughfares,  etc. 

III.    PROCEDURES 

statement  of  Intent : 

In  conducting  public  security  activities,  Intelligence  Division  personnel  must 
be  responsible  to  the  legal  principles  and  public  policies  that  are  developing 
with  respect  to  the  collection,  storage,  and  dissemination  of  domestic  intelli- 
gence data.  In  few  other  areas  of  professional  police  responsibilities  is  it  as 
important  to  be  especially  sensitive  to  constitutional  rights,  societal  interests 
and  community  values  as  in  the  operation  of  an  intelligence  system.  "The  im- 
pact of  an  intelligence  system  upon  the  constitutional  rights  of  those  about 
whom  it  collects  information  ultimately  depends  upon  the  whole  of  the  sys- 
tem's operations :  the  categories  of  individuals  included  in  its  files,  the  persons 
and  agencies  to  which  it  disseminates  information,  the  provisions  it  makes  for 
verification  and  purging,  the  adequacy  of  its  security  arrangements,  and  so 
on."  1 

As  law  enforcement  officers,  members  of  the  Intelligence  Division  performing 
Public  Security  Activities  must,  of  necessity,  pursue  the  goals  stated  in  Section 
I  in  a  legitimate  manner,  i.e.,  by  lawful  means.  Furthermore,  as  law  enforce- 
ment officers,  members  so  assigned  should  recognize  that  the  source  and  object 
of  police  authority  and  responsibility  is  the  goal  of  justice  under  law.  The  law 


1  Basic  Elements  of  TnteUigence — A  Manual  of  Theory,  Structure  and  Procedures  for 
Use  bv  Law  Enforcement  Agencies  Against  Organi7eri  Crime.  E.  Drexel  Oodfrey  and  Don 
R.  Harris.  November  1971.  p.  2.53^.  Pnb'i''hed  bv  Technical  Assistance  Division.  Office  of 
Criminal   Justice,   Law   Enforcement  Assistance  Administration,   Department  of  Justice. 
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must  be  enforced  and  order  maintained  only  in  accordance  with  tlie  methods 
considered  proper  by  society,  speaking  through  legislature  and  the  courts. 

Procedures,  priorities,  and  attitudes  which  in  the  past  were  publicly  accepta- 
ble are  now  being  re-examined  and  re-defined  by  society  at  large,  as  well  as  by 
its  governmental  agencies,  and  will  in  a  free  society  continuously  be  redefined. 
Law  enforcement  must  strive  to  keep  pace  with  these  developments  and  to  en- 
sure that  police  activities  reflect  them.  In  the  operation  of  an  intelligence  sys- 
tem, there  must  be  special  care  to  avoid  interference  with  constitutionally  pro- 
tected rights  of  freedom  to  speak  and  dissent,  to  write  and  publish,  and  to 
associate  for  peaceful  purposes,  while  developing  the  intelligence  necessary  for 
public  officials  to  safeguard  life  and  property.  Care  must  also  be  taken  to 
avoid  unduly  interfering  with  the  privacy  of  citizens. 

Accordingly,  the  following  procedures  are  set  forth  to  govern  Intelligence  Di- 
vision personnel  engaged  in  Public  Security  Activities.  Because  of  the  constitu- 
tional sensitivity  of  the  areas  involved,  these  rules  and  standards  must  be 
scrupulously  observed. 

A.  General  procedures 

1.  The  intelligence  process  in  which  Public  Security  is  engaged  includes  the 
following  steps : 

a.  gathering  of  information 

b.  evaluation  of  this  information 

c.  analysis  of  the  evaluated  information 

d.  reporting  of  the  results  of  the  analysis 

e.  recording  and  storage  of  information 

f.  dissemination  of  information  in  Public  Safety  files. 

This  entire  Public  Security  intelligence  process  should  be  thought  of  as  one 
of  critical  refinement,  with  significant  amounts  of  information  initially  gath- 
ered, but  with  only  the  most  reliable,  useful  and  important  information  re- 
corded or  disseminated. 

Quantities  of  raw  information  are  collected.  This  information  is  evaluated, 
whereupon  some  of  it  is  rejected  or  discarded  as  irrelevant,  inaccurate,  or  im- 
proper. Thereafter,  this  evaluated  information  is  analyzed  and  certain  predic- 
tions or  projections  are  arrived  at.  This  product  of  the  analytical  process  is 
then  reported  to  the  appropriate  members  of  this  department.  Some  of  this  in- 
formation is  culled  from  reports  and  recorded  and  stored  on  index  cards  for 
ready  reference. 

Although  these  procedures  for  the  conduct  of  each  of  the  steps  in  Public  Se- 
curity intelligence  process  must,  of  necessity,  be  strict,  it  is  in  the  recording 
and  dissemination  processes  that  the  procedures  and  the  adherence  to  them 
must  be  particularly  stringent. 

2.  Public  Security  Activities  are  to  be  conducted  in  such  a  manner  that  no 
infringement  upon  the  statutory  and  constitutional  rights  of  any  individual, 
group  or  organization  is  occasioned. 

In  particular,  any  collection  of  information  is  to  be  done  with  discretion  so 
as  to  minimize  the  possibility  that  citizens  will  be  deterred  from  exercising 
their  lawful  rights.  Similarly,  information  will  be  collected,  recorded,  and  dis- 
seminated only  on  a  strict  "need  to  know"  basis  in  accordance  with  the  guide- 
lines listed  in  sub-paragraphs  III-B,  E  and  F  below. 

3.  The  Intelligence  Division  Legal  Officer,  an  attorney,  member  of  this  de- 
partment, has  the  responsibility  for  continuously  reviewing  and  re-evaluating 
these  procedures  to  ensure  that  they  accurately  reflect  current  legislative  and 
judicial  decisions.  The  Legal  Officer  will  advise  the  Commanding  Officer,  Intel- 
ligence Division,  of  any  and  all  developments  in  the  relevant  areas  of  law 
which  could  require  revision  of  these  procedures.  This  review  by  the  Legal  Of- 
ficer shall  not  be  construed  as  preventing  the  Deputy  Commissioner  for  Legal 
Matters,  the  Special  Counsel  to  the  Police  Commissioner,  or  the  Corporation 
Counsel  City  of  New  York  from  conducting  a  similar  review  and  evaluation  of 
these  guidelines. 

4.  Public  Security  activities  shall  be  subject  to  review  by  the  Commanding 
Officer,  Intelligence  Division,  the  First  Deputy  Commissioner,  or  his  represent- 
ative to  ensure  compliance  with  these  procedures. 

5.  All  members,  including  undercover  agents,  of  the  Intelligence  Division, 
will  receive  intensive  training  in  relevant  constitutional  principles,  especially 
those   embodied   in   the   First,    Fourth    and    Fourteenth   Amendments    to    the 
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United  States  Constitution,  upon  initial  assignment  to  the  Section  and  periodi- 
cally thereafter. 

6.  The  following  procedures  relate  to  specific  Public  Security  functions : 

B.  Information  collection  procedures 

1.  Only  the  Police  Commissioner,  First  Deputy  Commissioner,  Chief  of  In- 
spectional  Services,  or  the  Commanding  Officer,  Intelligence  Division,  can  direct 
the  initiation  of  an  investigation  concerning  any  event,  situation,  person,  group 
or  organization.  When  directing  the  initiation  of  an  investigation  under  this 
section,  the  person  so  directing  shall  specify  the  purpose  or  object  of  the  inves- 
tigation. 

2.  Public  Security  personnel  shall  not  gather  data  on  any  individual,  group, 
organization,  publication,  event  or  situati(m  except  to  the  extent  that  after  a 
reasonable  exercise  of  police  judgement  it  is  concluded  that  there  is  substan- 
tial possibility  that  this  information  will  aid  the  police  department  in  attain- 
ing its  goal  as  defined  in  Section  I.  In  part,  this  requires  that  the  department 
be  kept  abreast  of  information  concerning  groups  and  individuals  whose  con- 
duct or  rhetoric  indicates  a  substantial  possibility  that  they  will  be  involved  in 
one  of  the  situations  described  in  Section  II  above,  as,  for  example,  the  disrup- 
tion of  governmental  operations  or  public  activities.  Care  will  be  taken  not  to 
interfere  with  the  exercise  of  legitimate  rights. 

a.  Some  examples  may  make  the  foregoing  procedures  more  specific: 

(1)  the  political  Iteliefs  or  preferences  of  any  individual,  group  or 
organization  are  not,  per  se,  of  concern  to  the  Public  Security  func- 
tion. However,  the  activities  of  various  groups  and  individuals  are  of 
legitimate  interest  for  the  Public  Security  function  when  there  is  a 
substantial  possibility  that  they  will  result  in  personal  injury,  prop- 
erty damage,  crowd  control  problems,  or  disruption  of  vital  municipal 
functions. 

(2)  Public  Security  is  not,  per  se,  interested  in  or  involved  in  col- 
lecting data  concerning  the  personal  habits,  predictions  and  associ- 
ates of  any  person,  acting  either  individually  or  through  a  group  or 
organization.  Such  matters  of  interest  only  when  they  are  directly  re- 
lated to  the  mission  of  Public  Security  as  stated  above,  and  will  lead 
to  the  substantial  possibility  of  making  contributions  to  attaining 
goals  as  defined  in  Section  I. 

(3)  In  gathering  information  about  any  individual  or  group,  the  ac- 
tivities of  Public  Security  personnel  must  be  strictly  limited  to  the  de- 
gree that  it  is  absolutely  necessary  to  achieve  legitimate  law  enforce- 
ment objectives. 

(4)  Electronic  surveillance  will  bo  conducted  only  in  the  strictest 
conformity  with  court  authorized  warrants  and  with  the  provisions  of 
the  Rules  and  Procedures  of  this  department. 

(5)  Photographic  surveillance  will  not  be  conducted  without  the 
prior  authorization  of  one  of  the  following — the  Commanding  OflBcer, 
Intelligence  Division,  or  when  directed  by  the  First  Deputy  Commis- 
sioner or  Chief  of  the  Inspectional  Services  Bureau.  Such  authoriza- 
tion will  be  given  when  deemed  to  be  necessary  to  accomplish  the 
Public  Security  mission,  as  defined  in  Section  I.  Photographic  surveil- 
lance will  be  approved  in  the  following  instances : 

(a)  to  identify  persons  who,  either  as  individuals  or  as  members 
or  associates  of  groups  or  organizations,  are  involved  in  acts  of 
violence  or  other  violntions  of  law  :  or 

(b)  to  provide  evidence  of  such  violations  of  law ;  or 

(c)  to  identify  individuals  or  groups  who  may  pose  a  threat  to 
the  safety  of  persons  who  hold  (or  are  candidates  for)  public  office 
and  to  the  safetv  of  other  i)ersons  in  public  life  for  whom  this 
department  may  be  called  upon  to  provide  personal  security  escorts. 

(0)  The  use  of  an  undercover  agent  (infiltrator)  will  be  permitted 
only  after  approval  by  the  First  Deputy  Commissioner  or  his  special 
designee.  Such  approval  will  be  given  only  upon  the  determination 
that  there  is  a  reasonable  need  to  develop  information  about  the  activ- 
ities of  the  group  or  organization  that  is  the  object  of  the  proposed 
operation,  and  that  the  intelligence  activity  proposed  is  reasonably  re- 
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lated  to  the  gathering  of  such  information.  After  the  officer  recom- 
mended for  the  undercover  assignment  has  received  adequate  training 
in  the  appropriate  conduct  of  such  an  operation,  the  First  Depiity 
Commissioner,  or  his  special  designee,  will  give  final  approval  to  tlie 
actual  inception  of  the  undercover  investigation.  The  First  Deputy 
Commissioner,  or  his  special  designee,  will  l)e  regularly  apprised  of 
the  activities  of  any  undercover  agent. 

(7)  To  enable  the  Analysis  Section  of  the  Intelligence  Division  to 
perform  its  function  properly,  and  to  give  appropriate  weight  to  the 
information  being  submitted.  Public  Security  members  submitting  in- 
formation are  to  report  its  source  by  notations  sucli  as  "personal  ob- 
servation," "publication."  "public  announcement.''  "newspaper,"  "maga- 
zine." "radio  or  television  programs,"  etc.  (When  an  informant  is  tlie 
source  of  the  information,  a  statement  regarding  the  informant's  relia- 
bility shall  be  included  and  the  basis  for  .such  judgement  concerning 
liis  reliability.) 

C.  Analysis  ffuidcUnes 

1.  All  raw  intelligence  information  received  by  Public  Security  Personnel 
will  be  formally  evaluated  by  the  Analysis  Section  prior  to  any  reporting, 
recording/filing,  or  dissemination. 

2.  Only  information  whicli  bears  a  sul)stantial  relevance  to  the  Public  Secu- 
rity goal  of  providing  necessary  intelligence  to  this  department  will  be  re- 
ported, recorded/filed  or  disseminated.  If  the  information  is  not  substantially 
relevant,  it  will  l)e  discarded  for  purposes  of  analysis  and  tlie  report  destroyed 
with  concurrence  of  Chief  Analyst  or  Commanding  Officer,  Intelligence  Divi- 
sion. 

3.  After  formal  evaluation  of  the  information,  the  following  classification 
system  will  be  employed,  where  applicable  : 

Importance   (Seriousness  of  Subject  Matter) 

A-Major  e.g.,    large   disorders ;    major    strikes ;    large   demonstrations ; 
major  parades;  visits  to  New  York  City  by  higlily  controversial  per- 
sons ;  incidents  involving  use  of  weapons/deadly  devices,  or  crimes 
against  persons,  or  serious  property  damage ;  etc. 
B-Iutcrmediatc  e.g..  less   serious  strikes;   .smaller  parades;   local  dis- 
turbances ;  incidents  involving  less  serious  property  damage,  less  se- 
rious  disruption   of   the   peace,    or   interference   with   governmental 
processes,  etc. 
V-Minnr  e.g.,  small  demonstrations,  A'isits  to  New  York  City  by  minor 
foreign  dignitaries,  etc. 
Time  Priority  (Urgency  with  which  police  action  or  attention  must  be  ad- 
dressed to  tliis  matter.) 

1.  =  Very  High  Time  Priority — within  24  hours 

2.  =  High  Time  Priority — within  24-72  hours 

3.  =  Medium  Time  Prit>rity — within  3-7  days 

4.  z=  Low  Time  Priority — more  than  7  days 

5.  =  For  information  only — requires  no  further  action 

Source 

H  =  Highly  Reliable 

R  =  Reliable 

U  =:  Unknown  Reliability 

Content 

S  =  Substantiated 

N  =  Not  Sub.stantiated 

4.  If  tlie  nature  and  source  of  the  information  being  evaluated  is  such  that 
further  investigation  l)y  Public  Security  personnel  or  by  other  investigative 
units  of  this  department  is  warranted,  tlie  Commanding  Officer,  Intelligence 
Division,  subject  to  the  review  of  the  Police  Commissioner  or  the  First  Deputy 
Commissioner  is  responsible  for: 

a.  Deciding  such  additional  investigation  is  required. 

b.  Directing  the  information  to  tlie  appropriate  unit  of  this  department  for 
investigation. 

5.  Once  the  information  has  been  evaluated,  tlie  Analy.sis  Section  must  as- 
semble the  available  data,  concerning  the  subject  under  investigation.   From 
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these  facts,  the  unit  must  attempt  to  develop  an  assessment  of  the  causes  and 
significance  of  a  past  event  or  to  project  future  developments  of  interest  to 
units  of  the  department.  This  analysis  will  thereui)on  be  reviewed  by  the  Com- 
manding Officer,  Intelligence  Division  who  has  three  (3)  alternatives.  He  car 
decide  that : 

a.  The  analysis  is  correct 

b.  The  analysis  is  incorrect  and/or  incomplete  and  should  be  revised. 

c.  The  event  or  situation  requires  further  investigation. 

D.  Reporting  guidelines 

1.  Public  Security  Section  reports  and  communications  must  be : 

a.  Objective — the  presentation  must  be  as  objective  as  possible  to  encourage 
decisions  which  are  based  on  accurate  information  and  sound  analysis. 

b.  Discriminating — the  report  must  distinguish  between  positive,  verified  in- 
formation and  hypotheses,  hearsay  or  inferences. 

c.  Logical — the  findings  must  be  presented  in  a  logical  manner. 

d.  Concise — the  report  should  be  as  brief  as  possible,  consistent  with  the  re- 
quirements of  accuracy  and  objectivity. 

e.  Rccipictit-orievted — the  format  and  content  of  the  report  should  be  con- 
sistent with  the  identity,  interests  and  needs  of  the  intended  recipient. 

2.  Public  Security  reports  and  communications  are  of  three  (3)  general 
types : 

a.  Strategic/indicative — the  result  of  analysis  of  certain  data  indicating 
general  background  information,  trends,  patterns,  forecasts  or  possible  course 
of  action.  These  are  routed  through  the  office  of  the  Commanding  Officer,  Intel- 
ligence Division. 

b.  Tactical /evidential — information  which  pertains  to  a  specific  event  or  sit- 
uation and  which  requires  immediate  or  future  action  by  this  department. 
These  are  routed  through  the  appropriate  operational  command. 

c.  Informational/ for  file  only — information  which  is  not  to  be  forwarded  at 
this  time,  but  which  is  to  be  retained  in  Public  Security  files  for  future  refer- 
ence. 

3.  All  written  reports  emanating  from  Public  Security  shall  be  subject  to  the 
final  approval  of  the  Commanding  Officer,  Intelligence  Division  or,  in  his  ab- 
sence, the  Executive  Officer. 

4.  Reports  determined  by  the  Commanding  Officer,  Intelligence  Division  to  be 
of  an  unusually  sensitive  nature  shall  be  prominently  marked  "Restricted — Au- 
thorized Access  Only."  File  copies  thereof  are  to  be  stored  in  locked  cabinets, 
separate  and  apart  from  other  reports  maintained  at  the  Records  Section.  Ac- 
cess to  these  "Restricted — Authorized  Access  Only"  files  shall  be  limited  to  the 
Comanding  Officer,  Intelligence  Division,  the  Executive  Officer,  Public  Security 
Coordinator,  and  to  designated  members  of  this  command  on  a  strict  "need  to 
know"  basis,  and  those  assigned  to  the  necessary  clerical  tasks  connected  with 
this  file.  Strict  security  procedures  will  be  followed. 

E.  Procedures  for  the  recording  and  storage  of  information  in  the  public  secu- 

rity card  files 

1.  Prior  to  recording  and  storage  in  the  Public  Security  card  files,  all  infor- 
mation must  be  reviewed  by  the  Analysis  Section. 

2.  Such  information  must  be  evaluated  as  bearing  a  substantial  possibility  of 
making  a  contribution  to  the  goals  of  the  Intelligence  Division  set  forth  in 
Section  I,  to  provide  necessary  intelligence  to  enable  this  department  to  per- 
form its  legitimate  police  service  functions.  All  information  not  meeting  this 
criteria  must  be  rejected  and  will  not  be  stored  in  the  Public  Security  card 
file. 

3.  Information  which  merely  reflects  the  political  preferences,  personal  hab- 
its, predilections,  associations,  or  activities  of  any  person,  group  or  organiza- 
tion and  which  is  not  substantially  relevant  to  legitimate  police  service  pur- 
poses will  not  be  stored  in  the  Public  Security  files,  but  will  be  destroyed. 

4.  Information  evaluated  as  being  appropriate  for  storage  in  Public  Security 
card  file  shall  be  capsulized  on  color-coded  4x6  index  cards.  A  different 
specified  color  will  be  utilized  yearly  to  indicate  the  year  in  which  the  infor- 
mation was  included  in  Public  Security  files.  This  color-coded  card  system  fa- 
cilitates periodic  review  and  re-evaluation  of  all  information  in  the  Public  Se- 
curity flies. 

5.  Information  to  be  stored  in  Public  Security  files  must : 
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a.  be  concise,  yet  accurate 

b.  not  lead  to  erroneous  impressions 

c.  be  objective,  i.e. — not  biased  or  slanted 

d.  not  be  repetitive  or  trivial 

6.  The  card  on  which  the  information  is  recorded  must  indicate  the 
following : 

a.  original  source  of  the  information — e.g.,  personal  observation,  informant, 
leaflet,  newspaper/magazine  account,  radio — T.V.  program,  etc.  If  the  infor- 
mation was  received  from  an  informant,  an  evaluation  must  be  made  of  the 
reliability  of  the  informant,  and  the  basis  for  such  a  judgement. 

b.  Intelligence  Division  report  or  communication  from  which  the  information 
has  been  culled 

c.  where  applicable,  the  classification  assigned  to  the  information — viz : 

H  =  Highly  reliable 
R  =  Reliable 
U  =  Unknown  reliability 
S  =  Substantiated 
X  =  Not  substantiated 

F.  Public  security  activities  procedures  for  dissemination  of  information 

Patrol  Guide  116-22,  page  1,  provides  that  "A  member  of  this  department 
shall  treat  as  confidential  the  official  business  of  the  department"  and  lists  the 
types  of  departmental  information  which  can  be  disclosed  and  to  whom  and 
under  what  circumstances  it  may  be  disseminated.  In  addition  to  this  provi- 
sion of  the  Patrol  Guide,  it  must  be  kept  in  mind  that  some  of  the  information 
stored  in  the  Public  Security  files  is  of  a  particularly  sensitive  nature.  There- 
fore, the  following  procedures  must  be  observed. 

1.  Intra-departmental  dissemination. — a.  The  only  information  which  is  to  be 
disseminated  by  Public  Security  to  other  members  and  units  of  this  depart- 
ment is  that  which  would  further  the  goal  of  providing  this  department  with 
the  neces.sary  intelligence  to  perform  its  legitimate  police  service  functions. 

b.  Dissemination  of  such  information  must  be  approved  by  the  Commanding 
Officer,  Intelligence  Division  or  his  designated  representative. 

c.  Such  members  of  the  department  seeking  information  contained  in  Public 
Security  files  must  comply  with  the  procedures  of  S.O.P.  2,  1971,  Section 
IV-D-l-C.  In  passing  upon  such  requests,  all  of  the  following  factors  must 
be  considered : 

(1)  nature  of  the  information  (if  any)  available  at  the  Public  Security 
Files — e.g.,  criminal  record  information ;  general  intelligence  information, 
etc. 

(2)  source  of  this  information — xindercover  agent,  informant,  leaflet, 
newspaper/magazine  article,  radio,  T.Y.  program,  other  law  enforcement 
agency,  etc. 

(3)  classification  of  this  information — highly  reliable,  reliable,  unknown 
reliability,  substantiated,  not  substantiated 

(4)  rank,  assignment  and  identity  of  the  members  of  the  service  re- 
questing the  information 

(5)  reason  for  the  request — i.e.,  the  nature  of  the  investigation  being 
conducted  by  the  requesting  member  of  the  service — e.g.,  homicide,  explo- 
sion, arson,  narcotics,  gambling,  etc. 

These  and  all  other  relevant  factors  must  be  considered  in  arriving  at  a 
determination  concerning  possible  dissemination  of  information  in  the  public 
Security  tiles  and  the  type  and  amount  of  such  information  to  be  disseminated. 
The  evaluation  of  all  these  factors  will  determine  the  propriety  of  honoring 
the  request  and  will  test  the  "need  to  know"  of  the  person  or  unit  requesting 
information  from  the  Public  Security  files. 

Almost  all  such  requests  are  received  during  normal  business  hours  when  de- 
termination concerning  this  "need  to  know"  is  made  by  the  superior  officer  in 
charge  of  the  Records  Section,  a  superior  officer  who  has  extensive  experience 
in  police  intelligence  and  intensive  training  concerning  all  aspects  of  these  pro- 
cedures. 

Emergency  requests  (during  other  than  normal  business  hours)  for  informa- 
tion in  Public  Security  files  are  received  by  the  Officer-in-Charge,  at  the  Rec- 
ords Section,  as  per  S.O.P.  2,  s.  1971,  each  of  whom  shall  have  been  instructed 
in  these  duties  and  will  have  been  thoroughly  trained  concerning  these 
procedures. 
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In  all  cases  where  any  doubt  exists  in  the  mind  of  the  OfScer-in-Charge  at 
the  time  of  the  receipt  of  such  a  request,  he  must  contact  the  Executive 
Officer,  Intelligence  Division  or  the  Puhlic  Security  Coordinator. 

2.  IJxtrn-Dcixirtmnital  Disscn)i)iaiio}i. — a.  Under  no  circumstances  will  Pub- 
lic Security  information  ever  be  disseminated  formally  or  informally  to  non- 
governmental individuals  or  agencies. 

b.  Public  Security  information  will  be  disseminated  only  to  specifically  desig- 
nated i(>i)resent.itivcs  of  hona  fide  law  enforcement  agencies  and  of  certain 
.specified  .state,  federal,  and  municipal  and  local  governmental  agencies.  Infor- 
mation wliidi  does  not  bear  a  substantial  relation.ship  to  the  legitimate  respon- 
sibilities of  the  requesting  agency  will  in  instance  be  disseminated  from  the 
Public  Security  file.s. 

c.  Prior  to  dissemination  of  information  in  the  Public  Security  files,  all  of 
the  following  factors  must  be  evaluated  and  analyzed  : 

(1)  nature  of  the  information — criminal  record,  raw  intelligence,  etc. 

(2)  source  of  the  information 

(3)  classification  of  the  information 

(4)  agency  reque.sting  the  information 

(5)  reason  for  the  request — i.e.,  the  use  which  the  requesting  agency 
will  make  of  the  information,  if  disseminated — e.g.,  investigation,  prosecu- 
tion of  serious  criminal  nature,  security  clearance  for  employment  in  .sen- 
sitive governmental  agency,  etc.  Once  again,  the.se  and  all  other  relevant 
factors  must  be  considered  in  arriving  at  a  determination  concerning  possi- 
ble dis.semination  of  information  in  the  Public  Security  files  and  the  type 
and  amount  of  such  information  to  be  disseminated.  The  evaluation  of 
these  factors  will  determine  the  requesting  agency's  "need  to  know." 

d.  Information  contained  in  the  Public  Security  files  will  be  transmitted  in 
writing  to  governmental  and  law  enforcement  agencies  only  over  the  signature 
of  the  Commanding  OflScer,  Intelligence  Division. 

e.  When  time  demands  preclude  written  requests  for  information  from  Pub- 
lic Security  files  or  written  replies  thereto,  telephone  requests  for  such  infor- 
mation will  be  honored  if  made  i)y  properly  authorized  representatives  of  the 
agencies  listed  in  Section  IV-D-2.  To  ensure  the  legitimacy  of  the  request 
and  to  preclude  unauthorized  dissemination  of  Public  Security  information,  the 
following  procedures  are  to  I)e  followed  : 

(1)  teleplione  call  will  be  made  by  the  recipient  of  the  request  to  the  re- 
questing agency  to  verify  the  authenticity  of  the  caller  and  of  the  request. 

(2)  if  during  normal  i)usine.ss  hours,  the  Records  Section  superior  officer 
will  evaluate  the  re(|uest  and  approve  same  if  appropriate.  During  other 
hours,  a  superior  officer  will  be  conferred  with  concerning  approval  of  the 
telephonic  reiiuest. 

(3)  record  of  the  request  and  of  the  information  disseminated  (if  any) 
will  be  made  in  the  Intelligence  Log  and  Public  Security  card  file. 

(4)  in  all  cases,  the  Supervisor,  Analysis  Section,  and  the  Commanding 
Officer,  Intelligence  Division,  are  to  be  notified  of  the  request  and  disposi- 
tion. 

3.  Dissemination  of  Surveillance  Photos. — Surveillance  photos — much  more 
so  than  criminal  identification  photos — are  of  a  particularly  sensitive  nature. 
Accordingly,  their  dissemination  must  be  strictly  limited  to  instances  involving 
the  most  compelling,  legitimate  law  enforcement  purposes;  such  as  investiga- 
tions of  homicides,  Immbings,  kidnappings,  and  similar  extremely  serious  mat- 
ters. Only  the  Connnanding  Officer,  Intelligence  Division,  will  approve  dissemi- 
nation of  the  surveillance  photographs.  In  emergencies,  the  Public  Security 
Coordinator,  or  Executive  Officer,  Intelligence  Division,  may  make  this  dissemi- 
nation. 

Only  the  Commanding  Officer.  Intelligence  Division  can  authorize  the  extra- 
departmental  dissemination  of  surveillance  photos.  He  will  do  so  only  to  bona 
fide  enforcement  agencies  for  such  legitimate  law  enforcement  purposes  as 
identification  of  persons  being  .sought  for  homicides,  bombings,  kidnappings  or 
similar  extremely  serious  matters.  In  emergencies,  the  Public  Security  Coordi- 
nator, or  Executive  Officer,  Intelligence  Divi.sion,  may  make  this  dissemination. 

G.  Re-evaluation  process 

1.  The  Commanding  Officer,  Intelligence  Divi.sion  and  the  Public  Security  Co- 
ordinator must  continuously  review  and  re-evaluate  Public  Security  operations. 

2.  Procedures  concerning  Public  Security  operations  are  to  be  continuously 
reviewed  and  re-evaluated,  at  least  annually,  by  the  Intelligence  Division  Legal 
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Officer,  to  ensure  that  they  still  accurately  reflect  statutory  developments  and 
relevant  decisions  in  the  area  of  constitutional  law.  The  results  of  such  review 
shall  he  reported,  in  writing,  to  the  Commanding  Officer,  Intelligence  Division, 
the  First  Deputy  Coniniissioner.  and  to  the  (Mu«'f  of  the  Inspectional  Services 
Bureau.  This  review  hy  the  Intelligence  Division  Legal  Officer  shall  not  he  con- 
strued as  preventing  those  named  in  paragraph  III-A-3  from  a  similar  re- 
view and  evaluation  of  these  guidelines. 

3.  The  events,  situations,  individuals,  groups  and  organizations  ahout  which 
information  is  collected,  recorded,  or  disseminated  from  the  Puhlic  Security 
tiles  will  he  fretiuently  reviewed  hy  the  Commanding  Officer,  Intelligence  Divi- 
sion, Puhlic  Security  Coordinator,  Intelligence  Division  Legal  Officer  and  Chief 
Analyst,  to  determine  the  degree  to  which  such  information  continues  to  have 
a  suhstantial  possihility  of  making  a  contrihution  to  the  goal  of  providing  this 
department  with  the  intelligence  required  to  i)erform  its  legitimate  police  serv- 
ice functions.  If  that  relationship  no  longer  exists,  processing  of  such  informa- 
tion will  he  terminated  without  delay  and  the  files  purged. 

4.  The  color-coded  index  cards  maintained  in  the  Public  Security  files  should 
he  reviewed  fre(iuently  t<i  determine  whether  the  information  on  the  card  still 
relates  to  a  legitimate  Public  Security  function.  Every  card  in  the  file  will  he 
reviewed  and  re-evaluated  at  least  once  within  two  (2)  years  of  its  initial 
filing.  This  review  will  be  performed  by  the  Analysis  Section.  In  reviewing  a 
card,  one  of  the  following  three  (3)  dispositions  must  be  made  : 

a.  ilaintain  in  active  file — still  of  current  interest  to  Puhlic  Security. 

b.  Purged — the  information  on  the  card  no  longer  serves  a  legitimate  police 
service  intelligence  purpose.  Cards  that  are  purged  from  the  file  will  be 
promptly  destroyed.  Although  there  is  a  danger  that  some  potentially  valuable 
intelligence  information  will  be  lost  in  the  purging  process,  it  is  deemed  imper- 
ative, in  the  interests  of  accuracy,  of  relevancy,  and  of  constitutionally  sound 
law  enforcement  practice,  that  this  re-evaluation  and  purging  process  be  con- 
ducted on  a  continuing  basis. 

c.  Placed  in  •dormant  file" :  no  recent  additional  information :  subject, 
but  information  is  of  such  nature  that  it  will  probably  be  required  in  the  fu- 
ture. The  cards  in  the  dormant  file  must  again  be  re-evaluated  at  the  end  of 
two  (2)  additional  years. 

5.  All  surveillance  photos  must,  within  90  days  after  having  been  taken,  be 
evaluated  by  the  Analysis  Section  to  ensure  conformity  with  these  procedures. 
If  evaluated  as  not  conforming  to  these  procedures  (i.e.,  no  violations  of  law 
were  involved,  not  required  as  evidence,  etc.)  all  negatives  and  all  prints 
thereof  will  be  destroyed.  If  found  to  conform  to  the  Public  Security  proce- 
dures and  to  be  of  further  legitimate  concern  to  this  department,  the.se  photo- 
graphs will  thereafter  be  re-evaluated  at  least  once  in  each  two  (2)  year  pe- 
riod in  a  re-evaluation  system  that  parallels  that  for  the  color-coded  index 
cards.  In  reviewing  such  photographs,  one  of  three  (3)  possible  dispositions  re- 
quired in  connection  with  review  of  index  cards  must  be  made;  specifically, 
maintain  in  active  file,  purge,  or  place  in  dormant  file. 

6.  The  list  of  law  enforcement  and  other  governmental  agencies  to  which 
Public  Security  personnel  are  authorized  to  disseminate  information  consonant 
with  these  procedures  will  be  reviewed  and  re-evaluated  each  year  by  the 
Commanding  Officer,  Intelligence  Division,  to  determine  if  any  of  them  ought 
to  be  deleted  from  this  list  or  if  others  should  be  added. ^ 

7.  Reports  marked  "Restricted — Authorized  Access  Only"  shall  be  decla.ssi- 
fied  as  .soon  as  the  subject  matter  no  longer  necessitates  its  inclusion  in  the 
"Restricted — Authorized  Access  Only"  files  as  determined  by  the  Commanding 
OflScer,  Intelligence  Division.  Periodic  review,  at  least  annually,  as  determined 
by  the  Commanding  Officer.  Intelligence  Division,  of  "Restricted — Authorized 
Access  Only"  reports  will  be  made  for  this  purpose. 

IV.    METHODS  OF  GATHERING,  ANALYSIS,  RECORDING,  AND  DISSEMINATION  OF 

INFORMATION 

A.  Gathering  of  information 

1.  Sources : 

a.  Overt  sources 

(1)   assigned  personnel,  Public  Security 


1  Those  agencies  marked    {})    in  Section  IV-D-2  are  being  reevaluated  In  this  way. 
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(2)  other  police  department  personnel   (patrol  service,  detective  bureau, 
etc.) 

(3)  other  governmental  agencies 

(a)  law  enforcement  agencies,  e.g.  F.B.I.,  New  York  State  Police, 
United  States  Treasury  Department,  Alcohol,  Tax,  Firearms,  and  oth- 
ers 

(b)  non-law  enforcement  agencies,  e.g..  United  States  State  Depart- 
ment, etc. 

(4)  general  public 

(5)  Police  Department  records 

(6)  public  records  and  documents 

(7)  mass  media — radio,  television,  various  newspapers,  magazines,  etc. 

(8)  leaflets,  underground  press,  publications  of  various  groups 

(9)  public  libraries 

(10)  intra-  and  extra-departmental  conferences 
b.  Covert  sources 

(1)  undercover  agents  (police  personnel) 

(2)  informants 

(3)  court  authorized  electronic  surveillance 

(4)  physical  surveillance,  including  photographic  surveillance 

B.  Analysis — prediction/projection — report 

1.  Analysis. — The  Analysis  Section,  Intelligence  Division,  performs  the  fol- 
lowing functions : 

a.  All  available  information  from  the  aforementioned  sources — overt  and 
covert — is  assembled  in  a  logical  manner 

b.  Informational  gaps  will  be  identified 

c.  Attempts  will  be  made  to  secure  the  additional  data  and,  if  obtained,  it 
will  be  integrated  with  that  which  has  l)een  previously  assembled 

d.  The  reliability  and  weight  of  the  various  items  of  information  will  be  as- 
sessed 

e.  The  various  items  of  information,  the  interrelationships  between  these 
items,  and  the  possible  significance  of  the  particular  event  or  situation  are  to 
be  considered  and  evaluated. 

2.  Predicfion/Prnjerfion. — Based  upon  this  evaluation  and  analysis,  the 
Analysis  Section  will  make  a  prediction  or  projection  concerning  the  particular 
event  or  situation.  Tiiis  projection/prediction  may  include  one  or  more  of  the 
following : 

a.  Purpose,  reason  or  cause  of  the  event 

b.  Nature  of  the  situation 

c.  Groups  and/or  individuals  involved 

d.  Number  of  persons  expected 

e.  Locations  affected 

f.  Time  and/or  duration  of  the  event  or  situation 

g.  Potential  for  disorder 

h.  Effect  upon  the  city,  the  department,  visiting  dignitaries,  other  individu- 
als, etc. 

i.  Significance  of  the  event  or  situation 

j.  Evolving  patterns  and  trends 

k.  Recommendations  for  consideration  by  the  Commanding  OflScers  of  var- 
ious imits  concerning  possible  police  action  to  be  taken. 

3.  Reports. — Written  and  oral  reports,  encompassing  these  predictions/ 
projections  and  other  salient  information,  will  l)e  prepared  by  the  Analysis 
Section  for  the  Commanding  OflScer,  Intelligence  Division  who  will  forward 
them  to  other  appropriate  departmental  officials.  In  this  manner,  intelligence 
will  he  transmitted  which  will  aid  in  the  effective  deployment  of  police 
personnel  and  equipment,  for  the  particular  event  or  situation. 

C.  Recording  of  information  at  public  security,  intelligence  division 

1.  Log — Information  telephoned  in  by  Public  Security  members  in  the  field 
and  by  other  departmental  sources  will  be  recorded  in  the  "log"  as  it  is  re- 
ceived. The  type  of  information  thus  recorded  involves  ongoing  situations, 
.scheduled  future  events,  notifications,  requests,  etc. 

2.  Written  Reports  and  Communication^ — Written  reports  and  communica- 
tions,  whether   originating  with   Public   Security  personnel   or  others,   will  be 
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serially  numhered  and  filed  by  year  of  preparation.  Where  applicable,  one  of 
the  following  letters  is  appended  to  the  control  number  of  the  report : 

I  =  Investigative 

L  =  Liaison 

A  =  Analysis 

X  =  Administration 

3.  Diary — Future  events  or  situations  of  the  type  listed  in  paragraph  II-A 
(above)  are  to  be  listed  in  the  "diary"  according  to  the  date  on  which  they  re- 
portedly will  occur.  Thus,  the  "diary"  will  provide  a  ready  reference  concern- 
ing events  scheduled  for  any  given  day. 

4.  Card  File — After  evaluation,  information  deemed  appropriate  for  retention 
consonant  with  Public  Security  procedures  (Section  III.  above),  will  be  capu- 
lizfd  on  4  X  6  index  cards,  which  are  to  be  color-coded  to  indicate  the  year  of 
inclusion  into  Public  Security  files  and  to  facilitate  periodic  review  and 
re-evaluation. 

5.  Photo  File 

a.  By  event 

b.  By  sphere  of  interest  or  activity 

c.  By  name 

D.  Dissemination  of  informaton  by  public  security  personnel 

1.  Intra-Departmental. — a.  Disseminated  on  Public  Security  Initiative: 

(1)  Tactical  Information — i.e.,  information  requiring  immediate  or  fu- 
ture deployment  of  police  personnel  and/or  equipment.  Such  information 
is  transmitted  by  written  report  or  by  telephone  to  the  appropriate  depart- 
mental olficial.  The  Commanding  Officer,  Intelligence  Division,  is  also  ap- 
prised thereof  for  his  information. 

(2)  Strategic  Information — (i.e.,  information  indicating  evolving  trends 
and  patterns  and/or  which  may  have  a  bearing  on  the  formation  of  de- 
partmental policies  and  responses,  etc.)  Such  information  is  transmitted  by 
written  report  or  by  telephone  to  the  Commanding  Oflicer,  Intelligence  Di- 
vision, who  thereupon  disseminates  it  to  the  appropriate  department 
officials. 

b.  Requested  by  Field  Units: 

(1)  Records  Section. — This  intra-departmental  dissemination  of  intelli- 
gence from  Public  Security  files  to  field  units  will  be  controlled  by  the 
Records  Section.  The  authority  and  responsibility  for  this  dissemination  is 
delegated  to  the  Records  Section  superior.  He  and  his  staff  are  thoroughly 
instructed  in  the  legal  and  administrative  regulations  governing  the  dis- 
semination of  intelligence  information.  They  are  to  be  assigned  to  these  po- 
sitions on  a  steady-long-term  basis,  to  ensure  that  they  will  continue  to 
possess  the  necessary  expertise  to  perform  this  function  properly.  In  all 
instances  involving  intelligence  information,  the  Commanding  Officer,  Intel- 
ligence Division,  Executive  Officer,  or  Public  Security  Coordinator  is  con- 
sulted by  the  Records  Section,  prior  to  any  dissemination. 

c.  Procedures  for  Requests  from  Field  Units. — On  April  7,  1971,  this  depart- 
ment promulgated  S.O.P.  2,  s.  1971,  entitled:  "Procedures  to  Encourage  flow  of 
information  to  the  Intelligence  Division  from  Field  Units  and  the  Obtaining  of 
Information  from  Records  Maintained  at  the  Major  Crime  and  Public  Security 
files  of  the  Intelligence  Division."  The  relevant  sections  thereof  read  as 
follows :  "Members  of  this  Department  requesting  information  concerning  the 
identity  of  persons  or  leaders  of  groups  who  have  violated  sections  of  the  law 
while  engaged  in  the  disruption  of  governmental  activities  or  the  peace  and 
harmony  of  the  community  shall  telephone  the  Operations  Desk  (577-7285). 
"When  it  is  determined  that  information  in  the  files  of  the  Intelligence  Divi- 
sion is  useful  to  the  reipiesting  member,  the  commanding  officer  of  such  mem- 
ber shall  prepare  a  request  in  duplicate,  on  official  department  letterhead,  that 
access  to  the  files  be  granted.  The  recjuest  shall  contain : 

(1)  the  rank,  name,  shield  number  and  command  of  the  members  of  the 
department  conducting  the  investigation. 

(2)  available  information  on  the  subject  being  investigated — e.g.,  name, 
addresses,  known  places  of  employment,  affiliations,  etc. 

(3)  Reason  for  request  including  control  number — e.g..  Complaint  Re- 
port— PD  813-152,  case  number,  etc.  "The  designated  member  will  deliver  the 
official  letterhead  (PD  158-151)  to  the  Records  Section  at  the  time  he  ap- 
pears to  receive  the  intelligence  report. 


674 

A  log  will  be  maintained  ...  to  record  the  receipt  of  these  requests. 
Records  should  ordinarily  be  viewed  during  regular  office  hours — i.e., 
0900-1700  hours,  Monday  through  Friday.  However,  in  IMPORTANT 
cases  where  time  may  be  a  factor  and  some  useful  information  is  avail- 
able, the  superior  officer  in  charge  of  the  Records  Section  may  give  the  in- 
formation by  telephone  to  a  properly  identified  member  of  the  department. 
Confirmation  of  the  request  and  receipt  of  the  information  must  be  ac- 
knowledged within  48  hours  by  the  submission  of  an  official  letterhead 
(PD  158-151)  as  indicated  above.  It  should  be  noted  that  the  Intelligence 
Division  is  in  operation  24  hours  each  day  and  will  furnish  available  in- 
formation in  emergency  situations. 

Commanding  Officers  of  requesting  commands  shall  evaluate  the  neces- 
sity or  viewing  records  contained  in  the  Public  Security  files  before  for- 
warding requests. 

The  person  designated  to  view  records  should  be  knowledgeable  in  the 
subject  matter  of  the  investigation  so  that  there  will  be  a  proper  evalua- 
tion of  the  material  furnished. 

Upon  completion  of  an  investigation  in  which  information  was  requested 
from  the  Intelligence  Division,  Records  Section,  a  report  of  the  results  of 
the  investigation  shall  be  forwarded  to  the  Records  Section  of  the  Intelli- 
gence Division  from  which  the  information  was  received.  It  should  include 
any  new  information   obtained  by   the  investigator.    It   will   be  evaluated 
with  the  object  of  adding  to,  correcting,  and  expanding  the  intelligence  in- 
formation currently  on  file." 
2.  Extra-Departmental. — Requests  for  information  contained  in  Public  Secu- 
rity   files,    if    received    on    official    letterhead,    signed    by    the    Commanding 
Officer/Director,  or  the  specifically  designated  liaison  officer  of  the  following 
governmental  agencies,  will  be  honored,  consonant  with  the  Dissemination  Pro- 
cedures set  forth  in  subsection  II-F  above : 

a.  Federal  Ar/eneies 

^<1)   Civil  Service  Commission — Investigations  Division 
1(2)   Department    of    the    Air    Force — Office    of    Special    Investigations 
(OSI) 
1(3)   Department  of  the  Army — Intelligence — 109th  MI  Group 

(4)  Department  of  Defense — Security  Division 

(5)  Department  of  Justice — Federal  Bureau  of  Investigation 

(6)  Department  of  Justice — Immigration  and  Naturalization  Service 
(USINS) 

1(7)  Department  of  Navy — Navy  Investigation  Service — Intelligence  Re- 
cruiting 

(8)  Any  duly  constituted  judicial,  legislative,  regulatory,  or  administra- 
tive body  having  subpoena  powers. 

1(9)  National  Security  Agency  (NSA) 

(10)  State  Department — Office  of  Security 

(11)  Treasury  Department — Alcohol,  Tax,  Firearms  (ATF) 

(12)  Treasury  Department — Bureau  of  Customs 

(13)  Treasury  Department — Bureau  of  Narcotics  and  Dangerous  Drugs 

(14)  Treasury  Department — Internal  Revenue  Service  (IRS) 

(15)  Treasury  Department— U.S.  Secret  Service  (USSS) 

(16)  United  States  Coast  Quard — Intelligence 

(17)  United  States  Postal  Service  (Postal  Inspection  Service) 

b.  State  Agencies 

(1)  Department  of  Correctional  Services — Bureau  of  Special  Services 

(2)  New  York  State  Identification  and  Intelligence  System  (NYSIIS) 

(3)  State  Police — Special  Services  Division 

(4)  Waterfront  Commissioner,  New  York  Harbor 

(5)  Port  of  New  York  Authority  (Police) 

c.  Municipal  Agencies 

1(1)   Board  of  Examiners,  Board  of  Education 

(2)  Department  of  Investigation 

(3)  Department  of  Personnel 

(4)  Fire  Department — Examining  Unit — Fire  Marshal 


1  See  Sub-section  III-G-6  above. 
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(5)  New  York  City  Housing  Authority — Police  Department. 

(6)  New  York  City  Transit  Police  Department 

(7)  District  Attorney  Office  Squads 

(8)  All  New  York  Police  Department  Units 

d.  Police  Department  Intelligence  Unit  a  Throughout  the  United  States. 
3.  Processing  of  Extra-Departmental  Requests  for  Information  in  Public  Se- 
curity Files: 

a.  Name  Checks — (Forwarded  by  the  above  agencies  to  Public  Security  on  a 
routine  basis). 

(1)  If  no  information  in  the  Public  Security  files,  the  name  check 
requests  are  stamped  "No  Record"  by  Public  Security  Personnel  searching 
the  files.  These  forms  are  then  mailed  to  the  requesting  agency  by  the 
Records  Section  (see  sub-paragraph  IV-D-l-b  above). 

(2)  If  Public  Security  files  do  reflect  relevant  information,  the  Records 
Section  detective  searching  the  files  will  attach  to  the  name  check  request 
all  4  X  6  cards  possibly  relating  to  the  subject  of  the  inquiry  and  will  be 
delivered  to  the  Records  Section.  Here  the  information  is  evaluated  as  to 
relevancy  and  as  to  the  propriety  of  the  dissemination  thereof,  based  upon 
the  Dissemination  Procedures.  Prior  to  actual  dissemination  of  any  such 
information,  the  Commanding  Officer,  Executive  Officer,  Intelligence  Divi- 
sion, or  Supervisor,  Analysis  Section,  will  be  consulted  for  a  final  decision. 

b.  Communications — (i.e.,  letters  from  the  specified  governmental  agencies 
enumerated  in  sub-paragraph  IV-D-2  above  or  from  bona  fide  law  enforce- 
ment agencies  requesting  information  from  the  Public  Security  Files  are  to  be 
processed  as  follows,  again,  consonant  with  the  Dissemination  Procedures  set 
forth  in  section  III-F  above. 

(1)  logged  into  the  Public  Security  Communication  Book  and  serially 
numbered  each  year  by  Information  Control. 

(2)  assigned  to  Liai-son  Section  detective 

(3)  Liaison  Section  detective  will  confer  with  Analysis  Section  to  deter- 
mine information  required 

(4)  draft  of  reply  will  then  be  reviewed  by  Analysis  Section 

(5)  draft  reply  is  then  reviewed  by  Supervisor,  Liaison  Section 

(6)  Approved  draft  will  then  be  prepared  for  signature  of  Commanding 
Officer,  Intelligence  Division  for  final  review 

(7)  Reply  will  then  be  sent  to  requesting  agency  if  approved  by  Com- 
manding Officer,  Intelligence  Division 

(8)  all  information  disseminated  pursuant  to  these  guidelines,  whether 
verbal  or  written,  will  be  with  the  understanding  that  the  requesting 
agency  agrees  to  strictly  conform  with  the  provisions  of  these  procedures 
as  set  forth  in  III  F  2-3  and  IV  D  2-3.  These  relevant  sections  will  be 
furnished  to  these  agencies  who  have  not  previously  received  the  aforemen- 
tioned provisions  of  these  Procedures  at  the  time  of  their  initial  request. 

(9)  information  dis.seminated  under  these  Procedures  will  have  the  fol- 
lowing restrictive  statement,  prominently  .stamped  on  the  cover  letter  or  read 
to  the  requesting  party  in  those  cases  arising  under  III  F(2)  (e) 

"THE  INFORMATION  FURNISHED  IS  DISSEMINATED  PURSUANT 
TO  THE  INTELLIGENCE  DIVISION  PROCEDURES  OF  THE  NEW 
YORK  CITY  POLICE  DEPARTMENT  AND  IS  THE  PROPERTY  OF 
THAT  DEPARTMENT.  IT  SHOULD  NOT  BE  DISCLOSED  TO  ANY 
PERSON  OR  ORGANIZATION  EXCEPT  IN  ACCORDANCE  WITH  SEC- 
TIONS III  F(2)  (3)  AND  SECTIONS  IV  D(2)  (3)  OF  THE  AFORESAID 
PROCEDURES. 
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MATERIALS  RELATING  TO  THE  NATIONAL  LAW  ENFORCEMENT  TELE- 
COMMUNICATIONS SYSTEMS 


Application  to  the  Law  Enforcement  Assistance  Administration  for  Grant 

Discretionary  Funds 


OMD  APPnOVALl     4VH0473 
APPROVAL   FXPIRES:        1/30/75 


y 


i>--ftli¥s;\  U.S.  RtHARTMtrJT  OF  JUSTICr 

P"'".    -'r,n";'!       LAW  ElMFORCEMEWl    ASSlSTAl^Cf. 


ADIVilfMlSTnATIOfJ 


ArrLiLAliUN  FOR  GRAIOT 

DiSCRCriONAHY  rUNDS 

HAGE   1 


Application    Is   hereby    made   for   a    gram    under   Sections   300 
and/or    455   of    tho    Omnibus    Crime    Control    arid    Snfo    S'.roets    Act 
of    19G8    (P.    L.    90-351)    e-s    amended    In    tht-    amount    and    for    (ha 
purposes    set    forth    In    this    eppHcatlon. 


ILLAVE    BLANK  (-OR    OFFICIAL    USE    ONLY) 
Atolirnl.  jn     Number 


Datf    Mecoivtd 


Region    Assigned 


1.        Short    T  ule    of    Project:       lOo    not    enceed    one    typed    line) 

Upgrade  of  National   Law  Enforce.Tient  Teletype  System  (NLETS) 

2  Typo    o(    Appliccition:        (Check    Ono) 


rj    Orlglnoi 


D  Revriiort  Q  Continuation    of    Grant    No. 


3.  Dtscff ilonary    Program    Under    Which    Application    is    Made 

N/A ^-— — ^ 

4.  Project    Oorcitlon^        TnclSe      I 


18  months 


Toidl    Length  , 


.,  flO  months 


5.       lLAA    Support    :>Ouoht  ' 


6.         Applicant    or    lmplementlr>o    Agency    or    Governmental    Onii: 
(Name,    address,    and    teltohone) 

National     Law  Enfo'-ceirent  Teletype  System, 
Inc. 
J      c/o  Maryland  Stats  Police 
Pikesville.  Md.      21208 


8.         FInanciiil    Officer    (Nanto,    title,    address,   and    letephone) 

.    R.R.   Webb 

-'    Controller  of  Arizona  Dept.   of  Public 

Safst"  -   Box  6638 
'    Phoenix,  Arizona"  85005     602-262-8292 


I    7.       Hroioct    Dift-ctor    (Namo.    'Itle.    addrusi.    and    tolephono) 

T.  P..  Cochran,  Jr. 

Federal  Grant  Administrator 

Arizona  Department  of  Public  Safety 

Box  6638 

Ptioonix,   Ariz.      85005     602-262-8011 

9        Oificltil    AuthorizoJ    to   Sign    Application    (Nsrno,    title, 
add'asi,    and    telephone) 

Thomas  Allen,  President,  NLETS 
c/o  Marvland  State  Police 
Pikosville,  Md.     21208 
301-486-3101   ext.    300 


10.         Project    Summ.-*fy    ■   -    -   Summarize,    In    approximately    200   words,    the    r  <.-.,t    .mpjrtant    parts   of    the    statement   of    project   plan 

presonted    in    application    tiom    21    (page    7).    bflofly    covoring   prcject    3»"'i's   and    program    methods,    impact,    scope,    and    et^aluaiion. 


This  project  will   provide  the  National   Law  Enforcement  Teletype  System  (NLETS) 
with  a  quantum  improvement  in  efficiency,  spead,  flexibility  and  sophistication. 
Instead  of  the  present  "party-line"   con^igurati or,,  each  user  will   have  direct 
and  immediate  access  to  the   computer/switcher  via  a  private,  full   period  tele- 
communications  link.     A  minimum  of  50:,;  of  the  present  subscribers  will   be  equipped 
for  direct  high  speed  (2400  BFS)   interface  with  similarly  equipped  subscribers  in 
other  states   to  permit  direct  access  and  autciatic  response   from  computerized  data 
bases.     These  exchanges  will   be  made  ^n  a  form  of  a  "computer-to-computer" 
conversation.     The  other  subscribers,  although  operating  at  the  more  modest 
(150  BPS)   speed,  will   still   be  fully  compatible  with  the   high  speed  users   and  vnll_ 
enjoy  all   of  the  concepts  of  automation  built  into  the  system.     The  upgraded  NLETS 
system  will   orovide  a  truly  inter-state  telecommunications  system  designed  to  meet 
the  needs  of' the  nation's   law  enforcement  community  for  the  next  three  years. 
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U.S.  DEPARiiVlEWT  OF  JUSTICE 
LAW  EWHllHCEMtrgT  ASSISTANCE 
ADIV11NISTRATI0N 


APi^LICATlOW  roii  CRArJT 

DlSCREYlOlJAiW  FUNDS 

PAGE  2 


11.       DETAILED    PROJECT    BUDGET    -    include    the   esufnjied    COS!    or    value    o)    all 

.the    project. 

rosourcci    nocessarv    to    under 

tjko 

A.         Personnel    (Emplovees) 

L    E    A    A 
SUr^HORT 

GRANTEE 

COMTniGU 

TlON 

CATEGOBY 
TOTAL 

ni    S.iiunes    (hit    each    position    with    salary    r.its    and    pe-ccntjqc    of    '.imo    Oevotud) 

, 

Executive   Director  &  $26,000/year     TOO!:       18  months 

$ 

s 

Mnancial   Manageinont  bpecianst  y  i  i;^,DUU/year    luu,.    l«  monti 

^     18,000 

"^crrerary/lyptst  &  ^t'g.OOO/year     100:.     i8  inonLhb 

1  i ,  t.00 

(2)  FicA  Reiifoinont.  etc.    tiii'i  I  ovcG  lienetits  and  related  expenses 

12%  of  Base  Salaries  &  $8,460/year     18  months 

i    12,690 

s 

$       83,190 

B.        f*'o1esston„l    Services    (Itemize)                                                                                                                                                      1                                  t 

(1)     Ir.tjividual    Conculttjnis    (lisi    by    individual    or    tyoe    wun    (oa    basts    and    amount    of    iirr>e 

devote- J) 

Consult'int(s)  to  Board  of  Directors  @  $94,000/year     100:^J 

s 

s 

18  months    (Includes    legal   counsel) 

1-,1,033 

i2)    Contfacttnq    or    Soivice    Orqanizalions    and    Associations    (hit    each    bv    tvL?    with    fee    ba^i 

ft  vrpi  a.'vai 

fii 

Consulting  firm  -   NLETS-State  LETS   Interface  26   locations 

s  ;O0,003   I    S 

&  $15,000  Maintenance  of  Computer/Switcher  on-call    12  months        .^.ooo  j 

{3J    Construction    Contracts 

:p 

s 

|S^;-^.>JJ| 

C.         Tfdvol    (Transportation    and    SubslsitjncQl     ( Itdim^fo) 


President  NLETS  25  trips  (includes  15  trips  to  Wash.D.C, 


@  $100 


Executive  Director     lb  trips  y  iJUu  average 


^LETS  subcommittees   (2)  Total   ot    lU  persons/s  trips  l»  ilbiJ 


It, 300 


7.500 


*    11,8 


,80.1  I 


p.         Equipmfent    (lltmire) 

Computer/Switcher  Installation  &  Programming     Onetime 


Leased    lines  &    low  speed  terminals  ins'p^arrpTr^-tarrTtgTTaTT 


■^-5,000" 


'C? 


Office  Equipment    onetime 


1^,000 


''3;,^'-: 


;  -ll-l.OO 


3 


upphes    and    Oihor     Gpurating    E  xpenses    (communications     rcpf  oauciion.    injirect    co^tsl     UtemiZe) 


Ovorhoad  oxoonsos  at  Computor  Sito  Location  12  monthsP$22Q 
Administrative  Support  for  MLEiS  staff  18  months  9$35Q 


Office  Lease  for  Executive  Director  18  months  @  $500 
Writing,  Printing  &  Mailing  Operations  Manual  onetime 


c,300 


9,000 


:o,93f.  I 


TOTAL    PROJeCT    COST 


n.l39.H59l'?'o?,^'^"    !$1.571.9Yi 
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U.S.  Department  of  Justice  Law  Enforcement  Assistance 

Administration 

12.  Budget  Narrative 

A.    PERSONNEL $83,190 

An  Executive  Director  (full-time  employee)  will  be  hired  to  provide  overall 
direction  and  coordination  to  the  planning,  implementation,  operation  and  pe- 
riodic evaluation  of  the  upgraded  NLETS.  Cost  of  $39,000  for  18  months  at  an 
annual  salary  of  $26,000. 

A  secretary/typist  (full-time  employee)  will  be  hired  to  support  the  Execu- 
tive Director  and  to  provide  continuity  to  the  office  during  the  absence  of  the 
Executive  Director.  Cost  of  $13,500  for  18  months  at  an  annual  salary  of 
$9,000. 

A  Financial  Management  Specialist  will  be  hired  (full-time  employee)  to  re- 
ceive, disburse  and  account  for  all  funds  (Federal  and  State)  associated  with 
this  project.  This  employee  will  be  working  for  the  Arizona  Department  of 
Public  Safety  in  accordance  with  the  agreement  signed  by  NLETS  and  Arizona 
DPS.  (See  Memo  of  Agreement  attached  to  this  grant  application).  Cost  of 
$18,000  for  18  months  at  an  annual  salary  of  $12,000. 

Employee  benefits  for  foregoing  three  employees  computed  at  12%  of  base 
salaries  to  cover  insurance,  FICA,  retirement,  etc.  Cost  of  $12,()90  for  18 
months  at  an  annual  rate  of  $8,460. 

B.     PROFESSIONAL    SERVICES — $534,000 

One  or  more  consultants  will  be  hired  on  an  as  required  basis  for  the  18 
months.  He  (they)  will  provide  technical  assistance  to  the  NLETS  Board  of 
Directors,  the  Executive  Director,  NLETS  specialized  subcommittees  and  other 
members  of  the  NLETS  staff  in  any  and  all  areas  that  require  work  in  greater 
quantity  or  larger  in  scope  than  can  be  accomplished  by  the  very  limited  full- 
time  NLETS  staff.  One  or  more  of  these  consultants  will  also  provide  legal 
counsel  to  the  NLETS  Board  of  Directors  and  their  staff  on  an  as  required 
basis.  These  consultants  will  be  hired  as  the  result  of  open  competitive  bid- 
ding. Although  the  number  of  consultants  to  be  employed  at  any  given  time 
will  vary  according  to  the  volume  of  work  involved,  the  overall  casts  for  18 
months  are  estimated  at  $141,000  at  an  annual  rate  of  $94,000. 

A  consulting  firm  will  be  hired  on  an  as  required  basis  for  the  18  month.s. 
Its  principal  purpose  is  to  as.sist  the  individual  users  at  the  state  level  in  de- 
veloping the  electronic  interface  between  the  State  LETS  and  the  National 
LETS.  During  the  18  month  period,  it  is  estimated  that  26  subscribers  will  re- 
quire this  assistance  at  an  average  of  $15,000  per  location  for  a  total  of 
$390,000.  This  consultant  firm  will  be  hired  as  the  result  of  open  competitive 
bidding.  If  after  analysis  it  appears  more  economical  and  more  efficient,  this 
contract  may  be  combined  with  the  preceding  contract  and  awarded  to  a  single 
firm. 

An  on-call  maintenance  contract  will  be  entered  into  to  provide  maintenance 
of  the  computer/switcher  at  the  Phoenix  site.  This  contract  may  not  be  re- 
quired if  an  analysis  of  bids  indicates  it  is  more  economical  or  advantageous 
to  NLETS  to  lease  the  computer/switcher  and  the  maintenance  in  a  single 
contract.  If  a  separate  contract  is  required,  it  is  estimated  that  maintenance  of 
the  computer/switcher  will  aggregate  $3,000  (parts,  labor  and  transportation) 
during  the  first  12  months  of  operation. 

C.     TRAVEL $14,8  00 

The  President  of  NLETS  will  make  about  25  trips  during  the  18  month  pe- 
riod. Of  these,  about  15  will  be  to  the  Washington,  D.C.  area  (about  60  miles 
one  way)  for  coordination,  conferences  and  informal  discussions  with  various 
law  enforcement  and  other  Federal  Government  entities  interested  in  this  proj- 
ect. The  cost  of  these  trips  will  be  about  $250.  In  addition  he  will  make  ten 
out-of -.state  trips  to  coordinate  with  Project  SEARCH  (Sacramento,  Calif.), 
participate  in  NLETS  subcommittee  conferences,  visits  to  the  Phoenix,  Arizona 
site  of  the  computer/switcher  and  to  effect  such  other  coordination  as  may  be 
required.  Each  of  these  trips  are  estimated  to  average  $225  for  a  total  of 
$2,250.  Total  travel  by  NLETS  President  estimated  at  $2,500  for  the  18  month 
period. 
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Executive  Director  (full-time  employee  to  be  hired  by  NLETS)  will  make 
about  16  trips  to  many  sections  of  the  continental  United  States  in  coordinat- 
ing the  implementation  of  this  project.  His  attendance  will  be  required  at  a 
variety  of  subcommittee  conferences,  liaison  visits  with  users  in  determination 
of  interface  requirements,  visits  to  the  Phoenix,  Arizona  computer/switcher 
site  and  coordination  visits  to  develop  RFP's  for  recjuired  services  and  sup- 
plies. Each  of  these  trips  are  estimated  to  average  $300.  Total  travel  by 
NLETS  Executive  Director  is  estimated  at  $4,800  for  the  18  month  period. 

There  will  be  established  two  or  more  specialized  NLETS  subcommittees 
whose  membership  is  widely  scattered.  These  subcommittees  will  be  engaged  in 
the  preparation  of  operating  procedures,  technical  standards  and  other  matters 
related  to  the  implementation,  operation  and  evaluation  of  the  system.  The 
subcommittees  will  be  composed  of  a  total  of  approximately  10  persons,  each 
of  whom  will  make  5  trips  at  an  average  cost  of  $150  per  trip.  Total  travel 
costs  by  NLETS  subcommittees  is  estimated  at  $7,500  for  the  18  month  period. 

D.    EQUIPMENT $536,4t>4 

A  telecommunications  supplier  will  be  contracted  with  as  a  result  of  open 
competitive  bidding  to  provide  the  computer/switcher,  associated  line  inter- 
faces, installation,  software  programming,  cutover  and  debugging  at  the  Phoe- 
nix, Arizona  site  location.  The  computer/switcher  will  be  required  to  accept 
and  switch  any  mix  of  high  and  low  speed  users.  Proix)sals  will  be  requested 
for  supplying  the  required  equipment  on  both  a  lease  and  a  purchase  basis. 
After  analysis  of  the  proposals,  the  most  economical  and  advantageous  method 
will  be  selected.  If  the  computer/switcher  is  purchased,  it  is  intended  that 
the  equipment  remain  the  property  of  NLETS.  The  estimated  cost  for  the 
computer/switcher  and  associated  equipment  is  $345,000,  if  purchased. 

A  telecommunications  common  carrier  will  be  contracted  with  as  a  result  of 
open  competitive  bidding  to  provide  appropriate  communications  links  between 
the  computer/switcher  in  Phoenix,  Arizona  and  each  of  the  52  present  users. 
Users  will  be  provided  with  either  high  (2400  BPS)  or  low  (150  BPS)  speed 
service  according  to  their  needs.  The  initial  mix  at  the  end  of  the  first  year  of 
operation  is  estimated  to  be  26  high  speed  users  and  26  low  speed  users.  The 
common  carrier  will  also  be  required  to  provide,  on  a  lease  basis,  necessary 
line  conditioning  equipment,  modems  and  low  speed  terminals  at  the  locations 
designated.  This  will  be  an  equipment  lease  with  maintenance  contract  as  the 
mix  of  low  speed  users  and  high  speed  users  will  change  at  a  varying  rate  as 
more  and  more  users  upgrade  their  existing  low  speed  service  to  high  speed 
service.  Etimated  cost  (to  LEAA)  for  this  service  for  the  first  twelve  months 
of  operation  is  $187,464.  In  addition,  each  of  the  existing  52  users  has  pre- 
viously agreed  to  contribute  .$613.04  per  user  per  month  as  their  share  of  the 
costs  of  the  system  operation  (the.se  contributions  amount  to  a^  total  of 
$382,536.96  on  an  annual  basis).  A  large  portion  of  the  users  contributions  will 
be  used  to  help  defray  the  total  annual  line  costs  estimated  to  be  $566,000. 

An  oflice  will  he  established  for  the  Executive  Director  and  his  Secretary/ 
Typist.  The  office  will  require  furnishings  including  oflSce  machines.  An  analysis 
will  be  made  and  if  more  economical  and  advantageous  to  NLETS,  the  oflSce 
furnishings  and  equipment  will  be  purchased.  If  purchased,  it  is  intended  that 
tlie  equipment  remain  the  property  of  NLETS.  Furnishings  and  equipment 
for  two  full-time  employees  will  be  required  including  a  small  conference 
facility.  It  is  estimated  that  the  purchase  of  this  equipment  will  cost  $4,000. 
If  such  furnishings  and  equipment  are  not  purchased,  the  leased  cost  of  these 
items  will  be  included  in  the  contract  for  lease  of  the  office  space  in  section  E, 
below. 

E.    SUPPLIES   AND   OTHER  OPERATING  EXPENSES — $20,985 

The  computer/switcher  will  be  located  in  a  portion  of  a  facility  owned  and 
operated  by  the  Arizona  Dei)artment  of  Public  Safety.  To  compensate  them  for 
lights,  power,  space,  environmental  control,  janitorial  services  and  operating 
personnel  to  monitor  .systems  alarms,  NLETS  will  reimburse  the  Arizona  DPS 
in  the  amount  of  $2,640  on  an  annual  basis.  This  payment  to  begin  when  the 
upgraded  system  becomes  operational. 

The  NLETS  staff,  specialized  subcommittees  and  especially  the  Executive 
Director  will  require  administrative  support  including  oflRce  supplies,  postage, 
telephone  service    (both  local  and  long  distance),  use  of  reproduction  equip- 
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ment  and  the  rental  of  conference  rooms  when  required  at  oiit-of-town  loca- 
tions. Of  this  support,  telephone  service  is  expected  to  cost  approximately  $250 
per  month  with  the  remaining  $100  per  month  devoted  to  the  other  support 
enumerated  above.  Annual  cost  is  estimated  at  $4,200  and  the  total  cost  for  18 
months  will  be  $6,300. 

The  Executive  Director  and  his  Secretary  will  require  office  space  in  a  loca- 
tion yet  to  be  determined.  This  should  be  a  small  suite  in  a  suburban  location 
sufficient  to  house  2  full-time  employees  with  a  small  conference  facility.  Cost 
of  this  facility  including  comprehensive  liability  insurance  and  utilities  is  esti- 
mated at  $500  per  month  ;  $6,000  on  an  annual  basis  and  a  total  cost  of  $9,000 
for  the  18  month  period. 

One  of  the  major  products  of  the  NLETS  Operations  subcommittee  is  the 
writing,  reproduction  and  dissemination  of  the  operational  procedures  that  will 
serve  as  the  standardized  guide  for  the  proper  functioning  of  the  system.  This 
document  will  contain  the  codes,  procedures,  addresses  and  other  data  ele- 
ments necessary  for  the  individual  user  to  enter  messages  and  program  his 
computerized  data  bases  for  automatic  response.  This  is  to  be  a  dynamic  publi- 
cation with  closely  controlled  circulation  to  insure  ease  in  maintaining  it  in  a 
current  status.  It  is  estimated  that  the  cost  of  the  initial  publication  and  mail- 
ing of  200  copies  of  this  document  will  be  approximately  $3,045. 

21.  Project  Plan  and  Supporting  Data 

Please  state  clearly  and  in  detail,  within  ten  pages  if  possible,  the  aims  of 
the  project,  precisely  what  will  be  done,  who  will  be  involved  and  what  is  ex- 
pected to  result.  Use  the  following  major  headings : 

P.  I.        Goals. 

P.  II.       Impact  and  Results 

P.  III.     Methods  and  Timetable 

P.  IV.     Evaluation 

P.  V.        Resources 
Number  subsequent  pages  consecutively,  i.e..  Application  Page  8,  Application 
Page  9,  etc.  See  page  7  for  further  guidance. 

I.    GOALS 

The  primary  purpose  of  this  project  is  ro  provide  for  an  interim  (3  Year) 
upgrade  of  the  National  Law  Enforcement  Teletype  System  (NLETS)  which  is 
recognized  as  a  vital  adjunct  to  the  effective  functioning  of  criminal  justice 
operations  in  the  Continental  United  States  (CONUS). 

This  upgrade  will  provide,  in  its  first  year  of  operation,  a  sophisticated  law 
enforcement  telecommunications  system  with  sufficient  speed  and  flexibility  to 
meet  the  varying  needs  of  subscribers  in  all  of  the  CONUS  48  states.  Initially, 
a  minimum  of  26  subscribers  will  be  equipped  for  direct  high  speed  (2400 
BPS)  "compnter-to-computer"  exchanges.  Where  state  law  permits  and  security 
and  privacy  considerations  are  not  contravened,  a  high  speed  user  in  one  state 
will  be  able  to  rapidly  access  and  receive  responses  directly  from  the  compu- 
terized data  bases  in  another  state.  Less  advanced  users  will  be  provided  with 
medium  speetl  (150  BPS)  service  which  will  be  fully  compatible  with  the  high 
speed  (2400  BPS)  users.  This  means  that  rapid,  high  quality  exchanges  can  be 
made  between  all  users  regardless  of  their  individual  terminal  speed.  Intermix- 
ing all  of  the  users  on  the  same  system  will  also  provide  additional  incentive 
for  the  low  speed  users  to  accelerate  the  upgrade  of  their  own  capabilities. 

Close  coordination  will  be  made  with  Project  SEARCH  and  the  FBI  (NCIC) 
as  well  as  with  other  recognized  proponents  of  effective  law  enforcement  tele- 
communications to  insure  standardization  of  procedures,  codes,  addresses  and 
data  elements.  This  latter  effort  may  well  result  in  the  nucleus  of  an  all  pur- 
pose nationwide  telecommunications  system  especially  tailored  to  fit  the  re- 
quirements of  a  variety  of  users.  In  any  event,  it  will  preclude  duplicative  ef- 
fort in  the  development  of  follow-on  systems  with  concomitant  economic 
savings. 

A  secondary  goal  of  this  project  is  to  sufficiently  expand  the  capacity  of 
NLETS  to  permit  additional  users  of  the  system  not  now  possible.  Other  bona- 
flde  users  in  the  law  enforcement  community  having  a  need  to  exchange  in- 
formation will  be  permitted  access  to  the  system.  Provision  of  service  to  other 
subscribers  will  also  result  in  economic  savings  through  consolidation  of  dupli- 
cative systems. 
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II.    IMPACT  AND  RESULTS 

This  project  is  of  interest  to  law  enforcement  agencies  at  all  levels  of  gov- 
ernment. Despite  the  fact  that  there  is  a  veritable  hodge-podge  of  communica- 
tions systems  now  .serving  the  criminal  justice  community  throughout  the 
United  States,  only  the  National  Law  Enforcement  Teletype  System  (NLETS) 
provides  each  of  the  continental  United  States,  as  well  as  selected  other  sub- 
scribers, with  a  truly  nationwide  facility  for  the  interchange  of  all  types  of 
operational  and  administrative  information  vital  to  effective  law  enforcement. 

This  system  is  now  operating  in  an  inadequate  manner  to  serve  the  needs  of 
its  users  due  primarily  to  its  inability  to  eflBciently  and  rapidly  process  the 
ever  increasing  volume  of  traffic.  The  technology  upon  which  it  is  based  is  ob- 
solescent and  it  simply  cannot  cope  in  the  present  environment,  much  less  han- 
dle the  traffic  that  is  certain  to  increase  dramatically  in  the  months  to  come. 

This  project  will  make  an  improvement,  by  a  factor  of  more  than  31,  in  the 
ability  of  this  system  to  perform  its  functions  and  at  the  same  time  permit 
other  law  enforcement  subscribers  inside  and  outside  the  NLETS  organization 
to  utilize  the  facilities  on  a  non-interference  basis. 

As  previously  indicated,  this  is  an  interim  (three  year)  upgrade.  Develop- 
ment as  a  follow-on  system  will  be  begun  as  soon  as  this  grant  is  awarded  for 
a  system  to  meet  the  foreseeable  needs  of  the  criminal  justice  community  in 
the  years  to  come.  Many  of  the  innovative  improvements  with  possible  applica- 
tion to  the  follow-on  system  will  be  operationally  tested  and  exhaustively  eval- 
uated over  links  of  the  upgraded  NLETS  system. 

The  principal  results  of  this  interim  upgrade  will  be  to : 

A.  Increase  the  overall  thruput  of  the  system  by  a  factor  of  more  than 
31. 

B.  Reduce  to  almost  zero  the  waiting  time  for  an  individual  user  to 
gain  access  to  the  system. 

C.  Permit  additional  law  enforcement  subscribers  to  utilize  this  nation- 
wide system. 

D.  Vastly  enhance  the  ability  of  the  criminal  justice  community  to  ex- 
change operational  and  administrative  traflSc  vital  to  effective  law  enforce- 
ment activities. 

Additionally  the  upgraded  NLETS,  if  successful  in  its  new  configuration,  can 
serve  as  the  nucleus  of  the  National  Criminal  Justice  Telecommunications 
System  to  be  established  at  the  earliest  possible  date,  but  in  no  event  later 
than  January  1,  1977. 

III.    METHODS  AND  TIMETABLE 

The  Law  Enforcement  Teletype  System  is  a  non-profit  organization  incorpo- 
rated under  the  laws  of  the  State  of  Delaware.  The  officers  and  members  of 
the  Board  of  Directors  are  selected  according  to  the  Constitution  and  By- 
Laws. 

Upon  initiation  of  this  project  the  President  of  the  National  Law  Enforce- 
ment Teletype  System  (NLETS)  will  establish  two  project  subcommittees  in 
accordance  with  the  by-laws.  Of  the  two  project  subcommittees,  one  will  be  de- 
voted to  technical  standards  and  related  matters  and  the  second  to  operational 
procedures  and  related  matters.  The  NLETS  Board  of  Directors  and  its  sub- 
committees wnll  be  augmented  by  such  other  professional  assistance  from 
within  and  without  the  NLETS  organization  as  may  be  required. 

The  Board  of  Directors  will  be  responsible  for  the  overall  design,  implemen- 
tation and  management  of  the  system,  they  will  closely  supervise  all  full-time 
employees,  consultants,  individual  firms,  .subcommittees  and  other  individuals 
and  entities  that  may  be  required  to  be  engaged.  Resolution  of  any  disputes 
that  arise  will  be  made  by  the  NLETS  Board  of  Directors  whose  decision  will 
be  final. 

Tlie  Board  of  Directors  recognizes  the  need  for  other  users  to  be  serviced  by 
the  system,  but  the  Board  will  retain  the  right  to  insure  that  all  such  users 
comply  with  established  and  to  be  established  system  policies  and  standards  to 
maintain  the  integrity  of  the  system  and  to  preclude  any  deterioration  of  serv- 
ice to  the  primary  u.sers. 

The  Board  of  Directors  wull : 

1.  Monitor  and  guide  the  project. 

2.  Establish  and  exercise  overall  supervision  of  specialized  NLETS  sub- 
committees as  may  be  necessary  to  implement  this  project. 
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3.  Set  criteria,  select,  appoint,  specify  the  duties  of  and  hire  the  Execu- 
tive Director. 

4.  In  concord  with  the  Arizona  Department  of  Public  Safety,  set 
criteria,  select,  appoint  and  specify  the  duties  of  the  Phoenix  Site  Supervi- 
sor. 

5.  Provide  political,  technical  and  managerial  direction  to  the  project. 

6.  Develop  operational  policy  jointly  with  Project  SEARCH. 

7.  Insure  timely  milestone  completion  and  adherence  to  the  established 
work  plan. 

8.  Retain  final  decision  making  authority  over  both  the  Executive  Direc- 
tor and  the  Phoenix  Site  Supervisor. 

9.  Arrange  for  and  attend  periodic  meetings  and  conduct  such  in-process 
reviews  as  are  appropriate  to  insure  timely  establishment  of  the  system 
and  its  effective  and  efficient  operation  subsequent  to  system  activation  in 
its  new  configuration. 

10.  Review  the  functioning  and  performance  of  such  other  technical  and 
operational  expertise  which  it  may  have  need  to  employ  for  assistance. 

11.  Report  regularly  to  the  general  membership  of  NLETS  on  the  prog- 
ress and  problems  encountered  in  the  establishment  of  the  system. 

12.  Insure  appropriate  procedures  and  clear  lines  of  responsil)ility  are 
established  for  the  accounting  for  funds  (both  Federal  and  State)  which 
are  utilized  in  the  accomplishment  of  this  project. 

13.  In  the  performance  of  the  foregoing  functions,  the  Board  of  Direc- 
tors may  delegate  such  portions  of  the  foregoing  functions  to  the  Execu- 
tive Director,  the  Phoenix  Site  Supervisor,  the  Arizona  Department  of 
Public  Safety,  NLETS  subcommittees  and  other  specific  individuals  or 
firms  as  may  be  specifically  appointed  by  the  NLETS  Board  of  Directors 
in  the  best  interests  of  organizational  integrity  and  efiicient  operation  of 
the  system. 

The  two  project  subcommittees  will  establish  their  own  meeting  schedule, 
elect  their  own  chairmen,  and  specify  the  rules  under  which  they  will  operate. 
They  will  report  regularly  to  the  Board  of  Directors  as  to  the  progress  and 
problem  encountered  in  the  establishment  of  the  system. 

Specific  duties  of  the  two  project  subcommittees  will  be  as  follows : 

1.  Technical  Standards 

a.  Coordinate  with  designated  members  of  Project  SEARCH  to  in- 
sure compatible  operational  policy. 

b.  Coordinate  with  the  FBI  (NCIC)  to  insure  technical  compatibil- 
ity between  systems. 

c.  Assist  individual  users  in  interfacing  their  state's  LETS  with  the 
National  LETS. 

d.  Together  with  the  consulting  firm,  establish  and  promulgate  to  a 
users  the  technical  system  specifications  required  to  develop  the  inter- 
faces necessary  for  the  interchange  of  information. 

2.  Operational  Procedures : 

a.  Establish  and  maintain  in  a  current  status  the  system  opera- 
tional manual. 

b.  Coordinate  with  the  various  users  to  determine  and,  where  neces- 
sary, resolve  the  types  of  information  that  will  be  exchanged  and  the 
degree  of  access  that  will  be  afforded  to  each  user's  files.  Scrupulous 
regard  will  be  given  to  applicable  local,  state  and  Federal  laws  per- 
taining to  security  and  privacy  of  criminal  justice  information. 

c.  Coordinate  with  other  prospective  users  of  the  system  to  resolve 
priorities  of  service,  methods  and  procedures  for  the  separation  of  the 
message  traflSc  of  the  different  subscribers  and  security  procedures  to 
insure  sensitive  information  passed  over  the  system  is  not  available  to 
other  than  the  designated  addressees. 

d.  Establish  means  for  the  day-to-day  evaluation  of  the  effectiveness 
of  the  system  and  perform  such  analysis  of  message  traffic  and  operat- 
ing procedures  as  will  insure  violations  of  established  directives  are 
detected  and  corrected.  The  subcommittee  will  promulgate  the  results 
of  these  analyses  to  all  users  in  a  newsletter  with  the  objective  of 
overall  improvement  of  the  system. 

Specific  relationships  between  the  various  operating  elements  engaged  in  the 
upgrade  of  this  system  are  shown  in  the  attached  chart. 
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General  Approach 

The  Arizona  Department  of  Public  Safety  will  be  designated  as  the  primary 
subgrantee  of  this  project  and  will  perform  the  following  general  functions : 

1.  Provide  the  Phoenix  Site  Supervisor  and  appropriate  operational  and 
clerical  assistance  whose  duties  are  as  follows : 

a.  Be  responsible  to  the  NLETS  Board  of  Directors,  insofar  as  this 
project  is  concerned.  His  duties  shall  not  take  priority  over  or  be  in 
conflict  with,  those  assigned  by  the  Arizona  Department  of  Public 
Safety.  It  is  recognized  that  his  first  commitment  is  to  the  Arizona 
Department  of  Public  Safety. 

b.  Be  responsible  for  the  upgrade  of  NLETS  at  the  Phoenix  Site  in- 
cluding the  installation,  coordination  with  vendors  of  lines  and  equip- 
ment, testing  and  final  implementation  of  the  switcher.  All  work  to  be 
coordinated  with  him  at  dates  and  times  specified  by  him.  He  must  as- 
sure work  in  the  area  does  not  interfere  wuth  the  normal  functions  of 
the  existing  communications  center  or  of  the  existing  NLETS 
switcher. 

c.  Coordinate  directly  with  the  NLETS  Executive  Director  on  all 
phases  of  work  associated  with  the  project.  The  Executive  Director 
will  not  dictate  policy  nor  render  any  final  decision  in  matters  of  dis- 
pute. Resolution  of  such  matters  are  the  responsibility  of  the  NLETS 
Board  of  Directors  whose  decisions  are  final 

d.  Render  to  the  Board  of  Directors  as  required,  but  not  less  than 
one  status  report  every  thirty  (30)  days,  a  summary  of  accomplish- 
ments in  order  that  all  may  be  kept  apprised  at  all  times  of  the  sta- 
tus of  the  system  upgrade. 

e.  Be  authorized  to  draw  funds  within  allocation  in  the  amount  of 
$24  per  incident  or  item  to  handle  day-to-day  purchases.  Vouchers 
will  be  submitted  to  the  Financial  Manager  in  conformity  with  estab- 
lished procedures  for*  accounting. 

2.  Assume  responsibility  for  receipt,  disbursement  and  financial  account- 
ing of  all  funds  (Federal  and  State)  associated  with  this  project. 

3.  Supervise  the  actual  installation  of  the  computer/switcher  in  appro- 
priate facilities  they  will  make  available. 

4.  Supervise  the  cut-over  from  the  existing  system  to  the  to  be 
established  system. 

A  reputable  consulting  firm  or  firms  with  experience  in  diversified  communi- 
cations projects  will  be  selected  and  hired  pursuant  to  competitive  bid;  con- 
sistent with  LEAA  requirements  and  the  laws/procedures  of  Arizona.  Consult- 
ants will  perform  the  following  general  functions  : 

1.  Develop  the  system  parameters. 

2.  Design  the  system. 
Develop,  RFP's  for : 

a.  The  lea.se  or  purcha.se  of  the  computer/switcher. 
1).  The  lease  of  the  interconnecting  lines,  modems,  line  conditioning 
and  the  low  speed  terminal  equipment. 

c.  The  interface  between  the  National  LETS  system  and  the  various 
state  LETS  systems.  This  will  include  electronic  interface  between  low 
speed  users  as  well  as  high  speed  users. 

d.  Such  other  hardware,  software  or  consultative  services  as  may  be 
required. 

4.  Provide  technical  a.ssistance  to  users,  the  NLETS  Board  of  Directors, 
NLETS  subcommittees,  the  Executive  Director  and  the  Phoenix  Site  Super- 
visor in  all  aspects  of  the  planning,  coordimtion.  supervision,  cutover  and 
subsequent  analysis  of  tlie  upgrade  of  the  NLETS  system. 

5.  Make  recommendations  as  appropriate  for  the  improvement  and/or 
expansion  of  the  system. 

G.  Provide    general    administrative/technical    support   to    the   project   as 

required  and  identified  by  the  Executive  Director  with  the  approval  of  the 

NLETS  Board  of  Directors. 

The  overriding  consideration  in  hiring  this  consultant  will  be  that  they  must 

be  on  call  and  expediously  a^-ailable  to  provide  technical  experti.se  to  all  official 

memliers  of  NT^ETS  and  their  duly  appointed  staff,  to  advise,  counsel  and  assist 

in  any  and  all  areas  that  require  work  in  greater  quantity  or  larger  in  scope 

than  can  be  accomplished  by  the  very  limited  full  time  NLETS  staff. 
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General  taskfi 

The  first  task  will  be  the  design  of  the  overall  system.  RFP's  will  be  prepared 
to  secure  the  services  of  the  consultant  firm  apd  the  procurement  of  the  hardware 
for  the  initial  configuration  of  the  system  to  become  operational  on  December  24, 
1973.  Coordination  will  be  maintained  throughout  the  design  process  to  insure 
policy  considerations  are  effected  with  OTP,  Project  SEARCH  and  the  FBI 
(NCIC)  as  appropriate.  Received  bids  will  be  evaluated  and  one  or  more  con- 
tractors will  be  selected  to  perform  the  actual  installation. 

The  Executive  Director,  acting  with  the  advice  and  consent  of  the  NLETTS 
Board  of  Directors,  will  coordinate  all  of  the  various  entities  engaged  in  imple- 
menting the  system.  Periodic  reports  will  be  submitted  to  the  Board  of  Directors 
and  the  NLFITS  general  membership  to  keep  them  advised  of  the  progress  of  the 
project  and  to  bring  to  their  attention  any  problem  areas  that  may  arise  requiring 
resolution  or  assistance  beyond  the  powers  delegated  to  the  Executive  Director. 


685 


r" 


H 
W 


to 
»: 
w 


w 
z 

w 
o 


in 
ji;o    • 

W  M  U 

hJ  >^  H  Z 

<;  MJ  <i".  M 

^  CJ  2-. 

O  f4  p  en 

M  O  1^;  ?J 

E-H  t.  ^-i  W 

<  z;  O  H 

Z  W  U  CO 

3  i-lC/3 

<  w 


f 

< 

2: 

o 

CO 

M 

A. 

M 

O 

a: 

< 

1 J 

fi. 

o 

•   CO 

§. 

)•  H 

<  p^ 

:•  H 

o  c 

1.   M 

m  E- 

'•  S 

t. 

)•  " 

CO  Cl 

1-  o 

H  P= 

i-    CJ 

W  P- 

J-  PI 

,-!  t. 

1-  P 

a 

•   CO 

o 

CO 
U  I-.- 
H  > 

M  Pi 
CO  W 

P-i 

CO 


ti  in 

C  <U 

■H  C 

(-1    J-l  X) 

01    OJ  <D 

.C  jn  !/) 

CO    CJ    O  TO 

oi  t-i  iJ  a; 

O  ■'^  •'^  i-J 

U  CO  CO  I 


O  PS 


Q 

z 

o 


1 


H 
M 
1-1 
t-l 
PQ 

to  Q 
S  O 
O  U 

>ai      • 


o 

M 
4J 
C 

o 
u 

iJ 
o 

(U 

a 


686 

After  contracts  have  been  awarded  and  installation  has  begun,  the  Executive 
Director  will  assume  overall  coordinational  responsibility  for  the  timely 
completion  of  the  system. 

Concurrently  with  the  installation  of  the  switcher,  lines,  terminals  and  pe- 
rijihernl  equipment,  the  two  NT.ETS  subcommittees  will  be  developing  the  oper- 
ating procedures,  including  the  preparation  and  promulgation  of  the  operating 
manual  and  coordinating  with  the  users  to  advise  them  of  the  technical  stand- 
ards they  will  need  to  directly  interface  their  .systems  with  the  national  sys- 
tem. This  applies  to  both  low  (150  BPS)  and  high  (2400  BPS)  users. 

The  Executive  Director  will  survey  the  users  to  determine  those  that  are 
both  willing  and  able  to  come  up  at  2400  BPS  on  the  projected  system  opera- 
tional date  of  December  24,  1973.  The  remaining  users  will  be  provided  with 
150  BPS  teletypewriter  terminals  with  tape  capacity  as  part  of  the  overall 
lease. 

Approximately  one  month  will  be  set  aside  to  permit  the  deliberate  and  me- 
thodical cutover  of  the  existing  system  to  the  new  system.  The  old  .system  will 
not  be  taken  down  until  the  new  system  has  been  debugged  and  has  clearly 
demonstrated  its  ability  to  handle  the  operations  for  which  it  has  been  designed. 

After  the  new  .system  has  become  operational,  the  Executive  Director,  the 
NLETS  subcommittees  and  the  consultant  will  make  a  thorough  evaluation  of 
the  effectiveness  of  the  system  and  will  submit  recommendations  for  modifica- 
tions or  changes  in  operational  procedures  to  ensure  functioning  of  the  system 
ist  maximized. 

The  Operational  subcommittee  will  draft,  refine,  coordinate  and  publish  the 
basic  operating  manual  for  the  system.  Operational  policies  will  be  coordinated 
with  the  FBI  (NCIC)  and  Project  SEARCH  as  a  minimum  to  en.sure  maxi- 
miim  compatibility  of  sy.stems  and  to  facilitate  future  interface  between  exist- 
ing and  to  be  established  systems.  The  operating  guide  is  to  be  a  dynamic  doc- 
ument with  closely  controlled  distribution  to  ensure  that  all  copies  are 
maintained  in  a  current  status.  Following  implementation  of  the  upgraded  sys- 
tem, procedures  will  be  developed  and  implemented  to  insure  adequate  review 
of  all  operational  aspects  of  the  system.  The  results  of  these  analyses  will  be 
utilized  as  necessary  to  insure  compliance  with  the  spirit  and  letter  of  the  in- 
structions contained  in  the  operating  manual. 

The  Technical  Standards  subcommittee  will  work  with  Executive  Director  in 
the  development  of  the  specific  parameters  of  the  system.  These  will  be  pro- 
mulgated to  the  users  and  assistance  provided  in  interfacing  the  NLETS  with 
the  state  LETS.  Other  tasks  of  this  subcommittee  have  been  described  above. 

A  tentative  work  plan  with  milestones  is  attached.  Significant  is  the  pro- 
posed system  operational  date :  December  24,  1973. 

IV.    EVALUATION 

The  inherent  objective  of  this  project  is  to  provide  for  an  interim  (3  year) 
upgrade  of  the  National  Law  Enforcement  Teletype  System.  The  Board  of 
Directors  of  the  National  Law  Enforcement  Teletype  System,  the  governing 
policy  board  under  whose  auspices  this  specific  project  will  be  carried  out,  will 
review  and  evaluate  the  project  throughout  its  course.  Assistance  in  this  task 
will  be  provided  by  the  Executive  Director,  specialized  NLETS  subcommittees, 
the  Arizona  DPS  and  the  consultant  firm  to  be  selected  as  a  result  of  competi- 
tive bidding. 

A  tentative  work  plan  with  milestones  is  attached  and  all  supervisory  levels 
will  carefully  monitor  the  progress  of  the  project  to  insure  that  all  phases  of 
the  plan  aire  carefully  adhered  to,  that  the  milestones  are  being  met,  that 
funds  are  being  expended  for  the  designated  purpo.ses  and  at  planned  rates 
and  that  the  technical  aspects  of  the  project  are  maintaining  the  highest 
standards.  Frequent  in-process  reviews  will  be  held  with  all  contractors  to 
insure  that  incipient  problems  are  identified  and  resolved  at  the  earliest 
opportunity. 

The  NLETS  Board  of  Directors  and  their  technical  staff  will  work  closely 
with  Project  SEARCH,  APCO.  FBI  (NCIC)  and  other  cognizant  telecommu- 
nications agencies  in  order  to  not  only  assure  compatilnlity  with  existing  and 
projected  systems,  but  also  to  receive  the  benefits  of  their  experience  and  ex- 
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pertise  in  the  development  and  evaluation  of  the  upgrade  of  the  NLETS 
system. 

As  previously  indicated,  the  NLETS  Operational  Procedures  subcommittee 
will,  as  a  principal  part  of  their  tasks,  develop  means  for  the  day-to-day  evalu- 
ation of  the  effectiveness  of  the  system.  A  part  of  these  procedures  will  in- 
clude appropriate  means  for  the  analysis  of  traffic  volumes,  peak  loads,  back- 
logs and  misuse  of  the  system  by  the  transmission  of  unauthorized  or 
unnecessary  information.  The  results  of  these  evaluations  will  be  utilized  by 
the  Board  of  Directors  to  correct  violations  and  to  serve  as  a  basis  for  the  de- 
velopment of  improved  procedures.  Operational  analyses  will  also  be  sent  to 
each  subscriber  for  their  use  in  comparing  the  effectiveness  of  their  operations 
with  otliers  on  the  system. 

Additionally,  each  individual  subscriber  will  play  a  vital  role  in  the  evalua- 
tion of  the  effectiveness  of  the  system  by  assessing  the  quality  of  the  service 
he  receives  vis-a-vis  his  information  exchange  requirements. 

V.    RESOURCES 

The  project  will  be  under  the  management  control  of  the  Board  of  Directors 
of  the  National  Law  Enforcement  Teletype  System,  Inc.  (NLETS).  An  Execu- 
tive Director  and  secretary  will  be  selected  and  hired  on  a  full  time  basis  to 
perform  the  day-to-day  coordination  of  the  project.  The  Executive  Director 
and  the  Arizona  Department  of  Public  Safety  (DPS)  will  provide  administra- 
tive and  financial  management  services.  A  memorandum  of  agreement  between 
NLETS  and  Arizona  DPS  to  perform  these  services  is  attached.  Technical  co- 
ordination and  technical  staff  services  will  be  performed  by  the  NLETS  spe- 
cialized subcommittees  and  the  technical  consulting  firm  to  be  selected  by  com- 
petitive bidding  after  release  of  a  request  for  proposal.  Technical  work 
(including  installation  of  hardware,  lines  and  software)  will  be  performed  by 
two  or  more  telecommunications  firms  selected  by  competitive  bidding  after  re- 
lease of  requests  for  proposals.  If  maintenance  is  not  included  in  the  installa- 
tion contracts,  separate  contracts  will  be  concluded  to  perform  this  service. 
Overall  project  supervision  will  be  by  the  entities  shown  in  section  ///. 
METHODS  AND  TIMETABLE.  Final  decisions  in  disputed  areas  rests  with 
the  NLETS  Board  of  Directors. 

In  addition  to  the  resources  enumerated  above,  coordination  and  assistance 
will  be  sought  from  the  Office  of  Telecommunications  Policy,  Executive  Office 
of  the  President,  the  FBI  (NCIC),  APCO  and  Project  SEARCH.  Preliminary 
coordination  has  already  been  effected  with  these  organizations  and  in  depth 
liaison  will  be  made  following  approval  of  this  grant  application. 

In  addition  to  providing  financial  management  for  this  project,  the  Arizona 
DPS  will  also  provide  the  facilities  (power,  space,  environmental  control,  etc.) 
for  the  installation  and  operation  of  the  computer/switcher.  Arizona  DPS  will 
also  provide  the  Phoenix  Site  Supervisor  for  this  project  and  personnel  to 
monitor  system  operation  and  report,  malfunctions  to  maintenance  personnel. 

As  previously  indicated,  Arizona  Department  of  Public  Safety  will  provide 
the  physical  facilities  in  Phoenix,  Arizona  to  accommodate  the  computer/ 
switcher.  While  it  is  recognized  that  a  more  central  geographical  location, 
perhaps  in  the  Midwest,  would  result  in  some  savings  for  the  costs  of  leased 
lines,  Phoenix,  Arizona  has  been  selected  as  the  initial  location  of  the  com- 
puter/switcher for  the  following  reasons  : 

1.  The  existing  computer/switcher  is  now  and  has  been  located  in 
Phoenix  since  the  inception  of  NLETS  in  1964.  During  this  period,  person- 
nel of  the  Arizona  DPS  have  acquired  extensive  experience  in  the  opera- 
tion of  the  computer/switcher,  have  learned  when  and  how  to  secure  out- 
side maintenance  assistance  whenever  required,  have  developed  techniques 
for  collection  and  dis.semination  of  statistics  on  the  overall  efficiency  of 
the  system  and  have  achieved  an  enviable  record  in  keeping  the  system 
downtime  to  a  very  low  level. 

2.  Cut-over  and  debugging  of  the  new  (upgraded)  computer/switcher  will 
be  substantially  enhanced  if  the  old  and  new  hardware  are  collocated.  This 
arrangement  should  go  a  long  way  towards  precluding  a  disastrous  system- 
wide  outage. 
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3.  Representatives  of  a  number  of  potential  host  states  in  the  Midwest  area 
were  informally  queried  as  to  whether  or  not  they  could  and  would  accept  the 
new  computer/switcher.  The  response  was  generally  negative — at  least  for 
the  initial  period  of  oi)eration. 

4.  If  the  NLETS  is  eventually  expanded  to  include  a  sizeable  number  of 
additional  subscribers,  it  is  probable  that  more  than  a  single  switcher  will  be 
required.  In  this  event,  economics  would  dictate  an  Eastern  (rather  than  a 
Midwestern)  location  for  the  second  switcher. 

5.  Outside  plant  (cable  access  to  common  carrier  facilities)  and  space  are 
already  available  at  the  Phoenix  site.  If  another  site  had  been  selected,  it  is 
possible,  if  not  probable  that  the  cost  of  site  preparation  would  offset  a  size- 
able portion  of  the  savings  in  line  costs  and  might  delay  the  initial  opera- 
tional date  of  December  24, 1973. 

Attachment. 
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BudosT   CatoQorios 

Prior    Prcjoct 
Phasos 

Pr9C4jnt 

Successive 
Phaies 

Succoisivd 
■        PhUSOJ 

Succoi^ivd 

PhKSUS 

Tot^l 

Pursonnol    (Siilorlos   and    Qonofits) 

f^3,190 

52,640 

52,640 

Pfolo:.bl.)riiil    Soivlcoi 

i;  34, 000 

125,000 

118,000 

A.    Indivlduul    consultant* 

(141,000) 

[2.5,0001 

(25,000) 

B.    General    Contracts                             v^ 

(593,000) 

(100,000) 

(93,000) 

C.    Construction   Contracts 

_ 

„ 

Travel    (Transportation    and  Subsistence) 

14,800 

9,000 

7,000 

Equipment 

536,454_ 

7-000 

5,958 

Supplies   and    Other    Operating    Expenses 

1      20.93T 

8.640 

8.640 

TOTAL 

■1,189,439 

202,280 

192,283 

Duration    of   Project   Phcses   (In    months) 


12 


42 


14. 

Fodoral    Support.      Will    oihor    Federal    support    be   avjilnblii 
for    any    Djrt    ol     this    prolocl?     Yos                  No       X 
If    yos.    Idontily    and    explain; 

■ 

15. 

Faderal    Submissions.       Hjr^o    oih,.-f    Fodaral    33jn,;it;» 
bacn    contectod    for    atsisunco    on    ihij    or    similar 
r.ri-)|flrr<j7     Yne    _    .,    .    _          ^i  ri   _,_/,         _      I*    yci      identify 

STANDARD    GRANT    CONDITIONS 


Appllccnt    uodsistnods   and    sgreos   that    any    gront   received,  direcily    or    through 
Its  Stj:o    lav/   nntc.cairert   planning    egency    designated    under    P.    L.    90-351,    as 
amended    a%   a    re-ull    of    this   opplicoiion    shjil    bo    subject    to    and    incorpDruie    tha 
followiriQ   (I'ant  condUions. 

Reports.      The   grantee   sJiall    submit,    at    such    tin-.Ms   snd    In    such   form    as   may    ba   prescribed^    such    reports   as   tha   Low 
Enforcement   Asssistjnca   Administration    may    rresonably    require,    includlnfl    quarterly    financial    reports   and    progruis 
reports   end    final    financial    and    narrative   ropoils. 

Copv^riQh_ts._  Whoro  activities  supported  by  this  yran*  produce  original  books,  manuals,  films,  or  oth*»r  copyright jblo 
(trciiorifil,  the  gran  loo  may  copyright  such,  but  LE  AA  ro%arvos  a  royal  ly-friio,  non -ox  elusive  und  irrevocable  lic:>i>d  to 
roproducfl,    publish,  and    use    such    materials,    and    to    auihorlia    others    to   do    so. 

Pajcn^is^      If    any    discovery    or    invuntlon    arises   or    Is  d&veloped    in    the   couise    of    or    as    3   result    of    work    perforin^^d    under    tt»i« 
qrant,    the    Qranioa    shall    refer    thu    discovery    or    Irivontion    to    LEAA,    which    v. ill    del i^r mine    whether    or    not   paient    proi.cLon 
will    bo    souQ'it,    how   any    riflhis    therein,    including    patant    rights,    will    be   disposed    of    and    administered,    and    U-ie    nic*.is;rv    of 
other    action    roquiiud    to    proioct    tha    public    tntnrect    In    work    ';t;ppartcd    with    Fccforal    funds,    all    In    accorda.ica   v^'nh    V\a 
Presidontial    Memorandum    of   Ociobor    lO.    19U3.    on    Government   Patent   Poricy. 

Uiscrirnination    Prohibitftd.      No   person    shell,    on    the   arounds   of    race,   creea.    color   or    national    origin,    bo 
excluded   from   participation    in,    be   refuted    the   bc-nefits   of,    or    be    oitierwiie    iubjocted    to    discrimination    under 
grams   awarded    pursuant    to   P.    L.    DO  361    as   •in-on».ied,    or    under    any    prorect,    Ofo^ram,  or    activity    supported    by 
this   grant.      The   grantoo    "luii   comply    with    tha   provisions    aii.i    requirom«?nis   of    Title    VI    of    tlia   Civil    Rights 
Act    of     1964    and    rfegulolioris    -'iutd    Ly     rt  . ■    Ccojnni'jnt    of    Ju-itlce    a.id    The    Law    Enforcement    Assistance    Admlnis- 
t  rot  ion    the  rounder    as   a   condition    of    award    ol    Paiteriil    funds    i-nd   continued    grjnt   support    required    oy    Section 
51S(b)    of    P.    L.    90-351    as   emended.      This  Qranx     condition    snail    no;    to    i.iiarpretid    to   require    the    imposition    In 
Oront-sitpportGd     projects   of    any    porcentj^o     fJtIo.  quota  system,    or    othor    pro^r.iin    to   achieve    racial    balance 
or   oliminate    racial    imbalance    in    a   law   onf  or  cement   r-;}oncy. 
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STANDARD  GRANT  CONDITIONS  ~  (Com'd) 

15  I  Torminoiion    of    Aid.       This    grant    may    bo    terminated    or    fund    pav'Tiontt    discontinued    by    LEAA    whore    It    finds    a 

suibsi^lial  foilure  to  comply  with  the  provisions  of  P.  L  90  351  as  amanOod  or  rejulalions  promulgated 
Ihcrounder,  including  iheso  Qrant  conditions  or  application  obliQatiOni,  but  only  after  noti^ia  jnd  hojrinj 
and    pursuant    to    aM    procedures   soi   forth    In   Sectron    510   and    511    of    P.    L.    90-351    as    amjnduO. 

16.1  Inspection    and   Audit.      The   Administration    and    the   Comptroller    General    of    the    United   Staias,    or    any    of    their 

duly    authoiiiOd    ropf csontalives,    shall    hfiva    access    for    pufposfs    of    audit    and    examinjtions    to    any    books, 
documonts,    papers,    and    records    of    the    Qrantuo,    and    to    roluvant    books    and    records    o1     subgrantoos       and    coiitrdctort, 
as    provided    In    Sixrilun    521     of    P,     L.    90351     us    air^undod.       A    noilco    to    \his    elttici    i^.ill    appajr     In    all    subur^nts 
ond    oihor     urr iinC<Mtn.-ii6    for    liMpluinontiitlon    ol     this    piotott. 

(7.)  f/ai_nten,jncc    of    Rpcofd^_.      All    roquirod    records   shall    bo    maintained    unn)    an    audit    is   compfotwd    ond    all    quostions    orl-.lny 

(herefrom    are    resolvtd,   or    three    years    after   completion   o*    a    project,    whichever    is   sooner, 

(8.)  UtiH?ation    and    Paymant    of    Funds.       Funds    awarded    are   to    be   expended    only    for   purposes   and    actiwities   covered    by 

grantee's   approved    project    plan   and    budget.       Project    funds   may    be    made    available    through    a    letiar   of    credit    system 
pursuant    to    rules    and    procedures   as    to    cstabliihineni.    withdrawals,    etc.,    issued    by    the    AJmihistration    and    with    which 
grantees    muit    comply.       Where    grant    awards    are    not    sulf icicntly     large    to    require    this    system,    payments    »vill     bo    madd    on 
the    bjsis    of    periodic    requests   end    estimates   of    fund    needs    submittL-d    by    the   grantee.       Payments   wilt    be    adjostod    to 
correct   previous   overpayments   or   underpayments    and    disallowances    resulting    from    audit 


Allowable    Cosrs_.      The    allowability    of    costs    incurred    under   any    grant    shall    be   determined    in    accordance   with    the   general 
principles    of    allowability    and    standards    for    selected    cost     items    set    forth     in    Bureau    of    Budget    Circular    No      AS7.    "Pri.-<c  pies 
for    Determining    Costs    Applicable    to    Grants    and    Contracts    with    St-ii?    and     Local    G  ovi*rnment,",    as    further    dcf  mot)    and    delimited 
fl     beljvv.    and    in    ih^    LEAA     Fina'icijl    GuiOri    lor    Agin.nisir^t ion    of     Planning    and     Action    Grjnrs 


conditions    10 


Expenses    Not    AMowable        Grant    funds    may    not   be   expended    for   (at    items    not   part    of    the    approved    budget    or    sepjrjtely 
epp roved    oy     LEAA,    (bl    purchase    or    construction    of     land     and    buildings    or    improvemenis    thereon,    or    pavmont    of    real    estato 
morioiges    or    taxes,    unlt'ss    specifically    provided    for     in    the    grant    agreement:    (c)    dut-s    to    organizations    or    ftderjtions,    (d)    entertain- 
rnrni    including    luncheons,    banquets,    gratuities    or    decorations,    (e)    purchase    of    automobiles    or    other    automotive    vohn-les    unk-is 
providnd    for    in    the    grant    agreement,    or    (f)    indueot    (overhead)    costs,    whera    the   grantee    docs    not    hjw    an    auditi.-<J    ifidirect 
expense    allocation    system    ond    rate    accept-jple    to    LEAA;       (gl    any    bonus    or    commission    to    ^ny     mdiv.dual    for    thJ    purpoid    o( 
obtaining    approval    of    an    application    lor     LEAA    a^si  stance.       E  xponditure    of    f  unos    in    excels    ol     the    sut-m.ttcd    total    co>t    einm.nc 
for    any     major   budget    category    will    bo    poriTiittod    only    with     LEAA    oppfova!    wher"    this    involves    an     mc rea.i;    of    more    thon     10 
percent    in    the    totijl    category    cost   osiimate.      Such    increases   will    bo   deemed,    in    oltcct.    to    consiuuie   an    amendment   of    tha 
grant    application    and    award    requiring    grantor   concurrence. 


Wfui 


A ppr oviil   of    Channr^s 


GrontriOi    rnust    obtii 
in   pro)oct    octivlii.:s,    design 


(.))     ch.iiigcs    ut    suLi:.tai 

project    director    or    key    professional    pur'.onnol     ideiittltcd    in    the    approved    applicaiion.    and     (c)    ch  3i"]':: 

budget    OS    specified    in    the    prccndiru)   condition. 


prior    written    approval    from     LEAA     for    m Jior    project    chjntjt-s.       Theiu    incUida 
esc  arch   plans   sut    forth    in    the   approved    appl'C-iiion,    (t>)    chjriu>.>j    in    tho 

th-j    appro  vet  I    project 


Project    Income.       All    interest    or    other    income   earned    by    the    grantee   with    respect    lo    gr.ini    funds    or    as    a    result    of    conduct    uf 
the   grant    project    (sale    of    publications,    registration    fees,    service    charges    on    fees,    etc.)    must    be    accounted    for.       Intercil    on    ut j'«t 
funds    must   be   returned    to    LEAA   by    check    payable    to    the    United    St.ues   Treasury,    afid    other    income   shou  d    be    applioj    to 
project   purposes   or    in    reduction    of    project    costs;   pr ovid'-d,    howev'?r.    that    if   the   grantee    is    a   unit    of    govurnmiini,    iha    jrantcu 
shall    not    be    accountable    for    interast    earned    on   grant    funds    pending    their    disburden. jnt   or    actual    application    for   project    purpo*. 


(13.)  Title    to    Property.       Title    to    property     acquired    in    whole    or    in    part    with    grant    funds    in    accord  an 

vest  in  th'j  grTnToe,  subject  to  divestment  at  the  option  of  LEAA  (to  the  c.tteni  of  LCAA  con' 
thereof)  exercisable  only  upon  nonce  wuhin  120  days  ultcr  tho  ond  of  tha  gr^nt  pf.od  or  ten 
shall    exercise    due    care    m    the    use,    mjinicnnnco.    protacnon    and    preservation     of    such    property    di. 


(14  ) 


(10) 


(17,) 


With    .ippruved    budgets   shall 
but  on     tokv jrd    the    purchasii 
ii.i:.-<n    ol     the    ijrant        Ur.nUeus 
•)    the    periwd    ol    pruiSCl    usir. 


Publications       The   grantee    may    publish, 
ubiication    (written,    visual 


that    any    ^u..,....u..w v....    ..*-«.,    «.    <..„,.»,    

such    publication    most   be    furnished    to    LEAA    but    only 


Its    own    ex  pen  so,    tho    results    of    grant    art.vity    w  ithjut    pno 
id)    contains    jn    acknowledgi'ment    ot    LE  -\A    grant    sii;;pj>t 
5    copies    of    trairtiiig    rnafrial^    (where    used 


(    fi'viev\    by     LEAA    provi 
At    lejT.1     10    copie..    ol 

grant    j'roj.-ct)    n."e 

th    grjiil    lundi    bjyond 


such    publication    most    be    furnished    to    LEAA    but    only    b    copies    of    trairt-iig    rnafna!*    (where    used     m    grant    j'roj.-ctl    n.-ej    bJ 
supplied,    C'xcejit    ns    othorwiso   requested    or    ujiproved    by    LEAA.       Publicition    of    documonts   or    rt:purts    with    gr jni    lund^   bjyond 
(|Uf>rti  itms    required    to    inr^ft    il.  mi  lard    rujiort    requironienis    must    be    provided    lor    in    .i^ipi  jvlJ    prcioci    pi  in-.    i)r    budgets    or    othui^-,  i'i 
(.l>pr'..vt.(i    by     LFAA    uml,     Inr    l.irgu    qitiininy    (-.(H>ln:at um,    n>.iMu-.eripl>    nuiit    bo    subinm^-l    m    .iJvu.cj    to     Ll  AA 


TIiIkI  r.nly  Pur  tIclp.tlluM.  No  Cuiitrni.t  or  uijri'ijiMortt  nt.iy  bo  orturcd  into  by  thu  gr.iniou  (or  e» 
(MuviMun  of  -^.jrvices  to  0  (jri.nt  proiei.t  (other  i);.in  pun;hr^<»  o)  sui^plios  or  stand.irj  rumrn.ifci.il 
Is  not  incorpuraiod  In  the  appro vud  prof)osal  or  (jpM>uveJ  in  advance  by  LEAA  Any  such  .irr ji 
(jrrtnico  will  retain  utlmdto  control  ond  responsibility  for  th-i  grant  project  ar-.d  th-tt  th.i  conirjcii 
by    theso   gr^nt    conditions  ond   any   othor    requirunionts    applicable   to    tho   grjnti-'o    m    the    ■ 


oculiOfi    of    prnjoct    ncliv 


Is     .h.jll    prov.  le 
iibgrjnte')    shall    t 


,t    of    the    project. 


of    Grant    Funds.      Grant    funds    may    not,   without    odvonco   written    approval    by    LEAA.   be   obligated    prior    to   the 
MTucnt    to    tho    termination    date   of    the   grant    pcrio':;.      Oblivoi'Cns    outstanding    is    of    the    lormination 
data   shall    bn    liquiddicd    within   90    doys       Such    obligation,    must    be    relatcJ    to   goods   or    services   provided    and    utilised    withii 
the   grant    period. 


Obtinatio 

elftciive    data    or    sub: 


Fiscal  nogulatlons.  The  fi^c.il  administration  of  grunts  shall  bo  subJGCt  lo  iuch  further  rules,  r^xjulntions,  and  poli< 
concur  n  in  J  oc  counting  and  rotor  ds,  poyntent  of  f  uiUJs,  cOil  aJlow^bililv .  submisiion  ct  financial  r.-por  l>.  etc  ,  cis  in. 
I  ri-.Ltii*  J  .,\  f'--{KA.  uuludin.j  thosu  >.  I  lo.lli  i-i  Iha  Lt  AA  nnjncunjjuj. 
tjl5    ul     l-f'H     (-ll     Cl-H     {515000.    ot     sio),    whuro    .ijMilic.UWf. 


O.Mw    Circulars    A  ?1 
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U.  S.  DEPARTMENT  OF  JUSTICE 
LAW  ENFOnCEMhNT  ASSISTANCE 
ADMINISTRATION 


APPLICATION  FOR  GRANT 
DISCRETIONARY  FUNDS 
PAGE    6 


STANDARD  GRANT  CONDITIONS  -  (Cont'd) 


11 8.1       Raletfse   of    Information. 


Pursuant    to    Section    521    of    tha    Act.    as   amended,    all    records,   papers   and    other   documents   kept 

by     (ncipionts     ot    L6AA    funds,    including    State    Planning    Agencies    and    their    subgrantees    and    contrjciors.    relating    lo    the 
receipt    and    disposition    o1    such    funds,    aro    roqulrud     lo    be    mdda    Bvalljblo    to    the    Aaminisir»tion.       Thuse    records    and    other 
docuintnis    submliied    to     LEAA    and    State    Planning    AgenciwS    pursuant     to    other    prouistona    of    the    Act.    Including    compruhontlva 
siflto    pinni    and    upplicolinns    tor    tund»,    nto    ruquircd    lo    Pd    mada    avnU^bla    bv     LEAA    undur    tna    tortns    und    conditions    o*    the 
I  ixi'ii.il    r  riiuitoiil    nl     Ifitof  mniion    Aci    (0     U  S  C     'JG2)         ijliilu    Planning    AQoncloj    niu^l    follow    .ipplKoblo    LLAA    Guldoltfiot    On 
fTlotiiti    of    Informotiori    and    Sluto    Planning    Agoncv    P'ocoduros    doiigr^od    to    facihtuta    local    Quvornmunt    porticlpetlon. 

09.1       NcgaiivB    Declafatton.      Applicant    haroby   declares    that    no   significant   environmental    impoci.    as   dotinod    by    the    National  Environ- 
mental   Policy    Act    of    1969   and    LEAA    Guidelines,    may    result    from    implemenatton    of    this   program.    Fuihcr,    the    applicant 
hereby    declares    that    implementation    of    this    program    will    have    no    adverse    effect    on    propuriios    I'lted    tn    the    Njtion^l 
Rugisttr   of    Historic    Places.      Where    this   Declaration    cannot   be   made,    the    applicant    must    attach    an    £nviror\mental    Impjct 
Analysis   and    proceed    In   accordance   wdh   OMB    Circular    A-95    clearance   procedures   and    appropriate    LEAA    guidelines. 

(20.1    Assurance   of  Compliance  with   Civil    Rights  Laws.  Tho   applicant   hereby    agrees   that    it   will    comply    with   Title   VI    of    the 

Civil    Riflhts   Act   of    1964   (P.    L.    8S-302)    and    all    requirements   imposed    by    or    pursuant    to    Regulations   of    the    Oi^partment 
of    Justico   (23   CFR    Part   421    and    L6AA    Issued   pursuant    to    that    title,  to    the   end    that    no   person    shall    oo    the   ground*   of 
race,    color    or    national    origin    bo   excluded    from    participation    in,    be    denied    the    banetits   of,    or    t>e    otherwise    subjected    to 
discrimination    undar    any    program    or    activity    for    which    tha   applicant   r&ca>ves    Fodarai    t inane lal    asststancs    from    tha    Oopai  tment; 
and    gives    further    assurance    that    it    will    promptly    take    any    measures    necessary    to    effectuate    tnis    commitment    ds    more    fully    sat    forth 
in    tha    standard   grant   conditions   set   forth    abova.      This    assurance    shall    obligate    the    applicant    lor    the   period    during    which    FaJeral 
financial    assistance    is    extended    to    it    by     tho    Department    and    is    given    In    consideration    ot     and    for    tha    purpose    ot    obtaining    the 
grant    for    which    application    Is   horeby    made   and    the    United    States   shall    have    the    right    to    seek    judicial    enforcement   of    thli 
assurance 

121.)     ^'^'1   F    Assurances.      Wl^ore   Port   E    funding    Is   requested,   applicant    agreas   that   all    Part    E    assurances,    areas    of   emphasis,    and   spoclal 
requirements   as   sot   forth    In    D  Isc  rot  lo  nary    Grenr    Guido   pp.    5    &    6   will    be   compiled    with. 


17.    Dutu: 

June   14,   1973 


13.    Total    Pagui    In 
Application 


19.    State   Plannin))   Agurtcy    Ceriilii:atlon    and   Approval    Eftactud, 
Qyos  Qno  1.x1^°'   AppHcoble 


20.   Signature    of    Authorized   Offlclal^diem    9    of   Application) 


ignatura    of    Authorized   Official    (Item    9    i 
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National  Criminal  Justice  Information   and  Statistics   Service 
Special  Conditions  Statement 

1.  Grantee  agrees  that  this  grant  is  subject  to  all  standard  conditions  con- 
tained in  the  LEAA  guide  for  discretionary  grant  programs  (M  4500.  lA) 
dated  February  12,  1973. 

2.  Grantee  agrees  that  all  computer  software  produced  under  this  grant  will 
be  made  available  to  the  Law  Enforcement  Assistance  Administration  for 
transfer  to  authorized  users  in  the  criminal  justice  community  without  cost 
other  than  that  directly  associated  with  the  transfer.  Systems  will  be  docu- 
mented in  sufficient  detail  to  enable  a  competent  data  processing  staff  to  adapt 
the  system,  or  portions  thereof,  to  usage  on  a  computer  of  similar  size  and 
configuration,  of  any  manufacturer. 

3.  Grantee  agrees  to  provide  a  complete  copy  of  documentation  to  the  Sys- 
tems Development  Division,  National  Criminal  Justice  Information  and  Statis- 
tics Service,  LEAA.  Documentation  will  include,  but  not  be  limited  to  System 
Description,  Operating  Instructions,  User  Instructions,  Program  Maintenance 
Instructions,  input  forms,  file  descriptions,  report  formats,  program  listings 
and  flow  charts  for  the  system  and  programs. 

4.  Grantee  agrees  to  avail  himself,  to  the  maximum  extent  practicable,  of 
computer  software  already  produced  and  available  without  charge.  To  insure 
that  reasonable  effort  is  extended  in  this  area,  LEAA  publications  and  Systems 
Specialists  should  be  consulted. 

5.  Grantee  agrees  that  whenever  possible  all  application  programs  will  be 
written  in  ANS  COBOL  in  order  that  they  may  be  transferred  readily  to  an- 
other authorized  user.  Where  the  nature  of  the  task  requires  a  scientific  pro- 
gramming language,  ANS  FORTRAN  may  be  used. 

6.  Grantee  agrees  that  any  contract  between  the  grantee  and/or  the  sub- 
grantee  and  a  group,  firm,  institution  or  individual  to  conduct  all  or  any  part  of 
the  work  contemplated  by  this  grant  shall  be  subject  to  the  competitive  bid 
process.  If  the  competitive  bid  process  cannot  be  used,  grantee  will  obtain 
prior  approval  from  LEAA  to  use  sole  source  procurement.  Further,  any  con- 
tract resulting  from  this  grant  shall  be  subject  to  prior  approval  of  such  con- 
tract and  its  project  budget  by  LEAA. 

7.  Grantee  agrees  to  insure  that  adequate  provisions  are  made  for  system  se- 
curity, the  protection  of  individual  privacy  and  the  insurance  of  the  integrity 
and  accuracy  of  data  collection. 

8.  Grantee  agrees  that  the  administrative  and  technical  support  contractor 
must  be  selected  pursuant  to  a  competitive  procurement  process  that  is  consist- 
ent with  LEAA  procurement  guidelines  and  the  applicable  requirements  of  Ari- 
zona ;  and  that  the  contract  must  be  submitted  to  and  approved  by  LEAA 
prior  to  the  expenditure  of  grant  funds  in  this  area. 

9.  Thirty  (30)  days  after  contractor  (administrative  and  technical  support) 
selection,  grantee  will  prepare  a  detailed  work  plan  and  budget  (consistent 
with  the  applicable  LEAA  grant  application,  procurement,  and  financial  re- 
quirements) that  includes;  a  detailed  time-task  schedule;  a  schedule  of  all 
meetings  for  state/local  involvement  in  policy  and  technical  standards  (see 
special  condition  #.'i)  ;  a  schedule  of  all  contractor  tasks  showing  names  and 
qualifications  of  individuals  included ;  and,  specific  operational  dates.  This 
work  plan  and  budget  must  be  submitted  to  and  approved  by  LEAA/NCJISS 
prior  to  the  expenditure  of  the  following  funds : 

a.  All  funds  for  professional  services  as  enumerated  in  Part  B  of  para- 
graph 11  of  the  grant  application. 

b.  All  funds  for  eciuipment  as  enumerated  in  Part  D  of  paragraph  11  of 
the  grant  application.  Provided  however,  that  the  $4,000  allotted  for  office 
equipment  in  this  .same  paragraph  may  be  expended  for  that  purpose  on 
an  as  required  basis. 

10.  Grantee  agrees  that  this  grant  will  be  administered  as  described  in  the 
grant  application,  and  by  the  Arizona  Department  of  Public  Safety  as  de- 
scribed in  the  memorandum  of  understanding  dated  June  7,  1973  between  the 
Arizona  Department  of  Public  Safety  and  NLETS,  submitted  as  a  part  of  the 
application ;  and  that  the  grant  will  be  administered  pursuant  to  the  applica- 
ble statutes,  policies,  and  procedures  of  the  state  of  Arizona. 
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11.  Grantee  agrees  that  all  operational  and  technical  policies  and  procedures 
will  be  developed  jointly  and  with  the  advice  and  consent  of  Project 
SEARCH ;  any  areas  that  require  resolution  will  be  presented  to 
LEAA/NCJISS  for  this  purpose. 

12.  Grantee  agrees  that  the  exi-sting  NCIC  operating  and  technical  standards 
and  procedures  will  be  utilized,  as  appropriate,  to  maximize  system  compatibil- 
ity, efficiency,  and  economy.  NCIC  and  LEAA  must  be  notified,  in  writing,  of 
any  inconsistency  or  departure  from  NCIC  operating  and  technical  standards, 
and  the  reasons  therefor. 

13.  Grantee  agrees  that  within  twelve  (12)  months  of  the  data  of  grant 
award,  they  will  submit  a  reevaluation  of  their  initial  decision  to  locate  the 
computer/switcher  in  Phoenix,  Arizona.  This  reevaluation  will  contain  a  posi- 
tive recommendation  for  either  retaining  the  Phoenix,  Arizona  site  or  for  relo- 
cation elsewhere  together  with  cost  comparisons  and  other  than  monetary  con- 
siderations that  .support  the  decision. 


National  Criminal  Justice  Information  and  Statistics  Service 
Special  Conditions  Statement 

1.  Grantee  agrees  that  this  grant  is  subject  to  all  standard  conditions 
contained  in  the  LEAA  guide  for  discretionary  grant  programs  (M  4500.1A) 
dated  February  12,  1973. 

2.  Grantee  agrees  that  all  computer  software  produced  under  this  grant  will 
be  made  available  to  the  Law  Enforcement  Assistance  Administration  for 
transfer  to  authorized  users  in  the  criminal  justice  community  without  cost 
other  than  that  directly  as.sociated  with  the  transfer.  Systems  will  be  docu- 
mented in  sufficient  detail  to  enable  a  competent  data  processing  staff  to  adapt 
the  system,  or  portions  therof,  to  usage  on  a  computer  of  similar  size  and  con- 
figuration, of  any  manufacturer. 

3.  Grantee  agrees  to  provide  a  complete  copy  of  documentation  to  the  Sys- 
tems Development  Division.  National  Criminal  .Justice  Information  and 
Statistics  Service,  LEAA.  Documentation  will  include,  but  not  be  limited  to 
System  Description,  Operating  Instructions,  User  Instructions,  Program  Main- 
tenance Instructions,  input  forms,  file  descriptions,  report  formats,  program 
listings  and  flow  charts  for  the  system  and  programs. 

4.  Grantee  agrees  to  avail  himself,  to  the  maximum  extent  practicable,  of  com- 
puter software  already  produced  and  available  without  charge.  To  insure  that 
reasonable  effort  is  extended  in  this  area,  LEAa  publications  and  Systems 
Specialists  should  be  consulted. 

5.  Grantee  agrees  that  whenever  possible  all  application  programs  will  be 
written  in  ANS  COBOL  in  order  that  they  may  be  transferred  readily  to  an- 
other authorized  user.  Where  the  nature  of  the  task  requires  a  .scientific  pro- 
gramming language,  ANS  FORTRAN  may  be  used. 

6.  Grantee  agrees  that  any  contract  between  the  grantee  and  a  group,  firm, 
institution  or  individual  to  conduct  all  or  any  part  of  the  work  contemplated 
by  this  grant  shall  be  subject  to  the  competitive  bid  process.  If  the  competitive 
bid  process  cannot  be  used,  grantee  will  obtain  prior  approval  from  LEAA  to 
use  sole  source  procurement.  Further,  any  contract  resulting  from  this  grant 
.shall  be  subject  to  prior  approval  of  such  contract  and  its  project  budget  by 
LEAA. 

7.  Grantee  agrees  to  insure  that  adequate  provisions  are  made  for  system  se- 
curity, the  protection  of  individual  privacy  and  the  insurance  of  the  integrity 
and  accuracy  of  data  collection. 

8.  Grantee  agrees  that  the  administrative  and  technical  support  contractor 
mu.st  be  selected  pursuant  to  a  competitive  procurement  process  that  is  con.sist- 
ent  with  LEAA  procurement  guidelines  and  the  applicable  requirements  of  Ari- 
zona ;  and  that  the  contract  mu.st  be  submitted  to  and  approved  by  LEAA 
prior  to  the  expenditure  of  grant  tfunds  in  this  area. 

9.  Thirty  (30)  days  after  contractor  (administrative  and  technical  support) 
selection,  grantee  will  prepare  a  detailed  work  plan  and  budget  (consistent 
with  the  applicable  LEAA  grant  application,  procurement,  and  financial  re- 
quirements) that  includes;  a  detailed  time-ta.sk  schedule;  a  schedule  of  all 
meetings  for  state/local  involvement  in  policy   and   technical  standards    (see 
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special  condition  #  11)  ;  a  schedule  of  all  contractor  tasks  showing  names  and 
qualifications  of  individuals  included ;  and,  specific  operational  dates.  This 
work  plan  and  budget  must  be  submitted  to  and  approved  by  LEAA/NCJISS 
prior  to  the  expenditure  of  the  following  funds : 

a.  All  funds  for  professional  services  as  enumerated  in  Part  B  of  para- 
graph 11  of  the  grant  application. 

b.  All  funds  for  equipment  as  enumerated  in  Part  D  of  paragraph  11  of 
the  grant  application.  Provided  however,  that  the  $4,000  allotted  for  ofl5ce 
equipment  in  this  same  paragraph  may  be  expended  for  that  purpose  on 
an  as  required  basis. 

10.  Grantee  agrees  that  this  grant  will  be  administered  as  described  in  the 
grant  application,  and  by  the  Arizona  Department  of  Public  Safety  as  de- 
scribed in  the  memorandum  of  understanding  dated  June  7,  1973  between  the 
Arizona  Department  of  Public  Safety  and  NTjETS,  submitted  as  a  part  of  the 
application ;  and  that  the  grant  will  be  administered  pursuant  to  the  applica- 
ble statutes,  policies,  and  procedures  of  the  state  of  Arizona. 

11.  Grantee  agrees  that  all  operational  and  technical  policies  and  procedures 
will  be  developed  jointly  and  with  the  advice  and  consent  of  Project 
SEARCH ;  any  areas  that  require  resolution  will  be  presented  to 
LEAA/NCJISS  for  this  purpose. 

12.  Grantee  agrees  that  the  existing  NCIC  operating  and  technical  standards 
and  procedures  will  be  utilized,  as  appropriate,  to  maximize  system  compatibil- 
ity, eflSciency,  and  economy.  NCIC  and  LEAA  must  be  notified,  in  writing,  of 
any  inconsistency  or  departure  from  NCIC  operating  and  technical  standards, 
and  the  reasons  therefor. 

13.  Grantee  agrees  that  within  eighteen  (18)  months  of  the  date  of  grant 
award,  they  will  sultmit  a  re-evaluation  of  their  initial  decisions  to  locate  the 
computer/switcher  in  Phoenix,  Arizona.  This  re-evaluation  will  contain  a  posi- 
tive recommendation  for  either  retaining  the  Phoenix,  Arizona  site  or  for  relo- 
cation elsewhere  together  with  cost  comparisons  and  other  than  monetary  con- 
siderations that  support  the  decision.  Decision  and  accompanying  rational 
regarding  locntion  of  computer /switcher  will  be  incorporated  in  application 
for  LEAA  assistance  in  funding  Phase  II  (2nd  year  system  operation). 

14.  Grantee  agrees  to  permit  other  law  enforcement  and  related  subscribers 
to  utilize  the  system.  It  is  understood  and  agreed  that  any  additional  users  of 
NLETS  will  be  on  a  non-interference  basis,  that  message  traffic  for  new  sub- 
scribers will  be  separated  from  NLETS  traffic  by  technical  or  other  means  un- 
less otherwise  aereed  and  that  whatever  additional  costs  are  involved  will  be 
borne  by  the  new  users.  All  additions  to  the  system  must  have  LEAA  prior 
approval. 

Memoranda   Exchanged   Within   the   Department  of  Justice   on   Message 
Switching  at  the  National  Crime  Information  Center 

The  Attorney  General, 

July  11,  1973. 
Re  Message  Switching,  National  Crime  Information  Center 
Director, 
Federal  Bureau  of  InveHtigation 

The  National  Crime  Information  Center  (NCIC),  now  in  its  seventh  year  of 
operation,  has  had  a  tremendous  impact  on  the  effectiveness  and  cohesiveness 
of  the  total  national  law  enforcement  community.  It  is  now  accepted  by  law 
enforcement  officers  throughout  the  nation  as  a  vital  tool  of  their  profession. 
With  the  development  of  the  Computerized  Criminal  History  Program,  NCIC 
has  expanded  its  service  role  to  include  the  entire  criminal  justice  community. 
The  cooperative  efforts  of  local,  state,  and  Federal  agencies  in  the  planning 
and  development  of  this  complex  criminal  justice  information  system  are  mov- 
ing forward. 

The  communications  links  to  NCIC  are  dedicated  lines  between  NCIC  control 
terminals  at  state  and  metropolitan  levels  and  the  NCIC  computer  at  FBI 
Headquarters.  These  links  now  permit  access  only  to  NCIC  files.  The  network 
configuration  at  this  time  does  not  provide  the  capability  of  servicing  cross 
traffic  needs  of  the  user  agencies.  However,  long-range  planning  by  the  NCIC 
Working  Group  and  the  NCIC  Advisory  Policy  Board  since  early  in  the  devel- 
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opment  of  NCIC  included  the  development  of  this  cross  traflBc  capahility  (mes- 
sage switching).  This  capability  is  a  requirement  for  implementation  of  the 
"single-state,  multi-state"  concept  of  exchanging  criminal  history  records  in  the 
Computerized  Criminal  History  Program  outlined  in  the  Background,  Concept, 
and  Policy  document  of.  the  NCIC  Advisory  Policy  Board  as  well  as  other 
planning. 

In  the  continuing  development  and  improvement  of  the  NCIC  network,  in- 
cluding message  switching,  it  is  reasonable  that  interstate  criminal  justice 
traffic  of  any  official  nature  should  be  permitted  over  this  network  in  the  inter- 
est of  efficiency  and  economy.  This  is  a  logical  and  practical  extension  of 
usage  of  the  NCIC  communications  lines.  Over  95  percent  of  such  interstate 
traffic  today  is  estimated  to  be  NCIC  related  and  it  can  be  expected  that  this 
ratio  will  likely  increase  as  criminal  justice  agencies  make  expanded  use  of 
state,  metropolitan,  and  NCIC  computerized  criminal  justice  data  bases  in  dis- 
charging their  operational  and  managerial  responsibilities.  All  iisers  should  be 
able  to  operate  from  a  single  terminal  on  a  single  system  and  not  be  subject  to 
the  several  separate  disciplines  that  would  follow  if  those  users  are  required 
to  develop  additional  systems  to  communicate  with  each  other  on  matters  of 
common  official  interest. 

The  local  and  state  users  have  been  urging  the  FBI  through  their  represent- 
ative bodies,  the  NCIC  Working  Group  and  the  NCIC  Advisory  Policy  Board, 
to  promptly  plan,  with  their  cooperation,  and  implement  cross  traffic/message 
switching  capability.  Many  have  expressed  concern  that  a  proliferation  of  simi- 
lar systems  will  develop  unless  NCIC  extends  its  capabilities  to  include  mes- 
sage switching  and  that  operational  inefficiency  and  increased  operating  costs 
would  thus  ensue. 

It  is  my  view  that  the  statutory  authority  for  NCIC  includes  the  authority 
for  providing  the  necessary  expanded  communications  support  for  NCIC  and 
other  official  interstate  criminal  justice  communications  requirements. 

Your  early  concurrence  in  this  view  is  requested  so  that  the  FBI  and  the 
users  of  the  NCIC  system  may  go  forward  rapidly  with  planning  this  further 
development  of  NCIC. 


August  6,  1973. 
Memorandum  for  the  Attorney  General 

Re  Whether  the  FBI  has  statutory  authority  to  expand  its  National  Crime  In- 
formation Center  (NCIC)  to  include  message  switching. 

On  July  11,  Mr.  Kelley  asked  your  opinion  whether  the  statutory  authority 
for  the  FBI's  National  Crime  Information  Center  (NCIC)  includes  the  author- 
ity to  provide  expanded  communications  support  for  NCIC  including  the 
switching  of  administrative  messages  and  other  interstate  criminal  justice 
communications.  This  switching  process  involves  the  use  of  a  computer,  in  the 
place  of  the  present  day  teletype-telephone  communication  system,  as  a  central 
"transformer"  to  enable  the  different  computerized  information  systems  of  the 
several  states  to  communicate  directly  with  one  another  and,  at  the  same  time, 
to  maintain  a  written  record  of  the  messages  transmitted.  The  computer  oper- 
ates as  a  central  clearing  or  routing  device  which  insures  that  the  messages 
are  correctly  distributed  to  their  proper  addresses.  Thus,  under  this  proposed 
system  by  use  of  state  teletype  terminals  linked  to  the  central  NCIC  computer, 
the  state  police  in  California  could  transmit  to  the  police  in  Arizona  and  Ne- 
vada a  message  to  detain  a  particular  suspect  and  transfer  him  back  to 
California. 

It  is  arguable,  even  in  the  absence  of  express  statutory  provision,  that  there 
is  legislative  authority  to  support  the  FBI's  position  that  it  is  authorized  to 
expand  the  activities  of  its  National  Crime  Information  Center  (NCIC)  to  im- 
plement the  switching  of  administrative  messages  in  connection  with  its  ex- 
change of  criminal  history  records.  This  authorization  would  be  predicated  on 
the  following  legislation : 

Under  authority  contained  in  28  U.S.C.  §  531,  the  division  of  the  FBI.  first 
known  as  the  Division  of  Identification  and  Information,  was  established 
under  the  jurisdiction  of  the  Department  of  .Tu.stice.  Under  28  U.S.C.  §§  533 
and  534,  the  Attorney  General  is  authorized  to  appoint  officials  to  detect  and 
prosecute  crime,  and  to  conduct  investigations  as  well  as  to  acquire,  collect, 
classify,  and  preserve  identification,  criminal  identification,  crime,  and  other 
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records.  However,  the  FBI  has  since  1930  been  vested  with  these  duties  of  ac- 
quiring, collecting,  classifying,  and  preserving  criminal  identification  and  other 
crime  records  and  of  exchanging  criminal  identification  records  with  duly  au- 
thorized officials  of  Governmental  agencies,  of  States,  cities,  and  penal  institu- 
tions. These  activities  have  been  recognized  and  supported  by  Congress  since 
1921  by  covering  their  expenses  with  yearly  appropriations  for  "Detection  and 
pro.secution  of  crimes."  Over  the  years,  the  FBI's  activity  in  this  area  is  evi- 
dent by  the  services  of  the  criminal  fingerprint  identification  files  and  the  Uni- 
form Crime  Reporting  Program,  a  nationwide  collecti(m  of  police  statistics. 

23.  U.S.C.  §  534(b)  indicates  Congressional  approval  of  the  FBI's  activity  of 
exchanging  identification  and  other  records  by  providing  that  this  exchange  of 
records  is  for  official  use  of  the  receiving  departments  or  related  agencies  only 
and  is  subject  to  cancellation  if  dissemination  is  made  outside  the  receiving 
departments  or  related  agencies.  This  requirement  of  restricted  use  of  these 
records  was  first  introduced  as  a  change  in  the  FBI's  appropriation  language 
for  fiscal  year  1958. 

Thus,  through  successive  appropriations  bills  and  in  hearings  before  the  Con- 
gressional committees  on  appropriations,  the  FBI  has  been  accorded  and  has 
justified  its  identification  function.  This  function  includes  the  gathering,  main- 
tenance, classification,  and  preservation  of  identification  data  received  from 
Federal,  State,  local,  and  private  sources  as  well  as  its  dissemination  to  au- 
thorized agencies  in  the  interest  of  law  enforcement. 

In  the  FBI's  proposed  Budget  for  fiscal  year  1968,  a  budget  line  was  ac- 
corded to  the  functions  of  the  National  Crime  Information  Center  (NCIC).  In 
his  remarks  before  the  House  Committee  on  Appropriations  on  February  16, 
1967  concerning  the  FBI's  1968  appropriation,  Mr.  Hoover  stated  that  "I  am 
pleased  today  to  advi.se  that  this  Center  [the  National  Crime  Information  Cen- 
ter] began  limited  operations  in  January  1967  and  serves  as  an  index  to  infor- 
mation concerning  crime  and  criminals,  which  index  is  available  to  all  law  en- 
forcement— local.  State  and  Federal  .  .  .  The  FBI  national  system  is  designed 
to  tie  local  systems,  as  they  become  operational,  to  a  nationwide  network  so 
that  each  has  access  to  vital  information  possessed  by  police  agencies  in  other 
areas.  The  mobility  of  today's  criminal  element  as  documented  by  FBI  studies 
renders  obsolete  a  dependence  on  locally  stored  data  to  effectively  detect  of- 
fenders and  solve  crime.  I  hand  to  the  committee  a  concept  of  the  nationwide 
communication  network  in  law  enforcement."  (90th  Cong.  House  Committee  on 
Appropriations,  Hearings,  vol.  15,  p.  594) 

Thus,  the  use  by  the  FBI  of  the  advances  in  computer  and  communication 
technology  is  treated  as  a  natural  tool  to  be  utilized  to  render  more  effective 
law  enforcement  service  in  the  exchange  of  criminal  histories  and  information. 

limited  support  for  this  development  of  computer  systems  to  improve  law 
enforcement  techniques  can  be  drawn  from  42  U.S.C.  §  3744(a)(2) 
(§  404(a)(2)  of  Title  I  of  the  Omnilms  Crime  Control  and  Safe  Streets  Act 
of  1968,  P.L.  90-351)  which  authorizes  the  Director  of  the  FBI  to  "develop 
new  or  improved  approaches,  techniques,  systems,  equipment,  and  devices  to 
improve  and  strengthen  law  enforcement  .  .  ."  However,  it  should  be  noted 
that  this  section  emphasizes  federal  aid  to  and  cooperation  with  State  and 
local  law  enforcement  agencies  to  improve  their  capabilities  and  is  primarily 
desisned  to  expand  and  upgrade  "the  law  enforcement  training  program  that 
is  alreadv  in  progress  under  the  au.spices  of  the  Federal  Bureau  of  Investiga- 
tion." (S.  Rept.  No.  1097,  90th  Cong.,  2d  Sess.  2  U.S.  Code  &  Congressional 
News  1968,  p.  2113) 

However,  we  do  not  at  this  time  consider  it  necessary  for  you  to  render  a 
legal  opinion  as  to  the  FBI's  authority  for  expanding  the  functions  of  the 
NCIC  in  light  of  the  present  policy  controversy  between  the  FBI  and  the 
LEAA  regarding  which  agency  should  implement  and  develop  such  a  system  of 
computerized  message  switching. 

By  way  of  background,  I.EAA  developed  an  operational  project  with  several 
states  of  exchanging  criminal  histories,  known  as  System  for  Electronic  Analy- 
sis and  Retrieval  of  Criminal  Histories  or  SEARCH.  On  December  10,  1970, 
former  Attorney  General  Mitchell,  by  memorandum  addressed  to  Associate  Ad- 
ministrators Velde  and  Coster  of  LEAA,  determined  that  the  computerized  ex- 
change of  criminal  histories,  initially  envi.sioned  by   SEARCH,  should  become 
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an  operational  system  and  authorized  the  NCIC  to  implement  this  system. 
NCIC  thereafter  was  referred  to  as  the  NCIC/CCH  system.  However,  the 
NCIC  had  not  sought  to  expand  the  system  to  include  the  switching  of  admin- 
istrative messages.  In  June  of  this  year,  LEAA  contracted  with  the  National 
Law  Enforcement  Teletypewriters  System  or  NLETS  in  the  amount  of  $1.2 
million  to  upgrade  its  teletype  system  for  the  exchange  of  administrative  mes- 
sages among  the  several  states.  This  attempt  by  LEAA  to  achieve  some  type  of 
uniformity  in  the  development  of  a  message  switching  system  was  in  response 
to  a  critical  GAO  report  of  January  13,  1973  regarding  its  funding  of  state 
message  switching  programs. 

LEAA  was  authorized  by  the  Omnibus  Crime  Control  and  Safe  Streets  Act 
of  1968  to  administer  grant  programs  to  States  and  units  of  local  government 
to  improve  law  enforcement.  It  is  arguable  that  the  development  of  coordi- 
nated message  switching  among  the  several  states  would  fall  within  LEAA's 
statutory  authorization. 

Moreover,  we  note  that  Conference  Report  (H.  Rept.  No.  93^01  and  S. 
Rept.  No.  93-349)  on  H.R.  §  152,  the  "Crime  Control  Act  of  1973,"  to  amend 
the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  provides  in  §  524(b) 
for  LEAA  to  "assure  that  the  security  and  privacy  of  all  information  is  ade- 
quately provided  for  and  that  information  shall  be  used  for  law  enforcement 
and  criminal  justice  and  other  lawful  purposes."  This  section  expressly  refers 
to  "All  criminal  history  information  collected,  stored,  or  disseminated  through 
support  under  this  title  [which]  shall  contain,  to  the  maximum  extent  feasible, 
disposition  as  well  as  arrest  data  where  arrest  data  is  included  therein."  This 
section  apparently  directs  that  the  LEAA  be  entrusted  with  the  collection, 
storage,  dissemination,  and  the  updating  of  such  information,  and  accords  it 
regulatory  authority. 

In  light  of  this  controversy  between  the  FBI  and  LEAA  over  their  respec- 
tive functions  in  this  area  of  message  switching  and  the  Congressional  interest 
in  the  operation  of  any  such  computerized  system  of  exchanging  criminal  his- 
tories, we  believe  that  a  policy  determination  should  first  be  made  by  the  At- 
torney General  regarding  which  agency  should  proceed  in  this  area  prior  to 
addressing  the  legal  question  of  statutory  authorization.  This  determination  is 
necessary  so  as  to  avoid  duplicative  efforts  in  the  development  of  computerized 
information  systems. 

Robert  G.  Dixon,  Jr., 
Assistant  Attorney  General, 

Office  of  Legal  Counsel. 

The  Attorney  General, 

September  5,  1973. 
Re  Message  Switching,  National  Crime  Information  Center 
Director, 
Federal  Bureau  of  Investigation 

My  memorandum  to  you  of  July  11,  1973,  outlined  detailed  basis  for  a  con- 
clusion that  there  is  a  present  need  for  administrative  message  switching  on 
the  National  Crime  Information  Center  (NCIC)  communications  network.  It 
was  additionally  concluded  that  statutory  authority  exists  for  the  FBI  to  pro- 
vide this  message  switcliing  capability  and  your  concurrence  in  this  viewpoint 
was  solicited  along  with  your  approval  for  the  FBI  to  implement  this  service. 

A  memorandum  for  the  Attorney  General  prepared  by  Assistant  Attorney 
General  Robert  G.  Dixon,  Jr.,  OflBce  of  Legal  Counsel,  dated  August  6,  1973,  re- 
viewed the  history  of  the  development  of  NCIC,  its  statutory  authority,  and 
the  contributions  of  LEAA.  That  memorandum  concluded  with  a  statement 
that  a  policy  determination  should  first  be  made  by  the  Attorney  General  as  to 
whether  the  FBI  or  LEAA  should  proceed  in  the  area  of  message  switching 
prior  to  addressing  the  legal  question  of  statutory  authorization. 

The  FBI  is  prepared  to  proceed  with  implementing  of  plans  for  providing 
message  switching  on  the  NCIC  network.  We  have  the  necessary  facilities  to 
handle  the  initial  traffic  volume  and  can  provide  the  service  ultimately  re- 
quired at  a  minimal  cost  when  compared  with  a  separate  independent  message 
switching  network.  In  view  of  the  pressing  need  for  the  service  by  the  law  en- 
forcement community,  your  early  decision  on  the  questions  presented  in  my 
memorandum  of  July  11, 1973,  would  be  appreciated. 
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The  Attorney  General, 

January  15,  1974- 
Re  National  Crime  Information  Center  (NCIC)   Communications — Administra- 
tive Message  Handling  and  Switching 

Director, 

Federal  Bureau  of  Investigation 

The  purpose  of  the  memorandum  is  to  acqiiaint  you  with  a  matter  that  has 
been  pending  in  the  Attorney  General's  Office  for  the  past  seven  months.  By 
letter  dated  July  11,  1973,  I  asked  for  concurrence  in  my  view  that  statutory 
authority  for  NCIC  includes  the  autliority  for  providing  the  necessary  ex- 
panded communications  support  for  NCIC  and  other  official  interstate  criminal 
justice  communications  requirements.  I  feel  that  administrative  message 
switching,  i.e.,  point-to-point  teletype  traffic,  is  a  logical  application  of  our  com- 
puterized NCIC  network  ;  and  I  feel  the  FBI  and  the  users  of  the  NCIC  sys- 
tem should  go  forward  rapidly  with  planning  this  further  development  of 
NCIC. 

On  a  point-by-point  basis,  the  following  must  be  considered  as  part  of  the 
total  picture : 

1.  The  NCIC  is  a  computerized  information  system  established  in  1967  as  a 
service  to  all  law  enforcement  agencies — local,  state,  and  Federal.  The  system 
operates  by  means  of  computers,  data  transmission  over  communications  lines, 
and  telecommunications  devices.  Its  objective  is  to  improve  the  effectiveness  of 
law  enforcement  through  the  more  efficient  handling  and  exchange  of  docu- 
mented police  information.  The  NCIC  serves  as  a  national  index  for  the  states 
and  is  tied  into  90  law  enforcement  control  terminals  and  to  all  FBI  Field 
Offices,  providing  service  to  all  50  states,  the  District  of  Columbia,  and  Can- 
ada. A  control  terminal  is  a  state  agency  or  large  core  city  operating  a  metro- 
politan area  system  which  shares  with  the  FBI  the  responsibility  for  overall 
system  discipline  as  well  as  for  the  accuracy  and  validity  of  records  entered  in 
the  system.  The  NCIC  system  is  now  primarily  concerned  with  data  on  wanted 
persons,  stolen  property,  and  computerized  criminal  histories.  Traffic  on  the 
system  relates  to  these  files.  In  other  words,  any  terminal  on  the  system  can 
access  an  NCIC  file  (communication  between  the  individual  user  and  the  NCIC 
computer)  for  entries,  inquiries,  updating  records,  etc.  From  NCIC's  inception, 
we  have  recognized  that  there  would  eventually  be  message  switching  over  the 
NCIC  network  to  satisfy  the  communication  needs  of  the  users.  Provisions 
have  been  made  for  this  in  the  acquisition  of  computer  equipment  and  pro- 
gramming activities  for  the  FBI. 

2.  Interstate  police  administrative  message  traffic  is  presently  handled  over 
the  National  Law  Enforcement  Telecommunications  System  (NLETS),  which 
is  a  corporation  operated  by  a  Board  of  Directors  comprised  of  top  law  en- 
forcement administrators  around  the  country  and  having  an  executive  director 
for  operational  purposes.  While  NLETS  has  been  operating  for  several  years, 
it  just  became  operational  on  an  upgraded  basis  in  December,  1973,  having  re- 
ceived a  1.2  million  dollar  grant  from  the  Law  Enforcement  Assistance  Admin- 
istration (LEAA).  NLETS  serves  each  of  the  48  contiguous  states  and  the  Dis- 
trict of  Columbia.  The  NCIC  computer  is  also  interfaced  with  this  network. 
This  NTETS  interface  with  NCIC  allows  Hawaii  and  Alaska  the  capability  to 
access  the  NLETS  network  through  their  NCIC  facilities.  The  Police  of  Puerto 
Rico  will  have  this  same  capability  as  soon  as  their  NCIC  terminal  is  in- 
stalled. Arrangements  are  being  made  also  to  allow  other  Federal  agencies 
(the  military  services,  United  States  Secret  Service,  Department  of  Justice  fa- 
cilities, etc.)  access  to  the  NLETS  network  through  their  NCIC  terminal  facili- 
ties. The  Federal  family  in  this  sense  does  not  include  the  Treasury  Depart- 
ment (except  for  Secret  Service)  which  will  access  NLETS  directly  through 
the  U.S.  Customs  Service  computer  in  San  Diego,  California. 

3.  Considerable  pressure  has  been  exercised  from  time  to  time  by  various 
law  enforcement  officials  to  have  the  FBI  include  administrative  message 
transmission  through  the  NCIC  system.  The  NCIC  Advisory  Policy  Board  has 
on  several  occasions  encourased  the  FBI  to  handle  the  administrative  message 
traffic.  During  the  1971-1972  period,  certain  Midwest  law  enforcement  agencies 
felt  they  could  no  longer  wait  for  the  FBI  to  commit  itself  to  the  handling 
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and  switching  of  administrative  messages,  and  a  regional  network  was  estab- 
lislied.  Tliere  are  eight  states  operational  on  this  regional  network ;  namely,  Il- 
linois, Ohio,  Michigan,  Kentucky,  Indiana,  Missouri,  Iowa,  and  Wisconsin,  and 
more  states  are  petitioning  its  Board  of  Directors  to  join  the  system.  The  re- 
gional system  is  named  the  Automated  Law  Enforcement  Communications  Sys- 
tem (ALECS).  There  are  two  computer  switchers  for  ALECS,  one  in  Ohio  and 
one  in  Illinois,  both  being  computers  which  are  existing  equipment  in  those 
states  and  were  not  obtained  specifically  for  ALECS.  This  regional  system 
could  easily  grow  to  become  a  national  network ;  however,  certain  members  of 
its  Board  of  Directors  are  exerting  influence  to  hold  hack  on  this  move  while 
at  the  same  time  urgently  encouraging  the  FBI  to  take  the  lead  and  develop 
this  much  needed  national  network  service. 

4.  NCIC  operates  under  statutory  authority,  Section  534,  Title  28,  United 
States  Code.  This  authorization  extends  to  the  Computerized  Criminal  History 
Program.  It  is  implicit  in  this  Program  that  NCIC  will  have  switching  capabil- 
ity for  the  purpose  of  relaying  between  states  full  "single  state"  criminal  his- 
tories. Since  the  communications  lines  and  attendant  message  switchers  will  be 
in  existence,  the  inclusion  on  the  NCIC  network  of  police  administrative  mes- 
sage switching  can  be  readily  accomplished  and  NLETS  duplication  of  most  of 
the  NCIC  network  avoided. 

5.  In  July,  1973,  the  Attorney  General  was  informed  on  matters  relative  to 
the  FBI  and  its  message  switching  position.  It  was  and  is  my  view  that  statu- 
tory authority  for  NCIC  includes  the  authority  to  provide  the  necessary  ex- 
panded communications  support  for  NCIC  and  other  official  interstate  crimi- 
nal justice  communications  requirements.  The  Attorney  General  was  asked  for 
his  concurrence  in  this  view  so  that  the  FBI  and  the  users  of  the  NCIC  sys- 
tem could  go  forward  rapidly  with  planning  this  further  development  of  NCIC. 

6.  The  FBI  was  furnished  a  copy  of  a  memorandum  for  the  Attorney  Gen- 
eral dated  August  6,  1973,  prepared  by  Richard  G.  Dixon,  Jr.,  Assistant  Attor- 
ney General,  Office  of  the  Legal  Counsel,  concerning  whether  the  FBI  has 
statutory  authority  to  expand  the  NCIC  to  include  message  switching.  The 
memorandum  indicated  that  it  was  arguable  even  in  the  absence  of  express 
statutory  provision  that  there  is  legislative  authority  to  support  the  FBI's  po- 
sition that  it  is  authorized  to  expand  the  activities  of  its  NCIC  to  implement 
the  switching  of  administrative  messages  in  connection  with  its  exchange  of 
criminal  history  records.  However,  the  memorandum  indicated  that  it  did  not 
appear  necessary  for  the  Attorney  General  to  render  a  legal  opinion  as  to  the 
FBI's  authority  for  expanding  the  functions  of  the  NCIC  in  light  of  the  pres- 
ent policy  controversy  between  the  FBI  and  the  LEAA  regarding  which  agency 
should  implement  and  develop  a  system  of  computerized  message  switching.  It 
pointed  out  that  historically  LEAA  developed  with  several  states  an  opera- 
tional project  of  exchanging  criminal  histories  known  as  System  for  Electronic 
Analysis  and  Retrieval  of  Criminal  Histories  (SEARCH).  In  June,  1973, 
I,EAA  contracted  with  NLETS  to  upgrade  its  system  for  the  exchange  of  ad- 
ministrative messages  among  the  several  states.  LEAA  was  authorized  to  ad- 
minister grant  programs  to  states  and  units  of  local  government  to  improve 
law  enforcement.  The  memorandum  indicated  it  is  arguable  that  the  develop- 
ment of  coordinated  message  switching  among  the  several  states  would  fall 
within  LEAA's  statutory  authorization.  The  memorandum  ended  by  indicating 
that  in  light  of  the  controversy  between  the  FBI  and  LEAA  over  their  respec- 
tive functions  in  the  area  of  message  switching  and  the  congressional  interest 
in  the  operation  of  any  such  computerized  system  of  exchanging  criminal  his- 
tories, a  policy  determination  should  first  be  made  by  the  Attorney  General  re- 
garding which  agency  should  proceed  in  the  area  prior  to  addressing  the  legal 
question  of  statutory  authorization.  This  determination,  the  memo  said,  is  nec- 
essary so  as  to  avoid  duplicative  efforts  in  the  development  of  computerized  in- 
formation systems. 

7.  Concerning  Mr.  Dixon's  memo,  I  find  no  basis  in  the  Crime  Control  Act  of 
1973  which  justifies  his  stated  conclusion.  The  statute  does  not  entrust  LEAA 
with  operational  functions.  The  statute  imposes  regulatory  authority  in  LEAA 
over  state  and  local  participants  receiving  funds  but  does  not  invest  LEAA 
with  the  responsibility  for  collection,  storage,  or  dissemination  of  identification 
or  criminal  history  information.  I  agree  that  the  development  of  the  NCIC  sys- 
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tern  policy  should  be  compatible  with  the  rules  which  may  be  imposed  by 
LEAA  on  state  and  local  system  participants. 

8.  Mr.  Santarelli  and  my  Assistant  Director  in  charge  of  the  Computer  Sys- 
tems Division,  Mason  C.  Campbell,  conferred  on  September  4,  1973.  Mr.  Santa- 
relli advised  unequivocally  that  LEAA  is  not  ati  operational  agency  and  does 
not  want  to  become  one.  LEAA,  while  claiming  it  had  no  intention  of  becoming 
operational  in  the  message  switching  field,  did  not  rule  itself  out  concerning 
performing  some  operational  function  under  an  ultimate  national  telecommuni- 
cations system.  Based  on  the  meeting  of  September  4,  1973,  a  letter  was  fur- 
nished to  the  Attorney  General  again  requesting  a  response,  but  to  date  no  re- 
sponse has  been  received. 

The  local  and  state  users  have  been  urging  the  FBI  through  their 
representative  bodies  to  promptly  plan  and  implement  administrative  message 
switching.  Many  have  expressed  concern  that  a  proliferation  of  similar  systems 
will  develop  unless  NCIC  extends  its  capabilities  to  include  message  switching 
and  that  inefficiency  and  increased  operating  costs  would  thus  ensue. 

LEAA  has  characterized  the  current  upgrading  of  NLETS  as  "interim" 
pending  completion  of  a  comprehensive  requirements  analysis  of  the  telecom- 
munications needs  of  local  and  state  law  enforcement.  This  latter  study  is 
being  made  by  the  Jet  Propulsion  T-aboratory  under  contract  to  LEAA.  How- 
ever, the  FBI  will  have  the  capability  of  providing  administrative  message 
switching  on  existing  NCIC  lines  within  a  few  months.  It  would  be  logical  for 
NCIC  to  assume  the  NLETC  function  at  the  time  the  "interim"  NLETS  net- 
work is  phased  out  thus  avoiding  costs  to  the  taxpayer  of  a  duplicate  law  en- 
forcement network.  Some  additional  costs  would  accrue  to  the  NCIC  network 
to  handle  the  increased  traffic  but  these  additional  costs  would  be  far  below 
the  cost  of  a  duplicate  network. 

It  is  my  view  that  the  statutory  authority  for  NCIC  includes  the  authority 
for  providing  the  necessary  expanded  communications  support  for  NCIC  and 
other  official  interstate  criminal  justice  communications  requirements. 

Your  resolution  of  this  issue  is  urgently  requested  so  that  the  FBI  and  the 
users  of  the  NCIC  system  may  go  forward  rapidly  with  planning  this  logical 
development  of  NCIC. 


February  1,  1974. 
Memorandum  for  the  Attorney  General 
Subject :  FBI  memorandum  re  NCIC  expansion. 

Question  presented. — The  question  presented  for  determination  herein  is 
whether  the  FBI  should  be  given  authority  to  expand  the  services  of  Its  Na- 
tional Crime  information  Center  (NCIC)  to  include  message  switching  for 
State  and  local  criminal  justice  agencies  pursuant  to  its  memorandum  dated 
January  15,  1974. 

Recommendation. — LEAA  recommends  that  the  requested  authority  to  the 
FBI  to  expand  NCIC  services  not  be  granted  by  the  Attorney  General.  LEAA 
believes  that  the  FBI  request  raises  substantial  issues  of  Federal-State  and 
Congressional  relations  and,  if  granted,  may  inhibit  the  development  of  useful 
technology  in  a  vital  area  of  criminal  justice. 

Background. — Should  the  request  of  the  FBI  be  granted,  NCIC  would  in  ef- 
fect pre-empt  the  message  switching  capabilities  of  the  National  Law  Enforce- 
ment Telecommunications  System  (NLETS)  and  other  systems  in  the  develop- 
ment stage. 

NCIC  is  a  national  index  and  network  for  the  State  law  enforcement 
information  systems  which  facilitiates  the  interstate  exchange  of  computerized 
criminal  history  records,  exchange  of  information  on  wanted  persons  and 
stolen  property. 

NLETS  system  is  a  non-profit  corporation  owned,  operated  and  managed  by 
State  and  lor>al  agencies  for  the  direct  exchange  of  administrative  message 
traffic  between  the  States  and  sub-elements  thereof,  it  allows  States  to  commu- 
nicate directly  with  one  another  without  going  through  any  national  data 
bank. 

It  would  be  uneconomical  to  maintain  two  competing  systems  in  message 
switching.  If  NCIC  were  to  enter  this  area  there  would  no  longer  be  a  need 
for  NLETS  to  exist. 
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Policy  Issues  Raised  by  the  FBI  Proposal: 

A.  Federal  Control  Over  Message  Switching  Would  be  Contrary  to  Principles 
of  Netv  Federalism.  For  the  FBI  to  pre-empt  an  important  State  and  local 
government  initiative  would  be  contrary  to  the  principles  of  new  federalism. 
This  area  of  criminal  justice  is  one  of  the  most  important  of  the  inherent  po- 
lice powers  of  the  several  States.  The  authority  and  scheme  of  assistance  es- 
tablished by  the  LEAA  legislation  vrould  indicate  that  Congress  intended  that 
these  activities  receive  Federal  aid  but  not  be  federally  controlled. 

Over  the  years  LEAA's  budget  submission  to  Congress   (FY  1971,  FY  1972, 
and  FY  1973)   have  requested  funds  for  the  development  and  improvement  of 
informations  systems  in  the  criminal  justice  disciplines.  Congress  has  consist- 
ently appropriated  money  in  this  area  for  State  and  local  use  through  LEAA 
grant  sources.  In  the  FY  1973  budget  submission,  emphasis  was  placed  on  the 
"promotion  of  efficient  exchanges  among  the  police,  court  and  corrections  ele- 
ments of  the  criminal  justice  systems."  The  FY  1974  budget  submission  stated : 
Law  enforcement  agencies  in  the  United  States  do  not    have  adequate  in- 
terstate telecommunications  facilities  for  the  exchange  of  information  vital 
to  their  effective  operations.   In  order  to  alleviate  this  situation,  a  two- 
pronged  program  was  begun  in  fiscal  1973.  The  first  part  of  the  program  is 
designed  to  provide  immediate  relief  by  upgrading  the  existing  national 
Law  Enforcement  Teletype  System   (NLETS).  The  second  phase  is  long- 
range  planning  for  a  more  sophisticated  capacious  and  fiexible  follow-on 
system.  This  second  phase  has  begun  with  a  project  to  determine  the  mag- 
nitude,  scope,   and  form  of  current  and   projected   user  information  ex- 
change requirements. 
In  our  FY  1975  budget  submission  we  request : 

An  increase  of  $1,000,000  is  required  to  continue  the  development  of  a 
National  Criminal  Justice  Telecommunications  System. 
Thus,  Congress  has  evinced  an  intent,  con.sistent  with  the  new  federalism  ap- 
proach, to  support  a  State-local  initiative  in  this  area. 

B.  Federal  Control  Over  Message  Sivitching  Would  be  Inconsistent  with  Se- 
curity and  Privacy  Considerations  at  this  time.  Given  the  current  climate  in 
the  Congress  respecting  security  and  privacy  and  current  concerns  with  the 
privacy  of  automated  records,  pre-emption  by  the  FBI  of  this  area  without 
State  and  local  concurrence  or  a  clear-cut  Congressional  mandate  to  the  FBI 
can  only  raise  in  the  minds  of  many  the  spectre  of  Federal  Domination  and 
control  of  a  primarily  State  and  local  criminal  justice  responsibility.  LEAA  be- 
lieves that  for  the  Attorney  General  to  commit  the  Department  to  FBI  pre-emp- 
tion prior  to  congressional  action  as  to  the  parameters  of  security  and  privacy 
legislation  in  the  criminal  justice  field  would  be  inappropriate. 

C.  Federal  Control  Over  Message  Switching  Would  be  Contrary  to  the  Prin- 
ciple of  State  and  Local  Government  Self -Sufficiency  and  Their  Possessing 
Their  Oicn  Capabilities  in  the  Criminal  Justice  Telecommunications  Field. 
LEAA  has  long  recognized  the  need  to  improve  the  capabilities  of  State  and 
local  law  enforcement  telecommunications  facilities  for  the  exchange  of  infor- 
mation vital  to  effective  operations  of  the  criminal  justice  community.  Message 
switching  must  cover  the  entire  criminal  justice  area  including  police,  courts, 
corrections,  research  and  development,  statistics,  narcotics,  parole,  juvenile  de- 
linquency, and  the  like.  It  is  questionable  whether  all  these  elements  of  the 
criminal  justice  system  would  want  to  join  an  FBI-controlled  operation.  More- 
over, FBI  pre-emption  over  message  .switching  at  this  time  may  well  inhibit 
the  development  of  usefTil  technology  in  this  vital  area. 

LEAA  has  contracted  with  the  Jet  Propulsion  Laboratory  (JPL)  to  develop 
the  "blueprint"  for  a  National  Telecommunications  System  for  State  and  local 
criminal  justice.  In  this  effort  JPL  is  working  with  an  advisory  board  made 
up  of  local.  State  and  Federal  criminal  justice  officials,  including  representa- 
tives of  the  FBI  and  the  President's  Office  of  Telecommunications  Policy.  This 
is  a  $500,000  study. 

It  is  LEAA's  position  that  any  final  disposition  of  this  matter  should  be 
made  only  after  consideration  of  the  JPL  report. 

Conclusion. — For  the  reasons  set  forth  herein  LEAA  requests  that  the  FBI 
request  be  denied. 

Donald  E.  Santarelli, 

Administrator. 
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Abbreviated  Minutes  of  a  Meeting  of  the  Board  of  Directors  of  the  National 
Law  Enforcement  Telecommunications  System,  January  15-17,  1974 

2.  NCIC  Comment  a: 

Norm  Stultz  and  Frank  Buell  of  the  FBI  were  in  attendance  at  the  meeting, 
representing  NCIC.  After  preliminary  remarks,  Frank  Buell  was  asked  to  ex- 
plain to  the  Board  of  Directors  what  their  thinking  was  with  respect  to  han- 
dling some  of  the  Federal  Agencies  through  the  NCIC  system. 

After  some  opening  comments,  Frank  stated  that  a  number  of  Federal  agen- 
cies already  had  terminals  accessing  the  NCIC  system.  Frank  asked  that  the 
Board  of  Directors  consider  allowing  NCIC  to  make  program  changes  to  allow 
the  Federal  agencies  to  continue  on  through  the  system  and  access  NLETS. 
The  particular  agencies  are:  Naval  Inve.stigating  Service,  Security  and  Law 
Enforcement  Unit  of  the  U.  S.  Marine  Corps,  the  U.  S.  Postal  Inspection  Serv- 
ice, Drug  Enforcement  Administration,  Office  of  Special  Investigations  of  the 
U.  S.  Air  Force,  the  U.  S.  Department  of  Justice,  Provost  Marshal  General 
(U.  S.  Army),  Bureau  of  Prisons,  V.  S.  Secret  Service,  I'.  S.  Marshal,  and  U.  S. 
Coast  Guard.  These  agencies  access  NCIC. 

Further  discussion  indicated  that  for  1974,  the  estimate  of  those  agencies 
jointly  was  that  they  would  have  about  11,427  messages  per  month  with  an  av- 
erage message  character  count  of  540  characters. 

After  much  discussion  on  the  subject,  the  Board  members  stated  that  it  is 
desirable  to  allow  other  Federal  Criminal  Justice  Agencies  to  access  NLETS 
via  the  NCIC  system,  but  not  be  mandatory.  The  following  mption  was  made 
by  Whitefoot  and  seconded  by  Hoffman  : 

The  Board  of  Directors  favors  the  concept  that  NCIC  serve  as  the  focal 
point  for  Federal  Criminal  Justice  message  input/output  to  the  NLETS 
system.  This  service  at  the  Federal  Government  level  to  be  a  mutually  co- 
operative effort  between  the  participating  Federal  agencies  and  all  admin- 
istrative matters  will  be  worked  out  between  them  and  NCIC.  Approval  of 
Federal  Criminal  Justice  System  users  through  this  arrangement  are  to  be 
consistent  with   the  constraints  of  existing  and   subsequent  LEAA  grant 
conditions. 
Sub.sequent  discussion  on  the  motion  revealed  each  of  the  Federal  agencies 
desiring  to  access  the  NLETS  system  through  NCIC  must  send  their  letter  of 
request    to    President    Allen    asking    to    become    a    participating    meml)er    of 
NLETS.  This  in  accordance  with  the  Constitution  and  By-Laws  ( revised ) . 

After  approval  by  the  Board  of  Directors,  the  request  will  then  be  for- 
warded to  LEAA  for  their  comments  and  approval  (in  accordance  with  special 
grant  conditions).  Upon  approval  of  the  Board  of  Directors  and  LEAA,  the 
Federal  agencies  can  then  become  participating  members  in  the  NLETS  system 
at  the  standard  monthly  rate  voted  upon  by  the  Board  of  Directors. 
The  motion  was  approved  unanimously. 


Correspondence  with  C.  J.  Beddome,  Executive  Director,  National  Law 
Enforcement  Telecommunications  Systems,  Inc. 

National  Law  Enforcement  Telecommunications  Systems,  Inc., 

Phoenix,  Ariz.  February  25, 1974. 

Re  Your  request  for  clarification  of  the  minutes  of  NLETS  Board  of  Directors 
meeting,  January  15-17,  1974. 

Mr.  Frank  B.  Buell, 
Federal  Bureau  of  Investigation, 
U.S.  Department  of  Justice, 
Washington,  D.C. 

I  have  discussed  the  matter  with  Mr.  Bernard  Flood  and  gone  back  over  the 
tapes  made  at  the  meeting  to  arrive  at  the  same  conclusion  as  reported  in  the 
minutes  and  as  reported  to  the  recent  NCIC  Policy  Advisory  Board  in  Wash- 
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ington.   D.   C.  The  NLETS   User's  Guide,   Section  1,   pages  1-1   through   1-27 
covers  this  matter.  (See  page  1-24,. Section  1.4.4.) 

The  Board  of  Directors  of  the  National  Law  Enforcement  Telecommuni- 
cations Systems,  Inc.  wisely  sees  the  need  to  develop  NLETS  to  its  greatest 
capability  at  a  rapid  rate.  That  philosophy  was  one  of  the  reasons  LEAA  ad- 
vanced funds  to  us  to  upgrade  the  system. 

We  cannot  do  that  by  offering  "free"  communications  services  to  anyone. 
The  position  taken  at  the  Phoenix  meeting  is  to  disregard  the  manner  by 
which  any  user  gets  to  the  Phoenix  switch.  The  fee  of  $613.04  or  their  line 
charges,  whichever  is  greater,  is  to  provide  access  to  all  users  of  the  system  at 
a  fair  and  equitable  rate. 

We  cannot  long  survive  as  a  cohesive  system  providing  good  message  service 
and  access  to  the  rapidly  developing  data  bases  maintained  in  the  several 
states  if  those  states  or  agencies  connected  to  the  system  "free"  by  some  other 
agency's  line  truly  take  a  free  ride  at  the  expense  of  some  of  the  other  states. 

Frank,  as  you  know,  the  LEAA  grant  pays  a  large  share  of  the  system  ex- 
pense initially,  but  LEAA  isn't  going  to  be  there  for  us  to  lean  on  forever.  In 
fact,  we  want  to  become  less  dependent  day  by  day.  We  can't  expect  to  use 
LEAA  funds  to  enhance  the  Federal  agencies  that  wish  to  join  the  system,  so 
they  must  pay  a  fair  share  to  utilize  it. 

Letters  are  being  sent  to  all  requesting  Federal  agencies  to  this  effect.  Addi- 
tionally, the  NLETS  President  is  sending  a  similar  letter  to  Puerto  Rico, 
Alaska,  and  Hawaii. 

Major  C.  J.  Beddome, 

Executive  Director. 


National  Law  Enforcement  Telecommunications  Systems,  Inc., 

Phoenix,  Ariz.,  February  11,  1974. 
Mr.  S.  S.  AsHTON,  Jr., 
Communications  Specialist, 

National  Criminal  Justice  Information  and  Statistics  Service. 
Law  Enforcement  Assistance  Administration, 
U.S.  Department  of  Justice, 
Washington,  D.C. 

Dear  Mr.  Ashton  :  On  February  1  the  "old  NLETS"  was  history  and  the 
new  era  was  here.  A  new  Director  and  more  importantly  a  new  system. 

Just  as  our  cut  over  date  of  December  24,  1973  caused  some  anxious  mo- 
ments so  did  this  one.  However,  everyone  of  the  states  came  up  on  schedule. 
Some  faltered  a  little  and  some  still  have  a  few  faltering  moments. 

The  attached  list  is  a  status  report  of  the  states  directly  interfaced  to  our 
hardware  at  the  Phoenix  switching  center.  You  will  note  Alaska,  Hawaii  and 
Puerto  Rico  missing  because  they  come  to  us  via  NCIC.  But  we  are  talking  to 
them  for  the  first;  time. 

There  are  fourteen  high  speed  line  interfaces,  three  low  speed  computer 
connections  and  the  balance  are  150  baud  lines  to  model  37  teletypewriter  ma- 
chines. 

You  will  note  that  there  are  more  than  twenty  states  that  plan  to  upgrade 
their  service  before  1974  is  over.  Truly  remarkable  increases  in  self  sufficiency 
when  LEAA  can  help  us  over  the  toughest  hurdle;  the  computers  necessary 
to  make  it  all  happen. 

The  States  must  feel  really  proud  of  their  accomplishments  now  that  they 
can  see  how  much  more  service  they  can  render  to  their  local  communities  and 
other  criminal  justice  components. 

Thank  you  for  helping  make  it  all  come  about. 
Sincerely, 

C.  J.  Beddome, 
Executive  Director. 
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state 


Desig- 
nator 


Line  speed 
(BAVD) 


Termination   Interface        Data  base       Remarks 


Alabama AL 

Arizona AZ 

Arkansas AR 

California. CA 

Colorado CO 

Connecticut _ CT 

Delaware DE 

District  of  Columbia DC 

Florida FL 

Georgia GA 

Idaho ID 

Illinois IL 

Indiana IN 

I owa lA 

Kansas KS 

Kentucky... KY 

Louisiana LA 

Maine. _.  ME 

Maryland. MD 

Massachusetts MA 

Michigan Ml 

Minnesota MN 

Missouri MO 

Mississippi MS 

Monta na MT 

Nebraska. NB 

Nevada _  NV 

New  Hampshire NH 

New  Jersey... NJ 

New  Mexico NM 

New  York NY 

North  Carolina _  NC 

North  Dakota _ ND 

Ohio ---  OH 

Oklahoma OK 

Oregon OR 

Pennsylvania.. PA 

Rhode  Island Rl 

South  Carolina SC 

South  Dakota SD 

Ten  nessee TN 

Texas TX 

Utah UT 

Vermont ..  _ VT 

Virginia VA 

Washington WA 

West  Virginia WV 

Wisconsin . ._ Wl 

Wyoming.. WY 

FBI FB 


150 

37  TTY...  . 

Plan- 

2,400 
150 

Computer.. 
37TTY 

ALETS... 

..  None 

February 
1974. 

150 

...do 

.  Plan-mid- 

150 

..  do    -. 

year. 
H/S  May  1974 

2,400 

Computer.. 
37  TTY 

Collect... 

150 

H/S  1974 

150 

..  do 

Do. 

?,40n 

Computer.. 

...do 

37  TTY 

FCIC 

GCIC 

..  None 

?  400 

150 

2,400 

Computer.. 

...do. 

37  TTY 

LEADS... 

2,400 

IDACS... 

15C 

H/S  1974. 

2,400 

Computer. . 
37  TTY 

KLETS... 

150 

150 

..  do 

.  H/S  1974. 

150 

..do 
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April  26,  1974. 
Re  meeting  with  Clarence  M.  Kelley  of  the  FBI 

CoL  John  R.  Plants, 
Director,  Michigan  State  Police, 
llJf  South  Harrison  Road, 
East  Lansing,  Mich. 

On  Friday,  April  5,  1974.  I  met  with  FBI  Director  Clarence  M.  Kelley  to 
discuss  the  "future  roles  of  the  FBI  and  NLETS  in  a  criminal  justice  communi- 
cations "world." 

Paramount  in  my  mind  was  the  ever  recurring  comments  that  the  FBI 
wanted  to  "take  over"  XLETS.  There  were  also  two  or  three  other  less  vola- 
tile items  involved  in  our  discussion. 
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Mr.  Kelley  was  a  most  gracious  host  and  we  had  a  good,  private  and  very 
candid  conversation.  He  felt  his  interest  in  message  switching  stemmed  from 
the  bygone  days  when  NLETS  wasn't  adequately  doing  its  job.  He  also  felt 
like  his  efforts  were  at  the  behest  of  the  state  and  local  governments.  Now 
that  he  has  been  apprised  of  the  pride  factor  from  the  states  for  creating, 
with  LEAA  help,  a  very  capable  system  with  lots  of  expansion  capability,  he 
will  abandon  his  former  efforts.  I  told  him  my  instructions  had  been  to  tell 
every  one  that  asked  that  the  states  did  not  want  to  relinquish  control  of  their 
interstate  criminal  justice  ctmimunications.  The  FBI  is  only  going  to  concern 
itself  with  the  message  switching  that  related  to  NCIC  matters. 

Director  Kelley  said  he  intends  to  respond  to  the  letters  he  had  received 
that  were  generated   by  the  lACP  concern  about  this  matter. 

This  subject  was  discussed  briefly  in  the  last  edition  of  the  NLETS  Newslet- 
ter. 

C.  J.  Beddome, 
Executive  Director. 


International  Association  of  Chiefs  of  Police,  Inc., 

Gaithersbiirg,  Md,  March  12, 1974. 
Mr.  Patrick  J.  Rygh, 

NALECOM  Project  Manager,  Civil  f^y.^tcms  Program  Office,  Jet  Propulsion  Lab- 
oratory, California  Institute  of  Technology,  4800  Oak  Grove  Drive,  Pasadena, 
Calif. 

Dear  Mr.  Rygh  :  As  you  may  by  now  have  come  to  understand  my  technical 
weakness  in  matters  relating  to  electronic  communications  you  should  also, 
then,  understand  and  perhaps  forgive,  the  emergence  of  this  weakness  in  my 
response  to  your  technical  questions. 

On  the  other  hand  my  understanding  and  interest  in  the  more  earthy  ques- 
tions implicit  in  the  technology  of  communications,  how  they  are  managed,  for 
whom  and  to  what  end  purpose,  exposes  to  view  an  even  greater  defect  in  my 
character.  In  these  matters  I  am.  most  immodestly,  superb. 

In  the  end  I  will  be  responsive  to  the  questions  posed  in  your  letter.  For 
now  I  would  like  to  focus  some  attention  on  questions  that  ought  to  precede 
network  decisions  and  design/technical  arguments. 

My  main  interests  are  in  the  area  of  systems  management  and  control — who 
holds  the  tiller  and  who  tells  whom  when  to  pull. 

Behind  this  question  lurks  the  issues  of  federalism  vs  states  rights,  individ- 
ual right.s,  national  police  systems  (at  first  only  a  coordinating  function,  of 
course)  ;  the  centralization  of  : 

a.  Information. 

b.  Information  transfer. 

c.  Policy  making. 

d.  And  therefore,  power. 

There  is  no  question  in  my  mind  regarding  the  need  for  an  effective  national 
information  transfer  capability,  a  central  source  of  current  criminal  data,  a 
central  body  for  the  management  of  such  systems.  My  question  is  how  to  have 
these  things  without  making  slaves  of  the  users,  how  to  have  these  tools  and 
assure  beyond  any  doubt  that  it  will  be  the  user  who  establishes  and  enforces 
operating  policy,  who  establishes  and  audits  procedures,  who  initiates  changes 
and  alters  the  .system  to  suit  their  needs  and  no  other. 

This  suggests  to  me  the  creation  of  an  entity  (corporate  or  other)  made  up 
of  user  delegates,  supported  by  user  funds  and  completely  independent  of  any 
single  federal,  state  or  local  government  authority.  And  I  don't  mean  the 
lACP. 

Given  this  kind  of  a  management  and  control  environment  the  technical 
questions,  to  me  at  least,  become  much  easier ;  all  of  which  is  to  say  I  don't 
want  any  network  until  I  know  who  will  be  in  control  of  it. 

Now  then,  I  will  take  the  false  assumption  that  the  main  actors  in  this  ef- 
fort are  going  to  create  such  an  environment  for  user  control  and  discharge 
my  responsibilities  as  a  member  of  the  "Steering  Committee." 

A.  With  regard  to  the  question  of  policy — 

1.  System  AccountaMlity. — It  is  inconceivable  to  me  that  any  "national  com- 
munications system"  could  disregard  established  national  policy  in  any  matter 
which  is  system  related.  Disagree,  yes;  work  to  alter  such  policy,  yes;  ignore 
it,  never. 
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While  some  aspects  of  the  emerging  "national  policy"  are  unacceptable  and  a 
hindrance  to  effective  policing,  the  basic  concept  seems  fair  enough  and  must 
be  a  design  consideration. 

The  NALECOM  system  must  maintain  a  healthy  interest  in  the  concept  of 
self  policing,  in  answering  for  its  violation  of  sound  policy,  fairly  established. 
To  set  aside  the  difficulties  created  in  such  a  posture  by  simply  saying  we  will 
be  a  "transparent"  system'  has  got  to  be  the  cop-out  of  the  century.  It  would 
be  analogous  to  streaking  in  the  FBI  headquarters  building  and  not  being  no- 
ticed. 

The  system  is  so  critical  to  both  good  law  enforcement  and  the  freedom  of 
men  that  it  must  be  designed  to  be  responsible — to  be  as  tight  and  leak  proof 
as  possible.  It  must  contain  internalized  audit  and  control  mechanisms  that 
can  be  subverted  only  by  the  mafia. 

The  whimsical  argument  that  the  de.sired  information  can  be  purchased  for 
five  dollars  from  the  local  police  records  clerk  is  quaint  and  probably  some- 
times true.  But  to  use  such  an  argument  to  set  aside  a  responsibility  of  such 
enormity  is  to  suggest  that  since  there  is  corruption  and  weakness  in  all  peo- 
ple we  ought  not  to  expect,  or  look  for,  integrity  in  high  and  responsible 
officials. 

2.  Video  Capability. — I  can  visualize  a  number  of  advantages  in  such  a  ca- 
pability when  visual  transmission  can  l»e  '"captured"  by  a  receiver  in  sufficient 
resolution,  stored  and  reproducetl. 

a.  Single  or  multiple  fingerprint  impressions. 

b.  Tool  marks  and  striations,  etc. 

c.  Questioned  documents. 

d.  Pictures  of  bad  people. 

e.  Clandestine  tactical  equipment,  diagrams,  etc. 

f.  And  I'm  certain,  others. 

3.  Intranstate  Capability. — I  cannot  honestly  think  of  a  good  reason  to 
worry  about  intra-state  communications  supplements. 

4.  As  Regards  Network  Concepts. — I  lean  hard  toward  a  single  switching 
center,  optimally  located,  using  land  lines.  This  leaning  would  be  abruptly  al- 
tered if  it  was  not  managed  and  controlled  by  the  users. 

Second  to  that,  for  reasons  of  physical  flexibility  in  the  "star"  systems  asso- 
ciated with  it,  the  three  regions  land  line  concept  pleases  me.  Again,  since  I 
have  said  "the  streams  of  the  mountains  please  me  more  than  the  sea"  I 
would  again  add  my  user  management  caution. 

Finally,  the  very  thought  of  a  satellite  system  puts  me  in  orbit,  and  the  sug- 
gestion that  we  transmit  criminal  data  in  commercially  controlled  systems 
(packet  ,switching)  makes  me  twitch  all  over. 

To  conclude,  as  though  it  were  not  enough  that  I  have  reduced  these  here- 
sies to  writing,  I  will  go  further  and  destroy  myself  professionally  by  making 
distribution  to  the  members  of  the  "Steering  Committee". 

Sincerely, 

R.  Dean  Smith, 
Director,  Professional  Standards  Division. 


RoBEBT  L.  Mabx, 
Sunnyvale,  Calif.,  April  24, 1974. 

Project  Activitt  Report  #14 

jet  propulsion  laboratories 

During  this  reporting  period  a  memorandum  was  delivered  from  NCJISS  to 
the  LEAA  administration  concerning  the  future  directions  of  the  JPL  project. 
In  summary,  this  memorandum  pointed  out  the  absence  of  any  documented  re- 
quirement for  real  time  video  in  the  NALECOM  network  and  the  resulting 
conclusion  that  a  satellite  configuration  could  not  be  economically  justified. 
NCJISS  indicated  its  intention,  unless  overriding  guidance  was  received  from 
thie  administration,  to  direct  JPL  to  proceed  toward  detailed  design  of  a 
terrestrial  network  including  two  or  three  switches.  Implicit  in  these  directions 
is  the  intention  of  JPL  to  size  one  of  the  switches  to  handle  the  entire  identi- 
fied 1983  telecommunications  load  so  that  satellite  communications,  if  later 
found  to  be  appropriate,  could  be  put  on  at  reasonable  cost.  The  memorandum 
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also  Indicated  that  procurement  of  the  NALECOM  network  could  not  proceed 
until  the  network  could  be  economically  justified,  the  video  (satellite)  issue 
was  finally  settled,  and  a  management  agency  for  NALECOM  was  selected. 

Work  has  already  begun  on  the  problem  of  economic  justification  (if  any) 
for  the  NALECOM  configuration.  Using  the  analytical  programs  developed  ear- 
lier, JPL  is  modeling  three  configurations : 

a.  An  optimum  network  with  a  single  switch  at  Washington,  D.  C.  to  han- 
dle the  projected  NCIC  workload  ; 

b.  an  optimized  one  region  network  with  a  switch  at  Phoenix,  to  handle 
the  projected  NLETS  workload ; 

c.  a  single  network  with  a  switch  at  Phoenix  and  a  second  switch  at  an 
eastern  location  to  handle  the  combined  NCIC/NLETS  workload. 

For  each  of  these  network  configurations,  the  lines  and  modem  costs  will  be 
calculated.  It  is  probable  that  the  line/modem  cost  for  alternative  (c)  will  be 
lower  than  the  sum  of  alternatives  (a)  and  (b).  The  extent  to  which  this  line 
cost  saving  can  be  achieved  through  investment  in  new  switching  equipment 
can  then  be  calculated  on  a  standard  "return  on  investment"  basis.  Note  that 
the  analysis  at  this  point  is  simplistic,  since  reduction  of  staff,  duplicate  com- 
munications handlers  at  state  ports,  extra  disk  and  core  requirements  at  state 
ports,  and  other  costs  favorable  to  consolidation  have  been  excluded.  Thus  the 
results  of  this  initial  analysis  will  be  conservative  (i.e.  biased  toward  favoring 
two  systems  rather  than  a  single  integrated  system). 

JPL  is  now  preparing  for  a  presentation  to  the  VIP  group  scheduled  for  2 
May  1974  in  Pasadena.  NCJISS  has  already  taken  all  appropriate  actions  to 
insure  that  JPL  "know  the  score"  before  that  meeting  takes  place.  I  believe 
that  all  of  us  have  done  as  much  as  we  could  to  present  to  the  decision  mak- 
ers the  technical,  technological,  and  economic  underpinnings  for  a  sound  deci- 
sion concerning  system  configuration.  We  must  now  wait  for  the  nontechnical, 
non  technological,  noneconomic  factors  to  be  added  into  the  equation,  before  a 
final  configuration  is  selected. 

NLETS 

During  this  reporting  period  Action  Communication  Systems  completed  the 
NLETS  reliability  test,  finishing  the  30  days  test  period  with  an  availability 
score  above  the  .99  required  by  the  contract.  This  phase  of  equipment  accept- 
ance is  now  completed. 

ACS  has  submitted  a  document  purporting  to  present  the  growth  potential  of 
the  system.  This  document  indicates  an  increase  in  system  capacity  to  a  figure 
ten  times  the  current  throughout.  The  documentation  is  not  adequate  for  a 
thorough  evaluation  of  the  ACS  plans  for  growth.  More  work  will  be  con- 
ducted before  acceptance  of  this  growth  plan  as  part  of  the  present  contract. 
The  question  of  eventual  NLETS  growth  potential,  of  course,  becomes  impor- 
tant if  we  consider  NLETS  as  part  of  NALECOM.  In  such  a  case,  at  least  a 
factor  of  ten  improvement  over  the  present  performance  will  be  required,  prob- 
ably more. 

NLETS  staff  is  busy  preparing  for  the  combined  NLETS/APCO  meeting 
during  May. 

INTERSTATE  ORGANIZED  CRIME  INDEX 

During  this  reporting  period  I  received  a  copy  of  the  lOCI  evaluation  report 
conducted  for  CCTRF  by  Arthur  Young  and  Company.  With  some  difficulty  I 
will  restrain  my  comments  to  those  directly  impacting  on  the  eventual  NALE- 
COM network  (or  any  other  law  enforcement  telecommunications  system). 

Arthur  Young  makes  the  point  that  costs  would  be  lower  using  a  dedicated 
low  speed  system  than  using  the  NLETS  network.  This  seems  impossible,  since 
one  does  not  reduce  costs  by  laying  additional  lines.  Some  explanation  of  the 
logic  behind  this  statement  should  be  solicited  from  Arthur  Young  before  a  du- 
plicate network  is  allowed. 

Arthur  Young  indicates  that  NLETS  would  be  more  expensive  than  a  dedi- 
cated system  because  scramblers  would  be  required  on  the  NLETS  network 
whereas  scramblers  would  not  be  required  on  a  separate  lOCI  network.  This 
seems  to  suggest  that  the  major  security  threat  to  lOCI  information  lies  at 
the  state  telecommunications  terminals  through  which  the  lOCI  information 
would  pass  in  the  NLETS  configuration.  I  doubt  that  this  is  the  case.  The 
major  threat,  if  one  exists,  more  likely  exists  at  telephone  company  exchange 
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locations  and  other  positions  outside  of  criminal  justice  agency  facilities.  If 
scramblers  are  not  needed  to  protect  against  that  threat,  I  question  whether 
they  can  be  justified  on  the  NLETS  network,  in  which  case  a  major  argument 
against  lOCI  joining  NLETS  collapses. 

Arthur  Young  indicates  that  the  "store  and  forward"  message  switching  en- 
vironment of  NLETS  hurts  the  user  authentication  procedure  thereby  making 
NLETS  undesirable  as  a  telecommunication  system.  I  agree  that  the  procedure 
utilized  during  the  lOCI  prototype  demonstration  would  not  be  particularly 
successful  in  a  store  and  forward  environment.  An  operational  authentication 
procedure  would  have  to  be  designed  from  scratch  anyway,  so  it  seems  just  as 
easy  to  require  as  a  design  restraint  the  ability  to  operate  in  a  store  and  for- 
ward environment.  There  are  several  such  authentication  procedures  which 
could  be  used,  thereby  removing  another  obstacle  to  participation  in  NLETS. 

Arthur  Young  indicates  that  a  store  and  forward  movement  hurts  the  re- 
.sponse  time  for  lOCI  traffic.  There  is  no  doubt  that  store  and  forward  is  some- 
times slower  than  circuit  switching  or  direct  hookup  configurations.  The 
NLETS  network  might  add  an  extra  three  or  four  seconds  response  time  to 
the  final  lOCI  terminal  user.  I  doubt  that  any  operational  case  can  be  made 
that  this  three  or  four  second  delay  severely  limits  the  ability  of  law  enforce- 
ment to  counter  the  threat  of  organized  crime  to  the  security  of  the  United 
States. 

MISCELLANEOUS  COMMENTS 

In  the  next  six  or  nine  months  essentially  all  of  the  states  with  near  term 
plans  for  computer  interfaces  to  NLETS/NCIC  will  have  accomplished  such 
interfaces.  This  will  leave  several  states  (mostly  smaller  ones)  with  no  current 
or  anticipated  plans  for  such  computerized  interface.  It  has  become  clear 
through  the  analytical  work  of  JPL  that  2400  BPS  lines  si-zn'ficantly  decrease 
the  response  time.  In  addition,  standardization  at  a  2400  BPS  minimum  inter- 
face to  states  would  simplify  the  configuration  of  all  telecommunication  sys- 
tems. Therefore,  it  seems  to  me  that  some  thought  should  be  given  in  the 
fairly  near  future  to  establishing  a  separate  NCJISS  program  for  the  develop- 
ment of  a  low  cost,  standardized,  low  capability  electronic  interface  for  place- 
ment in  these  small  states.  Microcomputer  technology  is  probably  available 
today  which  could  provide  such  a  unit  at  acceptably  low  cost. 


Correspondence  from  Clay  T.  Whitehead.  Director,  Office  of  Telecommunica- 
tions Policif.  to  William  B.  Saxbe,  Attorney  General  of  the  United  States, 
March  4,  1974 

Office  of  Telecommunications  Policy, 

Executive  Office  of  the  President, 

Washington,  D.C.,  March  4,  1974. 
Hon.  William  B.  Saxbe, 
The  Attorney  General, 
Washington,  D.C. 

Dear  Mr.  Attorney  General  :  I  understand  that  the  Federal  Bureau  of  In- 
vestigation has  requested  your  approval  to  change  the  National  Crime  Infor- 
mation Center  from  an  information  inquiry  system  to  an  expanded  system  for 
local  and  interstate  communications  in  which  the  FBI  would  provide  State 
and  local  criminal  justice  message  switching  services. 

The  FBI  request  has  broad  implications  in  the  area  of  national  telecommu- 
nications policy.  In  particular,  it  raises  questions  regarding  the  extent  to  which 
the  Federal  Government  should  provide  telecommunications  services  designed 
primarily  to  satisfy  the  needs  of  State  and  local  missions. 

Moreover,  the  request  involves  the  relationship  of  State  and  local  informa- 
tion systems  to  Federal  systems,  a  matter  of  concern  to  the  Domestic  Council 
Committee  on  Privacy.  It  is  possible  that  the  FBI  proposal  could  result  in  the 
absorption  of  State  and  local  criminal  data  systems  into  a  nationwide.  Feder- 
ally controlled  communications  and  computer  information  system. 

I  would  welcome  the  opportunity  to  meet  with  you  and  explore  this  matter 
prior  to  your  acting  on  the  FBI  request. 
Sincerely, 

Clay  T.  Whitehead. 
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Statement    by    John    Eger,    Deputy    Director,    Office    of    Telecommutucationa 

Policy,  May  7,  1974 

In  1947,  the  Indiana  legislature  passed  a  resolution  reaffirming  their  strong 
belief  in  State  sovereignty.  They  had  this  to  say  about  a  distant  but  dominat- 
ing bureaucracy  in  Washington : 

We  are  fed  up  with  subsidies,  doles  and  paternalism.  We  are  no  one's 
stepchild.  We  have  grown  up  .  .  .  We  want  government  to  come  home. 

Through  your  efforts,  we  have  in  1974  the  communications  offspring  of  that 
kind  of  thinking.  We  have  National  LETS,  'Nine-one-one'  and  a  host  of  similar 
systems  and  services  because,  as  State  and  local  leaders,  you  put  your  heads 
together,  pooled  your  resources  and  came  up  with  common  solutions  to  com- 
mon problems.  And  you  did  all  this  without  ignoring  the  uniqueness  of  each 
State's  and  each  locality's  needs  and  without  submitting  yourselves  to  an  un- 
restrained Federal  si)onsorship.  For  this  I  applaud  you. 

Your  efforts  are  particularly  encouraging  to  me  because  you  have  shown 
that  the  real  strength  of  this  Nation  still  exists  at  the  State  and  local  level. 
You  have  shown  that  the  New  Federalism  is  a  viable  concept  and  that  the 
thrust  of  this  Administration's  policies  should  continue  to  promote  the  return 
of  power  to  State  and  local  authorities  who  are  closest  to  the  problems  that 
beset  our  country.  I  hope  you  share  with  me  the  axiom,  that  the  best  govern- 
ment is  still  the  government  closest  to  the  people. 

I  would  like  to  speak  today  about  the  OTP  commitment  to  the  New  Federal- 
ism and  what  that  means  for  the  systems  and  services  which  you  are  develop- 
ing and  ultimately  for  the  people  whom  you  serve. 

Before  getting  into  the  particulars  of  our  State-Federal  activities,  let  me  say 
a  few  words  about  the  broader  role  of  OTP.  For  it  is  this  broader  role,  in  the 
final  analysis,  which  will  allow  OTP  to  have  a  constructive  and  proper  impact 
upon  your  jjresent  and,  more  importantly,  your  future  relations  with  the  Fed- 
eral Government  in  the  area  of  connnunications. 

Before  1970,  no  agency  within  the  Federal  Government  had  the  charter  or 
the  resources  to  identify  the  full  range  of  choices,  which  this  Nation  faces  in 
communications. 

Before  1970,  no  agency  had  the  clout  to  coordinate,  on  behalf  of  the  Presi- 
dent, the  activities  of  the  Executive  Branch  which  affect  these  choices.  Accord- 
ingly, President  Nixon  established  the  Office  of  Telecommunications  Policy  four 
years  ago  to  fill  that  void. 

OTP  was  given  essentially  three  responsibilities.  First,  we  were  asked  to 
serve  as  the  President's  principal  advisor  for  policies  relating  to  electronic 
communications.  Second,  we  were  given  responsibility  for  the  formulation  of 
policies  and  the  coordination  of  the  Federal  Government's  own  vast  complex  of 
communications  systems.  And  finally,  we  became  responsible  for  giving  the  Ex- 
ecutive Branch  a  clearer  voice  in  discussions  on  communications  policy  with 
the  Congress,  the  Federal  Communications  Commission,  and  the  public.  In  ad- 
dition to  these  general  policy  responsibilities,  OTP  manages  the  portion  of 
radio  frequency  spectrum  used  by  the  Federal  Government  and  maintains 
readiness  to  exercise  the  war  emergency  powers  of  the  President  to  ensure  the 
necessary  communications  .support  required  during  a  time  of  national  crisis. 

Central  to  all  of  these  roles  of  OTP  are  these  key  points :  we  are  not  a  line 
agency  ;  we  operate  no  systems  of  our  own ;  our  charter  carries  us  across  all 
boundaries  within  the  Executive  Branch.  What  this  means  for  NLETS  and 
APCO  and  other  Stat^  and  local  organizations  is  that  we  have  no  vested  inter- 
est to  stand  in  our  way,  indeed  to  stand  in  your  way,  of  representing  your 
views  fairly  before  the  various  Federal  agencies. 

The  initial  test  of  OTP's  commitment  to  curb  Federal  involvement  in  State 
and  local  communications  systems  was  presented  by  'Nine-one-one'.  When  this 
issue  came  to  our  attention,  there  were  questions  about  how  strongly  a  'Nine- 
one-one'  concept  should  be  supported,  about  which  version  of  the  'Nine-one-one' 
concept  should  be  supported  and  about  what  role  the  Federal  Government 
should  play  in  funding  and  implementing  nationwide  'Nine-one-one'  service. 

Our  first  step  was  to  go  to  the  communities  where  'Nine-one-one'  already 
was  in.stalled.  There  we  consulted  with  local  telephone  companies  and  law  en- 
forcement and  public  safety  officials.  We  also  sought  the  views  of  several  Fed- 
eral agencies.  What  resulted  is  a  policy  which  does  more  than  simply  encour- 
age nationwide  implementation  of  'Nine-one-one'  as  the  universal  emergency 
telephone  number.  The  real  significance  of  the  policy  is  that  the  decisions  to 
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implement  'Nine-one-one'  must  be  made  at  the  State  or  local  level  of  govern- 
ment. We  also  determined  that  the  Federal  Government  should  not  earmark 
funds  for  implementing  and  operating  'Nine-one-one'  on  a    national  scale. 

Let  me  assure  you  that  this  was  not  the  easiest  position  to  take.  An  alterna- 
tive position  which  called  for  massive  amounts  of  Federal  money  would  have 
gained  from  the  outset  a  much  broader  base  of  support.  And,  in  fact,  Federal 
muscle  probably  could  move  the  American  people  closer  to  a  national  'Nine- 
one-one'  service,  and  do  it  with  less  expense  and  in  a  shorter  period  of  time 
than  with  a  State  and  local  approach.  "Why  then,  with  the  public  benefits  well 
understood  and  much  needed,  did  we  opt  for  limited  Federal  funding? 

The  limitations  of  legitimate  Federal  authority  dictate  that  no  communica- 
tions system  intended  to  serve  a  State  and  local  law  enforcement  community 
should  be  controlled  by  a  Federal  agency  or  regulated  by  a  Federal  board.  But 
Federal  funding  and  Federal  control  have  a  long  history  unfortunately  of 
meaning  the  same  thing.  For  this  reason,  especially  when  the  ultimate  control 
of  the  communications  systems  and  services  must  rest  with  you,  as  the  prime 
users,  the  nature  of  Federal  funding  must  be  carefully  qualified. 

I  don't  want  to  leave  you  with  the  impression  that  we  are  opposed  to  all 
forms  of  Federal  funding.  When  new  communications  services  clearly  have  na- 
tional implications,  the  Federal  Government  has  an  obligation  to  participate  as 
a  partner  with  State  and  local  governments,  by  providing  a  direction  for  the 
further  development  of  these  services.  However,  what  we  are  basically  at- 
tempting to  do  is  limit  the  potential  dangers  of  Federal  control  of  these  sys- 
tems and  services  by  channeling  Federal  funds  into  pilot  programs  and  devel- 
opment efforts  rather  than  actual  operations. 

A  related  policy  issue,  which  reflects  this  funding  philosophy  in  general,  and 
its  relevance  of  'Nine-one-one'  in  particular,  involves  the  communications 
support  necessary  for  effective  delivery  of  emergency  medical  services.  OTP  en- 
courages the  use  of  funds  which  will  be  available  as  a  result  of  the  Emer- 
gency Medical  Services  Systems  Act,  signed  by  President  Nixon  in  November 
1973.  As  you  may  know,  the  EMS  legislation  provides  that  emergency  medical 
services  should  be  supported  by  a  'Nine-one-one'  system  and  part  of  the  funds 
allocated  for  the  total  EMS  system  could  be  used  for  the  establishment,  but 
not  the  on-going  operation,  of  the  'Nine-one-one'  communications  component. 

'Nine-one-one'  and  Federal  funding  were  not  the  only  considerations  for 
EMS.  In  fact,  the  largest  impediment  to  providing  these  services  was  the  lim- 
ited amount  of  radio  spectrum  allocated  by  the  FCC.  In  1P73  OTP  developed  a 
plan  which  we  submitted  to  the  FCC  and  which,  when  Implemented,  will  result 
in  a  major  expansion  of  frequencies,  standardized  across  the  country  for  maxi- 
mum efficiency.  This  will  permit  improved  emergency  communications  among 
ambulances,  medical  personnel  and  hospital  facilities  and  will  allow  for  com- 
patibility among  neighboring  jurisdictions.  The  public  benefit  to  come  from  na- 
tionwide use  of  emergency  medical  services  is  easily  recognized.  But  the  bene- 
fits to  come  from  these  services,  as  with  'Nine-one-one'  should  be  measured 
only  in  terms  of  how  responsive  they  are  to  local  needs. 

But  now  we  come  to  National  LETS,  clearly  a  system  serving  all  the  States 
simultaneously.  Should  the  reasons  which  guided  our  earlier  policies  be 
replaced?  Should  we  now  adopt  a  new  and  different  policy  which  justifies  a 
Federally  controlled,  national  network?  Should  we  do  it  because  the  Federal 
Government  could  operate  it  more  efficiently  and  economically? 

The  answer  is  no  and  the  explanation,  stripi>ed  of  all  the  rhetoric,  is  quite 
simple.  The  National  LETS  experiment  has  worked  precisely  because,  I  be- 
lieve, it  has  been  a  volunteer,  cooperative  State-to-State,  user-to-user  system 
based  on  the  mutual  respect  of  members  of  a  non-Federal  law  enforcement 
community.  The  decision  to  participate  is  made  by  each  State  or  locality  and 
should  remain  that  way  since  the  primary  purpose  of  the  system  is  to  benefit 
you.  The  Federal  Government  should  not  flirt  with  the  temptation  to  control 
such  a  service  by  offering  it  as  an  adjunct  to  its  ovm  systems — and  here  I  am 
talking  about  a  proposal  by  the  FBI  to  incorporate  the  functions  of  NLETS 
into  its  National  Crime  Information  Center.  On  the  one  hand,  we  must  face 
the  fact  that  Federal  crimes  are  committed  in  this  country,  that  crime  is  not 
restricted  by  State  or  geographical  boundaries.  Unquestionably,  therefore,  the 
FBI  has  a  valid  role  in  law  enforcement  telecommunications  planning.  But 
how  is  this  role  to  be  defined,  particularly  with  regard  to  national  networks 
and  information  systems  that  cut  across  State  and  local  boundaries?  And  what 
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of  the  individual's  right  to  privacy?  Such  an  amalgamation  of  local,  State  and 
interstate  communications  networks  has  broad  implications  in  the  area  of  na- 
tional telecommunications  iJolicy.  Clay  Whitehead,  the  director  of  OTP,  raised 
this  issue  with  Attorney  General  William  Saxbe  recently  and  has  submitted 
his  views.  This  proposal  is  a  matter  of  utmost  concern  to  the  Domestic  Council 
Committee  on  Privacy  recently  established  by  President  Nixon,  and  Vice  Presi- 
dent Ford,  and  Mr.  Buchen,  the  Executive  Director  will  have  their  views. 

The  public  is  looking  to  all  levels  of  government  for  answers  to  these  com- 
plex questions,  I,  for  one,  won't  pretend  to  have  the  most  definitive  solution  to 
these  issues  of  balancing  State  and  Federal  interests  and  relating  that  balance 
to  individual  privacy  vis-a-vis  criminal  justice  information  systems.  But  it 
seems  to  me  that  since  the  States  are  responsible  and  legislatively  authorized 
for  collecting  and  storing  sensitive  criminal  information,  they  should  also  have 
the  ultimate  control  over  its  dissemination,  and  therefore,  its  effect  on  the  citizens 
who  gave  them  this  authority. 

The  policy  positions  which  I  have  discussed  today  are  a  few  examples  of  the 
OTP  commitment  to  New  Federalism.  And  I  am  sure  the  reasoning  behind 
these  pasitions  is  clear  and  perhaps  even  too  obvious  to  you.  But  our  reasons 
are  not  always  clear  at  the  Federal  level.  The  case  for  State  and  local  controls 
continues  to  face  resistance  in  Washington.  Now  that  you  know  where  I  stand, 
I  would  hope  that  together  we  will  move  forward  to  break  down  that  resist- 
ance; that  together  we  can  assure  the  people  of  this  Nation  their  State  and 
local  law  enforcement  and  public  safety  oflScers  can  deliver  the  full  benefits  of 
communications  technology ;  and  that  together  we  can  assure  them  that  gov- 
ernment finally  has  come  home. 

MATERIALS  RELATING  TO  GOVERNMENT  MANAGEMENT  INFORMA- 
TION SCIENCES  AND  THE  NATIONAL  ASSOCIATION  OF  STATE 
INFORMATION  SYSTEMS 

Correspondence  From  Andrews  O.  Atkinson  and  Excerpts  From  "G-MIS 
Project  '73,  An  Administrative  Guideline  for  Security  and  Confidentiality" 

GovjsiNMENT  Management  Information  Sciences, 

February  22,  19H. 
Senator  Sam  Ebvin, 
Chairman, 

Subcommittee  on  Constitutional  Rights, 
Old  Senate  Office  Building,  Room  337, 
Washington,  D.C. 

Deab  Senator  Ervin  :  The  membership  of  G-MIS  (Government  Jfanagement 
Information  Sciences  Users  Group)  has  invested  a  tremendous  amount  of  indi- 
vidual time  in  order  to  develop  appropriate  administrative  regulations  and  en- 
abling legislation  to  effectively  and  fairly  manage  automated  information  sys- 
tems, especially  those  where  individual  identification  is  required  for  its 
operation.  The  product  of  this  investment  by  many  men  from  state  and  local 
government  information  centers  is  an  Administrative  Guideline  for  Security 
and  Confidentiality  in  Government  Data  Centers  as  well  as  model  state  legisla- 
tion required  to  enable  effective  enactment  of  the  guidelines.  These  two  prod- 
ucts have  been  mutually  endorsed  and  supported  not  only  by  G-MIS  but  by 
NASIS  (iVational  Association  of  /State  /nformation  Systems). 

Obviously,  federal  legislation  addressing  the  same  primary  concepts  implicit 
in  security  of  an  appropriate  access  and  the  privacy  and  confidentiality  re- 
quired to  insure  a  citizen's  rights  must  interact  in  concert  with  state  and  local 
administrative  regulations  and  legislative  control.  It  is  important  therefore 
that  the  three  documents  be  reviewed  and  evaluated  at  the  same  time  so  that 
they  may  provide  total  legislative  and  administrative  control  consistently  from 
federal  to  state  to  local  level  information  centers. 

Since  there  has  been  some  information  passed  to  members  of  the  Subcommit- 
tee on  Constitutional  Rights,  there  is  a  high  degree  of  commonality  between 
Senate  Bills  2963  and  2964  and  the  G-MIS  Administrative  Guideline  and  its 
companion  model  legislation.  For  this,  we  are  very  pleased.  We  do  find  some 
areas  of  concern  which  I  will  summarize  very  quickly  in  this  letter : 

1.  A  significant  lack  of  local  participation  in  policy  boards  and  advisory 
committees   which   establish   the   regulations   and   administrative  policies   for 


712 

management  of  government  information  systems.  Since  most  information 
stored  at  the  state  and  federal  level  originates  through  a  local  agency  it  is 
mandatory  that  local  government  members  have  a  representative  role  on 
boards  and  committees  created  by  federal  legislation. 

2.  At  the  local  level  resources  and  responsibilities  are  far  less  defined  and 
explicit  delineation  is  almost  nonexistent.  We  are  extremely  pleased  to  note 
that  neither  bill  now  requires  dedicated  systems  for  criminal  justice  agencies 
as  some  of  the  predecessors ;  but,  we  still  are  concerned  with  the  requirement 
that,  "Security  of  information  in  the  criminal  justice  information  systems  sub- 
ject to  this  act  shall  be  assured  by  management  control  by  a  criminal  justice 
agency".  (Section  II  of  Senate  Bill  2964.)  Since  the  Mayor  can  hire  and  fire 
the  Police  Chief,  is  he  a  member  of  a  criminal  justice  agency?  The  act  does 
not  identify  what  is  meant  by  management  control  and  the  important  aspect 
will  be  exactly  how  management  control  is  carried  out  so  that  its  ultimate  ef- 
fect on  local  government's  ability  to  develop  information  systems  is  appropri- 
ately handled. 

3.  The  fundamental  concept  of  the  G-MIS/NASIS  model  state  legislation  re- 
volves around  a  Fair  Information  Policy  Board  which  is  charged  with  the 
responsibility  for  developing  administrative  regulations  for  security  and  confi- 
dentiality. The  policy  board  can  then  designate  an  Oflice  of  Fair  Information 
Practices  for  the  state  and/or  local  operating  agencies  to  carry  out  and  en- 
force the  policy  guidelines.  This  concept  should  eliminate  the  bureaucratic 
chain  of  a  local  level  complaint  having  to  be  taken  clear  to  the  federal  courts 
for  proper  ajudication,  although  it  does  not  preclude  this  opportunity  if  the 
appropriate  appeal  procedure  dictates  same.  This  concept  would  seem  to  be 
completely  compatible  with  either  bill  presently  before  your  Sub-committee. 

4.  Also,  our  G-MIS  Committee's  review  of  both  bills  indicates  that  extensive 
research  and  development  by  your  committee  have  identified  the  need  for  ap- 
propriate administrative  regulations  to  establish  operating  giiidelines  for  gov- 
ernment information  systems.  This  has  been  one  of  the  paramount  goals  of  our 
G-MIS  organization  and  has  led  to  the  development  of  G-MIS  Project  73,  An 
Administrative  Guideline  for  Security  and  Confidentiality  in  Government  Data 
Centers.  This  guideline  includes,  among  other  things,  the  formalizing  of  admin- 
istrative authority  for  all  data  centers  including  remote  terminal  sites  and  the 
specific  need  for  a  Code  of  Ethics  for  any  person  employed  or  interacting  with 
such  an  information  center.  We  submit  that  these  guidelines  represent  an  ap- 
propriate starting  place  to  develop  common  administrative  regulations  from 
the  federal  to  state  to  local  level  to  insure  compatibility  and  consistency  in  the 
administration  of  security  and  confidentiality  in  government  data  centers.  A 
copy  of  our  G-MIS  Project  73  is  included  for  your  Sub-committee's  research. 

I  am  also  enclosing  a  draft  copy  of  our  bill  for  your  review  and  evaluation. 
I  would  like  to  request  at  this  time  that  the  G-MIS  Committee  be  permitted  to 
more  formally  document  our  comments  relative  to  Senate  Bills  2963  and  2964 
which  I  have  summarized  on  the  preceding  pages,  and  that  they  be  included 
with  other  written  and  oral  testimony  which  has  been  presented  at  your  com- 
mittee hearings.  With  your  approval,  G-MIS  will  be  pleased  to  transmit  to 
your  ofBce  our  comments  for  inclusion  with  the  other  testimony  you  have  com- 
piled regarding  these  bills. 
Sincerely, 

Andrews  O.  Atkinson, 


Supcrintewlent,  Cincinnati/Hamilton  County  Regional  Computer  Center 
Executive  Director,  O-MIt^. 

[Note:  The  following  materials  are  excerpted  from  "G-MIS,  Project  '73,  An 
Administrative  Guideline  for  Security  and  Confidentiality."  (Printed  for  G- 
MIS  courtesy  of  Burroughs  Corporation,  Detroit,  Michigan.).] 

Introduction 

Natural  disasters  may  happen,  in  spite  of  precautions,  rendering  computer 
centers  inoperative  and  possibly  destroying  information  almost  beyond  replace- 
ment. A  disastrou'^  fire  at  the  Pentagon  occurred  in  spite  of  normal  precau- 
tions, and  mob  attacks  at  the  University  of  Wisconsin  and  at  St.  George  Wil- 
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liams  University  in  Montreal  demonstrated  the  fact  that  interruption  to 
operations  and  loss  of  data  may  occur  in  unforeseen  ways. 

The  ever-growing  need  for  government  to  process  larger  and  larger  quanti- 
ties of  data  as  rapidly  as  possible  and  the  consequent  turn  to  MIS  with  its 
great  data  banks  has  created,  as  a  byproduct,  a  new  danger.  The  unauthorized 
access  or  leakage  of  confidential  or  personal  information  creates  as  serious  a 
threat  as  physical  danger,  and  perhaps  an  even  greater  liability.  And  the  ad- 
vent of  centralized  computer  facilities  adds  to  this  threat,  at  least  to  the  pub- 
lic, the  improper  use  or  the  dissemination  of  incorrect  or  misleading  personal 
data — the  foreboding  of  "Big  Brother". 

Regardless  of  what  may  happen  management  will  surely  be  held  responsible 
and,  if  a  complainant  makes  a  strong  enough  case,  may  be  obligated  for  finan- 
cial or  other  penalties. 

To  the  extent  that  computer  centers  can  be  protected  against  intrusion  and 
interruption,  every  effort  should  be  made  to  do  so.  Again,  the  cost  to  accom- 
plish this  goal  may  be  prohibitive  and,  in  the  case  of  already  established  cen- 
ters, may  suggest  that  a  calculated  risk  must  be  tolerated. 

This  report  is  distributed  exclusively  to  G-MIS  members  and  contributors.  It 
is  intended  as  an  administrative  model  with  the  following  purposes 

(1)  To  identify  the  areas  of  consideration. 

(2)  To  provide  actual  samples  of  models  and  guidelines  in  use  by  state 
and  local  governments. 

(3)  To  create  a  base  upon  which  additional  developments  can  be  added 
and  disseminated  to  participants. 

(4)  To  facilitate  the  philosophy  of  G-Miss  members  and  participants  in 
the  area  of  security  and  confidentiality. 

Contributions,  to  the  directory  are  solicited  for  consideration.  As  new  infor- 
mation is  made  available,  it  will  be  distributed  to  our  membership  and  to  con- 
tributors. 

THE  CONTROL  BOAKD 

A  control  board  interprets  the  needs  of  government  to  the  computer  center 
director  and  provides  him  with  the  necessary  funds.  The  board  serves  as  the 
responsilile  agency  for  security  and  confidentiality  procedures.  The  board  is 
compf)sed  of  major  executive  officials  of  the  government  or  governments  in- 
volved. 

The  responsibility  and  authority  of  this  group  demands  that  specific  proce- 
dures govern  its  actions.  These  procedures  for  the  Regional  Computer  Center 
(RCC)  1  Control  Board  are  found  in  the  Appendix  under  Rules  and  Regula- 
tions of  the  Project  CLEAR  Control  Board  and  the  Regional  Computer  Center, 
Appendix  B-I. 

A  Municipal  Information  Review  Board  (MIRB)  is  the  central  authority  for 
formulating  policy  and  regulating  the  collection,  storage,  use,  and  dissemina- 
tion of  all  municipal  information  for  the  City  of  Charlotte.  North  Carolina 
(Appendix  D-111,  Section  1.1,  pi).  Whereas  the  RCC  Control  Board  is  the 
chief  policy  making  body  of  the  Regional  Computer  Center  in  all  matters,  the 
MIRB  functions  specifically  in  data  security  and  access  practices,  only. 

The  City  of  Wichita  Falls  provides  for  a  Data  Access  Advisory  Board  (Ap- 
pendix A-11,  Section  3)  with  responsibilities  similar  in  nature  as  that  of  the 
Charlotte  MIRB. 

THE  BOARD  OF  ADVISORS 

Each  general  application  area  handled  by  the  computer  center  (safety, 
health,  economic,  people,  environment,  and  land)  has  its  unique  requirements. 
These  requirements  are  served  by  a  board  composed  of  men  in  local  govern- 
ment, industry,  commerce  and  quasi-public  agencies  selected  because  of  their 
basic  relation  or  interest,  as  an  individual  or  a  company  or  an  agency,  to  the 
respective  application  areas.  In  this  manner,  the  advice  and  experience  of  the 
outstanding  citizens  of  the  area  can  be  utilized. 

This  advisory  board,  subject  to  review  of  the  Control  Board,  sets  policy  for 
service  to  users  in  its  field. 

The  procedures  for  the  RCC  Board  of  Advisors  for  Project  CLEAR  are 
found  in  the  appendix  under  Regulations  of  the  Project  CLEAR  Board  of  Ad- 
visors, Appendix  B-II. 


1  Regional  Computer  Center  of  the  City  of  Cincinnati  and  Hamilton  County. 
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USER  GROUPS 

Day  to  day  operation  of  a  computer  based  system  requires  good  operational 
liaison  between  the  working  level  user  and  the  computer  staff.  User  groups  are 
a  source  of  new  ideas,  a  method  of  disseminating  changes,  a  "testing  ground" 
for  proposed  changes  and  a  continuing  training  update.  The  users  groups  serve 
as  an  advisory  group  to  the  administrative  level  board  of  advisors. 

SECURITY  OFFICER 

The  FBI,  through  its  National  Crime  Information  Center  (NCIC)  operation, 
reflects  the  concerns  of  the  International  Association  of  Chiefs  of  Police.  NCIC 
Computerized  Criminal  History  operational  specifications  require  a  person  at 
its  interface  connections  to  be  responsible  for  security  of  data. 

To  meet  this  requirement,  RCC,  for  example,  has  established  specifications 
for  and  has  named  a  security  oflBcer.  The  security  oflBcer's  responsibilities 
cover  the  entire  spectrum  of  Center  operation — physical  site,  hardware,  soft- 
ware and  personnel,  not  only  in-honse  but  also  at  off-site  terminal  locations. 
( See  Appendix  B-III :  RCC  Security  OflScer  Job  Specifications. ) 

A  concept  of  a  Security  OflBcer  and  responsibilities  in  terms  of  personnel  se- 
curity is  indicated  in  the  City  of  Charlotte  Data  Access  Control  Plan  under 
Appendix  D-III :  Section  3.2.1,  pp  23-24. 

SECURITY  OPERATOR 

In  conjunction  with  and  as  an  extension  of  the  Security  OflBcer  duties,  the 
Security  Operator  is  responsible  for  the  security  of  equipment,  data,  persons, 
and  physical  premise  of  the  computer  center.  The  inclusion  of  police  back- 
ground as  a  criteria  for  appointment  to  the  job  sets  up  a  unique,  but  practical, 
dual  security  coverage  of  the  Center — physical  and  software.  Since  any  physi- 
cal security  measure,  even  of  the  "fortress"  level,  only  serves  as  a  temporary 
deterrent  to  those  who  seriously  intend  violence  and  damage,  the  police  powers 
of  the  Security  Operator  can  provide  an  adequate  level  of  site  security  for  the 
budget-conscious  local  government.  At  the  same  time,  his  operator  duties  bring 
a  measure  of  integrity  to  the  operation  of  the  system — a  watch-dog  operation. 
(See  Appendix  B-IV  :  Computer  Operator  (Security)  Job  Specifications.) 

It  is  possible,  however,  that  the  physical  layout  of  some  computer  centers 
may  reduce  the  feasibility  of  the  Security  Operator  concept.  The  responsibility 
demands  of  physical  security  and/or  of  systems  security  may  be  greater  than 
can  be  adequately  covered  in  one  job.  Size  of  installation,  physical  location  of 
the  computer  room  in  relation  to  the  Center  egress,  multi-floor,  and  other  fac- 
tors will  dictate  the  procedure. 

THE  INSPECTION  TEAM 

With  the  advent  of  computer  integrated  communications  capabilities  another 
security  problem  has  arisen ;  that  of  the  responsibility  for  maintaining  system 
integrity  at  remote  locations  far  removed  from  the  center  but  vested  with  the 
capability  and  authority  to  submit,  receive  and  alter  master  records  stored  at 
a  central  computer  site.  This  responsibility  can  be  designated  to  an  Inspection 
Team  whose  authority  would  be  to  inspect  site,  review  personnel,  recommend 
procedural  arrangements,  and  ultimately  approve/disapprove  remote  site  qual- 
ifications established  by  Center  Control/Advisory  Boards.  An  inspection  team 
can  insure  diligent  concurrence  with  established  security  procedures.  Inspec- 
tion teams  can  be  established  by  the  computer  center  staff,  by  system  users,  or 
by  advisory  or  control  boards  dependent  upon  the  level  of  inspection  required. 
The  team  should  be  a  permanently  established  committee,  familiar  with  secu- 
rity regulations  and  practices,  and  empowered  with  the  authority  to  follow- 
through  on  all  findings.  The  team  performs  routine  inspection  and  "incident" 
investigations. 

Although  experience  and  rapport  are  important  ingredients  for  an  effective 
inspection  team-user  relationship,  some  turnover  of  team  members  or  individ- 
ual assignments  is  recommended  as  a  deterrent  to  complacency,  as  well  as  a 
means  for  increasing  levels  of  coverage. 

With  the  Inspection  Team  concept  employed  at  all  levels  of  government,  fed- 
eral would  inspect  state,  state  would  inspect  regional,  regional  would  inspect 
local,  and  local  would  inspect  individual  terminal  sites  to  insure  full  security 
measure  compliance  throughout  the  entire  government  communications  com- 
plex.   (See  Appendix  B-V :   The  Inspection  Team— Program  for  Inspections.) 
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EXCEKPTS  FROM   "LAWS,  LICENSES  AND  OFFENDER'S  RiGHT  TO  WOKK."  A   REPORT  BV 

THE   American    Bar   Association's   National  Clearinghouse  on   Offender 
Employment  Restrictions 

National  Clearinghouse  on  Offender  Employment  Restrictions, 

American  Bar  Association, 
Washington,  D.C.,  February  5  1974- 
Ms.  Dorothy'  Glancy, 
Constitutional  Rights  Subcommittee, 
102— B  Russell  Bldg., 
Washington,  D.C. 

Dear  Dorothy:  The  enclosed  report  surveys  the  extent  of  occupational  li- 
censing restrictions  against  ex-offenders,  and  contains  models  of  remedial  legis- 
lation as  well  as  several  state  statutes  which  require  the  direct  relationship 
test  if  a  conviction  is  used  as  grounds  for  denial. 

Attached  separately  is  Connecticut's  new  law,  passed  last  spring,  which  we 
find  stronger  than  most  that  now  exist.  It  covers  public  employment  along 
with  licensing,  prohibits  use  of  arrest  records,  places  the  burden  of  proof  on 
the  hiring  or  licensing  entity  in  the  event  of  rejection,  and  provides  for  judi- 
cial review. 

In  the  past  three  years,  nine  states — Arkansas,  California,  Colorado,  Con- 
necticut, Florida,  lUinos,  Indiana,  Oregon,  and  Washington — have  enacted 
legislation  removing  the  mandatory  provisions  of  old  laws  which  denied  em- 
ployment or  licensing  because  of  a  felony  conviction. 

We, are  following  the  progress  of  the  Ervin  bill   with   great  interest,   and 
would  appreciate  your  sending  us  a  copy,  along  with  the  Hruska  bill.  We  are 
available  to  give  further  informational  assistance  in  behalf  of  either  measure. 
Very  sincerely, 

Donald  D.  Cooke, 
Assistant  Project  Director. 

1.  Introduction 

In  recent  years  the  growing  interest  in  correctional  reform  has  begun  to 
focus  on  the  employment  problems  of  ex-offenders.  This  has  been  due  in  large 
part  to  studies  which  indicate  that  the  higher  the  employment  rate  of  former 
offenders  the  lower  the  rate  of  criminal  recidivism,  suggesting  that  a  job  pro- 
vides the  ex-offender  with  the  necessary  stake  in  society  to  resist  a  return  to 
criminal  activity.  If  this  relationship  between  jobs  and  rehabilitation  does 
exist,  employment  of  offenders  may  well  be  an  objective  of  the  correctional 
process. 

As  early  as  the  mid-19th  Century,  for  example,  John  Augustus  and  other 
correctional  reformers  theorized  that  employment  directly  relates  to  the  reha- 
bilitation of  criminals.  (1)  Recent  studies  also  reflect  the  view  that  a  job  is 
essential  to  rehalnlitation  and  that  "unemployment  may  be  among  the  princi- 
pal causal  factors  in  recidivism  of  adult  male  offenders."  {2) 

The  employment  problem  of  ex-offenders,  however,  is  staggering.  Their  unem- 
ployment rate,  for  example,  far  exceeds  that  of  other  persons  in  the  labor 
market.  A  1964  study  by  Daniel  Glaser  of  federal  releases,  (3)  revealed  that 
only  about  one-fourth  of  the  releasees,  during  the  first  month  of  their  release, 
were  employed  at  least  80  percent  of  the  time,  and  about  one-third  were  un- 
able to  secure  jobs.  Even  after  three  months,  only  about  40  percent  had  worked 
at  least  80  percent  of  the  time,  and  nearly  20  percent  still  had  not  been  able 
to  find  work  of  any  kind.  Glaser's  statistics  further  showed  that  about  40  per- 
cent of  the  releasees  who  worked  were  part-timers,  or  were  otherwise  under- 
employed. 

Glaser's  findings  were  substantially  corroborated  by  George  A.  Pownall's 
study  published  in  1969.  (4)  Pownall  found,  for  example,  that  in  Philadelphia 
the  unemployment  rate  for  released  prisoners  was  15  percent,  compared  to  a  3 
percent  rate  for  males  generally  in  the  area.  And  for  young  offenders — those 
in  the  under  20  age  bracket,  a  group  whose  members  are  involved  in  three  out 
of  every  six  arrests  for  .serious  crimes  (5) — the  uneniploynient  rate  was  a 
much  higher  36  percent.  • 
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Many  factors  account  for  this  high  level  of  unemployment  of  former  offend- 
ers. Some  offenders  do  not  find  suitable  or  full-time  employment  because  of 
poor  work  experience,  little  education,  and  little  or  no  skill  training.^  Others 
are  barred  from  jobs  because  of  laws,  regulations,  and  practices  which  arbi- 
trarily limit  the  employment  opportunities  of  persons  with  a  criminal  record. 
(6-) 

There  is  no  simple  or  easy  answer  to  these  employment  problems  of  former 
offenders.  But  promising  efforts  are  being  made  through  manpower  programs 
providing  remedial  education,  counseling,  vocational  training,  and  job  place- 
ment for  offenders  to  improve  their  employability.  Even  so,  there  remains  the 
problem  of  laws,  such  as  those  regulating  trade  and  occupational  licensing, 
which  arbitrarily  restrict  the  employment  opportunities  of  offenders,  even  for 
those  who  through  education,  experience  and  training  are  qualified  to  engage 
in  such  occupations. 

The  magnitude  of  the  problem  of  offender  licensing  restrictions  was  stated 
forcefully  in  a  paper  by  the  Attorney  General's  Office  of  the  State  of  Washing- 
ton. (7) 

".  .  .  the  public  is  not  generally  aware  of  the  fact  that  at  the  very  time 
when  it  is  approving  efforts  to  develop  job  skills  and  employment  for  offenders 
and  ex-offenders,  there  exists  a  major  body  of  legal  barriers  to  meaningful  and 
gainful  employment  of  persons  released  from  correctional  systems  .  .  . 

"We  are  thus  involved  in  a  system  which  defeats  itself,  in  a  system  where 
through  the  work  ethic  and  the  values  of  our  society,  we  applaud  hard  work 
and  productive  activity,  while  at  the  same  time  denying  exactly  that  opportu- 
nity to  do  hard  work  and  productive  activity  to  persons  we  expect,  in  fact  de- 
mand, to  act  responsibly.  We  try  to  rehabilitate,  and  then  we  place  barriers  to 
rehabilitation  and  in  fact  initiate  an  active  impetus  back  to  a  life  of  crime." 

Unfortunately,  there  has  been  an  absence  of  ?  state-by-state  study  of  the  ex- 
tent that  laws  restrict  the  licensing  of  former  offenders.  (8)  For  this  reason, 
the  American  Bar  Association's  Commission  on  Correctional  Facilities  and 
Services  and  the  Manpower  Administration  of  the  U.S.  Department  of  Labor 
agreed  to  conduct  a  study  of  licensing  restrictions.  The  study  was  conducted 
by  the  National  Clearinghouse  on  Offender  Employment  Restrictions,  a  project 
sponsored  by  the  Commission  and  funded  by  the  Labor  Department.  The  Clear- 
inghouse was  assisted  in  its  research  of  state  legislative  codes  by  the  George- 
town University  Law  Center  Institute  of  Criminal  Law  and  Procedure. 

This  report  by  the  Clearinghouse  is  the  result  of  that  licensing  study.  The 
subjects  covered  include :  the  purpose  of  licensing  laws ;  the  nature  of  statu- 
tory licensing  restrictions ;  states  which  have  acted  to  remove  arbitrary  re- 
strictions ;  and  a  model  licensing  law  prepared  by  the  Georgetown  Law  Center 
Institute. 

2.  What  is  a  License? 

A  trade  or  occupational  license  is  a  privilege  granted  by  a  governmental  ju- 
risdiction, such  as  a  city  or  state,  permitting  an  applicant  for  a  license  to  en- 
gage in  an  activity  that  he  would  not  be  entitled  to  conduct  without  a  license. 
(9)  Every  state  has  enacted  licen.sing  laws  and  created  agencies  to  regulate 
the  issuance  or  suspension  of  licenses,  with  a  total  of  over  4,000  separate  stat- 
utory provisions  requiring  occupational  licenses.  The  occupations  regulated  by 
these  laws  cover  a  variety  of  vocations,  trades,  professions,  and  callings,  rang- 
ing from  fortune  teller  and  jimk  dealer  to  doctor  and  lawyer.  At  last  count, 
more  than  7  million  persons  were  working  in  licensed  occupations,  with  about 
500,000  w^orkers  in  New  York  City  alone  affected  by  licensing  laws.  (10) 


1  Employability — job  skills,  work  discipline,  nnd  priuoatlon — Is  essential  to  a  job.  Many 
ex-offenders,  however,  do  not  possess  these  requisites.  In  fact,  ex-offenders  as  a  group 
have  less  work  experience  and  less  education  than  the  average  person  In  the  labor 
force.  An  article  In  the  .January  1971  Issue  of  the  Labor  Department's  Manpower  mag- 
azine pointed  out  that  the  work  experience  of  4H  percent  of  all  offenders  has  been 
limited  to  that  of  un-skllled  laborers  or  service  workers,  as  compared  to  17  percent  of 
other  persons  In  the  labor  force.  Similarly,  only  18  percent  of  offenders  have  twelve  or 
more  years  of  education  as  compared  to  4.'")  percent  of  others.  While  the  statistics  show 
that  20  percent  of  offenders  have  work  experience  as  craftsmen,  clerical,  or  managers, 
which  would  suggest  that  these  offenders  are  qualified  for  skilled  .lobs,  the  great  majority 
of  offenders,  as  Indicated,  do  not  have  such  work  experience.  For  these  persons  the 
answer  probably  lies  In  providing  them  with  services  that  are  similar  to  those  provided 
other  disadvantaged  members  of  our  society,  such  as  remedial  education,  vocational 
training,  counseling,  and  other  s\ipportlve  services.  See  Robert  Taggart  TTI,  The  Prison 
of  Unemployment:  Manpower  Programs  for  Offenders.  The  Johns  Hopkins  University 
Press,  Baltimore,  Md.  (1972). 
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The  agencies  or  boards  that  administer  a  state's  licensing  law  have  two 
main  functions :  The  first  is  to  control  entrance  into  the  occupation ;  the  sec- 
ond is  to  support  and  enforce  the  standards  of  practice  required  of  the  li- 
censed practitioners  by  the  state  legislature.  (11)  This  authority  to  regulate  by 
requiring  a  license  as  a  prerequisite  to  the  carrying  on  of  an  occupation  is  de- 
rived from  a  state's  power  to  protect  the  public's  health,  safety,  morals,  and 
welfare.  (12) 

3.  Licensing  Standards  and  Restrictions 

The  standards  prescribed  by  a  legislature  for  an  agency  to  follow  in  permit- 
ting entrance  to  or  continued  participation  in  a  licensed  occupation  may  in- 
clude the  individual's  age,  education,  skill,  experience  and  entrance  examina- 
tion score.  Other  "standards,"  however,  are  more  in  the  form  of  prohibitions 
than  qualifications ;  that  is,  an  individual  may  satisfy  the  requirements  of  age, 
education,  skill,  experience,  and  exam  score,  but  still  be  denied  a  license  be- 
cause of  other  statutory  provisions  governing  the  licensing  of  an  applicant. 
These  prohibitions  generally  take  one  of  three  forms : 

1.  Provisions  which  specifically  refer  to  criminal  offenses  (e.g.  "conviction  of 
a  felony")  as  grounds  for  denying  a  license  ; 

2.  Provisions  which  phrase  restrictions  or  requirements  in  such  a  manner  as 
to  give  licensing  agencies  wide  discretion  to  refuse  a  license  to  an  applicant, 
such  as  the  requirement  that  the  applicant  possess  "good  moral  character ;" 

3.  Provisions  which  bar  licensing  because  of  offenses  involving  "moral  turpi- 
tude." 

The  search  by  the  National  Clearinghouse  of  state  legislative  codes  disclosed 
a  total  of  1,948  different  statutory  provisions  that  affect  the  licensing  of  an 
ex-offender  because  of  one  or  more  of  these  restrictions  or  requirements.  Of 
the  1.948  provisions,  134  refer  to  the  commission  of  a  criminal  offense  as 
grounds  for  denying  a  license,  and  707  require,  as  a  condition  of  receiving  a  li- 
cense, that  the  applicant  not  have  committed  a  criminal  offense  and  that  he 
also  possess  good  moral  character.  Appendix  A  to  this  report  lists  these  re- 
strictions and  requirements  affecting  the  licensing  of  offenders  by  state  and  by 
occupation. 

GOOD    MORAL   CHARACTER 

With  respect  to  the  good  moral  character  licensing  requirement,  the  study 
found  that  a  total  of  1,814  different  licensing  provisions,  representing  the  ac- 
tions of  all  50  states  and  the  District  of  Columbia,  contain  a  requirement  of, 
or  similar  to,  good  moral  character.  Requirements  similar  to  good  moral  char- 
acter are  phrased  in  such  terms  as  "fitness,"  "inspire  confidence,"  "good  re- 
pute," or  "morally  fit." 

Theoretically,  the  reason  for  a  good  moral  charaeter  requirement  is  to  pro- 
tect the  public  from  harm  by  "bad  characters"  who,  if  licensed,  would 
represent  poor  risks  in  conducting  the  licensed  activity  in  a  lawful  manner. 
The  requirement  has  been  criticized,  however,  because  it  is  often  imposed  on 
business  activities  having  only  a  peripheral  concern  to  the  public — such  as  a  li- 
cense to  operate  a  dry  cleaning  establishment — and  because  of  the  inherent 
vagueness  of  the  term.  In  other  words,  it  sounds  good,  but  the  term  fails  to 
define  what  it  means.  As  one  commentator  observed,  "Good  moral  character, 
the  subject  of  philosopher  inquiry  through  the  ages,  can  hardly  be  expected  to 
apprise  an  applicant  of  the  conduct  expected  of  him."  (13) 

The  term  may  therefore  be  vague  for  many,  but  for  the  ex-offender  the 
meaning  is  quite  clear:  Both  courts  and  licensing  agencies  have  interpreted  it 
to  mean  that  if  a  person  has  a  criminal  record,  he  lacks  the  requisite  charac- 
ter for  a  license.  (1^)  There  is  also  evidence  that  licensing  agencies  apply  the 
good  moral  character  requirement  almost  exclusively  to  persons  with  an  arrest 
or  criminal  record.  A  California  legislative  study,  for  example,  concluded  that, 
as  a  result  of  the  lack  of  definitive  guidelines,  "licensing  agencies  have  been 
extremely  reluctant  to  deny  licenses  based  on  the  lack  of  good  moral  character 
unless  the  applicant  has  had  an  arrest  or  criminal  record  ..."  {15)  (Emphasis 
added. ) 

CRIMES    involving    MORAL    TURPITUDE 

The  licensing  search  found  410  statutory  provisions  disqualifying  an  appli- 
cant for  a  license  on  the  ground  that  he  has  committted  a  crime  involving 
moral  turpitude.  Some  provisions  disqualify  persons  only  if  convicted  of  a  fel- 
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ony  involving  moral  turpitude,  but  most  relate  to  any  crime  involving  moral 
turpitude. 

The  moral  turpitude  standard,  like  the  good  moral  character  requirement,  is 
criticized  because  it  is  so  imprecise.  "The  judicial  definition  of  moral  turpitude 
...  is  so  ill-defined  as  to  be  almost  devoid  of  any  predictability  as  to  what  is 
or  is  not  moral  turpitude."  (16) 

The  following  is  an  example  of  one  court's  interpretation  of  the  term : 

"Generally  speaking  .  .  .  moral  turpitude  involves  an  act  of  inherent  base- 
ness in  the  private,  social,  or  public  duties  which  one  owes  to  his  fellowmen  or 
to  society,  or  to  his  country,  her  institutions,  and  her  government." 
Kurtz  V.  Farrington,  104  Conn.  257,  132  Atl.  540,  541  (1926). 

Given  this  definition,  it  is  not  surprising  that  courts  have  interpreted  a 
crime  involving  moral  turpitude  to  mean  offenses  ranging  anywhere  from  mail 
fraud  to  obstructing  justice.  In  other  words,  the  term  can  be  stretched  to  in- 
clude almost  any  criminal  offense. 

In  the  final  analysis,  the  problem  with  such  so-called  licensing  standards  as 
"good  moral  character"  and  "crime  involving  moral  turpitude"  is  that,  without 
definitive  guidelines,  the  terms  are  too  imprecise  to  be  adequate  tests  in  deter- 
mining the  applicant's  fitness  or  capacity  to  properly  perform  the  duties  of  the 
occupation  for  which  he  seeks  a  license.  (17)  In  the  absence  of  guidelines, 
there  is  often  a  failure  by  licensing  agencies  to  take  into  account  whether  the 
crime  committed  by  the  applicant  relates  to  the  occupation  sought,  the  age  of 
the  individual  and  surrounding  circumstances  at  the  time  of  the  offense,  the 
length  of  time  that  has  elapsed  since  the  unlawful  activity,  and  the  subsequent 
rehabilitative  efforts  of  the  individual.  The  result  is  that,  without  such  guide- 
lines, broad  discretion  is  left  to  person'*  on  the  lirensing  hoard  or  agercy  fo 
exercise  their  authority  in  such  a  manner  as  to  arbitrarily  reject  any  appli- 
cant, particularly  the  former  offender,  who  they  consider  unfit.  (18) 

4.  Scope  of  Licensing  Restrictions:  How  Many  Peksons  Affected? 

The  search  of  state  legislative  codes  disclosed  1,948  separate  statutory  provi- 
sions that  affect  the  licensing  of  persons  with  an  arrest  or  conviction  record. 
The  average  number  for  each  state  is  39.  Connecticut  was  the  highest  with  80, 
while  New  Hampshire  was  on  the  low  side  with  22.  As  noted  before,  an  esti- 
mated 7  million  persons  work  in  licensed  occupations. 

Although  the  number  of  persons  with  records  of  arrests  or  convictions  who 
are  actually  barred  from  licenses  is  not  known,  it  would  appear  to  be  substan- 
tial. The  Federal  Bureau  of  Investigation,  for  example,  reports  that  8.6  million 
arrests  occurred  in  1971.  (J 9) 

There  are  also  no  national  figures  on  what  number  of  persons  are  convicted 
following  an  arrest.  But  available  statistics  do  reveal  that  about  100,000  per- 
sons are  released  from  prison  annually  and  that  over  a  million  offenders  are 
under  the  supervision  of  our  corrections  system  each  year  (i.e..  either  in  a 
prison  or  on  probation  or  parole).  (20)  These  statistics  also  indicate  that  a 
greater  percentage  of  male  offenders  are  placed  in  correctional  institutions 
than  female  offenders.  Thus,  males  constitute  ahout  86  percent  of  all  offenders 
(21)  and  about  97  percent  of  all  incarcerated  offenders.  (22) 

It  any  conclusion  can  be  drawn  from  this  sparse  data,  it  is  that  millions  of 
persons,  both  male  and  female,  are  at  least  potentially  affected  by  laws  that 
restrict  the  licensing  of  persons  with  a  record  of  an  arrest  or  conviction. 

The  occupations  from  which  these  persons  may  be  restricted  are  listed  in 
Appendix  A  to  this  report.  However,  in  order  to  gain  some  perspective  on  the 
nature  of  these  restrictions,  analysis  was  made  of  four  licensed  occupations  in 
which  ex-offenders  may  be  employed  and  which  the  U.S.  Department  of  Labor 
refers  to  as  "old  standbys  in  licensing."  (23)  These  occupations  are  barber, 
cosmetologist/beautician,  practical  nurse  and  plumber.  An  analysis  was  also 
made  of  jobs  in  establishments  licensed  to  sell  alcoholic  beverages  because  of 
the  great  number  of  jobs  affected — waiters,  waitresses,  bus  boys,  bartenders, 
helpers,  dishwashers,  and  janitors — and  restrictions  on  certain  professional  oc- 
cupations. 

A.  Barber.  Barbering  is  one  of  the  most  restricted  occupations.  Forty-six 
states  and  the  District  of  Columbia  have  statutory  provisions  containing  re- 
strictions on  the  licensing  of  former  offenders.  Forty-five  of  these  jurisdictions 
have  a  requirement  of  good  moral  character.  Twenty-four  jurisdictions  deny  a 
license  to  an  applicant  convicted  of  a  felony  or  a  crime  involving  moral  turpi- 
tude. And  in  twenty-two  jurisdictions,  the  applicant  has  to  satisfy  both  condi- 
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tions  for  a  license ;  that  is,  have  no  conviction  for  a  criminal  offense  and  pos- 
sess good  moral  character.  Ironically,  many  correctional  institutions  offer 
supervised  training  programs  in  barbering  for  inmates. 

Only  four  states — Alabama,  Massachusetts,  New  Hampshire  and  South  Caro- 
lina— have  no  statutory  provisions  on  the  licensing  of  ex-offenders  as  barbers. 
In  1970,  an  estimated  180,000  barbers  were  employed  in  the  United  States, 
most  of  them  men.  (24) 

B.  Cosmetologist / Beautician.  The  occupation  of  cosmetologist/beautician  is 
even  more  restrictive  to  ex-offenders  than  barbering.  Forty-seven  states  and 
the  District  of  Columbia  limit  the  licensing  for  cosmetologist/beautician.  For- 
ty-six of  these  jurisdictions  have  a  requirement  of  good  moral  character. 
Twenty-six  jurisdictions  deny  a  license  to  an  applicant  convicted  of  a  felony  or 
a  crime  involving  moral  turpitude.  And  in  twenty-four  jurisdictions,  the  appli- 
cant has  to  satisfy  both  conditions  before  receiving  a  license.  Only  three  states — 
Massachusetts,  North  Carolina  and  South  Carolina — have  no  restrictions  on 
the  licensing  of  an  ex-offender  as  a  cosmetologist/beautician.  In  1970,  approxi- 
mately 485,000  people  were  employed  as  hairdressers  and  cosmetologists,  about 
10%  being  men.  (25) 

C.  Practical  Nvrse.  Practical  nursing  runs  very  close  to  the  occupation  of 
cosmetology /beautician  in  the  number  of  licensing  restrictions  placed  on  ex- 
offenders.  Forty-six  states  and  the  District  of  Columbia  place  restrictions  on 
the  hiring  of  practical  nurses  with  criminal  records  and  forty-six  jurisdictions 
require  that  they  possess  good  moral  character.  Twenty-four  jurisdictions  deny 
a  license  to  an  applicant  convicted  of  a  felony  or  other  crime  involving  moral 
turpitude.  And  in  twenty-three  jurisdictions,  an  applicant  has  to  satisfy  both 
conditions  before  receiving  a  license.  Only  four  states — Indiana,  Iowa,  Mon- 
tana and  Pennsylvania — have  no  restrictions  on  the  licensing  of  ex-offenders  as 
practical  nurses.  In  1970,  approximately  370,000  licensed  practical  nurses  were 
employed.  (26)  It  should  also  be  noted  that  after  a  year  of  training,  hospital 
attendants,  of  which  there  are  approximately  830,000,  become  eligible  to  be  li- 
censed as  practical  nurses.  (27)  The  majority  of  persons  in  these  categories 
are  women,  who  constitute  about  14  percent  of  all  offenders. 

D.  Plumber.  There  are  restrictions  on  ex-offenders  being  licensed  as  plumb- 
ers in  Connecticut,  District  of  Columbia,  Kentucky,  Maryland,  Michigan, 
Texas,  and  Utah.  All  of  these  jurisdictions  are  restricted  only  by  the  require- 
ment of  good  moral  character.  In  1970,  approximately  350,000  plumbers  and 
pipefitters  were  employed,  and  this  number  is  expected  to  increase  rapidly  dur- 
ing the  70's.  (28) 

E.  Alcoholic  Beverages.  Ten  states  have  alcoholic  beverage  control  laws  that 
place  restrictions  on  the  manufacturing,  retailing,  wholesaling  or  distribution 
of  alcoholic  beverages  by  ex-offenders.  These  states  are  Arkansas,  California, 
Connecticut,  Indiana,  Iowa,  Louisiana,  Missouri,  New  Jersey,  New  York  and 
Pennsylvania.  New  York  by  statute — and  possibly  other  states  by  regulation — 
has  prohibited  the  employment  of  ex-offenders  in  establishments  where  alcohol 
is  sold  for  on-premise  consumption.  (29) 

Occupations  affected  by  these  alcoholic  beverage  control  laws  include  wait- 
ers, waitresses,  bartenders,  dishwashers,  deliverymen,  and  related  positions. 
Over  1,000,000  waiters  and  waitresses,  (30)  and  approximately  160,000  bartend- 
ers were  employed  in  1970.  (31)  Although  there  is  no  breakdown  on  the  num- 
ber of  such  workers  in  the  eight  states  with  alcoholic  beverage  control  laws,  it 
has  been  estimated  that  one-third  of  the  low  skilled  service  jobs  in  the  New 
York  City  area  are  affected  by  the  New  York  law.  (32) 

F.  Other  Restricted  Occupations.  Examples  of  other  occupations  closed  to 
ex-offenders  because  of  the  requirement  of  good  moral  character,  conviction 
of  a  felony  or  crime  involving  moral  turpitude,  or  both,  include  chauffer  which 
is  restricted  in  twelve  jurisdictions ;  manicurist  in  sixteen  jurisdictions ; 
masseur  in  eleven  jurisdictions ;  hearing  aid  dealer  in  ten  jurisdictions ;  junk 
dealer  in  five  jurisdictions ;  boxer/wrestler  in  six  jurisdictions ;  physical 
therapist  in  twenty-two  jurisdictions ;  tree  surgeon  in  four  jurisdictions ;  and 
midwifery  in  sixteen  jurisdictons.  (33) 

Overall,  the  licensing  search  found  a  total  of  approximately  350  different  li- 
censed occupations  affected  by  restrictive  statutory  provisions  (Appendix  A). 

G.  Professional  Occupations.  Like  other  occupations,  many  professional  pur- 
suits, such  as  doctor,  denti.st,  accountant,  teacher,  and  lawyer,  are  licensed.  A 
common  requirement  for  a  professional  license  is  good  moral  character.  This  is 
a  requirement  for  doctors  in  all  states  except  Kentucky,  and  for  dentists  in  all 
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states  except  Connecticut,  Kentucky,  Rhode  Island,  and  Wisconsin.  A  person 
seeking  a  license  to  be  an  accountant  must  possess  good  moral  character  in  all 
states  except  Minnesota,  Oklahoma  and  Iowa. 

As  for  ex-offenders  becoming  teachers,  a  1972  survey  of  state  certification  of- 
ficers to  determine  the  extent  that  ex-felons  are  granted  teacher  certificates  re- 
vealed that,  of  49  states  responding  to  the  survey,  9  would  not  grant  a  certifi- 
cate to  a  person  convicted  of  a  felony,  7  would  grant  an  ex-felon  a  certificate, 
and  33  responded  by  saying  that  they  would  grant  an  ex-felon  a  certificate 
under  some  circumstances.  (3^) 

In  regard  to  lawyers,  all  states  require  that  i)ersons  seeking  a  license  to 
practice  law  must  possess  good  moral  character.  In  some  states  this  is  a  statu- 
tory requirement,  while  in  others  it  is  required  by  the  rules  governing  the 
practice  of  law  promulgated  by  the  highest  court  of  the  state.  (35) 

In  m(»st  states,  an  applicant  .seeking  a  license  to  practice  law  must  also  be  a 
graduate  of  a  law  school.  Many  law  schools,  however,  will  not  accept  a  person 
with  a  criminal  record.  A  survey  of  law  schools  conducted  in  1970  (36)  re- 
vealed that  13  percent  of  the  law  schools  responding  to  the  survey  would  auto- 
matically reject  an  applicant  who  had  been  convicted  of  a  felony,  and  another 
40  percent  would  reject  .such  an  applicant  unless  there  was  "mitigating  evi- 
dence." Only  10  percent  said  that  they  would  not  disqualify  an  applicant  with 
a  felony  conviction. 

As  for  an  applicant  who  has  been  convicted  of  a  misdemeanor,  1.4  percent 
of  the  responding  law  schools  would  automatically  disqualify  such  applicant 
and  28  percent  said  they  would  reject  him  in  the  absence  of  mitigating  evi- 
dence. Twenty-two  percent  would  not  consider  a  misdemeanor  as  being  grounds 
for  denying  admis.sion. 

Once  a  lawyer  has  received  a  license  to  practice  law,  he  may  lose  his  license — 
be  di.sbarred — if  he  commits  a  felony  or  if  he  commits  a  misdemeanor  in- 
volving moral  turpitude.  (37)  The  American  Bar  Association,  whose  Code  of 
Professional  Responsibility  provides  that  "the  public  should  be  protected  from 
those  who  are  not  qualified  to  be  lawyers  by  reason  of  a  deficiency  in  educa- 
tion, or  moral  standard.s,  or  of  other  relevant  factors,"  has  also  stated  that 
when  a  lawyer's  disqualification  to  practice  law  has  terminated,  "members  of 
the  bar  should  assist  such  person  in  being  licensed,  or,  if  licensed,  in  being  re- 
stored to  his  full  right  to  practice."  (38) 

5.  What  Can  Be  Done? 

legislation 

An  obvious  answer  to  the  problem  of  removing  or  modifying  arbitrary  re- 
strictions on  the  licensing  of  a  person  with  a  record  of  an  arrest  or  conviction 
is  remedial  legislation.  A  model  licensing  statute,  for  example,  prepared  by  the 
Georgetown  University  Law  Center  Institute  of  Criminal  Law  and  Procedure 
(Appendix  B)  would  require,  inter  alia,  (1)  that  a  licensing  agency  not  con- 
sider criminal  records  that  have  l)een  annulled  or  expunged,  (2)  that  certain 
defined  records  not  be  used  for  licensing  purpjoses  (e.g.  arrest  records  not  fol- 
lowed by  a  conviction),  (3)  that  when  considering  non-criminal  standards  (e.g. 
good  mornl  character)  the  licensing  agency  not  take  into  consideration  the  con- 
viction of  a  crime,  and  (4)  that  if  a  conviction  is  considered  it  "directly  re- 
late" to  the  occupation  or  profession  sought. 

The  concept  that  a  crime  must  "directly  relate"  to  the  licensed  occupation  in 
order  to  disqualify  the  applicant,  together  with  public  awareness  of  the 
harshness  of  arbitrary  restrictions  on  job  opportunites  for  ex-offenders,  has 
already  resulted  in  efforts  in  some  states  to  alleviate  unreasonable  restrictions 
on  the  licensing  of  former  offenders. 

Florida,  for  example,  enacted  a  general  law  in  1971  (Appendix  D)  which 
provides  that  a  crime  shall  not  be  a  bar  to  a  license  unless  it  directly  relates 
to  the  occupation  sought.  Illinois  adopted  a  discretionary  standard  in  1971  by 
removing  outright  statutory  prohibitions  on  the  licensing  of  ex-felons. 

In  1972,  California  enacted  legislation  (Appendix  C)  establishing  .standards 
for  licensing  boards  to  follow  in  determining  the  good  moral  character  of  li- 
cense applicants.  This  law  in  effect  creates  a  presumption  that  an  applicant 
possesses  the  good  moral  character  which  is  necessary  to  receive  a  license.  It 
provides  that  no  act  of  the  applicant  shall  be  grounds  for  denying  a  license  if 
it  does  not  have  "a  substantial  relationship  to  the  functions  and  responsibil- 
ities of  the  licensed  business  or  profession." 
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The  California  law  has  many  other  good  features.  If  an  ex-offender  is  de- 
nied a  license,  the  licensing  board  must  tell  the  applicant  the  earliest  date  on 
which  he  may  reapply.  Upon  reapplication  all  "competent  evidence  of  rehabili- 
tation" must  be  considered.  In  addition,  each  licensing  board  must  develop  cri- 
teria to  evaluate  the  rehabilitation  of  a  person  denied  a  license  on  the  grounds 
of  lack  of  good  moral  character.  The  law  also  establishes  standards  for  sus- 
pension or  revocation  of  licenses  on  the  grounds  of  conviction  of  a  crime. 

COURT  ACTION 

As  the  general  rule,  courts  are  reluctant  to  substitute  their  judgement  for 
that  of  the  legislature  in  determining  qualifications  for  an  occupational  li- 
cense. However,  a  legislature  or  licen.sing  agency  cannot,  under  the  guise  of 
protecting  the  public,  arbitrarily  deny  access  to  lawful  occupations  by  imposing 
restrictions  that  are  unreasonable  or  contravene  constitutional  safeguards. 

The  United  States  Supreme  Court,  for  example,  has  held  that  state  imposed 
qualifications  for  an  occupation  must  be  job  related.  In  Schware  v.  Board  of 
Bar  Examiners,  353  U.S.  232  (1956),  the  court  said: 

"A  state  cannot  exclude  a  person  from  the  practice  of  law  or  from  any  other 
occupation  in  a  manner  or  for  reasons  that  contravene  the  Due  Process  or 
Equal  Protection  clause  of  the  Fourteenth  Amendment. 

"A  state  can  require  high  standards  of  qualifications,  such  as  good  moral 
character  or  proficiency  in  its  laws,  before  it  admits  an  applicant  to  the  bar, 
but  any  qualification  must  have  a  rational  connection  with  the  applicant's  fit- 
ness or  capacity  to  practice  law  .  .  ."  (Emphasis  added.) 

The  Court  has  likewise  held  that,  under  Title  VII  of  the  1964  CivU  Rights 
Act,  a  private  employer  cannot  imi>ose  a  condition  of  employment  which  dis- 
qualifies an  applicant  because  of  his  race  when  the  condition  cannot  be  shown 
to  be  related  to  job  performance.  Griggs  v.  Duke  Power  Company,  401  U.S.  424 
(1970). 

The  importance  of  job  related  licensing  standards  was  also  noted  in  a  recent 
decision  by  the  District  of  Columbia  Court  of  Appeals.  In  this  case,  Miller  v. 
District  of  Columbia  Board  of  Appeals  and  Review,  294  A.2d  365  (1972),  a  li- 
censing agency  had  denied  a  vendor's  license  to  Theodore  Miller,  a  former  of- 
fender, because  it  had  found  that  Miller  was  not  rehabilitated.  Reversing  the 
agency  and  finding  that  he  was  rehabilitated,  the  court  not  only  ordered  the 
agency  to  grant  Miller  a  License,  but  also  went  on  to  express  "serious  con- 
cern" about  the  agency's  lack  of  standards : 

The  Court,  in  part,  said  : 

"Unless  there  are  some  standards  relating  the  prior  conduct  of  an  applicant 
to  the  particular  business  activity  for  which  he  seeks  a  license,  the  power  to 
deny  a  license  inevitably  becomes  an  arbitrary,  and,  therefore,  unlawful,  exer- 
cise of  judgment  by  one  official,  a  graphic  example  of  which  is  so  clearly  re- 
vealed by  the  record  in  this  case. 

"We  command  .  .  .  the  need  to  clarify  the  requirements  for  business  licenses 
by  adopting  appropriate  regulations  which,  among  other  things,  wnll  define  the 
public  health  and  safety  dangers  posed  by  the  past  histories  of  the  license  ap- 
plicants with  respect  to  each  particular  type  of  license,  so  that  the  danger  of 
arbitrary  administrative  action  based  upon  unarticulated  and  unannounced 
standards  is  removed  and  the  possibility  of  constitutional  assault  upon  the 
general  licensing  statute  is  blunted." 

ATTORNEY  GENERAL 

In  Maryland,  the  State's  Attorney  General  issued  an  opinion  in  1972  to 
Maryland's  Department  of  Licensing  and  Regulations  concerning  the  need  for 
job-related  standards  in  issuing  licenses  (Appendix  E).  After  reviewing  rele- 
vant decisions  of  the  United  States  Supreme  Court,  the  Attorney  General  con- 
cluded that  the  discretion  of  licensing  agencies  to  deny  a  license  to  a  former 
offender  is  not  unlimited  and  that  a  record  of  a  crime  does  not  disqualify  an 
applicant  for  a  license  unless  the  crime  bears  a  reasonable  relation  to  the  type 
of  license  under  consideration. 

The  Attorney  General  advised  licensing  agencies  that  the  record  of  a  convic- 
tion "should  be  tempered  by  a  consideration  of  the  amount  of  time  which  may 
have  elapsed  since  that  conviction ;  the  nature  of  the  crime  and  whether  it 
bears  a  significant  relation  to  the  type  of  license  being  issued  and  whether  it 
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has  a  rational  connection  with  the  applicant's  fitness  or  capacity  to  perform 
the  occupation." 

As  an  example  of  the  relationship  of  a  conviction  to  licensed  occupation,  the 
Attorney  General  stated  that  a  person  convicted  of  breaking  and  entering 
might  be  denied  a  license  issued  by  the  State  House  Improvement  Commission, 
since  Maryland  lends  its  name  to  an  individual  presenting  it  in  his  attempt  to 
enter  a  citizen's  home,  but  that  such  conviction  would  not  necessarily  be  a 
basis  for  denying  the  same  person  a  cosmetology  license. 

Thus,  action  to  remove  or  modify  restrictions  on  the  occupational  licensing 
of  ex-offenders  can  occur  in  at  least  three  ways — through  the  legislature,  the 
courts,  and  the  attorney  general's  office.  A  summary  of  these  and  other  ways 
of  alleviating  obstacles  to  job  opportunities  for  offenders  is  contained  in  the 
handbook  Removitig  Offender  Employment  Restri^-tinns  by  James  E.  Bowers. 
For  a  copy  write  to  National  Clearinghouse  on  Offender  Employment  Restric- 
tions, Suite  600,  1705  DeSales  Street,  N.W.,  Washington,  D.C.  20036. 

6.  Conclusion 

The  existence  of  arbitrary  restrictions  on  an  offender's  job  opportunities  sug- 
gests a  basic  ambivalence  by  society  towards  the  rehabilitation  of  the  offender. 
We  expect  our  corrections  system  to  correct,  but  we  hinder  that  process  by  al- 
lowing the  former  offender  to  be  subjected  to  continued  penalties  through 
restrictions  that  deny  him  fair  consideration  for  a  job  or  license  even  after  he 
has  supposedly  "paid  his  debt  to  society." 

It  is  obvious  that  such  restrictions  are  self-defeating.  They  neither  contrib- 
ute to  the  offender's  rehabilitation,  nor  serve  the  best  interests  of  society.  They 
close  off  many  legitimate  avenues  for  meaningful  and  gainful  employment 
that  would  aid  the  individual's  reintegration  into  the  community  as  a  law- 
abiding,  self-supporting  citizen  and  give  society  some  assurance  that  he  will  not 
return  to  crime. 

This  study,  in  its  attempt  to  help  deal  with  this  problem,  has  had  two  objec- 
tives :  First,  to  demonstrate  the  myriad  licensing  restrictions  that  confront  the 
ex-oflfender  and  present  obstacles  to  his  employment  and  rehabilitation,  and, 
second,  to  outline  the  action  that  has  been  taken  and  can  be  taken  to  remove 
or  modify  arbitrary  restrictions.  Hopefully,  through  acquisition  of  this  knowl- 
edge, public-minded  groups  and  individuals  will  be  better  equipped  and  moti- 
vated to  help  the  ex-offender  regain  the  dignity  essential  to  his  rehabilitative 
adjustment — a  dignity  grounded  in  his  right  to  work.  (39) 
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thority for  permission. 

(30)  Occupational  Outlook  Handbook,  supra,  p.  339. 

(31)  Hid.,  p.  34L 

(32)  Waldemar,  "The  Imprisonment  Ends,  The  Sentence  is  Forever,"  (Oswego, 

N.Y. :  State  University  of  New  York.  1972). 

(33)  Although  this  report  is  on  a  study  of  state  licensing  laws,  fragmentary 

responses  from  a  mail  survey  of  12  cities  which  was  made  as  a  part  of 
the  study  indicates  that  many  occupations  are  also  licensed  by  munici- 
palities. In  New  York  City,  for  example,  115  occupations  are  licensed, 
including  taxi  cab  drivers,  which  is  probably  the  most  common  trade  li- 
censed by  local  authorities.  Brief,  Licensure  and  Employment  in  New 
York  City,  New  York  (1968).  Although  the  extent  to  which  these  li- 
censes are  restricted  is  not  known,  the  City's  Department  of  Consumer 
Affairs,  which  issues  licenses,  informed  the  study  that  it  considers  arrest 
record  information  in  determining  good  moral  character.  The  City  of 
Seattle  does  likewise  for  offenses  other  than  minor  misdemeanors.  A  re- 
cent study  for  the  Department  of  Labor  also  suggests  that  local  licens- 
ing authorities  may  even  have  more  of  an  impact  than  state  licensing 
agencies  on  some  occupations.  Shimberg  et  al.  Occupational  Licensing 
and  Public  Policy,  Report  to  U.S.  Department  of  Labor  (Princeton, 
N.J. :  Educational  Testing  Service,  1972). 

(34)  John  J.  Marsh,  "Teacher/Counselor  Certification  and  the  Felony  Convic- 

tion :  A  Survey  of  Selected  Practices,"  mimeographed  report,  January, 
1973,  p.  4. 

(35)  Martindale-Hubbell,  Law  Directory,  Vol.  5  (1971)  ;  Comment,  15  Stan.  L. 

Rev.  500  (1963). 

(36)  Weckstein,  "Recent  Developments  in  the  Character  and  Fitness  Qualifica- 

tions for  the  Practice  of  Law,"  The  Bar  Examiner,  Vol.  40,  Nos.  1-2 
(1971). 

(37)  Note,  43  Cornell  L.Q.  489,  490  (1958). 

(38)  American  Bar  Association,  Canon  1,  Ethical  Considerations,  Code  of  Pro- 

fession-al  Responsibility,  (Chicago,  lU. :  1971)  ;  Cf.  in  re  Dreir,  258  F.2d 
68,  69-70  (3rd  Cir.  1958). 

(39)  "The  right  to  work,  I  had  assumed,  was  the  most  precious  liberty  that 

man  iwssesses.  Man  has  indeed  as  much  right  to  work  as  he  has  to 
live,  to  be  free,  to  own  property  .  .  ."  Justice  William  O.  Douglas  (dis- 
senting opinion)  Barsky  v.  Board  o/  Regents,  347  U.S.  442,  472  (1953). 
See  also  Laisne  v.  California  State  Bd.  of  Optometry,  19  Cal.2d  831, 
123  P.2d  457  (1942)  ;  Milligan  v.  Bd.  of  Registration,  348  Mass.  783,  204 
N.E.2d  504  (1965). 

Appendix  A 

STATUTOBT   CONDITIONS   AFFECTING   THE   LICENSING   OF  EX-OFFENDEBS 

The  following  is  a  list  of  the  licensed  occupations  that  are  restrictive  to 
former  offenders.  The  nature  of  the  restriction  is  indicated  by  the  numbers  1, 
2,  and  3  according  to  a  State's  statutory  provision : 

"1" — Indicates  a  statutory  provision  that  refers  to  a  criminal  offense  as  grounds 
for  denying  a  license. 

"2" — Indicates  a  statutory  provision  that  conditions  the  granting  of  a  license 
on  such  grounds  as  the  applicant  possessing  good  moral  character. 

"3" — Indicates  a  statutory  provision  that  conditions  the  granting  of  a  license 
on  the  applicant  possessing  good  moral  character  and  not  having  a  criminal 
record. 
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Individual  State  and  Local  Materials 
ALASKA 

Regulations  Governing  LEAA  Funded  Criminal  Justice  Information 
Systems  Adopted  by  The  Governor's  Commission  on  the  Administration 
OF  Justice,  January  1973 

Register  45,  April  1973,  6  AAC  60.010-6  AAC  60.140 

Title  6.  Governor's  Office 

Part  3.  Governor's  Commission  on  the  Administration  of  Justice 

CHAPTER    60,    CRIMINAL    JUSTICE   INFORMATION    SYSTEMS 

Article 

1.  Collection  and  Storage  of  Criminal  Justice  Information  (§§  10-20) 

2.  Security  (§§  30-40) 

3.  Access  and  Use  (§  50-90) 

4.  Purging  of  Criminal  Justice  Information  (§§  100-130) 

5.  General  Provisions  (§  140) 

ARTICLE  1.   COLLECTION  AND   STORAGE   OF  CRIMINAL  JUSTICE  IN- 
FORMATION 

Section 

10.     Scope  of  Regulations 

20.     Categories  of  Criminal  Justice  Information  Which  May  Be  Collected  and 
Stored 

6  AAC  60.010.  SCOPE  OF  REGULATIONS.  The  regulations  in  this  chapter 
apply  only  to  the  electronic,  computer  retrieval  of  criminal  justice  information 
from  a  criminal  justice  information  system  as  defined  in  AS  12.62.070(1).  (Eff. 
10/09/72,  Reg.  44 ;  am     /     /73,  Reg.  45) 

Authority  :  AS  12.62.010,  AS  12.62.070. 

6  AAC  60.020.  CATEGORIES  OF  CRIMINAL  JUSTICE  INFORMATION 
WHICH  MAY  BE  COLLECTED  AND  STORED.  The  following  categories  of 
information  may  be  collected  and  stored  in  an  electronic,  computer  retrieval 
criminal  justice  information  system  as  criminal  justice  information : 

(1)  an  individual's  full  name,  and  any  aliases  known  to  refer  to  that  person 
including,  but  not  limited  to,  nicknames ; 

(2)  an  identifying  number  which  each  criminal  justice  information  system 
may  assign  to  an  individual  to  whom  criminal  justice  information,  otherwise 
collected  and  stored  under  authority  of  this  section,  relates ; 

(3)  an  individual's  physical  description  and  physical  description  classifica- 
tion including,  but  not  limited  to,  height,  weight,  sex,  color  of  hair,  color  of 
eyes,  identification  of  race,  and  other  identifying  physical  features ; 

(4)  an  individual's  date  of  birth  ; 

(5)  an  individual's  citizenship ; 

(6)  an  individual's  last  known  residence; 

(7)  information,  which  shall  include  the  date  of  collection  and  storage,  orig- 
inating from  a  source  that  is  reasonably  considered  reliable  by  the  law  en- 
forcement agency  collecting  the  information  indicating  that  an  individual  who 
is  the  subject  of  an  arrest  warrant  or  a  police  investigation  may  be  armed  or 
dangerous,  has  attempted  suicide,  or  has  a  disabling  medical  condition  which 
may  require  immediate  attention  or  treatment ; 

(8)  an  individual's  current  driver's  licen.se  class  and  number,  the  issuing  au- 
thority, the  date  of  expiration,  any  suspension,  revocation  or  cancellation  of 
the  license,  a  record  of  prior  recorded  violations  of  state  statutes,  regulations 
or  local  ordinances  pertaining  to  the  operation  of  a  motor  vehicle,  a  record  of 
accident  involvement,  license  application  information  and  other  information 
relevant  to  the  issuance  and  regulation  of  driver's  licenses ; 

(9)  an  individual's  last  recorded  fish  and/or  game  license  number (s),  in- 
cluding year  of  issue  and  current  status ; 

(10)  an  individual's  social  security  number ; 

(11)  an  individual's  Federal  Bureau  of  Investigation  file  number; 
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(12)  an  individual's  Alaska  State  Trooper  file  number,  including  date  of 
entry,  type  of  contact  and  type  of  subject  involvement ; 

(13)  all  other  police  agency  file  numbers  which  refer  to  an  individual,  in- 
cluding date  of  entry,  type  of  contact  and  type  of  subject  involvement ; 

(14)  an  individual's  fingerprint  classification  ; 

(15)  all  current  arrest  warrants,  summons,  missing  person  notifications,  re- 
quests to  contact  for  an  emergency  notification  and  investigatory  requests  to 
locate  without  contacting ; 

(16)  stolen  vehicle  information  which  pertains  to  the  identity,  including,  but 
not  limited  to,  ownership,  of  the  vehicle  itself ; 

(17)  an  individual's  arrest  history  including  charge,  date  and  disposition  ; 

(18)  an  individual's  prior  recorded  convictions  for  criminal  offenses,  includ- 
ing charge,  date  and  disposition  ; 

(19)  a  physical  description  relating  to  the  circumstances  surrounding  the 
prior  recorded  convictions  of  an  individual  for  a  criminal  offense ; 

(20)  parole,  probation,  and  correctional  information  relating  to  the  current 
status  of  an  individual ; 

(21)  administrative  correctional  information  including  date  of  arrest,  status 
change  date,  if  any,  supervision  status,  location  of  primary  responsibility  and 
corrections  oflScer  in  charge,  location  of  secondary  responsibility  and  correc- 
tions officer  in  charge,  physical  location  of  the  individual,  placement  location 
of  the  individual,  literal  field  describing  which  placement  location,  numerical 
code  indicating  which  location  retains  a  current  file  on  the  individual,  whether 
information  is  on  fiche  file,  projected  date  of  release  from  supervision,  and 
similar  administrative  information ; 

(22)  court  calendaring  information  ; 

(23)  terminal  security  information  ; 

(24)  operator  security  information  ; 

(25)  system  errors  information  ; 

(26)  administrative  messages. 

(Eff.  10/09/72,  Reg.  44  ;  am     /     /73.  Reg.  45) 

Authority :  AS  12.62.010,  AS  12.62.020(a)  (b). 
ARTICLE  2.   SECURITY 
Section 
30.     Segregation   of   Computerized   Files   and   their   Linkage   to   Investigatory 

Files 
40.     Terminal  Security 

6  AAC  60.030.  SEGREGATION  OF  COMPUTERIZED  FILES  AND  THEIR 
LINKAGE  TO  INVESTIGATORY  FILES,  (a)  Files  shall  be  stored  in  such  a 
manner  that  they  cannot  be  destroyed,  accessed,  changed  or  overlaid  in  any 
fashion  by  any  agency  not  authorized  to  do  so  under  this  chapter. 

(b)  The  project  director  of  each  criminal  justice  information  system  shall 
have  installed  a  program  that  will  prohil)it  inquiry,  file  updates  or  destruction 
from  any  terminal  other  than  criminal  justice  information  system  terminals 
authorized  to  do  so  under  this  chapter.  The  destruction  of  files  .shall  be  limited 
to  terminals  under  the  management  and  control  of  the  criminal  justice  agency 
responsible  for  maintaining  the  files. 

(c)  The  project  director  of  each  criminal  justice  information  system  shall 
have  written  and  installed  a  classified  program  to  detect,  and  store  for  classi- 
fied output,  all  attempts  to  penetrate  any  criminal  justice  information  system, 
program  or  file.  This  program  and  the  records  of  such  program  shall  be  kept 
continuously  under  maximum  security  conditions. 

(d)  Recording  material  containing  criminal  offender  record  information, 
when  not  physically  on  the  computer,  shall  be  kept  in  a  fire  resistant  locked 
facility  at  or  near  the  computer  facility.  All  other  material  may  be  kept  in  a 
locked  facility  from  the  computer  facility. 

(e)  Agencies  automating  complete  records  systems  may  not  link  records  so 
that  a  criminal  offender  record  inquiry  will  include  information  which  indi- 
cates the  existence  of  an  investigatory,  in-house  custodial  or  management  file. 

(f)  Criminal  offender  record  information  files  may  be  linked  in  such  a  man- 
ner that  an  investigntory  management  inquiry  from  a  criminal  justice  ter- 
minal will  initiate  a  printout  of  the  individual's  criminal  offender  record 
information.  (Eff.  10/09/72,  Reg.  44  ;  am      /     /73,  Reg.  45) 

Authority  :  AS  12.62.010,  AS  12.62.040(a)  (1)  (2). 
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6  AAC  60.040.  TERMINAL  SECURITY,  (a)  A  background  investigation  by  a 
law  enforcement  agency  adhering  to  standards  prescribed  by  the  commission 
shall  be  conducted  with  respect  to  all  personnel  who  have  access  to  a  criminal 
justice  information  system  terminal  in  an  operational  environment  prior  to 
being  assigned  to  that  terminal. 

(b)  Phy.sical  plant  security  shall  be  provided  by  all  agencies  with  access  to 
a  computerized  criminal  justice  information  system  to  insure  maximum  safe- 
guards against  fire,  theft  and  all  unauthorized  entry  to  areas  where  criminal 
justice  information  is  stored,  processed  or  disseminated. 

(c)  Whenever  access  to  the  facility  by  an  uncleared  person  is  necessary,  a 
cleared  person  shall  be  responsible  for  keeping  the  uncleared  person (s)  under 
direct  observation  at  all  times.  (Eff.  10/09/72,  Reg.  44;  am  /  /73,  Reg. 
4.1)  Authority:  AS  12.62.010,  AS  12.62.040(a). 

ARTICLE  3.  ACCESS  AND  USE 

Section 

50.     Input  and  Update 

60.     Access 

70.     Secondary  Users 

80.     Individual's  Right  to  Information 

90.     Research  Use  of  Criminal  Justice  Information 

6  AAC  60.050.  I.NPUT  AND  UPDATE.  Authorized  agencies  and  the  specified 
categories  of  criminal  justice  information  which  they  may  input  and  update 

(i)  Alaska  State  Troopers:  Sec.  020(1),  (3)-(7),  (10)-(19),  (26)  of  this 
chapter ; 

(2)  Local  Police  Departments :  Sec.  020(1),  (3)-(7),  (10),  (11),  (13)-(19), 
(26)  of  this  chapter  ; 

(3)  Identification  Section  of  the  Technical  Services  Division  of  the  Depart- 
ment of  Public  Safety:  Sec.  020(1),  (3)-(6),  (10)-(19),  (26)  of  this  chapter; 

(4)  Driver's  License  Section  of  the  Technical  Services  Division  of  the  De- 
partment of  Public  Safety:  Sec.  020(1),  (3)-(6),  (8),  (10),  (26)  of  this  chap- 
ter ' 

(b)  Fish  and  Wildlife  Protection  Division  of  the  Department  of  Public 
Safety:  Sec.  020(1),  (3)-(7),  (9),  (10),  (15),  (26)  of  this  chapter ; 

(6)  Alaska  State  Court  System:  Sec.  020(1),  (3)-6),  (8)-(10),  (15),  (17), 
(18),  (20),  (22),  (26)  of  this  chapter ; 

(7)  Division  of  Corrections  of  the  Department  of  Health  and  Social  Serv- 
ices: Sec.  020(1),  (3)-(6),  (10),  (15),  (17),  (20),  (21),  (26)  of  this  chapter ; 

(8)  Department  of  Law  and  Local  Prosecution  Agencies:  Sec.  020(1), 
(3)-(6),  (10),  (15),  (17),  (18),  (26)  of  this  chapter ; 

(9)  Alaska  Public  Defender  Agency:  Sec.  020(1),  (3) -(6),  (10),  (26)  of 
this  chapter ; 

(10)  Master  Terminal :  Sec.  020(l)-(7),  (10)-(19),  (23),  (24),  (26)  of  this 
chapter ; 

(11)  Control  Terminal:  Sec.  020(25),  (26)  of  this  chapter.  (Efif.  10/09/72, 
Reg.  44;  am      /     /73.  Reg.  45)  Authority  :  AS  12.62.010,  AS  12.62.020(a). 

6  AAC  60.060.  ACCESS.  Authorized  agencies  and  the  specified  categories  of 
criminal  justice  information  which  they  may  have  access  to  are : 

(1)  Alaska  State  Troopers :  Sec.  020(l)-(20),  (22),  (26)  of  this  chapter ; 

(2)  Local  Police  Departments:  Sec.  020(l)-(20),  (22),  (26)  of  this  chapter; 

(3)  Identification  Section  of  the  Technical  Services  Division  of  the  Depart- 
ment of  Public  Safety:  Sec.  020(l)-(6),  (8)-(20),  (22),  (26)  of  this  chapter; 

(4)  Driver's  License  Section  of  the  Technical  Services  Division  of  the  De- 
partment of  Public   Safety:    So.:.  020(l)-(6),    (8)-(10),    (15),    (22),    (26)    of 

(5)  Fish  and  Wildlife  Protection  Division  of  the  Department  of  Public 
Safety;  Sec.  020(1)-(10),  (15),   (16),  (22),  (26)  of  this  chapter; 

(6)  Alaska  State  Court  System:  Sec.  020(l)-(6),  (8)-(10),  (15),  (17), 
(18),  (20),  (22),  (26)  of  this  chapter ; 

(7)  Division  of  Corrections  of  the  Department  of  Health  and  Social  Serv- 
ices: Sec.  020(l)-(6),  (10)-(15),  (17)-(22),  (26)  of  this  chapter ; 

(8)  Department  of  Law  and  Local  Prosecution  Agencies:  Sec.  020(l)-(6), 
(8)-(15),  (17),  (18),  (20),  (22).  (26)  of  this  chapter ; 

(9)  Alaska  Public  Defender  Agency:  Sec.  020(l)-(6),  (8)-(14),  (17),  (18), 
(20),   (22),   (26)  of  this  chapter,  upon  the  condition  that,  and  for  so  long  as. 
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the  Alaska  Public  Defender  Agency  releases  or  communicates,  subject  to  the 
requirements  of  sec.  70  of  this  chapter,  those  specitic  categories  of  criminal 
justice  information,  for  which  access  has  been  authorized  under  this  subsec- 
tion, and  for  which  a  nominal  sum,  reflective  of  administrative  cost,  may  be 
imposed,  to  attorneys  who  certify  that  they  represent  an  individual  who,  at. 
the  time  a  release  or  communication  is  made,  is  a  defendant  in  a  criminal 
prosecution  and  that  the  information  to  be  released  or  communicated  relates  to 
that  prosecution ; 

(10)  Master  Terminal:  Sec.  020(1) -(20).    (22)-(24),    (26)   of  this  chapter; 

(11)  Control  Terminal:  Sec.  020(25).  (26)  of  this  chapter.  (Eff.  10/09/72, 
Reg.  44  ;  am      /     /73.  Reg.  45)  Authority  :  AS  12.62.010,  AS  12.62.020(a). 

6  AAC  60.070.  SECONDARY  USERS,  (a)  Criminal  justice  information  may 
be  used  only  for  law  enforcement  purposes,  for  research  related  to  law  en- 
forcement, or  for  those  additional  lawful  puri)oses  necessary  to  the  proper  en- 
forcement or  administration  of  other  provisions  of  law.  Criminal  justice  infor- 
mation may  not  be  released  or  communicated  to  any  individual,  agency  or 
other  entity  other  than  to  a  "law  enforcement  agency",  an  attorney  represent- 
ing an  individual  who  is  a  defendant  in  a  criminal  prosecution,  or  a  research 
program  permitted  access  to  criminal  justice  information  by  the  commission 
under  sec.  90  of  this  chapter,  unless  the  release  or  communication  of  criminal 
justice  information  by  a  criminal  justice  agency  is  otherwise  required  by  state 
or  federal  law ; 

(b)  Each  criminal  justice  agency  in  this  state  with  custody  or  control  of 
criminal  justice  information  shall  maintain  a  separate  listing  of  the  individu- 
als, agencies  or  other  entities,  both  within  and  outside  this  state,  to  which  it 
has  released  or  communicated  criminal  justice  information.  Each  listing  shall 
be  preserved  until  the  commission  expressly  authorizes  its  destruction.  Each 
listing  shall  indicate  the  individual,  agency  or  other  entity  to  which  informa- 
tion was  released  or  communicated,  the  date  of  the  release  or  communication, 
the  individual  to  whom  the  information  relates,  and  the  items  of  information 
released  or  communicated.  These  listings  shall  be  made  available  for  inspection 
by  the  commission,  its  agent  or  authorized  representative,  and  by  individuals 
exercising  their  rights  of  access  and  review  of  criminal  justice  information  re- 
lating to  them  under  AS  12.62.  030(c)  and  sec.  80  of  this  chapter.  (Eff. 
10/09/72,  Reg.  44 ;  am      /     /73,  Reg.  45) 

Authority:  AS  12.62.010,  AS  12.62.030(a)  (d). 

6  AAC  60.080.  INDIVIDUAL'S  RIGHT  TO  INFORMATION.  Each  individual 
shall  have  the  right  to  review  criminal  justice  information  relating  to  him. 
Each  criminal  justice  agency  in  this  state  with  custody  or  control  of  criminal 
justice  information  shall  make  available  facilities  and  personnel  necessary  to 
permit  review  of  criminal  justice  information  for  which  access  has  been  au- 
thorized under  sec.  60  of  this  chapter.  Reviews  shall  be  conducted  in  accord- 
ance with  the  following  procedures  : 

(1)  Reviews  shall  take  place  only  within  the  facilities  of  an  agency  author- 
ized to  have  access  to  criminal  justice  information  under  sec.  60  of  this 
chapter,  and  only  under  the  supervision  and  in  the  presence  of  a  designated 
employee  or  agent  of  a  criminal  justice  agency. 

(2)  Reviews  shall  be  permitted  only  after  proper  verification  that  the  re- 
questing individual  is  the  subject  of  the  criminal  justice  information  he  is 
seeking. 

(3)  A  record  of  each  review  shall  be  maintained  by  criminal  justice  agen- 
cies. Each  review  form  shall  be  completed  and  signed  by  the  supervisory  em- 
ployee or  agent  present  at  the  review.  The  form  shall  include  a  recording  of 
the  name  of  the  reviewing  individual,  the  date  of  the  review,  and  whether  or 
not  any  exception  was  taken  to  the  accuracy,  completeness  or  contents  of  the 
information  reviewed. 

(4)  An  individual  exercising  his  right  to  review  criminal  justice  information 
may  compile  a  written  summary  or  make  notes  of  information  reviewed,  and 
may  take  with  him  copies  thereof.  Individuals  may  not,  however,  take  any 
copy  that  might  reasonably  be  confused  with  the  original. 

(5)  Each  individual  exercising  his  right  to  review  criminal  justice  informa- 
tion shall  be  informed  of  his  right  to  challenge  the  inclusion  of  information, 
pursuant    to    AS     12.62.     030(c)     and     (f).     (Eflf.     10/09/72,     Reg.     44;     am 

/     /73.  Rec.  45)  Authoritv:  AS  12.62.010.  AS  12.62.030(c)  (f). 

6  AAC  60.090.  RESEARCH  USE  OF  CRIMINAL  JUSTICE  INFORMATION. 
(a)   The  commission,  its  agent  or  authorized  representative  will  decide  upon 
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formal  application  from  a  research  program  whether  that  research  program 
shall  have  access  to  criminal  justice  information  collected  and  stored  in  an 
electronic,  computer  retrieval,  criminal  justice  information  system. 

(b)  No  criminal  justice  agency  may  permit  a  research  program  to  have  ac- 
cess to  criminal  justice  information  until  it  has  been  notified  by  the  commis- 
sion, its  agent  or  authorized  representative  tliat  access  is  authorized. 

(c)  Access  to  criminal  justice  information  under  this  section  will  be  permit- 
ted only  if  a  research  program  first  demonstrates  to  the  satisfaction  of  the 
commission,  its  agent  or  authorized  representative  that  threats  to  individual 
privacy  which  might  be  created  by  the  program 

(1)  have  been  minimized  by  methods  and  procedures  calculated  to  prevent 
injury  or  embarrassment  to  individuals ;  and 

(2)  are  clearly  outweighed  by  the  prospective  advantages  accruing  to  the 
administration  of  justice. 

(d)  Access  to  criminal  justice  information  under  this  section  will  be  re- 
stricted in  such  a  manner  that  an  individual's  identity  will  not  be  disclosed, 
unless  a  research  program  conclusively  demonstrates  in  its  formal  application 
for  access  that  access  by  name  is  a  prerequisite  to  conducting  the  research  for 
which  application  has  been  made. 

(e)  The  following  requirements  shall  be  applicable  to  all  research  programs, 
and  each  criminal  justice  agency  shall  be  responsible  for  their  full  and  prompt 
enforcement : 

(1)  Criminal  justice  information  which  has  been  made  available  to  a  re- 
search program  may  not  be  used  to  the  detriment  of  individuals  to  whom  such 
information  relates. 

(2)  Criminal  justice  information  which  has  been  made  available  to  a  re- 
search program  may  not  be  used  for  any  other  purpose,  nor  may  such  informa- 
tion be  used  for  any  research  program  other  than  that  authorized  by  the 
commission,  its  agent  or  authorized  representative. 

(f)  A  researcli  program  requesting  access  to  criminal  justice  information 
shall,  prior  to  authorization  of  access,  execute  a  nondisclosure  agreement  ap- 
proved by  the  commission,  its  agent  or  authorized  representative  and  post  a 
bond  in  the  amount  of  five  hundred  dollars  with  the  commission,  which  shall 
be  subject  to  forfeiture  in  the  event  that  any  of  the  requirements  of  this  sec- 
tion have  been  violated. 

(g)  Authorization  of  access  to  criminal  justice  information  under  this  sec- 
tion shall  be  subject  to  the  following  conditions : 

(1)  The  commission,  its  agent  or  authorized  representative  shall  have  the 
right  to  fully  monitor  any  research  program  to  assure  compliance  with  the  re- 
quirements of  this  section. 

(2)  The  commission,  its  agent  or  authorized  representative  shall  have  the 
right  to  examine  and  verify  all  data  generated  by  the  research  program,  and 
if  a  material  error  or  omission  is  found  to  have  occurred,  to  order  that  the 
data  not  be  released  or  used  for  any  purpose  unless  corrected  to  the  satisfac- 
tion of  the  commission,  its  agent  or  authorized  representative. 

(h)  Each  criminal  justice  agency  shall  be  responsible  for  the  formulation  of 
methods  and  procedures  which  assure  compliance  with  the  requirements  of  this 
section  with  respect  to  the  use  of  criminal  justice  information  for  purposes  of 
any  program  of  behavioral  or  other  research,  whether  such  programs  are  con- 
ducted by  a  criminal  justice  agency  or  by  any  other  agency  or  individual.  (Eff. 
10/09/72,  Reg.  44 ;  am     /    /73,  Reg.  45) 

Authority  :  AS  12.62.010,  AS  12.62.030(b). 

ARTICLE  4.  PURGING  OF  CRIMINAL  JUSTICE  INFORMATION 

Section 

100.    Purging  of  Criminal  Offender  Record  Information 

110.     Purging  of  Intelligence,  Analytical  and  Investigatory  Records 

120.     Notification  of  Purging  and  Requests  for  Compliance 

130.     Formulation  of  Procedures 

6  AAC  60.100.  PURGING  OF  CRIMINAL  OFFENDER  RECORD  INFOR- 
MATION, (a)  Criminal  offender  record  information  shall  be  purged  under  any 
of  the  following  circumstances : 

(1)  Upon  legal  termination  of  an  arrest  for  a  criminal  offense  in  favor  of 
the  arrestee,  all  criminal  offender  record  information  collected  and  stored  in 
an  electronic,  computer  retrieval,  criminal  justice  information  system  as  a  re- 
sult of  that  arrest,  except  fingerprint  classifications  which  may  be  retained 
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only  for  identification  purposes,  shall  be  closed  and  not  reopened  for  any  rea- 
son. In  any  event,  all  criminal  offender  record  information  collected  and  stored 
in  a  criminal  justice  information  system  as  a  result  of  an  arrest,  except  finger- 
print classifications  which  may  be  retained  only  for  identification  purposes, 
shall  be  closed  180  days  after  the  date  of  arrest  and  may  be  reopened  only  if 
a  criminal  proceeding  is  still  pending  as  a  result  of  that  arrest  and  only  then' 
for  an  equal  period  pending  final  disposition  of  the  criminal  proceeding.  Upon 
formal  application  of  the  arrested  individual,  made  within  one  year  of  final 
disposition  of  the  criminal  offense,  a  copy  of  these  records  shall  be  forwarded 
to  that  individual.  At  the  end  of  one  year  from  final  disposition,  these  records 
shall  be  expunged. 

(2)  Where  an  individual  has  been  convicted  of  an  offense  which  would  in 
^this  state  be  a  felony,  and  for  a  period  of  ten  years : 

(A)  has  not  been  imprisoned  after  conviction  for  that  offense  in  this  or  any 
other  jurisdiction  in  the  United  States ; 

(B)  has  not  been  subject  to  the  control  of  parole  or  probation  authorities  in 
this  or  any  other  jurisdiction  in  the  United  States ; 

(C)  has  not  been  convicted  in  this  or  any  other  jurisdiction  in  the  United 
States  by  a  court  of  competent  jurisdiction  of  an  offense  which  in  this  state 
would  be  an  offense  the  penalty  for  which  denotes  criminality ; 

and  is  not  currently  under  indictment  for,  or  otherwise  charged  with  a  crimi- 
nal offense,  or  the  subject  of  an  arrest  warrant,  by  any  criminal  justice  agency 
in  this  or  any  other  jurisdiction  in  the  United  States,  all  criminal  offender 
record  information  relating  to  that  individual  in  any  electronic,  computer  re- 
trieval, criminal  justice  information  system  shall  be  closed.  Where  no  convic- 
tion results,  periods  of  elapsed  time  while  the  individual  was  under  indictment 
for,  or  otherwise  charged  with,  a  crime,  or  the  subject  of  an  arrest  warrant, 
shall  be  included  in  the  computation  of  the  ten-year  period  provided  for  in  this 
paragraph.  Closing  of  records  under  this  paragraph  shall  occur  at  least 
annually. 

(3)  Where  an  individual  has  been  convicted  of  an  offense  which  would  in 
this  state  be  a  misdemeanor,  and  for  a  period  of  five  years : 

(A)  has  not  been  imprisoned  after  conviction  for  that  offense  in  this  or  any 
other  jurisdiction  in  the  United  States  ; 

(B)  has  not  been  subject  to  the  control  of  parole  or  probation  authorities  in 
this  or  any  other  jurisdiction  in  the  United  States  ; 

°  (C)  has  not  been  convicted  in  this  or  any  other  jurisdiction  in  the  United 
States  by  a  court  of  competent  jurisdiction  of  an  offense  which  would  in  this 
state  be  an  offense  the  penalty  for  which  denotes  criminality  ; 

and  is  not  currently  under  indictment  for,  or  otherwise  charged  with  a  crimi- 
nal offense,  or  the  subject  of  an  arrest  warrant,  by  any  criminal  justice  agency 
in  this  or  any  other  jurisdiction  in  the  United  States,  all  criminal  offender  rec- 
ord information  relating  to  that  indivdual  in  any  electronic,  computer  retrieval, 
criminal  justice  information  system  shall  be  closed.  Where  no  conviction  re- 
sults, periods  of  elapsed  time  while  the  individual  was  under  indictment  for,  or 
otherwise  charged  with,  a  crime,  or  the  subject  of  an  arrest  warrant,  shall  be 
Mncluded  in  the  computation  of  the  ten-year  period  provided  for  in  this  para- 
graph. Closing  of  records  under  this  paragraph  shall  occur  at  least  annually. 

(b)  Records  closed  under  this  section  shall  be  held  in  confidence  and  shall 
not  be  made  available  for  dissemination,  release  or  communication  by  any  indi- 
vidual or  agency  except  as  follows,  and  then  only  for  such  time  and  to  such 
extent  as  may  be  necessary  for  the  purposes  described  : 

(1)  where  necessary  for  in-house  custodial  activities  of  the  recordkeepiug 
agency  or  for  the  regulatory  responsibilities  of  the  commission  ; 

(2)  where  the  information  is  to  he  used  for  statistical  compilations  or  re 
search  programs,  in  which  the  individual's  identity  is  not  disclosed  and  from 
which  it  is  not  ascertainable ; 

(3)  where  the  individual  to  whom  the  information  relates  seeks  to  exercis«^ 
rights  of  access  and  review  under  sec.  80  of  this  chapter ; 

(4)  where  necessary  to  permit  an  adjudication  of  any  claim  by  the  Individ 
ual  to  whom  the  information  relates  that  it  is  misleading,  inaccurate  or  incom- 
plete, pursuant  to  AS  12.62.030(c)  and  (f )  ;  and 

(5)  where  a  statute  of  this  state  specifically  requires  inquiry  into  criminal 
offender  record  information  beyond  the  limitations  of  this  section. 
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(c)  Whenever  criminal  offender  record  information  has  been  closed  in  ac- 
cordance with  this  section,  except  when  information  has  been  closed  under 
(a)  (1)  of  this  section,  and  the  individual  to  whom  the  information  relates  is 
subsequently  arrested  for  a  crime,  his  records  may  be  reopened  during  the  sub- 
sequent investigation,  prosecution  and  disposition  of  that  offense.  If  the  arrest 
does  not  terminate  in  a  conviction,  the  records  shall  again  be  closed.  If  a  con- 
viction does  result,  the  records  may  remain  open  and  available  for  dissemina- 
tion and  usage  until  the  requirements  of  this  section  are  again  satisfied. 

(d)  Where  the  laws  or  regulations  of  another  jurisdiction  in  the  United 
States  require  the  closing  or  expunging  of  criminal  offender  record  informa- 
tion, and  where  criminal  offender  record  information  has  been  supplied  to 
criminal  justice  agencies  in  this  state,  that  criminal  offender  record  informa- 
tion shall  be  expunged  or  closed  as  required.  Information  shall  not  be  ex- 
punged or  closed  under  this  subsection  until  the  commission  or  a  criminal  jus- 
tice agency  in  this  state  has  received  proper  notification  from  another 
jurisdiction  that  expunging  or  closing  is  required  under  the  laws  or  regula- 
tions of  that  other  jurisdiction.  Notice  in  writing  over  the  signature  of  an  au- 
thorized oflBcial  of  the  other  jurisdiction  constitutes  proper  notification  under 
this  subsection. 

(e)  Where  the  commission,  its  agent  or  authorized  representative  orders  the 
alteration  of  criminal  offender  record  information,  that  order  may  include  a 
requirement  that  the  information  be  expunged  or  closed  and  treated  in  accord- 
ance with  the  requirements  of  this  section. 

(f)  Where  any  statute  or  valid  administx'ative  regulation  of  this  state,  or 
the  judgment  of  any  court  of  competent  jurisdiction  in  this  state,  requires  the 
purging  of  criminal  offender  record  information,  that  information  shall  be  ex- 
punged, closed,  or  returned  to  the  individual,  as  the  statute,  regulation  or 
judgment  may  require. 

(g)  The  requirements  of  this  section  impose  no  obligation  upon  criminal  jus- 
tice agencies  to  retain  records  beyond  that  time  which  may  otherwise  be  pro- 
vided by  statute  or  valid  administrative  regulation.  (Eff.  10/09/72,  Reg.  44; 
am      /    /73,  Reg.  45) 

Authority  :  AS  12.62.010,  AS  12.62.030(c)  (f ),  AS  12.62.040(a). 

6  AAC  60.110.  PURGING  OF  INTELLIGENCE,  ANALYTICAL  AND  IN- 
VESTIGATIVE RECORDS.  Upon  termination  of  a  police  investigation  in 
favor  of  an  individual  or  an  arrest  for  a  criminal  offense  in  favor  of  the  ar- 
restee, information  collected  and  stored  under  sec.  20(6)  of  this  chapter,  ex- 
cept information  indicating  that  an  individual  may  have  a  disabling  medical 
condition  which  may  require  immedate  attention  or  treatment,  shall  be  closed. 
At  the  end  of  one  year  from  the  favorable  termination  of  a  police  investiga- 
tion or  the  final  disposition  of  a  criminal  offense  in  favor  of  the  arrestee, 
these  records  shall  be  expunged.  In  any  event  information  collected  and  stored 
under  sec.  20(6)  of  this  chapter  may  not  be  retained  for  a  period  longer  than 
five  years,   and   shall  be  expunged   thereafter.    (Eff.   10/09/72,   Reg.   44;   am 

/     /73,  Reg.  45)  Authority  :  AS  12.62.010.  AS  12.62.040(a). 

6  AAC  60.120.  NOTIFICATION  OF  PURGING  AND  REQUESTS  FOR  COM- 
PLIANCE, (a)  Each  criminal  justice  agency  shall  promptly  furnish  notice  to 
the  commission  of  any  criminal  justice  information  which  has  been  expunged, 
closed  or  reopened  under  sees.  100  and  110  of  this  chapter,  including  notice  of 
the  specific  provisions  under  which  the  designation  was  made. 

(b)  Each  criminal  justice  agency  may  periodically,  but  shall  at  least  an- 
nually, furnish  notice  that  criminal  justice  information  has  been  expunged, 
closed  or  reopened  under  sees.  100  and  110  of  this  chapter  to  criminal  justice 
agencies  in  this  state  with  custody  or  control  of  that  category  of  criminal  jus- 
tice information. 

(c)  Each  criminal  justice  agency  which  has  previously  released  or  communi- 
cated criminal  justice  information,  which  has  been  expunged,  closed  or  re- 
opened under  sees.  100  and  110  of  this  chapter,  to  any  law  enforcement 
agency,  both  within  and  outside  this  state,  shall  promptly  furnish  notice  to 
tho.se  agencies  that  the  information  has  been  expunged,  closed  or  reopened. 

(d)  When  furnishing  the  notice  required  under  (c)  of  this  section  a  crimi- 
nal justice  agency  shall  at  the  same  time  request  the  law  enforcement  agency 
to  expunge  or  close,  as  appropriate,  criminal  justice  information  which  has 
previously  been  released  or  communicated  to  the  agency,  but  which  has  been 
expunged  or  closed  under  sees.  100  and  110  of  this  chapter.  Compliance  with 
this  request  to  expunge  or  close  criminal  justice  information  shall  be  verified 
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through  a  request  made  of  the  law  enforcement  agency  to  furnish  the  criminal 
Justice  agency  with  an  updated  record.  If  a  law  enforcement  agency  refuses  to 
comply  with  a  request  to  expunge  or  close  criminal  justice  information  which 
has  been  released  or  communicated  to  it,  no  further  criminal  justice  informa- 
tion may  be  released  or  communicated  to  it  by  any  criminal  justice  agency. 
(Eff.  10/09/72,  Reg.  44 ;  am      /     /73,  Reg.  45) 

Authority :  AS  12.62.010,  AS  12.62.030(c),  AS  12.62.040(a),  AS  12.62.050(a). 

6  AAC  60.130.  FORMULATION  OF  PROCEDURES,  (a)  Each  criminal  jus- 
tice agency  shall  formulate  methods  and  procedures  to  assure  its  continuing 
compliance  with  the  requirements  of  this  chapter.  The  commission  may  require 
any  modifications  or  additions  to  those  methods  and  procedures  which  it  finds 
necessary  for  full  and  prompt  compliance  with  this  chapter. 

(b)  Where  the  commission  finds  that  any  public  agency  in  this  state  has 
wilfully  or  repeatedly  violated  the  requirements  of  AS  12.62  or  this  chapter 
the  commission  will,  where  other  statutory  provisions  permit,  prohibit  the  dis- 
semination, release  or  communication  of  criminal  justice  information  to  that 
agency,  for  periods  and  under  conditions  that  the  commission  deems  appropri- 
ate. (Eff.  10/09/72,  Reg.  44 :  am      /     /73,  Reg.  45) 

Authority  :  AS  12.62.010,  AS  12.62.030(c)  (f ),  AS  12.62.040(a). 

ARTICLE  5.  GENERAL  PROVISIONS 

Section 

140.     Definitions 

6  AAC  60.140.  DEFINITIONS.  In  this  chapter,  unless  otherwise  provided : 

(1)  "close"  means  the  retention  of  files,  records  or  information  recorded  or 
stored  in  a  criminal  justice  information  system  subject  to  such  restrictions  on 
access  and  dissemination  as  are  required  by  this  chapter ; 

(2)  "commission"  means  the  Governor's  Commission  on  the  Administration 
of  .Tustice  established  under  AS  44.19.746— AS  44.19.758  ; 

(3)  "criminal  justice  agency"  means  an  agency  in  this  state  with  custody  or 
control  of  criminal  justice  information  through  access  authorized  under  sec.  60 
of  this  chapter ; 

(4)  "criminal  justice  information"  means  information  concerning  an  individ- 
ual collected  and  stored  in  a  criminal  justice  information  system,  which  is  in- 
dexed under  the  individual's  name  or  retrievable  by  reference  to  the  individual 
by  name  or  otherwise  ; 

(5)  "criminal  justice  information  system"  means  an  electronic,  computer  re- 
trieval system,  including  the  equipment,  facilities,  procedures,  agreements,  and 
organizations  related  to  a  system  funded  in  whole  or  in  part  by  the  Law  En- 
forcement Assistance  Administration,  for  the  collection,  processing,  or  dissemi- 
nation of  criminal  justice  information  ; 

(6)  "criminal  offender  record  information"  means  information,  including  rec- 
ords and  data,  compiled  by  criminal  justice  agencies  and  stored  in  an 
electronic,  computer  retrieval,  criminal  justice  information  system  for  purposes 
of  identifying  criminal  offenders  and  of  maintaining  as  to  each  such  offender  a 
summary  of  arrests,  pretrial  proceedings,  the  nature  and  disposition  of  crimi- 
nal charges,  sentencing,  rehabilitation  and  release.  Such  information  is  re- 
stricted to  that  stored  in  or  on  an  electronic,  computer  retrieval  system  as  the 
result  of  the  initiation  of  criminal  proceedings  or  of  any  consequent  proceed- 
ings. It  does  not  include  intelligence,  analytical  and  investigative  reports  and 
files,  nor  statistical  records  and  reports  in  which  individuals  are  not  identified 
and  from  which  their  identities  are  not  ascertainable ; 

(7)  "criminal  offense"  means  an  offense  the  penalty  for  which  denotes  crimi- 
nality : 

(8)  "expunge"  means  the  physical  destruction  of  files,  records  or  informa- 
tion recorded  or  stored  in  a  criminal  justice  information  system ; 

(9)  "law  enforcement"  means  any  activity  relating  to  crime  prevention,  con- 
trol or  reduction,  or  the  enforcement  of  the  criminal  law,  including,  but  not 
limited  to,  police  efforts  to  prevent,  control  or  reduce  crime  or  to  apprehend 
criminals,  and  the  activities  and  efforts  of  prosecution  agencies,  courts,  public 
defender  agencies,  correctional  institutions,  and  probation  or  parole  agencies ; 

(10)  "law  enforcement  agency"  means  a  public  agency  which  performs  as 
one  of  its  principal  functions  activities  pertaining  to  law  enforcement ;  and 

(11)  "purge"   means  both  close  and  expunge:    (Eff.  10/09/72,  Reg.  44;  am 
/     /73,  Reg.  45)  Authority  :  AS  12.62.010.  AS  12.62.070. 
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Alaska  Statutes 

chapter   g2.    criminal   justice   information   systems   security   and   priaacy 

Section 

10.  Regulations 

20.  Collection  and  storage 

30.  Access  and  use 

40.  Security,  updating,  and  purging 

50.  Interstate  systems  for  the  exchange  of  criminal  justice  information 

60.  Civil  and  criminal  remedies 

70.  Definitions 

Effective  date — Section  3,  ch,  161,  SLA  1972,  provides :  "This  Act  takes  effect 
October  1,  1972." 

Sec.  12.62.010.  Regulations.  The  Governor's  Commission  on  the  Administra- 
tion of  Justice  established  under  AS  44.19.746 — 44.19.758  is  authorized,  after 
appropriate  consultation  with  representatives  of  state  and  local  law  enforce- 
ment agencies  participating  in  information  systems  covered  by  this  chapter,  to 
establish  rules,  regulations,  and  procedures  considered  necessary  to  facilitate 
and  regulate  the  exchange  of  criminal  justice  information  and  to  insure  the  se- 
curity and  privacy  of  criminal  justice  information  systems.  The  notice  and 
hearing  requirements  of  the  Administrative  Procedure  Act  (AS  44.62),  relating 
to  the  adoption  of  regulations,  apply  to  regulations  adopted  under  this  chapter. 
(§  1  ch  161  SLA  1972) 

Sec.  12.62.020.  Collection  and  storage,  (a)  The  commission  shall  establish 
regulations  concerning  the  specific  classes  of  criminal  justice  information 
which  may  be  collected  and  stored  in  criminal  justice  information  systems. 

(b)  No  information  collected  imder  the  provisions  of  any  of  the  following  ti- 
tles of  the  Alaska  Statutes,  except  for  information  related  to  criminal  offenses 
under  tho.se  titles,  may  be  collected  or  stored  in  criminal  justice  information 
systems : 

(1)  AS  02,  except  chs.  20,  30  and  35 ; 

(2)  AS  03— 04; 

(3)  AS  05,  except  chs.  20,  25,  30  and  35  ; 

(4)  AS  06— 10; 

(5)  AS  13— 15; 

(6)  AS  17; 

(7)  AS  18,  except  AS  18.60.120—18.60.175  and  ch.  65 ; 

(8)  AS  19— 27; 
.     (9)  AS  29— 32; 

(10)  AS34--46;  and 

(11)  AS  47,  except  ch.  10. 
(§  Ich  161  SLA  1972) 

Sec.  12.62.030.  Access  and  use.  (a)  Except  as  provided  in  (b)  and  (c)  of  this 
section,  access  to  specified  classes  of  criminal  justice  information  in  criminal 
justice  information  systems  is  available  only  to  individual  law  enforcement 
agencies  according  to  the  specific  needs  of  the  agency  under  regulations  estab- 
lished by  the  commission  under  §  10  of  this  chapter.  Criminal  justice  informa- 
tion may  be  used  only  for  law  enforcement  purposes  or  for  those  additional 
lawful  purposes  necessary  to  the  proper  enforcement  or  administration  of 
other  provisions  of  law  as  the  commission  may  prescribe  by  regulations  estab- 
lished under  §  10  of  this  chapter.  No  criminal  justice  information  may  be  dis- 
seminated to  an  agency  before  the  commission  determines  the  agency's  eligibil- 
ity to  receive  that  information. 

(b)  Criminal  justice  information  may  be  made  available  to  qualified  persons 
for  research  related  to  law  enforcement  under  regulations  established  by  the 
commission.  These  regulations  must  include  procedures  to  assure  the  security 
of  information  and  the  privacy  of  individuals  about  whom  information  is  re- 
leased. 

(c)  A  person  shall  have  the  right  to  inspect  criminal  justice  information 
which  refers  to  him.  If  a  person  believes  the  information  to  be  inaccurate,  in- 
complete or  misleading,  he  may  request  the  criminal  justice  agency  having  cus- 
tody or  control  of  the  records  to  purge,  modify  or  supplement  them.  If  the 
agency  declines  to  do  so,  or  if  the  person  believes  the  agency's  decision  to  be 
otherwise  unsatisfactory,  the  person  may  in  writing  request  review  by  the 
commission  within  60  days  of  the  decision  of  the  agency.  The  commission,  its 
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representative  or  agent  shall,  in  a  case  in  which  it  finds  a  basis  for  complaint, 
conduct  a  hearing  at  which  the  person  may  appear  with  counsel,  present  evi- 
dence, and  examine  and  cross-examine  witnesses.  Written  findings  and  conclu- 
.sions  shall  be  issued.  If  the  record  in  question  is  found  to  be  inaccurate,  in- 
ci»...i».f If  >>r  iiii.MLudiiij;,  tue  coniniission  shall  order  it  to  be  appropriately 
purged,  modified  or  supplemented  by  an  explanatory  notation.  An  agency  or 
person  in  the  state  with  custody,  possession  or  control  of  the  record  shall 
promptly  have  every  copy  of  the  record  altered  in  accordance  with  the  commis- 
sion's order.  Notification  of  a  deletion,  amendment  and  supplementary  notation 
shall  be  promptly  disseminated  by  the  commission  to  persons  or  agencies  to 
which  records  in  question  have  been  communicated,  as  well  as  to  the  person 
who.se  records  have  been  altered. 

(d)  An  agency  holding  or  receiving  criminal  justice  information  .shall  main- 
tain, for  a  period  determined  by  the  commission  to  be  appropriate,  a  listing  of 
the  agencies  to  which  it  has  released  or  communicated  the  information.  These 
listings  shall  be  reviewed  from  time  to  time  by  the  commission  or  staff  mem- 
bers of  the  commis.sion  to  determine  whether  the  provisions  of  this  chapter  or 
any  applicable  regulations  have  been  violated. 

(e)  Reasonable  hours  and  places  of  inspection,  and  any  additional  restric- 
tions, including  fingerprintings,  that  are  reasonably  necessary  both  to  assure 
the  record's  security  and  to  verify  the  identities  of  those  who  seek  to  inspect 
them  may  be  prescribed  by  published  rules.  Fingerprints  taken  under  this 
subsection  may  not  be  transferred  to  another  agency  or  used  for  any  other 
purpose. 

(f )  A  person  or  agency  aggrieved  by  an  order  or  decision  of  the  commission 
under  (c)  of  this  section  may  appeal  the  order  or  decision  to  the  superior 
court.  The  court  shall  in  each  case  conduct  a  de  novo  hearing  and  may  order 
the  relief  it  determines  to  be  necessary.  If  a  person  about  whom  information 
is  maintained  by  an  agency  challenges  that  information  in  an  action  under 
this  subsection  as  being  inaccurate,  incomplete  or  misleading,  the  burden  is  on 
the  agency  to  prove  that  the  information  is  not  inaccurate,  incomplete  or  mis- 
leading. (§  1  ch  161  SLA  1972) 

Sec.  12.62.040.  Security,  updating,  and  purging,  (a)  Criminal  justice  informa- 
tion systems  shall 

(1)  be  dedicated  to  law  enforcement  purposes  and  be  under  the  management 
and  control  of  law  enforcement  agencies  unless  exempted  under  regulations  pre- 
scribed under  §  10  of  this  chapter : 

(2)  include  operating  procedures  approved  by  the  commission  which  are 
reasonably  designed  to  assure  the  security  of  the  information  contained  in  the 
system  from  unauthorized  disclosure,  and  reasonably  designed  to  assure  that 
criminal  offender  record  information  in  the  system  is  regularly  and  accurately 
revised  to  include  subsequently  furni.shed  information  ; 

(3)  include  operating  procedures  approved  by  the  commission  which  are  de- 
signed to  assure  that  information  concerning  an  individual  shall  be  removed 
from  the  records,  based  on  considerations  of  age,  nature  of  record,  and  reason- 
able interval  following  the  last  entry  of  information  indicating  that  the  indi- 
vidual is  still  under  the  jurisdiction  of  a  law  enforcement  agency. 

(b)  Notwithstanding  any  provi.sion  of  this  section,  any  criminal  justice  in- 
formation relating  to  minors  which  is  maintained  as  part  of  a  criminal  justice 
information  system  must  be  afforded  at  least  the  same  protection  and  is 
subject  to  the  same  procedural  safeguards  for  the  benefit  of  the  individual 
with  respect  to  whom  the  information  is  maintained,  in  matters  relating  to  ac- 
cess, use  and  security  as  it  would  be  under  AS  47.10.090.  (§  1  ch  161  SLA 
1972) 

Sec.  12.62.050.  Interstate  systems  for  the  exchange  of  criminal  justice  infor- 
mation, (a)  The  commission  shall  regulate  the  participation  by  all  state  and 
local  criminal  justice  agencies  in  an  interstate  system  for  the  exchange  of 
criminal  justice  information,  and  shall  be  responsible  to  assure  the  consistency 
of  the  participation  with  the  provisions  and  purposes  of  this  chapter.  The  com- 
mission may  not  compel  any  criminal  justice  agency  to  participate  in  an  inter- 
.state  system. 

(b)  Direct  access  to  an  interstate  system  for  the  exchange  of  criminal  jus- 
tice information  shall  be  limited  to  those  criminal  justice  agencies  that  are 
expressly  designated  for  that  purpose  by  the  commission.  When  the  system  em- 
ploys telecommunications  access  terminals,  the  commission  shall  limit  the  num- 
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ber  and  placement  of  the  terminals  to  those  for  which  adequate  security  meas- 
ures may  be  taken  and  as  to  which  the  commission  may  impose  appropriate 
supervisory  regulations.  (§  1  ch  161  SLA  1972) 

Sec.  12.62.0G0.  Civil  and  criminal  remedies,  (a)  A  person  with  respect  to 
whom  criminal  justice  information  has  been  wilfully  maintained,  disseminated, 
or  used  in  violation  of  this  chapter  has  a  civil  cause  of  action  against  the  per- 
son responsible  for  the  violation  and  shall  be  entitled  to  recover  actual  dam- 
ages and  reasonable  attorney  fees  and  other  reasonable  litigation  costs. 

(b)  A  person  who  wilfully  disseminates  or  uses  criminal  justice  information 
knowing  such  dissemination  or  use  to  be  in  violation  of  this  chapter,  upon  con- 
viction, is  punishable  by  a  fine  of  not  more  than  $1,000  or  by  imprisonment  for 
not  more  than  one  year,  or  by  both. 

(c)  A  good  faith  reliance  upon  the  provisions  of  this  chapter  or  of 
applicable  law  governing  maintenance,  dissemination,  or  use  of  criminal  justice 
information,  or  upon  rules,  regulations,  or  procedures  prescribed  under  this 
chapter  is  a  complete  defense  to  a  civil  or  criminal  action  brought  under  this 
chapter.  (§  1  ch  161  SLA  1972) 

Sec.  12.62.070.  Definitions.  In  this  chapter 

(1)  "criminal  justice  information  system"  means  a  system,  including  the 
equipment,  facilities,  procedures,  agreements,  and  organizations  related  to  the 
system  funded  in  whole  or  in  part  b.\  the  Law  Enforcement  Assistance  Admin- 
istration, for  the  collection,  processing,  or  dissemination  of  criminal  justice  in- 
formation ; 

(2)  "criminal  justice  information"  means  information  concerning  an  individ- 
ual in  a  criminal  justice  information  system  and  indexed  under  the 
individual's  name,  or  retrievable  by  reference  to  the  individual  by  name  or 
otherwise  and  which  is  collected  or  stored  in  a  criminal  justice  information 
system ; 

(3)  "commission"  means  the  Governor's  Commission  on  the  Administration 
of  Justice  established  under  AS  44.19.746 — 44.19.758  ; 

(4)  "interstate  systems"  means  agreements,  arrangements  and  systems  for 
the  interstate  transmission  and  exchange  of  criminal  justice  information,  but 
does  not  include  record  keeping  systems  in  the  state  maintained  or  controlled 
by  a  state  or  local  agency,  or  group  of  agencies,  even  if  the  agency  receives  in- 
formation through,  or  otherwise  participates  in,  systems  for  the  interstate  ex- 
change of  criminal  justice  information  ; 

(5)  "law  enforcement"  means  any  activity  relating  to  crime  prevention,  con- 
trol or  reduction  or  the  enforcement  of  the  criminal  prevention,  control  or 
reduction  or  the  enforeement  of  the  criminal  law,  including,  but  not  limited  to, 
police  efforts  to  prevent,  control  or  reduce  crime  or  to  apprehend  criminals,  ac- 
tivities of  criminal  prosecution,  courts,  public  defender,  corrections,  probation 
or  parole  authorities ; 

(6)  "law  enforcement  agency"  means  a  public  agency  which  performs  as  one 
of  its  principal  functions  activities  pertaining  to  law  enforcement.  (§  1  ch  161 
SLA  1972) 
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Correspondence  From  William  A.  Egan,  Governor  of  the  State  of  Alaska, 
TO  Francis  W.  Sargent,  Governor  of  the  State  of  Massachusetts,  Octo- 
ber 8,  1973 

State  of  Al\ska, 
Office  of  the  Governor, 
Juneau,  Alaska,  October  8,  1973. 
Hon.  Francis  W.  Sargent, 

Governor  of  the  Commonicealth  of  Massachusetts, 
State  House,  Boston,  Mass. 

Dear  Governor  Sargent:  Thank  you  for  your  letter  of  September  14,  1973, 
advising  me  of  the  difficulties  you  have  encountered  relative  to  participation  in 
the  National  Crime  Information  Center  (NCIC)  and  the  steps  you  have  taken 
to  protect  the  rights  of  citizens  of  Massachusetts. 

I  share  the  concern  you  express  with  respect  to  the  threat  to  individual  pri- 
vacy raised  through  the  computerized  collection  and  dissemination  of  criminal 
justice  information  without  appropriate  safeguards.  I,  too,  however,  support 
the  application  of  modern  computer  technology  to  existing  law  enforcement  ef- 
forts. 

The  State  of  Alaska  is  presently  implementing  a  state-wide,  computerized 
criminal  justice  information  system,  knowTi  as  the  Alaska  Justice  Information 
System  (AJIS).  A  portion  of  that  system  is  already  operational  and  because 
of  steps  previously  taken  to  provide  for  the  security  of  information  included 
therein,  threats  to  individual  privacy  have  successfully  been  avoided.  Enclosed 
is  a  copy  of  AS  12.62.010-.070  which  authorizes  Alaska's  Governor's  Commis- 
sion on  the  Administration  of  Justice  to  regulate  and  provide  for  the  security 
and  privacy  of  both  the  intrastate  and  interstate  exchange  of  criminal  justice 
information.  This  legislation  was  passed  by  the  Alaska  State  Legislature  in 
1972  at  my  request.  In  January  of  this  year,  the  enclosed  regulations,  prepared 
by  the  Alaska  Department  of  Law,  were  adopted.  I  believe  that  these  regula- 
tions have  struck  an  excellent  balance  between  the  rights  of  our  citizens  and 
the  needs  of  effective  law  enforcement.  You  will  find  that  they  address  them- 
selves precisely  to  those  potential  abuses  which  you  have  discussed  in  your 
letter. 

I  understand  that  interface  between  AJIS  and  NCIC  is  contemplated  at 
some  point  in  the  future.  I  have  been  advised,  however,  that  under  AS 
12.62.050  this  would  require  prior  approval  by  the  Governor's  Commission  on 
the  Administration  of  Justice  througli  an  amendment  to  the  enclosed  regula- 
tions. I  completely  agree  that  unless  appropriate  safeguards  are  established  at 
the  Federal  level,  a  state's  participation  in  NCIC  would  render  its  laws  and 
procedures  ineffective.  I  have,  therefore,  requested  the  Atturrley  General  to  re- 
view the  problems  raised  through  eventual  participation  by  Alaska  in  NCIC  in 
order  to  determine  whether  Alaska  should  join  with  Massachusetts  in  its  peti- 
tion to  Congress  and  the  Department  of  Justice. 

Thank  you  again  for  keeping  me  up  to  date  on  current  developments  in  this 
area  of  vital  concern  to  governors  of  all  the  states. 
Sincerely, 

William  A.  Egan, 

Governor. 

Enclosures. 


CALIFORNIA 

Municipal  Ordinance  on  Privacy  and  Confidentiality, 
Berkeley,  Calif. 

Resolution  No.  44,680-N.S 

establishing  conditions  fob  expenditure  of  FJNDS  .NTED  by  the  CALIFORNIA 

COUNCIL  ON   CRIMINAL   JUSTICE  FOR  A  TOTAL  POLICE  I.VVESTIGATiVS  AND  ADMINIS- 
TRATIVE   MICROFILM    SYSTEM 

Be  it  resolved  by  the  Council  of  the  City  of  Berkeley  as  follows : 
Whereas  the  City  of  Berkeley  applied  to  the  California  Council  on  Criminal 
Justice  for  a  grant  of  funds  under  the  Omnibus  Crime  Control  and  Safe  Streets 
Act  of  1968  for  the  establishment  of  a  Total  Police  Investigative  and  Adminis- 
trative Microfilm  System ;  and 
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Whereas  said  application  has  been  approved,  and  the  California  Council  on 
Criminal  Justice  has  submitted  an  agreement  with  regard  thereto  for  execution 
by  the  City  of  Berkeley  ;  and 

Whereas  before  any  funds  are  expended  for  such  purpose  by  the  City  of 
Berkeley,  this  City  Council  desires  to  establish  policies  regarding  the  police 
records  which  shall  be  included  in  such  system  and  the  criteria  for  the  plan 
required  to  be  submitted  by  the  City  for  insuring  the  security  of  information 
maintained  in  the  system  and  the  assurances  providing  for  consideration  of 
the  rights  of  privacy,  now,  therefore,  be  it 

Resolved,  That  if  this  City  Council  accepts  the  grant  of  funds  from  the  Cali- 
fornia Council  on  Criminal  Justice  for  a  Total  Police  Investigative  and  Ad- 
ministrative Microfilm  System,  none  of  such  funds  shall  l>e  expended  l)y  the 
City  of  Berkeley  until  this  City  Council  has  established  iwlicies  regarding 
the  police  records  which  shall  he  included  in  such  system  and  the  criteria  for 
the  plan  required  to  be  submitted  by  the  City  for  insuring  the  security  of 
information  maintained  in  the  system  and  the  assurances  providing  for  con- 
sideration of  the  rights  of  privacy,  and  no  expenditure  of  such  funds  shall  be 
made  until  this  City  Council  has  given  specific  authorization  therefore. 
Approved  as  to  form  : 

Robert  D.  Anderson, 

City  Attorney. 
Resolution  No.  44,680  N.S. 

Dated  August  24,  1971. 
Adopted  by  the  Council  of  the  City  of  Berkeley  by  the  following  vote: 
Ayes:  Councilmen  Kallgren,  McLaren,  Price,  Sweeney  and  President  Wide- 

ner. 
Noes :  Councilman  Bailey. 
Absent :  Councilmen  Hancock  and  Simmons. 
Attest : 

Warren  Widener, 
Mayor  and  President  of  the  Council. 
Elizabeth    J.    Breckell, 
Deputy  City  Clerk  and  Clerk  of  the  Council. 

Resolution  No.  46,114-N.S. 

Rescinding  paragraph  C.13  of  Resolution  No.  45,889-N.S.  entitled  "Adopting 
Policy  to  Govern  the  use  and  operation  by  the  Berkeley  Police  Department 
of  a  Miracode  information  retrieval  system  and  creating  the  committee  on 
BPD  records,  access  privacy  and  retention,  and  rescinding  resolution  No. 
44.825-N.S.  and  all  resolutions  amendatory  thereof"  and  referring  the  functions 
of  the  committee  on  BPD  records^  access,  privacy  and  retention  to  the  police 
review  commission. 

Be  it  resolved  by  the  Council  of  the  City  of  Berkeley  as  follows:  That  para- 
graph C.13  of  Resolution  No.  45,889-N.S..  as  above  entitled,  which  paragraph 
created  a  standing  committee  of  the  Berkeley  City  Council  called  the  Com- 
mittee on  BPD  Records,  Access,  Privacy  and  Retention,  is  hereby  rescinded. 

Further,  Resolved,  That  the  functions  of  said  committee  are  hereby  referred 
to  the  Police  Review  Commission. 

Approved  as  to  form : 

Michael  Lawson, 
Deputy  City  Attorney. 

Resolution  No.  46,114  N.S. 

Dated  October  2.  197S. 
Adopted  by  the  Council  of  the  City  of  Berkeley  by  the  following  vote : 
Ayes :    Councilmembers    Hancock,    Hone,    Ramsey,    Rumford,    Sweeney,    and 

President  Widener. 
Noes :  None. 

Absent :  Councilmembers  Kallgren,  Kelley,  and  Simmons. 
Attest : 

Warren  Widener, 
Mayor  and  President  of  the  Council. 

Bdythe    Campbell, 
City  Clerk  and  Clerk  of  the  Council 
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Resolution  No.  45,889-N.S. 

Adopting  policy  to  govern  the  use  and  operation  by  the  Berkeley  Police  De- 
partment of  a  Miracode  information  retrieval  system  and  creating  the  com- 
mittee on  BPD  records,  access,  privacy  and  retention,  and  rescinding  Resolu- 
tion No.  44,825— N.S.  and  all  resolutions  amendatory  thereof. 

Be  It  Resolved  by  the  Council  of  the  City  of  Berkeley  as  follows:  That 
there  is  hereby  adopted  the  following  policy  to  govern  the  use  and  operation 
by  the  Berkeley  Police  Department  (BPD)  of  a  Miracode  information  retrieval 
system : 

A.    DATA  CONTENT 

1.  Data  included  in  the  Miracode  system  shall  be  limited  to  that : 

(a)  Recorded  by  officers  of  public  agencies  directly  concerned  with  crime 
prevention,  ciminal  identification,  apprehension,  adjudication  or  rehabilitation 
of  offenders ;  and 

(b)  Recorded  in  satisfaction  of  public  duty  directly  relevant  to  criminal  jus- 
tice responsibilities  of  the  agency. 

2.  Without  further  approval  of  the  Berkeley  City  Council,  the  criminal  rec- 
ords included  in  the  Miracode  system  shall  include  only  records  of  persons 
who  have  been  found  guilty  either  at  trial  or  by  plea  of  any  of  the  following 
offenses : 

(a)  Arson. 

(b)  Auto  theft, 

(c)  Bombing. 

(d)  Burglary. 

(e)  Felony  assault. 

(f)  Forgery. 

(g)  Grand  theft, 
(h)   Homicide, 
(i)   Kidnapping. 

(j)  Felony  narcotics  or  dangerous  drugs — the  term  "narcotics"  shall  not  in- 
clude conviction  of  any  marijuana  offense. 

(k)   Robbery. 

(1)  Sex  offenses,  including  but  not  limited  to,  rape,  child  molesting,  or  sex 
battery. 

(m)   Weapons  offenses. 

(n)   At  least  three  (3)  arrests  and  convictions  for  petty  theft. 

(o)   Embezzlement. 

(p)    Fraud. 

3.  The  Miracode  System  shall  exclude  unverified  data  such  as  that  emanat- 
ing from  intelligence  sources.  The  intent  here  is  to  prohibit  the  use  and  dis- 
semination of  data  resulting  from  tips,  rumors,  secondhand  allegations  or 
information  provided  by  police  undercover  agents  that  has  not  been  substan- 
tiated by  official  criminal  justice  proceedings. 

4.  Assuming  tliat  an  individual's  record  is  included  in  the  Miracode  system, 
it  will  be  removed  if  he  or  she  has  not  been  formally  convicted  by  any  law 
enforcement  agency  for  the  above  crimes,  a-p,  in  the  past  seven  (7)  years. 
However,  if  he  or  she  has  spent  any  portion  of  that  seven  (7)  year  period  in 
any  State  or  Federal  penal  institution,  that  time  shall  not  be  counted  in  com- 
puting the  seven  (7)  year  period. 

B.    DATA  VERIFICATION,  UPDATING,  PURGING  AND  CORRECTION 

5.  In  the  establishment  of  the  Miracode  system,  the  BPD  shall  adopt  a  care- 
ful and  permanent  program  of  data  verification  and  updating  within  six  (6) 
months  of  the  date  of  adoption  of  this  policy  by  the  City  Council.  This  pro- 
gram shall  be  subject  to  the  review  and  approval  of  the  Committee  on  BPD 
Records.  Access,  Privacy  and  Retention  established  hereunder  and  the  final 
approval  of  the  City  Council. 

0.  W)ienever  a  record  is  ordered  sealed,  an  inquiry  will  be  made  to  deter- 
mine if  the  individual's  record  is  included  in  the  Miracode  system.  If  it  is  in- 
cluded, the  record  will  be  deleted  from  the  system. 
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C.    AVAILABILITY  OF  AND  ACCESS  TO  MIRACODE  RECORDS  ;  RIGHTS  OF  CHALLENGE 

AND  REDRESS 

7.  An  individual  for  whom  a  Miracode  record  exists  shall  have  the  right  to 
challenge  tlift,  contents  thereof,  either  l)^  demonstrating  inaccuracies  which 
■STfSll,  if  verified,  be  promptly  corrected,  or  by  supplementary  information  be- 
lieved Ity  thSvindividual  to  be  necessary  in  order  to  make  the  contents  of  the 
record  not  misfei(tSng. 

8.  Except  as  otherwise  provided  herein,  access  to  the  contents  of  the  Mira- 
code system  will  be  limited  to  criminal  justice  personnel,  which  is  defiined  to 
include  the  following : 

(a)  Police  forces  and  departments  at  all  government  levels  that  are  respon- 
sible for  enforcement  of  general  criminal  laws.  This  shall  be  luiderstood  to  in- 
clude highway  patrols  and  similar  agencies. 

(b)  Prosecutive  agencies  and  departments  at  all  government  level.s. 

(c)  Courts  at  all  government  levels  with  a  criminal  jurisdiction. 

(d)  Correction  departments  at  all  government  levels,  including  corrective  in- 
stitutions and  prol)ation  departments. 

(e)  Parole  commissions  and  agencies  at  all  government  levels, 

(f )  Agencies  at  all  government  levels  which  have  as  a  prinfl^al  function  the 
collection  and  provision  of  criminal  justice  information. 

Requests  from  agencies  other  tlian  these  criminal  justice  agencies  to 
examine  the  files  will  be  honored  only  if  such  other  agency  is  authorized  by 
law  or  valid  executive  directive  to  do  so.  The  Public  Defender  or  private  coun- 
sel shall  have  access  to  criminal  history  data  only  for  single  defendants  and 
only  after  counsel  appears  as  attorney  of  record  or  is  appointed  by  the  Court 
for  that  single  defendant  or  has  written  authorization  from  the  defendant.  Pri- 
vate counsel  shall  have  access  on  the  same  basis  as  the  Public  Defender,  un- 
less he  or  she  is  properly  certified  agent  of  the  individual  in  a  situation  not 
involving  litigation. 

9.  A  log  of  all  persons  given  access  to  Miracode  data,  other  than  employees 
of  the  Berkeley  Police  Department,  will  be  maintained.  The  log  will  contain 
the  name  of  the  individual,  his  agency,  the  date,  the  records  shown,  and  the 
initials  of  the  retrieval  equipment  operator. 

10.  As  an  additional  security  measure,  the  Miracode  records  will  be  located 
in  a  secluded  section  of  the  Service  Division,  operated  only  by  a  small  group 
of  selected  Service  Division  personnel  and  a  key  will  be  required  to  gain  ac- 
cess to  tile  Miracode  records. 

11.  The  identity  of  individuals  .shall  not  be  disclosed  on  data  that  is  used 
for  research  or  management  analysis. 

12.  The  BPD  sliall  maintain  a  record  of  all  individuals,  certified  agents  of 
individuals,  individuals,  and  the  organization  they  represent  who  have  been 
provided  access  to  tlie  Miracode  records.  Who  has  obtained  access  to  which 
records  shall  also  be  recorded. 

13.  There  is  hereby  created  a  standing  committee  to  the  Berkeley  City  Coun- 
cil effective  on  the  date  of  adoption  of  this  policy  by  the  City  Council  to  be 
called  the  Committee  on  BPD  Records.  Access,  Privacy  and  Retention.  This 
Committee  shall  be  especially  concerned  with  the  area  of  data  security  and 
riglit  of  individual  privacy.  It  will  have  as  one  of  its  primary  responsibilities 
the  conducting  of  systematic  audits  to  insure  that  all  provisions  of  this  policy 
are  being  complied  with.  This  committee  .sliall  consist  of  a  niemi»er  of  BPD,  a 
City  Council  member,  a  civil  liberties  representative  from  the  Berkeley-Albany 
Chapter  of  the  ACLU,  a  member  of  the  general  public  and  a  person  pos.sessing 
appropriate  expertise  in  computer  science  who  is  not  an  employee  of  the  City 
of  Berkeley.  There  will  be  no  relea.se  of  funds  until  the  members  of  the  com- 
mittee have  been  appointed. 

14.  It  is  declared  to  be  the  policy  of  the  Berkeley  City  Council  that  an  audit 
shall  ))e  made  of  the  BPD  Miracode  operations  nine  (9)  months  after  adoption 
of  tliis  policy  by  tiie  City  Council  and  every  six  (6 1  months  thereafter  by  the 
Committee  on  BPD  Records,  Access,  Privacy  and  Retention. 

E.    MISCELLANEOUS 

15.  All  complaints  and  other  allegations  of  violations  regarding  the  adminis- 
tration or  application  of  this  policy  sliall  be  brought  to  the  attention  of  the 
Berkeley  City  Council  as  an  agenda  item. 
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16.  Nothing  included  in  pages  four  and  five  (the  introduction)  of  the  LEAA 
Miracode  grant  application  shall  be  construed  as  reflecting  oflBcial  policy  of  the 
City  of  Berkeley,  and  no  provision  of  the  grant  contract  shall  be  construed  to 
remove  from  the  Berkeley  City  Council  the  power  to  set  police  policy  on  any 
aspect  of  police  recordkeeping. 

17.  Information  from  the  BPD  Miracode  system  shall  not  be  integrated  into 
any  computerized  information  exchange  system  without  prior  Council  approval. 
Before  any  such  integration  is  done,  the  Council  shall  obtain  and  approve  a 
detailed  list  of  technical  and  administrative  safeguards  for  individual  privacy 
and  security  which  are  to  be  included  in  the  computerized  system. 

18.  The  Berkeley  City  Council  may  from  time  to  time  establish  other  and 
further  policies  and  procedures  relating  to  problems  of  security  and  privacy 
and  otherwise  governing  the  administration  of  the  Miracode  system  of  the 
BPD. 

Further,    Resolved,    That    Resolution    No.    44,825-N.S.,    and    all    resolutions 
amendatory  thereof,  are  hereby  rescinded. 
Approved  as  to  form  : 

Signature 
City  Attorney. 
Resolution  No.  45,889  N.S. 

Dated  June  12, 1973. 
Adopted  by  the  Council  of  the  City  of  Berkeley  by  the  following  vote: 
Ayes:   Councilmembers   Bailey,   Hancock,    Hone,   Kallgren,   Kelley,   Ramsey, 
Simmons,  Sweeney,  and  President  Widener. 
Noes :  None. 
Absent :  None. 

Warren  Widener, 
Mayor  and  President  of  the  Council. 
Attest : 

Edythe   Campbell, 
City  Clerk  and  Clerk  of  the  Council. 


Please  reply  to :  Prof.  Lance  J.  Hoffman,  Computer  Science  Division,  University 
of  California,  Berkeley,  Calif.,  94720. 

CORPUS, 
Alameda  County  Criminal  Justice  Information  System, 

Citizens  Advisory  Committee  on  CORPUS, 

May  13,  1971 
Mr.  Mark  Gitenstein, 

Counsel,  Senate  Subcommittee  on  Constitutional  Rights, 
U.S.  Senate,  Washington,  D.C. 

Dear  Mr.  Gitenstein  :  As  I  promised  during  our  very  brief  meeting  after  your 
April  30  talk  at  the  Project  SEARCH  Symposium  in  San  Francisco,  I  am  enclos- 
ing for  your  information  the  following  items : 

1.  The  existing  provisional  code  of  ethics  under  which  the  Alameda  County 
CORPUS  Criminal  Justice  Computer  System  is  operating ; 

2.  The  resolution  by  the  Alameda  County  Board  of  Supervisors  establishing 
a  Citizens'  Advisory  Committee  on  CORPUS  ; 

3.  Minutes  of  the  most  recent  meeting  of  the  CORPUS  Citizens'  Advisory 
Committee ; 

4.  Existing  guidelines  for  a  microfilm  (non-computerized)  information  system 
maintained  by  the  City  of  Berkeley  Police  Department : 

5.  Existing  Berkeley  City  policy  regarding  individual  access  to  arrest  records. 
California's  Attorney  General  was  successful  in  having  the  courts  prohibit 
Berkeley  from  disseminating  state  arrest  records  to  the  individuals  involved  and 
the  City  is  currently  appealing  that  decision,  [omitted] 

I  hope  this  information  is  of  some  use  in  your  work.  May  I  point  out  that  my 
experience  so  far,  both  as  a  member  of  the  City  of  Berkeley  Committee  on  Police 
Department  Records,  Access,  Privacy,  and  Retention  and  as  the  Chairperson  of 
the  Alameda  County  Citizens'  Committee  on  CORPUS,  leads  me  to  believe  that 
the  areas  of  audit  and  sanction  are  the  most  critical.  I  believe  that  the  sanctions 
in  the  Ervin  Bill  are  appropriate.  An  independent  citizen  audit  is  absolutely 
necessary  for  the  intent  of  such  a  bill  to  be  carried  out. 

If  I  can  be  of  further  assistance,  do  not  hesitate  to  contact  me. 

Sincerely 

Lance  J.  Hoffman,  Chairperson. 

Enclosures  (5). 
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Code  of  Ethics 

criminal  obiented  records  production  united  system — provisional 

Code  of  Ethics 

preamble 
Objectives 

The  Criminal  Oriented  Records  Production  Unified  System  (CORPUS)  is  an 
intergovernmental  computer-based  information  system  with  the  objectives  of : 

(1)  Improving  the  day-to-day  operation  of  the  criminal  justice  system  in 
Alameda  County  and ; 

(2)  Furnishing  long-range  planning  support  through  modern  data  processing 
technology. 

Need  for  System 

The  increasing  volume  of  criminal  offenses,  and  the  enhanced  mobility  of  the 
criminal  offender  in  modern  society  require  the  criminal  justice  community  to 
develop  eflScient  systems,  which  will  provide  rapid  access  to  information  relating 
to  current  criminal  charges  as  they  are  processed  through  the  criminal  justice 
system.  These  systems  must  reduce  the  manual  efforts  required  to  operate  the 
criminal  justice  process,  and  must  be  subject  to  continual  review  and  modifica- 
tion as  the  criminal  law  develops. 

Definition  of  CORPUS 

CORPUS  will  receive,  process,  store,  retrieve,  and  display  the  current  status 
and  information  as  to  individuals  involved  in  the  criminal  justice  process.  In 
addition,  the  system  will  provide  the  basis  for  subsequent  provision  of  manage- 
ment information  statistics  to  user  agencies  to  assist  in  their  planning  and 
management  functions. 

CORPUS  is  one  of  several  components  which  make  up  a  county-wide  automated 
information  system  designed  to  meet  the  needs  of  the  criminal  justice  process 
in  this  county.  The  total  system  is  entitled  Alameda  County  Criminal  Justice 
Information  System  (ALCO-CJIS).  Other  components  of  ALCO-CJIS  are  the 
Central  Identification  Bureau  (COB),  which  is  not  computerized,  and  the  Man- 
agement Information  System  (MIS),  which  will  provide  batch  reports  for  plan- 
ning and  management  based  on  the  information  in  CORPUS. 

CORPUS  provides  remote  terminal  access  and  update  of  centralized  computer 
files  by  participating  criminal  justice  agencies  in  Alameda  County.  CORPUS 
files  contain  information  on  persons  who  are  or  have  been  in  process  in  the 
Alameda  County  criminal  justice  system.  The  information  contained  in  the 
CORPUS  files  is  an  extract  or  existing  records  on  the  arrest,  booking,  custody, 
complaint,  and  docket  of  persons  who  have  been  arrested  or  formally  charged  in 
Alameda  County. 

The  definition,  content,  policy,  and  procedures  of  CORPUS,  as  well  as  the  other 
components  of  ALCO-CJIS,  are  the  responsibility  of  the  Alameda  County  Com- 
mittee on  Criminal  Justice  and  Data  Processing  (ALCO-CJIS  Parent  Commit- 
tee), which  was  created  and  appointed  by  the  Board  of  Supervisors  of  Alameda 
County. 

Need  for  a  Code  of  Ethics 

Four  basic  problems  relevant  to  the  integrity  and  security  of  any  system  deal- 
ing with  person  records  are : 

(1)  Unintentional  error ; 

(2)  Misuse  of  information: 

(3)  Intentional  change  of  information,  and  : 

(4)  Physical  security  of  records. 

A  computer-based  system  must  meet  these  problems  with  at  least  the  same 
safeguards  required  of  a  manual-based  system.  A  Code  of  Ethics  establishes 
safeguards  against  the  basic  problems,  and  balances  the  need  for  an  informed, 
effective  criminal  justice  system  against  the  interest  of  the  individual  in  keeping 
information  concerning  himself  and  his  personal  life  confidential. 

Effect  of  the  Code  of  Ethics 

This  Code  of  Ethics  shall  have  the  effect  of  joint  departmental  regulations 
governing  the  insertion,  processing,  access,  and  dissemination  of  the  information 
contained  in  CORPUS.  This  Code  of  Ethics  is  intended  to  reflect  current  condi- 
tions, and  it  is  recognized  that  this  Code  and  the  system  to  which  it  pertains. 
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are  subject  to  change  as  the  law  or  conditions  change  in  the  future.  Violation  of 
this  Code  by  an  agency,  its  agents  or  employees,  may  result  in  disciplinary  action 
against  that  agency  and  its  agents  or  employees. 

Abticle  I — Scope  of  CORPUS 

1.1  Participants  in  CORPUS 

A  participant  in  CORPUS  is  defined  as  an  Alameda  County  criminal  justice 
agency  which  has  the  ability  to  directly  insert  and  retrieve  information  in 
CORPUS  using  a  remote  computer  terminal. 

The  participants  in  CORPUS  are  limited  to  the  Alameda  County  criminal 
justice  agencies  listed  below  : 

(1)  Police; 

(2)  Sheriff; 

(3)  District  Attorney ; 

(4)  Public  Defender; 

(5)  Courts; 

(6)  Probation, 

1.2  Information  in  CORPUS 

To  be  inclufled  in  CORPUS,  information  must  meet  all  of  the  following  criteria  : 

(1)  Recorded  by  an  officer  of  a  participating  public  agency  designated  in  Sec- 
tion 1.1  of  this  Code ; 

(2)  Recorded  in  the  satisfaction  of  a  public  duty  ; 

(3)  Recorded  pursuant  to  criminal  proceedings  in  Alameda  County  against  an 
individual  who  has  been  arrested  or  formally  charged  with  a  crime ; 

(4)  Directly  relevant  to  the  criminal  justice  responsibility  of  the  recording 
agency : 

(5)  Recorded  on  or  after  the  report  of  a  crime  and  the  commencement  of 
criminal  justice  proceedings  against  a  specific  individual  in  Alameda  County. 
Commencement  of  criminal  justice  proceedings  may  be  by  arrest,  citation,  com- 
plaint, indictment,  information,  or  order  of  court. 

Any  information  which  does  not  meet  all  of  the  above  criteria  shall  not  be 
included  in  CORPUS. 

The  following  information  is  specifically  excluded  from  CORPUS  : 

(6)  Informant-supplied  and  intelligence  data  ; 

(7)  Information  on  juvenile  offenders  unless  they  are  processed  as  adults. 

1.8   Limitations   on   CORPUS 

The  following  statements  describe  the  limits  on  the  scope  of  CORPUS : 

(1)  CORPUS  is  an  Alameda  Oonnty  system  and  shall  include  only  informa- 
tion on  criminal  justice  proceedings  in  Alameda  County ; 

(2)  CORPUS  information  shall  not  be  provided  to  any  computer  system  out- 
side of  Alameda  County  by  direct,  computer-to-computer  communication  through 
a  teleprocessing  network ; 

(3)  CORPUS  shall  not  provide  access  to  any  regional,  state,  or  national  crimi- 
nal justice  information  system.  Such  access  is  provided  through  BIN  and  CLETS. 
which  are  beyond  the  scope  of  this  code. 

Nothing  in  this  section  should  be  construed  to  prohibit  the  usual,  customary, 
and  mandatory  exchange  of  criminal  justice  information  among  criminal  Justice 
agencies  as  provided  for  in  Section  2.3  of  this  Code.  Such  exchange  may  include 
machine-readable  data  from  CORPUS,  such  as  punched  cards  or  magnetic  tape, 
but  shall  not  include  a  direct  computer  interface  to  CORPUS. 

Article  II — Policies 

2.1  Alteration  of  Scope 

If  the  scope  of  CORPUS,  as  defined  in  Article  I  of  this  Code,  requires  altera- 
tion, or  if  any  other  change  in  this  Code  is  required,  such  alteration  or  change 
shall  be  considered  and  approved  by  the  Alameda  County  Committee  on  Criminal 
Justice  and  Data  Processing  in  a  public  meeting. 

2.2  Access  to   CORPUS  Infnrmntion  hy  Participants 

CORPUS  access  by  participants  shall  be  limited  as  follows  : 
(1)  The  ability  to  add  new  records  in  CORPUS  shall  be  limited  to  the  agency 
which  originally  captures  or  generates  the  information  contained  in  those  rec- 
ords; 
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(2)  The  ability  to  update  information  in  CORPUS  sliall  be  limited  to  the 
agencies  responsible  for  that  information  ; 

(3)  The  ability  to  retrieve  information  from  CORPUS  will  be  limited  on  a 
"need  to  know"  basis  by  restricting  query  codes  to  specific  groups  of  terminals, 
except  that  court  information  is  considered  to  be  "public  record"  and  will  be 
available  to  all  terminals. 

(4)  The  Public  Defender  shall  have  access  to  booking  and  custody  information 
on  all  persons,  but  shall  not  have  access  to  detailed  person  and  criminal  history 
information  unless  such  persons  are  those  for  whom  the  Public  Defender's  serv- 
ices have  been  requested  or  those  who  have  a  Public  Defender  case  number  on 
the  CORPUS  file. 

Specific  limitations  by  agency  and  transaction  code  will  be  defined  in  regula- 
tions supplemental  to  this  Code. 

2.3  Access  to  CORPUS  Information  by  Non-Participants 

Requests  from  non-participating  agencies  to  examine  CORPUS  information 
shall  be  honored  ONLY  upon  approval  of  the  Alameda  County  Committee  on 
Criminal  Justice  and  Data  Processing,  and  ONLY  if  the  requesting  agency  is 
not  precluded  by  law  from  access  to  such  information. 

Subject  to  the  provisions  of  this  Code,  information  contained  in  CORPUS  may 
be  furnished  to  any  of  the  following  agencies  in  pursuance  of  their  oflScial  duties ; 

(1)  Police  forces  and  departments  at  all  government  levels  that  are  responsible 
for  enforcement  of  general  criminal  laws,  including  highway  patrols  and  similar 
agencies ; 

(2)  Prosecutorial  agencies  and  departments  at  all  government  levels; 

(3)  Courts  at  all  governmental  levels  with  a  criminal  or  equivalent  jurisdic- 
tion ; 

(4)  Correction  departments  at  all  governmental  levels,  including  corrective  in- 
stitutions and  probation  departments ; 

(5)  Parole  commissions  and  agencies  at  all  governmental  levels  ; 

(6)  Agencies  at  all  governmental  levels  which  have  as  a  principal  function  the 
collection  and  provision  of  criminal  justice  information. 

Limited  CORPUS  information  about  the  custody  status  of  an  individual  may 
be  conveyed  verbally,  by  a  responsible  supervisor  in  a  participating  agency,  to  a 
relative  or  other  person  who  can  demonstrate  a  legitimate  "need  to  know".  Pro- 
cedures controlling  such  access  shall  be  defined  in  regulations  supplemental  to 
this  code. 

All  court  information  in  CORPUS  may  be  conveyed  by  courts  to  anyone  who 
requests  it,  in  conformance  with  current  practice  with  respect  to  court  records. 

24  Defense  Counsel  Access  to  CORPUS 

Private  counsel.  Including  counsel  appointed  by  the  courts,  shall  have  access 
to  court  information  in  CORPUS  and  to  information  on  their  clients  on  the  same 
basis  as  the  Public  Defender  of  Alameda  County,  except  that  a  computer  terminal 
shall  not  be  provided  to  private  counsel.  Procedures  for  CORPUS  access  by  pri- 
vate counsel  shall  be  defined  in  regulations  supplemental  to  this  Code. 

2.5  Rights  of  Individual  to  Access 

Any  individual,  upon  presentation  of  satisfactory  evidence  of  his  identity, 
shall  "have  the  right  to  view  his  own  record  in  the  CORPUS  files  and  to  challenge 
the  veracity  of  tiie  entries  pertaining  to  him.  Such  access  is  to  be  as  immediate  as 
possible  under  applicable  law.  Procedures  for  individual  access  shall  be  defined  in 
regulations  supplemental  to  this  Code. 

2.6  Primary  Use  of  CORPUS  Information 

CORPUS  information  is  intended  to  be  reference  information  for  the  daily 
operation  of  the  Alameda  County  criminal  justice  system. 

2.7  Secondary    Use   of   CORPUS   Information 

CORPUS  information  may  be  used  as  the  basis  for  statistics  for  management 
planning  and  for  statistical  surveys  by  participant  agencies,  and  for  statistical 
surveys  by  non-participants  when  such  surveys  are  approved  under  Section  3.7 
of  this  Code.  The  identity  of  individual  records  shall  not  be  disclosed  to  non- 
participants,  except  as  provided  elsewhere  in  Article  II  of  this  Code.  CORPUS 
information  may  also  be  used  as  the  basis  for  reports  provided  in  the  MIS  com- 
ponent of  ALCO-CJIS. 

Participating  agencies  may  release  statistical  information  to  non-participants, 
provided  that  specific  individuals  cannot  be  identified. 
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2.8    Retention  and  Purge  of  CORPUS  Information 

Procedures  for  the  retention  and  purge  of  information  in  the  CORPUS  files 
shall  be  in  conformance  with  the  law  of  the  State  of  California.  Specific  purge 
criteria  shall  be  defined  in  regulations  supplemental  to  this  Code. 

Article  III — System  Control  and  Review 

3.1  Requests  to  Participate  in  CORPUS 

Requests  to  participate  in  CORPUS  shall  be  directed  to  the  Alameda  County 
Committee  on  Criminal  Justice  and  Data  Processing  for  consideration  and 
approval  or  disapproval. 

3.2  Operation  of  CORPUS 

The  Alameda  County  Committee  on  Criminal  Justice  and  Data  Processing 
shall  be  responsible  for  the  operation  of  CORPUS  in  conformance  with  this  Code 
of  Ethics. 

A  CORPUS  Operations  Committee  of  the  ALCO-CJIS  Technical  Advisory  Com- 
mittee shall  be  appointed  and  shall  be  responsible  for  handling  day-to-day  opera- 
tional problems,  requests  for  minor  changes  to  CORPUS,  design  of  major  en- 
hancements to  CORPUS,  and  liaison  with  DPC.  Actions  of  this  committee  shall 
be  subject  to  the  approval  of  the  Technical  Advisory  Committee,  and  the  Alameda 
County  Committee  on  Criminal  Justice  and  Data  Processing. 

Proposed  changes  in  the  operating  procedures  of  CORPUS  shall  be  brought 
to  the  attention  of  the  chairman  of  the  Alameda  County  Committee  on  Criminal 
Justice  and  Data  Processing  by  the  chairman  of  the  CORPUS  Operations  Com- 
mittee for  consideration  and  approval  or  disapproval  by  the  Committee  on  Crimi- 
nal Justice  and  Data  Processing. 

3.3  Security  of  System 

The  Alameda  County  Committee  on  Criminal  Justice  and  Data  Processing  shall 
publish  System  Security  Regulations,  and  shall  ensure  the  security  of  the  system. 

3.4  Security  of  CORPUS  Information 

Except  as  otherwise  provided  in  Article  II  of  this  Code,  no  persons,  other  than 
agents  or  employees  of  participating  agencies  and  criminal  justice  staff  of  the 
Alameda  County  Data  Processing  Center  in  the  pursuance  of  their  ofiicial  duties, 
shall  be  permitted  to  view  video  or  printed  output  of  information  from  the  sys- 
tem. Participating  agencies  shall  be  responsible  for  the  disposal  of  printouts  in  a 
manner  which  will  prevent  unauthorized  use. 

3.5  Security  of  Terminal  Access 

Terminal  access  to  CORPUS  information  for  insertion,  up^Jate,  and  inquiry 
shall  be  restricted  on  the  basis  of  terminal  location  as  provided  in  Section  2.2 
of  this  Code.  Security  of  terminal  access  devices,  pursuant  to  System  Security 
Regulations,  shall  be  the  responsibility  of  the  participating  agencies.  Each  agency 
shall  maintain  a  manual  log  for  each  of  its  terminals  of  the  individual  respon- 
sible for  access  to  CORPUS,  including  date,  time,  terminal  code,  and  individual's 
name. 

3.6  Audit  of  CORPUS  Information 

Audit  procedures  shall  be  established  for  CORPUS  and  shall  be  continuously 
reviewed  and  updated  to  ensure  the  accuracy  of  information.  A  log  of  all  accesses 
to  CORPUS  files  shall  be  maintained  by  the  computer  and  examined  during 
audits.  For  each  access,  this  log  shall  include,  but  shall  not  be  limited  to,  terminal 
code  identifying  the  requesting  agency,  date,  time,  and  whether  the  request  was 
honored.  This  log  may  be  compared  with  the  manual  log  at  each  terminal  to 
determine  the  individual  responsible  for  a  specific  terminal  access  to  CORPUS. 

3.7  Control  of  Research 

Research  projects  by  non-participants  using  CORPUS  information  shall  be 
stringently  controlled  to  ensure  that  individual  privacy  is  meticulously  protected. 
All  research  proposals  by  non-participants  shall  be  submitted  to  the  Alameda 
County  Committee  on  Criminal  Justice  and  Data  Processing  for  approval.  Data 
supplied  for  research  shall  not  contain  any  information  which  would  allow  iden- 
tification of  specific  individuals.  Actual  information  produced  shall  be  reviewed 
from  time  to  time  bv  the  CORPUS  Operations  Committee  to  guarantee  that 
privacy  is  maintained. 
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3.8  Violations  of    Policy  or  Securiti/ 

The  Alameda  County  Committee  on  Criminal  Justice  and  Data  Processing 
shall  review  any  case  of  violation  of  policy  or  Security  Regulations  or  misuse 
of  information,  and  shall  take  appropriate  disciplinary  action  against  a  partici- 
pant agency  or  a  non-participant.  It  shall  also  recommend  appropriate  discipli- 
nary action  against  agents  or  employees  of  participant  agencies  for  such  viola- 
tions. Specific  procedures  for  disciplinary  action  shall  be  defined  in  regulations 
supplemental  to  this  Code  in  accordance  with  applicable  laws,  ordinances,  rules, 
or  regulations  governing  such  agencies. 

Article   IV — Education  and  Training 

4.1  Need  for  Education  and  Training 

CORPUS  is  a  highly  sophisticated,  on-line,  real-time  teleprocessing  system 
requiring  extensive  knowledge  of  system  capabilities,  limitations  and  constraints. 
Successful  implementation  and  operation  require  a  massive  education  and  train- 
ing program  for  all  users  to  ensure  the  highest  performance  for  all  personnel 
engaged  in  the  use  of  the  system. 

4.2  User  Education  and  Training 

The  responsibility  for  formulating,  implementing,  and  monitoring  an  educa- 
tion and  training  program  for  CORPUS  users  is  assigned  to  the  ALCO-C.IIS 
Technical  Advisory  Committee. 

4.S  Public  Information  and  Education 

The  responsibility  for  formulating,  implementing,  and  monitoring  a  Public 
Information  and  Education  Program  relating  to  CORPUS  is  vested  in  the  Ala- 
meda County  Committee  on  Criminal  Justice  and  Data  Processing. 

Article  2.4 — Defense  Counsel  Access   to  CORPUS 

POLICY 

Private  defense  counsel  may  obtain  any  client  information  maintained  in 
CORPUS  which  may  be  obtained  by  the  Public  Defender,  excepting  only  material 
restricted  in  CORPUS  to  the  Public  Defender  only.  CORPUS  information  may 
be  obtained  by  Private  Defense  Counsel  only  as  to  defendants  whom  they 
represent,  and  only  for  purposes  of  their  representation. 

procedure 

Private  counsel  will  be  able  to  obtain  the  following  information  from  CORPUS 
by  telephone  call  to  any  user  agency's  custodial  facility  by  providing  the  name 
of  the  defendant  and  birthdate. 

a.  Location  of  present  custody 

b.  date  and  time  of  arrest 

c.  charges 

d.  date  and  time  and  place  of  next  court  appearance 

e.  amount  of  bail 

f.  whether  there  are  any  holds 

Private  counsel,  upon  submission  of  identification  satisfactory  to  the  Chief 
Clerk  of  any  Court,  may  obtain  all  information  available  from  the  following 
CORPUS  reports: 

CPQD  Person  Detail  Record. 

CPQS  Person  Summary  Record. 

CBQB  Booking  Record. 

CIQC  Custody  Record. 
To  the  extent  possible,  this  information  will  be  provided  by  permitting  inspec- 
tion of  the  batch  reports  in  the  manner  presently  followed.  "Hard  Copy"  print- 
outs of  CORPUS  information  will  be  provided  to  the  Attorney  of  Record  at 
charges  in  accordance  with  County  Ordinances  and  Government  Codes. 

Article  2.5 — Rights  of  Individuals  to  Access 

1. RIGHT   TO   review    INFORMATION 

Subject  to  the  procedures  set  forth  below,  every  person  shall  have  the  right  to 
review  all  criminal  justice  information  relating  to  him  or  her  contained  in  the 
CORPUS  System. 
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n. — REVIEW   PROCEDURES 

A.  Review  of  information  shall  be  available  only  within  the  facilities  of  the 
criminal  justice  agencies  specified  herein,  and  only  under  the  supervision  and 
in  the  presence  of  a  designated  employee  of  the  agency  concerned. 

(1)  Courts. — Records  maintained  by  the  courts  may  be  reviewed  within  the 
facilities  of  the  individual  courts  and  shall  not  be  subject  to  the  identification 
procedures  specified  by  other  records.  The  courts  shall  not  display,  or  otherwise 
make  available  for  review,  any  records  other  than  court  records.  Court  records 
which  may  be  reviewed  are  limited  to  : 

CCQC  Complaint. 
CCQI  Information. 
CCQD  Docket. 

(2)  Other  CORPUS  records.— Review  of  any  other  CORPUS  records  shall  be 
available  only  within  the  facilities  of  a  law  enforcement  agency  having  booking 
capability  and  the  ability  to  confirm  positive  identification  of  indivduals,  as  set 
forth  in  subparagraph  (4)  below.  Records  which  may  be  reviewed  are  limited  to  : 

CPQS  Person  Summary — private  attorney. 

CPQD  Person  Detail — private  attorney. 

CPQH  Person  History. 

CBQB  Booking  Record — Private  attorney. 

CBQC  Booking  charges. 

CIQC  Custody  Record — private  attorney. 
(a)  Records  of  reviews. — A  record  of  each  review  shall  be  maintained  by  each 
criminal  justice  agency  by  the  completion  and  filing  of  a  "Request  to  view 
CORPUS  Records,"  completed  and  signed  by  the  supervisory  employee  present 
at  the  review.  The  signature  of  the  reviewing  individual  on  the  "Request  to  "View 
CORPUS  Records"  is  mandatory.  The  reviewing  individual  may  be  asked,  but 
may  not  be  required  to  verify  the  accuracy  of  the  information  he  has  reviewed 
by  his  signature. 

(6)  Identification  of  reviewing  individual. — Prior  to  the  identification  proce- 
dures set  forth  in  this  paragraph,  the  agency  shall  run  a  name  check  in  the 
CORPUS  index.  Each  criminal  justice  agency,  excepting  the  courts  .shall  require 
positive  identification  of  the  individual  requesting  a  review  of  his  or  her  records  in 
CORPUS,  and  for  this  purpose  the  individual  shall  submit  to  fingerprinting.  The 
fingerprinting  shall  be  done  on  an  "applicant"  card.  The  agency  concerned  shall 
request  fingerprint  comparison  and  positive  matching  from  the  Central  Identifi- 
cation Bureau  prior  to  permitting  the  review  of  any  records. 

(c)  Subject  to  identification  procedures  set  forth  in  (4)  above,  upon  presenta- 
tion of  a  sworn  authorization  from  the  individual  involved,  and  upon  presentation 
of  proof  of  his  identity,  an  individual's  attorney  may  be  permitted  to  examine  all 
of  the  information  relating  to  such  individual.  The  rules  relating  to  copying 
information  set  forth  in  (4)  below,  shall  apply. 

(3)  Limitations  on  Times  of  Reviews. — At  the  discretion  of  each  criminal 
justice  agency,  requests  to  review  CORPUS  records  may  be  limited  to  the  ordi- 
nary daylight  busine.ss  hours  of  that  agency. 

(4)  Copying  of  Information — Prohibition  on  Furnishing  Copies. — The  individ- 
ual reviewing  his  or  her  records  may  make  any  written  summary  or  notes,  in 
his  or  her  own  handwriting,  of  the  information  reviewed  and  may  take  such 
copies.  No  printed  copies  of  the  information  reviewed  may  be  furnished  or  given 
to  the  individual  to  be  removed  from  the  agencies  premises.  This  rule  shall  not, 
however,  prohibit  the  production  of  "hard  copy  printout"  for  inspection  and 
review  under  proper  supervision.  Agencies  are  not  required  to  provide  equipment 
for  making  written  summaries  or  notes. 

nl. — BIGHT  TO  CHALLENGE  INFORMATION 

Each  individual  shall  be  informed  of  his  or  her  right  to  challenge  information 
in  the  CORPUS  records,  relating  to  him  or  her,  as  to  accuracy,  content,  complete- 
ness, or  which  is  believed  to  be  misleading.  Such  challenge  must  be  in  tcriting 
and.  should  the  individual  elect  to  phnllenge  nny  such  information,  he  or  she  shall 
be  furnished  a  "Challenge  to  CORPUS  Records"  form. 

A.  Challenge  To  CORPUS  Records  Form. — The  individual  shall  complete  the 
prescribed  form  in  his  or  her  own  handwriting,  or,  in  the  alternative,  the  form 
may  be  completed  by  the  individual's  legal  representative,  noting  thereon,  spe- 
cifically, the  information  challenged.  The  individual  completing  the  form  shall  be 
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required  to  sign  the  aflBrmation  that  the  challenge  is  made  in  good  faith  and  that 
the  exceptions  are  true  to  the  best  of  the  individual's  knowledge  and  belief. 

(1)  Audit  of  Information. — Upon  the  filing  of  a  "Challenge  to  CORPUS  Rec- 
ords," the  agency  concerned  shall  cause  an  audit  of  the  information  to  be 
conducted.  Should  the  audit  disclose  inaccuracies  or  omissions,  the  agency  shall 
cause  appropriate  alterations  or  corrections  to  be  made  to  the  information,  and 
shall  give  notice  of  such  alterations  or  corrections  to  the  individual  concerned 
and  to  any  other  criminal  justice  agency  to  which  the  information  has  been 
disseminated. 

(2)  Hearing  Officers. — In  order  to  facilitate  the  determination  of  challenges 
to  information,  and  to  expeditiously  dispose  of  frivolous  complaints,  each  crimi- 
nal justice  agency  shall  appoint  a  Hearing  OflScer  who  shall  have  the  power  to 
determine  whether  there  is  prima  facie  evidence  that  the  information  challenged 
is  inaccurate  or  incomplete,  and  shall  have  the  power  to  cause  the  appropriate 
alterations  or  corrections  to  be  made. 

IV. — RIGHT    TO    APPEAL    DENIAL    OF    CHALLB^NGE 

Should  the  Hearing  Officer  deny  any  challenge  to  CORPUS  information  which 
an  individual  believes  is  inaccurate,  incomplete  or  misleading  and  which  he  or 
she  has  requested  to  be  corrected,  modified,  purged  or  deleted,  the  individual  may 
request  review  by  the  CORPUS  Records  Review  Board. 

A.  Procedure  to  Request  Revieic  hy  the  CORPUS  Records  Review  Board. — 
Requests  for  review  of  the  denial  of  a  challenge  shall  be  made  in  writing,  ad- 
dressed to  the  Board,  and  shall  contain  a  concise  statement  of  the  alleged  defi- 
ciencies of  the  information,  the  date  and  result  of  any  review  by  the  Hearing 
Officer,  and  shall  contain  a  sworn  verification  of  the  facts  alleged  in  the  re- 
quest, signed  by  the  individual  or  his  attorney. 

B.  Upon  notification  by  the  CORPUS  Records  Review  Board  of  the  filing  of  a 
Request  for  Review,  the  Hearing  Ofiicer  shall  forward  to  the  Board  the  original 
copy  of  the  "Challenge  To  CORPUS  Records"  form,  together  with  the  results  of 
his  audit  of  the  information  challenged  and  all  notes,  papers  and  documents  relat- 
ing to  the  challenge. 

V. RETENTION     OF     RECORDS     REVIEW     FORMS 

'Phe  original  of  each  record  re\iew,  together  with  a  fingerprint  card  and  all 
hard  copy  printouts  of  information,  notes  of  hearing  and  decision  on  hearing, 
shall  be  immediately  forwarded  to  the  Central  Identification  Bureau  for  inclu- 
sion in  their  microfilm  jackets,  unless  a  Challenge  to  CORPUS  records  is  filed, 
in  which  case  all  records  shall  be  forwarded  to  the  Records  Review  Board. 
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F.EOl"ST  TO  VTEiv    CORPUS      P-ECORDS 

v-le/.sf:  }Rr:T  cvrj-.v.v:  usi':g  inx 


(1 

2St 

first 

middle) 

ADDRESS: 

(sLieet 

city 

state) 

RACE: 

HEIGHT: 

KEICHT: 

DATE   OF   DIRTH: 

TELETKONE 
Mi.-'IB.ER: 

SOCL\L  SECUKI7Y  NUMBER: 

DRIVERS    Lie 

ENSE   KU-3ER: 

TIME  OF 
REVin-J: 

AM 
PM 

I  request  to  viex;  ir.y  criminal  history  as   contained  in  the 
Alar.eda  County's  CORPUS   files.   I  am  aware  that  this 
data  reflects  Oiily  Alameda  County's  record  and  i-ay  not  be 
my  complete  crininal  history.   I  also  understand  that  any 
questions  regarding  the  accuracy  of  the  infornation  should 
be  referred  to  the  orginating  agency. 


(DATE)  ■  (SIGM^TURE) 


(DATE)  (WITNESS  TO  THE  REVIEW) 
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ATTOHKF.V'5    REOUlST  TO  VIE".-:   COR   PUS      RECORDS 


?TXASS  I'Ri;;t  cl-ahlv  using  ink 


ATTORIvEY'S 

(last 

first 

IT.  i  d  d  1  c  ) 

A7Tc:;::sv's 
;,i)D:a:s3: 

(street 

city 

state) 

r/JSiiCESs 

ADDRESS: 

TELE?t;o:;E 

i;u;-rcEn: 

K.'c-K  or  Cbi 

i:;:T: 

DOB : 

TI'.S   OF   RE\ 

lE-u' : 

AM 
PM 

I    request    to  vicj    the    criminal   history,    as    contained    in 
tht.-  Alamsda    County's    CORPUS      files,    on    the   .-ibove 
client.      I   an",  aware    thot    this   data    reflects   only  Alaneda 
County's    record    and  nay   not   be   his/her    cornplete   crininal 
history.      1   also   understand    that   any   questions   regarding 
tl'.e   accuracy   of   the    inforniation   sliculd   be   lelerred    to    the 
or-inatins   a;:.ency. 


(DATE) 


(ATTORNEYS  SICM:\TdRE) 


(DATE) 


(WITKECiS   TO  THE  REVIEW) 


(ATTAC.i  CLIENTS   AI-'KiaAVIT  OF   REVIEW   APPROVAL  TO   FOR.M) 
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CHJXLeniC-S  TO  COPJ^US  P.ECORDo 

I, art-*r  i'o\'ic-wini^  ny  crir.inal  i-ecord 

or   U;8   rocord  of  my  cljcr.tj ^na  presently 

.■jtoraci  in  CORPUS  vrLsh   to   challenga   tha  iicciir^cy  of   CPJch  r'^cord  and  se'^k   to  change 
ths   !-scord   as  noted  bel-ow, 

I  affJ.iTi  teat  trie  follovi-ig  exceptions  ar-j  r-.ada  in  j-;cd-J  .faith  c--r.d   r'x-a   trvio   t<> 
ths  b;st  of  :nv  '.niovled^at 


ATXO?^\'iY                                                                                        Subj.-jc;t  '.-vi j:3e  rscora  is  being  ch.-..lleng=d 
?)/:«: ,  Vrll: _n03: 

r,:-:c£r-ricr!s  (?£,  s~Ecr?ic) 


HH:A?.INa  0?r  ICEF7.  CiaLLS.'GH  ?OraD?:D  CH.iLLEiVGE  UNFO-XiDS) 


■•Lu.'GES  MADE  TO  CO?.?!jS  HECOP.D 


ch.^l:.e:;ge  tc?~::\?'dzd  70  fecosd^  REvrE::  i-oa;ic 
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Article  2.S — Retention    &   Pitrge   of   CORPITS 

For  the  purposes  of  determination  of  record  purge,  active  records  will  be  de- 
fined as : 

1.  those  persons  with  events  pending  disposition,  i.e.,  the  charge  disposition 
has  not  been  posted  to  the  CORPUS  records. 

2.  those  persons  with  an  incomplete  probation,  misdemeanor  conviction  jail 
sentence,  or  outstanding  warrant.  (Termination  of  felony  convictions  cannot  be 
determined  from  the  CORPUS  records  when  sentenced  to  State  Prison,  CYA, 
CRC,  MDSO,  or  Sanity  Commitments.) 

No  records  will  be  purged  from  the  CORl'US  files  : 

1.  until  all  legal  reporting  requirements  have  been  met. 

2.  and  the  annual  Index  to  court  dockets  has  been  produced. 

I. — retention    of    person    records 

Inactive  Person  Records  (I.D.  data  and  identifying  No.'s)  will  purge  from  the 
CORPUS  files  as  follows  : 

A.  5  years  after  misdemeanor  arrests  not  resulting  in  a  conviction. 

B.  5  years  after  misdemeanor  arrests  resulting  in  a  conviction,  the  retention 
period  commencing  after  the  termination  of  confinement  and/or  supervision. 

C.  7.5  years  after  arrests  not  resulting  in  a  conviction  from  an  offense  where 
a  prior  constitutes  a  felony,  for  an  offense  which  could  be  a  felony  depending  on 
disposition  and  for  felonies. 

D.  10  years  after  a  conviction  for  an  offense  where  a  prior  constitutes  a  felony 
depending  on  disitosition  and  for  felonies,  the  retention  period  commencing  after 
termination  of  confinement  and/or  supervision. 

Records  will  not  be  purged  for  those  convictions  requiring  registration  so  long 
as  registration  is  reciuired. 

Also,  retention  periods  begin  over  and  over  again  with  a  new  arrest  with  re- 
tention periods  commencing  after  disposition  of  last  arrest  as  described  above. 

II.  records  ordered  sealed  bt  the  court 

A.  Person  records.— All  data  (I.D.  and  Event,  Court,  Custody)  recorded  on 
the  CORPUS  files  will  be  deleted  immediately  upon  receipt  of  court  order. 

B.  Event  record.— All  data  (Event,  Court,  Custody)  recorded  on  the  CORPUS 
files  for  a  particular  event  will  be  deleted  immediately  on  receipt  of  court  order. 

Article  3.8 — Violations  of  Policy  or  Security 

To  insure  the  integrity  of  the  system,  the  Alameda  County  Committee  on 
Criminal  Justice  and  Data  Processing  shall  review  any  case  of  violation  of 
policy,  security  or  misuse  of  information,  and  shall  take  appropriate  action  as 
follows:  ^.  ,      .^,. 

All  incidents  of  violations  and  other  misuse  of  information  discovered  within 
a  user  agency  shall  be  documented,  and  routed  for  review,  to  the  Alameda  County 
Committee  on  Criminal  Justice  and  Data  Processing.  The  Committee  shall  re- 
view the  circumstances  of  the  incident  and  make  disciplinary  recommendations 
to  the  Chief  Administrator  of  the  Agent  or  the  employee's  agency. 

Those  incidents  of  allegations  of  violations  and  other  misuse  first  brought  to 
the  attention  of  the  Alameda  County  Committee  on  Criminal  Justice  and  Data 
Processing  shall  be  documented  and  transmitted  to  the  Chief  Administrator  of 
the  Agent  or  the  employee's  agency  for  investigation. 

A  document  of  the  investigation  shall  be  routed  to  the  Alameda  County  Com- 
mittee on  Criminal  Justice  and  Data  Processing  for  review  and  disciplinary  rec- 

omendations.  ^u     /-.u-  * 

Upon  implementation  of  whatever  disciplinary  action  deemed  by  the  Chiet 
Administrator,  a  report  of  such  proceedings  shall  be  forwarded  to  the  Alameda 
County  Committee  on  Criminal  Justice  and  Data  Processing  for  review. 

Any  such  action  would  be  without  prejudice  to  any  possible  criminal  prosecu- 
tion by  the  District  Attorney's  office. 

Article  2.2— Access   to  CORPUS   Information   by   Participants 

The  attached  table  defines  the  specific  limitations  by  agency  and  transaction 
code. 
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Resolution  op  Alameda  County  No.  150944,  October  30,  1973 
The  following  resolution  was  adopted — 

Approve  CORPUS  Code  of  Ethics;  Restructure  Committee  on  Criminal  Justice 
and  Data  Processing;  Establish  Citizens'  Advisory  Committee  on  CORPUS 

Whereas,  on  July  14,  1970,  this  Board  of  Supervisors  adopted  Resolution 
No.  135071,  establishing  the  Alameda  County  Committee  on  Criminal  Justice  and 
Data  Processing  which  was  prompted  by  the  submission  of  an  IBM  report  entitled 
"A  Court  Information  System  for  Alameda  County  ;"  said  Committee  was  charged 
with  the  responsibility  of  analyzing  and  evaluating  the  proposal  to  determine  if 
the  system  could  provide  the  County  with  a  better  coordinated  and  more  effective 
criminal  justice  administration  ;  and 

Whereas,  on  December  22.  1970,  this  Board  of  Supervisors  by  Resolution  No. 
136946  concurred  in  said  Committee's  recommendations  that  an  integrated  crimi- 
nal justice  information  system  be  designed  and  implemented  in  Alameda  County, 
and  that  the  Committee  be  continued  in  existence  and  be  authorized  to  develop 
proposals  for  the  specific  method  of  designing  and  implementing  an  integrated 
information  system ;  and 

Whereas,  in  accordance  with  said  Resolution  No.  136946.  a  report  was  sub- 
mitted to  this  Board  in  December  1972.  recommending  the  components  of  a  crimi- 
nal justice  information  system  in  Alameda  County  :  and  by  Resolution  No.  1461S7. 
adopted  December  5,  1972  this  Board  approved  in  principle  the  recommended 
components  of  a  criminal  justice  information  system :  the  major  component  is 
the  Criminal-Oriented  Records  Production  Unified  System   (CORPUS)  ;  and 

Whereas,  in  order  to  assist  in  the  implementation  of  the  CORPUS  project,  on 
February  13,  1973  by  Resolution  No.  147066  this  Board  approved  a  contract  with 
the  County  School  Department  to  authorize  it  to  conduct  a  training  program  for 
the  CORPUS  project ;  the  training  program  was  implemented  on  October  1,  1973, 
and  is  scheduled  for  completion  in  May  1974,  and  it  is  planned  that  CORPUS  will 
be  implemented  by  July  1,  1974  ; 

Now,  therefore,  be  it  Resolved  as  follows  : 

1.  That  the  attached  provisional  "CORPUS  Code  of  Ethics"  marked  Exhibit 
"A"  be  and  it  is  hereby  approved  ; 

2.  That  the  membership  of  the  Alameda  County  Committee  on  Criminal  Justice 
and  Data  Processing  be  restructured  to  include  individuals  as  listed  in  Exhibit 
"B"  attached  hereto ; 

3.  That  a  Citizens"  Advisory  Committee  on  CORPUS  is  hereby  established,  to 
directly  advise  the  Board  of  Supervisors,  consisting  of  ten  (10)  members,  two 
(2)  appointed  by  each  Board  member  ;  and 

4.  That  the  organizational  structure  of  the  County's  Criminal  Justice  Informa- 
tion System  and  defined  responsibilities  of  committees,  as  outlined  in  the  attached 
Exhibit  "C"  be  and  it  is  hereby  approved. 

Approved  Minutes  of  the  Meeting  of  the  CORPUS  Citizens'  Advisory  Committee 
Held  on  Thursday.  April  18,  1974.  In  the  School  Library,  Montclair  School. 
Oakland,  Calif. 

Committee  Members  Present :  Lance  J.  Hoffman.  Chairjierson :  Howard  C. 
Hall ;  William  Hirst ;  Thomas  Rogers ;  Ronald  Sipherd :  and  Hermina  Strauss. 

Committee  Members  Absent :  Frank  Coakley  ;  Donald  Gehb  ;  Suzanne  Newman  ; 
and  Rev.  J.  Alfred  Smith. 

Others  Present:  Carol  Hubert.  Aide  to  Mr.  Hoffman;  Ruth  Suzuki,  Secretary: 
and  Dick  Duncan,  County  Data  Processing  Center. 

Meeting  called  to  order  at  7  :05  PM. 

Minutes — Add  "Sections  Corrected"  at  end  under  "Assignments  Made".  Minor 
amendments  made  by  Hoffman,  .seconded  by  Sipherd  and  unanimously  passed. 
Minutes  approved,  motion  made  by  Sipherd,  seconded  by  Rogers,  passed  unani- 
mously. 

Ob.servation  of  CORPUS  operation — Gus  Hall  was  assigned  to  ask  Judge  Arne 
about  operation  observation  rights  to  ALCO-CJIS.  CORPUS  CAC  members,  con- 
sultants, etc.  and  to  have  Arne  write  a  memo  to  that  effect  to  the  County  Data 
Processing  Center.  Hoffman  will  draft  an  amendment  on  this  topic  and  draft  a 
letter  to  the  Board  of  Supervisors  regarding  "hands-on  experience". 
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Dick  Duncan  commented  that  a  2  week  study  of  the  Data  Processing  Center 
was  done  by  an  outside  consulting  agency.  Their  report  will  be  distributed  in 
early  May.  Hoffman  asked  for  a  copy  upon  its  arrival. 

Proposed  Regulations  on  Rights  of  Individual  Access  to  CORPUS  Information 
(draft  #2)  by  David,  Dickie  and  Cooper:  Section  IC,  /.  14-16:  "It  is  the  opinion 
of  this  committee  that  cash  payments  are  appropriate."  Motion  made  by  Hall, 
seconded  by  Hirst  and  passed  unanimously. 

Discussion  of  feedback  on  letter  which  CAC  sent  to  the  Board  of  Supervisors : 
Hall  reported  per  D.  Rowlands  that  the  County  Administrator's  Office  is  in  the 
process  of  responding. 

Discussion  of  tracking  and/or  auditing  as  stated  in  the  Provisional  Code  of 
Ethics,  section  3.6 :  Discussion  arose  on  the  problem  of  individual  identification 
of  terminal  operators.  The  following  motion  was  made  by  Hall  and  seconded  by 
Strauss:  (section  3.6)  ".  .  .  the  request  was  honored.  In  order  to  ttmke  the  sanc- 
tion, section  effective  it  is  necessary  that  some  automated  method  of  individual 
identification  of  terminal  operators  be  implemented."  Yes:  Hoffman,  Hall,  Hirst, 
Sipherd,  Strauss.  Abstention  :  Rogers 

Discussion  arose  on  the  appropriateness  of  the  title  "Code  of  Ethics"  ;  this  topic 
will  be  taken  up  later. 

Discussion  of  what  is  an  audit  and  who  does  it  and  is  responsible  for  it — 
Consensus  was  reached  on  the  charge  of  the  auditor:  (1)  determine  problem 
areas  in  the  Code  of  Ethics,  (2)  determine  violations  of  the  Code  of  Ethics, 
(3)  bring  to  the  attention  of  the  Board  of  Supervisors  other  features  not  covered 
in  (1)  and  (2)  above,  (4)  determine  accuracy  and  currency  of  data  of  CORPUS. 

Hoffman  was  assigned  to  draft  a  motion  for  vote  at  the  next  CORPUS  CAC 
meeting  on  auditing  procedure.  It  should  include  the  following  points  reached 
by  consensus  by  the  CAC:  (1)  thorough  audit.  (2)  appointed  by  the  Board  of 
Supervisors,  (3)  composed  of  independent  non-county  personnel,  (4)  audit 
done  not  less  than  once  annually,  not  more  than  once  quarterly,  (4)  some  tech- 
nical expertise  should  be  represented  on  audit  committee,  (5)  allotted  county 
resources.  (6)  results  of  audit  report  should  be  sent  to  the  Board  of  Supervisors 
and  to  interested  parties  who  can  go  to  the  CORPUS  administrator  who  will 
provide  a  copy  of  this  report  at  reasonable  cost. 

T.  Rogers  report  on  termination  of  retention  of  records  in  CORPUS — The 
Adult  Authority  can  be  demanded  by  Alameda  County  to  provide  information  on 
termination  of  jail  sentences  but  no  mass  automated  system  for  this  information 
is  in  effect. 

A  CORPUS  CAC  meeting  was  set  for  Thursday,  May  16,  7  p.m.  in  the  Library 
of  the  Montclair  School. 

Meeting  adjourned  at  9  :45  p.m. 

ASSIGNMENTS    MADE   AT   THIS    MEETING 

^Ir.  Hall.  Ask  Judge  Arne  about  observation  rights  of  CORPUS  for  ALCO- 
CJIS  members,  CORPUS  CAC  members,  consultants,  etc.  and  have  memo  sent 
to  the  County  Data  Processing  Center  to  this  effect. 

Mr.  Hoffman.  Draft  amendment  on  CORPUS  operation  observation  rights. 
Draft  letter  to  Board  of  Supervisors  on  CORPUS  operation  observation  rights. 
Draft  a  motion  on  auditing. 

SECTIONS     CORRECTED 

Article  2.5  supplement  IC,  1.  14-16. 

Article  3.6.  1.  6-8. 

Draft  #2,  Rights  of  Individual  Access  (Section  IC,  1. 14-16). 

Articles  Passed  May  2,  1974 

Article  3.4 — Secitrity  of  CORPUS  Information 

"Except  as  otherwise  provided  in  Article  II  of  this  Code,  no  persons,  other 
than  authorized  employees  of  participating  agencies  and  Criminal  Justice  staff 
of  the  Alameda  County  Data  Processing  Center  in  the  pursuance  of  their  official 
duties,  shall  be  permitted  to  view  any  output  including  video  output  of  informa- 
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tion  from  the  system.  Participating  agencies  shall  be  responsible  for  the  disposal 
of  printouts  in  a  manner  which  will  present  unauthorized  use. 

"Except  as  otherwise  provided  in  Article  II  of  this  Code,  under  no  circumstances 
may  a  non-participant  be  given  any  information  from  CORPUS  about  a  specific 
named  individual  or  any  information  that  may  lead  to,  be  linked  with,  or  reveal 
the  identity  of  a  specific  individual.  This  shall  not  be  construed  to  limit  access 
to  test  or  actual  CORPUS  files  and  terminals  by  members  of  the  CORPUS 
Citizens'  Advisory  Committee,  the  Alameda  County  Committee  on  Criminal 
Justice  and  Data  Processing,  or  any  monitoring  committee  set  up  in  the  future 
by  the  Board  of  Supervisors :  nor  shall  it  limit  access  by  consultants  to  the 
committees  mentioned  above  or  consultants  to  participants  in  performance  of 
their  eonsultatory  duties.  Xo  individual  or  agency  that  receives  information 
from  CORPUS  may  use  or  disseminate  that  information  for  any  purpose  not 
authorized  by  the  Code  of  Ethics,  nor  may  any  information  be  disseminated  to 
any  person  or  agency  not  authorized  to  receive  CORPUS  information  under  the 
Code." 

Article  3.fi — AroiT  of  CORPUS  Information 

"An  independent  oonmiittee  appointed  by  the  Board  of  Supervisors  should 
conduct  a  thorough  audit  not  less  than  once  annually  nor  more  than  once 
quarterly.  Some  technical  expertise  should  be  represented  on  the  audit  committee. 
The  audit  report  should  be  sent  to  the  Board  of  Supervisors  and  to  interested 
parties  who  can  obtain  their  copy  through  the  CORPUS  administrator  at  a 
reasonable  cost. 

"The  purpose  of  the  audit  is  to :    (1)   determine  problem  areas  in  the  Code 

of  Ethics  and  in  the  CORPUS  system,   (2)  determine  violations  of  the  Code  of 

Ethics,  (3)  determine  accuracy  and  currency  of  data  in  CORPUS,  and  (4)  bring 

to  the  attention  of  the  Board  of  Supervisors  other  matters  not  covered  in   (1), 

(2)  and  (3)  above,  but  relevant  thereto." 


[Note :  The  following  is  excerpted  from  the  Project  SEARCH  report  entitled, 
"International  Symposium  on  Criminal  Justice  Information  and  Statistics  Sys- 
tems," October,  1972.] 

R.  L.  Kenney  and  J.  K.  Boyer  "Results  and  Evaluation  of  the  PATRIC 
Operational  Test-Bed",  International  Symposium  on  Criminal  Justice 
Information  and  Statistics  Systems,  October  1972 

introduction 

The  Pattern  i?ecognition  and  /nformation  Correlation  (PATRIC)  Project,  an 
automated  approach  to  tactical  information  correlation  and  retrieval,  addresses 
the  problem  of  dealing  with  the  tremendous  amount  of  crime  and  crime-related 
reports  processed  by  the  Los  Angeles  Police  Department.  Each  day,  the  LAPD 
is  inundated  with  approximately  650  Part  I  Crime  reports.  In  only  a  few 
months,  the  quantity  becomes  staggering  and  prohibits  the  effective  utilization 
of  the  date  for  other  than  purely  statistical  purposes.  For  example,  it  is  vir- 
tually impossible  for  an  investigator  to  survey  crime  reports  outside  his  partic- 
ular division  of  assignment  for  similar  elements  of  modus  operandi  (MO),  sus- 
pects, or  vehicle  description.  Thus,  potential  information  leading  to  case 
clearance  may  be  lost.  In  patrol  divisions,  radio  cars  are  deployed  on  crime 
patterns  ascertained  by  a  laborious  manual  search  and  tally  of  recent  crime 
occurrences. 

As  a  result  of  analyzing  the  problem  of  unmanageable  data,  it  became  in- 
creasingly obvious  that  an  automated  system  of  storage  and  access  should  be 
developed.  The  PATRIC  Project  was  thus  conceived  to  meet  the  following 
goals : 

1.  Provide  efficient  and  effective  use  of  tactical  and  investigative  police  MO, 
suspect,  vehicle,  and  stolen/pawn  information  files. 
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2.  Provide  users  with  timely,  correlated,  and  condensed  data. 

3.  Maintain  a  dynamic  system  capable  of  being  readily  modified  as  tactical 
MO  considerations  change  to  reflect  contemporary  conditions. 

In  order  to  meet  the  expected  goals,  a  three-step  developmental  efforts  was 
undertaken.  Step  I,  from  January  1,  1971,  through  February  28,  1972,  provided 
for  the  definition  of  the  data  base,  incorporating  elements  of  crime  reports. 
Field  Interviews,  Investigators'  Final  Reports  on  felonies,  Registered  Sex  Of- 
fender registrations,  and  pawned/stolen  property  information ;  and  the  estab- 
lishment of  an  on-line  test-bed  operation  to  research  and  validate  the  PATRIC 
concept.  City-wide  information  was  made  available  to  investigators  and  patrol 
supervisors.  Step  II,  March  1,  1972,  through  August  31,  1972,  encompassed  the 
completion  of  the  research  objectives,  definition  of  system  requirements,  and 
presentation  of  several  development  and  design  alternatives.  Step  II-A,  Septem- 
ber 1,  1972,  through  April  30,  1973,  will  produce  partial  programming  and  pur- 
chase specifications  for  the  final  system.  Programming  will  be  completed  and 
the  necessary  software  and  hardware  purchased  and  installed  during  Step  III, 
May  1,  1973,  through  December  31,  1973.  Implementation  of  the  final  system  is 
scheduled  for  January  1,  1974. 

The  development  of  PATRIC  through  Step  II  will  be  discussed  in  the  subse- 
quent sections  of  this  paper,  including  a  description  of  the  test  environment, 
results  of  the  test-bed  operation,  and  a  comparison  of  alternative  development 
and  design  approaches  to  achieving  an  operational  .system.  Appendices  I  and  II 
will  enumerate  specific  system  requirements  and  costs  for  development  and  an- 
nual operation. 

THE  TEST  ENVIRONMENT 

Realizing  that  theoretical  designs  do  not  always  meet  the  needs  of  the  real 
world,  it  was  decided  to  implement  a  prototype  on-line  PATRIC  System  in  a 
limited  test  environment.  Not  only  would  the  feasibility  of  the  PATRIC  con- 
cept be  explored,  but  also  a  degree  of  operational  support  for  police  functions 
could  be  provided.  Thus,  on  July  6,  1971,  the  PATRIC  Project  implemented 
on-line  access  to  its  preestablished  data  base. 

Hardware  and  .software  support  was  provided  by  the  System  Development 
Corporation,  Santa  Monica,  California.  The  initial  software  system,  the  Com- 
mercial Data  Management  System  (CDMS),  was  used  until  May  22,  1972, 
when  a  change  was  made  to  the  prototype  DS/3  data  management  system. 
This  change  resulted  in  .significantly  reduced  response  times  and  more  easily 
understood  output. 

The  test-bed  operation  included  eight  interactive  terminals  operating  in  six 
adjacent  geographic  police  divisions  of  the  City  of  Los  Angeles.  The  six  test 
divisions  involvetl  were  Central,  Rampart,  Southwest,  Hollywood,  Seventy-Sev- 
enth Street,  and  Wilshire,  which  cover  a  total  area  of  92.9  square  miles,  and 
contain  a  combined  population  of  over  one  million  people.  These  divisions  en- 
compass highly  concentrated  commercial-industrial  districts,  lower  economic  in- 
ner-city neighborhoods,  high-rise  apartment  areas,  and  middle-income  residen- 
tial areas.  The  selection  of  these  divisions  represented  a  cross-section  of  most 
socio-economic  groups  found  in  Los  Angeles. 

THE  PATRIC  DATA  BASE 

The  data  base  established  by  PATRIC  for  the  test  was  composed  of  eight 
files,  grouping  like  crimes  together  and  permitting  the  storage  of  six  months' 
worth  of  data  on  each  disc  pack  before  a  given  file  would  require  purging.  The 
file  name,  number  of  entries,  and  crime  type  included  as  of  August  31,  1972, 
the  end  of  Step  II.  are  listed  below.  Approximately  eight  months  of  data  are 
currently  included  due  to  the  increased  storage  capacity  of  the  prototype  sys- 
tem. 
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File  name 


Number  of 
entries 


Crime  type 


Crime. 


Robbery. 


Burglary 

BTV... 

Field  Interview  (Fl). 
Suspect 

Pawn 


Property. 


15,  520    Aggravated  assault. 
Child  annoyance. 
Child  molest. 
Homicide. 
Indecent  exposure. 
Kidnap  and  attempts. 
Miscellaneous  sex  crimes. 
Prowl. 

Rape  and  attempts. 
41,891     Bunco. 

Drunk  roll. 

Grand  theft  auto  and  attempts. 
Pickpocket. 
Purse  snatch. 
Robbery  and  attempts. 
Theft  from  person  and  attempts. 
43, 182     Burglary  and  attempts. 
26,  345     Burglary  from  vehicle  and  attempts. 
Grand  theft  from  vehicle. 
Theft  from  vehicle  and  attempts. 
80,939    Auto  field  interviews. 
7,  357    Sex  registrants. 

Investigator's  final  report. 
6,  602     Pawn  transaction  in  following  categories: 
Guns  and  equipment. 
Business  machines. 
Cameras  and  equipment. 
Watches. 
Jewelry. 

Radio  and  TV  equipment. 
Power  tools. 
(') 


1  Discontinued  April  1972. 


THE  PATRIC  RESEARCH  ANALYST 

Located  in  each  of  the  test  divisions  was  a  Research  Analyst  (RA),  who 
served  as  the  link  between  Department  personnel  and  the  testbed  PATRIC  op- 
eration. The  Research  Analyst  operated  the  computer  terminal  and  performed 
the  modus  operandi  analytical  activities  on  an  operational  basis  for  Depart- 
ment personnel  while  operating  on  a  research  basis  for  PATRIC  Project  per- 
sonnel. Thus  dual  responsibility  made  it  difficult  at  times  to  carry  out  both 
functions  satisfactorily. 

Basic  job  requirements  established  for  the  Research  Analyst  position  in- 
cluded a  bachelor's  degree,  a  minimum  of  six  months'  experience  with  the  Los 
Angeles  Police  Department,  and  analytical  experience  or  ability.  The  six 
months'  experience  allowed  for  opportunity  to  become  familiar  with  crime  re- 
ports, concepts  of  MO  and  general  police  jargon.  The  analytical  ability  was  es- 
sential for  determining  patterns  of  crimes,  both  for  case  clearance  and  repres- 
sive patrol.  Adaptability  also  proved  to  be  a  key  factor  to  success  because  of 
such  factors  as  new  MOs  appearing,  unexpected  results  being  obtained  through 
the  correlation  process,  and  several  different  software  systems  being  employed. 
The  Civil  Service  classification  chosen  for  the  Research  Analyst  position  was 
Administrative  Assistant.' 

Woi-king  in  the  test  divisions  the  Research  Analysts  encountered  different 
needs  between  patrol  and  detective  processing.  Even  within  the  two  major  seg- 
ments of  patrol  and  detective,  there  were  differing  approaches  developed  early 
in  response  to  the  nature  of  the  requests  received. 

The  Research  Analyst  in  a  detective  division  familiarized  himself  with  the 
various  methods  of  investigation.  Basically,  he  found  that  the  detective  could 
utilize  PATRIC  information  in  two  ways.  The  fir.st  method  began  with  an  un- 
solved case.  A  search  was  made  for  similar  cases  by  matching  MO,  suspect  de- 
scription, or  vehicle  description,  or  some  combination  of  the  elements.  Three 
files  were  usually  searched :  the  appropriate  crime  file,  the  Field  Interiew  file, 
and  the  Suspect  file.  The  searches  produced  matching  crimes  which  often  pro- 
vided better  physical  descriptions,  additional  elements  of  MO,  additional  vic- 
tims for  future  identification  of  possible  suspects,  or  even  named  suspects  from 
already  cleared  cases,  F.I.  cards  on  involved  vehicles,  and  data  on  suspects 
known  to  have  committed  similar  crimes. 
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The  second  approach  to  PATRIC  was  to  link  crimes  to  a  suspect  already  in 
custody.  Reports  obtained  from  this  type  of  search  helped  build  a  case  ag:iinst 
a  suspect,  decreased  paper  work  by  clearing  many  crimes  simultaneously,  and 
assisted  detectives  in  other  divisions  who  may  not  have  known  the  suspect  had 
been  arrested. 

Between  the  correlation  attempt  at  the  terminal  and  the  presentation  of  in- 
formation to  the  investigator,  there  was  an  intermediate  step  of  gathei'ing  re- 
lated data  and  screening  it  to  determine  its  utility.  Correlated  hardcopy  crime 
reports  were  pulled  and  read  to  insure  that  the  information  was  keypunched 
correctly.  Other  data,  such  as  copies  of  Field  Interview  cards,  mug  .shots,  crim- 
inal history  records,  and  vehicle  registrations  were  collected  in  order  to  pre- 
pare a  complete  package  of  PATRIC-obtained  data  for  the  investigators.  It 
was  observed  that  detectives  were  more  willing  to  use  PATRIC  information  if 
the  entire  package  was  prepared  for  them.  Therefore,  Research  Analysts  pro- 
vided this  service. 

Before  attempting  a  correlation,  it  was  essential  that  the  analyst  have  an 
opportunity  to  question  the  concerned  investigator  regarding  MO  and  solicit  as 
complete  a  picture  of  the  known  facts  of  the  case  as  possible.  This  was  often 
the  only  way  to  obtain  MO  information  known  only  to  the  investigator. 

The  analysts  had  to  be  familiar  with  everyday  police  jargon  so  that  they 
might  communicate  in  terms  familiar  to  police  personnel.  This  had  a  distinct, 
positive  effect  on  user  confidence.  Having  interacted  with  the  investigator,  ex- 
perience showed,  the  analyst  could  proceed  to  query  the  system  effectively 
without  having  the  investigator  present. 

System  output  also  had  to  be  returned  to  the  investigator  by  the  analyst  and 
reviewed  in  detail  to  insure  that  pertinent  information  was  called  to  the  detec- 
tive's attention.  User  interest  diminished  when  printouts  were  forwarded  with- 
out personal  interaction,  often  resulting  in  no  further  requests  for  PATRIC 
processing. 

Some  Detective  Bureau-wide  procedure  to  insure  adequate  coordination  be- 
tween divisions  was  found  necessary  to  avoid  duplicative  information  process- 
ing,and,  much  more  important,  to  allow  for  interdivisional  teaming  of  investi- 
gators or  some  other  method  of  conserving  investigative  resources  in  such 
cases. 

The  goal  of  the  Research  Analyst  in  a  patrol  division  was  somewhat  differ- 
ent from  that  of  his  counterpart  in  a  detective  division.  Rather  than  being 
concerned  with  individual  suspects  and  case  clearances,  he  directed  his  atten- 
tion to  developing  crime  patterns  within  a  certain  area  and  deploying  patrol 
units  as  a  repressive  measure  to  decrease  the  frequency  of  crimes.  Several  sus- 
pects and  vehicles  were  identified  as  being  active  within  the  area,  so  that  patrol 
cars  had  specific  things  to  look  for,  in  addition  to  just  being  a  visible  deter- 
rent to  crime. 

There  were  two  primary  methods  by  which  the  Research  Analyst  approached 
the  task  of  supporting  patrol  deployment.  In  the  first  method,  the  geographic 
division  was  surveyed  to  identify  the  crime  problem  of  greatest  concern,  i.e., 
the  area  of  greatest  increased  activity.  A  profile  of  the  problem  area  was  then 
composed,  identifying  crime  types,  time  of  day,  day  of  week,  method  of  opera- 
tion, suspects/vehicles  involved,  and  so  forth.  A  particularly  useful  feature  of 
the  .software  system  called  'grid'  allowed  the  plotting  of  two  elements  such  as 
time  of  day  and  day  of  week,  for  a  given  crime  type  within  a  specified  geo- 
graphic area.  Later  in  the  project  a  third  approach  examined  the  concept  of 
'adjacencies',  a  term  used  to  denote  a  reporting  district  and  all  its  surrounding 
(adjacent)  reporting  di.stricts.  An  historical  seasonal  norm  of  crime  occur- 
rences for  each  adjacency  set  was  established.  Thus,  when  subsequent  statisti- 
cal reports  of  crime  occurrence  l»y  adjacency  groups  were  generated  by  the 
PATRIC  System,  they  could  be  compared  to  the  norm  to  measure  the 
decrease/increa.se  of  crime  in  the  area.  A  .significant  increase  in  an  area  trig- 
gered the  procedure  necessary  to  produce  a  current,  useful  area  profile. 

With  the  above  described  re.sources  of  test  divisions,  hardware/.software 
configurations,  and  Research  Analy.sts,  the  PATRIC  Project  was  able  to  con- 
duct a  productive  fourteen  months'  on-line  test. 

RESULTS  OF  THE  TEST-BED  OPERATION 

The  test-bed  operation  was  subject  to  both  statistical  and  subjective  evalua- 
tion. Whenever  pos.sible,  evaluative  measures  were  introduced  to  gauge  the  ef- 
fect   of    a    given    activity.    The    research    results    can    be    categorized    by    the 
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following  areas  of  activity :  investigative  support,  automatic  correlation  strate- 
gies, patrol  deployment  support,  direct  data  input,  stolen  property/pawn  con- 
nect-up, and  identification  of  multiple  occurrences  of  selected  data  elements. 

CORRELATION  RESULTS 

In  pursuit  of  a  statistically  valid  sample  for  investigative  processing,  a  goal 
of  2400  correlation  attempts  was  established.  The  goal  was  first  divided  pro- 
portionately according  to  frequency  of  occurrence  among  ten  major  crime 
types:  burglary,  robbery,  homicide,  grand  theft  auto,  theft  from  person,  rape, 
bunco,  child  molest,  indecent  exposure,  and  kidnap.  Subsequently,  a  i-evision 
was  made  to  reflect  the  additional  factor  of  demonstrated  amenability  to  con- 
puter  processing.  Each  correlation  attempt,  upon  completion,  was  classified  as 
"successful"  or  "unsuccessful"  by  the  Research  Analyst  according  to  the  infor- 
mation retrieved.  If  information  was  retrieved  which  matched  on  a  minimum 
number  of  descriptive  elements  stipulated  by  the  investigator,  the  correlation 
was  deemed  an  apparent  success.  Where  the  information  retrieved  included  a 
name,  vehicle  license  number,  or  booking  number,  the  correlation  was  further 
designated  a  "primary"  success;  all  other  successful  correlations  were  desig- 
nated "secondary". 

During  the  period  July,  1971,  through  June,  1972,  a  total  of  3262  correlations 
were  attempted,  and  of  these  correlation  attempts.  1112  or  34%  met  the  suc- 
cess criteria  set  by  the  investigators.  For  the  final  results  of  Step  I  and  II,  it 
was  decided  that  the  required  minimum  of  2400  correlations  would  not  include 
the  results  of  the  first  two  months  of  test-bed  experience,  due  to  difliculties  ex- 
perienced in  attaining  adequate  data  for  the  various  files.  Therefore,  the  corre- 
lation total  from  September,  1971,  through  June,  1972,  is  2,473  by  previously 
specified  crime  type,  and  312  "Other"  crimes  for  an  overall  total  of  2,785  at- 
tempts. Successful  correlations  accounted  for  1.044  attempts,  or  a  success  rate 
of  37  percent.  This  percentage  may  be  translated  into  a  more  meaningful  state- 
ment: in  approximately  two  out  of  every  five  eases,  PATRIC  was  able  to  sup- 
ply the  investigator  with  additional  information. 

The  monthly  success  rate  fluctuated  from  a  low  of  24  percent  in  September 
to  a  high  of  48  percent  in  January.  Figure  1,  found  at  the  end  of  this  report, 
illustrates  the  percentage  of  successful  attempts  on  a  monthly  basis  for  the 
nine-month  period  previously  considered.  Tlie  steady  increase  in  percentage  of 
successful  correlations  from  September  through  January  resulted  from  a  num- 
ber of  factors.  First  was  the  improvement  of  the  quality  and  quantity  of  the 
data  in  the  PATRIC  data  base.  Second  was  the  increased  interaction  between 
the  analysts  and  the  investigators,  and  third  was  the  increased  ability  of  the 
Research  Analyst  to  use  the  PATRIC  System  effectively.  The  decrease  in  suc- 
cesses after  February  may  have  been  due  to  discontinuity  in  the  Analyst's  ac- 
tivities between  Steps  I  and  II.  and  the  failure  to  maintain  the  files  during 
the  17  day  hiatus. 

While  the  statistical  results  were  impressive,  they  should  be  considered  in 
light  of  the  "effective"  results,  i.e..  the  extent  to  which  the  information  ac- 
tually assisted  in  case  investigation.  To  this  end,  interviews  were  scheduled 
with  detectives  who  used  the  PATRIC  System  during  Step  I  to  determine  the 
benefits  derived  from  successful  correlations.  Over  50  interviews  were  con- 
ducted ;  however,  the  quantity  of  data  derived  from  the  interviews  was  disap- 
pointingly low.  Several  major  problems  were  encountered:  1)  a  detective's 
work  load  often  precluded  his  devoting  a  sufiicient  amount  of  time  to  prepara- 
tion or  the  interview ;  thus,  the  PATRIC  case  was  not  fresh  in  his  mind  and, 
while  he  could  give  a  general  opinion  of  the  value  of  PATRIC  information,  he 
could  not  give  quantitative  data  about  the  results;  2)  when  interviews  were 
scheduled  shortly  after  the  PATRIC  information  was  given  to  the  investigator, 
he  had  frequently  not  had  enough  time  to  make  use  of  the  information,  and 
PATRIC  work  load  requirements  prohibited  expending  time  on  follow-up  inter- 
views;  and  3)  the  interviews  were  necessarily  brief  so  as  not  to  impose  a  bur- 
den on  the  already  overworked  detective ;  however,  it  was  found  that  the 
amount  of  time  allotted  was  often  consumed  by  general  discussions  of  the  sys- 
tem's capabilities  rather  than  reporting  specific  results  on  any  given  correla- 
tion attempt. 

PATRIC,  even  when  unsuccessful  in  correlating  reports  or  identifying  sus- 
pects, provided  a  valuable  tool  for  the  detective  by  eliminating  various  avenues 
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of  investigation.  Other  comments  from  the  interviews  centered  around 
suggestions  for  improving  the  system,  most  of  which  are  reflected  in  the  re- 
quirements delineated  in  Appendix  I  (a  subsequent  section)  of  this  paper. 

In  summary,  the  interviews  showed  that  "effective"  results  of  Step  I  were 
favorable,  but  that  a  new  approach  was  needed  to  capture  quantitative  data 
about  such  results. 

At  the  beginning  of  Step  II,  a  program  was  implemented  to  provide  rou- 
tinely for  feedback  on  number  of  arrests,  crimes  cleared  and  investigative 
hours  saved  as  a  result  of  PATRIC  assistance.  The  resultant  "PATRIC  Corre- 
lation Evaluation"  form  was  sent  to  detectives  with  the  information  retrieved 
on  each  correlation  attempt. 

As  of  July,  1972,  270  evaluation  forms  had  been  received  by  the  project. 
These  represented  9  arrests  made  as  a  result  of  PATRIC  information,  122 
cases  cleared,  and  1,209.5  investigative  hours  saved.  One  hundred  twenty-five 
of  the  forms  indicated  that  the  investigation  had  not  been  completed.  The  com- 
ments made  by  detectives  corroborated  the  benefits  derived  from  the  system. 
These  ranged  from  a  succinct  "Great!  Good  connect-up!"  to  a  report  that  in- 
formation from  PATRIC  was  instrumental  in  assisting  the  investigator  in  con- 
ducting a  more  useful  interrogation  of  a  suspect  who  later  became  cooperative 
and  assisted  in  identifying  the  remaining  suspects  on  a  case ;  PATRIC  was 
also  able  to  arm  the  detective  with  information  on  other  eases  of  the  same 
type  which  provided  a  tool  to  induce  the  suspect  to  admit  to  the  crimes.  Even 
on  cases  where  the  investigation  had  not  been  completed,  several  of  the  com- 
ments indicated  that  the  PATRIC  information  was  proving  useful  to  the  inves- 
tigator. 

PATUOL  DEPLOYMENT  RESULTS 

Evaluation  of  the  effect  of  PATRIC  assistance  in  strategic  patrol  deploy- 
ment was  diflicult  to  accomplish.  The  Patrol  Bulletin  by  which  crime  pattern 
information  was  transmitted  to  patrol  officers  included  a  section  for  recording 
arrests  and  field  interviews  which  resulted  from  the  directed  deployment. 
Table  1  shows  the  number  and  results  of  PATRIC  Patrol  Bulletins  between 
July,  1971  and  June.  1972.  PATRIC  results  also  incorporate  results  obtained  by 
the  Metropolitan  Division  task  force  operating  for  a  short  period  in  several 
test  divisions.  They  were  deployed  only  partially  on  PATRIC  information,  but 
it  was  imix)ssible  to  separate  the  statistical  results. 

During  the  course  of  patrol  processing,  a  number  of  problems  were  identi- 
fied. The  currentness  of  the  data  on  which  bulletins  were  based  was  never  less 
than  9-12  days  old,  due  to  the  number  of  steps  currently  involved  in  the  data 
processing  stream.  Patrol  users  lost  confidence  in  the  system  because  of  the  in- 
ability to  improve  the  currentness  of  data. 

During  April  and  May,  1972,  the  feasibility  of  remote  data  input  from  a  geo- 
graphic division  to  achieve  24-hour  data  currentness  was  tested  at  Southwest 
Division.  The  test  proved  that  remote  data  input  was  possible  and  that  the  im- 
proved currentness  of  data  had  a  significant  bearing  on  the  effectiveness  of  de- 
ployment plans.  The  test  was  suspended  when  the  change  to  the  second  soft- 
ware system  was  effected.  The  concept  of  direct  data  input  will  be  further 
explored  in  Step  II-A. 

Another  problem  encountered  in  the  patrol  divisions  was  the  lack  of  avail- 
able patrol  time  by  regularly  deployed  radio  cars.  Although  the  divisions  were 
chosen  because  of  their  high  crime  rate,  it  soon  became  apparent  that  the 
radio  units  also  had  a  greater  amount  of  calls  for  service  and  less  available 
time  for  sijeeial,  repressive  patrol.  Two  other  divisions  with  more  available 
time — Venice  and  Newton — were  supplied  information  sporadically  to  test  the 
utility  of  PATRIC-generate<l  patrol  bulletins. 

The  most  effective  use  of  PATRIC  data  was  made  by  the  divisional  special 
operations  squads,  where  they  existed.  The  eight  to  twelve-man  team  was 
available  to  work  any  time  i>eriod  in  any  area  on  any  problem,  free  from  the 
constraints  of  radio  calls.  Tliey  al.so  had  the  option  of  working  in  uniform  or 
plain  clothes  as  the  situation  warranted.  The  research  analyst  was  able  to  de- 
ploy effectively  this  squad  on  problems  which  he  discerned,  or  on  information 
compiled  at  the  request  of  the  squad  supervisor. 

In  addition  to  the  problems  of  data  currentness  and  unavailability  of  patrol 
time,  it  became  obvious  that  many  of  the  crime  patterns  discovered  by  Re- 
search  Analysts   were  of  marginal  utility.   Frequently,  patterns  identified  by 
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PATRIC  turned  out  to  be  historic  patterns  dictated  by  demography,  such  as 
street  robberies  in  tlie  city's  skid  row  section  or  residential  burglaries  in  the 
housing  projects.  These  historic  patterns  were  well  known  by  patrol  personnel ; 
hence,  PATRIC  did  not  add  anything  new  in  such  cases. 

Consequently,  as  a  part  of  the  conversion  from  CDMS  to  DS/3  for  patrol 
processing  during  May,  1972.  a  reassessment  of  the  types  and  formats  of  de- 
ployment information  was  undertaken.  The  concept  which  gained  prominence 
was  to  establish  historic  crime  occurrence  norms  by  geographic  area,  which 
could  then  be  monitored  automatically  by  the  system.  When  the  crime  rate  fluc- 
tuated beyond  a  predefined  tolerance  in  a  given  geographic  area,  the  system 
would  trigger  a  report  calling  this  to  the  attention  of  analytical  personnel. 

The  establishment  of  crime  occurrence  norms  for  individual  reporting  dis- 
tricts proved  to  be  impractical.  The  number  of  crimes  occurring  in  a  single  re- 
porting district  during  a  fixed  time  interval  (one  day  a  week)  was  too  small 
to  permit  establishment  of  a  meaningful  norm.  In  many  reporting  districts 
there  were  only  one  or  two  repressible  crimes  i>er  week.  Therefore,  it  was  de- 
cided to  use  a  larger  geographic  area,  or  "Adjacency  Group".  The  Adjacency 
Group  was  defined  as  a  reporting  district  and  all  those  reporting  districts 
which  physically  touch  it. 

The  Adjacency  Report  was  produced  in  two  versions,  a  Summary  Report, 
shown  in  Figure  2,  and  a  Detailed  Report,  shown  in  Figure  3.  Both  were  in 
two-dimensional  array  or  matrix  format.  The  Summary  Report  presented  a 
count  of  crimes  by  crime  type  and  by  day  of  the  week  for  each  Adjacency 
Group.  An  Adjacency  Group  was  indicated  by  the  central  Reporting  District 
and  included  all  the  Reporting  Districts  that  were  contiguous.  In  effect,  the 
summary  represented  a  crime  index  by  Adjacency  Groups  which  pinpointed  the 
geographic  center  of  the  highest  concentration  of  crime.  The  detailed  report 
provided  a  matrix  where  the  vertical  axis  represented  the  individual  reporting 
districts  that  comprised  an  Adjacency  Group  and  the  horizontal  axis  repre- 
sented the  days  of  the  week.  The  total  line  for  each  Adjacency  Group  Detailed 
Report  formed  a  line  in  the  Summary  Report. 

The  greatest  benefit  of  this  type  of  automatically  triggered  report  was  that 
random  searching  by  Research  Analysts  for  a  deployable  crime  pattern  was 
eliminated.  This  represented  a  substantial  saving  in  man-hours  and  machine 
time  spent  on  unproductive  random  searching  for  crime  patterns. 

Although  the  Adjacency  Report  concept  for  PATRIC  patrol  deployment  proc- 
essing was  introduced  too  late  in  the  research  phase  to  show  operational  re- 
sults from  its  use.  evaluation  of  patrol  supervisors  indicated  that  it  was  more 
meaningful  than  the  prior  PATRIC  bulletin  information.  Standard  question 
sets  to  enable  generation  of  Adjacency  Reports  in  a  batch  mode  were  devel- 
oped and  will  be  utilized  again  in  Step  II-A. 

AITTOMATIC   CORRELATION   STRATEGIES 

Imbedded  within  the  genei-al  categories  of  investigative  and  patrol  process- 
ing were  several  other  tasks  of  suflSeient  importance  and  magnitude  of  effort 
as  to  be  con.sidered  "mini-projects".  The  first  of  these  several  tasks  was  the  de- 
termination of  automatic  correlation  strategies. 

It  has  been  assumed  that  among  the  approximately  250.000  Part  I  Crimes  in 
the  City  of  Los  Angeles  each  year  an  as  yet  undetermined  number  contain  suf- 
ficient information  to  be  processed  in  a  batch  mode,  employing  automatic  (pro- 
gram-controlled) correlation  strategies  in  an  oi>erational  system.  Working 
towards  that  end,  an  analysis  was  conducted  to  identify  the  elements  of  infor- 
mation used  by  the  Research  Analyst  in  attempted  crime  correlations.  The 
project  staff  collected,  recorded,  and  analyzed  206  successful  and  unsuccessful 
correlations.  Several  crime  types  were  examined  in  this  manner  to  see  if  the 
approach  to  correlation  attempts  was  greatly  influenced  by  the  type  of  crime. 

The  analysis  was  conducted  with  the  expectation  that  MO  correlation  strate- 
gies could  be  developed  from  tlie  PATRIC  correlation  results.  However,  the  re- 
sults indicated  that  MO  correlation  strategies,  per  sc,  were  used  infrequently. 
In  the  majority  of  correlation  attemirts.  the  Analyst  included  a  combination  of 
vehicle  and  suspect  description  information  :  he  very  seldom  used  MO  informa- 
tion exclusively. 

Because  standard  approaches  to  classes  of  crimes  could  not  be  derived  from 
the  results  of  the  on-line  strategies,  the  PATRIC  staff  developed  crime  correla- 
tion strategies  that  could  retrieve  crime  reports  containing  similar  MO,  sus- 
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pect.  and  vehicle  descriptions.  The  approach  was  to  develop  strategies  using 
premise,  trademarks,  and  other  MO  information  from  the  crime  report.  "Vehicle 
and  suspect  information  (other  than  descent)  was  not  included  in  the  strategy. 
Further  analysis  and  refinement  will  be  accomplished  by  running  the  current 
strategies  in  a  batcli-processing  mode  during  subsequent  phases  of  the  project. 

Although  MO  strategies  were  not  developed  from  the  above  analysis,  the  re- 
search into  the  derivation  of  automatic  correlation  strategies  indicated  that 
when  a  vehicle  license  plate  number,  or  a  suspect's  name,  or  the  description  of 
a  susi)ect's  vehicle  is  contained  in  the  crime  report,  that  piece  of  information 
should  be  correlated  against  information  in  the  existing  files. 

Additionally,  an  iterative  process  involving  three  major  steps  was  used  to 
arrive  at  potential  correlation  strategies  for  each  crime  type.  Briefly,  the  fol- 
lowing steps  were  involved  : 

1.  Initial  correlation  strategies  concepts  were  based  on  crime  reports,  data 
base  content.s,  and  LAPD  experience.  Only  certain  elements  of  information 
were  found  to  be  helpful  in  retrieving  similar  crime  reports,  e.g.,  location  of 
crime,  type  of  crime,  suspect's  descent,  trademark  category  (boldface  headers 
on  crime  report)  and  trademark  name  (individual  descriptors). 

2.  Strategies  were  coded  for  computer  processing,  run  in  a  batch-processing 
m(Kle,  and  the  resultant  printouts  analyzed  to  identify  potential  correlations. 

3.  Strategies  were  evaluated,  modfied,  processed  through  the  computer  again, 
and  modified  until  they  began  to  produce  a  higher  number  of  correlations. 

The  resultant  correlations  were  then  sorted  by  descent  and  geographic  loca- 
tion. In  this  manner  correlation  strategies  were  developed  for  indecent  expo- 
sure, kidnap,  child  annoying,  child  molesting,  rape,  robbery,  burglary,  theft 
from  person,  purse  snatch,  and  bunco.  The  recommended  strategies  have  been 
documented  in  PATRIC  Design  Requirements  Volume  II :  Research  Results, 
TM-L--i953/002/00,  published  jointly  by  LAPD  and  System  Development 
Corporation. 

MULTIPLE  OCCURRENCE  DETECTION 

Another  mini-project  to  which  effort  was  directed  was  the  detection  of  multi- 
ple occurrences  of  data  elements.  The  importance  of  detecting  multiple  occur- 
rences is  based  on  the  assumption  that  at  a  certain  level  recurring  elements 
form  a  pattern  that  could  be  of  appreciable  tactical  and  investigative  value.  In 
order  to  validate  this  concept  the  Field  Interview  (FI)  file  was  searched  for 
multiple  occurrences  of  whole  names  and  license  numbers.  Between  July,  1971, 
and  April,  1972,  eight  separate  analyses  were  made,  each  time  selecting  from 
the  FI  file  those  names  and  license  numbers  that  occurred  five,  six,  seven, 
eight,  and  nine  times.  The  number  of  occurrences  was  called  the  screening 
level. 

The  printout  resulting  from  the  file  search  was  examined  to  determine  valid 
multiple  entries.  The  corrected  data  were  then  compiled  into  standardized  re- 
IMirts  using  the  rei>ort  pi-eparation  capability  of  the  PATRIC  System  under 
CDMS.  Two  reports  were  produced,  separating  multiple  occurrences  determined 
by  license  numbers  and  those  determined  by  whole  name. 

The  final  multiple  occurrence  report  was  distributed  to  various  detectives 
throughout  the  City  upon  request,  and  to  the  Watch  Commander  of  the 
Burglary /Auto  Theft  Division  (BAD).  Although  only  a  small  amount  of  feed- 
back from  these  users  has  been  received,  it  has  been  quite  favorable.  Several 
detectives  used  the  printout  as  an  effective  interrogation  tool,  pinpointing  the 
suspect's  associates  and  locations  he  frequented.  Other  detectives  appreciated 
the  opportunity  to  keep  abreast  of  unusually  large  numbers  of  FI  stops  within 
their  particular  areas.  Several  multi-FI  subjects  were  arrested  and  now  appear 
in  the  suspect  file  (felony  arrestees),  lending  credence  to  the  assumption  that 
their  movements  should  be  brought  to  the  investigators'  attention. 

Two  major  problems  were  encountered  with  the  FI  multi-occurrence  reports, 
specifically  in  the  areas  of  preparation  and  evaluation.  A  great  deal  of  time 
was  expended  in  the  preparation  of  the  report.  Data  conversion  programs 
united  in  a  single  FI  entry  only  those  FIs  that  were  identical  in  the  first  24 
characters. 1  If  the  time  recorded  by  the  field  officers  varied  by  even  five  min- 
utes or  if  the  reix>rtiiig  district  was  miskeyed,  the  entry  appeared  as  a  unique 
transaction,    distorting  the   number   of   actual   multiple   occurrences.    Approxi- 


1  The  first  24  characters  contain  :  date  of  report,  time,  reporting  district,  license,  and 
state. 
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mately  half  of  the  values  were  eliminated  or  reduced  each  time  through  visual 
screening  as  described  above.  This  process  needs  to  be  automated,  linking  en- 
tries within  a  given  range  of  times  or  reporting  districts  if  other  elements  ap- 
pear to  be  identical.  Many  times  additional  occurrences  are  also  overlooked 
owing  to  a  slightly  different  spelling  of  a  name  or  to  the  transposition  of  char- 
acters in  a  license  number.  These  occurrences  are  usually  discovered  acciden- 
tally ;  currently  there  is  no  specific  method  for  finding  the  values  with  slight 
variations. 

Part  of  the  problem  of  preparation  was  alleviated  by  raising  the  screening 
level  from  five  to  six,  which  reduced  the  qualifying  entries  to  a  workable  num- 
ber. Screening  could  then  be  accomplished  in  a  shorter  period  of  time,  and  the 
resulting  report  was  smaller  and  more  apt  to  be  used.  Tests  were  conducted  on 
a  file  containing  only  about  six  months'  worth  of  data.  It  is  foreseeable  that 
the  screening  level  would  be  raised  even  higher  if  a  longer  period  of  time  were 
included,  although  a  screening  level  of  six  and  a  time  period  of  six  months 
s?ems  quite  satisfactory.  Producing  the  report  on  a  monthly  basis  rather  than 
bimonthly  would  also  decrease  preparation  time.  An  example  of  a  "Multiple 
Occurrences  of  License  Numbers"  report  appears  in  Figure  4. 

STOLEN  PROPERTY  PROCESSING 

The  last  mini-project  of  significance  was  the  processing  of  stolen  property. 
The.  first  approach  to  the  file  was  an  analysis  of  the  distribution  of  stolen 
property  item  categories  to  determine  if  there  was  operational  utility  in  such 
information,  either  by  itself  or  when  compared  to  a  similar  analysis  of  the  ty- 
pology of  pawned  items.  Knowledge  of  any  radical  change  in  classes  of  items 
that  are  the  object  of  attack  might  be  predictive  to  some  extent  and  might  be 
usefully  included  in  citizen-education  campaigns.  Initial  file  profiles  were  estab- 
lished, but  were  not  maintained  long  enough  to  discern  significant  changes  by 
category. 

In  the  general  correlation  strategy,  only  minimal  usage  was  made  of  the 
Property  file.  The  file  was  not  a  usual  part  of  the  correlation  attempt,  which 
sought  for  crimes  with  similar  MO  suspects,  or  vehicles. 

Also,  inaccurate  data,  caused  by  serious  errors  in  reporting,  coding,  and  key- 
ing procedures  inherent  in  the  variability  of  the  data  and  lack  of  standard 
procedures,  discouraged  use  of  the  file.  Few  positive  results  were  ever  obtained 
in  the  property  file. 

In  a  sample  of  four  weeks'  correlation  attempts,  633  queries  were  made  of 
the  files,  coupled  with  313  search  requests.  Of  the  queries,  only  20  were  made 
of  the  Property  file ;  12  searches  were  conducted  of  the  Property  file.  The 
Property  file  was  used  only  3.4  percent  of  the  time,  counting  both  queries  and 
searches. 

The  pawn  file,  containing  all  pawn  transactions  from  seven  major  categories, 
was  to  have  been  an  important  link  in  the  recovery  of  stole  property  and  the 
apprehension  of  criminals.  This  was  to  have  been  accomplished  by  linking 
items  from  the  Property  file  with  pawn  transactions  and  thereby  identifying  a 
potential  suspect.  However,  as  a  result  of  the  difficulties  encountered  in  data 
input  for  the  essential  crime  files,  the  Pawn  file  received  little  attention  until 
late  1971.  By  that  time,  many  of  the  problems  with  the  Property  file  had  been 
realized,  and  successful  stolen  property /pawn  linkages  could  not  be  made. 

As  of  April  12,  1972,  updating  of  the  Property  file  was  suspended  indefi- 
nitely. Infrequent  use  of  the  file,  coupled  with  retrieval  difficulties,  could  not 
justify  the  cost  involved  in  data  conversion  and  file  maintenance. 

DEJVELOPMENT  AND  DESIGN   APPROACHES 

The  culmination  of  PATRIC  research  and  the  final  link  in  requirements  for 
the  operational  system  was  the  document  published  at  the  conclusion  of  Step 
II,  describing  several  design  alternatives  for  the,  final  system.  The  three  alter- 
natives considered  include : 

1.  Custom  software  development 

2.  Procurement  of  an  off-the-shelf  software  package 

3.  Procurement  of  an  off-the-shelf  software  package  with  modifications. 
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In  reviewing  the  alternatives,  it  was  discovered  that  the  first  alternative 
must  be  rejected  on  the  basis  of  an  estimated  two-year  development  schedule, 
an  estimated  cost  of  over  $1,000,000,  and  other  uncertainties  involved.  The  sec- 
ond alternative,  off-the-shelf  software,  was  seen  as  a  way  of  attaining  a  relia- 
ble data  processing  capability  at  a  minimum  cost  and  short  lead  time.  How- 
ever, a  review  of  164  known  software  packages  revealed  that  only  a  few 
systems  can  be  considered  as  candidates.  In  fact,  no  available  system  could 
meet  all  PATRIC  software  design  requirements  without  modifications. 

Therefore,  the  third  alternative  of  procurement  of  a  package  with  modifica- 
tions was  adopted  as  the  most  feasible  method  of  satisfying  PATRIC  require- 
ments at  the  least  cost,  least  risk,  and  within  the  available  time  period. 

Four  data  management  systems  were  selected  for  comparison :  System  Devel- 
opment Corporations  DS/3 ;  TRW's  Generalized  Information  Management 
(GIM)  ;  IBM's  Generalized  Information  System/Version  2  (GIS/2)  ;  and 
MRI's  System  2000.  A  comparative  evaluation  was  conducted  utilizing  various 
system  requirements  weighted  according  to  importance.  Tlie  four  systems  were 
very  close  in  overall  evaluation,  and  a  definitive  choice  would  have  been  hard 
to  make.  However,  the  true  purpose  of  the  evaluation  was  to  illustrate  some 
specific  guidelines  for  package  evaluation,  rather  than  the  selection  of  a  spe- 
cific software  system. 

Based  on  the  system  requirements  and  the  suggested  approach  of  procuring 
a  software  system  to  be  modified  as  needed,  bidding  specifications  can  be  pre- 
pared and  requests  for  proposals  distributed.  At  the  present  time,  the  projected 
schedule  plans  for  opening  of  bids  at  the  end  of  April,  1973,  and  the  awarding 
of  the  contract  by  August  1,  1973.  The  system  should  be  tested  and  fully  oper- 
ational by  the  implementation  target  date  of  January  1,  1974. 

CONCLUSION 

Having  completed  its  basic  research  and  defined  requirements  for  an  opera- 
tional system,  the  PATRIC  Project  is  preparing  to  write  the  system  specifica- 
tions. Operational  support  will  continue  to  be  provided  by  a  limited  on-line  sys- 
tem. Extensive  training  will  be  conducted  to  educate  present  and  potential  users. 
Regional  applications  will  be  investigated,  and  other  systems  will  be  surveyed  to 
determine  the  best  method  and  timing  for  implementation  of  the  final  system. 
The  PATRIC  Project  is  well  on  its  way  to  becoming  an  objective  reality  and  an 
integral  part  of  the  operation  of  the  Los  Angeles  Police  Department. 
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Figure  1 

Percentages  of  Successful  PATRIC  Correlation 
Attenpts  by  rionth  from  Septenber,  1971,  through 
June,  1972. 
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Figure  4     Sample  Multiple  Occurrences  of  License  Numbers  in  the  FI  File. 
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TABLE  1 

NUMBER  AND  RESULTS  OF  PATRIC  PATROL  BULLETINS 
(July  1971-June  IG,  1972) 


Total  No.  of 

Bulletins  Arr. 


No.  of 

No.  of 

No.  of 

Burglary 

Robbery 

Other 

Bulletins 

Bulletins 

Bulletins 

No.  of 
FIs 


Total 
A*FI 


Central 

19 

9 

7 

35 

19 

59 

78 

Venice 

6 

0 

3 

9 

2 

7 

9 

Newton 

10 

1 

6 

17 

2 

73 

75 

Wilshire 

4 

1 

0 

4 

0 

0 

0 

Southwest 

56 

23 

3 

82 

603 

812 

1415 

77th  Street 

21 

27 

5 

53 

405 

141 

556 

TOTALS 

115 

61 

24 

200 

1031 

1092 

2123 

The  arrest  and  Fl  figures  for  Southwest  and  77th  Street  Divisions  include  those  that  were  logged  in  by  the  Department's  Crime  Task  Force 
while  deployed  on  composite  77th  Street  and  Southwest  Divisional  crime  patterns  identified  by  PATRIC. 


APPENDIX  I 

As  a  result  of  the  test-bed  research  conducted  in 
Steps  I  and  II,  requirements  have  been  defined  for 
the  final  PATRIC  operational  system.  Many  of  the 
requirements  have  been  inferred  in  the  section  on 
results  of  the  test-bed  operation.  The  definitive 
document  for  system  design  is  PATRIC  Design 
Requirements  Volume  I:  System  Requirements. 
TM-L-4953/001/00,  published  jointly  by  LAPD 
and  System  Development  Corporation.  Briefly, 
grouped  according  to  function,  the  major  require- 
ments are  as  follows; 


DETECTIVE  SUPPORT  REQUIREMENTS 

•  PATRIC  should  provide  deteclives,  when  possible,  with  a  sus- 
pect's name  or  the  license  number  of  a  suspect's  vehicle,  or  if 
this  is  not  possible,  it  should  provide  a  physical  description  of 
the  suspect  or  of  the  suspect's  vehicle.  It  should  also  provide 
reference  to  other  crimes  that  may  have  been  committed  by 
the  same  suspect. 

•  PATRIC  processing  support  should  be  provided  and  terminals 
should  be  located  at  the  detectives'  normal  work  locations; 
the  system  should  be  on-line  for  eight  hours  each  workday. 

•  PATRIC  operators  should  have  ready  access  to  several  data 
files  of  different  crime  types. 

•  File  groupmgs  should  be  separated  into  files  of  crime  reports, 
identified  persons,  and  pawned  property  descriptions. 

«  Certain  correlation  processing  should  be  accomplished  on- 
line, interactively,  to  support  detectives'  immediate  needs. 

•  Certain  prespecified  correlations  and  analyses  should  be  pro- 
cessed automatically  in  a  noninteraclive  mode. 

•  The  PATRIC  data  base  should  be  updated  with  new  crime 
reports  and  follow-up  reports  within  24  hours. 

•  On-line  PATRIC  files  should  consist  of  reports  reflecting  at 
least  the  most  recent  26  weeks,  with  the  exception  that  files 
contiiining  felony  suspect  descriptions  and  pawn  transactions 
should  be  purged  selectively  and  not  on  a  periodic  basis. 


PATRIC  computer  printouts  should  use  no  codes  and  should 

be  readable  without  special  training. 

The    Field    Interview   and    Pawn    files   should  be  processed 

periodically  to  identify  the  multiple  occurrence  of  specific 

values. 

When  querying  a   file  by  suspect  name  and  description,  a 

ranked  list  of  similar  names  that  might  qualify  as  the  suspect 

should  be  provided. 


PATROL  DEPLOYMENT  REQUIREMENTS 

•  PATRIC  should  provide  patrol  divisions  Willi  crime  pattern 
identification  that  includes  geographic  areas,  lime  ranges, 
available  vehicle  and  suspect  informalion,  and  unique  crime 
characteristics. 

•  Analysis  of  crime  problems  for  patrol  deployment  processing 
should  be  performed  on  divisional,  adjacency  group,  and 
interdivisional  bases  using  the  reporting  district  as  the  unit  of 
analysis. 

•  The  system  should  be  capable  of  displaying  data  elements  in 
a  two-dimensional  grid  and  m  sorted,  formatted  reports. 

•  Patrol  deployment  data  should  be  retrieved  on-line  and  inter- 
actively. 

•  Standard  question  sets  related  to  crime  patterns  should  be 
processed  automatically  in  a  noninteractive  mode. 

•  The  Repressible  Crime  file  should  be  updated  with  new  crime 
reports  within  24  hours. 

•  The  Repressible  Crime  file  should  remain  on-line  for  28  days. 

•  All  repressible  crimes  should  be  grouped  into  one  file  struc- 
ture with  the  capability  to  subset  the  file  by  specific  crime 
type. 


FELONY    VEHICLE    PROCESSING    REQUIRE- 
MENTS 

•    A  capabihty  should  exist  to  identify  and  report  on  all  vehi- 
cles associated  with  felonies  found  in  the  PATRIC  data  base. 


MANAGEMENT  REPORTING  REQUIREMENT 

•  The  PATRIC  System  should  prepare  periodic  reports  to  man- 
agement reflecting  the  general  and  overall  performance  of  the 
system. 
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INTERFACE  REQUIREMENTS 


SYSTEM 

PATRIC  Interface 
Required 

TYPE  OF  INTERFACE 

Obtain 
Info  From 

Provide 
Into  To 

AWWS 

X 

PATRIC  terminal  should  access  AWWS  through  the  Front-End 
Communication  System. 

LEMRAS 

X 

Manual  distribution  of  PATRIC  Patrol  Bulletins  to  Supplement 
LEMRAS  reports. 

STATS 

X 

X 

Common  data  collection,  quality  control,  and  data  conversion; 
preparation  of  special  reports. 

Auto  Fl 

None— function  should  be  incorporated  into  PATRIC. 

ARMS 

X 

PATRIC  terminal  should  access  ARMS  through  the  Front-End 
Communication  System. 

RJIS 

X 

PATRIC  Analyst  verbal  request  to  RJIS  terminal  located  in  LAPD. 

PSIS 

X 

X 

Detective  verbal  request  for  reports  of  crime  correlations. 

SYSTEM  CONSTRAINTS 

•  The  PATRIC  System  should  operate  within  the  environinent 
of  the  Los  Angeles  City  Data  Service  Bureau  computer 
fjcihly 

•  PAl  RIC  should  interface  vk'ith  the  DSB  Front-End  Communi- 
cation Syslem  (FECS). 

•  PATRIC  should  be  compatible  with  the  DSB  teleprocessing 
monitor. 

SYSTEM  RESPONSE  REQUIREMENTS 

•  The  PATRIC  System  should  provide  threc-minute  maximum 
response  to  interactive  queries. 

•  FAIRIC  noninteraclive  (batch)  requests  should  receive  over- 
night turnaround  service. 

DATA  COLLECTION  REQUIREMENT 

•  Data  should  be  collected,  using  the  PATRIC  crime  reports  as 
source  documents,  and  preprocessed  for  computer  usage. 

DATA  INPUT  REQUIREMENTS 

•  A  noninleractive  data  input  and  data  base  generation  capabil- 
ity should  be  provided. 

•  A  noninleractive  capability  should  exist  for  adding  entries  to 
current  files. 

•  A  nonintcractive  capability  should  exist  to  update  data  values 
and  to  delete  entries  from  current  files. 

DATA  SUBSET  REQUIREMENT 

•  An  interactive  and  noninleractive  user  of  PATRIC  should 
have  Ihe  capability  to  create  and  retain  smaller  files  contain- 
ing entries  selected  from  larger  existing  files. 

DATA  BASE  DESIGN  REQUIREMENTS 

•  The  PATRIC  data  base  should  contain  Ihc  data  elements  and 
values  recorded  in  Ihe  l.APO  crime  report  forms. 

•  PATRIC  should  have  the  capacity  for  storing  360,000 
records  comprising  60  to  70  million  bytes  of  data,  not  includ- 
ing Ihe  data  management  system  overhead. 

•  Dala  base  elements  and  element  relationships  should  be 
variable,  and  a  method  should  exist  that  permits  user  defini- 
tion of  the  data  relationships  and  contents. 

•  The  user  should  have  the  capability  to  specify  data  element 
names. 


•  The  user  should  have  the  capability  to  specify  element  type 
designators,  element  value  delimiters,  and  mandatory  value 
elements. 

•  A  capability  should  exist  for  defining  embedded  elements  or 
subelements, 

•  The  PATRIC  data  base  should  allow  linking  of  data  describ- 
ing suspects  with  the  separately  maintained  description  of 
each  suspect,  and  it  should  allow  recording  of  multiple  values 
for  a  single  data  element  in  a  single  logical  entry. 

•  An  option  should  exist  for  defining  a  fixed  field  input  record 
formal.  Ihe  byte  locations  within  the  record  from  which  each 
element's  values  are  to  be  extracted,  and  a  value  translation 
array  for  each  element, 

DATA   RETRIEVAL  AND  DISPLAY  REQUIRE- 
MENTS 

•  PATRIC  should  provide  multiple,  remote  user,  on-line,  inter- 
active dala  retrieval  capability. 

•  PATRIC  should  allow  processing  of  retrieval  requests  in  a 
noninleractive  batch  mode. 

•  Interactive  inputs  and  all  PATRIC  outputs  should  use 
l-^nglish-language  forms. 

•  The  user  should  be  able  to  qualify  specific  entries  from  his 
file  and  to  display  the  total  entry  or  specific  element  values 
within  the  entry. 

•  The  user  should  be  able  to  display  data  definitions,  values, 
and  counts  of  values  in  an  easy-to-read  format. 

•  The  user  should  be  able  to  repeat  execution  of  retrieval  state- 
ments. 

•  The  user  should  be  able  to  cancel  an  output  sequence  while  it 
is  in  process. 

•  The  output  format  for  interactive  retrieval  should  be  con- 
trolled by  the  user. 

REPORT  GENERATION  REQUIREMENTS 

•  A  user-orientcd  report  generation  capability  should  be  in- 
cluded in  the  PATRIC  Syslem. 

•  The  report  generation  capability  should  include  user  control 
of  report  format  and  content. 

GENERAL  SOFTWARE  REQUIREMENTS 

•  The  Remote  Job  Entry  (RJE)  facility  of  the  IBM  operating 
system,  or  its  equivalent,  should  be  available  to  PATRIC. 

•  A  complete  set  of  support  and  utility  programs  should  be 
available. 
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SECURITY  REQUIREMENT 

•  Access  10  the  PATRIC  System  should  be  conlrolled  by  both 
hardware  and  software  techniques  to  ensure  the  security  of 
the  PATRIC  files. 


EQUIPMENT  REQUIREMENTS 

•  PATRIC  files  should  be  stored  on  high-speed  random  access 
devices. 

•  The  PATRIC  operating  programs  and  data  base  should  be 
stored  on  magnetic  tape  for  back-up  purposes. 

•  Interactive  terminal  devices  should  be  provided. 

•  PATRIC  batch-processing  output  should  be  directed  to  a 
high-speed  lineprinter  at  a  central  LAPD  location. 

•  A  Remote  Job  Kntry  card  reader  should  be  provided  to 
accompany  the  lineprinter. 

•  A  data  transmission  control  unit  should  be  provided. 

•  Communication  lines  and  data  sets  should  be  provided  to  link 
the  terminals  located  in  each  geographic  division  with  the 
central  computer  located  in  tlie  DSB  facility. 

•  A  communication  line  should  be  provided  to  link  the  remote 
data  transmission  control  unit,  for  the  printer  and  card 
reader-punch  at  Parker  Center,  to  the  computer  located  at 
the  DSB  tacihty. 


IMPLEMENTATION  REQUIREMENT 

•     Steps  II-A  and  III  should  be  pursued,  as  described,  in  order  to 
achieve  an  operating  PATRIC  System. 


ECONOMIC  REQUIREMENT 

a     Funding  should  be  authorized,  in  the  necessary  amounts,  in 
order  to  achieve  an  operating  PATRIC  System. 


PATRIC  TRAINING  REQUIREMENT 

•  A  training  program  should  be  developed  and  presented  to 
division  commanders,  detective  and  patrol  personnel,  and 
PATRIC  Analysts. 


PATRIC  ANALYST  REQUIREMENTS 

•  The  PATRIC  Analyst  should  complete  a  special  PATRIC 
training  program;  he  should  have  experience  with  a  computer 
terminal  or  teletypewriter;  he  should  have  the  ability  to 
organize  and  analyze  crime  data;  and  he  should  be  able  to 
interact  positively  with  police  personnel. 


ORGANIZATIONAL  REQUIREMENTS 

•  A  PATRIC  System  Project  Office  should  be  authorized  and 
created. 

a    Responsibihty  for  data  input  should  be  centrahzed. 

•  System  interaction  should  be  decentralized. 


APPENDIX  II 

The    estimated  cost   for  development   of 


the 


PATRIC  System  for  Steps  II-A  and  III  (September 
1,  1972  to  January  1,  1974)  and  the  estimated 
annual  operating  cost  of  the  system  are  presented 
in  the  following  tables: 


Estimated  Development  Cost  of  the  PATRIC  System 

(September  ".,  1972  to  January  1.  1974) 

A.   DEVELOPMENT  COSTS  (Step  II  A) 

Task  Man-Months  Cost 


System  Specifications 

25 

S 

44,000 

Special  Purpose  Specifications 

6 

10.000 

FECS  Specifications 

1 

1,500 

Purchase  Specifications 

15 

27.000 

Vendor  Selection 

4 

7.000 

B.  DEVELOPMENT  COSTS  (Step  III) 

System  Software  Package 
Software  Modifications; 

Grid  Display 

Data  Definition 

Retrieval  by  Number  of 
Occurrences 

Data  List 

Weighted  Name  Search 

Group  Subset 


Off-line  Programs: 
Adjacency  Group  Report 
Felony  Vehicle  Report 
Basic  Car  Area  Summary 
License  Plate  Report 
Vehicle  Description  Report 
Fl  and  Pawn  Multiple  Occurrence 
Automatic  Correlation  Processing 
Utility  Programs 


24 
12 

6 

6 

24 

12 
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C.   COMPUTER  TIME 

On-Line  System  Test 
Off-Line  Program  Test 


252  (@$3751 
216  (@S200) 


D.   EQUIPMENT  (nonrecurring)  COST 

Install  21  Telephone  Lines 
50  Magnetic  Tapes 
Extended  Core  Memory 

(51  2K  bytes) 
1  Disk  Storage  Unit 
4  Disk  Packs 
20  CRT  Terminals 

(including  hardcopy  device  and 

data  set) 
1  Printer/Reader/Card  Punch 

(including  adaptor  unit) 


SUMMARY  OF  DEVELOPMENT  COSTS 

A.  Specifications  and  Vendor  Selection 

B.  On-Line  Software  and  Modifications 
Off-Line  Programs 

C.  Computer  Time 

D.  Equipment  Cost 


S      89.500 


$    100,000 

100,000 
50.000 

25,000 

25,000 

100,000 

50.000 

$    450,000 


S     120,000 

Cosf 

S      94,500 
S      43,200 

S     137,700 


294 
1,000 

277,000 

174.000 

4.000 


93,153 

35,000 
S    584,447 

89.500 

450,000 

120,000 

137,700 

584,447 
TOTAL         $1,381,647 
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34-78 


O  -  74  -  51 
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Estimated  Annual  Operating  Cost  of  the 
PATRIC  System 


A.  Computer  Time 
300K  @>S17.500/mo. 

B.  Data  Preparation  Cost 
@S28.931/mo-MSD 

S  5.961/mo-DSB 

C.  Telephone  Line  Charges; 

1.  Twenty-one  Low- 
Speed  Lines 
@S776/mo. 

D.  Personnel. 

1.  DSB  System 
Maintenance. 
Operation,  and 
System  Improve- 
ments 

2.  Operating  Divisions 

17  Analytical  Ofcrs. 
(AA.S14.428/yr.l 

18  Sr.  Clerk  Typists 
iS9.312/yr.) 

SUBTOTAL 

3.  System  Project 
Office 

I  Supervisor  (Sgt. 

II  -$18,333/yr.) 


Ois- 
Gross  placed 


S210,000 


5418,704        S4 18.704 


S     9.312 


S31 3.225   5313,225 


S2 14.038 

S527.263   $313,225 


5  23,943 


Net 


$210,000 


5  0 


S  9,312 


5  60,693   5  18,937   S  41,756 


S   0 

5214,038 
5214,038 


S  23,943 


2  Sr.  Admin.  Asst.  - 
($17,017/Yr.) 

2  Admin.  Asst.  — 
($14.428/yr.) 

1  Clerk  Typist  - 
($7.705/yr.) 

SUBTOTAL 

SUBTOTAL  PERSONNEL 
CHARGES 


S  43.452 

S  36.850 

S     9.839 
5114.094 


S701.357        5333.225 


TOTAL  ANNUAL  OPERATING 


COST 


SI. 340.066     $750,866 


$  43.452 
$  36.850 

$     9.839 

5114.094 

5368.132 

$589,200 


1  Displaced    cost    represents   cost   currently   being  expended   that 
could  be  applied  directly  to  PATRIC. 

2  Personnel  at  full  time,  full  benefits  and  top  step.  Employee  t>cne- 
fits:  27.7%  civilian.  30.6%  sworn. 


SUMMARY  OF  NET  OPERATING  COSTS 

A.  On-Line  Computer  Time 

B.  Data  Preparation 

C.  Telephone  Line  Charges 

D.  DSB  Personnel 
LAPD  Analyst  Personnel 
SPO  Personnel  (LAPD) 


5210.000 

0 

9.312 

41.756 

214.038 

114.094 
5589.200 


100 
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[From  the  Los  Angeles  Dally  Journal,  Apr.  29,  1974] 

Judicial  Council  and  Justice  Agency  In  Wranqlje  Over  Trial  Court  Reports 

(By  Bill  Siemer) 

Sacramento. — The  issue  of  who  has  the  authority  to  require  the  trial  courts 
to  report  what  information  is  boiling  in  the  political  pot. 

The  Department  of  Justice  claims  it  has  the  rights  to  require  the  names 
of  judges  on  forms  headed  for  the  data  banks  of  the  Bureau  of  Criminal 
Statistics. 

The  Judicial  Council  says  this  is  a  violation  of  the  separation  of  poveers  doc- 
trine and  that  only  the  chairman  of  the  council  has  the  authority  to  determine 
what  information  is  reported. 

According  to  information  provided  by  the  Judicial  Council,  the  pot  came 
close  to  boiling  over  last  year  during  discussions  on  AB  135. 

The  measure  was  introduced  by  the  late  Assemblyman  Robert  Crown.  The 
bill,  which  will  become  operative  in  1973  (unless  current  efforts  to  move  the 
operative  date  up  to  July  1,  1975  are  successful),  requires  the  courts  to  report 
certain  information  to  the  Department  of  Justice. 

But  the  real  controversy  centered  around  a  provision  that  gives  the  Attorney 
General  the  authority  to  impose  any  criminal  data  reporting  requirements  on 
the  courts  by  executive  order. 

According  to  Mike  Franchetti,  legislative  advocate  for  the  Attorney  General, 
the  language  was  not  placed  in  the  bill  at  the  Attorney  General's  request. 

No  one  had  a  chance  to  talk  to  Crown  about  the  bill  before  his  accidental 
death,  according  to  Jon  Smock,  legislative  advocate  for  the  Judicial  Council. 

The  bill  was  taken  over  after  Crown's  death  by  Assemblyman  Lawrence  Ka- 
piloff.  D-San  Diego.  Both  the  Judicial  Council  and  the  Attorney  General  in- 
formed Kapiloff  that  they  were  willing  to  postpone  action  on  the  bill  until 
they  could  work  out  their  differences,  but  Kapiloff  refused  according  to  Smock, 
and  the  bill  made  it  through  the  Assembly  on  its  weight  as  a  memorial  to 
Crown. 

Smock  said  he  was  ready  to  argue  against  the  measure  in  Senate  Judiciary 
Committee.  However,  the  bill's  chief  proponent  and  draftsman,  Carl  Crowther, 
who  worked  for  Crown,  agreed  to  amendments  to  eliminate  the  Judicial  Coun- 
cil's concerns. 

So  Smock  let  the  bill  through  the  final  policy  committee  without  an  argu- 
ment. The  bill,  according  to  Smock,  was  immediately  set  for  a  hearing  in  Sen- 
ate Finance,  and  Ms.  Crowther  decided  not  to  accept  the  amendments. 

Smock  was  forced  to  make  a  policy  argument  before  the  Finance  Committee. 
His  argument  failed  and  the  bill  was  sent  to  the  Senate  Floor. 

Sen.  George  Deukmejian,  R-Long  Beach,  was  handling  the  bill  for  Kapiloff 
on  the  floor.  Kapiloff  was  finally  convinced  that  the  measure  needed  more 
work  so  he  agreed  to  hold  it  up.  Smock  said. 

However,  as  if  he  had  been  waiting  in  the  wings.  Assemblyman  Bill  Lock- 
yer,  D-Oakland,  Crown's  former  administrative  assistant,  and  representing 
Crown's  old  district,  was  sworn  in.  Lockyer  asked  for  "AB  135  and  Kapiloff 
8715  beginning  Dec.  1,  '73." 

Smock  asked  Lockyer  to  hold  up,  but  Lockyer  pushed  forward  and  the  bill 
was  passed  and  then  signed  by  the  governor. 

Franchetti  said  that  although  the  Attorney  General  did  not  ask  for  the 
added  authority,  it  is  likely  he  will  use  it.  He  said  the  measures  requires  more 
information  than  JUS  8715. 

JUS  8715  is  a  Department  of  Justice  form  for  the  reporting  of  court  actions. 
In  Jan.  1973  the  trial  courts  in  four  counties  agreed  to  use  the  form  on  a  trial 
basis.  The  Department  of  Justice  was  testing  the  form  for  use  in  its  Offender 
Based  Transaction  System  (OBTS)  program. 

The  form  was  to  be  used  in  Los  Angeles,  Orange.  San  Bernardino  and  San 
Diego  Counties  as  a  year  long  pilot  project. 

The  form  was  designed  to  be  "the  basic  document  for  collecting  information 
from  both  law  enforcement  agencies  and  trial  courts  deemed  to  be  essential" 
to  the  Criminal  History  and  OBTS  program,  according  to  the  1974  Judicial 
Council  report  (yet  to  be  issued). 

The  form  contains  boxes  for  the  judge's  name,  and  prosecuting  and  defense 
attorney's  names,  among  other  things. 
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In  mid-1973  the  Department  of  Justice  asked  two  more  counties  (Riverside 
and  Imperial)  to  participate  in  tlie  project. 

According  to  Smock,  the  Judicial  Council  was  not  informed  in  advance  of 
the  move  and  the  forms  and  accompanying  instructions  were  sent  to  the  court 
clerks  without  any  notice  to  the  judges. 

The  first  the  Judicial  Council  learned  of  the  expansion  was  when  one  of  the 
clerks  asked  what  was  going  on. 

Ralph  Kleps,  director  of  the  Administrative  Office  of  the  Courts,  fired  a  let- 
ter off  to  W.  H.  Hutchins,  acting  chief  of  the  Bureau  of  Criminal  Statistics, 
asking  for  advance  notice  in  the  future,  and  reminding  Hutchins  of  "repeated 
recommendations"  by  an  advisory  committee  that  the  program  not  be  expanded 
until  the  results  of  the  pilot  project  have  been  evaluated. 

"The  fact  that  this  data  is  being  collected  appears  not  to  be  known  to  the 
judges  generally,"  court  management  analyst  William  Nanry,  of  the  Adminis- 
trative Office  of  the  Courts,  stated  in  a  memo  to  the  members  of  the  Advisory 
Committee  on  Judicial  Reporting  of  Criminal  Statistics,  on  June  20,  '73. 

"There  appears  to  be  no  explicit  legal  authority  for  BCS  (Bureau  of  Crimi- 
nal Statistics)  to  require  courts  to  report  directly  to  them  and,  in  courts  that 
are  reporting  directly  to  BCS,  such  arrangements  have  been  made  by  BCS 
with  court  staff  and  administrative  personnel  rather  than  with  judges,"  Nanry 
continued. 

Nanry  said  the  data  elements  of  the  form  "were  determined  by  BCS  staff 
without  the  approval  by  the  judiciary"  and  "All  court-related  data  elements  .  .  . 
are  represented  as  being  mandatory,  in  contrast  to  many  of  the  law  enforce- 
ment elements  which  are  optional." 

Nanry  noted  that  the  "mandatory  elements  far  exceed  the  data  elements, 
represented  as  the  'minimum"  required  by  LEAA's  project  SEARCH." 

SEARCH  is  the  acronym  for  the  System  for  Electronic  Analysis  and  Re- 
trieval of  Criminal  Histories.  It  is  a  nationwide  computer  hookup  for  law  en- 
forcement. 

On  Aug.  3,  1973,  according  to  Judicial  Council  files,  the  Department  of  Jus- 
tice issued  an  order  directing  all  state  trial  courts  to  begin  filing  the  forms  on 
Sept.  1. 

The  action  brought  a  storm  of  opposition  from  the  Judicial  Council,  and  the 
department  agreed  to  wait  until  Dec.  1  so  their  differences  could  be  worked 
out. 

On  Nov.  15,  "73.  Robert  Houghton,  director  of  the  department's  Division  of 
Law  Enforcement,  sent  a  memo  to  all  criminal  justice  agencies  stating,  "The 
Department  of  Justice  requires  statewide  disposition  reporting  use  form  JUS 
8715  beginning  Dec.  1,  "73." 

Houghton's  memo  instructed  superior,  municipal  and  justice  courts  to  give 
the  completed  forms  to  the  law  enforcement  agency  primarily  responsible  for 
the  investigation  whenever  a  criminal  complaint  or  accusation  is  filed. 

According  to  a  Judicial  Council  report  dated  Dec.  1,  '73,  discussions  held 
during  the  three  month  intei-im  resulted  in  "some  modification"  to  the  form. 
However,  the  report  stated  "The  new  reporting  system  imposes  increased  costs 
and  significant  burdens  on  the  personnel  of  the  trial  courts." 

The  report  noted  that  the  reporting  obligations  were  being  transferred  from 
law  enforcement  to  the  courts  and  said  the  department  was  exceeding  its  au- 
thority. 

It  concluded :  "under  these  circumstances,  the  committee  recommends  that 
each  trial  court  give  serious  and  cautious  consideration  to  the  Department  of 
Justice  request  for  full  compliance  with  the  reporting  requirements  of  form 
JUS  8715." 

In  the  1974  Judicial  Council  report,  five  pages  are  devoted  to  judicial  inde- 
pendence and  the  reporting  of  criminal  statistics. 

Included  in  a  resolution  the  council  "deemed  it  necessary"  to  adopt  at  its 
Nov.  1973  meeting. 

In  part,  the  resolution  reads:  ".  .  .  except  as  specifically  required  to  do  so 
by  statute  or  by  regulations  adopted  by  its  chairman,  the  Judicial  Council  be- 
lieves that  the  courts  of  this  state  are  under  no  obligation  to  report  to  the  De- 
partment of  Justice  under  regulations  adopted  by  it ;  .  .  ." 

According  to  Smock  :  the  requirement  that  the  judge's  names  be  listed  on  the 
disposition  form  has  been  changed  from  mandatory  to  optional — a  result  of 
discussions  between  the  department  and  the  council. 
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Smock's  statement  was  backed  up  by  O.  J.  Hawkins,  assistant  director  of 
the  department's  Identification  and  Information  Branch. 

Hawkins  said  the  name  requirement  was  only  included  because  people  who 
want  to  know  what  the  courts  are  doing  "value  that  information." 

However,  Dave  Miller,  of  the  Bureau  of  Criminal  Statistics,  said  nothing 
on  the  form  is  optional.  He  said  the  information  is  designed  to  give  the  courts 
feedback  for  internal  studies.  He  said  the  statistics  are  not  given  to  anyone 
else. 

Franchetti.  on  the  other  hand,  agreed  with  Smock  and  Hawkins,  that  the 
name  requirement  is  optional,  but  said  the  information  may  be  used  by  anyone — 
the  courts,  citizen  groups,  or  law  enforcement — to  find  out  how  the  system 
works  and  if  there  is  a  breakdown  somewhere. 

It  was  not  the  department's  intention  to  bring  judges  into  the  public  eye ;  he 
said,  however,  it  might  work  out  that  way. 

On  Apr.  1  of  this  year,  a  bill  was  introduced  by  Sen.  Dennis  Carpenter,  R- 
Newport  Beach,  which  requires  reports  made  under  Sec.  11116  of  the  Penal 
Code  to  "identify  both  the  judge  making  the  disposition  and  the  court  where  it 
occurred." 

Franchetti  said  the  bill  will  mandate  the  judges'  names  on  form  8715  and 
anv  other  disposition  reports. 

The  bill  was  requested  by  B.  James  Glavas,  chief  of  the  Newport  Beach  Po- 
lice Department.  Glavas  referred  The  Daily  Journal  to  Dick  Iglehart,  legisla- 
tive advocate  for  the  California  Peace  Officers  Association. 

Iglehart  said  the  bill  has  the  approval  of  the  association  and  the  Attorney 
General's  office. 

According  to  Iglehart.  some  of  the  judges  are  refusing  to  put  their  names  on 
the  forms. 

But  the  Judicial  Council  is  also  moving  Senate  Bill  2217,  introduced  by  Sen. 
Alfred  Song.  D-Monterey  Park,  specifies  that  the  courts  are  not  required  to 
comply  with  "reporting  procedures,  forms  and  regulations  affecting  criminal  of- 
fender record  information  adopted  by  the  Department  of  Justice"  unless  they 
have  been  approved  by  the  chairman  of  the  Judicial  Council. 

Kleps  said  the  State  Constitution  gives  the  chairman  of  the  Judicial  Council 
the  authority  to  determine  what  should  be  reported. 

He  acknowledged  that  court  cases  are  public  information.  However,  he  said, 
the  information  required  by  form  8715  is  not  justified  "if  what  you  are  trying 
to  put  together  is  a  record  on  the  defendant  so  that  law  enforcement  can  track 
his  prior  record." 

"If  anybody  is  going  to  start  filing  box  scores  on  judges'  sentences,  they  ve 
got  to  do  a  lot  better  than  simply  computerize  it  and  get  a' printout,"  Kleps 

added.  .  . 

The  information  can  be  misleading  and  subject  to  all  kinds  of  misinterpre- 
tations, he  said. 

With  that  kind  of  information  judges  would  be  disqualified  by  attorneys  who 
did  not  like  their  batting  average,  and  their  political  opponents  would  be  using 
it  against  them,  he  added. 

It  is  clear.  Smock  said,  that  the  public  and  anyone  else  has  a  right  to  the 
dispositions,  and  the  courts  have  no  problem  reporting  what  is  required  by 

The  argument  could  be  made  that  the  Legislature  cannot  interefere  with  the 
courts,  lie  added,  but  the  Legislature  has  been  responsive  to  the  judiciary  and 
the  relationship  is  "comfortable." 

But  permitting  an  executive  officer  to  unilaterally  require  more  of  the  courts 
gives  him  the  power  to  dictate  the  workload  of  the  courts,  he  said. 

Franchetti  claims  that  is  where  the  Judicial  Council's  argument  breaks 
down.  The  council  claims  separation  of  powers,  he  said,  but  they  do  not  object 
to  the  Legislature  telling  them  what  to  report. 

According  to  Kleps,  the  problem  is  also  occurring  in  other  states.  There  is  a 
federal  program  to  aid  state  courts  in  the  development  of  state  judicial  infor- 
mation svstems.  California  is  one  of  eleven  states  involved. 

At  a  meeting  held  April  2,  1974,  the  council  discussed  a  pending  Law  En- 
forcement Assistance  Administration  (LEAA)  grant  to  carry  out  the  federal 
program.  The  council  decided  to  go  ahead  with  the  grant  almost  reli^tantly. 
The  report  noted  that  discussions  with  federal  officers  indicated  that  LEAA  in- 
tends to  "require  court  reporting  not  only  of  'dispositions'  but  also  of  'pretrial 
proceedings'  .  .  ." 


796 

A  summary  of  a  New  York  State  Senate  Bill,  prepared  by  the  New  York  Ju- 
dicial Conference,  on  May  14,  73,  round  that  the  bill  was  aimed  "quite  specifi- 
cally at  giving  the  Executive  Department  the  authority  to  monitor  the  per- 
formance and  functions  of  the  criminal  courts  of  the  State  and  at  establishing 
the  Executive  Deepartment  as  a  predominant  force  in  court  administration. 

"The  provisions  of  the  bill  .  .  .  establish  beyond  doubt  that  (it)  is  intended 
as  a  substantial  infringement  on  the  right  of  the  court  svstem  to  administer  it- 
self." 


COLORADO 

Davidson  v.  Dill,  503  P.2d  157  (1972) 

Dorothy  E.  Davidson,  Plaintiff  in  Error, 

V. 

Arthur  G.  Dill,  substituted  for  George  L.  Seaton,  as  Chief  of  Police,  Police  De- 
partment in  and  for  the  City  and  County  of  Denver,  and  Lieutenant  Thomas 
L.  O'Neill,  Defendants  in  Error. 

No.  24454 

Supreme  Court  of  Colorado, 
En  Banc. 

Nov.  13.  1972. 

Action  by  acquitted  person  who  alleged  violation  of  her  right  of  privacy  by 
failure  of  police,  without  factual  justification,  to  return  her  arrest  records  to 
her,  and  who  sought  order  compelling  police  department  to  expunge  her  ar- 
rest records  or,  in  alternative,  for  an  order  compelling  their  return  to  her.  The 
District  Court,  City  and  County  of  Denver,  Saul  Pinchick,  J.,  granted  motion 
of  defendants  to  dismiss  complaint  and  plaintiff  brought  error.  The  Supreme 
Court,  Lee,  J.,  held  that  complainant  was  not  subject  to  dismissal  for  failure 
to  state  a  claim  upon  which  relief  could  be  granted. 

Reversed  and  remanded  with  directions. 

Erickson,  J.,  did  not  participate. 

1.    CRIMINAI.   LAW<&=?1222 

A  court  should  expunge  an  arrest  record  or  order  its  return  when  harm  to 
individual's  right  of  privacy  or  dangers  of  unwarranted  adverse  consequences 
outweigh  public  interest  in  retaining  the  records  in  police  files. 

2.    DISMISSAL  AND    NONSUIT<3=^46 

Courts  should  be  wary  of  dismissing  a  case  where  the  pleadings  show  that 
an  alleged  violation  of  a  constitutional  right  is  at  issue,  since  fundamental 
rights  and  important  public  policy  questions  are  necessarily  involved. 

3.    CRIMINAL   LAW<3=»5 

Disposition  of  arrest  records  is  subject  to  legislative  control.  1967  Perm. 
Supp.,  C.R.S.,  section  22-1-11. 

4.    CRIMINAL  LAW<3=»1222 

Complaint  of  acquitted  person,  who  alleged  violation  of  her  right  of  privacy 
by  failure  of  police,  without  factual  justification,  to  return  her  arrest  records 
to  her,  and  who  sought  order  compelling  police  department  to  expunge  her 
arrest  records  or,  in  alternative,  for  an  order  comi>elling  their  return  to  her, 
was  not  subject  to  dismissal  for  failure  to  state  a  claim  upon  which  relief 
could  be  granted.  Rules  of  Civil  Procedures,  rules  8 (a.  e.  f),  12(b)  (5).  54(c)  : 
1967  Perm.Supp.,  C.R.S..  section  22-1-11. 


Ralph  B.  Rhodes.  Denver,  for  plaintiff  in  error. 

Max   P.   Zall.   City   Atty.,    James   H.    Snyder,    Asst.    City   Atty.,    Denver,    for 
defendants  in  error. 
Lee,  Justice. 
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Plaintiff  in  error.  Dorothy  Davidson,  seelcs  reversal  of  ttie  trial  court's 
order  granting  the  motion  of  defendants  in  error  to  dismiss  her  complaint 
for  failure  to  state  a  claim  upon  which  relief  can  be  granted.  For  the  reasons 
stated  herein,  we  reverse  and  remand. 

On  July  25.  1968,  Dorothy  Davidson  was  arrested  for  loitering,  in  viola- 
tion of  municipal  ordinance  No.  824.3-1  of  the  city  and  county  of  Denver. 
She  was  fingerprinted,  photographed,  and  required  to  furnish  personal  statis- 
tics, all  of  which  data  were  reduced  to  writing  and  placed  in  the  criminal 
identification  files  of  the  Denver  police  department.  On  December  23,  1968, 
she  was  tried  and  acquitted  by  a  county  court  jury. 

Mrs.  Davidson  subsequently  brought  an  action  in  the  Denver  district  court 
against  George  L.  Seaton,  then  Chief  of  Police,  and  Lieutenant  Thomas  L. 
O'Neill,  custodian  of  her  records.  Her  complaint  alleged  that  prior  to  her 
arrest  and  acquisition  of  an  arrest  record  she  had  never  been  accused  of  or 
arrested  for  violation  of  any  laws,  nor  convicted  of  a  crime  (with  the  excep- 
tion of  minor  tr-Affic  violations)  ;  that  there  exists  no  statute  or  municipal 
ordinance  granting  the  Denver  police  dei)artment  authority  to  retain  an  ac- 
quitted person's  arrest  records;  that  she  demanded  the  return  of  the  arrest 
records,  but  her  demand  was  refused :  and  that  the  retention  of  these  records 
is  an  invasion  of  her  right  to  privacy.  She  asked  for  relief  in  the  nature  of 
a  mandamus  ordering  the  Denver  police  department  to  eximnge  her  arrest 
records  or,  in  the  alternative,  for  an  order  compelling  their  return  to  her. 

The  sole  issue  presented  on  appeal  is  whether  the  trial  court  erred  in  dis- 
missing this  action  pursuant  to  C.R.C.P.  12(b)(5)  for  failure  to  state  a  claim 
upon  which  relief  can  be  granted.  Plaintiff  in  error's  assignments  of  error 
are  all  directed  to  that  court's  failure  to  recognize  her  right  of  privacy  and 
the  alleged  violation  of  this  right  by  the  failure  of  the  police,  without  factual 
justification  upon  her  acquittal,  to  return  her  arrest  records  to  her.  De- 
fendants in  error,  on  the  other  hand,  urge  that  the  mere  retention  by  the 
police  of  an  acquitted  iierson's  arrest  records  does  not  give  rise  to  an  action- 
able claim.  They  also  argue  that,  in  the  absence  of  a  statute  so  directing,  no 
individual  has  the  right  to  compel  the  return  or  expungement  of  properly 
obtained  arrest  data. 

I. 

Recent  years  have  witnessed  a  substantial  upsurge  in  the  number  of  cases 
and  commentaries  dealing  with  the  problem  before  this  Court.  In  no  small 
part,  this  phenomenon  is  due  to  the  advent  of  the  computer  age — an  event 
which  has  drastically  increased  the  power  of  industry  and  government  to 
collect  data — and  the  growing  concern  for  the  individual's  loss  of  privacy 
as  a  natural  by-product  of  our  modern  technology.  A.  Miller,  Assault  on 
Privacy,  p.  67 ;  see  also.  Countryman.  The  Diminishing  Right  of  Privacy :  The 
Dossier  and  the  Computer,  49  Tex.L.Rev.  837    (1971). 

Present  day  technology  and  modern  police  investigatory  procedures  have 
combined  to  produce  a  situation  in  which  the  arrested  individual  has  a  record 
on  file  in  at  least  one.  and  probably  several,  law  enforcement  data  centers. 
It  is  common  knowledge  that  local  enforcement  agencies  are  requested  to 
forward  their  data  pertaining  to  arrests  to  the  Federal  Bureau  of  Investiga- 
tion.' The  number  of  people  affected  by  these  practices  is  staggering.  Although 
the  exact  number  of  individuals  arrested  in  the  United  States  is  unknown,  the 
FBI  reported  that  on  the  basis  of  returns  representing  21%  of  the  population 
a  total  of  5,773,998  arrests  were  made  in  1969.  Federal  Bureau  of  Investiga- 
tion. U.S.  Department  of  Justice.  Crime  in  the  United  States:  Uniform  Crime 
Reports,  108-109   (1969).= 


1  Comment,  Discriminatory  Hiring  Practices  Due  to  Arrest  Records — Private  Remedies. 
17  Vill.L.Rev.  110,  n.  4  (1971).  Man.v  jurisdictions  liave  instant  access  to  these  FBI 
records  througti  cooperative  computer  time-sliaring  programs.  For  examples  indicating 
the  rapid  movement  toward  computerization  of  arrest  files,  see  Comment.  Retention  and 
Dissemination    of   Arrest    Records :    Journal    Response,    ?.8    U.Chi.L.Rev.    850,    852.    n.    10 

=  The  statistics  do  not  reveal  how  man.v  people  arrested  were  not  convicted.  However, 
the  FBI  reports  reveal  a  ro  'gh  trend.  Data  covering  a  population  exceeding  66  million 
showed  that  in  1969.  of  2,407,979  persons  charged,  15.9%  or  382,074  were  acquitted  or 
had  their  charges  dismissed.  Uniform  Crime  Reports,  supra,  at  102.  And.  according  to 
the  California  Bureau  of  Criminal  Statistics,  an  estimated  50%  of  misdemeanor  arrests 
and  over  40%  of  misdemeanor  arrests  in  that  state  in  ISJl  resulted  in  release,  ds- 
missal  or  acquittal.  Karabian,  Record  of  Arrest:  The  Indelible  Stain.  3  Pac.L.Jour. 
20,  2i;  n.  2   (1972). 
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A  second  reason  for  the  increased  interest  in  the  arrest  record  problem  is 
an  awareness  of  the  economic  and  personal  harm  to  an  individual  that  re- 
sults if  his  arrest  becomes  known  to  employers,  credit  agencies,  or  even 
neighbors.  Notwithstanding  the  absence  of  a  conviction,  the  mere  record  of 
arrest  often  works  as  a  serious  impediment  and  basis  of  discrimination  in 
the  search  of  employment,  in  securing  professional,  occupational,  or  other 
licenses,  and  in  subsequent  relations  with  the  police  and  the  courts.  Most 
employers  and  employment  agencies  inquire  whether  an  applicant  has  been 
arrested.  An  affirmative  answer  to  this  question,  regardless  of  whether  a 
conviction  resulted,  is  often  suflScient  to  deny  the  applicant  further  con- 
sideration. Where  there  are  two  or  more  applicants  for  the  same  job,  those 
with  previous  arrest  records  clearly  stand  in  a  less  favorable  position  than 
do  other  applicants." 

Moreover,  it  is  common  knowledge  that  a  man  with  an  arrest  record  is 
much  more  apt  to  be  subject  to  police  scrutiny — the  first  to  be  questioned 
and  the  last  eliminated  as  a  suspect  in  an  investigation.  If  he  is  subsequently 
arrested,  his  arrest  record  may  arise  to  haunt  him  in  presentence  reports, 
which  often  include  not  only  prior  convictions,  but  also  prior  arrests.  United 
States  V.  Cifarelli,  401  F.2d  512  (2d  Cir.  1968).  Prosecutors  use  arrest  records 
in  determining  whether  or  not  to  formally  charge  an  accu.sed  or  even  whether 
or  not  to  allow  a  person  to  sit  as  a  juror.  Losavio  v.  Mayber,  Colo..  496  P. 2d 
1032.  And  the  existence  of  an  arrest  record  often  results  in  the  denial  of  hail 
pending  trial.  Menard  v.  Mitchell.  139  U.S.App.D.C.  113,  430  F.2d  486  (1970). 
The  seriousness  of  the  arrest  record  problem,  although  perhaps  questionable 
in  the  past,  is  now  too  well  documented  to  be  doubted.* 

A  third  impetus  for  the  recent  concern  over  the  use  of  arrest  records  is  the 
nascent  recognition  by  our  courts  and  legislatures  that  there  exists  in  the 
individual  a  fundamental  right  of  privacy — the  right  to  be  let  alone.  The 
parameters  of  this  right  were  first  extensively  discussed  in  the  famous  law 
review  article  written  in  1890  by  Samuel  D.  Warren  and  Louis  D.  Brandeis, 
The  Right  to  Privacy,  4  Harv.L.Rev.  193.  Seventy-five  years  later,  the  United 
States  Supreme  Court  decided  Griswold  v.  Connecticut,  381  U.S.  479,  85  S.Ct. 
1678,  14  L.Ed.2d_510,  holding  for  the  first  time  that  there  is  a  constitutional 
right  to  privacy."  The  Court  noted  in  giving  substance  to  this  right  that  it 
was  dealing  with  a  "right  to  privacy  older  than  the  Bill  of  Rights,  so  rooted 
in  the  traditions  and  conscience  of  our  people  as  to  be  ranked  fundamental." " 

In  Rugg  V.  McCarty,  173  Colo.  170,  476  P.2d  753,  this  Court  recognized  the 
right  to  privacy,  stating: 

"*  *  *  We  are  urged  to  specifically  recognize,  the  theory  of  tortious  conduct 
designated  as  the  invasion  of  the  right  of  privacy.  We  now  do  so,  noting,  that 
our  general  assembly  gave  legislative  recognition  of  the  right  of  privacy  by 
the  enactment  of  1967  Perm.  Supp.,  C.R.S.  1963,  40-4-33,  in  connection  "with 
the  wiretapping  and  eavesdropping  statute,  which  provides:  'There  exists  in 
the  state  of  Colorado  a  right  of  privacy,  an  invasion  of  which  may  be  com- 
pensated by  damages.' " 

However,  we  did  not  there  attempt  to  comprehensively  define  the  right  of 
privacy,  nor  to  categorize  the  character  of  all  invasions  which  might  consti- 
tute a  violation  of  this  right. 


3  According  to  a  recent  study  of  employment  agrencles,  7.5%  of  those  agencies  sampled 
refused  to  refer  an  applicant  with  an  arrest  record.  President's  Commission  on  Law  En- 
forcement and  Administration  of  Justice.  The  Challenge  of  Crime  in  a  Free  Socletv.  7."> 
(1967).  /See  also.  Morrow  v.  District  of  Columbia,  1,S.5  U.S.App.D.C.  160,  417  F.2d  728 
(1969),  citing  the  results  of  what  has  come  to  be  known  as  the  "Duncan  Report"  on 
job  discrimination  due  to  arrest  records  in  the  District  of  Columbia  Re :  "Credit  Rat- 
ings," see  A.  Miller,  supra,  67-90. 

*  In  addition  to  the  above  authorities,  see:  Note.  Discrimination  on  the  Basis  of  Ar- 
rest Records,  ,54  Cornell  L.Q.  470  (1971)  :  Comment,  The  Right  of  Police  to  Retain  Ar- 
rest Records,  49  N.C.L.Rev.  ,509  (1971)  :  Note,  Maintenance  and  Dissemination  of  Rec- 
ords of  Arrest  Versus  the  Right  to  Privacy.  17  Wayne  L.Rev.  995  (1971)  :  Comment, 
Arrest  Record  Expungement — A  Function  of  the  Criminal  Conrt.  1971  Utah  L.Rev.  .381  : 
and  Comment,  FBI  Arrest  Records :  The  Need  to  Control  Dissemination,  1970  Wash. 
U.L.Q.  530. 

5  In  the  majority  opinion  by  Justice  Douglas,  the  Court  expanded  this  right  beyond 
the  limits  of  the  enumerated  protections  found  in  the  Bill  of  Rights  and  gave  It  an 
independent  existence,  finding  its  source  in  the  "pem'mbras"  of  the  First,  Third,  Fourth. 
Fifth  and  Ninth  Amendments  to  the  United  States  Constitution. 

« The  privacy  doctrine  has  received  further  support  since  Griswold.  See  Loving  v. 
Virginia,  ,SS8  U.S.  1.  87  S.Ct.  1817,  18  L.Ed. 2d  1010:  Stanley  v.  Georgia,  S94U.S  557, 
89  S  Ct  1243,  22  L.Ed. 2d  542 ;  and  Elsenstadt  v.  Balrd.  405  U.S.  438.  92  S.Ct  1029, 
31  L.Ed.2d  349. 
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II. 

In  considering  the  problem  at  liand,  we  find  that  the  case  law  reflects  a 
concern  for  the  harm  caused  by  arrest  records,  although  an  analysis  reveals 
that,  at  best,  courts  are  in  conflict  over  the  proper  use  of  arrest  records  and 
what  role,  if  any,  the  judiciary  should  play. 

Until  recently,  most  courts  summarily  denied  litigants'  pleas  to  secure  the 
return  of  their  arrest  records  upon  acquittal  or  dismissal  of  charges  against 
them.  They  reasoned  that  the  needs  of  effective  law  enforcement  outweigh 
any  harm  to  the  individual  and  that  the  legislature,  not  the  courts,  should 
determine  the  proper  use  of  arrest  records.  Herschel  v.  Dyra,  3(>5  F.2d  17 
(7th  Cir.  1966)  ;  Spock  v.  District  of  Columbia,  283  A.2d  14  (D.C.Ct.App. 
1971);  Sterling  v.  City  of  Oakland,  20S  Cal.App.2d  1.  24  Cal.  Rptr.  696; 
Mulkey  v.  Purdy,  234  So.2d  108  (Fla.)  ;  Kolb  v.  O'Connor,  14  Ill.App.2d  81, 
142  N.E.2d  818;  Weisberg  v.  Village.  46  Misc.2d  846,  260  N.Y.S.2d  554. 

Cases  granting  petitioners'  request  for  expungement  or  return  of  their  ar- 
rest records  fall  into  several  categories.  The  oldest  of  these  cases  granted 
relief  only  if  petitioner  could  point  to  improper  dissemination  of  his  records, 
such  as  their  release  to  newspapermen  or  their  placement  in  a  "rogue's 
gallery"  after  his  acquittal.  See  Itzkovitch  v.  Whitaker,  115  La.  479,  39  So. 
499;  Schulman  v.  WhiUiker.  117  La.  704.  42  So.  227;  and  Reed  v.  Harris, 
348  Mo.  426,  153  S.W.2d  834. 

A  second  group  of  cases  of  more  recent  origin  has  ordered  the  expungement 
of  arrest  records  where,  due  to  the  impropriety  of  the  original  arrest,  the 
records  serve  no  legitimate  police  function.  Menard  v.  Mitchell,  139  U.S.App. 
D.C.  113.  430  F.2d  486  (1970)  ;  United  States  v.  McLeod,  385  F.2d  734  (5th 
Cir.  1967);  Gomez  v.  Wilson,  D.C.  323  F.Supp.  87;  Wheeler  v.  Goodman, 
D.C.   306  F.Supp.   58:    Hughes  v.    Rizzo.    D.C.    282   F.Supp.   881. 

[1]  A  final  group  of  cases,  which  we  consider  to  be  persuasive  and  which 
lead  to  the  result  we  here  reach,  has  held  that  a  court  should  expunge  an 
arrest  record  or  order  its  return  when  the  harm  to  the  individual's  right  of 
privacy  or  dangers  of  unwarranted  adver.se  consequences  outweigh  the  public 
interest  in  retaining  the  records  in  police  files.  United  States  v.  Kalish.  D.C., 
271  F.Supp.  968;  Kowall  v.  United  States,  D.C,  53  F.R.D.  211;  Eddy  v. 
Moore,  5  Wash.App.  334,  487  P.2d  211.  Eddy  v.  Moore,  supra,  is  the  most 
recent  case  and  most  similar  to  the  case  here  under  consideration.  Harriet 
Eddy  was  arrested,  charged  with  assault,  and  the  normal  arrest  data  were 
recorded  by  the  Seattle  police  department.  At  trial,  charges  against  her  were 
dismissed.  She  then  brought  an  action  against  the  Seattle  police  chief  to 
obtain  the  return  of  her  arrest  records.  The  trial  court  dismissed  her  claim, 
holding  she  had  no  legal  right  to  their  return.  The  appellate  court  reversed, 
stating: 

"We  do  not  mean  to  hold  that  the  right  of  privacy  an  acquitted  person 
has  in  his  fingerprints  and  photographs  is  an  absolute  and  complete  bar  to 
their  retention.  The  value  of  fingerprints  and  photographs  of  an  arrested 
person  depends  upon  two  factors :  An  assumption  the  individual  arrested  did 
in  fact  commit  the  crime  for  which  he  is  accused  and  that  his  commission  of 
this  crime  indicates  a  likelihood  that  other  crimes  will  be  committed.  An 
acquittal  seems  to  negate  both  premises.  Where  the  only  reason  for  the 
presence  of  an  individual's  fingerprints  and  photographs  in  the  police  file  is 
based  upon  an  arrest  which  has  subsequently  been  voided  by  an  acquittal 
and  no  further  justification  is  made  for  the  retention  of  these  fingerprints 
and  photographs,  no  rational  basis  for  their  retention  remains. 

******* 

"*  *  *  The  courts  have  recognized  in  Kalish  and  Menard  that  following  an 
acquittal,  the  scales  of  justice  required  the  balancing  on  one  side  of  a  plain- 
tiff's legitimate  concern  over  the  improper  use  of.  labeling,  or  existence  of 
his  fingerprints,  photographs,  and  arrest  records  against  the  government's 
bald  assertion  of  a  I'ight  to  hold  them.  We  have  now  reached  the  point  where 
our  experience  with  the  requirements  of  a  free  society  demands  the  existence 
of  a  right  of  privacy  in  the  fingerprints  and  photographs  of  an  accused  who 
has  been  acquitted,  to  be  at  least  placed  in  the  balance,  against  the  claim 
of  the  state  for  a  need  for  their  retention. 

"We  believe  the  right  of  an  individual,  absent  a  compelling  showing  of 
necessity  by  the  government,  to  the  return  of  his  fingerprints  and  photographs, 
upon  an  acquittal,  is  a  fundamental  right  implicit  in  the  concept  of  ordered 
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liberty  and  that  it  is  as  well  within  the  iienumbras  of  the  specific  guarantees 
of  the  Bill  of  Rights  'formed  by  emanations  from  those  guarantees  that  help 
give  them  life  and  substance.'  Griswold  v.  Connecticut,  381  U.S.  479,  484,  85 
S.Ct.  1678,  14  L.Ed.2d  510    (1965). 

"It  will  take  a  compelling  showing  on  the  part  of  the  state  to  justify  a 
retention  of  the  fingerprints  and  photographs.  *  *  ♦" 

III. 

The  record  here  is  silent  concerning  the  findings  of  the  trial  court  in 
granting  defendants'  motion  to  dismiss  for  failure  to  state  a  claim.  The  trial 
court  did  not  have  the  benefit  of  Rugg  v.  McCarty.  supra,  which  was  subse- 
quently decided  by  this  Court.  The  right  to  privacy  having  been  specifically 
recognized  by  this  Court  in  Rugg,  the  question  is  whether  the  complaint 
tested  by  our  rules  of  pleading.  C.R.C.P.Sfa),  (e)  and  (f),  states  a  claim 
upon  which  relief  could  be  granted.  Motions  to  dismiss  for  failure  to  state  a 
claim  are  viewed  with  disfavor  and  are  rarely  granted  under  our  "notice 
pleadings." 

[2]  The  test  most  often  applied  to  determine  the  sufficiency  of  a  complaint 
was  set  forth  in  Conley  v.  Gibson.  355  U.S.  41.  78  S.Ct.  99.  2  L.Ed.2d  80.  was 
followed  in  numerous  cases,  and  is  as  follows : 

"*  *  *  [A]  complaint  should  not  be  dismissed  for  failure  to  state  a  claim 
unless  it  appears  beyond  doubt  that  the  plaintiff  can  prove  no  set  of  facts  in 
support  of  his  claim  which  would  entitle  him   to  relief." 

Sprott  V.  Roberts.  154  Colo.  252.  390  P.2d  465;  People  ex  rel.  Bauer  v. 
McCloskey,  112  Colo.  488,  150  P.2d  861.  Moreover,  courts  should  be  wary  of 
dismissing  a  case  where  the  pleadings  .show  that  an  alleged  violation  of  a 
constitutional  right  is  at  i.ssue.  since  fundamental  rights  and  important  public 
policy  questions  are  necessarily  involved.  5  Wright  &  Miller,  Federal  Prac- 
tice and  Procedure :  Civil  §  1357,  p.  598,  et  seq. 

IV. 

The  question  in  the  present  case  resolves  itself  into  whether,  in  the  light 
most  favorable  to  the  plaintiff,  with  every  doubt  resolved  in  her  favor,  it  can 
be  said  beyond  doubt  she  can  prove  no  set  of  facts  in  support  of  her  claim 
which  would  entitle  her  to  relief.  We  answer  in  the  negative  and  hold  that 
the  court  erred  in  dismissing  plaintiff's  complaint  on  the  basis  of  the  pleadings 
alone. 

The  complaint  presents  an  extremely  important  issue,  novel  in  our  juris- 
diction, involving  a  constitutional  right  of  the  highest  magnitude — an  indi- 
vidual's right  to  privacy  vis-a-vis  the  propriety  of  the  police  retaining  that 
person's  arrest  records  in  police  files  after  he  had  been  acquitted  of  criminal 
conduct. 

[3]  While  recognizing  this,  defendants  argue  that  no  claim  for  relief  has 
oeen  stated  because  the  regulation  of  use  of  arrest  records  is  a  matter  for 
the  legislature,  which  has  not  spoken  on  the  subject.  We  agree  that  disposition 
of  arrest  records  is  subject  to  legislative  control  and  we  note  that  our  legis- 
lature has  dealt  with  the  expungement  problem  in  juvenile  court  proceedings. 
1967  Perm.Supp.,  C.R.S.1963.  22-1-11.  However,  this  is  not  to  say  that,  absent 
legislative  action,  judicial  control  may  not  be  imposed  to  protect  a  citizen 
from  what  might  develop  upon  its  facts  to  be  an  unconstitutional  invasion  of 
his  right  of  privacy. 

[4]  The  record  here  is  devoid  of  any  facts  showing  the  need  of  the  police 
department  to  keep  this  plaintiff's  arrest  records,  or  the  ability  of  the  depart- 
ment to  keep  them  confidential.  Who  has  access  to  these  records,  what  facts 
are  contained  in  them,  how  likely  and  to  what  extent  information  in  the 
records  may  be  disseminated,  and  what  justification  exists  for  their  retention 
in  the  police  files,  are  all  questions,  among  many,  which  must  be  left  to  the 
trial  court  fact-finding  process.  After  factual  development,  relief  may  or 
may  not  be  warranted.  Should  the  court  determine  the  precise  relief  requested 
is  not  appropriate,  other  means  may  be  formulated  to  protect  plaintiff's 
right  of  privacy  from  any  improper  invasion.  C.R.C.P.  54(c). 

To  hold  that  this  case  must  be  reversed  and  remanded  for  adjudication  on 
the  merits,   however,   is  not   to   express   an   opinion   as   to   what   its  eventual 
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outcome  should  be.  The  issue  presented  is  complex  and  involves  the  balancing 
of  the  state's  interest  in  efficient  law  enforcement  procedures  as  against  a 
particular  citizen's  right  to  be  let  alone.  On.y  after  the  facts  are  fully  de- 
veloped will  this  be  po.ssible. 

The  judgment  is  reversed  and  the  cause  remanded  for  further  proceedings 
consonant  with  the  views  herein   expressed. 

Erickson,  J.,  not  participating. 


The  Plan  for  Development  of  the  CoLORAno  Comprehensive  Criminal 

Justice  Data  System 

section  l — intronuction  to  the  plan 

Crime  continues  to  increase.  Yet,  as  local,  state,  and  federal  agencies  pro- 
liferate programs  and  expend  resources  to  combat  crime,  the  effectiveness  of 
their  efforts  is  rarely  measured.  Moreover,  the  quality  of  planning  for  future 
directions  of  criminal  justice  activity  is  inadequate. 

A  chief  factor  contributing  to  the  lack  of  successful  evaluation  and  severely 
limiting  the  ability  to  plan,  is  the  void  of  data  necessary  to  support  decision 
making. 

A  recent  requirement  in  the  development  of  a  state  comprehensive  plan  for 
criminal  justice  has  been  the  completion  of  a  data  schedule.  The  presumption, 
of  course,  was  that  poor  planning  could  be  improved  through  the  use  of 
criminal  justice  data.  UndoubtetUy,  this  is  true ;  but  states  have  found  that 
required  data  does  not  exist. 

Faced  with  this  dilemma,  any  number  of  ad  hoc  solutions  have  been  tried. 
None  has  worked.  It  is  with  high  expectation,  therefore,  that  the  new  LEAA 
program  of  state  comprehensive  data  systems  is  contemplated.  The  concept 
of  developing  a  focus  for  all  state  criminal  justice  information/statistics 
activity  holds  great  promise  for  producing  the  types  and  quality  of  informa- 
tion that  can  effectively  support  resource  allocation,  administration,  and 
planning  for  criminal  justice. 

This  document  is  a  plan  for  the  development  of  the  Colorado  State  com- 
prehensive data  system.  As  a  plan,  it  presents  the  set  of  tasks  and  activities 
that  will  be  undertaken  over  the  next  three  years  to  make  the  data  system  a 
reality. 

The  plan  begins  with  a  review  of  the  components  of  a  comprehensive  data 
system.  Then,  to  provide  a  foundation  for  the  plan,  the  status  of  the  criminal 
justice  system  in  the  state  is  described.  The  special  qualifications  that  permit 
Colorado  to  successfully  develop  the  system  are  highlighted  next.  The  plan 
itself  is  then  developed  in  modules,  each  broken  into  action  tasks.  Cost  esti- 
mates for  each  module  are  developed  and  the  schedule  for  task  initiation 
is   presented. 

Finally,  a  section  containing  supporting  documentation  is  included.  This 
.section  contains  copies  of  applicable  legislation  and  letters  of  support  and 
cooperation  from   involved  criminal  justice   agencies. 

SECTION    11. — THE   COMPONENTS    OF   A    COMPREHENSIVE   DATA    SYSTEM 

The  problems  of  crime  and  criminality  are  impossible  to  combat  without 
adequate  data  and  information  to  support  decision  making.  Therefore,  the 
commitment  to  confront  crime  is  a  commitment  to  develop  the  necessary  data 
so  vital  to  the  allocation  of  resources  and  the  administration  of  the  criminal 
justice  system. 

The  development  of  a  Colorado  State  criminal  justice  comprehensive  data 
sj.stem  is  a  strategy  designed  to  insure  that  informational  support  is  avail- 
able to  all  .state  and  local  criminal  justice  agencies.  To  this  end,  the  follow- 
ing components  will  be  develoi>ed : 

The  Colorado  State  Criminal  Justice  Data  Center. 

An  Offender-Based  Transaction  Statistics  System. 

A   Management/Administrative   Statistics   System. 

A  Uniform  Crime  Reporting   (UCR)    System. 

A  Criminal  Justice  Technical   Assistance  Capability. 

These  components  of  the  comprehensive  data  system  will  be  established 
modularly  in   accordance   with   the   guidelines   provided   by   LEAA.   Emphasis 
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will  be  placed  on  design  and  implementation  of  those  developments  which 
are  most  critical  to  the  effective  planning  for  crime  reduction.  To  provide 
a  framework  for  the  formulation  of  this  plan,  the  constituent  parts  of  the 
five  data  system  components  will  be  briefly  reviewed. 

State  Criminal  Justice  Data  Center 

To  acquire,  analyze,  interpret,  and  disseminate  criminal  justice  data ;  to 
develop  and  maintain  audit  and  quality  control  procedures  for  required  data ; 
and  to  provide  a  focal  point  for  criminal  justice  statistical  efforts  in  the 
state,  a  Colorado  Criminal  Justice  Data  Center  will  be  created. 

The  location  of  the  data  center  is  of  prime  importance.  Care  must  be 
taken  to  assure  that  the  center  is  autonomous.  The  center  placed  in  an 
operating  agency  faces  potential  problems  of  inability  to  examine  all  parts  of 
criminal  justice  objectively.  In  addition,  comprehensive  planning  by  the  state 
necessitates  access  to  an  inclusive  data  base  and  a  capability  to  analyze  it. 

Since  analysis  and  interpretation  is  the  principal  function  of  the  data 
center,  collection  of  raw  data  is  more  profitably  done  at  collections  centers 
located  within  operating  agencies.  Such  collections  must  be  responsive  to 
the  needs  of  the  data  center.  To  facilitate  communications  and  development 
of  data  requirements  and  procedures,  an  advisory  board  will  be  established. 
The  board  must  be  representative  of  all  parts  of  the  criminal  justice  system 
at  all  levels  of  government. 

The  staff  of  the  data  center  must  be  professionals  with  career  status — 
thus,  free  from  certain  political  pressures.  They  should  have  broad  knowledge 
of  criminal  justice  and  an  ability  to  develop  information  necessary  for  effec- 
tive planning  and  eflicient  operation.  Most  importantly,  data  center  i>ersonnel 
are  responsible  for  effective  communication  and  interpretation  of  information. 

Offender-hased   transaction   statistics   system 

To  describe  the  administration  of  criminal  justice ;  to  relate  the  output 
of  one  agency  to  the  input  of  another ;  and  to  measure  the  time  in  process 
across  the  system,  an  offender-based  transaction  statistics  system  will  be 
developed. 

Criminal  justice,  as  a  system,  must  work  toward  common  goals  of  crime 
reduction  and  eflBciency  of  operation.  Within  the  system,  however,  agencies 
operate  to  optimize  their  own  set  of  goals — goals  very  often  in  conflict 
among  agencies. 

An  offender-based  transaction  statistics  system,  which  tracks  an  indi- 
vidual through  the  system  until  he  exits,  is  needed  to  provide  baseline  in- 
formation about  the  administration  of  criminal  justice.  The  statistics  sys- 
tem, picturing  the  operations  of  the  system,  highlights  bottlenecks  and  prob- 
lem areas  and  shows  the  relationship  among  criminal  justice  agencies.  Not 
only  people,  but  time  is  measured :  time  in  individual  processes  and  time 
to  move  through  the  criminal  justice  system.  This  information  has  never 
before  been  available  and  is  invaluable  for  planning  and  program  evaluation. 

Management/administrative  statistics  system 

To  provide  administrative  statistics  detailing  resources  available  to  the 
criminal  justice  system,  a  management/administrative  statistics  collection 
will  be  begun. 

Periodically,  it  is  necessary  to  inventory  the  resources  available  to  the 
criminal  justice  system.  Such  data  would  include  expenditure  and  employ- 
ment statistics  as  well  as  facilities  and  equipment  inventories.  The  collection 
should  be  updated  at  periodic  intervals. 

The  information  available  from  this  data  base  would  support  budget  i)lan- 
ning  and  analysis. 

Uniform  crime  reporting 

To  provide  reliable  data  about  crimes  known  to  the  police ;  to  complete 
the  picture  of  crime  and  criminal  justice  administration ;  a  uniform  crime 
reporting  system  will  be  established. 

The  administration  of  tlie  criminal  justice  system  is  incomplete  without 
an  accurate  accounting  of  the  quantity  and  types  of  crimes  known  to  have 
occurred.  Uniform  crime  reporting  attempts  to  collect  data  from  all  police 
agencies  to  summarize  the  extent  and  nature  of  the  crime  problem.  The 
program  will  meet  all  requirements  established  for  the  FBI  for  this  account- 
ing. 
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A  most  crucial  control  of  the  data  being  collected  should  be  provided  by 
trained  field  staff  whose  responsibility  is  to  assist  localities  in  the  collection 
of  these  data.  The  field  staff  also  is  responsible  for  the  quality  of  data  and 
are  tasked  with  the  job  of  i)eriodically  auditing  the  input. 

UCR  data  collected  at  the  state  level  will  be  summarized  and  forwarded 
to  the  FBI  in  a  format  consistent  with  the  Bureau's  requirements.  Each 
contributing  agency  will  receive  a  tabulation  of  their  crime  incidents  to  be 
used   for  planning  and  program   development. 

Technical  assistance 

To  assist  agencies  in  providing  required  data  to  the  components  of  the 
comprehensive  data   system,   technical   assistance   will   be   provided. 

Because  data  development  efforts  will  take  place  at  many  levels  of  govern- 
ment and  within  diverse  criminal  justice  agencies,  the  data  center  will  have 
the  responsibility  for  providing  technical  assistance  to  all  agencies.  The 
assistance  may  be  provided  by  data  center  personnel  or  through  contract 
arratigements  with  qualified  consultants. 

The  establishment  and  ongoing  operation  of  the  comprehensive  data  system 
will  require  a  significant  amount  of  preparatory  work.  System  studies  must 
be  undertaken,  channels  of  data  flow  must  be  established,  forms  must  be 
designed,  and  processing  procedures  must  be  established.  Extensive  work 
will  be  required  to  obtain  the  cooperation  of  persons  in  other  parts  of  the 
criminal  justice  system. 

SECTION     III. THE     CRIMINAL     JUSTICE     SYSTEM     IN     COLORADO 

The  creation  and  execution  of  a  comprehensive  data  system  for  criminal 
justice  will  require  the  concerted  efforts  of  all  segments  of  the  criminal 
ju.stice  .system.  To  better  understand  the  responsibilities  and  relationships 
among  the  agencies  and  the  contribution  of  each  to  activities  of  the  data 
center,  this  section  reviews  the  status  of  the  criminal  justice  system  In 
Colorado. 

Each  of  the  functions — law  enforcement,  courts,  and  corrections — is  sum- 
marized. The  components  which  comprise  each  function  are  described  in 
terms  of :  legislative  basis,  structure,  action,  programs,  future  plans. 

More  detailed  discussion  of  the  present  status  of  these  components  can  be 
found  in  the  Colorado  Comprehensive  State  Criminal  Justice  Plan,   1972. 

Late  enforcement 

The  protection  of  life  and  property  and  the  preservation  of  the  peace  is  the 
responsibility  of  an  estimated  220  separate  and  independent  law  enforcement 
agencies.  These  agencies  operate  at  the  state,  county  and  local  levels ;  they 
employ  approximately  3,000  full-time  sworn  personnel. 

The  Colorado  State  Patrol  is  established  under  the  supervision  and  control 
of  the  Executive  Director  of  the  Department  of  Highways  by  C.R.S.  3-28-26 
(1963).  The  State  Patrol  is  .specifically  charged  with  the  following  responsi- 
bilities : 

Enforcing  the  laws,  rules  and  regulations  of  the  State  governing  the  use 
Of  the  State  highways; 

Regulating  traflSc  on  all  highways  and  roads  of  the  State; 

Providing  support  to  the  Governor  in  cases  of  emergency ;  and 

Maintaining  the  peace  at  the  Colorado  State  Fair. 

The  Patrol's  394  patrolmen  operate  out  of  si^ecially  created  districts  across 
the  state.  In  addition  to  assisting  local  units  of  government,  a  major  patrol 
function  is  to  provide  communications  services  to  county  sheriff's  depart- 
ments and  towns  whose  population  is  less  than  20.000. 

The  Colorado  Bureau  of  Investigation  (CBI)  is  under  the  supervision  and 
control  of  the  Executive  Director  of  the  Department  of  Local  Affairs,  pursu- 
ant to  C.R.S.  3-24-1  through  U   (1963).  The  function  of  the  Bureau  is  to: 

Provide  assistance  to  local  government  in  the  investigation  and  detection 
of  crime  and  the  enforcement  of  the  criminal  laws  of  the  State ; 

Establish  and  maintain  fingerprint  and  other  identification  files  and  records 
including  the  Colorado  Crime  Information  C-enter ; 

Provide  scientific  laboratory  services  and  facilities  to  assist  law  enforce- 
ment agencies. 

In    addition.    Executive    Order    authorizes    C.B.I,    to    investigate    organized 

crime. 
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The  identification  section  of  tlie  Bureau  projects  tliat  its  file  of  criminal 
and  applicant  fingerprints  will  expand  to  65.000  records  in  fiscal  1972.  At 
present,  fingerprint  cards  are  received  from  fifteen  sheriff's  ofiices,  the  State 
penitentiary  and  reformatory,  and  thirty-five  police  departments  which  rep- 
resent approximately  one-third  of  the  State.  Full  state  coverage  for  identifi- 
cation is  scheduled  for  1973. 

C.B.I,  maintains  and  oi>erates  the  Colorado  Crime  Information  Center 
(CCIC).  The  Center  interfaces  with  NCIC  and  DCIC.  At  present,  under 
Project  SEARCH,  criminal  histories  are  being  converted  for  inclusion  in  the 
Federal  NCIC/CCH  program. 

The  Office  of  the  Sheriff  is  created  by  the  Colorado  Constitution.  By  statute. 
the  sheriff  is  a  local'y  elected  county  ofticial  with  general  law  enforcement 
powers  through  the  county  of  his  jurisdiction. 

While  most  sheriffs  perform  the  broad  functions  of  investigation,  support 
and  patrol,  the  Denver  County  Sheriff's  Department  operates  exclusively  as  a 
correctional/custodial   and  civil  force. 

MuniGipul  Police  agencies  are  established  under  the  authority  of  C.R.S. 
139-33-1  (1963).  The  statute  empowers  incorporated  municipalities  to  pre- 
serve the  peace;  the  statutes  (C.R.S.  139-4-1;  139-4-6;  139-75-4;  139-3-3; 
139-75-5;  and  139-3-15)  prescribe  specific  procedures  for  providing  law 
enforcement  functions  in  municipalities  of  different  classes. 

There  are  248  municipalities — 160  of  these  have  police  agencies.  Denver, 
the  metropolitan  area  of  high  crime  incidence,  is  served  by  19  municipal 
police  agencies.  The  largest  of  these  is  the  Denver  Police  Department  which 
is  under  the  authority  of  the  Mayor  and  Director  of  Public  Safety  of  the  City. 
As  part  of  its  ojieration.  the  Department  uses  two  police-emergency  heli- 
copters and  provides  their  service  to  all  metropolitan  agencies  on  an  as- 
needed  basis. 

Law  Enforcement  Action  Programs  have  concentrated  on  upgrading  both 
facilities  and  personnel.  Plans  for  the  immediate  future  continue  to  stress 
these  activities. 

Programs  are  being  implemented  to  design  and  construct  modern  facilities 
needed  in  the  development  of  consolidated  law  enforcement  services.  Spe- 
cifically, assistance  is  being  provided  for  projects  associated  with  development 
of  consolidated  communications,  records,  and  other  service-support  functions 
to  State  and  local  law  enforcement  agencies. 

At  the  State  level,  the  physical  environments  of  both  the  Colorado  Bureau 
of  Identification  and  the  Division  of  Criminal  .Justice  are  being  improved. 
Construction  of  consolidated  facilities  are  forecasted  for  Boulder  County, 
Adams  County  and  the  San  Luis  Valley. 

Three  programs  to  upgrade  law  enforcement  personnel  are  being  pursued. 
First,  projects  to  develop  minimum  police  standards,  education  and  training 
requirements  are  being  funded.  Second,  development  and  expan.sion  of  police 
cadet  projects  to  assist  in  the  recruitment  and  training  of  young  persons 
with  an  aptitude  for  police  work  are  being  encouraged.  Finally,  a  closed  cir- 
cuit television  training  network  is  being  implemented  in  the  Denver  area. 
The  system  will  instruct  both  preservice  and  in-service  personnel  using  live 
color  videotapes. 

Grants  are  being  awarded  to  upgrade  communications  for  police  agencies 
to  improve  detection  and  apprehension  of  criminals.  Included  in  this  group 
are  programs  to  expand  the  Colorado  Law  Enforcement  Emergency  Radio 
(CLEER)  network  which  provides  intercity  communications  between  the 
major  police  agencies,  and  to  implement  the  Colorado  Criminal  Justice  In- 
formation System  with  direct  access  to  NCIC  and  computer  switching  for  the 
Law  Enforcement  Teletype  System    (LETS). 

Another  crime  investigation  and  detection  program  will  support  the  ex- 
pansion of  two  metropolitan  narcotic  enforcement  groups  begun  as  pilot 
projects  in  1971.  and  implement  a  third  pilot  project  in  the  southern  half 
of  the  state. 

Courts 

Five  types  of  courts,  prosecutor's  oflBces  in  judicial  districts,  state  public 
defender's  oflSce,  private  defense  counsel,  and  various  support  services  ad- 
minister criminal  justice  in  the  State. 
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The  Supreme  Court  is  the  highest  court  in  the  State  and  convenes  at  the 
State  Capitol  in  Denver,  Colorado.  The  court  is  composed  of  seven  justices 
who  serve  ten-year  terms.  Justices  of  the  Supreme  Court  must  be  qualified 
electors  of  the  State  and  licensed  to  practice  law  in  the  State  for  at  least 
five  years  prior   to   their  appointment. 

The  court  has  appellate  and  original  jurisdiction  and  exercises  admin- 
istrative authority  over  all  the  courts  of  Colorado  with  the  exception  of  the 
Denver  County  Court.  The  administrative  authority  includes  the  rule-making 
power. 

The  Chief  Justice  is  selected  by  the  Court  and  serves  at  the  pleasure  of 
the  majority  of  the  Court ;  he  is  the  executive  head  of  the  judicial  system. 
Immediately  under  the  Chief  Justice  is  the  State  Court  Administrator  is 
responsible  for  the  overall  management  and  administration  of  the  courts 
and  judicial  personnel  system,  ine.udiug  probation. 

The  Court  of  Appeals,  created  January  1970,  is  composed  of  six  judges  who 
serve  eight-year  terms  and  must  have  the  same  qualifications  as  Supreme 
Court  justices.  The  Court  of  Api>eals  sits  in  divisions  of  three  judges  each 
to  hear  and  determine  all  matters  before  the  Court. 

The  District  Courts  are  Colorado's  trial  courts  of  general  jurisdiction.  There 
are  75  district  judges  who  serve  in  22  judicial  districts.  The  largest  district  court, 
the  2nd  Judicial  District,  Denver,  has  14  judges.  Appeals  from  municipal  courts 
of  record  and  county  courts  are  made  to  the  District  Court. 

Juvenile  Court  is  included  within  the  District  Court,  except  in  Denver  where 
the  Juvenile  Court  is  its  own  entity. 

The  County  Court  is  a  court  of  limited  jurisdiction  in  the  63  counties.  It  has 
original  jurisdiction  (concurrent  with  District  Courts)  over  misdemeanors  and 
the  issuance  of  warrants,  conduct  of  preliminary  examinations,  issuance  of 
bindover  orders,  and  the  admission  to  bail  in  felonies  and  misdemeanors. 

County  Courts  are  classified  (A,  B,  C,  D)  according  to  the  population  of  the 
county.  The  class  determines  whether  the  court  is  full  or  part-time.  In  all  cases, 
except  Class  D.  tlie  judge  must  be  an  attorney. 

The  Denver  County  Court  is  both  a  county  court  and  municipal  court  with 
independence  from  the  State  judicial  system.  The  Denver  County  Court  judges 
are  chosen  by  the  Mayor  of  Denver  with  the  assistance  of  a  selection  committee. 

The  judicial  system  is  depicted  in  Exhibit  1. 

The  Attorney  General  is  the  head  of  the  Department  of  Law.  The  Department 
of  Law  defends  criminal  appeals  brought  to  issue  by  defense  counsel  in  criminal 
cases. 

The  District  Attorney  is  elected  by  the  people  within  his  judicial  district  and 
serves  a  term  of  four  years.  Under  present  law,  full-time  district  attorney  are  re- 
quired in  those  districts  over  74,000.  Of  the  22  district  attorneys  in  the  State, 
nine  are  full-time. 
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The  Office  of  the  Public  Defender  is  a  division  of  the  Judicial  Department 
pursuant  to  C.R.S.  39-3-1.  The  State  Public  Defender  is  appointed  by  the 
Supreme  Court  for  a  five-year  term.  There  are  sixteen  regional  public  de- 
fender oflBces  throughout   the  State. 

Judicial  Action  Programs  focus  on  information  and  training  to  improve 
administration.  One  program  aims  at  modernizing  State  court  statistical 
reporting,  docketing,  personnel  and  general  management.  A  management  in- 
formation system  that  will  interface  with  other  criminal  and  court  informa- 
tion systems  in  the  State  is  being  developed  in  the  Denver  County  Court. 

A  prototype  management  information  system  for  prosecutors  will  be  estab- 
lished in  the  Office  of  the  Denver  District  Attorney.  The  system  will  inter- 
face with  the  Colorado  Criminal  Justice  Information  System  and  the  State 
Judicial   Department's   Information    System. 

Other  projects  aim  at  upgrading  personnel  throughout  the  judicial  system 
by  means  of  conferences  and  workshops.  Also,  minimum  standards  for  juve- 
nile justice  and  police  conduct  are  being  determined. 

Corrections 

The  corrections  function  in  Colorado  is  shared  among  the  probation  system 
within  the  judiciary,  the  institutions  and  parole  system  in  the  Department 
of  Institutions,  and  the  jail  system  administered  by  the  county  sheriffs.  Cor- 
rections within  each  primary  agency  is  divided  into  adult  and  juvenile. 

The  Probation  System  operates  in  each  of  the  State's  22  judicial  districts, 
for  probation  is  considered  a  court  disposition  with  no  institutional  commit- 
ment. 

The  Division  af  Adult  and  Juvenile  Parole  are  in  the  State  Department  of 
Institutions.  Parole  services  are  provided  statewide  to  adult  and  juvenile 
offenders  prior  to  and  following  release  from  institutions.  Adult  parole  opera- 
tions include  a  work  release  program  in   the   Denver  metropolitan   area. 

There  are  three  full-time  members  on  the  Adult  Parole  Board.  Their 
permanent  ofiice  is  in  Denver,  but  they  have  suitcase  quarters  in  the  Peni- 
tentiary  and  Reformatory. 

The  State  Penitentiary  is  divided  into  three  functional  components  by  se- 
curity level.  First,  there  is  the  Ranch,  Pre-Release  Center  and  Women's 
Correctional  Institution.  Then,  there  is  the  Honor  Farm  and  Dairy.  The 
third  component  is  the  original  maximum  security  facility. 

The  inmate  population  has  decreased  in  recent  years.  As  a  result,  there  is 
planning  to  further  reduce  the  institutional  population  by  creating  halfway 
houses  and  other  specialized  facilities  to  carry  out  modern  treatment  pro- 
grams. 

The  State  Reformatory  was  created  by  statute  in  1889.  The  courts  may 
sentence  any  male  person  convicted  of  a  crime  punishable  by  imprisonment 
in  the  Reformatory  who  are  subject  to  a  sentence  in  the  Penitentiary,  except 
those  punished  by  death  or  life  imprisonment,  or  any  male  convicted  of  a 
crime  punishable  by  imprisonment  in  the  county  jail. 

The  Reformatory  is  now  placing  emphasis  on  dorm  living  quarters.  There 
is   a   Work-release   Program   and   more   emphasis   on    psychiatric    services. 

The  Division  of  Youth  Services  was  established  in  1961  by  administrative 
action  of  the  Department  of  Institutions.  The  Division  is  composed  of  a 
number  of  camps  and  schools:  it  has  administrative  responsibilities  with  the 
.Tuvenile  Parole  Board  and  Juvenile   Delinquency   Planning  under   HEW. 

The  County  Jails  were  created  by  C.R.S.  105-7  (1963)  within  the  function 
of  the  sheriff  in  each  county.  The  average  Colorado  jail  was  built  in  1936  to 
hold  approximately  33  males  and  4  female  adults.  Eighty-seven  percent  of 
the  jails  do  not  have  facilities  for  hou.sing,  convicted  prisoners  apart  from 
those  awaiting  trial.  Forty-four  percent  of  the  sheriff's  offices  have  provisions 
for  initial  police  training  for  their  deputies — only  Denver  provides  correc- 
tional training.  There  are  no  minimum  standards  for  jails  or  jail  personnel 
other  than  those  established  by  each  agency. 

Corrections  Action  Programs  has  been  directed  at  diffusing  correctional 
responsibility  into  the  community  and  remodeling  existing  correctional  facili- 
ties. Little  has  been  done  in  the  area  of  statistics  and  information  systems. 

Work-release  and  halfway  house  projects  are  being  funded  in  Denver  and 
at  the  institutions.  Methadone  programs  are  being  continued  and  expanded. 
And,  a  job  placement  program  for  adjudicated  individuals  is  being  estab- 
lished. 
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As  with  the  other  components  of  the  criminal  justice  system,  training  and 
upgrading  of  personnel  is  a  top  priority.  In  the  institutions,  adult  basic 
education  programs  are  being  developed. 

SECTION  IV.- — COLORADO  CREDENTIALS 

The  announcement  of  the  Comprehensive  Data  System  concept  comes  at  a 
most  opportune  time  for  the  State  of  Colorado.  Recent  activities  and  criminal 
justice  system  developments  put  the  State  in  an  excellent  position  to  derive 
maximum  benefit  from  this  new  LEAA  program.  The  following  key  points 
highlight  the  most  significant  aspects  of  Colorado's  readiness  to  design, 
implement  and  successfully  operate  a  state-level  criminal  justice  data  system. 

Mandatory  legislation  authorizes  the  collection  and  analysis  of  information 
across  all  criminal  justice  agencies. 

The  legislation  that  created  the  Division  of  Criminal  Justice,  Department 
of  Local  Affairs,  C.R.S.  3-32-1,^,  specifically  tasked  that  Division  with  the 
duty  ".  .  .  to  collect  and  disseminate  information  concerning  crime  and  crimi- 
nal justice  .  .  .,"  and  "to  analyze  Colorado's  activities  in  the  administration 
of  criminal  justice  and  the  nature  of  the  problems  confronting  us  .  .  ."  To 
accomplish  this,  the  Division  was  instructed  ".  .  .  (to)  draw  upon  the  plan- 
ning capabilities  of  other  agencies,  particularly  the  judicial  department  and 
the  department  of  institutions." 

In  addition,  the  statute  that  concerns  the  Colorado  Bureau  of  Investi- 
gation, C.R.S.  3-24-5,  12,  states  in  Section  5,  ".  .  .  In  accordance  with  a 
program  to  be  established  by  the  bureau,  every  law  enforcement,  correctional 
and  judicial  entity,  agency,  or  facility  in  this  state  shall  furnish  to  the 
bureau,  upon  its  request,  all  arrest,  identification,  and  dispositional  infor- 
mation." 

The  State  of  Colorado  has  created  a  Division  of  Criminal  Justice  within 
the  Executive  to  act  as  the  State  Planning  Agency   (SPA). 

The  State  of  Colorado  has  made  a  commitment  to  deal  with  problems  of 
crime  and  criminal  justice.  By  Statute  {C.R.S.  3-32-1,4),  the  legislature  has 
created  a  Division  of  Criminal  Justice  within  the  Department  of  Local  Af- 
fairs. The  purpose  of  creating  the  division  was  ".  .  .  to  improve  all  areas 
of  the  administration  of  criminal  justice  in  Colorado  both  immediately  and 
in  the  long  term,  and  regardless  of  whether  the  direct  responsibility  for 
action  lies  at  the  state  level  or  with  the  many  units  of  local  government" : 
the  Division  is  to  act  as  the  state  planning  agency  under  Public  Law  90-351, 
the  "Omnibus   Crime  Control   and   Safe   Streets  Act". 

Because  the  Division  of  Criminal  Justice  is  an  ongoing  state  agency,  its 
employees  are  career  (tenure)  employees.  The  Director  of  the  Data  Center 
will  have  the  same  status. 

The  comprehensive  criminal  justice  data  center  will  be  directed  from  the 
Division  of  Criminal  Justice.  Located  here,  the  center  is  in  a  governmental 
organization  free  from  possible  bias  resulting  from  location  in  an  opera- 
tional criminal  justice  agency.  The  Director  of  the  data  center  will  be  a 
career  employee,   and   thus  less  subject   to   outside   political   pressures. 

Since  the  Criminal  Justice  Data  Center  will  be  located  outside  of  an 
operational  criminal  justice  agency,  it  will  be  free  to  analyze  and  interpret 
data  from  all  criminal  justice  system  components. 

A  State  Council  on  Criminal  Justice  comprised  of  major  criminal  justice 
decision-makers  already  exists  in   Colorado. 

By  statute,  a  Council  on  Criminal  Justice  has  been  established.  The  fol- 
lowing are  ex-oflicio  members  of  the  council.  The  Attorney  General ;  the 
Director  of  the  Colorado  Bureau  of  Investigation :  the  Adjutant  General ; 
the  Executive  Director  of  the  Department  of  Institutions ;  the  Director  of 
the  Division  of  Local  Government  in  the  Department  of  Local  Affairs ;  the 
State  Court  Administrator :  and  the  Chief  of  the  Colorado  State  Patrol. 

This  Council  could  serve  as  the  advisory  board  for  the  Comprehe;isive 
Data  Center. 

Colorado  has   a   unified   court   system   and   full-time   court   administrator. 

Discus.sion  of  the  present  status  of  the  criminal  justice  system  in  Colorado 
pointed  out  that  the  Chief  Justice  of  the  Supreme  Court  is  the  executive  head 
of  the  judicial  system.  The  Court  Administrator  is  responsible  for  the  overall 
management  and  administration  of  the  courts.  Therefore,  there  is  a  focus 
for  developing  court  information  and  statistics  to  interface  with  the  Data 
Center. 
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The  Colorado  Bureau  of  Investigation  is  already  converting  criminal  his- 
tories to  go  online  in  the  NCIC/CCH  system. 

Colorado  has  been  a  member  of  Project  SEARCH.  C.B.I,  under  that  project 
is  already  converting  criminal  histories  and  is  interfaced  to  NCIC  This  ex- 
perience in  data  collection  and  conversion  provides  a  head-start  to  the  de- 
velopment of  the  criminal  justice  data  center. 

The  components  of  the  criminal  justice  system  are  ready  to  commit  them- 
selves to  the  development  of  information  and  statistics  system. 

Present  action  projects  across  the  Colorado  criminal  justice  system  indi- 
cate an  awareness  of  the  need  for  sound  data  and  good  information.  The 
components  and  agencies  were  about  to  embark  on  their  own  courses  to 
provide  this  service.  It  is  fortuitous  that  the  data  center  program  will 
channel  these  efforts  into  a  mutually  beneficial  system  to  serve  all  agencies 
and  yet  provide  needed  management  information  for  each  separate  activity. 

There  are  two  other  important  considerations : 

Denver  is  an  impact  city. 

The  city  of  Denver,  the  largest  metropolitan  center  in  Colorado,  has  been 
chosen  as  an  LEAA  Impact  City.  Because  the  Comprehensive  Data  Center 
will  be  in  Denver,  its  development  and  operation  will  provide  invaluable  data 
and  information  to  evaluate  the  program  implemented  in  the  city.  Further, 
C.B.I,  already  has  developed  a  computerto-computer  interface  with  the  Den- 
ver Crime  Information  Center. 

Denver  is  the  home  of  an  LEAA  Regional  Office. 

Close  working  relationships  have  already  been  developed  between  the  Divi- 
sion of  Criminal  Justice  and  the  LEAA  Region.  The  development  of  the 
Comprehensive  Data  Center  will  provide  more  opportunity  for  coordinated 
activity  between  the  State  and  Federal  Government. 

The  foregoing  points  indicate  that  Colorado  is  a  State  that  can  make  the 
Data  Center  succeed  and  produce  results  now. 

SECTION    V. — A    PLAN    FOR    THE    DEVELOPMENT    OF    THE    COLORADO    STATE     CRIMINAL 

JUSTICE    COMPREHENSIVE   DATA    SYSTEM 

The  foregoing  sections  have  discussed  the  components  of  the  comprehensive 
data  system,  described  the  status  of  the  criminal  justice  system  in  the  state, 
and  highlighted  the  key  points  that  indicate  Colorado's  qualifications  and 
readiness  to  participate  in  this  national  program.  It  is  the  purpose  of  this 
section  to  integrate  those  preceding  parts  into  a  unified  plan  for  the  develop- 
ment of  a  state-level  criminal  justice  comprehensive  data  system.  The  plan 
is  presented  in  modules,  each  of  which  contains  tasks  that  must  be  success- 
fully completed  before  the  module  can  become  operational. 

Module  1:  Colorado  Comprehensive  Data  Center 
Task  1:  Create  the  data  center 

The  state  data  center  will  be  located  in  the  Division  of  Criminal  Justice 
(SPA)    where  it  will  report  directly  to  the  director.  Because  the  division  is 
a   duly    created   governmental    organization,    it   has   a    permanence    of   status 
that  assures  the  data  center  will  be  supported  by  structure. 

The  legislation  that  created  the  division  gives  it  broad  power  for  data 
collection,  analysis,  and  interpretation  across  the  entire  criminal  justice 
system.  And,  since  the  center  will  be  located  in  a  non-operating  agency,  it 
will  be  free  to  undertake  its  functions  without  political  pressure  or  inherent 
bias. 

In  addition,  placing  the  data  center  in  the  division  of  criminal  justice 
gives  it  access  to  important  other  governmental  organizations  which  impact 
heavily  on  the  criminal  justice  system.  The  analysis  and  interpretation  of 
criminal  justice  information  is  necessary  for  the  functioning  of  the  state 
legislature  and  department  of  finance.  The  location  of  the  data  center  assures 
proi)er  visibility  in  these  areas  for  the  information  developed. 

Task  2:  Establish  advisory  committee 

The  comprehensive  data  center  must  be  responsive  to  the  needs  of  all  crimi- 
nal justice  agencies  and  supporting  governmental  organizations.  These  "users" 
and  suppliers  of  information  and  data  must  have  a  voice  in  formulating  the 
activities  and  directions  of  the  data  center. 

An  advisory  committee,  composed  of  decision  makers,  will  be  established 
to  work  with  the  center  personnel  and  staff  of  the  division  of  criminal  justice. 
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The  committee  will  be  instrumental  in  formulating  policy  and  direction  for 
data  center  programs.  It  is  important  that  agency  decision  makers  comprise 
the  advisory  group,  for  they  must  be  in  a  position  to  commit  their  respective 
agencies. 

The  advisory  committee  has  another  important  function.  It  is  a  communi- 
cations media  for  disseminating  policy  and  activity  throughout  the  operating 
criminal  justice  system.  Because  members  of  the  committee  will  be  highly 
placed  within  their  own  agencies  they  will  be  in  excellent  positions  to  com- 
municate data  center  activity  throughout  all  areas  of  criminal  justice  in  the 
state.  Agreement  on  goals,  purpose,  and  direction  by  the  committee  becomes 
a  commitment  of  criminal  justice  to  act  in  prescribed  way.s.  Such  commit- 
ment assures  involvement  and  cooperation  from  all  agencies  within  the  state. 

In  addition  to  the  policy  formulating  advisory  committee,  one  or  more  work- 
ing groups  with  membership  from  the  operating  levels  of  the  agencies  will 
be  formed  to  deal  with  specific  tasks.  Their  recommendations  will  be  pre- 
sented to  the  advisory  committee  for  final  concurrence. 

As  noted  in  an  earlier  section,  statute  has  already  created  a  Criminal 
Justice  Council  with  heads  of  many  of  the  criminal  justice  agencies  in  mem- 
bership. This  group  might  well  serve  as  the  advisory  committee. 

Task  3:  Determine  the  mission  of  the  data  center 

Once  created,  the  data  center  must  be  entrusted  with  broad  responsibilities 
to  meet  the  needs  of  criminal  justice  agencies.  To  this  end.  it  is  important 
that  formal  powers  and  duties  be  prescribed  for  the  center.  This  formaliza- 
tion is  of  benefit  to  all  participants,  for  it  creates  boundaries  and  responsi- 
bilities, and  acts  to  alleviate  potential  conflict  of  authority. 

The  statement  of  authority  will  be  drawn  up  by  the  advisory  committee 
acting  with  the  staff  of  the  Division  of  Criminal  Justice  and  other  affected 
governmental  agencies.  The  statement,  once  drafted,  will  be  adopted  as  the 
operating  authority  of  the  data  center. 

Task  4:  Recruit  data  center  director 

A  director  for  this  data  center  will  be  recruited.  He  will  report  directly 
to  the  director  of  criminal  justice.  The  director  will  have  knowledge  of  crimi- 
nal justice  and  broad  experience  in  substantive  analysis  and  interpretation 
of  data  for  decision  making. 

The  director  and  the  professional  staff  of  the  data  center  will  have  career 
status  within  the  division  of  criminal  justice.  The  director  will  be  responsible 
for  recruiting  the  other  members  of  the  staff. 

Procedures  for  appointment  of  the  data  center  director  have  not  yet  been 
finalized.  The  advisory  committee  will  be  asked  to  concur  with  the  eventual 
selection. 

The  remaining  members  of  the  professional  staff  will  combine  a  working 
knowledge  of  data  collection  procedures,  sampling,  and  mathematical  analy- 
sis of  data.  At  least  one  member  will  be  familiar  with  data  processing, 
information   systems,   telecommunications,   and   related   technical   areas. 

It  is  envisioned  that  the  data  center  will  be  manned  by  a  director,  two 
professional,  and  at  least  two  statistical  clerks  at  the  outset.  Experience  and 
program  growth  might  necessitate  increased  staff  in  the  future. 

Task  5:  Specify  satellite  data  collection  centers 

The  primary  function  of  the  data  center  will  be  to  analyze,  interpret,  and 
disseminate  criminal  justice  information.  As  such,  the  collection  of  these 
data  will  not  be  a  central  activity.  Instead,  data  collection  centers  for  specific 
areas  of  criminal  justice  will  be  designated. 

Colorado  is  fortunate  in  that  the  three  major  functions  of  criminal  justice — 
law  enforcement,  courts,  and  corrections — are  already  represented  by  cen- 
tralized agencies  capable  of  fulfilling  the  data  collection  requirements. 

Colorado  Bureau  of  Investigation  is  a  law  enforcement  agency  responsible 
by  the  statute  for  the  collection  of  law  enforcement  data.  CBI  will  assume 
the  role  of  data  collection  center  for  the  police  segment  of  required  data. 
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The  information  and  management  functions  of  the  unified  court  system 
In  Colorado,  is  with  the  court  administrator  in  the  Judicial  Department.  The 
administrator,  through  the  powers  of  the  Chief  Justice,  has  begun  to  develop 
court  information,  management,  and  statistics  systems.  In  this  role,  reporting 
of  all  requested  court  data  is  authorized.  The  court  administrator  will  under- 
take the  responsibilities  of  collection  of  required  court  data  for  the  compre- 
hensive data  center. 

Similar  to  the  imified  court  system,  the  Department  of  Institutions  is  one  struc- 
ture with  authority  across  a  wide  range  of  corrections  (including  parole)  activity. 
The  Department  has  established  a  data  processing  group  with  service  responsibil- 
ties  for  all  included  agencies.  Centralizing  the  data  processing  allows  one  group 
to  secure  and  report  corrections  information.  This  group,  then,  will  undertake 
the  collection  of  corrections  data  for  the  data  center. 

At  this  time,  data  bases  and  collection  processes  in  these  three  satellite  centers 
are  not  adequate.  Projects  to  design  and  implement  collection  mechanisms  within 
each  area  will  have  to  be  undertaken.  (More  of  this  is  discu.ssed  in  the  next 
module). 

The  relationship  of  the  collection  centers  to  the  data  center  is  depicted  in 
Exhibit  2. 

Task  6 :  Undertake  System  Design  Study 

After  the  data  center  has  been  created,  the  advisory  committee  established, 
and  the  satellite  data  centers  specified,  it  is  necessary  to  develop  a  long  range 
design  plan  for  the  implementation  of  the  center's  programs.  Such  a  design  study 
will  clearly  specify  all  the  relationships  among  participating  agencies  and  the 
information  lines  required  for  the  data  center  to  carry  forward  its  function. 

A  contractor  with  expertise  in  the  design  of  information  and  statistics  systems, 
will  be  selected  to  carry-out  the  study  and  produce  the  system  design.  The  con- 
sultant will  work  under  the  project  direction  of  the  data  center  and  report 
periodically  to  the  advisory  committee.  The  study  will  focus  on  the  design  and 
implementation  schedule  for  the  other  modules  envisioned  for  the  data  center. 
Most  imi)ortantly,  the  relationships  and  responsibilities  of  criminal  justice  agen- 
cies to  provide  timely  data  will  be  addressed  and  the  input  of  the  center  to  meet 
the  needs  of  the  agencies  will  be  specified. 
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The  design  plan  will  prioritize  and  schedule  the  programs  of  the  data  center 
over  the  next  five  years.  Thus,  it  will  become  the  blueprint  for  criminal  justice 
information/statistics  system  design  at  the  state  level. 

Module  2:  Offender-based  transaction  statistics/computerized  criminal  history 
system 

Task  1:  Determine  data  elements  for  offender-based  transaction  statistics 
(OBTS) 

The  first  step  in  the  design  of  an  offender-based  transaction  statistics  system 
to  describe  the  administration  of  criminal  justice  is  the  specification  of  the  data 
set.  Much  work  has  already  been  done  in  the  area  ;  Colorado  is  aware  of  the 
activities  of  the  Statistical  Projects  under  Project  SEARCH.  In  fact,  the  recom- 
mendation of  minimum  requirements  for  an  OBTS  system  as  outlined  in  SEARCH 
Technical  Report  No.  4:  Implementing  Statewide  Criminal  Justice  Statistics 
Systems — The  Model  and  Implementation  Environment,  will  be  adopted  by  the 
data  center. 

Additional  data  elements  to  fully  describe  criminal  justice  in  the  state  will 
be  developed. 

The  designation  of  required  data  elements  will  be  the  responsibility  of  the  data 
center  working  with  a  group  representing  the  operating  agencies  of  criminal 
justice.   Their   requirements  will   be  approved   by   the  advisory   committee. 

Task  2:  Develop  plan  for  implementation  of  0BT8  system  in  each  satellite 
Collection  Center 

Each  data  collection  center  will  be  responsible  for  securing  its  portion  of  the 
required  data  element  set.  To  establish  the  methods  by  which  these  responsibili- 
ties will  be  carried  out.  an  implementation  plan  for  each  center  will  be  developed. 
The  plan  will  address  at  least  the  following  areas  : 

Forms  for  data  collection. 

Procedures  for  data  collection. 

Training :  field  and  ofllce  staff. 

Manpower/organization. 

Data  processing  and  data  flow  procedures. 

Quality  Control/audit. 

The  plan  will  be  the  basis  for  the  implementation  of  the  segment  of  the  OBTS 
system  in  each  center. 

Task  3:  Develop  plan  for  assembly  of  OBTS  data  at  the  data  center 

The  satellite  data  collection  centers  will  be  planning  for  the  collection  of  their 
segment  of  transaction  data.  At  the  same  time,  the  state  data  center  must  plan 
for  the  aggregation  and  processing  of  these  inputs  to  produce  full  offender-based 
records  to  be  used  to  describe  the  administration  of  criminal  justice.  The  plan 
vnll  detail  the  methods  by  which  each  segment  of  data  will  be  assembled  and 
linked  with  each  other  segment.  Once  together,  p'ans  for  processing  of  the 
information  miist  be  made. 

The  plan  will  address  the  problem  of  uniaue  identifiers  for  "linking"  transac- 
tion data.  It  will  also  specify  channels  of  information  flow  between  the  satellite 
collection  centers  and  the  data  center  and  .specify  the  techniques  to  be  used  to 
assure  the  consistent  quality  of  the  input.  Plans  for  the  development  of  computer 
software  will  be  made. 

The  Colorado  Crime  Information  Center  has  begun  development  of  an  on-line 
computerized  criminal  history  file.  The  CCH  file  contains  a  subset  of  the  variables 
in  the  OBTS  record  and  its  information  will  be  drawn  at  the  same  time  as  the 
other  statistical  data.  Present  plans  call  for  the  assembly  and  storage  of  the  OBTS 
file  coterminously  with  the  CCH  file  at  the  Bureau  of  Investigation. 

Further,  since  the  computer  facilities  being  used  by  CBI  have  been  support'^d 
by  the  Division  of  Criminal  Justice,  it  seems  appropriate  to  use  them  as  tVn^ 
processing  center  for  the  data  center.  The  processing  center,  under  direction  of 
the  Director  of  the  Data  Center,  will  perform  the  data  processing-  necessary  for 
file  creation  and  provide  computer  support  for  analysis  of  the  information. 

Task  J/:  Implement  plans  for  collection  of  offender-baf>ed  tran.iactin'"  data 

In  accordance  with  the  approved  plans,  the  collection  of  rpqnired  criminal 
justice  data  will  be  undertaken.  Forms  will  be  designed,  field  tested  and  put 
into  the  field  for  evaluation.  Personnel  at  the  central  lo<^ation  and  in  the  field 
will  be  trained  in  new  procedures  of  data  collection  and  coding. 
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Data  processing  procedures,  including  computer  software,  will  be  established 
and  tested  on  a  pilot  set  of  incoming  data.  The  implementation  process  will  be 
iterative ;  all  methods  and  procedures  will  be  evaluated  and  modified  in  accord- 
ance with  what  has  been  learned. 

At  the  data  center,  procedures  for  acceptance  and  processing  of  the  incoming 
data  will  be  instituted.  Feedback  about  the  difficulties  encountered  and  short- 
comings of  the  systems  will  be  provided  to  each  contributing  col  ection  center 
so  that,  working  together,  a  smoothly  flowing  data  acceptance  and  prwessing 
system  can  be  created.  Close  working  relationships  will  be  maintained  with 
satellite  collection  facilities  and  other  contributors  of  data. 

Task  5:  Plan  for  dissemination  of  criminal  justice  information 

The  collection  and  analysis  of  criminal  justice  information  is  limited  without 
communication  to  those  who  need  it. 

Specific  plans  for  the  use  and  dissemination  of  the  information  are  necessary 
and  will  be  prepared  by  the  data  center. 

Several  ongoing  uses  are  envisioned.  Periodic  statistical  reports  which  de- 
scribe the  administration  of  criminal  justice  in  Colorado  should  be  produced.  This 
general  information  is  useful  as  a  monitor  of  criminal  justice  activity.  Sj^ecial 
problem  area  analyses  will  be  done  to  highlight  and  interpret  difficulties  and 
inefficiencies  in  the  operation  of  the  criminal  justice  system.  The^e  analyses 
will  be  particularly  useful  to  the  agencies  involved  with  the  problem. 

Raw  data  for  program  evaluation  will  be  maintained  and  provided  for  thop;e 
who  direct  criminal  justice  program.s.  The  information  will  be  made  available  in  a 
format  which  lends  itself  to  easy  interpretation.  Dissemination  of  information  in 
respon.se  to  specific  questions  or  requests  is  an  important  capability  of  the  system. 
Data  must  be  assembled  for  ease  of  analysis  and  summarization  in  response 
to  the  requests  from  agencies  and  governmental  branches. 

Finally,  the  data  will  be  used  for  planning  for  the  reduction  of  crime  and 
delinquency.  Tlie  state  plan  will  rely  heavily  on  the  output  from  the  center  in 
formulating  its  plans  and  understanding  its  problems.  Local  agencies  will  use 
the  information  for  their  planning  to  support  new  projects  and  to  plan  for 
future  programs. 

It  is  important  that  information  begin  to  flow  to  criminal  justice  agencies  as 
soon  as  practical.  The  data  center  will  produce  its  first  full  reiwrt  on  the 
state  of  crime  and  the  administration  of  criminal  justice  in  Colorado  by  the  end 
of  the  second  year  after  data  center  creation.  Prior  to  that,  feed-back  reports 
will  be  made  to  the  participating  agencies  through  each  satellite  collection  center. 

These  outputs  will  be  useful  in  assessing  the  operation  of  and  flow  of  data  to 
the  data  center,  and  will  be  a  useful  tool  for  the  analysis  of  format  and  informa- 
tion content.  The  data  center  will  attempt  to  provide  supporting  data  for  the 
state  comprehensive  plan  ^^ithin  the  first  year. 

Task  6:  Continue  cf>mputerized  criminal  history  coni^crsion 

An  integral  part  of  the  OBTS  system  is  the  criminal  history  which  is  now  being 
computerized  in  accordance  with  plans  for  the  XCIC  national  program.  Colorado 
has  been  participating  in  conversion  of  computerized  criminal  hi.stories  (CCH) 
under  Project  SEARCH  and  will  continue  under  this  program.  The  file  will  be 
an  on-line  portion  of  the  OBTS  file.  Umiecessary  duplication  of  data  collection 
and  coding  will  be  eliminated  bv  assuring  compatibility  between  the  OBTS  and 
CCH  data  elements.  As  in  Project  SEARCH  Technical  Report  No.  4.  all  data 
elements  used  jointly  in  the  information/statistics  system  will  be  compatible 
with  existing  XCIC  requirements. 

Task  7:  Enter  court  disposition  on  CCH 

At  present,  data  collection  in  the  court  system  is  incompatible  with  criminal 
history  collection  because  no  unique  identifier  exists  to  link  court  information 
to  police  information.  Therefore,  court  dispositions  not  known  to  police  are  im- 
possible to  append  to  the  criminal  history. 

To  alleviate  the  problem,  methods  must  be  established  to  link  both  collections 
and  procedures  established  to  rei>ort  the  dispositions  to  CRI  in  timelv  fashion. 
The  data  and  procedures  will  be  determined  at  the  time  the  plan  for  OBTS  is 
developed. 
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Task  8:  Input  corrections  data  to  CCU 

Corrections  movement  data  is  not  available  to  the  criminal  histories.  This 
is  impt)rtant  information  to  both  police  and  court  decision-making  and  thus  neces- 
sary for  on-line  inclusion. 

To  provide  specified  data,  the  Department  of  Institutions  will  have  to  design 
and  implement  an  offender  accounting  system.  Such  a  development  is  in  accord- 
ance with  already  existing  plans  of  the  Department,  for  such  a  system  is  neces- 
sary for  effective  management  and  program  planning. 

As  with  court  dispositions,  the  data  elements  for  OBTS  and  CCH  will  be 
everywhere  compatible.  Procedures  for  delivering  the  data  to  CBI  will  be  estab- 
lished at  the  time  of  planning  for  OBTS.  Here  again,  the  ability  to  "follow"  the 
individual  across  the  criminal  justice  system  and  link  his  corrections  movement 
to  the  other  segments  of  CCH  is  essential. 

Task  9:  Determine  access  rules  and  users  of  CCH  system 
Many  agencies  across  the  criminal  justice  system  have  need  for  access  to  the 

on-line  CCH  files.  Such  information  is  useful  to  courts  and  corrections  agencies. 

Criteria  for  use  of  the  CCH  files  will  be  established  and  a  plan  for  terminal 

placement  drawn. 

Of  course,   CCH  has  been  developed  under  all  of  the  security  and  privacy 

guidelines  provided  by  Project  SEARCH.  Access  to  the  files  will  continue  to  be 

governed  by  these  provisions  as  rules  for  access  are  established. 

Task  10:  Implement  on-line  access  to  CCH 

Once  the  users  of  the  CCH  file  have  been  selected  and  access  jirocedures 
formalized,  implementation  will  begin.  The  implementation  will  include  the 
installation  of  terminals  at  appropriate  agency  locations ;  the  linking  of  ter- 
minals to  the  CCH  file  via  communications  lines ;  and  the  training  of  partici- 
pants concerning  access  methods  and  security  requirements.  Demonstrations 
stressing  the  use  of  the  criminal  history  system  will  be  made  to  administrators 
and  operational  personnel. 

The  configuration  of  the  CCH  system  is  shown  in  exhibit  3. 
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Module  3:  Uniform  crime  reporting  (VCR) 

Task  1:  Survey  existing  TJCR  systems 

Uniform  Crime  Reports  is  a  long-standing  national  program  under  the 
direction  of  the  FBI.  In  recent  years,  a  number  of  state  agencies  have  as- 
sumed the  responsibility  for  all  reporting  in  the  state. 

In  developing  a  statewide  UCR  system  in  Colorado  (only  twelve  separate 
police  agencies  presently  report  UCR  to  the  FBI),  maximum  use  will  be  made 
of  existing  systems  around  the  country.  A  survey  of  the  methods  used  in  other 
states  will  be  undertaken  for  consideration  of  possible  adoption  in  this  state. 
As  an  example,  the  UCR  systems  of  Michigan  or  New  Jersey  might  be  usable 
in  Colorado.  If  a  system  can  be  found,  it  will  be  copied  and  implemented. 

Task  2:  Establish  a  UCR  unit  in  CBI 

The  UCR  program  will  be  established  in  the  Bureau  of  Investigation.  A 
unit  will  be  set  up  to  administer  the  program  and  train  the  local  police 
organizations. 

Although  located  in  CBI,  the  UCR  system  will  be  responsive  to  the  data 
center,  for  its  information — crimes  known  to  the  police — is  the  other  half 
of  the  offender-crime  picture  and  is  equally  necessary  for  effective  planning 
for  criminal  justice. 

Task  3:  Hire  and  train  UCR  agents 
The  most  vital  part  of  an  on-going  UCR  program  is  the  field  men  who  are 
in  constant  contact  with  local  police  agencies.  A  number  of  UCR  agents  will 
be  hired  to  work  in  this  capacity  under  the  unit  established  in  CBI.  Their 
function  will  be  to  train  and  technically  assist  the  field  agencies  in  the  use 
of  forms  and  proper  reporting  practices.  In  this  role,  they  will  be  supported 
by  personnel  from  the  data  center  and  the  Division  of  Criminal  Justice. 

Task  4:  Develop  software  and  procedures  to  process  UCR  data 
As  data  arrives  from  the  field  it  will  be  put  into  computer  compatible  form 
tind  processed  in  accordance  w-ith  the  requirements  of  the  FBI  and  the  data 
center.   Software  will  be  written  for  these  programs. 

The  UCR  unit  will  relieve  all  local  agencies  of  the  responsibilities  to  re- 
port directly  to  the  FBI.  As  an  added  service,  the  CBI  unit  will  return  to 
each  contributor  a  summary  of  the  information  that  he  supplied.  The  local 
department,  therefore,  will  not  have  to  tabulate  and  summarize  its  own 
activity,  but  will  have  regular  feedback   about  crime   in  its  jurisdiction. 

Task  5:  Collect  UCR  data 

The  entire  state  of  Colorado  will  be  covered  under  the  collection  of  UCR 
data.  Population  centers  will  receive  first  implementation.  The  UCR  agents 
will  visit  contributing  agencies  to  explain  forms  and  collection  procedures. 
They  will  hold  classes  for  agency  personnel  and  be  available  to  assist  in  the 
early  stages  of  data  capture. 

An  agent  is  to  be  assigned  to  an  area  of  the  state.  There  he  will  be  the 
contact  point  for  all  law  enforcement  agencies  and  will  coordinate  training 
and  assistance,  and  perform  audit  checks  to  insure  integrity  of  the  data. 

Module  4-   Administrative/management   statistics 

Task  1:  Define  administrative/management  statistics  to  be  collected 

The  collection  of  administrative/management  statistics  will  be  a  function 
of  the  data  center.  The  first  step  will  be  to  define  those  data  to  be  collected. 
The  following  will  be  collected : 

Criminal  justice  expenditures  (across  the  entire  system  and  including  cap- 
ital outlay). 

Employment  in  criminal  justice    (by  level  of  government). 

Number  and  types  of  law  enforcement  equipment. 

Criminal  justice  facilities    (e.g.,  jails  and  capacities). 

Task  2:  Schedule  and  begin  statistical  collection 
Not  all  the  above  data  need  be  collected  annually.  Collection  will  be  done 
for    those   items    deemed    most    important    to    support    planning    and    resource 
allocation    and    evaluation.    Other    statistics,    such    as   facilities,    will    be    col- 
lected less  frequently,  but  according  to  an  established  schedule. 
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The  collection  system  will  adhere  to  the  standards  of  reporting  now  in 
existence  and  under  development  in  conjunction  with  the  Criminal  Justice 
Employment  and  Expenditure  Census  published  bv  the  Statistics  Division 
of  LEAA. 

Module  5:  Technioal  assistance 

Task   1:  Provide  technical  assistance  to  criminal  justice  agencies 

It  has  long  the  policy  of  the  Division  of  Criminal  Justice  to  provide  techni- 
cal assistance  to  criminal  justice  agencies.  The  data  center,  as  part  of  the 
Division,  will  also  provide  such  assistance. 

Such  assistance  has  the  reward  of  assuring  maximum  compatibility  be- 
tween systems,  avoiding  unnecessary  redundancy  between  local,  regional,  and 
state  systems,   and  minimizing  duplication  of  developmental   efforts. 

Because  the  assistance  is  provided  by  the  State  Planning  Agency,  it  has 
knowledge  of  the  state  plan,  crime  reporting  and  information  processing, 
and  the  overall  activities  to  combat 'crime  in  the  state.  The  Division  of  Crimi- 
nal Justice  works  through  regional  planners  who  provide  a  feedback  of 
problems  and  need  for  technical  help.  This  resource,  the  regional  planner, 
is  available  to  assist  local  agencies. 

In  special  cases,  technical  assistance  will  be  provided  by  qualified  con- 
sultants. Much  of  this  plan  discussed  the  development  of  plans  for  the 
implementation  of  OBTS,  CCH  and  UCR  systems.  Such  planning  may  require 
the  expert  assistance  of  consultants  to  assist  the  cognizant  agencies.  When 
this  is  the  case,  the  consultant  will  be  subject  to  review  by  the  data  center 
and  the  advisory   committee. 

SECTION   VI. COST   ESTIMATES   FOU   DEVELOPMENT   OF   THE   COLORADO    STATE    CRIMINAL 

JUSTICE    COMPREHENSIVE    DATA    SYSTEM 

The  cost  to  develop  the  comprehensive  data  system  can  be  estimated  from 
review  of  the  tasks  discussed  in  the  preceding  section.  It  is  assumed  that  some 
of  the  costs  of  implementing  various  portions  of  the  data  system  will  be 
borne  by  block  grants  directly  through  the  Division  of  Criminal  Justice.  This 
cost  estimate  only  includes  those  funds  that  will  be  necessary  from  the 
comprehensive  data  system  program  in  order  to  successfully  undertake  the 
activities  outlined  in  the  plan. 

Module  1:   Colorado   Comprehensive   Data   Center — $100,000 

The  costs  to  create  the  comprehensive  data  center  come  principally  from 
two  sources.  First,  approximately  $55,000  is  necessary  to  recruit,  hire,  and 
pay  salaries  and  benefits  for  the  director  and  professional  staff  of  the  data 
center  until  such  time  as  the  costs  can  be  assumed  by  the  state.  The  plan 
calls  for  a  data  center  director  and  two  additional  professional  persons.  It 
also  includes  the  salaries  and  benefits  for  two  statistical  clerks  and  one 
secretary.  These  employees  will  be  hired  over  the  life  of  the  program  as  their 
services  are  required. 

It  is  estimated  that  the  statistical  system  design  study  will  require  $45,000 
to  complete.  The  study  must  be  so  comprehensive  that  it  provides  a  detailed 
plan  for  the  development  of  the  data  center  and  a  blueprint  for  the  imple- 
mentation of  center  programs.  All  relationships  that  will  exist  among  con- 
tributing and  participating  criminal  justice  agencies  will  have  to  be  defined 
and  explored. 

Because  the  data  center  has  been  located  in  the  State  Planning  Agency, 
no-match  funds  are  requested. 

Module   2:   Offender-based    transaction   statistics/CCH    system — $210,000 

Major  funding  requirements  for  the  development  of  the  OBTS/CCH 
system  come  from  the  design  and  start-up  implementation. 

The  Colorado  Bureau  of  Investigation  is  already  performing  the  identifi- 
cation function  for  law  enforcement  and  is  in  a  position  to  secure  much  of 
the  necessary  arrest  data.  Acting  as  a  satellite  collection  center,  CBI  must 
plan  for  its  participation  in  the  OBTS  system  including  delivery  of  data  to 
the  data  center.  The  design  plan  will  cost  $25,000. 

A  satellite  data  collection  center  plan  is  necessary  for  the  court  segment. 
The  plan  will  include  the  elements  discus,sed  in  Section  V,  Task  2  as  well  as 
procedures    for    interface    with    the    data    center.    A    priority    implementation 
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after  completion  of  the  design  is  the  inclusion  of  accurate  and  timely  court 
disposition  information  on  the  criminal  history.  Providing  these  data  in  a 
continual  way  for  inclusion  on  the  CCH  file  will  require  a  project  valued 
at  $50,000.  This  project  plus  the  implementation  plan  for  the  judicial  collec- 
tion center  will  require  funds  totalling  $75,000. 

Corrections  is  the  least  well  developed  of  the  criminal  justice  functions  in 
terms  of  information  and  statistics  systems.  Yet,  the  data  generated  here  is 
vital  to  understanding  and  planning  for  crime  reduction.  The  corrections 
system  will  be  responsible  for  providing  data  to  the  OBTS  data  base  and  to 
the  CCH  system  at  CBI.  To  routinely  capture  these  required  data  and  to  meet 
management  and  administrative  needs  within  the  Department  of  Institutions, 
an  inmate  accounting  (including  parole)  system  should  be  developed.  The 
cost  of  such  a  system  to  the  point  that  data  begins  to  flow  is  estimated  at 
$50,000.  As  with  the  court  satellite  center,  the  corrections  satellite  collection 
center  will  need  an  implementation  plan  for  its  development.  The  cost  of  the 
plan,  as  for  the  other  centers,  is  estimated  at  $25,000 — a  total  of  $75,000  is 
required  for  the  corrections  function  of  the  statistical  system. 

The  data  center  will  have  the  overall  responsibility  for  coordinating  the 
planning  for  implementation  of  the  OBTH/CCH  system.  Also,  techniques  for 
acceptance  of  the  data  and  its  processing  at  the  data  center  must  be  estab- 
lished. The  coordination  and  plan  for  these  activities  is  projected  to  cost 
$35,000  through  initial  implementation. 

Module  3:  Uniform  crime  reporting — $80,000 

The  establishment  of  a  statewide  UCR  system  will  require  funds  in  thref 
areas.  First,  the  survey  and  analysis  of  existing  UCR  systems  should  re- 
quire approximately  $10,000.  This  includes  travel  to  observe  the  more  promis 
ing  systems  in  operation. 

Three  agents  will  be  hired  and  trained  to  operate  the  UCR  collection.  In 
addition  to  salaries  for  these  i^ersonnel  for  a  one  year  start-up.  monies  are 
needed  for  travel  and  per  diem  expenses  while  in  the  field.  The  training 
sessions  and  classes  held  by  the  agents  will  require  some  funds.  The  one 
year  cost  of  carrying  out  this  program  is  estimated  to  be  $45,000.  At  the 
end  of  this  time,  the  system  will  be  operational  and  the  state  will  assume 
the  costs  of  the  ongoing  effort. 

Finally,  software  and  data  handling  procedures  will  be  developed  to  accept 
the  statistics,  process  them,  and  put  them  in  a  format  appropriate  for  the 
FBI.  The  costs  of  the  computer  related  activities  is  estimated  at  $25,000. 

Module  4-'  Administrative/management  statistics — $35,000 

A  one-year  trial  effort  in  the  design  and  collection  of  requisite  administrative 
and  management  statistics  is  estimated  at  $35,000.  This  includes  the  collection 
of  at  least  the  most  important  expenditure  and  employment  information  from 
the  entire  state.  Moreover,  the  procedures  for  collecting  and  disseminating  this 
information  will  be  finalized  during  this  period. 

Module  5:  Technical  assistance — $0 

Technical  assistance  is  the  responsibility  of  the  Division  of  Criminal  Jus- 
tice and  its  regions.  As  such,  it  is  the  responsibility  of  the  newly  created 
data  center.  Therefore,  no  funds  are  requested  to  carry  out  this  work. 

Comprehensive  data  system:  Total  funds — $425,000 

The  design,  test,  and  implementation  of  the  comprehensive  data  system 
will  require  funds  totalling  $425,000  and  augmented  by  other  grants  for 
si)ecific  implementation  activities.  The  program  will  span  three  years,  at  the 
end  of  which  all  phases  of  the  data  system  should  be  operational.  The  sched- 
ule for  bringing  the  system  into  being  is  presented  in  Section  VII. 

Block  grant  funds  to  support  the  com^prchensive  data  system 

Information  storage  and  retrieval  capabilities  are  a  recognized  priority  under 
the  annual  action  program  of  the  Division  of  Criminal  Justice.  The  progran:. 
J-1 :  Criminal  Justice  Systems  Design  and  Evolution,  aims  to  provide  crimi- 
nal justice  agencies  in  Colorado  the  means  of  employing  accurate  and  timely 
information  through  modern  technology. 

Projects  planned  and  implemented  under  this  program  for  FY  1972  will 
involve  local,  state  and  interstate  criminal  justice  sy.stems  and  agencies. 
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The  Colorado  Criminal  Justice  Information  System  will  be  expanded  be- 
yond the  basic  system  design  accomplished  in  Phase  I.  The  Phase  II  activities 
are  expected  to  provide  the  following: 

Implementation  of  a  Denver  Crime  Information  Center  computer  interface 
with  CCIC. 

Development  of  an  automated  uniform  crime  reporting  system. 

Terminal  additions  and  upgrading  of  terminals  in  the  system  to  high  speed 
capability. 

Expansion  of  an  operational  criminal  history  file  through  the  coordination 
of  Project  SEARCH,  Law  Enforcement  Assistance  Administration,  and  Divi- 
sion of  Criminal  Justice. 

The  project  will  involve  personnel,  computer  equipment  acquisition,  and 
the  associated  acquisition  of  communications  lines  and  software  development. 

Coordination  of  the  systems  development  and  operation  will  continue  to 
bt  accomplished  through  cooperation  of  the  State  Division  of  Communica- 
tions, State  Division  of  Automated  Data  Processing,  State  Department  of 
Revenue,  Colorado  Bureau  of  Investigation,  and  the  Colorado  Division  of 
Criminal  Justice. 

Funds  in  the  amount  of  $500,000  are  being  allocated  to  the  continued  de- 
velopment of  CCIC.  The  CCIC-DCIC  interface  and  automated  file  update  is 
projected  to  cost  $175,000.  In  addition,  support  to  local  and  regional  systems 
development  will  be  made  in  grants  in  the  range  of  $100,000. 

These  projects  are  in  direct  support  of  the  activities  discussed  in  Section 
V  of  this  plan.  In  future  years,  block  grant  funds  will  continue  to  be  allo- 
cated for  implementation  of  projects  within  the  modules  of  the  comprehen- 
sive data  system.  Such  grant  support  will  be  available  for  personnel  origi- 
nally funded  under  the  data  system  plan,  and  for  purchase  of  equipment  and 
implementation   of   various   projects   previously   designed. 

The  funds  already  allocated  and  those  to  be  made  available  over  the  next 
three  years,  are  but  one  more  indication  of  the  statewide  commitment  in 
Colorado  to  provide  comprehensive  information  for  planning  and  decision 
making  to  all  criminal  justice  agencies. 

SECTION    VII. — SCHEDULE    FOR   DEVELOPMENT   OF   COLORADO    STATE   CRIMINAL   JUSTICE 

COMPREHENSIVE    DATA    SYSTEM 

The  plan  for  the  development  of  the  comprehensive  data  system  will  be  ac- 
complished over  a  3-year  period.  The  following  are  high-priority  items  and  will 
be  undertaken  at  the  earliest  possible  date  : 

Module  1:  Comprehensive  data  center 

Task  1 :  Create  Data  Center 

Task  2 :  Establish  Advisory  Committee 

Task  3 :  Determine  Mission  of  Data  Center 

Task  4  :  Recruit  Data  Center  Director 

Task  5  :  Specify  Satellite  Data  Collection  Centers 

Task  6 :  Undertake  System  Design  Study 

Module  2:  Offender-based  transaction  statistOcs/computerized  criminal  history 
system 

Task  1 :  Determine  Data  Elements  for  OBTS 

Task  2:   Develop   Plan   for   Implementation   of  OBTS   System   in   Each 

Satellite  Collection  Center 
Task  3  :  Develop  Plan  for  Assembly  of  OBTS  Data  at  Data  Center 
Task  6 :  Continue  CCH  Conversion 
Task  7  :  Enter  Court  Disposition  on  CCH 

Module  3 :  Uniform^  crime  reporting 

Task  1 :  Survey  Existing  UCR  Systems 
Task  2  :  Establish  UCR  Unit  in  CBI 
Task  3  :  Hire  and  Train  UCR  Agents 
The  schedule  for  carrying  out  the  development  of  the  Colorado  State  Criminal 
Justice  Comprehensive  Data  System  is  shown  in  exhibit  4. 
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SECTION    VIII. SUPPORTING    DOCUMENTATION 

The  Colorado  comprehensive  data  system  can  become  operational  only 
through  the  cooperative  efforts  and  involvement  of  all  criminal  justice  agen- 
cies. The  elements  of  the  plan  for  creation  and  implementation  of  the  data 
system  have  been  discussed  and  reviewed  with  all  segments  of  the  criminal 
justice  community.  The  agencies  are  enthusiastic  and  fully  supportive  of  the 
program. 

To  support  the  foregoing  sections  of  this  plan  with  formal  documentation, 
the  following  information  is  provided  in  this  section  : 

Statutes  describing  mandatory  reporting  authority  for  the  collection,  analy- 
sis, and  dissemination  of  criminal  justice  information. 

Letters  of  support  and  cooperation  from  the  administrators  of  key  criminal 
justice  agencies. 

Public  Systems  Inc., 
Sunnyvale,   Calif.,  May  30,  1912, 
<}.  Nicholas  Pijoan, 

Director,  Division  of  Criminal  Justice,  Department  of  Local  Affairs,  Denver, 
Colo. 
Dear  Nick  :  Enclosed  is  "The  Plan  for  Development  of  the  Colorado  Com- 
prehensive  Criminal   Justice   Data    System"   in   accordance   with   the  contract 
between  PSi  and  your  office.  The  plan  has  been  developed  to  be  fully  respon- 
sive to  the  guidelines  provided  by  LEAA.  All  segments  of  the  Colorado  Crimi- 
nal justice  system  have  been  involved  in  a  cooperative  effort  that  will  surely 
lead  to  an  operational  comprehensive  data  system  within  the  next  three  years. 
I  have  asked  Jon   Ilk  to  assemble  specific  supporting  documentation  to  be 
included  in   Section  VIII  of  the  plan.  Also,  a  letter  of  transmittal  from  the 
Governor  of  Colorado  to  LEAA  would  be  most  appropriate. 

Five  bound  copies  of  the  plan  have  been  included  for  review  by  your  staff 
and  other  appropriate  people.  The  unbound  copy  is  in  a  form  ready  for  sub- 
mittal to  LEAA.  One  final  copy  must  be  sent  to  the  Statistics  Division  of  the 
National  Institute  at  LEAA.  and  one  to  the  LEAA  regional  office :  you  might 
distribute  others  to  involved  criminal  justice  agencies.  Paul  and  I  will  be  in 
Denver  on  the  afternoon  of  6  June  1972,  at  which  time  we  hope  to  disciuss 
the  plan  with  you  and  your  staff. 

This  report  and  our  meeting  with  you  completes  our  contractual  obliga- 
tion, as  we  interpret  it.  We  will  be  happy  to  answer  any  questions  you  may 
have  regarding  the  plan. 

If  we  can  be  of  further  assistance,  please  let  me  know. 
Sincerely, 

Steve  E.  Kolodney, 
Director,  Statistical  Systems. 
Enclosures. 


Governor's  Office, 
Denver,  Colo.,  May  8,   1972. 
Mr.  Jerris  Leonard, 

Administrator,  Office  of  the  Administration,  U.S.  Department  of  Justice,  Law 
Enforcement  Assistance  Administration,  Washington,  D.C. 
Dear  Mb.  Leonard  :  The  recognition  of  the  fact  by  the  Law  Enforcement 
Assistance  Administration  that  the  states  need  to  strengthen  their  abilities 
to  develop  and  utilize  crime  data  is  totally  consistent  with  current  planning  in 
the  State  of  Colorado. 

The  Colorado  Division  of  Criminal  Justice  has  contracted  for  consultant 
services  with  Mr.  Paul  "Wormeli,  Public  Systems,  Incorporated,  for  the  pur- 
pose of  creating  a  long-range  plan  for  the  development  and  implementation 
of  a  crime  data  center  within  the  Division.  It  is  my  understanding  that  this 
plan  will  incorporate  and  closely  follow  the  guidelines  established  by  the 
Law  Enforcement  Assistance  Administration. 

I    support    the   concept    of    the    crime    data    center    within    the    Division    of 
Criminal  Justice,   and   I   appreciate  your  efforts  in  helping  Colorado  achieve 
this  objective. 
Sincerely, 

John  A.  Love. 
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Article  24 — Colorado  Bureau  of  Investigation 

3-24-5.  Deputy  director — appointment. 

3-24-7.  Bureau  personnel — .appointment. 

3-24^8.  Agents — qualifications. 

3-24-10.  Agents — limitation  of  powers. 

3-24-12.  Functions  of  bureau. 

324-5.  Deputy  director — appointment.  Subject  to  the  provisions  of  article 
XII,  section  13.  of  the  constitution  of  the  state  of  Colorado,  the  director  of  the 
Colorado  bureau  of  investigation  may  appoint  a  deputy  director,  whose 
qualifications  shall  be  those  for  an  agent. 

Source :  Amended,  L.  71,  p.  112,  §  1. 

3-24-7.  Bureau  personnel — appointment.  Subject  to  the  provisions  of  article 
XII,  section  13,  of  the  constitution  of  the  state  of  Colorado,  the  director  of 
the  Colorado  bureau  of  investigation  shall  appoint  agents  and  other  employees 
necessary  to  conduct  an  efficient  bureau. 

Source :  Amended,  L.  71,  p.  112,  §  2. 

3-24-8.  Agents — qualifications.  The  director  of  the  Colorado  bureau  of  in- 
vestigation shall  appoint  persons  of  honesty,  integrity,  and  outstanding  abil- 
ity as  agents.  Agents  shall  posse.ss  such  qualifications  as  may  be  specified  by 
the  state  personnel  director  after  consultation  with  the  director  of  the  Colo- 
rado bureau  of  investigation. 

Source:  Amended,  L.  71.  p.  112,  §3. 

3-24-10.  Agents — limitation  of  powers.  Powers  vested  in  agents  by  this 
article  shall  in  no  wise  usurp  or  supersede  the  powers  of  the  local  sheriffs, 
police,  and  other  law  enforcement  ofiicers  except  that  this  limitation  shall  not 
apply  to  functions  of  the  bureau  described  in  section  3-24-12(1)  (d)  and  (1) 
(e). 

Source :  Amended,  L.  71,  p.  113,  §  4. 

3-24-12.  Functions  of  bureau.  (1)  (g)  To  enter  into  and  perform  contracts 
with  the  department  of  social  services  for  the  investigation  of  any  matters 
arising  under  sections  43-2-1  to  43-2-43.  C.R.S.  1963,  the  "Revised  Reciprocal 
Enforcement  of  Support  Act",  or  a  substantially  similar  enactment  of  another 
state. 

(2)  In  order  to  enable  the  bureau  to  carry  out  the  functions  enumerated 
in  this  section,  it  shall  establish  and  maintain  statewide  communications 
programs,  consistent  with  communications  programs  and  policies  of  the  state 
communications  coordinator. 

(3)  Any  other  provision  of  law  to  the  contrary  notwithstanding,  except 
for  chapter  22,  C.R.S.  1963,  on  and  after  July  1.  1971,  in  accordance  with  a 
program  to  be  established  by  the  bureau,  every  law  enforcement,  correctional, 
and  judicial  entity,  agency,  or  facility  in  this  state  shall  furnish  to  the  bu- 
reau, upon  its  request,  all  arrest,  identification,  and  dispositional  information, 
except  that  the  provision  of  information  by  judicial  entities,  agencies,  and 
facilities  shall  be  under  procedures  to  be  established  jointly  by  the  court 
administrator  and   the  director  of  the  Colorado  bureau   of  investigation. 

(4)  The  bureau  shall  be  charged  with  the  responsibility  to  investigate 
organized  crime  which  cuts  across  jurisdictional  boundaries  of  local  law 
enforcement   agencies,   subject   to   the   provisions  of  section   3-24-10. 

Source:  Added,  L.  71,  pp.  515,  113,  §§2,  5. 

DIVISION   OF   CRIMINAL   JUSTICE 

3-33-1.  Legislative   declaration. 

3-33-2.  Division  of  criminal  justice  created. 

3-33-3.  Duties  of  division. 

3-33^.  Criminal    justice    counsel     created — composition — chairman — compen- 
sation. 

3-33-5.  Powers  and  duties  of  the  council. 

3-33-6.  Policy  guidelines  for  state  plans  and  fund  distribution. 

3-33-7.  Transfer  of  oflBce.  employees,  and  property. 

3-33-1.  Legislative  declaration.  In  enacting  this  article,  the  general  assem- 
bly declares  that  its  purpose  is  to  improve  all  areas  of  the  administration 
of  criminal  justice  in  Colorado  both  immediately  and  in  the  long  term,  and 
regardless   of   whether  the  direct   responsibility    for   action    lies    at   the   state 
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level  or  with  the  many  units  of  local  government.  The  implementation  of  this 
policy  is  facilitated  by  the  availability  of  federal  funds  but  the  policy  itself  is 
not  dependent  thereon. 

Source :  Added,  L.  71,  p.  122,  §  1. 

3-33-2.  Division  of  criminal  justice  created.  (1)  There  is  hereby  created 
as  a  division  of  the  department  of  local  affairs  the  division  of  criminal  jus- 
tice, referred  to  in  this  article  as  the  '"division".  The  executive  director  of 
the  department  of  local  affairs  shall,  subject  to  the  provisions  of  article  XII 
of  the  state  constitution,  appoint  the  director  of  the  division,  which  office  is 
hereby  created. 

(2)  The  division  and  the  office  of  director  thereof  shall  exercise  their 
powers  and  perform  their  duties  and  functions  specified  in  this  article  under 
the  department  of  local  affairs  as  if  the  same  were  transferred  to  the  depart- 
ment by  a  type  2  transfer,  as  such  transfer  is  defined  in  the  "Administrative 
Organization  Act  of  1968",  being  article  28  of  this  chapter. 

Source :  Added,  L.  71,  p.  122,  §  1. 

3-33-3.  Duties  of  division.  (1)  (a)  The  division  shall  have  the  following 
duties : 

(b)  In  cooperation  with  other  agencies,  to  collect  and  disseminate  informa- 
tion concerning  crime  and  criminal  justice  for  the  purpose  of  assisting  the 
general  assembly  and  of  enhancing  the  quality  of  criminal  justice  at  all  levels 
of  government  in  this  state ; 

(c)  To  analyze  Colorado's  activities  in  the  administration  of  criminal  jus- 
tice and  the  nature  of  the  problems  confronting  us ;  to  make  recommendations 
and  to  develop  comprehensive  plans  of  action  for  the  improvement  of  criminal 
justice  and  for  crime  and  delinquency  control  and  related  matters  for  con- 
sideration and  implementation  by  the  appropriate  agencies  of  state  and  local 
government.  In  developing  such  plans,  the  division  shall  draw  upon  the  plan- 
ning capabilities  of  other  agencies,  particularly  the  judicial  department  and 
the  department  of  institutions ; 

(d)  To  advise  and  as.sist  law  enforcement  agencies  in  this  state  to  improve 
their  law  enforcement  systems  and  their  relationship  with  other  agencies  and 
the  statewide  system ; 

(e)  To  act  as  the  state  planning  agency  under  Public  Law  90-351,  the 
"Omnibus  Crime  Control  and  Safe  Streets  Act" ; 

(f)  To  do  all  things  necessary  to  apply  for,  qualify  for,  accept,  and  dis- 
tribute any  state,  federal,  or  other  funds  made  available  or  allotted  under 
said  Public  Law  90-351,  and  under  any  other  law  or  program  designed  to 
improve  the  administration  of  criminal  justice,  court  systems,  law  enforce- 
ment, prosecution,  corrections,  probation  and  parole,  juvenile  delinquency 
programs,  and  related  fields. 

Source :  Added,  L.  71,  p.  122,  §  1. 

3-33^.  Criminal  justice  council  created — composition — chairman — compen- 
sation. (1)  There  is  hereby  created  within  the  division  a  state  council  on 
criminal  justice,  referred  to  in  this  article  as  the  "council". 

(2)  The  council  shall  be  comprised  of  not  more  than  twenty-two  members. 
The  foUovping  shall  be  ex  officio  members  of  the  council :  The  attorney  gen- 
eral, the  state  public  defender,  the  director  of  the  Colorado  bureau  of  in- 
vestigation, the  adjutant  general,  the  executive  director  of  the  department 
of  institutions,  the  director  of  the  division  of  local  government  in  the  de- 
partment of  local  affairs,  the  state  court  administrator,  and  the  chief  of  the 
Colorado  state  patrol.  Any  of  the  foregoing  officials  may  designate  a  substi- 
tute to  serve  regularly  in  his  place.  The  remaining  members  of  the  council 
shall  be  appointed  by  the  governor  and  shall  serve  for  two  years  from  the 
date  of  their  appointments,  and  they  may  be  reappointed.  They  shall  be  per- 
sons who  have  been  or  are  currently  actively  engaged  in  federal,  state,  munici- 
pal, and  county  law  enforcement  and  related  government  activities  or  in  the 
study  and  prevention  of  crime,  and  all  shall  have  demonstrated  an  active 
interest  in  such  fields. 

(3)  The  chairman  of  the  council  shall  be  appointed  by  the  governor  for  a 
two-year  term  and  may  be  reappointed. 

(4)  The  members  of  the  council  shall  receive  no  compensation  for  their 
services,  but  shall  be  reimbursed  for  actual  and  necessary  expenses  incurred 
in  the  performance  of  their  official  duties. 

(5)  The  state  council  on  criminal  justice  shall  exercise  its  powers  and 
perform  its  duties  and  functions  under  the  department   of  local   affairs   and 
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the  executive  director  thereof  as  if  the  same  were  transferred  to  the  depart- 
ment by  a  type  1  transfer,  as  such  transfer  is  defined  in  the  "Administrative 
Organization  Act  of  1968",  being  article  28  of  this  chapter. 

Source :  Added,  L.  71,  p.  123,  §  1. 

3-33-5.  Powers  and  duties  of  the  council.  (l)(a)  The  council  shall  perform 
the  following  functions : 

(b)  To  advise  the  division  and  the  director  thereof  in  the  performance 
of  their  duties ; 

(c)  To  review  and  approve  rules  and  regulations,  procedures,  and  policies 
relating  to  applications  for  and  distribution  of  funds  made  available  to  the 
state  pursuant  to  title  1  of  Public  Law  90-351,  the  "Omnibus  Crime  Control 
and   Safe   Streets  Act",   or  under  any   other  law   or  program ; 

(d)  To  review  and  api)TOve  the  state  plans  referred  to  in  section  3-33-3 
(1)  (c)  and  required  under  Public  Law  90-351,  including  plans  for  assistance 
to  local  agencies  and  for  distribution  of  funds. 

Source :  Added,  L.  71.  p.  124,  §  1. 

3-33-6.  Policy  guidelines  for  state  plans  and  fund  distribution.  (1)  In 
addition  to  the  plans  developed  under  section  3-33-3  (1)  (c),  separate  plans 
may  be  developed  for  each  region  designated  by  the  state  planning  office. 
The  director  shall  appoint  a  regional  criminal  justice  board  in  each  such 
region  to  advise  and  assist  in  the  preparation  and  review  of  such  plan.  The 
state  plan  shall  take  into  account  the  regional  plans  but  shall  not  be  a  mere 
compilation  of  them.  Separate  county  or  municipal  plans  shall  also  be  de- 
veloped as  necessary  within  a  metropolitan  region. 

(2)  The  state  plan  shall  provide  for  the  distribution  of  financial  grants 
to  local  law  enforcement  and  other  agencies  in  such  a  way  that  each  grant  is 
of  suflicient  size  to  make  a  significant  impact.  Grants  should  be  used  to  en- 
courage coordination  and  consolidation  of  law  enforcement  agencies  where 
appropriate  and  shall  not  be  used  in  such  a  way  as  to  perpetuate  unnecessary 
fragmentation  of  the  criminal  .iustice  system. 

(3)  In  the  distribution  of  planning  funds  and  action  grants,  the  state  plan 
shall  give  due  regard  to  the  relative  needs  of  different  areas  for  planning 
and  program  help  and  encouragement,  shall  consider  population  and  the 
incidence  of  major  crime,  and  shall  weigh  the  probable  contribution  of  the 
grant  to  the  improvement  of  law  enforcement  and  justice  through  conven- 
tional programs  and   through   new,   innovative,    or   pilot   approaches. 

Source :  Added,  L.  71,  p.  124,  §  1. 

3-33-7.  Transfer  of  office,  employees,  and  property.  The  governor's  council 
on  crime  control,  created  by  executive  order,  shall  be  terminated  on  July 
1,  1971.  All  of  the  books,  records,  reports,  equipment,  property,  accounts, 
liabilities,  and  funds  of  the  office  of  the  governor  which  pertain  to  functions 
vested  by  this  article  in  the  division  of  criminal  justice  shall  be  transferred 
to  the  division  of  criminal  justice  as  of  July  1.  1971,  and  the  employees  of 
the  governor's  council  on  crime  control  shall  become  employees  of  the  division 
on  July  1,  1971,  subject  to  the  provisions  of  article  XII  of  the  state  consti- 
tution. 

Source :  Added,  L.  71,  p.  124,  §  1. 


CONNECTICUT 

An   Act   Concerning   Employment   Discrimination    Against    Persons    With 

Criminal  Records — May  25,  1973. 

Be  it  enacted  hy  the  Senate  and  House  of  Representatives  in  General  As- 
sembly  convened: 

Section  1.  (New)  The  general  assembly  finds  that  the  public  is  best  pro- 
tected when  criminal  offenders  are  rehabilitated  and  returned  to  society 
prepared  to  take  their  places  as  productive  citizens  and  that  the  ability  of 
returned  offenders  to  find  meaningful  employment  is  directly  related  to  their 
normal  functioning  in  the  community.  It  is  therefor  the  policy  of  this  state 
to  encourage  all  employers  to  give  favorable  consideration  to  providing  jobs 
to  qualified  individuals,  including  those  who  may  have  criminal  conviction 
records. 

Sec.  2.  Subsection  (a)  of  section  5-221  of  the  1969  supplement  to  the  gen- 
eral  statutes    is    repealed    and    the    following   is    substituted    in    lieu    thereof: 
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The  personnel  commissioner  may  reject  tlie  application  of  any  person  for 
admission  to  a  test  for  establishing  an  employment  list  for  the  classified 
service,  or  refuse  to  test  any  applicant,  or  refuse  to  certify  the  name  of  an 
eligible,  for  such  service,  who  has  been  found  to  lack  any  of  the  established 
qualifications  for  the  position  for  which  he  applies  or  for  which  he  has  been 
tested  or  who  is  physically  or  medically  unfit  to  perform  effectively  the 
duties  of  the  position  in  which  he  seeks  employment  or  who  is  addicted  to 
the  habitual  use  of  drugs  or  intoxicating  liquors  [or  who  has  been  found 
guilty  of  any  crime]  or  who  has  been  dismissed  from  the  public  service  for 
delinquency,  incompetency,  misconduct  or  neglect  of  duty,  or  who  has  made 
a  false  statement  of  any  material  fact  or  practiced  or  attempted  to  practice 
any  deception  or  fraud  in  his  application,  in  his  tests  or  in  securing  his 
eligibility  or  appointment. 

Sec.  3.  (New)  (a)  Notwithstanding  any  other  provisions  of  law  to  the 
contrary,  a  person  shall  not  be  disqualified  from  employment  by  the  state  of 
Connecticut  or  any  of  its  agencies,  nor  shall  a  person  be  disqualified  to  prac- 
tice, pursue  or  engage  in  any  occupation,  trade,  vocation,  profession  or  bu.si- 
ness  for  which  a  license,  permit,  certificate  or  registration  is  required  to  be 
issued  by  the  state  of  Connecticut  or  any  of  its  agencies  solely  because  of  a 
prior  conviction  of  a  crime,  provided,  a  person  may  be  denied  employment 
by  the  state  or  any  of  its  agencies,  or  a  person  may  be  denied  a  license, 
I)ermit,  certificate  or  registration  to  pursue,  practice  or  engage  in  an  occu- 
pation, trade,  vocation,  profession  or  business  by  reason  of  the  prior  convic- 
tion of  a  crime  if  after  considering  (1)  the  nature  of  the  crime  and  its 
relationship  to  the  job  for  which  the  person  has  applied;  (2)  information 
pertaining  to  the  degree  of  rehabilitation  of  the  convicted  person;  and  (3) 
the  time  elapsed  since  the  conviction  or  release,  the  state,  or  any  of  its 
agencies  determines  that  the  applicant  is  not  suitable  for  the  position  of 
employment  sought  or  the  specific  occupation,  trade,  vocation,  profession  or 
business  for  which  the  license,  permit,  certificate  or  registration  is  sought. 

(b)  If  a  conviction  of  a  crime  is  used  as  a  basis  for  rejection  of  an  appli- 
cant, such  rejection  shall  be  in  writing  and  specifically  state  the  evidence 
presented  and  reasons  for  rejection.  A  copy  of  such  rejection  shall  be  sent 
by  registered  mail  to  the  applicant. 

(c)  In  no  case  shall  records  of  arrest,  which  are  not  followed  by  a  convic- 
tion, or  records  of  convictions,  which  have  been  erased,  be  used,  distributed 
or  disseminated  by  the  state  or  any  of  its  agencies  in  conncK^tion  with  an 
application  for  employment  or  for  a  permit,  license,  certificate  or  registration. 

Sec.  4.  (New)  This  act  shall  not  be  applicable  to  any  law  enforcement 
agency,  provided,  nothing  herein  shall  be  constriied  to  preclude  a  law  en- 
forcement agency  in  its  discretion  from  adopting  the  policy  set  forth  in  this 
act. 

Sec.  5.  (New)  Any  i>erson  who  is  aggrieved  by  a  decision  under  this  act 
may  appeal  directly  to  the  court  of  common  pleas  for  Hartford  county  within 
twenty  days  from  the  date  of  tlie  mailing  of  the  notice  provided  for  in  sub- 
section  (b)   of  section  3  of  this  act. 

Sec.  6.  (New)  The  provisions  of  this  act  shall  prevail  over  any  other  pro- 
visions of  law  which  purport  to  govern  the  denial  of  licenses,  permits, 
certificates,  registrations,  or  other  means  to  engage  in  occupation,  trade, 
vocation  or  business  or  profession,  on  the  grounds  of  a  lack  of  good  moral 
character,  or  which  purport  to  govern  the  suspension  or  revocation  of  such  a 
license,  permit,  certificate,  or  registration  on  the  grounds  of  conviction  of 
a  crime. 

Sec.  7.  This  act  shall  take  effect  from  its  passage. 

Approved  May  25,  1973. 

DISTRICT  OF  COLUMBIA 

Report   of   the   Committee   To    Investigate   the    Effect   of    Police   Akrest 
Records  on  Employment  Opportunities  in  the  District  of  Columbia 

introduction 

By  his  letter  of  December  1,  1966,  the  President  of  the  Board  of  Commis- 
sioners of  the  District  of  Columbia  appointed  the  Committee  to  investigate 
the  effect  of  police  arrest  records  on  employment  opportunities. 
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The  Commissioner,  in  his  statement,  dated  November  18,  1966.  which  ac- 
companied  the   appointing  letter,   characterized   the   problem    facing   the   Com 

mittee  as  the  ".  .  .  employment  of  persons  with  police  records "'  and  placed 

emphasis  upon  the  necessity  for  a  more  tolerant  attitude  on  the  part  of  em 
ployers  in  order  to  break  the  unemployment-crime  cycle.  The  Commissioner 
expressed  his  desire  for  a  constructive  report  containing  practical  recom- 
mendations for  the  solution,  or  at  least  alleviation,  of  the  problem.  The 
Commissioner  recognized  that  it  would  be  infeasible  and  perhaps  unwise  for 
the  Police  Department  to  individually  purge  hundreds  of  thousands  of  police 
records  in  order  to  eliminate  from  the  files  all  arrests  not  leading  to  convic- 
tions. At  the  same  time,  he  recognized  that  raw  arrest  records  in  the  hands 
of  employers  not  educated  as  to  their  proper  evaluation,  could  work  injustice 
upon  both  prospective  employers  and  employees,  preventing  the  employment 
of  first-rate  employment  risks.  The  Commissioner  instructed  the  Committee 
to  hear  all  parties  in  interest,  either  orally  or  through  statements. 

The  membership  of  the  Committee  represented  various  segments  of  Govern- 
mental and  private  interests  resiJecting  the  employment  of  offenders.  It  was 
composed  of  Charles  T.  Duncan.  Corporation  Counsel  of  the  District  of  Co- 
lumbia ;  James  J.  McAuliffe.  Commanding  Officer  of  the  Communications  and 
Records  Bureau  of  the  Metropolitan  Police  Department;  Kenneth  L.  Hardy, 
Director  of  the  Department  of  Corrections  of  the  District  of  Columbia ;  Mrs. 
Jean  H.  Sisco,  Chairman  of  the  Employment  and  Security  Committee  of  the 
Washington  Metropolitan  Board  of  Trade;  and  Philip  J.  Daugherty,  Delegate 
of  the  Central  Labor  Council. 

The  Committee  held  nine  (9)  regular  sessions  at  which  were  heard  inter- 
ested individuals  and  groups,  both  public  and  private,  concerning  the  effect 
of  the  "Police  Clearance  System."  The  Committee  held  more  than  five  (5) 
executive  sessions  planning  procedures  and  areas  of  investigation,  discussing 
and  evaluating  the  information  presented  to  it,  and  formulating  its  report 
and  recommendations. 

In  addition  to  oral  presentations,  the  Committee  received  briefs,  copies  of 
reports  and  regulations,  and  voluminous  correspondence  from  affected  indi- 
viduals and  interested  public  and  private  officials. 

Among  the  interests  heard  were  the  following: 

Efforts  from  Ex-Convicts,  Neighborhood  Legal  Services  Project,  National 
Capital  Area  Civil  Liberties  Union,  Metropolitan  Washington  Board  of  Trade, 
Woodward  &  Lothrop  Department  Stores.  Washington  Gas  Light  Company, 
District  of  Columbia  Personnel  Office,  Work  Training  and  Opportunities  Cen- 
ter of  the  D.C.  Department  of  Public  Welfare,  American  Insurance  Associa- 
tion, Bonabond,  Inc.,  Metropolitan  Washington  Federation  of  Businessmen, 
Commission  on  Human  Resources.  D.C.  Department  of  Licenses  and  Inspec- 
tions, D.C.  Department  of  Occupations  and  Professions,  District  of  Columbia 
Parole  Board,  United  States  Employment  Service  for  the  District  of  Columbia, 
D.C.  Department  of  Motor  Vehicles,  a  Judge  of  the  D.C.  Court  of  General 
Sessions,  District  of  Columbia  Bar  Association.  Police  Departments  of  a 
number  of  cities  and  counties,  and  the  Metropolitan  Police  Department  of  the 
District  of  Columbia. 

The  Committee  reluctantly  recognized  that  staff  and  budget  limitations 
would  not  permit  statistical  investigations  to  define  the  precise  relationship 
among  the  numerous  factors  pertaining  to  the  arrest  records  and  employment 
problem.  Thus,  the  weight  attributable  to  such  factors  as  the  number  and 
type  of  offenses  indicated  upon  arrest  records,  age.  sex,  race,  education, 
training  and  work  experience  of  individuals  to  whom  the  records  relate,  and 
the  nature  and  scope  of  various  employing  agencies  making  use  of  arrest 
records,  was  not  established  by  the  Committee  on  a  quantitative  basis.  The 
Committee  took  into  account,  however,  data  reported  in  the  Report  of  the 
President's  Commission  on  Crime  in  the  District  of  Columbia  and  statistics 
submitted  to  it  by  various  interested  agencies.  The  files  of  the  Committee  are 
preserved  in  the  Office  of  the  Corporation  Counsel  of  the  District  of  Columbia. 

The  Committee  submits  herewith  its  report  and  recommendations,  represent- 
ing its  effort  to  fulfill  the  Commission's  mandate. 

REPORT 

In  the  District  of  Columbia,  arrest  records  are  maintained  by  the  Metro- 
politan Police  Department  pursuant  to  D.C.  Code.  Sections  4-134(4)  and 
4-134a.  The  first  section  provides  for  the  keeping  of  chronological  Arrest  Book 
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entries  in  Police  Precincts,  to  include  full  details  of  each  arrest  made  and 
the  disposition  of  each  such  case.  The  second  calls  for  the  keeping  of  com- 
pilations of  the  arrest  and  conviction  records  of  individuals.  These  have  come 
to  be  known  as  "Central  Criminal  Records."  They  are  maintained  in  card  files 
at  Metropolitan  Police  Headquarters.  Information  from  Precinct  Arrest  Books 
is  entered  on  cards  as  it  is  received  from  the  various  Precincts  and  Squads 
of  the  Department.  Subsequent  entries  are  made  to  reflect  the  progress  of 
cases  through  judicial  and  correctional  channels.  The  records  do  not,  of  course, 
reflect  arrests  that  occurred  in  jurisdictions  other  than  the  District  of  Colum- 
bia ;  nor  do  they  indicate  offenses  in  which  prosecution  was  initiated  through 
means  other  than  the  arrest  of  the  defendant. 

Prior  to  1954,  police  records  pertaining  to  arrests  were  generally  not  open 
to  public  inspection.  In  an  opinion  dated  January  26,  1954,  the  Corporation 
Counsel  ruled  that  police  records  are  not  public  records  to  which  the  inter- 
ested public  may  have  an  inherent  right  to  insi)ection  and  that  publication  of 
such  records  would  constitute  an  invasion  of  the  right  of  privacy  of  persons 
who  had  not  been  convicted  or  who  had  been  acquitted  at  trial. 

Congress,  however,  by  the  Act  of  August  20,  1954,  amended  Section  4-135  of 
the  D.C.  Code  to  provide  that  the  Precinct  Arrest  Books  shall  be  open  to 
public  inspection.  Therefore,  in  an  opinion  dated  June  6.  1956  the  Corporation 
Counsel  reconsidered  his  former  opinion  and  concluded  that,  since  the  statute 
expressly  made  public  complete  information  concerning  all  arrests,  including 
final  dispositions,  there  no  longer  existed  a  right  of  privacy  concerning  any 
arrest  made  subsequent  to  August  20,  1954.  Thus,  it  was  the  opinion  of  the 
Corporation  Council  that : 

".  .  .  although  Congress  had  not  expressly  opened  to  public  inspection  crimi- 
nal records  which  are  contained  in  the  central  criminal  records  files,  such 
records,  or  parts  thereof,  showing  all  convictions  and  all  arrests  subsequent 
to  August  20,  1954  .  .  .  which  are  of  the  same  general  character  as  those 
made  public  by  the  Act  of  August  20,  1954,  may  be  within  the  discretion  of 
the  Chief  of  Police,  released  to  members  of  the  interested  public."  In  a  later 
opinion  dated  March  29.  1963  the  Corporation  Coun.sel  sanctioned  the  release 
of  criminal  records  "to  interested  persons,  such  as  Detective  Agencies,  Credit 
Associations  and  the  like." 

The  Precinct  Arrest  Books,  by  law,  continue  to  be  available  for  inspection 
by  the  general  public  when  not  actually  in  use.  Records  of  case  dispositions 
maintained  by  the  clerks  of  the  various  criminal  and  appellate  courts  are 
public  records  also.  It  must  be  observed,  however,  that  these  records  are  main- 
tained in  chronological  sequence,  so  that  the  searcher  must  know  the  approxi- 
mate date  of  the  disposition  sought. 

In  general,  it  has  been  the  policy  of  the  Police  Department  to  restrict  the 
release  of  composite  records  from  central  criminal  files  to  the  individuals  to 
whom  the  records  relate  and  to  government  agencies.  Upon  request  these  rec- 
ords are  reproduced  mechanically  and  furnished  without  cost.  In  case  no 
record  can  be  found  for  the  name  indicated,  a  statement  to  that  effect  is 
supplied.  Between  350  and  400  persons  per  day  are  serviced  in  this  manner. 
The  practice  of  providing  individuals  with  their  composite  arrest  records  with- 
out cost  is  suflSciently  time  consuming  to  require  the  full-time  services  of  at 
least  four  employees.  Police  Department  employees  report  that  some  citizens 
obtain  copies  of  their  records  time  after  time  as  they  change  from  job  to  job. 

It  has  been  reported  to  the  Committee  from  various  sources  that  institu- 
tional and  other  nongovernmental  employers  in  the  District  of  Columbia  area 
routinely  require  job  applicants  to  obtain  and  provide  copies  of  their  arrest 
records  or  "police  clearances"  (i.e..  certifications  that  applicants  have  no 
arrest  records).  Representatives  of  Efforts  from  Ex  Convicts,  an  incorporated 
organization  providing  a  self-help  program  for  rehabilitated  persons  inter- 
ested in  community  affairs  and  their  own  economic  and  social  improvement, 
have  stated  that  police  clearances  are  requested  in  filling  all  job  categories 
with  the  exception  of  construction  workers,  dishwashers  and  laundry  workers. 
Help-wanted  ads  in  the  newspapers  for  porters,  painters,  janitors  and  other 
manual  workers  demonstrate  thnt  the  i)roduction  of  arrest  records  or  nolicp 
clearances  is  prerequisite  to  employment  consideration  in  a  large  proportion 
of  openings.  Many  cases  were  cited  in  which  the  existence  of  arrest  and  con- 
viction records  rendered  it  impossible  for  certnin  individuals  to  find  employ- 
ment in  fields  commen.surate  with  their  capabilities  and  training. 
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The  National  Capital  Area  Civil  Liberties  Union  has,  on  the  basis  of  studies 
conducted  in  the  Department  of  Labor,  the  D.C.  Urban  League  and  the  United 
Planning  Organization,  calculated  that  between  60%  and  90%  of  the  male 
working  population  in  some  predominantly  Negro  areas  of  the  District  of  Co- 
lumbia is  systematically  excluded  from  between  25%  and  50%  of  the  jobs 
available  to  them  in  relation  to  their  skills. 

The  Report  of  the  President's  Commission  on  Crime  in  the  District  of 
Columbia  related  the  unemployment  rate  rather  closely  to  the  crime  rate.  The 
Crime  Commission  estimated  at  page  800  of  its  Report  that  more  than  36,000 
District  residents  are  unemployed  or  underemployed.  Negro  males,  and  par- 
ticularly young  (16-24  years)  Negro  males  were  found  to  have  comparatively 
high  rates  of  unemployment.  At  page  801  of  its  Report  the  Crime  Commission 
reported  estimates  that  174,000  persons,  or  23%  of  Washington's  population, 
live  "in  abject  poverty,  the  lowest  level  of  deprivation,"  and  that  262,000 
people — Vs  of  the  city's  population — exist  at  little  more  than  a  subsistence 
level  with  "incomes  inadequate  to  provide  them  with  the  basic  necessities  of 
life."  At  pages  127-130  of  its  Report  the  Crime  Commission  found  that  of 
adult  criminal  offenders,  60%  had  no  history  of  regular  employment  at  the 
time  of  arrest  and  that  50%  of  the  Negro  offenders  and  41%  of  the  White 
offenders  were  unemployed  at  the  time  of  their  arrest. 

The  National  Capital  Area  Civil  Liberties  Union  and  the  Neighborhood 
Legal  Services  Project,  in  their  representations  to  the  Committee,  laid  par- 
ticular stress  upon  the  absence  of  a  notation  of  disposition  for  many  of  the 
charges  shown  on  arrest  records.  They  point  out  that  dispositional  notations 
are  required  by  statute.  The  Committee's  Metropolitan  Police  Department 
representative  advised,  however,  that  only  8%  of  the  arrest  records  in  Central 
Criminal  Records  do  not  reflect  disi>ositions.  He  further  advised  that  dispo- 
sitions are  continuously  entered  upon  the  records  as  they  are  received.  The 
National  Capital  Area  Civil  Liberties  Union  and  The  Neighborhood  Legal 
Services  Project  further  pointed  out  that,  while  the  presumption  of  innocence 
should  be  indulged  in  such  cases,  just  the  opposite  is  the  probable  and  usual 
result  in  cases  where  there  is  no  disposition  entry  or  where  the  entry  is 
Nolle  Prosequi.  They  argued  that  such  mere  arrest  records  do  not  reflect 
adjudicated  violations  of  law  and  yet  are  commonly  relied  upon  by  employers 
to  disqualify  employment  applicants.  It  was  asserted  that  arrest  records  are 
almost  a  fact  of  life  for  young  Negro  residents  of  the  city's  slums.  As  pointed 
out  in  the  Report  of  the  President's  Commission  on  Crime  in  District  of 
Columbia  at  page  454,  the  mere  fact  of  arrest  may  prove  little  about  criminal 
activities  of  the  applicant  in  a  great  many  cases;  nevertheless,  it  often  serves 
unfairly  to  effectively  disqualify  job  seekers. 

Various  tyi^e  of  amnesty  provisions  were  recommended  to  the  Committee 
by  groups  including  the  Commission  on  Human  Resources  (a  constituent 
agency  of  the  Washington  Center  for  Metropolitan  Studies),  the  Neighbor- 
hood Legal  Services  Project,  the  National  Capital  Civil  Liberties  Union  and 
Efforts  from  Ex  Convicts.  Some  of  the  proposals  would  provide  for  expunge- 
ment of  police  records  (whether  of  conviction  or  merely  arrest)  after  the 
passage  of  a  stated  period  of  time,  while  others  would  remove  merely  those 
entries  reflecting  arrests  not  resulting  in  convictions  or  forfeitures.  Another 
recommendation  frequently  made  to  the  Committee  was  the  removal  of 
"minor"  offenses  from  the  arrest  records  furnished  to  individuals  for  em- 
ployment purposes.  Such  a  recommendation  was  made  by  a  Committee  of  the 
District  of  Columbia  Bar  Association  which  studied  the  arrest  records  prob- 
lem, and  by  other  groups  as  well. 

In  its  researches,  the  Committee  contacted  the  Police  Departments  of  seven 
cities  and  two  neighboring  counties  with  respect  to  their  practices  concerning 
release  of  arrest  records  for  employment  purposes.  Although  it  was  stated  to 
be  the  local  policy  or  legal  requirement  in  New  York  City,  Los  Angeles,  San 
Francisco,  Chicago  and  Boston  that  arrest  records  not  be  released  for  private 
purposes,  it  appears  that  influential  employers  may  often  obtain  such  infor- 
mation notwithstanding  the  legal  or  policy  prohibitions.  In  St.  Louis  and 
Baltimore  police  records  are  regularly  released  for  employment  purposes,  as 
is  also  the  case  in  Arlington  County.  Montgomery  County  limits  release  to 
cases  where  the  initial  arrest  was  followed  by  conviction  or  forfeiture. 

Since  1954  it  has  been  the  policy  of  the  District  of  Columbia  Government 
to  give  equal  employment  consideration  to  felons  except  if  employment  would 
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be  contrary  to  the  public  interest  or  the  good  of  the  service.  Such  policy  is 
subordinate  to  the  requirement  that  selection  of  applicants  for  jobs  be  based 
upon  merit.  No  special  program  has  been  conducted  to  encourage  Departments 
and  Agencies  of  the  District  of  Columbia  to  hire  felons  or  misdemeanants.  On 
the  other  hand,  personnel  practices  do  not  inhibit  the  hiring  of  these  persons, 
and  a  goodly  number  of  them  have  in  fact  been  hired.  The  District  of  Colum- 
bia Personnel  Manual  places  responsibility  upon  the  hiring  Department  to 
conduct  a  thorough  investigation  of  the  facts  where  a  possible  felony  is  indi- 
cated on  the  application  of  any  person  considered  for  appointment ;  such  in- 
vestigation to  include  checks  on  fingerprints,  personal  references  and  police 
records.  As  a  matter  of  practice,  it  appears  that  District  of  Columbia  Depart- 
ments and  Agencies  routinely  consider  police  records  as  part  of  the  selection 
process  in  virtually  all  cases. 

The  Chief  of  the  Employment  and  Employee  Relations  Section  of  the  Dis- 
trict of  Columbia  Personnel  Office  recommended  to  the  Committee  that  arrest 
record  information  no  longer  be  made  available  to  employers,  inasmuch  as 
requiring  job  applicants  to  provide  such  information  does  more  harm  than 
good  because  many  interviewers,  receptionists  and  employers  automatically 
rule  out  considering  any  person  where  a  risk  is  involved.  Affirming  that  a 
pattern  of  certain  types  of  arrests  without  convictions  might  indicate  a  char- 
acter deformation  or  bad  habits,  it  was  argued  that  these  would  be  revealed 
in  other  ways — through  the  individual's  work  performance  on  previous  jobs 
and  during  his  probationary  period  on  the  current  job. 

The  Director  of  Personnel  Investigations,  United  States  Civil  Service  Com- 
mission, advised  the  Committee  that,  consistent  with  the  President's  message 
to  Congress  of  March  9,  1966  concerning  a  National  Strategy  Against  Crime, 
the  Civil  Service  Commission  has  taken  steps  to  open  avenues  of  employment 
to  reformed  and  "good  risk"'  offenders.  To  that  end.  the  merit  system  is 
administered  in  a  manner  consistent  with  the  obiertive  that  persons  with 
records  of  criminal  convictions  who  are  attempting  to  obtain  employment  in 
the  Federal  service  receive,  on  an  individual  basis,  mature  and  sophisticated 
consideration  of  the  social  and  humane  need  for  their  rehabilitation  as 
well  as  the  requirements  of  the  positions  for  which  they  apply.  Further, 
Standard  Form  57,  Application  for  Federal  Employment,  has  been  revised 
to  elicit  information  concerning  convictions  and  forfeitures  rather  than  mere 
arrests.  It  was  stressed  that  the  point  in  eliminating  the  question  concerning 
arrests  from  the  Form  was  to  insulate  the  initial  interview  from  unevalu- 
ated  arrest  records  and  consequent  summary  rejections. 

It  was  pointed  out,  however,  that  Executive  Order  9835  requires  that  a 
"fitness"  investigation  be  made  prior  to  final  appointment,  such  investigations 
to  include  consideration  of  police  department  files.  Thus,  the  significance  of 
arrests  not  followed  by  convictions  was  defended  by  the  Civil  Service  Com- 
mission. It  was  stated  that  it  is  only  after  the  applicant  has  been  tentatively 
hired  that  arrest  information  becomes  jjertinent.  The  need  for  public  con- 
fidence in  government  employees  was  invoked  as  justifying  these  considera- 
tions. It  was  argued  that  some  arrests  have  a  bearing  on  an  individual's  fit- 
ness, even  though  not  resulting  in  conviction  or  forfeiture,  because,  for  exam- 
ple, some  arrested  persons  are  not  brought  to  trial  because  of  the  disappear- 
ance of  witnesses  or  because  of  unwillingness  on  the  part  of  those  concerned 
to  prosecute.  Homosexual  arrests  were  thought  to  be  particularly  significant, 
although  they  typically  result  merely  in  forfeitures  of  collateral.  It  was  con- 
ceded that  many  government  agencies  have  their  own  personnel  investigation 
staffs  so  that  not  all  investigations  are  conducted  at  the  Civil  Service  Com- 
mission level.  Further,  it  was  conceded  that  if  a  particular  supervisor  wants 
to  .see  an  arrest  record  in  connection  with  his  initial  decision  whether  or  not 
to  hire  an  applicant,  he  is  usually  able  to  get  it  with  little  difficiilty. 

A  representative  of  the  Work  and  Training  Opt)ortunities  Centers  of  the 
District  of  Columbia  Department  of  Public  Welfare  estimated  that  more  than 
half  of  the  persons  who  come  to  the  Center  have  police  records.  He  was  dis- 
turbed that  records  showing  forfeitures  of  collateral  often  result  in  the 
summary  rejection  of  applicnnts  by  emp'oyers.  Such  attitudes  on  the  port  of 
employers  have  engendered  feelings  of  defeatism  in  unenipliyed  i>ers()ns  with 
arrest  records.  Thus,  when  an  employer  asks  for  a  police  clearance,  the  appli- 
cant who  has  been  arrested  may  not  return,  thinkintr  he  will  automatically 
be  rejected.  He  may  not  even  apply  for  a  job  for  which  he  is  qualified  if  he 
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thinks  he  will  be  asked  for  a  police  clearance.  The  Work  and  Training  Oppor- 
tunities Center  seeks  to  reform  the  attitudes  and  improve  the  work  habits 
of  the  unemployed  i>ersons  it  services  and  to  provide  them  with  the  necessary 
experience  in  the  areas  in  which  they  wish  to  work.  It  also  intercedes  in 
behalf  of  its  trainees  with  potential  employers.  The  Center  experiences  arrest 
record  diflBculties  with  District  of  Columbia  agencies  as  well  as  with  private 
employers,  reporting  that  it  is  often  at  the  immediate  supervisory  level  that 
production  of  clearances  is  requested. 

Tlie  Committee  has  received  reports  that  arrest  records  adversely  affect 
persons  in  the  middle  Civil  Service  grades  as  well  as  applicants  for  lower- 
rated  positions.  The  typical  case  involves  arrest  and  forfeiture  of  collateral 
for  public  drunkenness  or  for  drunken  disorderliness.  It  was  asserted  to  the 
Committee  that  such  arrests,  although  constituting  isolated  and  insignificant 
episodes,  have  a  continuing  and  substantial  adverse  effect  upon  employment 
and  advancement  opportunities. 

Representatives  of  commercial  bonding  interests  advised  the  Committee 
that  bonding  companies  have  no  interest  in  arrest  records  as  such.  Sample 
applications  for  individual  and  blanket  bonds  contained  no  questions  relating 
to  arrests.  It  is  a  stipulation  of  standard  bonding  contracts,  however,  that 
coverage  of  the  bond  shall  not  apply  to  any  employee  from  the  time  that  the 
insured  shall  have  knowledge  or  information  that  such  employee  has  com- 
mitted any  fraudulent  or  dishonest  act  at  any  time.  The  effect  of  such  stipu- 
lations upon  employees  has  been  to  cause  them  to  demand  production  of  ar- 
rest records  by  prospective  employees.  Although  an  arrest  for  drunkenness  or 
assault  with  a  deadly  weapon  reflects  no  dishonesty,  it  would  appear  that 
some  employers  reject  potential  employees  who  have  such  records  because 
of  real  or  imagined  bonding  considerations.  High-risk  individual  commercial 
bonds,  at  higher  premiums,  are  beyond  the  capacity  of  most  applicants  for 
employment  and  are  generally  considered  to  be  impracticable  from  the  point 
of  view  of  the  employer  except  in  unusual  cases.  It  was  stated  to  the  com- 
mittee that  the  private  bonding  sector  is  not  equipped  to  cover  such  ri§ks  at 
lower  premiums  ina.smuch  as  its  primary  interest  cannot  be  rehabilitation. 

The  Department  of  Labor's  Experimental  Bonding  Demonstration  Project 
and  the  Bonamond  Project,  funded  by  the  United  Planning  Organization,  have 
undertaken  the  sponsorship  and  bonding  of  persons  who  might  otherwise  not 
be  able  to  find  employment  because  of  arrest  or  conviction  records.  The  pro- 
grams perform  a  highly  useful  function  not  only  in  providing  bonds  but  in 
interceding  to  sponsor  qualified  individuals  for  employment.  It  appears  that 
unless  the  applicant  with  a  police  record  can  enlist  the  sponsorship  of  some 
ostensibly  reliable  institution,  his  chances  of  finding  suitable  employment  are 
small. 

The  Superintendent  of  the  License  and  Permit  Division,  Department  of 
Licenses  and  Inspections,  District  of  Columbia  Government,  reported  that 
there  are  35  categories  of  businesses  which  require  police  recommendations 
concerning  applicants  for  licenses  with  regard  to  moral  character  or  suit- 
ability otherwise.  Among  these  businesses  are  such  enterprises  as  nightclubs, 
bowling  alleys,  parking  lots,  pawnshops,  poolrooms,  sellers  of  deadly  weapons, 
and  home-improvement  contractors.  It  was  stated  that  last  year  the  police 
department  unfavorably  recommended  300  applicants  for  various  types  of 
licenses  but  that,  following  interviews,  conferences,  and  independent  investi- 
gations, the  Department  of  Licenses  and  Inspections  declined  to  follow  such 
recommendations  in  200  cases.  Of  this  number,  the  Department  was  dis- 
appointed in  the  performance  of  only  one  licensee.  Police  recommendations 
are  primarily  based  upon  complaints  and  arrests.  It  was  stated  that  the 
Department  of  Licenses  and  Inspections  encourages  borderline  applicants  to 
establish  community  contacts,  such  as  church  and  civic  organization  member- 
ships, in  order  to  achieve  a  good  reputation  and  favorable  references.  Arrest 
and  conviction  records  are  among  many  factors  considered  by  the  Licenses 
and  Permit  Division  in  determining  whether  a  license  should  be  issued.  The 
Division  is  to  be  commended  for  its  practice  of  working  with  license  appli- 
cants so  as  to  help  them  meet  the  requirements  of  the  regulations  and  to 
become  responsible  and   productive  members  of  the  economic  community. 

The  Department  of  Occupations  and  Professions  of  the  District  of  Columbia 
Government  Mkewise  makes  use  of  arrest  and  conviction  records  as  part  of 
its  considerations  concerning  the  licensing  of  individuals   for   such   disparate 
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occupations  as  plumber,  electrician,  veterinarian,  medical  doctor,  mortician, 
nurse,  barber,  etc.  Separate  Examining  Boards  make  the  licensing  determina- 
tion with  respect  to  each  occupational  category.  Applicants  for  licenses  must 
establish  good  moral  character  within  the  ambit  of  the  particular  function  to 
which  the  license  relates.  Thus,  the  Department's  Investigative  Unit  ordinarily 
obtains  arrest  and  conviction  records  from  the  Police  Department  and  like- 
wise obtains  records  from  other  jurisdictions.  These  records  are  evaluated 
by  the  Investigative  Unit  and  reported  to  the  Examining  Boards.  Thus,  un- 
evaluated  raw  data  is  not  received  by  Examining  Boards.  Consistent  with  the 
change  by  the  Civil  Service  Commission  of  Standard  Form  57,  the  Depart- 
ment of  Occupations  and  Professions  is  changing  its  application  for  renewal 
of  license  forms  to  inquire  concerning  convictions,  rather  than  mere  arrests, 
since  the  dates  of  issuance  of  previous  licenses. 

The  Department  of  Motor  Vehicles  of  the  District  of  Columbia  Government 
makes  use  of  arrest  records  and  of  juvenile  apprehension  records  in  connec- 
tion with  the  granting  or  denial  of  so  called  "character"  licenses,  such  as 
driver  instructors'  licenses,  and  of  drivers'  licenses  to  juveniles.  The  arrange- 
ment with  re.spect  to  obtaining  records  of  juveniles  is  an  informal  one  be- 
tween the  Department  of  Motor  Vehicles  and  the  Police  Department.  Regula- 
tions do  not  require  the  Department  of  Motor  Vehicles  to  take  such  matters 
into  consideration.  The  Department  of  Motor  Vehicles  also  makes  use  of 
arrest  records  in  connection  with  the  revocation  of  drivers'  licenses  on  the 
basis  of  narcotics  or  alcohol  addiction  or  mental  incompetency. 

The  District  of  Columbia  Parole  Board  makes  u.se  of  arrest  records  in  con- 
nection with  determining  eligibility  for  parole.  The  Chairman  of  the  Parole 
Board  advised  the  Committee  that  the  listing  of  unadjudicated  offenses  on 
police  records  sometimes  works  unfairly  against  parole  consideration. 

The  Director  of  the  United  States  Employment  Service  for  the  District  of 
Columbia  recommended  to  the  Committee  that,  in  view  of  the  relative  case 
with  which  an  individual  may  incur  an  arrest  record,  adult  offense  records 
should  list  only  tho.se  instances  where  an  arrest  has  resulted  in  a  conviction. 
He  emphasized  that  production  of  a  police  clearance  or  arrest  record  is  re- 
quired as  a  pre-condition  to  employment  by  many  employers  and  that  these 
records  of  arrests,  whether  conviction  resulted  or  not,  often  state  the  resolu- 
tion of  charges  in  terms  that  are  unclear  to  the  employer.  He  reviewed  the 
activities  of  the  six  local  U.S.  Employment  Services  offices  on  behalf  of  job 
applicants  with  records  of  arrest  or  conviction,  concluding  that  the  increasing 
practice  of  employers  of  specifying  "clean  police  record"  for  the  job  appli- 
cants renders  it  impossible  for  the  Service  to  successfully  place  many  qualified 
applicants.  He  stated  that  the  Commercial  Office  and  the  Trades  and  Indus- 
trial Office  of  the  U.S.  Employment  Service  are  able  to  place  less  than  15% 
of  those  applicants  who  have  records  of  arrest  or  conviction.  The  Service 
Office  (hotel,  restaurant  and  household  occupations)  and  the  Labor  Office 
(unskilled  occupations — male)  are  able  to  place  a  higher  percentage  of  appli- 
cants who  have  records  in  temporary  jobs.  The  Employment  Service  seeks,  and 
is  frequently  able,  to  direct  persons  who  have  arrest  and  conviction  records 
through  a  series  of  short-time,  temporary  jobs  until  a  satisfactory  employment 
record  is  built  up.  Then  the  offender  is  placed  permanently  with  an  employer 
who  has  grown  to  know  the  individual  through  a  series  of  short-time  jobs. 
Such  efforts  are,  however,  in  view  of  the  immensity  of  the  problems,  inade- 
quate. The  offender  must  compete  with  other  categories  of  "disadvantaged" 
applicants  for  the  attention  of  the  counselors  and  special  placement  person- 
nel. It  appears  that  there  is  a  substantial  need  for  establishing  within  the 
employment  service  a  unit  or  units  with  responsibility  for  meeting  the  occu- 
pational and  related  problems  of  the  offender. 

The  Committee  was  advised  by  the  Deputy  Chief  of  Police  in  charge  of  the 
Youth  Aid  Division  that  a  "clearance"  system,  closely  paralleling  the  system 
in  effect  with  respect  to  adult  offenders,  is  operated  for  the  purpose  of  aiding 
juveniles  in  finding  employment.  In  view  of  the  provisions  of  D.C.  Code 
Sections  11-1586  and  16-2307.  concerning  the  withholding  of  juvenile  offense 
records  from  indiscriminnte  inspection  and  snecifyins:  that  adjudications  in 
juvenile  cases  are  not  in  the  nature  of  criminal  convictions,  the  furnishin? 
of  statements  concerning  juvenile  records,  no  matter  how  well  intentioned.  is 
clearly  inappropriate. 

Institutional  emi)loyers  have  represented  to  the  Committee  that  their  em- 
ployees, who  may  be  equipi^ed  with  uniforms  or  other  means  of  identification. 
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are  represented  to  the  public  as  trusted  agents  of  the  employer.  They  are 
readily  admitted  to  the  residences  and  places  of  business  of  the  employers' 
customers.  Such  employers,  therefore,  have  a  moral  responsibility  to  review 
the  characters  of  applicants  for  such  employment.  Indeed,  under  the  lavs-, 
an  employer  may  be  held  civilly  liable  for  criminal  or  tortuous  acts  by  em- 
ployees whom  it  introduces  into  the  home  under  circumstances  giving  rise  to 
reliance  on  the  employer's  care  in  selecting  employees  and  where  ordinary 
care  is  not  exercised  by  the  employer  in  investigating  into  the  employees' 
qualifications  or  character.  Such  institutional  employers  maintain  that  they 
must  have  arrest  and  conviction  data  available  to  them  at  the  time  of  making 
the  employment  decision  in  order  to  discharge  their  duty  of  care.  Although 
a  requirement  for  work  and  character  references  might  discharge  this  duty, 
there  is  considerable  merit  to  their  arguments  for  continuing  the  convenient 
availability  of  police  record  data,  so  long  as  it  is  not  misleading.  Some  insti- 
tutional employers  maintain  that  they  are  able  to  extract  relevant  informa- 
tion from  the  records  and  to  thoroughly  evaluate  all  available  information 
obtained  by  w-ay  of  interview,  application,  prior  employment  records  and 
police  records.  They  maintain  that  the  type  of  offense,  whether  it  was  an 
isolated  incident  or  part  of  a  course  of  conduct,  the  disposition  of  the  charge 
and  the  surrounding  circumstances  are  all  taken  into  account  in  evaluating 
police  records,  both  of  arrests  and  of  convictions  or  forfeitures.  They  main- 
tain that  they  staff  experts  who  are  able  to  interpret  and  evaluate  the  arcane 
notations  on  police  records.  The  Metropolitan  Washington  Board  of  Trade 
represented  to  the  Committee  that  employers  need  arrest  record  information 
in  evaluating  applicants  for  particular  types  of  employment  such  as  those 
involving  the  handling  of  cash.  The  Board  of  Trade  spokesman  was  of  the 
opinion  that  many  of  its  members  hire  individuals  in  spite  of  their  police 
records. 

The  President  of  the  Metropolitan  Washington  Federation  of  Businessmen, 
a  small  businessman's  organization,  stated  that  although  he  had  been  a  busi- 
nessman in  the  District  of  Columbia  for  many  years  it  was  not  until  he  was 
invited  to  appear  before  the  Committee  that  he  became  aware  of  the  avail- 
ability of  police  records.  He  stated  that  small  businessmen  make  little  use  of 
police  records  directly,  relying  instead  on  past  employment  records  and,  fre- 
quently, on  credit  agency  reiwrts.  He  recognized,  however,  that  such  records 
may  be  taken  into  account  by  licensing  authorities  for  many  types  of  employ- 
ment and  that  the  police  records  are  presumably  available  to  credit  agencies. 

The  Chief  of  Police  advised  the  Committee  that  for  the  week  of  April  3 
through  April  9,  1967,  requests  for  police  records  were  received  and  furnished 
as  follows : 

Federal    Government     1,482 

District    government    588 

Other  agencies   (GSA.  Litton  Industries,  credit  agencies,  etc.)    554 

Individuals     1,048 

He  also  indicated  that  500  checks  on  jury  panelists  are  made  each  month 
and  that  about  30  checks  for  visa  purposes  are  made  each  month.  Thirty-two 
percent  of  the  individuals  requesting  "clearance"  on  a  randomly  selected  day 
were  found  to  have  police  records.  The  Chief  was  of  the  opinion  that  discon- 
tinuance of  the  "clearance"  system  might  lead  to  increases  in  certain  types 
of  offenses  (such  as  embezzlement)  while  reducing  others  (such  as  petty 
larceny  and  vagrancy),  assuming,  of  course,  that  persons  with  arrest  records 
would  be  employed  in  substantially  greater  numbers  by  virtue  of  discontinu- 
ance of  the  system.  The  Chief  felt,  however,  that  revealing  the  record  is 
healthier  than  suppressing  it  inasmuch  as  employers  should  know  about  prior 
offenses  committed  by  job  applicants  and  should  take  them  into  consideration. 
He  felt  that  employers  should  be  educated  to  intelligently  and  sympathetically 
evaluate  the  records  to  the  end  that  minor  offenses  would  not  constitute  an 
insuperable  employment  obstacle.  He  felt  that  there  would  be  a  strong  ad- 
verse reaction  from  employers  and  a  lesser  adverse  reaction  from  the  general 
public  if  availability  of  arrest   record   informntion   vi'ere   discontinued. 

The  Chief  of  Police  stated  that  any  revision  of  the  present  practice  to  re- 
quire summary  reports  in  p!ain  language  would  impose  a  great  burden  upon 
the  Department.  He  stated,  however,  that  the  notational  system  used  for  the 
records  could  be  revised  somewhat  to  be  more  plain  and  specific  with  regard 
to   abbreviations.   He   disfavored   the   elimination    from    the    records   furnished 
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to  the  public  of  entries  not  reflecting  final  convictions  or  forfeitures  or  of 
entries  reflecting  offenses  committed  prior  to  an  "amnesty"  date,  inasmuch 
as  this  might  require  the  production  of  duplicate  flies.  He  also  felt  that  such 
measures  would  provide  a  distorted  picture  of  the  true  facts.  Although  an 
electronic  data  processing  system  would  render  such  measures  administratively 
feasible,  he  stated  that  it  would  be  three  years  before  an  automated  filing 
system  would  be  operational  for  central  criminal  files. 

The  Chief  of  Police  recommended  that  a  fee  be  charged  for  copies  of  rec- 
ords and  that  they  be  furnished  to  employers  directly  upon  the  tender  of 
signed  releases  from  individuals  whose  records  were  requested.  He  further 
recommended  that  an  instruction  and  abbreviation  manual  be  provided  to  aid 
employers  interpreting  police  records.  He  proposed  that  a  school  be  conducted 
in  the  Police  Department  for  personnel  administrators  so  as  to  teach  them 
how  to  interpret  police  records. 

RECOMMENDATIONS 

The  Committee,  responding  to  the  employers'  interest  in  obtaining  full  in- 
formation concerning  past  acts  of  misconduct  by  employees  or  prospective 
employees,  and  responding  to  the  competing  interest  of  employees  in  the  non- 
disclosure of  data  that  might  be  unfairly  prejudicial  or  misleading  by  virtue 
of  incompleteness  or  incorrectness  or  lack  of  relevancy,  has  concluded  that 
substantial  restrictions  should  be  placed  upon  the  availability  of  raw  record 
data  from  police  files.  The  Committee,  therefore,  recommends  the  following 
specific  measures : 

1.  That  no  record,  copy,  extract,  compilation  or  statement  concerning 
any  record  relating  to  any  juvenile  offender  or  relating  to  any  juvenile 
with  respect  to  whom  the  Metropolitan  Police  Department  retains  any 
record  or  writing,  shall  be  released  to  any  person  for  any  purpose  except 
as  may  be  provided  under  D.C.  Code,  Section  11-15S6;  provided,  that  the 
release  of  such  information  to  members  of  the  Metropolitan  Police  De- 
partment, and  the  dissemination  of  such  information  by  the  Metropolitan 
Police  Department  to  the  police  departments  of  other  jurisdictions  where- 
in juveniles  apprehended  in  the  District  of  Columbia  may  reside,  shall 
be  authorized. 

The  effect  of  recommendation  1  would  be  to  terminate  and  prohibit  the 
police  clearance  system  with  respect  to  juveniles  (i.e.,  persons  apprehended 
for  or  otherwise  involved  in  criminal  activity  prior  to  becoming  18  years  of 
age).  It  would  also  prohibit  the  use  of  juvenile  records  for  administrative 
purposes  (e.g..  by  the  Department  of  Motor  Vehicles  in  connection  with  deter- 
minations as  to  the  propriety  of  issuance  of  learners'  and  operators'  permits). 
It  would  not,  however,  in  any  way  affect  the  practice  of  the  various  police 
departments  in  the  Washington  Metropolitan  Area  of  exchanging  information 
concerning  juvenile  contacts  made  in  one  jurisdiction  respecting  persons  re- 
siding in  other  jurisdictions. 

2.  That  unexpurgated  adult  arrest  records  shall  be  released  to  law 
enforcement  agents  upon  request,  without  cost  and  without  the  authori- 
zation of  the  persons  to  whom  such  records  relate  and  without  any  other 
prerequisite,  provided  that  such  law  enforcement  agents  represent  that 
such  records  are  to  be  used  for  law  enforcement  purposes.  The  term 
"law  enforcement  agent"'  is  limited  in  this  context  to  persons  having 
cognizance  of  criminal  investigations  or  of  criminal  proceedings  directly 
involving  the  individuals  to  whom  the  requested  records  relate.  The  term 
includes  judges,  prosecutors,  defense  attorneys,  police  ofiicers,  Federal 
agents  having  the  power  of  arrest,  clerks  of  courts,  penal  and  probation 
officers  and  the  like.  It  does  not  include  private  detectives  and  investi- 
gators ;  personnel  investigators,  directors  and  officers ;  private  security 
agents  or  others  who  do  not  ordinarily  participate  in  the  process  involving 
the  detection,   apprehension,   trial   or  punishment   of  criminal   offenders. 

The  effect  of  recommendation  2  would  be  to  limit  the  availability  of  raw 
arrest  record  data  to  police  uses.  It  would  nrevent  the  considerntion  of  such 
raw  data  by  Government  administrative  officers,  as  well  as  by  private  em- 
ployers. Existing  licensing  practices  with  respect  to  various  busines.ses,  occu- 
pations and  professions  would  require  some  modification  by  virtue  of  this 
recommendation  inasmuch  as  raw  police  records  nre  presently  available  to  the 
District  of  Columbia  administrative  agencies  concerned. 
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The  Committee  recognizes  that  the  Federal  establishment  cannot  be  bound 
as  to  the  ultimate  uses  to  which  such  unexyurgated  records  may  be  put.  Never- 
theless, the  Committee  is  of  the  opinion  that  the  limitation  of  such  uses  to 
the  sphere  of  law  enforcement  is  consistent  with  the  national  interest  and 
with  enlightened  personnel  policy. 

3.  That,  subject  to  the  foregoing,  adult  arrest  records  shall  be  released 
in  a  form  which  reveals  only  entries  relating  to  offenses  which  have  re- 
sulted in  convictions  or  forfeitures  of  collateral. 

The  effect  of  recommendation  3  would  be  to  eliminate  from  arrest  records 
to  be  used  for  other  than  police  purposes  all  references  to  alleged. misconduct 
which  has  not  resulted  in  adjudications  of  guilt  or  forfeitures  of  security 
posted  to  insure  court  api)earances.  The  Committee  contemplates  that  the  re- 
leased documents  would  be  siiecially  prepared  and  would  not  bear  any  in- 
dicia of  deletion  or  change  of  the  original  records. 

4.  That,  subject  to  the  foregoing,  adult  arrest  records  shall  be  released 
in  a  form  which  reveals  only  entries  relating  to  offenses  committed  not 
more  than  10  years  prior  to  the  date  upon  which  such  records  are  re- 
quested ;  except  that,  where  an  offender  has  been  imprisoned  during  all 
or  part  of  the  preceding  10-year  period,  the  record  shall  include  entries 
relating  to  such  earlier  conviction. 

The  effect  of  recommendation  4  would  be  to  provide  an  "amnesty"  with 
respect  to  the  availability  of  information  from  police  records  concerning 
offenses  committed  in  the  relatively  distant  past.  The  Committee  is  of  the 
opinion  that  such  an  "amnesty"  would  be  of  considerable  psychological  signifi- 
cance to  the  reformed  offender  and  that  the  possibility  of  wiping  the  figurative 
slate  clean  would  constitute  an  incentive  for  reform.  The  Committee  believes 
that  a  10-year  "clean"  period  would  provide  a  realistic  basis  for  inferring 
that  the  beneficiary  of  such  an  amnesty  has  indeed  reformed. 

5.  That,  subject  to  the  foregoing,  copies  or  extracts  of  adult  arrest 
records  or  statements  of  the  non-existence  of  such  records  shall  be  re- 
leased to  applicants  therefor  upon  the  payment  of  fees  to  be  based  upon 
the  costs  of  editing  and  producing  such  copies,  extracts  or  statements ; 
provided,  that  applicants  who  are  not  the  persons  to  whom  such  records 
may  relate  must,  in  addition  to  the  required  fees,  present  releases  in 
appropriate  form  executed  by  the  persons  to  whom  the  records  may  re- 
late ;  provided  further,  that  no  fee  shall  be  required  with  respect  to  any 
record  solicited  by  any  agent  of  the  Federal  or  District  of  Columbia 
Government  for  a  governmental  purpose. 

The  effect  of  recommendation  5  would  be  to  require  persons  making  use  of 
arrest  records  to  pay  for  the  service  rendered  to  them.  In  view  of  the  search, 
editing  and  transcription  required  for  the  production  of  the  documents,  the 
imposition  of  a  fee  is  economically  justifiable.  A  fee  should  not,  however,  be 
assessed  for  records  which  are  to  be  used  in  the  discharge  of  governmental 
functions,  including  the  licensing  of  individuals  and  businesses  and  the  em- 
ployment of  individuals  by  government  agencies.  The  Committee  is  of  the 
opinion,  however,  that  no  record  should  be  disclosed  for  other  than  legitimate 
law  enforcement  purposes  without  the  prior  specific  consent  of  the  affected 
individual.  Thus,  administrative  agencies  should  be  required  to  tender  re- 
leases but  should  not  be  required  to  pay  fees. 

6.  That  Article  47  of  the  Police  Regulations  of  the  District  of  Columbia 
be  amended  to  provide  tliat  it  shall  be  an  offense  punishable  by  a  fine  not 
to  exceed  $300,  or  by  imprisonment  for  not  more  than  10  days,  or  both, 
for  any  person  to  require  as  a  condition  of  employment  the  production 
of  any  arrest  record  or  copy,  extract  or  statement  thereof  at  the  expense 
of  any  employee  or  applicant  for  employment  to  whom  such  record  may 
relate. 

The  effect  of  recommendation  6  would  be  to  discourage  employers  from  shift- 
ing the  burden  of  expense  for  the  procurement  of  arrest  records  to  affected 
employees  or  applicants  for  employment. 

7.  That,  subject  to  the  foregoing,  no  adult  arrest  record  be  released  to 
any  person,  corporation  or  Government  agency  \Aithout  such  person  or 
organization  or  the  duly  authorized  per.sonneI  agent  thereof  having  first 
obtained  from  the  Metropolitan  Police  Department,  at  the  cost  of  pro- 
duction thereof,  an  instructional  manual  relating  to  such  records. 

The  effect  of  recommendation  7  wou  d  be  to  insure  that  there  would  be 
available   to   persons   using   arrest    records,    indoctrinational    material    relating 
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to  the  proper  interpretation  of  symbols  and  abbreviations  used  in  the  records 
and  relating  to  the  relevancy  and  limitations  of  the  records.  Inasmuch  as  the 
records  to  be  released  would  reflect  only  entries  involving  convictions  or 
forfeitures,  and  thus  should  be  relatively  simple,  it  appears  that  a  carefully 
prepared  instructional  booklet  would  be  sufficient  The  Committee  is  of  the 
opinion,  therefore,  that  courses  of  instruction  for  this  purpose  would  not  be 
necessary  or  feasible. 

The  member  of  the  Committee  representing  the  Metropolitan  Police  Depart- 
ment does  not  concur  in  all  of  the  foregoing  recommendations.  He  reserves 
the  right  to  file  a  minority  report  at  a  later  date.  The  Committee  acknowledges 
that  it  is  submitting  this  report  without  affording  the  dissenting  member  an 
opportunity  to  formulate  a  minority  report  for  submission  herewith. 
Respectfully  submitted, 

Charles    T.    Duncan, 

Chairman. 
Kenneth   L.   Hardy, 
Jean  H.  Sisco, 
Philip    J.    Daugherty. 


Regulations  and  Forms  Used  by  the  Metropolitan  Police  Department 

Government  of  the  District  of  Columbia, 

Metropolitan  Police  Department, 

December  1,  1967. 

Subject :  Revisions  and  Adoption  by  the  Board  of  Commissioners  of  Recom- 
mendations of  the  Committee  to  Investigate  the  Effect  of  Police  Arrest 
Records  on  Employment  Opportunities  in  the  District  of  Columbia. 

To  the  force : 

The  following  recommendations  concerning  the  release  of  arrest  records 
of  individuals  by  the  Central  Records  Division  of  this  Department  as  ap- 
proved by  the  Commissioners  of  the  District  of  Columbia  sitting  as  a  Board 
on  November  2,  1967,  is  published  for  your  information  and  compliance : 

"At  the  Board  meeting  on  October  31,  1967,  the  recommendations  of  the 
Arrest  Records  Committee  were  adopted,  subject  to  certain  modifications. 
The  recommendations,  as  revised  and  approved  by  the  Board,  are  as  follows : 

"1.  That  no  record,  copy,  extract,  compilation  or  statement  concerning  any 
record  relating  to  any  juvenile  offender  or  relating  to  any  juvenile  with  respect 
to  whom  the  Metropolitan  Police  Department  retains  any  record  or  writing, 
shall  be  released  to  any  person  for  any  purpose  except  as  may  be  provided 
under  D.C.  Code,  Section  11-1586;  provided,  that  the  release  of  such  infor- 
mation to  members  of  the  Metropolitan  Police  Department,  and  the  dis- 
semination of  such  information  by  the  Metropolitan  Police  Department  to  the 
police  departments  of  other  jurisdictions  wherein  juveniles  apprehended  in 
the  District  of  Columbia  may  reside,  shall  be  authorized ;  provided  further, 
that  the  release  of  such  information  to  individuals  to  whom  the  information 
may  relate  or  to  the  parents  or  guardians  or  duly  authorized  attorneys  of  such 
individuals,  shall  be  authorized  in  those  cases  in  which  applicants  therefor 
present  documents  of  apparent  authenticity  indicating  need  for  such  infor- 
mation for  reasons  other  than  employment.  The  term  'employment',  in  the 
context  of  this  paragraph,  shall  not  include  military  service. 

"2.  That  unexpurgated  adult  arrest  records,  as  provided  under  D.C.  Code, 
Section  4-134a,  shall  be  released  to  law  enforcement  agents  upon  request, 
without  cost  and  without  authorization  of  the  persons  to  whom  such  records 
relate  and  without  any  other  prerequisite,  provided  that  such  law  enforcement 
agents  represent  that  such  records  are  to  be  used  for  law  enforcement  pur- 
poses. The  term  'law  enforcement  agent'  is  limited  in  this  context  to  persons 
having  cognizance  of  criminal  investigations  or  of  criminal  proceedings  di- 
rectly involving  the  individuals  to  whom  the  requested  records  relate.  The 
term  includes  judges,  prosecutors,  defense  attorneys  (with  respect  to  the 
records  of  their  client  defendants),  police  officers.  Federal  agents  having  the 
power  of  arrest,  c'erks  of  courts,  penal  and  probation  officers  and  the  like. 
It  does  not  include  private  detectives  and  investigators ;  personnel  investi- 
gators, directors  and  officers,  private  security  agents  or  others  who  do  not 
ordinarily  participate  in  the  process  involving  the  detection,  apprehension, 
trial  or  punishment  of  criminal  offenders. 
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"3.  That,  subject  to  the  foregoing,  adult  arrest  records,  as  provided  under 
D.C.  Code,  Section  4-134a,  shall  be  released  in  a  form  which  reveals  only 
entries  relating  to  offenses  which  have  resulted  in  conviction  or  forfeitures 
of  collateral. 

"4.  That,  subject  to  the  foregoing,  adult  arrest  records,  as  provided  under 
D.C.  Code.  Section  4-134a,  shall  be  released  in  a  fonn  which  reveals  only 
entries  relating  to  offenses  committed  not  more  than  10  years  prior  to  the 
date  upon  which  such  records  are  requested ;  except  that,  where  an  offender 
has  been  imprisoned  during  all  or  part  of  the  preceding  10-year  period,  the 
record   shall   include  entries   relating  to   such   earlier  conviction. 

"5.  That,  subject  to  the  foregoing,  copies  or  extracts  of  adult  arrest  records, 
as  provided  under  D.C.  Code,  Section  4-134a,  or  statements  of  the  non-exist- 
ence of  such  records  shall  be  released  to  applicants  therefor  upon  the  pay- 
ment of  fees  to  be  based  upon  the  costs  of  editing  and  producing  such  copies, 
extracts  or  statements ;  provided,  that  applicants  who  are  not  the  person  to 
whom  such  records  may  relate  must,  in  addition  to  the  required  fees,  present 
releases  in  appropriate  form  executed  by  the  persons  to  whom  the  records 
may  relate ;  provided  further,  that  no  fee  shall  be  required  with  respect  to 
any  record  solicited  by  any  agent  of  the  Federal  or  District  Government  for 
a  governmental  purpose. 

"The  foregoing  revised  and  approved  recommendations  will  become  effective 
90  days  after  October  31,  19G7." 

It  shall  be  noted  that  Title  4-134a  of  the  District  of  Columbia  Code  refers 
only  to  "central  criminal  records"  and  not  to  arrest  books  which  are  open  to 
public  inspection. 

Effective  immediately,  except  for  the  release  of  arrest  record  to  law  enforce- 
ment agents  pursuant  to  paragraph  2,  above,  no  employee  shall  release  a  central 
arrest  record  except  at  the  direction  of  the  Commander  of  the  Youth  Division 
in  the  ease  of  records  described  in  paragraph  1,  above,  or  employees  acting  at 
the  direction  of  the  Director,  Central  Records  Division,  in  the  case  of  records 
described  in  paragraphs  1,  3,  4  and  5. 

John  B.  Latton, 

Chief  of  Police. 
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Processing  Prisoners  and  Centralization 
of  Prisoner  Confinement 
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1 


EFFECTIVE   DATE 

March  1,  1972 


DISTRIBUTION 
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PDD 


The  piirpose  of  this  order  is  to  establish  the  policy  and  procedures 
for  centralizing  prisoner  confinement  and  for  processing  prisoners 
through  the  Identification  Annex,  Central  Records  Division,  and  district 
stations.  This  order  consists  of  the  following  psu-ts: 

PART  I   Responsibilities  and  Procedures  for  Members  of  the 
Depeurtment 

PART  II  Responsibilities  and  Procedvires  for  Special  Assignment 
Personnel 

PART  III  Responsibilities  and   Procedures  for  Supervisory  and 
Command  Personnel 


PART  I 


GenereQ. . 


1.  Prisoners,  before  being  placed  in  confinement,  shall  be 
thoroughly  searched  and  money,  Jevelry,  other  articles  of  apparent 
material  value ,  billfolds  and  contents ,  ties ,  belts ,  suspenders ,  and 
all  weapons  and  other  articles  with  which  they  might  injiore  themselves 
or  effect  an  escape  shall  be  tal^en  from  them.  This  property  shall  be 
processed  in  accordance  with  General  Order  No.  601.1  (Property  Order). 

2.  It  is  the  ix>llcy  of  this  department  to  centralize  the 
detention  of  all  prisoners  as  soon  as  practicable  after  arrest  so 

that  they  are  quickly  available  for  lineup  at  the  Criminal  Investigations 
Division,  for  arraignment  in  covirt  if  so  authorized,  and  for  such  other 
action  as  may  be  deemed  necessary  or  cuivisable. 

3.  The  policy  of  feeding  prisoners  in  the  cell  blocks  located 
in  the  district  stations  or  substations  has  been  discontinued  except 
when  such  detention  areas  are  activated  during  periods  of  emergency. 
All  prisoners  in  the  Centred  Cell  Block  will  be  fed  their  morning  meal 
at  0615  ho\ars  and  those  in  the  Court  Cell  Block  will  be  fed  at  O6U5 
ho\irs.   Officers  processing  prisoners  during  the  morning  meal,  schedule 
shaJ.1  arrange  for  the  prisoners '  feeding  at  one  of  the  aforementioned 
locations . 
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1*.   The  CentraJ.  Cell  Block,  located  in  the  basement  of  the 
Municipal  Center,  has  been  designated  for  receiving  euid  holding  all 
male  adult  prisonei^  who  are  to  be  detained  whether  charged  with  a 
felony  or  misdemeanor,  except  those  anrested  from  0500  hours  until  the 
close  of  the  court  bvisiness  day.   Juvenile  prisoners  shall  continue  to 
be  processed  in  accordance  with  General  Order  No.  305 .l. 

B.   Fingerprinting  and  Photographing  Prisoners. 

It  is  the  policy  of  the  Metropolitan  Police  Department  that  all 
persons  (Including  females)  charged  with  any  of  the  offenses  enumerated 
In  paragraphs  1  and  2  below  shall  be  flngeirprlnted  and  photographed 
prior  to  their  release. 

1.  Criminal  Offenses. 

a.  All  felonies. 

b.  All  misdemeanors  prosecuted  by  the  U.S.  Attorney. 

c.  The  following  misdemeanors  prosecuted  by  the  Cor- 
poration Counsel: 

(1)  Violation  of  the  firearms  regulations. 

(2)  Jostling  or  peeping  too. 

(3)  All  other  forms  of  disorderly  conduct;  except 
that,  those  persons  cheo-ged  with  any  offense 
under  the  disorderly  conduct  statutes  (except 
Jostling  or  peeping  torn)  who  reside  in  the 
District  of  Columbia,  and  who  have  acceptable 
documentary  Identification  sufficient  to  show 
residency  in  the  District  of  Columbia,  sheLll  not 
be  flngei-printed  and  photographed.  Examples  of 
acceptable  identification  are  given  in  part  I, 
paragraph  B3. 

2.  Traffic  Offenses. 

a.  Operating  a  motor  vehicle  Involved  in  an  awscident  re- 
sulting in  death  of  another. 

b.  Operating  a  motor  vehicle  at  a  speed  in  excess  of 
thirty  miles  per  hour  above  the  authorized  speed 
limit. 
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c.  Operating  a  motor  vehicle  In  dlsregeu*d  of  restriction 
imposed. 

d.  Operating  a  motor  vehicle  while  apparently  under  the 
influence  of  intoxicating  liquor  or  drugs. 

e.  Leaving  the  scene  of  an  accident,  in  vhich  the  motor 
vehicle  driven  by  him  was  involved  amd  in  which  there 
is  bodily  injury,  without  giving  assistance  or  making 
his  identity  and  address  and  that  of  the  owner  of  the 
vehicle  known. 

f .  Reckless  driving  involving  bodily  injury. 

g.  Engaging  in  the  commission  of  a  felony  in  which  a 
motor  vehicle  is  involved. 

h.  Operating  without  a  D.C.  permit  when  one  is  required. 

3.   Acceptable  Identification. 

For  purposes  of  this  order,  examples  of  acceptable  doc- 
cumentary  identification  sufficient  to  show  residency  in 
the  District  of  Columbia  shall  include: 

a.  A  valid  District  of  Columbia  driver's  permit  showing 
District  of  Columbia  residency. 

b.  Any  personal  card  or  doc\iment,  showing  D.C.  residency 
suid  including  a  photograph,  issued  by  a  Federal,  State 
or  local  governmental  agency  as  Identification  or  evi- 
dence of  local  entitlement  to  public  benefits  or 
status. 

c.  Any  i)ersonal  ceurd,  showing  D.C.  residency  and  includ- 
ing a  photograph,  Issued  by  a  recognized  local  com- 
mercial firm  as  Identification  or  evidence  of  entitle- 
ment to  enter  a  place  of  employment. 

d.  Any  recognized  commercial,  credit  card  which  includes  a 
photograph  and  District  of  Columbia  residency. 

e.  Any  combination  of  photo  identification  and  other  doc- 
umentation which  in  the  discretion  of  the  official  in 
charge  sufficiently  demonstrates  personal  identity  and 
District  of  Columbia  residency. 
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C.  Procedvires . 

1.  On  the  effective  date  of  this  order,  all  persons  in  the  cate- 
gories stated  in  part  I,  paragraphs  Bla  and  Bib,  who  are  to  be  finger- 
printed and  photographed,  shall  be  processed  at  the  Identification  Annex, 
located  adjeuient  to  the  Central  Cell  Block.  All  persons  in  the  category- 
stated  in  peurt  I,  paragraph  Blc,  who  are  to  be  fingerprinted  and  photo- 
graphed, and  all  those  in  part  I,  paragraph  B2,  shall  be  fingerprinted  and 
photographed  at  the  district  station  wherein  they  were  arrested. 

2.  Photographs  and  fingerprints  taken  at  the  district  stations 
shall  be  transmitted  to  the  Identification  Annex,  Central  Records  Divi- 
sion, via  r«gtilar  messenger  service. 

3.  In  exceptional,  circxmisteuices,  i.e.,  mechaniced  failure  of 
eqiilpment  or  imavallability  of  trained  personnel,  prisoners  required  to 
be  processed  in  the  districts  may  be  processed  by  the  Identification  An- 
nex. However,  before  any  person  normally  processed  at  a  district  station 
is  sent  to  the  Identification  Annex  under  the  conditions  outlined  above, 
the  approval  of  the  offlcled.  then  in  command  of  the  concerned  district 
shall  be  obtained. 

U.  All  prisoners  arrested,  who  are  required  by  this  order  to 
be  fingerprinted  and  photographed,  shall  be  transported  to  the  eorestlng 
officer's  organizational  element  of  assignment  or  to  the  nearest  district 
station  for  booking,  processing,  and  preparation  of  the  necessary  reports. 

3>     All  prisoners  (misdemeanants)  arrested  who  are  not  required 
by  this  order  to  be  fingerprinted  and  photographed  shed.1  be  transported 
directly  to  the  Central  Cell  Block  from  the  scene  of  arrest,  unless: 

a.  The  offense  is  one  for  which  collateral  may  be  de- 
posited and  the  collateral  is  reasonably  available. 

b.  The  prisoner  is  eligible  for  releeae  xmder  the  Citation 
Release  Program.  All  prisoners  who  are   eligible  for  a 
citation  should,  after  processing,  be  detained  at  the 
organizational  element  vmtil  released. 

6.  All  prisoners  treuisported  to  the  organizational  elements 
(even  those  prisoners  required  by  this  order  to  be  processed  through  the 
Identification  Annex)  shall  be  afforded  the  opportvinity  to  make  necessary 
phone  calls  while  at  the  organizational  elements  to  arrange  for  bond,  col- 
lateral, counsel,  and  to  notify  families  or  employers.  This  information 
shGLll  be  noted  In  the  statement  of  facts  on  PD  Form  l63  (Prosecution 
Report ) . 
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7.  Upon  completion  of  the  necessary  reports  and/or  processing, 
the  prisoner  shall  then  be  delivered  to  the  officer  in  charge  of  the 
Central  Cell  Block,  unless  the  prisoner: 

a.  Is  going  directly  to  court  euid  is  not  required  to  be 
processed  throiogh  the  Identification  Annex. 

b.  Has  deposited  collateral  and  can  be  released. 

c.  Is  a  female   (Female  prisoners  not  going  directly  to 
court  sha-ll  be  transported  to  the  Women's  Detention 
Center. ) . 

d.  Eligible  for  release  vinder  the  Citation  Release  Program. 

8.  Those  prisoners  (misdemeanants)  who  are  eligible  for  release 
imder  the  Citation  Release  Program  and   who  are  required  by  this  order  to 
be  processed  through  the  Identification  Annex  shall  also  be  booked  at  the 
nearest  district  station  or  the  arresting  officer's  organizational  ele- 
ment. They  vill  then  be  trsjisported  to  the  Identification  Annex.  The 
transporting  officers  will  be  responsible  for  processing  the  prisoner, 
after  which  they  will  return  the  prisoner  to  the  organizational  element 
where  he  was  originally  booked.  There,  the  prisoner  will  remain  until 
released.   If,  however,  while  at  the  annex,  the  transporting  officers  are 
notified  by  the  station  clerk  that  the  prisoner  is  not  eligible  for  re- 
lease under  the  Citation  Release  Program,  the  prisoner  shall  be  confined 
at  the  Central  Cell  Block  and  the  officers  will  return  to  their  organi- 
zational element  for  service.   Every  prisoner  brotight  to  the  Identification 
Annex  must  be  accompanied  by  the  Arrest  Report  (PD  Form  255)  and  the 
Prosecution  Report  (PD  Form  l63). 

9.  When  tremsporting  officers  have  delivered  prisoners  to  any 
facility  as  required  by  this  order,  they  shall,  unless  directed  other- 
wise by  an  official  of  this  department,  return  at  once  to  their  organi- 
zational element. 

10.   Prisoners  shall  be  transported  to  the  Central  Cell  Block  with 
all  personal  property  except  vehicles  ajid  evidence.  Articles  that  eire 
dangerous  or  with  which  the  prisoners  may  effect  their  escape  sheQ.1  be 
removed  and  transported  in  the  operator's  section  of  the  transporting  ve- 
hicle. Vehicles  shall  be  stored  at  the  station  house  of  that  district 
where  the  arrest  occurred;  and  evidence,  except  narcotics,  shall  be  held 
at  the  organizational  element  to  which  the  arresting  officer  is  assigned. 
Illicit  or  suspected  narcotics  or  drugs  shall  be  turned  over  to  a  member 
of  the  Narcotic  Branch,  Morals  Division,  as  soon  as  possible.  During  the 
hours  when  prisoners  are  transported  directly  to  court  (0500  hours  to  the 
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close  of  the  court  business  day  except  on  Sundays ) ,  personeil  property  that 
a  prisoner  is  not  permitted  to  teJce  to  covirt  shall  be  held  at  the  district 
station  where  the  prisoner  vas  originally  booked. 

11.  Districts  shall  not  transport  prisoners  to  the  Central  Cell 
Block  for  detention  piirposes  between  0500  hours  and  the  close  of  the 
court  business  day,  vith  the  exception  of  Sunday.   (To  verify  the  termi- 
nation of  the  court  business  day,  contact  the  Police  Liaison  Officer 
located  in  the  D.C.  Superior  Court  who  will,  in  turn,  query  the  U.S. 
Marshal  on  duty ) . 

12.  Prisoners  arrested  between  0500  hours  and  the  close  of  the 
court  business  day,  excluding  Svmdays,  shall  be  booked  and  processed  at 
the  organizational  element  and  then  transported  directly  to  the  D.C. 
Superior  Court  Cell  Block,  unless: 

a.  They  are  required  by  this  order  to  be  processed  at 
the  Identification  Annex. 

b.  It  is  necesssiry  for  them  to  appear  at  lineup. 

c.  The  charge  is  one  for  which  collateral  may  be  posted 
and  is  readily  available. 

In  these  cases  the  prisoner  will  be  processed  accordingly  and  then  trans- 
ported directly  to  court,  unless  he  has  posted  collateral. 

13.  Prisoners  will  not  be  accepted  at  the  morning  lineup  after 
0715  hours.  Transporting  officers  shall  take  these  prisoners  directly 
to  court,  if  court  is  in  session,  after  they  have  been  processed. 

lU.  If  possible,  all  prisoners  sent  to  the  Identification  Annex 
and  to  lineup  shall  be  clothed  as  when  arrested,  including  their  ties, 
belts,  and  hats. 

D.  Violations  of  Parole,  Bond,  or  Conditional  Release. 

1.  The  Board  of  Parole  of  the  District  of  Columbia  vill  furnish 
this  department  with  the  names  of  the  persons  who  have  been  released  on 
parole  or  for  good  time.  These  names  will  be  sent  to  the  Major  Violators 
Branch,  Criminal  Investigations  Division,  and  a  list  of  same  placed  in  the 
Central  Records  Division. 

2.  When  a  member  of  this  department  arrests  any  individual 
who  is  on  bond  of  any  type,  peLrole,  probation,  housed  in  a  community 
center,  involved  in  a  work  release  program  or  on  furlough  from  prison, 
he  shall  notify  the  Major  Violators  Branch,  Criminal  Investigations 
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Divlsion,  by  telephone  prior  to  having  the  papers  filed  in  coiort  and 
furnish  the  following  information: 

a.  Name  and  element  of  notifying  officer. 

b.  Name  of  arrestee,  date  of  birth,  and  address. 

c.  Metropolitan  Police  identification  nvunber. 

d.  Time  and  date  of  arrest. 

e .  Charges . 

f.  Type  of  release  the  arrestee  is  under. 

The  above  notification  shaill  be  made  daily  between  0730  and  l600  hours. 

3.  The  Offender  Status  Register  within  WALES  is  operational  and 
available  by  using  the  "QARN"  query  on  any  WALES  terminal. 

U.  The  Major  Violators  Branch,  Criminal  Investigations  Division, 
shall  then  be  responsible  for  notifying  the  appropriate  agency  affected 
by  the  arrest  and  shall  maintain  records  of  such  notification. 

PART  II 

A.   Officer  in  Charge  of  the  Central  Cell  Block. 

1.  The  officer  in  charge  of  the  Central  Cell  Block  shall  be  ac- 
covintable  for  insuring  that  prisoners  sent  to  the  lineup  axe  dressed  as 
indicated  in  part  I,  paragraph  ClU,  and  that  the  prisoners  held  in  the 
Central  Cell  Block  for  court  are  transported  directly  to  covq-t  in  the 
police  van  immediately  following  the  morning  lineup. 

2.  When  a  prisoner,  who  is  required  to  be  processed  at  the  Annex, 
is  delivered  to  the  Central  Cell  Block  officer,  the  Cell  Block  officer 
shall  present  the  prisoner  to  the  Annex  for  processing  after  which  the 
prisoner  shall  be  assigned  to  a  cell.   In  the  event  of  a  "back  up,"  the 
Cell  Block  officer  shall  designate  one  or  more  cells  for  the  purpose  of 
temporarily  confining  prisoners  who  are  waiting  to  be  processed. 

3.  Prisoners  awaiting  release  on  bond  shall  be  confined  in  the 
Central  Cell  Block  except  where  cash  bond  is  posted  and  available  at  the 
time  of  arrest. 

U.  Arrest  reports  for  misdemesmants  transported  directly  to  the 
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Central  Cell  Block  from  the  scene  of  arrest  shall  be  processed  in  accord- 
ance vith  instructions  in  the  Field  Report  Handbook,  entitled  "Special 
Instructions."  These  procedures  pertain  to  arrests  in  orgeuiizational  ele- 
ments other  than  the  arresting  officer's  assigned  orgetnizational  element 
and  requires  the  Central  Cell  Block  officer  to  complete  PD  Form  255  and 
telephonicadly  transfer  the  case  to  the  €irresting  officer's  assigned 
organizational  element. 

B.  Identification  Annex. 

1.  Whenever  a  prisoner  processed  by  the  Identification  Annex  is 
foiind  to  be  employed  by  the  Federal  Government  or  the  District  of  Columbia 
Government,  the  Identification  Annex  shall  prepare  PD  Form  738  (Rev.  2/TO), 
in  duplicate.  These  forms,  after  being  signed  by  the  Director,  Central 
Records  Division,  shall  be  distributed  as  follovs: 

a.  Original  to  the  United  States  Civil  Service  Com- 
mission or  the  D.C.  Personnel  Officer,  as  appropriate. 

b.  One  copy  in  the  files  of  the  Identification  Annex. 

2.  In  order  to  provide  audit  control  for  these  reports,  the 
Identification  Annex  shall  maintain  one  file  for  Federal.  Government  em- 
ployees and  a  separate  file  for  District  Government  employees.  The  re- 
ports in  each  file  shall  be  serially  nianbered  beginning  vith  the  number 
1  for  the  first  report  in  each  file  in  a  calendar  year. 

3.  These  procedures  shall  apply  to  all  civilian  employees  of 
the  Federal  Government  and  to  all  civilian  employees  of  the  District  of 
Columbia  Government,  including  agencies  such  as  the  courts,  public  schools, 
and  public  libraries. 

C.  Co\irt'  Cell  Block. 

1.  Prisoners  transported  to  the  Court  Cell  Block  by  organi- 
zational elements  must  be  accompanied  by  a  properly  prepared  van  list 

(PD  Form  ll+5),  of  which  five  copies  shall  be  made.   Four  copies  of  the  yem 
list  vill  be  turned  over  to  the  U.S.  Marshal  in  charge  of  the  Court  Cell 
Block,  and  the  original  will  be  delivered  to  the  Police  Liaison  Office. 

2.  Personal  property,  except  keys,  knives,  and  articles  with 
which  prisoners  might  injure  themselves  or  which  might  be  used  to  effect 
an  escape ,  shall  be  returned  to  them  upon  their  being  sent  to  court ,  after 
obtaining  receipt  for  same. 
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PART  III 

A.  Commanding  Officers. 

It  shall  be  the  responsibility  of  the  commanding  officers  of 
each  district  to  select  and  maintain  on  each  tour  of  duty  a  sufficient 
number  of  trained  men  to  successfully  carry  out  the  provisions  of  this 
order . 

B.  Director,  Central  Records  Division. 

It  shall  be  the  responsibility  of  the  Director,  Central  Records 
Division,  to  train  the  officers  selected  by  each  commanding  officer  to 
participate  in  the  program  and  to  supply  necessary  photographic  and  fin- 
gerprinting equipment. 

V  /.\  \y  ^      '-- 
/     /  / 
■  .-'  Je^r/v.  Wilson 
Chief  of  Police 

JVW:KLH:mJ 
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WARNING  TO  APPLYING  AGENCIES.  Th«  ItMnpolHon  Polka  Daporlmanl  iatt  not  guoront..  •Ilhor  lU  accuracy  ol  th.  tocoril 
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ARREST  REPORT 

METROPOLITAN  POLICE  DEPT.,  WASH.,  D.C. 


METROPOLITAN   POUICE  DEPARTMENT.  WASHINGTON.   D.C. 
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7.   ADDRESS 
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o> 
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43.   BOOKING   OFFICER       UNIT    &   BADGE   Na    44.   SEARCHED    BY       UNIT    i    BADGE   NO.  CASH  TAKEN 
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FLORIDA 

Correspondence  from  Reubin  O'D.  Askew,  Governor  of  Florida  to  Robert  H. 
BoRK,  Acting  Attorney  General  of  the  United  States,  November  26, 
1973. 

State  of  Florida, 
Office  of  Governor  Reubin  O'D.  Askew, 

November  26,  1973. 
Hon.  Robert  H.  Bork, 
Acting  Attorney  General, 
U.S.  Department  of  Justice, 
Washington,  D.C. 

Deiar  General  Bork  :  Governor  Francis  Sargent  of  Massachusetts  has 
communicated  with  me  regarding  the  Computerized  Criminal  History  (CCH) 
program  of  the  National  Crime  Information  Center  (NCIC).  My  office  has 
also  received  a  copy  of  a  petition  and  supporting  memorandum  of  law  from 
Governor  Sargent  and  others  directed  to  former  Attorney  General  Elliot 
Richardson  requesting  that  the  Department  of  Justice  conduct  formal  ad- 
ministrative hearings  to  promulgate  rules  and  regulations  that  would  restrict 
access  to  information  contained  in  the  Computerized  Criminal  History  pro- 
gram as  it  is  now  constituted. 

I  am  in  general  agreement  with  the  position  of  Governor  Sargent  since 
I  believe,  like  the  petitioners,  that  there  is  potential  for  abuse  of  the  CCH 
program  as  it  is  presently  constituted  and  that  the  Department  of  Justice 
should  conduct  public  hearings  leading  to  strict  rules  and  regulations  to 
govern  the  operation  of  the  CCH  program. 

The  rules  and  regulations  promulgated  by  the  Department  would  be  an 
interim  solution  to  a  matter  which  must  ultimately  be  decided  in  Congress 
by  appropriate  legislation.  Such  legislation  should  return  to  the  individual 
participating  states  the  control  and  custody  of  the  information  contained  in 
their  computerized  criminal  history  files  with  the  NCIC,  under  the  super- 
vision of  the  Federal  Bureau  of  Investigation,  serving  merely  as  a  central 
index  for  the  system.  The  ultimate  responsibility  for  releasing  computerized 
criminal  history  information  must  rest  with  the  individual  states. 
Sincerely, 

Reubin  Askew, 

Governor. 


Chapter  5 — Privacy  and  Security  Policies  and  Standards  for  Criminal 
Justice  Information  Systems  Excerpted  from  "A  Master  Plan  for 
Criminal  Justice  Information  Systems  for  the  State  of  Florida" 

This  chapter  is  devoted  to  the  development  of  policies  and  standards  for 
criminal  justice  information  systems. 

The  power  of  information  systems  to  compile  data  on  individual  citizens 
is  unlimited.  If  such  systems  are  to  obtain  the  respect  of  the  citizenry  and 
receive  popular  support  for  their  continued  use  as  a  tool  in  the  administration 
of  justice,  those  who  operate  these  sy.stems  must  respect  the  limited  pur- 
poses for  which  they  are  created. 

The  important  area  of  security  and  privacy  concerns  the  need  to  maintain 
a  balance  between  the  necessity  of  the  criminal  justice  community  for  in- 
formation about  its  clients  and  the  right  of  the  individual  to  privacy.  Issues 
raised  involve  distribution  of  information ;  scope ;  accuracy ;  and  timeliness 
of  information ;  as  well  as  protecting  information  from  unauthorized  tamper- 
ing or  destruction. 

The  minimum  standards  for  criminal  justice  information  systems  are 
based  on  both  Florida  state  law  and  trends  in  security  and  privacy  regula- 
tions throughout  the  country.  It  is  recognized  that  every  system  may  not 
be  able  to  implement  all  the  recommended  standards  at  the  outset :  a  plan 
for  incremental  adoption  may  be  more  realistic.  Still,  the  standards  shou'd 
be  taken  as  valid  policy  guidelines  for  overall  system   planning. 
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POLICIES 

Access  and  Dissemination 

Who  shall  have  access  to  the  files  of  automated  and  manual  information 
systems?  Who  shall  be  permitted  to  use  the  information  contained  therein? 

An  important  concern  is  direct  terminal  access.  Some  files  or  information 
systems  are  created  by  particular  agencies ;  and,  naturally,  these  agencies 
will  maintain  direct  terminal  access. 

Some  systems  are  created  with  a  particular  group  of  users  in  mind.  Since 
these  systems  are  created  for  criminal  justice  purposes,  those  agencies  gener- 
ally thought  of  as  belonging  to  the  system  of  administration  of  justice  are 
appropriate  for  direct  terminal  access.  There  is  no  recommendation  to  create 
general  systems  for  criminal  justice  and  non-criminal  justice  user ;  and  under 
existing  Florida  law,  no  agency  outside  the  system  has  sufficient  interest  in 
criminal  justice  data  to  justify  direct  terminal  access. 

For  those  files  which  may  be  kept  confidential  from  the  public,  dissemina- 
tion to  non-criminal  justice  agencies  should  be  restricted.  The  only  exception 
is  that  confidential  criminal  justice  file  information  may  be  disseminated  to 
those  non-criminal  justice  public  agencies  and  officials  who,  according  to 
existing  law(s),  have  a  need  for  the  information. 

Such  uses  are  very  limited  under  existing  Florida  law.  The  state  has  re- 
moved the  felony  disqualification  for  public  employment  or  licensing  except 
where  the  felony  committed  relates  to  the  occupation  or  business  activity 
involved.^  Thus,  state  and  local  public  employers  and  licensers  would  not  be 
entitled  to  receive  a  full  criminal  history  on  their  applicants ;  they  would  be 
entitled  to  a  carefully  edited  rap  slieet  which  shows  only  the  convictions  for 
relevant  offenses. 

Another  application  of  limited  dis.semination  is  the  information  which  may 
be  shared  with  local  supervisors  of  elections.  Since  felony  conviction  disquali- 
fies one  from  the  voting  lists,'"  election  supervisors  would  be  entitled  to  learn 
whether  a  conviction  exists   (but  not  to  see  the  list  of  convictions). 

Note  also  the  recent  Florida  Supreme  Court  decision  holding  that  prose- 
cutors may  be  required  to  disclose  to  defense  counsel  any  record  of  prior 
criminal  convictions  of  defendants  or  of  persons  whom  the  prosecutor  intends 
to  call  as  witness  at  hearings  or  trials.* 

Dissemination  to  individuals  witli  legitimate  research  projects  is  another 
issue.  The  data  stored  in  information  systems  provides  a  proper  basis  for 
detailed  research  of  the  kind  which  would  benefit  the  administration  of  jus- 
tice. But  the  conditions  of  use  for  such  data  must  be  stringently  regulated 
and  access  to  personal  identifiers  for,bidden.  (Information  on  individuals 
contained  in  other  systems  may  be  provided  to  researchers  through  inter- 
agency exchange  of  information.)  These  conditions  should  apply  whether  the 
researcher  in  question  is  a  public  agency  employee,  a  consultant  under  con- 
tract with  a  public  agency,  or  a  private  individual. 

Can  data  in  information  systems  be  disseminated  to  members  of  the  pub- 
lic? The  Florida  Public  Record  law  is  broadly  worded.  It  defines  public 
records  as  "material,  regardless  of  physical  form  or  characteristics,  made  or 
received  pursuant  to  law  or  ordinance  or  in  connection  with  the  transaction 
of  official  business  by  any  agency."  ^  It  includes  records  of  state,  county,  and 
municipal  agencies  and  states  that  the  records  shall  be  open  for  a  personal 
inspection  by  any  citizen  of  Florida.  It  exempts  from  this  inspection  records 
which  at  present  or  in  the  future  may  specifically  be  deemed  "by  law  to  be 
confidential  or  which  are  prohibited  from  being  inspected  by  the  public 
whether  provided  by  general  or  special  laws  of  the  legislature  .  .  .". 

As  the  result  of  this  law,  most  of  the  information  stored  in  automated  in- 
formation systems  must  be  made  accessible  to  the  public.  For  this  purpose, 
the  most  significant  group  of  public  records  are  computerized  criminal  his- 
tories and  similar  rap  sheet  type  files  such  as  wanted  persons,  driver  hiis- 
tories  in  the  Department  of  Public  Safety,   and  people-in-process  files  at  the 


2  Chapter  112.011,  Florida  Statutes 

3  Chapter  OS. ,312,  Florida  Statues 

estate  V.  Crawford,  257   So, 2d   89S    (1072) 
"Chapter  119.011.  Florida   Statutes 
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county  level.  While  many  states  have  declared  such  records  to  be  confidential 
despite  their  nature  as  public  records,  Florida  has  not.  In  1957  the  Attorney 
General  held  that  "FBI  records  in  the  sheriff's  oflice  and  criminal  records  in 
the  sheriff's  oflBce  are  public  records  and  are  available  to  the  public  and 
press  if  desired.""  In  1969  the  Florida  District  Court  of  Appeals,  using  very 
similar  language,  reached  the  same  conclusion.'  Additionally,  in  1972  the  Attor- 
ney General  reaffirmed  the  1957  Opinion  in  determining  that  ".  .  •  records  of 
arrest  (excluding  those  relating  to  juvenile  offenses)  .  .  .  are  public  records 
and  would  be  available  to  the  public  pursuant  to  Chapter  119,  Florida  Stat- 
utes, absent  local  or  special  law  to  the  contrary."  * 

One  case  of  statutory  exception  for  a  group  of  records  in  this  class  is  the 
laws  giving  the  Parole  and  Probation  Commission  and  the  Department  of 
Health  and  Rehabilitative  Services  the  power  to  regulate  dissemination  for 
the  individual  records  maintained.  Similarly,  juvenile  court  records,  except 
records  of  traffic  violations,  are  not  open  to  members  of  the  public.® 

Furthermore,  law  enforcement  records  which  clearly  bear  on  intelligence  or 
investigative  work  have  been  specifically  excluded  from  the  public's  scrutiny." 
Examples  are  investigative  and  M.O.  files  or  complaint  reports.  Under  this 
exception,  field  interview  files  in  local  systems  need  not  be  disseminated  to 
the  public. 

What  is  the  effect  of  this  broad  privilege  of  public  inspection  on  security 
and  privacy  consideration?  Where  the  entire  public  may  inspect  a  record, 
fairness  to  the  subject  of  the  record  requires  particular  emphasis  on  the  need 
for  accuracy,  completeness,  and  timeliness  of  information.  A  broad  privilege  of 
access  places  greater  pressure  on  privacy,  security,  and  retention  considerations. 

This  is  an  extremely  appropriate  area  for  legislative  exemption.  Techno- 
logically, the  standards  of  accuracy  and  completeness  required  to  protect 
individuals  whose  records  can  be  widely  disseminated  throughout  the  state 
would  be  criminal  justice  information  systems.  In  addition,  under  the  existing 
law,  information  received  from  other  states  could  be  disseminated  in  Florida 
to  the  public  even  though  it  was  held  confidential  in  the  originating  state. 
Project  SEARCH,  the  multi-state  con.sortium  which  laid  the  groundwork  for 
existing  systems  of  computerized  criminal  histories,  has  recommended  that 
all  state  public  record  laws  be  amended  to  exempt  personal  criminal  history 
information   from  public  inspection. 

At  the  very  least,  under  the  present  law,  it  would  be  reasonable  to  notify 
the  individual  whenever  a  non-criminal  justice  agency  or  person  seeks  to 
examine  his  record. 

If  an  exception  to  the  public  record  law  is  created  subsequently  for  crimi- 
nal history  type  information  (or  the  issue  is  pre-empted  by  federal  law)  the 
policy  of  non-dissemination  outside  the  criminal  justice  community,  except 
on  a  limited  basis  to  agencies  with  statutory  authority,  is  recommended.  Pub- 
lic confidence  depends  on  the  citizens'  knowledge  that  access  to  this  impor- 
tant information  is  not  subject  to  the  vagaries  of  power  or  influence. 

To  implement  access  and  dissemination  rules  a  statewide  administrative 
committee  would  be  useful.  This  committee  should  have  the  power  to  impose 
non-penal  sanctions  on  individuals  or  agencies  that  abuse  the  rules. 

Retention  Rules 

Criminal  justice  information  systems  require  guidelines  on  how  long  rec- 
ords should  be  maintained.  There  are  two  general  reasons  behind  the  rules 
for  purging  files.  One  is  to  eliminate  information  which,  because  of  its  age, 
may  be  an  unreliable  guide  to  the  subjects  present  behavior  or  sftuation. 
The  second  is  somewhat  more  philosophical.  There  exists  a  point  in  time 
after  which  it  only  seems  fair  to  give  individuals  a  fresh  start.  It  is  difficult 
to  judge,  of  course,  when  that  point  is  reached. 

Generally,  a  file  should  be  purged  when  it  is  no  longer  required  or  useful. 
Thus,  persons-in-progress  files  (if  they  contain  no  treatment  or  behavioral 
data)  may  be  eliminated  when  the  individual  exits  the  criminal  justice  sys- 
tem. Police  field  interview  records  may  cease  to  be  useful  investigation  tools 
six  months  after  occurrence. 


9  Ops  Atty  Gen  0.^7-157  at  p.   101 
■'Mahone  v.   State,   222  So.   2d   769    (D.C.A.   1069) 
sQps  Atty  Gen  072-168 

"Chapter  947.14;  Chapter  39.12  (3)  ;  Chapter  959.225   (2),  Florida  Statutes 
i»  Lee  V.  Bench  Pub.  Co.,  173  So.  440    (1937)  ;   Ops  Atty  Gen  057-157;   Ops  Atty  Gen 
070-113;  Ops  Atty  Gen  072-168. 
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The  most   difficult   problem   is   how  long  to   maintain   criminal    hlstorv   in- 

h^fh    »^   .,  !^^^^  "^^*^  *^'^  individual  has  died.   Such  policies  violate 

both    of   the   concepts    underlying    reasonable,    realistic    retention    Ss     Both 
the  probity  of  the  record  and  the  stigma   attached   to  it  may   terminate  for 

«rr?nH'!''-H*'^1  ^  ^''"'  registration  law;^  those  exempted  from  registration 
are  individuals  whose  civil  rights  have  been  restored  or  who  have  re^eiv^ 
a  full  pardon.  It  also  applies  to  individuals  whose  conviction  is  10  vea^s  old 
and  who  have  exited  the  system  for  at  least  5  years.  These  three  critVia 
particularly  the  last  one.  can  be  adopted  as  a  statement  of  Teg  Sve  poUcy 
on  when  a  former  felon  can  reasonably  be  thought  to  have  ceased  Lfni^ 
poHcfes'^  ''^  community.  These  criteria  can  profidV?he''b?sir  for' retention 

Th^^*'^''  '^^^^'^  an  established  legislative  policy  regarding  juvenile  records 
They  may  be  purged  ten  years  after  the  last  entrv,  except  where  orderfwerp 
entered  permanently  depriving  a  parent  of  custody.^  ^ 

Privacy 

m^^nT.f  """"h'^f  '"  the  development  of  criminal  justice  information  systems  to 
maintain  a  ba  ance  between  the  needs  of  the  criminal  justice  communitv  for 

Rp?Z?  Jr  H  ^^'?*  /*'  '^''''.^■'  ^"^^  "^«  ''^^'  «f  the  indivSuarto  privacy 
Respect  for  this  balance  is  in  the  system's  own  interest;  it  is  critical  to  earn 
public  acceptance  of  the  power  of  information  systems  to  compile  data  on 
individual  citizens  and  to  prevent  judicial  use  of  equitable  orconstitutLn^ 
doctrines  to  encroach  on  the  prerogatives  of  system  managers     '^''"^^'"tional 

The  basic  policy,  as  far  as  protecting  privacv.  should  be  resnect  for  thP 
n?in'tPnr.?'f '  *^'  ""l"^^''''  ^"^^^^^  j"^*^^^  informatL  sySems  there  ^s 
o^indM^^aT^mriaTor^  '^^^"^  *^^  '^^^'"'^^  ^-"^  for 'disparate  ^Sce" 

Three  guidelines  are  useful : 

2    T^^T^ll^'V?  ^''^'I'^^'f^  ^^'""''^^  ^^  relevant  to  the  purposes  of  the  file 

2.  The  level  of  detail  should  meet  the  demands  of  completeness  and  claHtv 
to  achieve  maximum  possible  accuracy.  «^Leut;s,s  ana  cianty 

3.  Metliods  individuals  with  record  information  such  as  fin-erorints  for 
linking  should  be  developed  as  appropriate.  nn^erpnnts   for 

What  information  is  relevant  depends  on  the  purpose  of  the  file   For  exam 
pie,  criminal  histories  should  only  contain  verifiable,  formal  action  by  erhS 
?his  'IT'   ''^'"""t    ^^'^^^times   existing   legislation    can    pro?Se    guWeS 
Mnn'p       /T^*'"'^-''^'    ''"'^    individual    records    maintained    by    the    Probatfon 
and  Parole  Commission  are  stated  in  the  statute  i-rooation 

A  few  general  policies  also  bear  on  defining  relevance.  Juvenile  ran  «,hPPt« 
should  be  excluded  from  adult  criminal  history  files,  and  thefr  entry^n  anv 
iSn  n'"T.''^^  ^"'^^'^  '^^^"t  ^^  conditioned  upon  approval  bv  the  cour^ 
"nd  traffic  lirr'e'sts."'"'^  "'°'''''^  ''""^  ^'^'^^^"^«  exclude'^'misdemeLor' drnk 

The  requirements  for  completeness  and  clarity  create  particular  diffir.„iHp« 
for  individual  file  information.  This  is  especially  true  i^^  F  orMa  ste  such 
information  is  accessible  to  the  public.  But  even  where  files  are  dissemina"^ 
only  to  criminal  justice  agencies,  the  same  needs  exist  WUhout  tlSse  r? 
quirements  for  completeness  and  clarity,  the  information  will  not  be  as  vafu! 

ttn  st'iirexis?!' °"'''  '"''  '°  ^"^  ^^^"^'  ^^^  ^^°^-  «^  improU  dis?em7na- 
Subjective  commentary   and   unverifiable   or   unverified    informatinn    c^^   oi 
rain%hf''".'1'  ?"  f  ^"P^^^^  ^^  intelligence  files  which  wouidTat^^^^^^ 
mTstrst^e^nVbened'^"^^"^-'"^  ''''''   ^^^*^^^"«-   -   —   anVsLrUy 

is  ^^iJ=s.:''£:::rtS^^'z^^z^  eiuT\.vz%  ^-^^ 

not  misled.  These  files  are  frequently  attacked  Z  court  "findiv  duals  who 
t^M^  have  their  records  expunged  or  sealed.  Courts  have\egun  to  explore 
v':yr;fecidrn?thes:^^c:.^^:s.'^  '^^^^^'^^^   ^"^   "-  eonstitutionaf  rUt  T^rU 


"Chapter  75.13,  Florida  Statutes 
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Records  which  show  an  arrest  but  no  disposition  are  particularly  vulner- 
able to  judicial  action.  Because  they  are  incomplete,  such  records  are  less 
valuable  to  criminal  justice  agencies  and  more  injurious  w^ien  openly  or 
covertly  disseminated  outside  the  criminal  justice  system.  To  avoid  such 
litigation,    the   best    rule   is   not   to   enter   such    incomplete   information    onto 

^"clse^^whSe^he  record  shows  that  the  defendant  was  discharged  or  ac- 
quitted are  more  difficult  to  deal  with.  Existing  case  law  is  an  inadequate 
euide  to  policy  making.  A  few  examples  suffice. 

In  one  case"  the  U.S.  District  Court  found  that  arrest  records  which 
showed  release  without  further  prosecution  might  still  be  useful  to  law  en- 
forcement agencies ;  the  court  found  a  different  reason  for  prohibiting  dis- 
semStiontl  non-criminal  justice  agencies.  In  another  case,-  however,  the 
wSngton  Court  of  Appeals  found  that  the  Constitutional  right  of  privacy 
^SrodftSe  police  necessary  to  keep  the  fingerprints  and  photos  of  an  ac- 
quitted person.  But  in  that  case,  law  enforcement  agencies  dicl  not  make  a 
strong  presentation  on  how  they  would  use  the  information.  Two  other  fed- 
eralcoSs'  applying  equitable  principles,  expunged  the  arrest  records  of 
acauitted  individuals  in  cases  involving  unusual  circumstances.    _ 

The  Florida  Supreme  Court  has  refused  to  expunge  the  criminal  records 
of  an  individual  who  was  convicted  but  served  probation  without  further 
incident  "The  court  used  very  strong  dicta  to  the  effect  that  judges  may  not 
order  records  made  under  legislative  authority  expunged  or  destroyed  even 
when  the  accused  is  acquitted  or  the  charge  dismissed  in  the  absence  of 
TtatStory  authority  or  strong  overriding  equitable  considerations.  The  court 
did  not  cons  der  the  constitutional  right  to  privacy.  In  this  case,  the  sheriff 
had  certified  that  these  arrest  records  were  closed  to  public  inspection  and 
the  court  (except  for  the  chief  justice's  dissent)  did  not  consider  whether 
its  result  would  have  been  different  if  the  records  had  been  open  to  the 
Tinhlir   as  the  law  indeed  seems  to  require. 

At  present!  it  is  reasonable  to  state  that  criminal  history  records  may  coiv 
tain  information  of  arrest  followed  by  discharge  or  acquittal;  but  m  view 
of  the  broSa  public  right  of  inspection  in  Florida,  such  records  wil  no  doub 
be  attacked  in  federal  or  st-ate  court  on  the  grounds  of  a  constitutional  r  ght 
of  pr Wacy  The  safest  tactic  for  securing  criminal  h  story  records  from  judi- 
cial expungement  is  to  obtain  a  legislative  exemption  for  them  under  the 
?Sblic  Srd  Law  and  to  limit  dissemination  to  criminal  justice  agencies 
with  strict  enforcement  of  security  requirements.  •  ,  4.  ^*  „„ 

Another  issue  which  arises  in  considerations  of  privacy  is  the  right  of  an 
inrtiv?diial  to  insnect  his  own  record.  Under  Florida's  public  record  law  that 
ssuels  a  mootTuestion.  But  even  if  public  access  is  eventually  restricted, 
the  right  0?  individual  inspection  should  be  retained.  Some  states  have  al- 
readv  passed  such  laws,^^  and  the  federal  government  may  impose  the  re- 
oSrlment  on  aU  information  systems  to  which  it  gives  financial  support 
InspeSn  by  the  individual  record  subject  does  not  interfere  with  criminal 
jSce  use  of  the  records  and  it  provides  one  additional  guarantee  of  accu- 

'^FinSlf  ^here'Tre'^^oVe'Tdrntistrative  practices  which  assist  the  privacy 
reSmens  discussed  above.  Procedures  for  collecting  record  data  should 
be  dSed  to  facilitate  accuracy,  and  data  collection  forms  sl^o^^'^be  limited 
to  eSeS  information.  In  addition,  record  files  should  be  systematically 
audited  to  insure  their  regular  and  accurate  upda  ing.  A  statewide  committee 
which  would  enforce  such  policies  would  be  useful. 

In  the  operation  of  anv  criminal  justice  information  system,  security  pre- 
caSions  are  needed  to  protect  information  in   storage  and   transit   from  un- 

^lecS  pStions^XlSf-form  of  physical  security  for  the  housing  of 
the  system  and  procedural  security  for  regulating  access. 


^*  Menard  v.  Mitchell.  ,S2.S  F.   Supr.  718    (^-C-  Cir  1071) 
isffr/rfy   V.  Moore,  4S7  P2rt   211    <CtApp  1971) 
16  TI.8    V.  Kalish,  271  F.  Supp  968    (D.P.R    1967) 
"Mulkey  V.  Pvrdy,  234  So  2d   108   (Sup.  Ct.  1970) 
iRCal.  Pen.  Code  Section  11121 
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The  parameters  of  physical  security  are  more  or  less  well  known.  There 
must  be  rules  for  physical  access  to  the  facilities  and  terminals  by  staff, 
maintenance  personnel,  and  visitors.  Site  preparation  and  configuration  might 
be  designed  so  as  to  facilitate  vandalism  and  fire  countermeasures. 

Procedural  security  generally  concerns  protecting  information  from  un- 
authorized access,   unauthorized  alteration,   and  loss. 

The  basic  policy  is  that  input,  modification,  cancellation,  or  retrieval  of 
information  from  the  system  will  be  limited  to  authorized  agency  terminals 
A  procedure  consistent  with  this  poMcy  would  require  the  identification  of 
individual  terminals  using  a  method  not  requiring  operator  intervention  In 
situations  where  terminals  are  shared  with  unauthorized  or  limited  access 
agencies,  additional  procedures  must  be  created. 

The  telecommunications  facilities  of  the  systems  must  be  adequately  pro- 
tected against  eavesdropping,  tapping,  insertion  of  false  messages  and  so 
forth.  If  the  system  is  implemented  on  a  computer  system  not  entirely  dedi- 
cated to  criminal  justice  applications,  procedures  to  protect  or  prohibit  access 
to  the  data  base  by  unauthorized  agencies  during  time-sharing,  multi-pro- 
gramming, or  other  uses  of  the  processor  are  reciuired. 

Additional  safeguards  are  useful  to  insure  that  the  terminal  user  is  an 
authorized  individual.  This  can  be  best  facilitated  by  requiring  the  estab- 
lishment, maintenance  and  review  of  system  usage  logs  for  identification 
and  documentation  of  system  security  violations.  Prosecuting  individuals  and 
canceling  the  services  of  agencies  which  violate  system  security  reinforce 
this  policy. 

There  are  several  additional  measures  that  can  be  adopted  to  protect  in- 
formation. They  include  the  orderly  destruction  of  output  papers  and  erasure 
of  tapes,  and  discs.  There  are  general  software  requirements  for  the  erasure 
and  clearance  of  core,  buffers,  mass  storage,  and  peripheral  equipment.  Pro- 
cedures are  needed  for  the  installation,  checkout,  and  regular  review  of  file 
protection  software.  All  record  alteration  transactions  of  the  system  should 
be  logged  and  periodically  checked.  Since  information  unavailable  at  the  time 
of  need  is  es.sentially  "lost",  the  provision  of  facility  duplexing,  gradual 
failure  modes,  and  other  equipment  and  procedures  designed  to  maximize 
system  availability  also  protect  information.  A  good  general  rule  is  to  limit 
the  number  and  qualifications  of  computer  center  personnel  authorized  to 
have  direct  access  to  information  and  to  provide  for  the  logging  of  system 
transactions  through   the  control   terminal. 

MINIMUM    STANDARDS 

^  There  are  several  comprehensive  works  on  security  and  privacy  for  criminal 
justice  information  systems.  In  particular,  the  Project  SEARCH  publications 
offer  a  full  range  of  statutory  and  administrative  material.''  The  minimum 
standards  stated  here  represent  the  most  critical  concerns  for  security  and 
privacy;  they  contain  the  highlights  of  the  policy  statement.  Some  were  also 
selected  because  of  their  relevance  to  Florida  law. 

Where  appropriate,  the  standards  are  amplified  by  additional  material 
which  explains  the  standard  or  codifies  it  for  incorporation  into  by-laws  or 
internal  regulations  used  by  system  operators. 

A.  Security  and  privacy  committee 

A-1.  A  formal  body  to  recommend  security  and  privacy  policies  to  the 
Grovernors  Council  and  supervise  such  policies  for  criminal  justice  informa- 
tion systems  shall  be  created. 

It  is  the  intent  of  the  Governor's  Council  to  establish  a  Security  and  Prir 
vacy  Committee  composed  of  representatives  of  criminal  justice  information 
systems.  The  committee  shall  be  vested  with  sufficient  authority  to  admin- 
ister security  and  privacy  standards  and  rules  for  criminal  justice  informa- 
tion systems.  The  Committee  should  further  have  authority  to  apply  non- 
penal  sanctions  to  agencies  and  individuals  which  fail  to  comply  with  them. 

19  "Security  and  Privacy  Considerations  In  Criminal  History  Information  Systems " 
Technical  Report  No.  2  (1970)  ;  "A  Model  State  Act  for  Criminal  Offender  Record  In- 
formation, Technical  Memorandum  No.  .3  (1071)  :  "Model  Administrative  Regulations 
tor   Lnminal   Offender   Record    Information,"    Technical   Memorandum   No.    4    (1972) 
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B.  Access 

B-1.  Direct  terminal  access  and  dissemination  of  information  shall  be  lim- 
ited to  criminal  justice  agencies. 

Definition : 

Criminal  justice  agencies  shall  be  understood  to  include  only:  (i)  police 
forces  and  departments  at  all  governmental  levels  that  are  responsible  for 
enforcement  of  general  criminal  laws.  This  should  be  understood  to  include 
highway  patrols  and  similar  agencies;  (ii)  prosecutive  agencies  and  depart- 
ments at  all  governmental  levels;  (iii)  courts  at  all  governmental  levels  with 
a  criminal  or  equivalent  jurisdiction;  (iv)  correction  departments  at  all 
government  levels,  including  corrective  institutions  and  probation  depart- 
ments; (v)  parole  commissions  and  agencies  at  all  governmental  levels;  and 
(vi)  agencies  at  all  governmental  levels  which  have  as  a  principal  function 
the  collection   and  provision   of   fingerprint   identification    information. 

Adoption  of  this  standard  requires  legislative  enactment  of  an  exemption 
from  the  Florida  Public  Records  Law  for  records  not  already  excluded  under 
Chapters  947.14,  39.12(3)    and  959.225(2).   Florida   Statutes. 

B-2.  Information  shall  be  disseminated  to  non-criminal  justice  public  agen- 
cies and  oflicials  only  to  the  extent  required  by  existing  law. 

State  and  local  public  employers  and  licensing  agencies  may  receive  only 
criminal  history  information  on  their  applicants  which  shows  a  felony  con- 
viction for  an  offense  relevant  to  the  position  or  license  sought. 

Supervisors  of  elections  may  receive  only  criminal  history  information  that 
states  whether  or  not  a  registrant  for  voting  was  convicted  of  a  felony. 

B-3.  Information  may  be  disseminated  for  legitimate  research  under  strin- 
gent safeguards. 

A  particular  research  program  should  be  permitted  access  to  criminal 
offender  record  information  stripped  of  personal  identifiers  only  if  the  Secu- 
rity and  Privacy  Committee  finds  that  any  threats  to  individual  privacy 
created  by  the  program : 

a.  have  been  minimized  by  methods  and  procedures  calculated  to  prevent 
injury  or  embarrassment  to  individuals; 

b.  are  clearly  outweighed  by  the  advantages  for  the  criminal  justice 
system  that  may  reasonably  be  expected  to  result  if  the  program  is  permitted. 

The  following  requirements  shall  be  applicable  to  all  such  programs  of 
research,  and  each  criminal  justice  agency  shall  be  responsible  for  their  full 
and  prompt  implementation : 

a.  In  no  case  shall  information  furnished  for  purposes  of  any  program  of 
research  be  used  to  the  detriment  of  the  persons  to  whom  such  information 
relates. 

b.  In  no  case  shall  criminal  offender  record  information  furnished  for 
purposes  of  any  program  of  research  be  used  for  any  other  purpose ;  nor 
shall  such  information  be  used  for  any  program  of  research  other  than  that 
authorized  and  approved  by  the  criminal  justice  agency   in  question. 

c.  Each  participant  and  employee  of  every  program  of  research  authorized 
access  to  criminal  offender  record  information  shall,  prior  to  having  such 
access,  fully  and  completely  execute  a  nondisclosure  agreement  approved  by 
the  Security  and  Privacy  Committee. 

d.  In  every  case,  the  authorization  for  access  to  criminal  offender  record 
information  shall  assure  the  criminal  justice  agency  full  and  complete  rights 
to  monitor  the  program  of  research.  Such  monitoring  rights  shall  include  the 
right  of  the  Committee,  its  agents  or  employees,  to  audit  and  review  such 
monitoring  activities  and  also  to  pursue  its  own  monitoring  activities. 

e.  Each  such  program  of  research  shall  preserve  the  right  of  the  Security 
and  Privacy  Committee  and  the  criminal  justice  agency  involved  to  examine 
and  verify  the  data  generated  as  the  result  of  the  program,  and,  if  a  mate- 
rial error  or  omission  is  found  to  have  occurred,  to  order  that  the  data  not 
be  released  for  any  purposes  unless  corrected  to  the  satisfaction  of  the  agency 
or  Committee. 

Researchers  will  be  required  to  obtain  approval  of  the  appropriate  criminal 
justice  agency  which  niaintain.s  the  data  for  the  proposed  project  in  addition 
to  meeting  security  and  privacy  standards. 

C.  Retention 

C-1.  Reasonable  rules  for  routine  purging  of  information  about  individuals 
shall  be  established  by  the  Committee. 
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D.  Privacy 

D-1.  Information  about  individuals  shall  be  limited  to  that  relevant  to  the 
purposes  for  which  the  file  was  created. 

No  significant  item  of  information  shall  be  entered  into  a  criminal  justice 
information  system  file  unless  its  intended  inclusion  and  use  have  been 
determined  as  a  matter  of  formal  policy. 

Juvenile  record  information  and  misdemeanor  drunk  and  traflBc  records 
shall  not  be  entered  in  adult  criminal  history  files. 

Intelligence  data  and  informal  or  subjective  comments  about  an  individual 
shall  not  be  entered  in  non-intelligence  or  non-investigatory  files  subjected 
to  distribution  outside  the  holding  agency. 

D-2.  A  record  that  arrest  took  place  or  prosecution  initiated  shall  not  be 
entered  in  a  criminal  history  file  without  the  agency  entering  such  records 
continuing  to  pursue  a  final  law  enforcement  or  judicial  disposition. 

D-3.  Information  about  individuals  shall  not  be  disseminated  without 
adequate  identification  of  the  individual. 

Dissemination  from  any  criminal  justice  agencv  of  criminal  offender  record 
information  shall  be  permitted  only  if  the  inquiry  is  based  upon  name,  finger- 
prints, or  other  personal  identifying  characteristics. 

Notwithstanding  the  above,  access  to  criminal  offender  record  information 
on  the  basis  of  data  elements  other  than  personal  identifying  characteristics 
shall  be  permissible  if  the  criminal  justice  agency  seeking  such  access  has 
first  obtained  from  a  judge  a  class  access  warrant.  Such  warrants  may  be 
issued  as  a  matter  of  discretion  by  a  judge  in  cases  in  which  probable  cause 
has  been  shown  that  if  such  access  is  imperative  for  purposes  of  the  criminal 
justice  agency's  investigational  or  other  responsibilities,  and  (ii)  the  in- 
formation sought  to  be  obtained  is  not  reasonably  available  from  any  other 
source  or  through  any  other  method.  A  summary  of  each  request  for  such  a 
warrant,  together  with  a  statement  of  its  disposition,  shall,  within  ninety 
days  of  disposition,  be  furnished  to  the  Security  and  Privacy  Committee. 

D-4.  Juvenile  records  shall  be  entered  in  a  juvenile  criminal  history  in  ac- 
cordance with  existing  law(s). 

This  seems  to  be  a  logical  conclusion  from  Section  39.12(3)  which  states 
that  all  such  records  ".  .  .  shall  be  inspected  only  upon  order  of  the  judge, 
by  i)ersons  deemed  by  the  judge  to  have  a  proper  interest  therein  .  .   .". 

D-5.  Each  individual  shall  have  the  right  to  inspect  his  criminal  historv 
record. 

Every  criminal  justice  agency  with  custody  or  control  of  criminal  history 
information  about  an  individual  shall,  upon  satisfactory  verification  of  the 
individual's  identity  and  in  accordance  with  published  rules  stating  the  time, 
place,  reasonable  fees,  and  procedures  to  be  followed,  permit  the  individual 
to  view  such  information  and  to  obtain  a  copy  of  it  for  the  purpose  of  chal- 
lenging the  record  because  it  is  inaccurate  or  misleading. 

A  records  review  committee  shall  be  established.  Upon  receipt  of  any  com- 
plaints, the  committee  shall  compare  evidence  presented  by  the  complainant 
with  any  contrary  evidence  and  if  the  preimnderance  of  the  evidence  indicates 
that  the  record  is  inaccurate  or  misleading,  shall  order  the  record  corrected. 

D-6.  Every  criminal  justice  infonnation  system  shall  adopt  measures  to 
insure  the  accuracy  of  data  entered. 

Every  criminal  justice  information  system  shall  be  subject  to  a  continuing 
program  of  data  auditing  and  verification  to  assure  the  accuracy  and  com- 
pleteness of  criminal  offender  record  information. 

D-7.  Every  criminal  justice  agency  shall  maintain  a  record  of  all  agencies 
or  individuals  to  which  it  releases  information. 

E.  Security 

E-1.  Criminal  justice  information  systems  shall  control  access  to  informa- 
tion by  requiring  identification,  authorization,  and  authentication  of  svstem 
users  and  their  need  and  right  to  know. 

E-2.  Criminal  justice  information  systems  shall  be  governed  by  procedures 
which  protect  information  and  facilities  from  intentional  injury  and  en- 
vironmental hazards. 

E-3.  Applicants  for  employment  in  information  systems  should  undergo 
suflScient  investigation  to  enable  emp  oyers  to  determine  employability  and 
fitness  for  entering  critical/sensitive  positions. 
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IOWA 

Correspondence  with  Charles  W.  Larson,  Commissioner  of  Public  Safety, 
State  of  Iowa  and  "An  Act  Relating  to  the  Disclosure  of  Criminal 
histort  and  intelligence  data  and  providing  penalties" 

March  13,  1974. 
Mr.  Charles  W.  Larson, 
Commissioner, 

Department  of  Public  Safety, 
Lucas  State  Office  Building, 
Des  Moines,  Iowa. 

Dear  Mr.  Larson  :  Thank  you  for  your  letter  of  February  21  regarding 
legislation  to  regulate  the  collection  and  dissemination  of  criminal  arrest 
records. 

I  am  aware  of  Iowa's  state  statute  protecting  the  privacy  of  its  citizens 
by  regulating  the  collection  and  dissemination  of  criminal  information  and 
I  am  presently  studying  the  statute.  On  February  5  I  introduced  a  bill.  S. 
2963,  dealing  with  criminal  justice  data  banks.  My  bill,  as  well  as  S.  2964, 
introduced  by  Senator  Roman  Hruska  on  behalf  of  the  Justice  Department, 
were  the  subject  of  hearings  held  by  the  Constitutional  Rights  Subcommittee 
over  tile  past  few  weeks. 

I  am  enclosing  a  copy  of  both  my  bill  and  Senator  Hruska's  for  your  con- 
sideration. I  would  appreciate  having  your  thoughts  on  both  pieces  of  legis- 
lation. 

With  kindest  wishes. 
Sincerely  yours, 

Sam  J.  Ervin,  Jr., 

Chairman. 


State  of  Iowa, 
Department  of  Public  Safety, 
Des  Moines,  Iowa,  February  21,  1974- 
Hon.  Sam  J.  Ervin, 
U.S.  Senator, 
Senate  Office  Building, 
Washington,  D.C. 

Dear  Senator  Ervin  :  Iowa  has  been  a  leader  among  the  States  in  the 
passage  of  legislation  that  protects  the  security  and  privacy  of  its  citizens 
as  related  to  dissemination  of  criminal  information.  I  have  enclosed  a  copy 
of  the  Iowa  law  for  your  examination. 

The  Confidential  Records  Council,  establi.^^hed  by  this  legislation,  has 
adopted  the  following  resolution  and  directed  me  to  convey  it  to  you : 

"The  Iowa  Confidential  Records  Council  hereby  resolves  that  it  respectfully 
requests  the  members  of  Congress  to  take  note  of  Iowa's  Security  and  Privacy 
legislation  and  encourages  adoption  of  similar  federal  legislation." 

The  Council  further  indicated  that  any  member  would  be  willing  to  testify 
before  a  Congressional  Committee  relative  to  Security  and  Privacy  legislation. 
"Very  truly  yours, 

Charles  W.  Larson, 

Commissioner. 

Enclosure. 

An   Act   Relating   To   Disclosure   of   Criminal    History   and    Intelligence 

D\ta  and  Providing  Penalties 

BE  IT  ENACTED  BY  THE  GENERAL  ASSEMBLY  OF  THE  STATE  OF 
IOWA: 

Section  1.  New  Section.  DEFINITIONS  OF  WORDS  AND  PHRASES.  As 
used  in  this  Act.  unless  the  context  otherwise  requires : 

1.  "Department"  means  the  department  of  public  safety. 

2.  "Bureau"  means  the  department  of  pubMc  safety,  division  of  criminal 
investigation   and  bureau   of  identification. 
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3.  "Criminal  history  data"  means  any  or  all  of  the  following  information 
maintained  by  the  department  or  bureau  in  a  manual  or  automated  data 
storage  system  and  individually  identified : 

a.  Arrest  data. 

b.  Conviction  data. 

c.  Disposition  data. 

d.  Correctional  data. 

4.  "Arrest  data"  means  information  pertaining  to  an  arrest  for  a  public 
offense  and  includes  the  charge,  date,  time,  and  place.  Arrest  data,  includes 
arrest  warrants  for  all  public  offenses  outstanding  and  not  served  and  in- 
cludes the  filing  of  charges,  by  preliminary  information  when  filed  by  a  peace 
officer  or  law  enforcement  officer  or  indictment,  the  date  and  place  of  alleged 
commission  and  county  of  jurisdiction. 

5.  "Conviction  data"  means  information  that  a  person  was  convicted  of  or 
entered  a  plea  of  guilty  to  a  public  offense  and  includes  the  date  and  location 
of  commission  and  place  and  court  of  conviction. 

6.  "Disposition  data"  means  information  pertaining  to  a  recorded  court 
proceeding  subsequent  and  incidental  to  a  public  offense  arrest  and  includes 
dismissal  of  the  charge,  suspension  or  deferral  of  sentence. 

7.  "Correctional  data"  means  information  pertaining  to  the  status,  location 
and  activities  of  persons  under  the  supervision  of  the  county  sheriff,  the 
division  of  corrections  of  the  department  of  social  services,  board  of  parole 
or  any  other  state  or  local  agency  performing  the  same  or  similar  function, 
but  does  not  include  investigative,  sociological,  psychological,  economic  or 
other  subjective  information  maintained  by  the  division  of  corrections  of  the 
department  of  social  services  or  board  of  parole. 

8.  "Public  offense"  as  used  in  subsections  four  (4),  five  (5),  and  six  (6)  of 
this  section  does  not  include  nonindictable  offenses  under  either  chapter  three 
hundred  twenty-one  (321)   of  the  Code  or  local  traffic  ordinances. 

9.  "Individually  identified"  means  criminal  history  data  which  relates  to  a 
specific  person  by  one  or  more  of  the  following  means  of  identification : 

a.  Name  and  alias,  if  any. 

b.  Social  security  number. 

c.  Fingerprints. 

d.  Other  index  cross-referenced  to  paragraphs  a,  b,  or  c. 

e.  Other  individually   identifying   characteristics. 

10.  "Criminal  justice  agency"  means  any  agency  or  department  of  any  level 
of  government  which  performs  as  its  principal  function  the  apprehension, 
prosecution,  adjudication,  incarceration,  or  rehabilitation  of  criminal  offenders. 

11.  "Intelligence  data"  means  information  collected  where  there  are  reason- 
able grounds  to  suspect  involvement  or  participation  in  criminal  activity  by 
any  person. 

12.  "Surveillance  data"  means  information  on  individuals,  pertaining  to 
participation  in  organizations,  groups,  meetings  or  assemblies,  where  there 
are  no  reasonable  grounds  to  suspect  involvement  or  participation  in  criminal 
activity  by  anv  person. 

Sec.  2.  New  Section.  DISSEMINATION  OF  CRIMINAL  HISTORY  DATA. 
The  department  and  bureau  may  provide  copies  or  communicate  information 
from  criminal  history  data  only  to  criminal  justice  agencies,  or  such  other 
public  agencies  as  are  authorized  by  the  confidential  records  council.  The 
bureau  shall  maintain  a  list  showing  the  individual  or  agency  to  whom  the 
data  is  disseminated  and  the  date  of  dissemination. 

Authorized  agencies  and  criminal  justice  agencies  shall  request  and  may 
receive  criminal  hi.story  data  only  when: 

1.  The  data  is  for  official  purposes  in  connection  with  prescribed  duties,  and 

2.  The  request  for  data  is  based  upon  name,  fingerprints,  or  other  individual 
identifying  characteristics. 

The  provisions  of  this  section  and  section  three  (3)  of  this  Act  which 
relate  to  the  requiring  of  an  individually  identified  request  prior  to  the  dis- 
semination or  redissemination  of  criminal  history  data  shall  not  apply  to 
the  furnishing  of  criminal  history  data  to  the  federal  bureau  of  investigation 
or  to  the  dissemination  or  redissemination  of  information  that  an  arrest 
warrant  has  been  or  will  be  issued,  and  other  relevant  information  including 
but  not  limited  to.  the  offense  and  the  date  and  place  of  alleged  commission. 
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individually  identifying  characteristics  of  the  person  to  be  arrested,  and  the 
court  or  jurisdiction  issuing  the  warrant. 

Sec.  3.  New  Section.  REDISSEMINATION.  A  peace  oflScer,  criminal  justice 
agency,  or  state  or  federal  regulatory  agency  shall  not  redisseminate  criminal 
history  data,  within  or  without  the  agency,  received  from  the  department  or 
bureau,  unless : 

1.  The  data  is  for  oflBcial  purposes  in  connection  with  prescribed  duties  of 
a  criminal  justice  agency,  and 

2.  The  agency  maintains  a  list  of  the  persons  receiving  the  data  and  the 
date  and  purpose  of  the  dissemination,  and 

3.  The  request  for  data  is  based  upon  name,  fingerprints,  or  other  individual 
identification  characteristics. 

A  peace  officer,  criminal  justice  agency,  or  state  or  federal  regulatory 
agency  shall  not  redisseminate  intelligence  data,  within  or  without  the  agency, 
received  from  the  department  or  bureau  or  froom  any  other  source,  except  as 
provided  in  subsections  one   (1)   and  two   (2)   of  this  section. 

Sec.  4.  New  Section.  STATISTICS.  The  department,  bureau,  or  a  criminal 
justice  agency  may  compile  and  disseminate  criminal  history  data  in  the 
form  of  statistical  reports  derived  from  such  information  or  as  the  basis  of 
further  study  provided  individual  identities  are  not  ascertainable. 

The  bureau  may  with  the  approval  of  the  commissioner  of  public  safety 
disseminate  criminal  history  data  to  persons  conducting  bona  fide  research, 
provided  the  data  is  not  individually  identified. 

Sec.  5.  New  Section.  RIGHT  OF  NOTICE,  ACCESS  AND  CHALLENGE. 
Any  person  or  his  attorney  with  written  authorization  and  fingerprint  identi- 
fication shall  have  the  right  to  examine  criminal  history  data  filed  with  the 
bureau  that  refers  to  the  person.  The  bureau  may  prescribe  reasonable  hours 
and  places  of  examination. 

Any  person  who  files  with  the  bureau  a  written  statement  to  the  effect  that 
a  statement  contained  in  the  criminal  history  data  that  refers  to  him  is  non- 
factual,  or  information  not  authorized  by  law  to  be  kept,  and  requests  a 
correction  or  elimination  of  that  information  that  refers  to  him  shall  be  noti- 
fied within  twenty  days  by  the  bureau,  in  writing,  of  the  bureau's  decision 
or  order  regarding  the  correction  or  elimination.  The  bureau's  decision  or 
order  or  failure  to  allow  examination  may  be  appealed  to  the  district  court 
of  Polk  county  by  the  person  requesting  said  examination,  correction  or 
elimination.  Immediately  upon  such  appeal  the  court  shall  order  the  bureau 
to  file  with  the  court  a  certified  copy  of  tne  criminal  history  data  and  in  no 
other  situation  shall  the  bureau  furnish  an  individual  or  his  attorney  with 
a  certified  copy,  except  as  provided  by  this  Act. 

Upon  the  request  of  the  appellant,  the  record  and  evidence  in  such  cases 
shall  be  closed  to  all  but  the  court  and  its  officers,  and  access  thereto  shall 
be  refused  unless  otherwise  ordered  by  the  court.  The  clerk  shall  maintain 
a  separate  docket  for  such  actions.  No  person,  other  than  the  appellant  shall 
permit  a  copy  of  any  of  the  testimony  or  pleadings  or  the  substance  thereof 
to  be  made  available  to  any  person  other  than  a  party  to  the  action  or  his 
attorney.  Violation  of  the  provisions  of  this  section  shall  be  a  public  offense, 
punishable  under  section  seven   (7)   of  this  Act. 

Whenever  the  bureau  corrects  or  eliminates  data  as  requested  or  as  ordered 
by  the  court,  the  bureau  shall  advise  all  agencies  or  individuals  who  have 
received  the  incorrect  information  to  correct  their  files.  Upon  application  to 
the  district  court  and  service  of  notice  on  the  commissioner  of  public  safety, 
any  individual  may  request  and  obtain  a  list  of  all  persons  and  agencies  who 
i-eceived  criminal  history  data  referring  to  him,  unless  good  cause  be  shown 
why  the  individual  should  not  receive  said  list. 

Sec.  6.  New  Section.  CIVIL  REMEDY.  Any  person  may  institute  a  civil 
action  for  damages  under  chapters  twenty-five  A  (25A)  or  six  hundred  thir- 
teen A  (613A)  of  the  Code  or  to  restrain  the  dissemination  of  his  criminal 
history  data  or  intelligence  data  in  violation  of  this  Act,  and  any  person, 
agency  or  governmental  body  proven  to  have  disseminated  or  to  have  re- 
quested and  received  criminal  history  data  or  intelligence  data  in  violation 
of  this  Act  shall  be  liable  for  actual  damages  and  exemplary  damages  for 
each  violation  and  shall  be  liable  for  court  costs,  expenses,  and  reasonable 
attorneys'  fees  incurred  by  the  party  bringin?  the  action.  In  no  case  shall  the 
award  for  damages  be  less  than  one  hundred  dollars. 
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Sec.  7.  New  Section.  CRIMINAL  PENALTIES. 

1.  Any  person  who  willfully  requests,  obtains,  or  seeks  to  obtain  criminal 
bistory  data  under  false  pretenses,  or  who  willfully  communicates  or  seeks 
to  communicate  criminal  history  data  to  any  agency  or  person  except  in  ac- 
cordance with  this  Act,  or  any  person  connected  with  any  research  program 
authorized  pursuant  to  this  Act  who  willfully  falsifies  criminal  history  data 
or  any  records  relating  thereto,  shall,  upon  conviction,  for  each  such  offense 
be  punished  by  a  fine  of  not  more  than  one  thousand  dollars  or  by  imprison- 
ment in  the  state  penitentiary  for  not  more  than  two  years,  or  by  both  fine 
and  imprisonment.  Any  person  who  knowingly,  but  without  criminal  pur- 
poses, communicates  or  seeks  to  communicate  criminal  history  data  except 
in  accordance  with  this  Act  shall  for  each  such  offense  be  fined  not  more 
than  one  hundred  dollars  or  be  imprisoned  not  more  than   ten   days. 

2.  Any  person  who  willfully  requests,  obtains,  or  seeks  to  obtain  intelligence 
data  under  false  pretenses,  or  who  willfully  communicates  or  seeks  to  com- 
municate intelligence  data  to  any  agency  or  person  except  in  accordance  with 
this  Act,  shall  for  each  such  offense  be  punished  by  a  fine  of  not  more  than 
five  thousand  dollars  or  by  imprisonment  in  the  state  penitentiary  for  not 
more  than  three  years,  or  by  both  fine  and  imprisonment.  Any  person  who 
knowingly,  but  without  criminal  purposes,  communicates  or  seeks  to  commu- 
nicate intelligence  data  except  in  accordance  with  this  Act  shall  for  each 
such  offense  be  fined  not  more  than  five  hundred  dollars  or  be  imprisoned 
not  more  than  six  months,  or  both. 

3.  If  the  person  convicted  under  this  section  is  a  peace  oflBcer,  the  conviction 
shall  be  grounds  for  discharge  or  suspension  from  duty  without  pay  and  if 
the  person  convicted  is  a  public  oflBcial  or  public  employee,  the  conviction  shall 
be  grounds  for  removal  from  oflSce. 

4.  Any  reasonable  grounds  for  belief  that  a  public  employee  has  violated 
any  provision  of  this  Act  shall  be  grounds  for  immediate  removal  from  all 
access  to  criminal  history  data  and  intelligence  data. 

Sec.  8.  New  Section.  INTELLIGENCE  DATA.  Intelligence  data  contained  in  the 
files  of  the  department  of  public  safety  or  a  criminal  justice  agency  shall  not 
be  placed  within  a  computer  data  storage  system. 

Intelligence  data  in  the  files  of  the  department  may  be  disseminated  only 
to  a  peace  officer,  criminal  justice  agency,  or  state  or  federal  regulatory 
agency,  and  only  if  the  department  is  satisfied  that  the  need  to  know  and 
the  intended  use  are  reasonable.  Whenever  intelligence  data  relating  to  a 
defendant  for  the  purpose  of  sentencing  has  been  provided  a  court,  the  court 
shall  inform  the  defendant  or  his  attorney  that  it  is  in  possession  of  such 
data  and  shall,  upon  request  of  the  defendant  or  his  attorney,  permit  exami- 
nation of  such  data. 

If  the  defendant  disputes  the  accuracy  of  the  intelligence  data,  he  shall  do 
so  by  filing  an  affidavit  stating  the  substance  of  the  disputed  data  and  wherein 
it  is  inaccurate.  If  the  court  finds  reasonable  doubt  as  to  the  accuracy  of  such 
information,  it  may  require  a  hearing  and  the  examination  of  witnesses  re- 
lating thereto  on  or  before  the  time  set  for  sentencing. 

Sec.  9.  New  Section.  No  surveillance  data  shall  be  placed  in  files  or  manual 
or  automated  data  storage  systems  by  the  department  or  bureau  or  by  any 
peace  officer  or  criminal  justice  agency.  Violation  of  the  provisions  of  this 
section  shall  be  a  public  offense  punishable  under  section  seven  (7)  of  this 
Act. 

Sec.  10,  New  Section.  RULES.  The  department  shall  adopt  rules  and  regula- 
tions designed  to  assure  the  security  and  confidentiality  of  all  criminal  his- 
tory data  and  intelligence  systems. 

Sec.  11.  Neic  Section.  EDUCATION  PROGRAM.  The  department  shall  require 
an  educational  program  for  its  employees  and  the  employees  of  criminal  justice 
agencies  on  the  proper  iise  and  control,  of  criminal  history  data  and  intelli- 
gence data. 

Sec.  12.  Netc  Section.  DATA  PROCESSING.  Nothing  in  this  Act  shall  preclude 
the  use  of  the  equipment  and  hardware  of  the  data  processing  service  center 
provided  for  in  section  nineteen  B  point  three  (19B.3),  subsection  five  (5), 
of  the  Code  for  the  storage  and  retrieval  of  criminal  history  data.  Files  shall 
be  stored  on  the  computer  in  such  a  manner  as  the  files  cannot  be  modified, 
destroyed,  accessed,  changed  or  overlayed  in  any  fashion  ,by  noncriminal 
justice  agency   terminals   or   personnel.   That   portion   of   any   computer,   elec- 
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tronic  switch  or  manual  terminal  having  access  to  criminal  history  data 
stored  in  the  state  computer  must  be  under  the  management  control  of  a 
criminal  justice  agency. 

Sec.  13.  Neiv  Section.  REVIEW.  The  department  shall  initiate  periodic  re- 
view procedures  designed  to  determine  compliance  with  the  provisions  of 
this  Act  within  the  department  and  by  criminal  justice  agencies  and  to  deter- 
mine that  data  furnished  to  them  is  factual  and  accurate. 

Sec.  14.  New  Section.  SYSTEMS  FOR  THE  EXCHANGE  OF  CRIMINAL 
HISTORY  DATA.  The  department  shall  regulate  the  participation  by  all 
state  and  local  agencies  in  any  system  for  the  exchange  of  criminal  history 
data,  and  shall  be  responsible  for  assuring  the  consistency  of  such  participa- 
tion with  the  terms  and  purposes  of  this  Act. 

Direct  access  to  such  systems  shall  be  limited  to  such  criminal  justice 
agencies  as  are  expres.sly  designated  for  that  purpose  by  the  department. 
The  department  shall,  with  respect  to  telecommunications  terminals  employed 
in  the  dissemination  of  criminal  history  data,  insure  that  security  is  pro- 
vided over  an  entire  terminal  or  that  portion  actually  authorized  access  to 
criminal  history  data. 

Sec.  15.  licw  Section.  REPORTS  TO  DEPARTMENT.  When  it  comes  to  the 
attention  of  a  sheriff,  police  department,  or  other  law  enforcement  agency 
that  a  public  offense  has  been  committed  in  its  jurisdiction,  it  shall  be  the 
duty  of  the  law  enforcement  agency  to  report  information  concerning  such 
crimes  to  the  bureau  on  a  form  to  be  furnished  by  the  bureau  not  more  than 
thirty-five  days  from  the  time  the  crime  first  comes  to  the  attention  of  such 
law  enforcement  agency.  These  reports  shall  be  used  to  generate  crime  statis- 
tics. The  bureau  shall  submit  statistics  to  the  governor,  legislature  and  crime 
commission  on  a  quarterly  and  yearly  basis. 

When  a  sheriff,  police  department  or  other  law  enforcement  agency  makes 
an  arrest  which  is  reported  to  the  bureau,  the  arresting  law  enforcement 
agency  and  any  other  law  enforcement  agency  which  obtains  custody  of  the 
arrested  person  shall  furnish  a  disposition  report  to  the  bureau  whenever  the 
arrested  person  is  transferred  to  the  custody  of  another  law  enforcement 
agency  or  is  released  without  having  a  complaint  or  information  filed  with 
any  court. 

Whenever  a  criminal  complaint  or  information  is  filed  in  any  court,  the 
clerk  shall  furnish  a  disposition  report  of  such  case. 

The  disposition  report,  whether  by  a  law  enforcement  agency  or  court, 
shall  be  sent  to  the  bureau  within  thirty  days  after  disposition  on  a  form 
provided  by  the  bureau. 

Sec.  16.  New  Section.  REVIEW  AND  REMOVAL.  At  least  every  year  the  bu- 
reau shall  review  and  determine  current  status  of  all  Iowa  arrests  reported  after 
the  effective  date  of  this  Act  which  are  at  least  one  year  old  with  no  dispo- 
sition data.  Any  Iowa  arrest  recorded  within  a  computer  data  storage  system 
which  has  no  disposition  data  after  five  years  shall  be  removed  unless  there 
is  an  outstanding  arrest  warrant  or  detainer  on  such  charge. 

Sec.  17.  Neiv  Section.  EXCLUSIONS.  Criminal  history  data  in  a  computer  data 
storage  system  does  not  include : 

1.   Arrest  or  disposition  data   after   the   person   has  been   acquitted   or   the 

Sec.  18.  New  Section.  PUBLIC  RECORDS.  Nothing  in  this  Act  shall  prohibit 
the  public  from  examining  and  copying  the  public  records  of  any  public 
body  or  agency  as  authorized  by  chapter  sixty-eight  A   (68A)   of  the  Code. 

Criminal  history  data  and  intelligence  data  in  the  possession  of  the  depart- 
ment or  bureau,  or  disseminated  by  the  department  or  bureau,  are  not  public 
records  within  the  provisions  of  chapter  sixty-eight  A  (68A)  of  the  Code. 

Sec.  19.  New  Section.  There  is  hereby  created  a  confidential  records  council 
consisting  of  nine  regular  members.  Two  members  shall  be  appointed  from 
the  house  of  representatives  by  the  speaker  of  the  house,  no  more  than  one 
of  whom  shall  be  from  the  same  party.  Two  members  shall  be  appointed 
from  the  senate  by  the  lieutenant  governor,  no  more  than  one  of  whom  shall 
be  from  the  same  party.  The  other  members  of  the  council  shall  be :  a  judge 
of  the  district  court  appointed  by  the  chief  justice  of  the  supreme  court,  one 
local  law  enforcement  official,  appointed  by  the  governor;  the  commissioner 
of  public  safety  or  his  designee:  and  two  privite  citizens  not  connected  with 
law  enforcement,  apiiointed  by  the  governor.  The  council  shall  select  its  own 
chairman.  The  members  shall  serve  at  the  pleasure  of  those  by  whom  their 
appointments  are  made. 
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The  council  shall  meet  at  least  annually  and  at  any  other  time  upon  the 
call  of  the  governor,  the  chairman  of  the  council,  or  any  three  of  its  mem- 
bers. Each  council  member  shall  be  entitled  to  reimbursement  for  actual  and 
necessary  expenses  incurred  in  the  i^erformance  of  official  duties  from  funds 
appropriated  to  the  department  of  public  safety. 

The  council  shall  have  the  following  responsibilities   and  duties : 

1.  Shall  periodically  monitor  the  operation  of  governmental  information 
systems  which  deal  with  the  collection,  storage,  use  and  dissemination  of 
criminal  history  or  intelligence  data. 

2.  Shall  review  the  implementation  and  effectiveness  of  legislation  and 
administrative  rules  and  regulations  concerning  such  systems. 

3.  May  recommend  changes  in  said  rules  and  regulations  and  legislation  to 
the   legislature   and   the   appropriate   administrative   officials. 

4.  May  require  such  reports  from  state  agencies  as  may  be  necessary  to 
perform  its  duties. 

5.  May  receive  and  review  complaints  from  the  public  concerning  the  opera- 
*;ion  of  such  systems. 

6.  May  conduct  such  inquiries  and  investigations  as  it  finds  appropriate 
to  achieve  the  purposes  of  this  Act.  Each  criminal  justice  agency  in  this 
state  and  each  state  and  local  agency  otherwise  authorized  access  to  criminal 
history  data  is  authorized  and  directed  to  furnish  to  the  council,  upon  its 
request,  such  statistical  data,  reports,  and  other  information  in  its  possession 
as  the  council  deems  necessary  to  carry  out  its  functions  under  this  Act. 
However,  the  council  and  its  members,  in  such  capacity,  shall  not  have  access 
^.o  criminal  history  data  or  intelligence  data  unless  it  is  data  from  which 
individual  identities  are  not  ascertainable  or  data  which  has  been  masked 
■50  that  individual  identities  are  not  ascertainable.  However,  the  council  may 
examine  data  from  which  the  identity  of  an  individual  is  ascertainable  if 
requested  in  writing  by  that  individual  or  his  attorney  with  written  authori- 
zation and  fingerprint  identification. 

7.  Shall  annually  approve  rules  and  regulations  adopted  in  accordance 
with  section  ten  (10)  of  this  Act  and  rules  and  regulations  to  assure  the 
accuracy,  completeness  and  proper  purging  of  criminal  history  data. 

8.  Shall  approve  all  agreements,  arrangements  and  systems  for  the  inter- 
state transmission  and  exchange   of  criminal  history  data. 

Sec.  20.  'New  Sectian.  The  provisions  of  sections  two  (2)  and  three  (3)  of 
this  Act  shall  not  apply  to  the  certifying  of  an  individual's  operating  record 
pursuant  to  section  three  hundred  twenty-one  A  point  three  (321A.3)  of  the 
Code. 

Arthur   A.    Neu, 
President   of   the   Senate. 
Andrew     Varlet, 
Speaker  of  the  House. 

I  hereby  certify  that  this  bill  originated  in  the  Senate  and  is  known  as 
Senate  File  115,  Sixty-fifth  General  Assembly. 


Approved  ,  1973 

Robert  D.  Ray, 
Oovernor. 


Ralph  R.  Brown, 

Secretary  of  the  Senate. 


MASSACHUSETTS 
Massachusetts  General  Laws  6  §  167-178 

criminal    offender    record    information    system     [NEW] 

Caption  editorially  supplied. 
§  167.  Definitions 

The  following  words  shall,  whenever  used  in  this  section  or  in  sections  one 
hundred  and  sixty-eight  to  one  hundred  seventy-eight,  inclusive,  have  the 
following  meanings  unless  the  context  otherwl.se  requires :  "Criminal  justice 
agencies",  those  agencies  at  all  levels  of  government  which  perform  as  their 
principal  function,  activities  relating  to  (a)  crime  prevention,  including  re- 
search or  the  sponsorship  of  research;    (b)    the  apprehension,  prosecution,  ad- 
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judication,  incarceration,  or  rehabilitation  of  criminal  offenders;  or  (c)  the 
collection,  storage,  dissemination  or  usage  of  criminal  offender  record  infor- 
mation. 

"Criminal  offender  record  information",  records  and  data  compiled  by  crimi- 
nal justice  agencies  for  purposes  of  identifying  criminal  offenders  and  of 
maintaining  as  to  each  such  offender  a  summary  of  arrests,  pretrial  proceed- 
ings, the  nature  and  disposition  of  criminal  charges,  sentencing,  incarcera- 
tion, rehabilitation  and  release.  Such  information  shall  be  restricted  to  that 
recorded  as  the  result  of  the  initiation  of  criminal  proceedings  or  of  any 
consequent  proceedings  related  thereto.  It  shall  not  include  intelligence, 
analytical  and  investigative  reports  and  files,  nor  statistical  records  and  re- 
ports in  which  individuals  are  not  identified  and  from  which  their  identities 
are  not  ascertainable. 

"Interstate  systems",  all  agreements,  arrangements  and  systems  for  the 
interstate  transmission  and  exchange  of  criminal  offender  record  information. 
Such  systems  shall  not  include  recordkeeping  systems  in  the  commonwealth 
maintained  or  controlled  by  any  state  or  local  agency,  or  group  of  such  agen- 
cies, even  if  such  agencies  receive  or  have  received  information  through,  or 
otherwise  participated  or  have  participated  in,  systems  for  the  interstate  ex- 
change of  criminal  record  information. 

"Purge",  remove  from  the  criminal  offender  record  information  system  such 
that  there  is  no  trace  of  information  removed  and  no  indication  that  said 
information  was  removed. 

Added  by  St.l972,  c  805,  §  1. 

1972  Enactment.  St.l972,  c.  805,  §  1,  adding  this  section  and  sections  168 
to  178  of  this  chapter,  was  approved  July  19,  1972.  Section  9  provided :  "This 
act  shall  take  effect  conformably  to  law,  except  that  any  agency,  department, 
institution,  or  individual  which  is  authorized  by  statute  to  receive  criminal 
offender  record  information  or  which  receives  the  same  at  the  discretion 
of  the  commissioner  of  probation,  on  the  effective  date  of  this  act,  shall  con- 
tinue to  receive  the  same,  notwithstanding  any  provision  of  this  act  to  the 
contrary,  until  January  first,  nineteen  hundred  and  seventy-three." 

CROSS   REFERENCES 

Correctional  institutions. 

Identification  of  prisoners,  see  c.  127,  §  23. 

Fugitives  from  justice,  descriptions,  see  c.  127,  §  25. 
Department  of  public  safety,  criminal  information  bureau,  see  c.  22  §  3A. 
Fingerprinting  and  photographing. 

Cities  and  towns,  persons  arrested  during  riots,  etc.,  see  c.  41,  §  98. 

Persons  charged  with  a  felony,  see  c.  263,  §  lA. 
Use  of  systems  operated  by  the  board  authorized, 

Commissioner  of  probation,  see  c.  276,  §  100. 

Correctional  institutions,   see  c   127,   §§2,   28,   29. 

Department  of  public  safety,  see  c  147,  §  4A. 

State  police,  criminal  information  bureau,  see  c.  147,  §  4C. 

%  168.  Criminal  history  systems  hoard;  establishment;  members;  chairman; 
terms;  meetings,  expenses,  regulations ;  powers  and  duties;  director  of  tele- 
processing and  other  employees;  report 
There  shall  be  a  criminal  history  systems  board,  hereinafter  called  the 
board,  consisting  of  the  following  persons :  the  attorney  general,  the  chairman 
of  the  Massachusetts  defenders  committee,  the  chairman  of  the  parole  board, 
the  chief  justice  of  the  district  courts,  the  chief  justice  of  the  superior  court, 
the  chief  justice  of  the  supreme  judicial  court,  the  commissioner  of  the  de- 
partment of  correction,  the  commissioner  of  the  department  of  public  safety, 
the  commissioner  of  the  department  of  youth  services,  the  commissioner  of 
probation,  the  executive  director  of  the  governor's  public  safety  committee, 
and  the  police  commissioner  of  the  city  of  Boston,  or  their  designees,  all  of 
whom  shall  serve  ex  officio,  and  three  other  persons  to  be  nppointed  by  the 
governor  for  a  term  of  three  years  one  of  whom  shall  represent  the  Massa- 
chusetts district  attorneys  association,  one  of  whom  shall  represent  the 
Massachusetts  chiefs  of  police  association,   and   one  of  whom   shall   represent 
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the  county  commissioners  and  sheriffs  association.  Upon  the  expiration  of  the 
term  of  any  appointive  member  his  successor  shall  be  appointed  in  a  like 
manner  for  a  term  of  three  years. 

The  governor  shall  designate  annually  the  chairman  of  the  board  from 
among  its  members.  No  chairman  may  be  appointed  to  serve  more  than  two 
consecutive  terms.  The  chairman  shall  hold  regular  meetings,  one  vphich  shall 
be  an  annual  meeting  and  shall  notify  all  board  members  of  the  time  and 
place  of  all  meetings.  Special  meetings  may  be  called  at  any  time  by  a  major- 
ity of  the  board  members  and  shall  be  called  by  the  chairman  upon  written 
application  of  eight  or  more  members.  Members  of  the  board  shall  receive  no 
compensation,  but  shall  receive  their  expenses  actually  and  necessarily  in- 
curred in  the  discharge  of  their  duties. 

The  board,  after  receiving  the  advice  and  recommendations  of  its  advisory 
committee,  shall,  with  the  approval  of  two-thirds  of  the  board  members  or  their 
designees  present  and  voting,  promulgate  regulations  regarding  the  collection, 
storage,  dissemination  and  usage  of  criminal  offender  record  information. 

The  board  shall  provide  for  and  exercise  control  over  the  installation, 
operation  and  maintenance  of  data  processing  and  data  communication  sys- 
tems, hereinafter  called  the  criminal  offender  record  information  system. 
Said  system  shall  be  designed  to  insure  the  prompt  collection,  exchange,  dis- 
semination and  distribution  of  such  criminal  offender  record  information  as 
may  be  necessary  for  the  eflScient  administration  and  operation  of  criminal 
justice  agencies,  and  to  connect  such  systems  directly  or  indirectly  with 
similar  systems  in  this  or  other  states.  The  board  shall  appoint,  subject  to 
section  one  hundred  and  sixty-nine,  and  fix  the  salary  of  a  director  of  tele- 
processing who  shall  not  be  subject  to  the  provisions  of  chapter  thirty-one  or 
of  section  nine  A  of  chapter  thirty.  The  board  may  appoint  such  other  em- 
ployees, including  experts  and  consultants,  as  it  deems  necessary  to  carry  out 
its  responsibilities,  none  of  whom  shall  be  subject  to  the  provisions  of  chapter 
thirty-one  or  of  section  nine  A  of  chapter  thirty. 

The  board  shall  make  an  annual  report  to  the  governor  and  file  a  copy 
thereof  with  the  state  secretary,  the  clerk  of  the  house  of  representatives  and 
the  clerk  of  the  senate. 

The  board  is  authorized  to  enter  into  contracts  and  agreements  with,  and 
accept  gifts,  grants,  contributions,  and  bequests  of  funds  from,  any  depart- 
ment, agency,  or  subdivision  of  federal,  state,  county,  or  municipal  govern- 
ment and  any  individual,  foundation,  corporation,  association,  or  public 
authority  for  the  purpose  of  providing  or  receiving  services,  facilities,  or 
staff  assistance  in  connection  with  its  work.  Such  funds  shall  be  deposited 
with  the  state  treasurer  and  may  be  expended  by  the  board  in  accordance 
'Aith  the  conditions  of  the  gift,  grant,  contribution,  or  bequest,  without  spe- 
cific appropriation. 
Added  by  St.l972,  c.  805,  §  1. 

§  169.  Criminal  history  system  advisory  com/mittee;  establishment ;  members; 
vote;  chairman;  executive  secretary,  et  al.;  meetings;  powers,  duties  and 
functions ;  participation  in  interstate  system  for  exchange  of  record  infor- 
mation; reports 

There  shall  be  a  criminal  history  system  advisory  committee  of  the  board, 
hereinafter  called  the  advisory  committee,  consisting  of  the  following  persons 
and  their  designees :  the  commissioner  of  the  Boston  police  department,  the 
attorney  general,  the  commissioner  of  correction,  the  commissioner  of  public 
safety,  the  commissioner  of  youth  services,  the  director  of  teleprocessing  of 
the  criminal  offender  record  system,  the  executive  director  of  the  governor's 
public  safety  committee,  the  president  of  the  Massachusetts  district  attorneys 
association,  the  commissioner  of  probation,  the  chairman  of  the  parole  board, 
and  the  chief  justices  of  the  district  and  superior  courts.  Each  agency  repre- 
sented shall  be  limited  to  one  vote  regardless  of  the  number  of  designees 
present  at  the  time  any  votes  are  taken. 

The  advisory  committee  shall  elect  its  own  chairman  from  its  membership 
to  serve  a  term  of  one  year.  No  chairman  may  be  elected  to  serve  more  thnn 
two  consecutive  terms.  The  advisory  committee  may  appoint  an  executive 
secretary,  legal  counsel  and  such  other  employees  as  it  may  from  time  to  time 
deem  appropriate  to  serve,  provided,  however,  that  such  employees  shall  not 
be  subject  to  chapter  thirty-one  or  section  nine  A  of  chapter  thirty. 
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The  chairman  shall  hold  regular  meetings,  one  of  which  shall  be  an  annual 
meeting  and  shall  notify  all  advisory  committee  members  of  the  time  and 
place  of  all  meetings.  Special  meetings  shall  be  called  at  any  time  by  a 
majority  of  the  advisory  committee  members,  and  shall  be  called  by  the  chair- 
man upon  vpritten  application  of  seven  or  more  members. 

The  advisory  committee  shall  recommend  to  the  board  regulations  relating 
to  the  collection,  storage,  dissemination  and  use  of  criminal  offender  record 
information.  The  advisory  committee  shall  ensure  that  communication  is 
maintained  among  the  several  prime  users.  The  advisory  committee  shall  also 
recommend  to  the  board  the  director  of  teleprocessing  of  the  criminal  offender 
record  information  system. 

The  advisory  committee  may  coordinate  its  activities  with  those  of  any 
interstate  systems  for  the  exchange  of  criminal  offender  record  information, 
may  nominate  one  or  more  of  its  members  to  serve  upon  the  council  or  com- 
mittee of  any  such  system  and  may  participate  when  and  as  it  deems  appro- 
priate in  any  such  system's  activities  and  programs. 

The  advisory  committee  may  conduct  such  inquiries  and  investigations  as 
it  deems  necessary  and  consistent  with  its  authority.  It  may  request  any 
agency  that  maintains,  receives,  or  that  is  eligible  to  maintain  or  receive 
criminal  offender  records  to  produce  for  inspection  statistical  data,  reports 
and  other  information  concerning  the  collection,  storage,  dissemination  and 
usage  of  criminal  offender  record  information.  Each  such  agency  is  authorized 
and  directed  to  provide  such  data,  reports,  and  other  information. 

The  advisory  committee  shall  report  annually  to  the  board  concerning  the 
collection,   storage,   dissemination   and   usage   of   criminal   offender   record   in- 
formation in  the  commonwealth.  The  board  may  require  additional  reports  as 
it  deems  advisable. 
Added  by  Stl972,  c.  805,  §  1. 

%  170.  Security  and  privacy  council;  establishment;  members;  chairman; 
terms;  clerical  assistance;  meetings;  duties  and  functions;  expenses;  re- 
ports; participation  in  interstate  system  for  exchange  of  record  information 

There  shall  be  a  security  and  privacy  council,  hereinafter  called  the  council, 
consisting  of  the  chairman  and  one  other  member  of  the  advisory  committee, 
chosen  by  the  advisory  committee,  and  seven  other  members  to  be  appointed 
by  the  governor,  to  include  representatives  of  the  general  public,  state  and 
local  government,  and  one  representative  of  the  criminal  justice  community. 
Of  the  seven  members  initially  appointed  by  the  governor,  two  shall  be  ap- 
pointed for  a  period  of  one  year,  two  shall  be  appointed  for  a  period  of  two 
years,  two  shall  be  appointed  for  a  period  of  three  years,  one  shall  be  ap- 
pointed for  a  period  of  four  years.  Thereafter,  each  of  the  appointments  shall 
be  for  a  period  of  four  years.  Each  member  appointed  by  the  governor  shall 
serve  until  his  successor  is  appointed  and  has  qualified.  The  chairman  of  the 
council  shall  be  elected  by  and  from  within  the  council  to  serve  for  a  term  of 
two  years.  The  advisory  committee  shall  provide  such  clerical  and  other 
assistance  as  the  council  may  require.  The  council  shall  meet  at  the  call  of 
the  governor,  its  chairman,  or  any  three  of  its  members  and  shall  conduct 
a  continuing  study  and  review  and  to  make  recommendations  concerning 
questions  of  individual  privacy  and  system  security  in  connection  with  the 
collection,  storage,  dissemination,  and  usage  of  criminal  offender  record  in- 
formation. Council  members  shall  receive  no  compensation  for  their  services 
on  the  council  but  shall  receive  their  expenses  necessarily  incurred  in  the 
performance  of  official  duties. 

The  council  may  conduct  such  inquiries  and  investigations  as  it  deems  neces- 
sary and  consistent  with  its  authority.  The  board,  each  criminal  justice 
agency  in  the  commonwealth,  and  each  state  and  local  agency  having  au- 
thorized access  to  criminal  offender  record  information,  is  authorized  and 
may  furnish  to  the  council,  upon  request  made  by  its  chairman,  such  statisti- 
cal data,  reports,  and  other  information  directly  related  to  criminal  offender 
record  information  as  is  necessary  to  carry  out  the  council's  functions. 

The  council  shall  make  an  annual  report  to  the  governor  and  file  a  copy 
thereof  with  the  state  secretary  and  the  clerk  of  the  house  of  representatives 
and  the  clerk  of  the  senate.  It  may  make  such  ndditional  reports  and  recom- 
mendations as  it  deems  appropriate  to  carry  out  its  duties. 
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The  council  shall  appoint  one  or  more  of  its  members  to  serve  upon  any 
similar   council   or   committee   connected    with   any   interstate   system    for   the 
exchange  of  criminal  offender  record  information,  and  may  participate  as  it 
deems  appropriate  in  the  activity  of  any  such  system. 
Added  by  St.l972,  c  805,  §  1. 

§  111.  Regulations  generally;  continuing  educational  program 

The  board  shall  promulgate  regulations  (a)  creating  a  continuing  program 
of  data  auditing  and  verification  to  assure  the  accuracy  and  completeness  of 
criminal  offender  record  information;  {h)  assuring  the  prompt  and  complete 
purging  of  criminal  record  information,  insofar  as  such  purging  is  required 
by  any  statute  or  administrative  regulation,  by  the  order  of  any  court  of  com- 
petent jurisdiction,  or  to  correct  any  errors  shown  to  exist  in  such  informa- 
tion ;  and  (c)  assuring  the  security  of  criminal  offender  record  information 
from  unauthorized  disclosures  at  all  levels  of  operation. 

The  board  shall  cause  to  be  initiated  for  employees  of  all  agencies  that 
maintain,  receive,  or  are  eligible  to  maintain  or  receive  criminal  offender 
record  information  a  continuing  educational  program  in  the  proper  use  and 
control  of  such  information. 

Added  by  St.l972,  c  805,  §  1. 

§  112.   Dissemination   of  record  information   to   authorized   agencies   and  indi- 
viduals; determination  of  eligibility  for  access;  certification;  listing;  scope 
of  inquiry;  regulations;  access  limited;  authorisation 
Criminal  offender  record  information  shall  be  disseminated,  whether  directly 

or  through  any  intermediary,   only  to    (a)    criminal  justice  agencies  and    (6) 

such  other  individuals  and  agencies  as  are  authorized  access  to  such  records 

by  statute. 

The  board  shall  certify  which  agencies  and  individuals  requesting  access 
to  criminal  offender  record  information  are  authorized  such  access.  The  board 
shall,  regarding  such  agency  or  individual,  make  a  finding  in  writing  of 
eligibility  or  non-eligibility  for  such  access.  No  such  information  shall  be  dis- 
seminated to  any  agency  or  individual  prior  to  the  board's  determination  of 
eligibility  or,  in  cases  in  which  the  board's  decision  is  appealed,  prior  to  the 
final  judgment  of  a  court  of  comi^etent  jurisdiction  that  the  agency  or  indi- 
vidual is  so  eligible. 

Each  agency  holding  or  receiving  criminal  offender  record  information 
shall  maintain,  for  such  period  as  is  found  by  the  board  to  be  appropriate,  a 
listing  of  the  agencies  or  individuals  to  which  it  has  released  or  communi- 
cated such  information.  Such  listings,  or  reasonable  samples  thereof,  may 
from  time  to  time  be  reviewed  by  the  board,  advisory  committee,  or  council 
to  determine  whether  any  statutory  provisions  or  regulations  have  been  vio- 
lated. 

Dissemination  from  any  agency  in  this  commonwealth  of  criminal  offender 
record  information  shall,  except  for  purposes  of  research  programs  approved 
under  section  one  hundred  and  seventy-three,  be  permitted  only  if  the  inquiry 
is  based  upon  name,  fingerprints  or  other  i>ersonal  identifying  characteristics. 
The  board  shall  promulgate  regulations  to  prevent  dissemination  of  such  in- 
formation, except  in  the  above  situations,  where  inquiries  are  based  upon 
categories  of  offense  or  data  elements  other  than  said  characteristics. 

Notwithstanding  the  provisions  of  this  section,  access  to  criminal  offender 
record  information  on  the  basis  of  data  elements  other  than  personal  identify- 
ing characteristics  shall  be  iJermissible  if  the  criminal  justice  agency  seeking 
such  access  has  first  obtained  authorization  from  the  commissioner  of  proba*^ 
tion,  or  in  his  absence,  a  deputy  commissioner  of  probation.  Such  authoriza- 
tion may  be  given  as  a  matter  of  discretion  in  cases  in  which  it  has  been 
shown  that  such  access  is  imperative  for  purposes  of  the  criminal  justice 
agency's  investigational  or  other  responsibilities  and  the  information  sought 
to  be  obtained  is  not  reasonably  available  from  any  other  source  or  through 
any  other  method. 

Added  by  St.l972,  c.  805.  §  1. 

§  173.  Regulations  for  program  research;  monitoring;  access  restricted 

The  board  shall  promulgate  regulations  to  govern  the  use  of  criminal  of- 
fender record  information  for  purposes  of  program  research.  Such  regulations 
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shall  require  preservation  of  the  anonymity  of  the  individuals  to  whom  such 
information  relates,  shall  require  the  completion  of  nondisclosure  agreements 
by  all  participants  in  such  programs,  and  shall  impose  such  additional  re- 
quirements and  conditions  as  the  board  finds  to  be  necessary  to  assure  the 
protection  of  privacy  and  security  interests. 

The  board  may  monitor  any  such  programs  to  assure  their  effectiveness.  The 
board  may,  if  it  determines  that  a  program's  continuance  threatens  privacy 
or  security  interests,  prohibit  access  on  behalf  of  any  such  program  to  crimi- 
nal offender  record  information. 

Added  by  St.l972,  c  805,  §  1. 

I  m.  Interstate  system  for  exchange  of  record  information ;  supervision  oj 
participation  by  state  and  local  agencies;  access  limited;  telecotnmumca- 
tions  access  terminals 

The  board  shall  supervise  the  participation  by  all  state  and  local  agencies 
in  any  interstate  system  for  the  exchange  of  criminal  offender  record  infor- 
mation, and  shall  be  responsible  to  assure  the  consistency  of  such  participation 
with  the  terms  and  purposes  of  sections  one  hundred  and  sixty-eight  to  section 
one  hundred  and  seventy-eight  inclusive. 

Direct  access  to  any  such  system  shall  be  limited  to  such  criminal  justice 
agencies  as  are  expressly  designated  for  that  purpose  by  the  board.  Where 
any  such  system  employs  telecommunications  access  terminals,  the  board 
shall  limit  the  number  and  placement  of  such  terminals  to  those  for  which 
adequate  security  measures  may  be  taken  and  as  to  which  the  board  may 
impose  appropriate  supervisory  regulations. 
Added  by  St.l972,  c  805,  §  1. 

§175.  Inspection  af  record  information  by  individual  concerned;  corrections; 
procedure ;  restrictions 

Each  individual  shall  have  the  right  to  inspect,  and  if  practicable,  copy, 
criminal  offender  record  information  which  refers  to  him.  If  an  individual 
believes  such  information  to  be  inaccurate  or  incomplete,  he  shall  request  the 
agency  having  custody  or  control  of  the  records  to  purge,  modify  or  supple- 
ment them.  If  the  agency  declines  to  so  act,  or  if  the  individual  believes 
the  agency's  decision  to  be  otherwise  unsatisfactory,  the  individual  may  in 
writing  request  review  by  the  council.  The  council  shall,  in  each  case  in 
which  it  finds  prima  facie  basis  for  complaint,  conduct  a  hearing  at  which 
the  individual  may  appear  with  counsel,  present  evidence,  and  examine  and 
cross-examine  witnesses.  Written  findings  shall  be  issued  within  sixty  days 
of  receipt  by  the  council  of  the  request  for  review.  Failure  to  issue  findings 
shall  be  deemed  a  decision  of  the  council.  If  the  record  in  question  is  found 
to  be  inaccurate,  incomplete  or  misleading,  the  council  shall  recommend  to 
the  board  that  the  record  be  appropriately  purged,  modified  or  supplemented 
by  explanatory  notation.  Notification  of  the  council's  recommendation  and 
subsequent  orders  by  the  board  to  delete,  amend  or  supplement  the  records, 
shall  be  disseminated  by  the  board  to  any  individuals  or  agencies  to  which 
the  records  in  question  have  been  communicated,  as  well  as  to  the  individual 
whose  records  have  been  ordered  so  altered  within  ten  days  of  receipt  of  the 
council's  recommendation.  Failure  of  the  board  to  act  shall  be  deemed  a  deci- 
sion of  the  board. 

Agencies  at  which  criminal  offender  records  are  sought  to  be  inspected  shall 
prescribe  reasonable  hours  and  places  of  inspection,  and  shall  impose  such 
additional  restrictions  as  may  be  approved  by  the  board,  including  finger- 
printing, as  are  reasonably  necessary  both  to  assure  the  record's  security  and 
to  verify  the  identities  of  those  who  seek  to  inspect  them. 
Added  by  St.  1972,  c  805,  §  1. 
§  ns.  Appeal;  de  novo  hearing;  equitable  relief 

Any  individual  or  agency  aggrieved  by  any  order  or  decision  of  the  board 
or  adverse  recommendation  of  the  council  or  failure  of  the  council  to  issue 
findings  may  appeal  such  order,  recommendation  or  decision  to  the  superior 
court  in  the  county  in  which  he  is  resident  or  in  which  the  board  issued  the 
order  or  decision  from  which  the  individual  or  agency  appeals.  The  court 
shall  in  each  such  case  conduct  a  de  novo  hearing,  and  may  order  such  relief 
as  it  finds  to  be  required  by  equity. 
Added  by  St.  1972,  c.  805,  §  1. 
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§  177.   Violations ;  civil  liability 

Any  aggrieved  person  may  institute  a  civil  action  in  superior  court  for 
damages  or  to  restrain  any  violation  of  sections  one  liundred  and  sixty-eiglit 
to  one  hundred  and  seventy-ifive,  inclusive.  If  it  is  found  in  any  such  action 
that  there  has  occurred  a  willful  violation,  the  violator  shall  not  be  entitled 
to  claim  any  privilege  absolute  or  qualified,  and  he  shall  in  addition  to  any 
liability  for  such  actual  damages  as  may  be  shown,  be  liable  for  exemplary 
damages  of  not  less  than  one  hundred  and  not  more  than  one  thousand  dollars 
for  each  violation,  together  with  costs  and  reasonable  attorneys'  fees  and 
disbursements  incurred  by  the  person  bringing  the  action. 

Added  by  St.  1972,  c  805,  §  1. 
§  178.  Violations ;  punishment 

Any  person  who  willfully  requests,  obtains  or  seeks  to  obtain  criminal  of- 
fender record  information  under  false  pretenses,  or  who  willfully  communi- 
cates or  seeks  to  communicate  criminal  offender  record  information  to  any 
agency  or  person  except  in  accordance  with  the  provisions  of  sections  one 
hundred  and  sixty-eight  to  one  hundred  and  seventy-five,  inclusive,  or  any 
member,  officer,  employee  or  agency  of  the  board,  the  advisory  committee,  the 
council  or  any  participating  agency,  or  any  person  connected  with  any  au- 
thorized research  program,  who  willfully  falsifies  criminal  offender  record 
information,  or  any  records  relating  thereto,  shall  for  each  offense  be  fined 
not  more  than  five  thousand  dollars,  or  imprisoned  in  a  jail  or  house  of  cor- 
rection for  not  more  than  one  year,  or  both. 
Added  by  St.l972,  c  805,  §  1. 

The  Criminal  Justice  Data  Banks  Contkoversy — A  Chronology  of 

Significant  Events  ^ 

February,  1967.  The  President's  Commission  on  Law  Enforcement  and  the 
Administration  of  Criminal  Justice  Report.  Recommends  the  use  of  com- 
puter technology  by  criminal  justice  information  systems  on  a  decentralized 
basis. 

July,  1969.  Project  SEARCH,  a  consortium  of  ten  states  receiving  LEAA  funds, 
was  created  to  develop  a  prototype  computerized  network  to  exchange 
criminal  history  information  on  a  decentralized  basis. 

July,  1970.  Project  SEARCH  privacy  report  is  issued  calling  for  the  adoption 
of  restrictions  on  criminal  history  data  collections  to  safeguard  privacy. 

October,  1970.  Mathias  Amendment  to  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968.  Requires  LEAA  to  submit  legislative  recommendations 
to  regulate  the  exchange  of  criminal  justice  data. 

December.  1970.  Attorney  General  Mitchell  authorizes  the  FBI  to  take  con- 
trol of  the  Project  SEARCH  criminal  history  index. 

June,  1971.  Menard  v.  Mitchell  decision.  Limited  the  dissemination  of  FBI 
arrest  records  outside  the  federal  government. 

September,  1971.  S.  2546,  LEAA's  recommendation  pursuant  to  the  1970 
Amendment,  was  introduced.  Gave  the  Attorney  General  broad  power  to 
determine  the  access  to  criminal  justice  data  banks.  No  action  taken  on  the 
bill. 

November,  1971.  FBI  announces  that  it  has  assumed  operation  and  control  of 
the  nationwide  criminal  history  data  bank  as  part  of  its  National  Crime 
Information  Center   (NCIC). 

November,  1971.  Bible  Rider  to  the  Supplemental  Appropriations  Act  of  1972. 
Gives  FBI  authority  to  continue  dissemination  of  arrest  records  to  negate 
the  effect  of  the  Menard  decision. 

July,  1972.  Massachusetts  enacts  statute  governing  use  of  and  access  to  crimi- 
nal history  records. 

January,  1973.  GAO  report  criticizes  costs  and  planning  of  NCIC. 

Spring,  1973.  Alaska  and  Iowa  enact  statutes  governing  use  of  criminal  his- 
tory records. 

June,  1973.  Massachusetts  refuses  to  join  NCIC  until  safeguards  are  adopted 
at  the  federal  level.  Justice  Department  sues  on  behalf  of  Small  Business 
Administration  and  Defense  Department  to  force  Massachusetts  to  join 
NCIC. 


1  Prepared  by  the  Staff  of  the  Subcommittee  on  Constitutional  Rights,  March  1974. 
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July,  1973.  Kennedy  Amendment  to  the  Crime  Control  Act  of  1973.  Required 
LEAA  to  issue  regulations  to  control  the  LEAA-funded  state  criminal  jus- 
tice data  systems. 

July,  1973.  HEW  Report,  entitled  "Records,  Computers,  and  the  Rights  of 
Citizens,"  is  published.  Proposes  limitations  on  all  automated  personal  data 
systems  of  the  federal  government- 
August,  1973.  Massachusetts  Governor  Francis  W.  Sargent  and  others  petition 
Justice  Department  to  develop  standards  to  govern  criminal  history  records. 

September,  1973.  Justice  Department  drops  suit  to  require  Massachusetts  join 
NCIC. 

February,  1974.  Justice  Department  proposes  regulations  pursuant  to  the 
Amendment  to  the  Crime  Control  Act  of  1973.  Regulations  govern  those 
states  receiving  LEAA  funds  and  exchanging  Rap  sheets  with  FBI. 

February,  1974.  S.  2963,  drafted  by  Senator  Ervin.  and  S.  2964,  drafted  by 
the  Justice  Department  and  introduced  by  Senator  Hruska,  are  introduced. 
To  regulate  criminal  justice  data  banks. 

February,  1974.  President  Nixon  issues  message  on  privacy  emphasizing  im- 
portance of  Justice   Department  legislation    (S.   2964). 


Materials   Submitted   by  Governor  Francis   Sargent  to   the   Subcommittee 
ON  Constitutional  Rights,  March  5,  1974 

The  Commonwealth  of  Massachusetts, 

Criminal  History  Systems  Board, 

Boston,  Mass.,  September  5,  1973. 

List    of    Agencies    Certified    by    the    Criminal    History    Systems    Board    to 
Receive  Criminal  Offender  Record  Information : 

1.  State  police,  municipal  police,  district  police,   police  marshals 

2.  District  and  municipal  courts,  the  Superior  Court,  including  the  criminal 

clerks,  the  Appeals  Court,  the  Supreme  Judicial  Court 

3.  Boston  Housing  Court 

4.  Probate  courts,  only  so  far  as  is  necessary  for  sentencing  persons  for  con- 

tempt, for  neglect  violations,   for  supix>rt  violations,  and  the  like 

5.  Juvenile  courts 

6.  Department  of  the  Attorney  General 

7.  Office  of  the  Commissioner  of  Probation  and  local  probation  oflSces 

8.  District  attorneys  oflices 

9.  Parole  Board 

10.  Department  of  Youth  Services 

11.  Department  of  Correction 

12.  Sheriffs'  departments  of  each  county  and  the  Penal  Commissioner  of  the 

City  of  Boston 

13.  County  training  schools 

14.  Plymouth  County  Identification  Bureau 

15.  Special  prosecutors  hired  by  cities  and  towns 

16.  Bail  commissioners 

17.  Masters  in  chancery 

18.  Massachusetts  Defenders  Committee 

19.  Massachusetts  Bay   Transportation  Authority   Police 

20.  Law   Enforcement   Division,   Department   of  Natural   Resources 

21.  Advisory  Board  of  Pardons  and  Communications 

22.  Registry  of  Motor  Vehicles 

23.  Special  police  who  are  certified  by  the  State  Police 

24.  U.S.  Army  Intelligence 

25.  U.S.  Naval  Intelligence 

26.  U.S.  Bureau  of  Customs 

27.  Federal  Bureau  of  Investigation.   U.S.   Department   of  Justice 

28.  U.S.  Internal  Revenue  Service 

29.  U.S.  Immigration  and  Naturalization  Service.   U.S.  Department  of  Justice 

30.  Drug  Enforcement   Division.   U.S.    Department   of  Justice 

31.  U.S.   Postal   Inspection   Service 

32.  New  England  Organized  Crime  Intelligence   System 

33.  Federal  Bureau  of  Prisons,  U.S.  Department  of  Justice 
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34.  New  England  Strike  Force 

35.  U.S.  Parole  Board 

37.  U.S.   Secret  Service 

S:  uS^Marshalf*'''''  ^"'''''''^  ""^  ^^^  ^''"'^"''^  Services  Administration 

40.  Massachusetts  Capitol  Police 

41.  Fraudulent  Claims  Board,  Division  of  Insurance 

42.  Welfare  Audit  Fraud  Squad 

43.  Division  of  Legal  Medicine,  Department  of  Mental  Health 

44.  Criminal    History    Systems    Board.    Criminal    History    Systems    Advisorv 

Committee,  Security  and  Privacy  Council  systems    Advisory 

45.  Roxbury  Defenders  Committee 

46.  Alcohol  Safety  Action  Project 

11  ST'^i"^^  ""^  .^"^T  Enforcement  and  Administration   of  Criminal  Justice 

48.  U.S.   Bureau  of  Alcohol,   Tobacco  and   Firearms  -luhuce 

49.  Boston  Licensing  Board  for  the  purposes  of  M.G.L.  c.  138  sec    12 

m'g.K  c*\^5^se'^'"5'''''"'''    °^    Veterans    Services    for    the    purposes    of 
51.  Bo^ton^  Veterans  Services  Department  for  the  purposes  of  M.G.L.   c.   115 

53.  Massachusetts  Division  of  Civil  Service  for  the  purposes  of  M.G.L.  c.  31 

ScC*    X I 

54.  Office  of  Investigations  of  the  General  Services  Administration 

lllTf      Corporations  of  the  Office  of  the  Massachusetts   Secretary  of 
re    TT  ^^^^^  ^°^  *^^  purposes  of  M.G.L.  c.  ISO  sec.  5 

Lr,n^^'''**"'''!i*r?^  ,^^^^'   ^''^   ^^^   purposes   of   the   Labor   Management 
Reporting  and  Disclosure  Act  'i^agcuieui 

57.  Naval  Investigative  Service  Office — New  York 

58.  U.S.   Civil   Service  Commission  for  the  purposes  of  5  U.S.C.   7313 

Taxation  Investigations  of  the  Department  of  Corporations  and 

^^'  ^""^Lu^^    ^™^    Division    of    the    Massachusetts    Department    of    Public 

Health  pursuant  only  to  the  authority  of  M.G.L.  c.  94C  sec    I'^fa)^) 
6L  Air  Force  Office  of  Special  Investigations  i-(a)(3) 

^^Sis"^  Security,  U.S.  Department  of  State  for  the  purposes  of  5  U.S.C. 

^^'  ^  M.G.L'°c''l38^sef  ^10*"'  '"""  ^''^   '^  ^''^   ^^^^""'^   ^""^   '^'   P"^P««^«   «f 

'"■  ""ment  ^f'theAi^r^F^e '"'"''"  ''  '^'"^'"^^  ^-  P^^^^«°^  ^''''^'   ^'^^^'■ 

65.  Municipal,   county,    regional   and   state   police   agencies   from   other  states 

and  territories  of  the  United  States 

66.  Municipal    county,  regional  and  state  courts  having  criminal  jurisdiction 
OT    ^Z'^^™  ^f^*''"  ^^""^^^  ^^^  territories  of  the  United  States  J"r  saicuon 

67.  Mumcipa     county,   regional  and  state  prosecutorial  and  defense  agencies 
«o    ^r     '^'^  ""l^^^  ^^^^^^  ^'^^  territories  of  the  United  States 

68.  Municipal,   county,    regional   and   state   correctional   authorities,    including 

States    °  ""'   ^'''™   '"^^^'^  ^^^^''''  ^"*^   territories  of  the   United 

69.  Governor   of   the   Commonwealth    of   Massachusetts   and    his    Chief   Leeal 

p'^aTdrlngTSV'  '"'  Constitution  of  Massachusetts  for  purpo^'of 

70.  National  Parole  Board  of  Canada 

Re  Agencies  Certified  by  Criminal  History  Systems  Board  Pursuant  to  Statute 
Massachusetts  Division  of  Civil  Service— M.G.L.  c.  31  sec.  17 

".  .  .  nor  shall  any  person  be  appointed  or  emploved  in  any  such   nosition 
?lmonTeafth".  '"' '*  ^^'  '^'""'"""   ''  '^"^   criiEe'against   the'lawsTf   the 

^'''M'S.K^J."l4rsec.'T2('aS"3^^  Department  of  Public  Health- 
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"In  determining  the  public  interest,  tlie  Board  of  Registration  in  Pharmacy 
in  the  case  of  a  retail  drug  store  or  a  wholesale  druggist  and  the  commils- 
sioner  in  all  other  cases  shall  consider  the  following  factors:  (3)  any  convic- 
tion of  the  applicant  under  any  federal  and  state  law  relating  to  any  con- 
trolled substance,  ..." 

Board  of  Registration  of  Real   Estate  Brokers  and   Salesmen — M.G.L.  c.   112 
sec.  87AAA 

"The  Board  may  also  suspend,  revoke,  or  refuse  to  renew  any  license  when 
it  has  found  that  the  licensee  has  been  convicted  of  a  criminal  offense  by  a 
court  of  competent  jurisdiction  of  this  or  any  other  state  which  demonstrates 
his  lack  of  good  moral  character  to  act  as  a  broker  or  salesman  as  the  case 
may  be." 

Division  of  Corporations  of  the  Office  of  the  Massachusetts  Secretary  of  State — 
M.G.L.  c.  180  sec.  5 

"The  mayor  or  alderman  .  .  .  shall  immediately  make  investigation  for  the 
purpose  of  ascertaining  whether  any  of  the  proposed  incorporators,  or  officers 
of  the  petitioning  corporation.  .  .  .  have  been  engaged  in  the  illegal  selling  of 
alcoholic  beverages,  ...  or  in  keeping  places  or  tenements  used  for  illegal 
gaming,  or  any  other  business  or  vocation  prohibited  by  law,  .  .  ." 
Office   of   the   Commissioner   of   Veterans    Services — M.G.L.    c.    115    sec.    5 

".  .   .   no  veterans'   benefits  shall   be  paid   to   or  for   any  veteran   who   has 
been  dishonorably  discharged  from  any  national  soldiers'  or  sailors'  home  .  .  . 
nor  to  any  applicant  convicted  of  a  crime,  .  .  ." 
Boston  Veterans'  Service  Department — M.G.L.  c.  115  sec.  5 

Same  as  above. 

Boston  Licensing  Board — M.G.L.  c.l38  sec.  12 

"No  license  shall  be  issued  to  any  applicant  who  has  been  convicted  of  a 
violation  of  a  federal  or  state  narcotic  drugs  law." 

The  Licensing  Board  for  the  City  of  New  Bedford— M.G.L.  c.  138  sec.  12 

Same  as  above. 
U.S.  Department  of  Labor,  Labor  Management  Reporting  and  Disclosure  Act — 
sec.  504  of  LMRDA  (29  USC  504) 

"No  person  .  .  .  who  has  been  convicted  of,  or  served  any  part  of  a  prison 
term  resulting  from  his  conviction  of,  robbery,  bribery,  extortion,  embezzle- 
ment, grand  larceny,  burglary,  arson,  violation  of  narcotics  laws,  murder, 
rape,  assault  with  intent  to  kill,  assault  which  inflicts  grievous  bodily  injury, 
...  or  conspiracy  to  commit  any  such  crimes,  shall  serve — (1)  as  an  officers 
director  ...  of  any  labor  organization,  .  .  .  for  five  years  after  such  convic- 
tion or  after  the  end  of  such  imprisonment,  .  .  . 
U.S.  Civil  Service  Commission— 5  USC  7313 

"(a)  An  individual  convicted  by  any  federal,  state,  or  local  court  of 
competent  jurisdiction — .  .  .  shall,  if  the  offense  for  which  he  is  convicted 
is  a  felony,  be  ineligible  to  accept  or  hold  any  position  in  the  Government 
of  the  United  States  or  in  the  government  of  the  District  of  Columbia  for 
the  five  years  immediately  following  the  date  upon  which  his  conviction 
becomes  final." 
Office  of  Security,  U.S.  Department  of  State — 5  USC  7313 

Same  as  above. 

Governor  of  the  Commonwealth  of  Massachusetts  and  his  Chief  Legal  Coun- 
sel— Pursuant  to  the  Constitution  of  Massachusetts  for  purposes  of  par- 
doning offenses.  Part  2,  chapter  2,  section  1,  article  8 
"The  power  of  pardoning  offenses  .  .  .  shall  be  in  the  governor  ..." 

Applicants  not  Approved  fob  Certification  by  the  Mass.  Criminal  History 

Systems  Board 
1.  Feb.  26,  1973 : 

Henry  Clay,  Executive  Secretary,  Council  Chamber.  State  House.  Boston 
(requesting  continuation  of  receipt  of  information  from  the  Dept.  of 
Probation) 
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2.  May  15,  1973 : 

Paul  R.  Spinney,  Assistant  Adjutant  General,  The  Adjutant  General's 
Office,  Boston  (requesting  access  to  criminal  offender  record  informa- 
tion) 

3.  April  17,  1973 : 

Richard  A.  Magri,  Asst.  Legal  Counsel,  Mass.  Dept.  of  Mental  Health  (re- 
questing access  to  criminal  offender  record  information) 

4.  July  23,  1973: 

Donald  W.  Westwater,  Director  of  Legal  Services,  Dept.  of  Public  Wel- 
fare, Boston  (requesting  access  to  criminal  offender  record  information) 

5.  Feb.  26,  1973: 

Harold  Turner,  Chairman,  The  Alcoholic  Beverages  Control  Commission, 
Boston   (requesting  access  to  criminal  offender  record  information) 

6.  Feb.  26,  1973: 

John  G.  Ryan,  Commissioner  of  Insurance,  Dept.  of  Banking  and  Insur- 
ance, Boston  (requesting  access  to  criminal  offender  record  informa- 
tion^ 

7.  May  10,  1973 : 

Walter  H.  Nolan,  Executive  Secretary,  Mass.  Commission  Against  Dis- 
crimination  (requesting  access  to  criminal  offender  record  information) 

8.  May  15,  1973: 

William  E.  Perrault,  Executive  Director,  Mass.  State  Lottery  Commis- 
sion   (requesting  access  to  criminal   offender   record  information) 

9.  May  31,  1973 : 

Board  of  Selectmen,  Town  of  East  Longmeadow,  Mass.  (requesting  access 
to  criminal  offender  record  information) 

10.  July  23,  1973: 

Austin  S.  Prendergast,  Chairman,  Office  of  License  Commissioners,  Lynn, 
Mass.  (requesting  access  to  criminal  offender  record  information — 
background  checks  on  applicants  for  liquor  licenses) 

11.  May  23,  1973 : 

Joseph  F.  Martin,  Clerk,  Lynn  City  Council  (requesting  access  to  criminal 
offender  record  information  about  enumerators  employed  in  Lynn  re- 
evaluation  program  from  Police  Chief  Scribner) 

12.  May  18,  1973 : 

Walter  J.  Kelliher,  Mayor,  Maiden,  Mass.  (requesting  access  to  criminal 
offender  record  information) 

13.  May  10,  1973: 

Sister  Mary  Patricia,  Nazareth  Child  Care  Center,  Jamaica  Plain,  Mass. 
(requesting  access  to  criminal  offender  record  information  in  the  Pro- 
bation Index) 

14.  Feb.  26,  1973: 

Mary  C.  Byrne,  Director  of  Placement  Services,  Boston  Children's  Service 
Association  (requesting  access  to  criminal  offender  record  information, 
i.e.,  probation  reports) 

15.  Feb.  26,  1973: 

Irving  I.  Medoff,  President,  Jewish  Big  Brother  Association,  Boston  (re- 
questing access  to  criminal  offender  record   information) 

16.  Feb.  26,  1973 : 

Cornelius  M.  Hegarty,  Director  for  Casework  Services,  The  New  England 
Home  for  Little  Wanderers  (requesting  access  to  criminal  offender 
record  information) 

17.  Feb.  26,  1973: 

Kenneth  Kopel,  Executive  Director,  Family  Services  Association  of 
Greater  Lawrence  (requesting  access  to  criminal  offender  record  in- 
formation from  the  Dept.  of  Probation) 

18.  Feb.  26,  1973: 

Robert  M.  Myers,  ACSW,  Executive  Director,  Children's  Aid  and  Family 
Service  of  Hampshire  County,  Inc.,  Northampton  (requesting  access 
to  criminal  offender  record  information) 

19.  Feb.  26.  1973: 

Anne  W.  Cochintu,  Executive  Director,  Parents'  and  Children's  Services, 
Boston  (requesting  access  to  criminal  offender  record  information  from 
the  Dept.  of  Probation) 
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20.  Jan.  30.  1973: 

Msrs.  Neil  Caravan  and  Robert  Roberts,  Fall  River  Welfare  Service  Of- 
fice, Div.  of  Family  &  Children's  Services,  Dept.  of  Public  Welfare  (re- 
questing access  to  criminal  offender  record  information) 

21.  Feb.  26,  1973: 

John  P.  McMorrow,  Director  of  Personnel.  Boston  Redevelopment  Au- 
thority (requesting  access  to  criminal  offender  record  information — 
probation  reports) 

22.  April  13,  1973: 

Rachel  T.  Renaud,  Director,  Adoption  Services,  Catholic  Charities,  Worces- 
ter (requesting  access  to  criminal  offender  record  information) 

23.  April  17,  1973: 

Thomas  J.  Connelly,  Executive  Director,  Brookline  Housing  Authority 
(requesting  access   to  criminal   offender  record   information) 

24.  Feb.  26,  1973: 

William  F.  McLaughlin,  M.D.,  SuiJerintendent,  Dept.  of  Mental  Health, 
Metropolitan  State  Hospital,  Waltham  (requesting  access  to  criminal 
offender  record  information) 

25.  April  13,  1973: 

F.  Bliss  Winn,  Jr.,  Administrative  Vice  Pres.,  The  Truesdale  Hospital, 
Fall  River    (requesting  access  to  criminal  offender  record  information) 

26.  June  20,  1973: 

Stephen  F.  Urban,  Jr.,  Supervising  Physician,  Methadone  Maintenance 
Program,  Providence,  R.I.  (requesting  access  to  criminal  offender  rec- 
ord information  regarding  a   specified  individual) 

27.  May  10,  1973: 

Joyce  A.  Field,  Employment  Manager,  Wesson  Memorial  Hospital,  Spring- 
field   (requesting   access   to  criminal    offender    record   information) 

28.  May  18,  1973: 

Robert  E.  Avey,  Veterans  Administration  Hospital,  Bedford  (requesting 
access  to  criminal  offender  record  information — court  records) 

29.  May  10,  1973: 

Francis  E.  Guiney,  Executive  Director,  Dept.  of  Health  and  Hospitals, 
Boston    (requesting   access   to  criminal   offender   record   information) 

30.  Feb.  26,  1973: 

Dr.  Martin  Markey,  Methadone  Maintenance  Treatment  Program,  The 
Providence  Hospital,  Holyoke  (requesting  access  to  criminal  offender 
record  information  for  research  purposes) 

31.  Feb.  26,  1973: 

Anne  V.  Cronin,  Director.  Division  of  Personnel  Services,  Beth  Israel  Hos- 
pital, Boston  (requesting  access  to  criminal  offender  record  informa- 
tion from  Dept.  of  Probation) 

32.  Feb.  26,  1973: 

Jessie  A.  Lazaro,  State  Hospital  Admin.  Asst,  Dept.  of  Mental  Health, 
Fernald  State  School,  Waverly  (requesting  access  to  criminal  offender 
record  information) 

33.  Feb.  26,  1973: 

John  L.  Quigley,  Commandant,  Soldiers'  Home,  Chelsea  (requesting  access 
to  criminal  offender  record  information) 

34.  Feb.  26,  1973: 

Vernon  R.  Durbroch,  Chairman,  Board  of  Registrars  of  Voters,  Everett 
(requesting  access  to  criminal  offender  record  information) 

35.  Feb.  26,  1973: 

James  H.  Kelly,  Fire  Commissioner,  Boston  (requesting  access  to  crimi- 
nal offender  record  information) 

36.  Feb.  26,  1973: 

Anthony  A.  LaRocca.  Hooper-Holmes  Bureau,  Boston  (requesting  access 
to  criminal  offender  record  information) 

37.  Feb.  27,  1973: 

F.  G.  Grabowski,  President,  Atwood  Security  Systems,  Inc..  W.  Spring- 
field   (requesting  access   to   criminal    offender    record   information) 

38.  Feb.  27,  1973 : 

Brad  J.  Buck.  Manager.  Watts  Security  System.  Inc.,  Boston  (requesting 
access  to  criminal  offender  record  information) 


875 

39.  Mar.  13,  1973: 

Wesley  C.  Crawley,  Vice  President,  The  Fall  River  National  Bank  (re- 
questing access  to  criminal   offender   record  information) 

40.  Mar.  21,  1973 : 

Alfred  J.  Riel.  District  Claims  Manager,  Farm  Bureau  Insurance  Serv- 
ices, Rockville,  Conn,  (requesting  access  to  criminal  offender  record 
information — court  records) 

41.  Mar.  23,  1973 : 

W.  E.  Wilson,  Supervisor,  Aetna  Life  &  Casualty,  Springfield  (requesting 
access  to  criminal  offender  record  information) 

42.  April  13,  1973: 

Duncan  Aspinwall,  President,  Standard  Service  Bureau,  Inc.,  Boston 
(requesting   access    to    criminal    offender    record    information) 

43.  May  2,  1973  : 

Personnel  Manager,  Carl  Subler  Trucking,  Inc.,  Wilmington  (requesting 
access  to  criminal  offender  record  information — release  of  information 
requested  by  individual) 

44.  May  31.  1973: 

Jack  Dashosh.  Esq..  House  Counsel,  Vornado,  Inc.,  Garfield,  N.J.  (re- 
questing access  to  criminal  offender  record  information — police  record 
checks ) 

45.  June  5,  1973 : 

Frank  L.  Uman,  Esq.,  President,  Hampden  County  Bar  Association, 
Springfield   (requesting  access  to  criminal  offender  record  information) 

46.  May  14,  1973: 

George  C.  Decas,  Esq..  Middleboro  (requesting  access  to  criminal  offender 
record  information  on  a  si>ecified  individual) 

47.  May  10,  1973: 

Richard  L.  Lehman,  Esq.,  Detroit,  Michigan  (requesting  access  to  crimi- 
nal offender  record  information  regarding  a  specified   individual) 

48.  April  17,  1973: 

Arthur  E.   Schoepfer,   Harvard   Legal   Aid   Bureau    (requesting   access  to 

criminal   offender   record   information   on   a   specified   individual) 
June  11,  1973: 

Irving  Perry,   Springfield    (requesting  access   to  criminal   offender  record 

information — certification  not   required  as  individual   merely   requesting 

public  information  on  a  court  case) 
July  25,  1973 : 

Donald  Ashey,  Springfield    (requesting  access  to  criminal  offender  record 

information — certification  not  required  as  individual  merely   requesting 

public  information  on  a  court  case) 

49.  July  25,  1973: 

R.  S.  Palmer,  Jr.,  Commander,  U.S.  Coast  Guard,  Boston  (requesting  ac- 
cess  to  criminal   offender   record   information) 

50.  July  25,  1973: 

John  F.  Palmer,  Chief,  U.S.  Navy  Recruiting,  Quincy  (requesting  access 
to  criminal  offender  record   information  on   a   specified  individual) 

51.  May  10,  1973: 

Kent  L.  McDaniel,  Major,  USAF.  Chief,  Security  Police,  Dept.  of  the 
Air  Force,  Bedford  (requesting  access  to  criminal  offender  record  in- 
formation) 

52.  May  2,  1973 : 

Henry  P.  Beltmarmini,  LTC.  AGC.  USAR.  Adjutant  General,  Dept.  of  the 
Army,  Boston  (requesting  access  to  criminal  offender  record  informa- 
tion) 

53.  May  9,  1973: 

James  T.  Dedloff,  CPT,  AGC,  Adjutant,  AFEES,  Dept.  of  the  Army,  Bos- 
ton   (requesting  access   to  criminal   offender   record   information) 

54.  May  2,  1973: 

Philip  C.  Garber.  Major.  FA.  USAR.  Executive  Office.  Dept.  of  the  Army, 
Roslindale    (requesting  access  to  criminal   offender   record  information) 

55.  May  2.  1973: 

Lt.  J.  L.  Scovill.  USN.  Navy  Recruiting  Station,  Cambridge  (requesting 
access  to  criminal  offender  record  information) 
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56.  May  2,  1973 : 

Walcott  J.  Becker,  Machinist  Mate  Chief,  U.S.  Coast  Guard  Recruiting 
OfiBce,  Lawrence  (requesting  access  to  criminal  offender  record  informa- 
tion) 

57.  May  2,  1973: 

John  D.  P.  Fuller,  Jr.,  Lt.  Col.,  USAF,  Commander,  Dept.  of  the  Air 
Force  Recruiting  Detachment  109  (ATC),  Bedford  (requesting  access 
to  criminal   offender   record   information) 

58.  May  2,  1973: 

James  L.  Davis,  Jr.,  Major,  Infantry.  Executive  Office,  Department  of 
the  Army,  Boston  (requesting  access  to  criminal  offender  record  in- 
formation) 

59.  May  2,  1973 : 

Chief  Robert  J.  Yered,  U.S.  Coast  Guard  Recruiting  Office,  Boston  (re- 
questing access  to  criminal  offender  record  information) 

60.  June  1,  1973: 

Capt.  Lawrence  O.  Short.  USAF,  Lackland  A.F.B.,  Texas  (requesting 
access  to  criminal  offender  record  information   on   specified   persons) 

61.  May  9,  1973 : 

C.  A.  Hatfield,  LCDR,  USCG,  Senior  Investigating  Office,  Dept.  of  Trans- 
portation, U.S.  Coast  Guard,  Boston  (requesting  access  to  criminal 
offender  record   information) 

62.  June  19.  1973 : 

Capt.  Lawrence  O.  Short.  USAF.  Lackland  A.F.B.,  Texas  (requesting 
access  to  criminal  offender  record  information  on  a  specified  individual) 

63.  May  2.  1973: 

Phillip  E.  Stanley,  Chief,  U.S.  Coast  Guard  Recniiting  Office,  New  Bed- 
ford   (requesting  access  to  criminal  offender  record   information) 

64.  May  18,  1973: 

R.  B.  Bender,  SSGT.  USMC,  Marine  Officer  Selection  Office,  Cambridge 
(requesting  access  to  criminal  offender  record  information  on  a  speci- 
fied individual) 

65.  July  30,  1973: 

Capt.  Lawrence  O.  Short.  USAF.  Lackland  A.F.B.,  Texas  (requesting  ac- 
cess to  criminal  offender  record  information  on  a  specified  individual) 

66.  May  21,  1973: 

Homer  C.  Huff,  SSG,  U.S.  Army  Recruiting  Station.  Renton,  Washington 
(requesting  access  to  criminal  offender  record  information  on  a  speci- 
fied individual) 

67.  May  21,  1973: 

Paul  E.  Dupuis.  Recruiting  Officer.  Enlisted  Programs  Division,  Naval 
Air  Station,  South  Weymouth  (requesting  access  to  criminal  offender 
record  information  on  a  specified  individual) 

68.  Feb.  27,  1973: 

Charles  V.  Middleton,  Chief,  Air  Transportation  Security  Division,  ANE- 
90,  Dept.  of  Transportation,  F.A.A.,  Burlington  (requesting  access  to 
criminal  offender  record  information) 

69.  May  23,  1973: 

Ferris  J.  Howland.  Director,  N.E.  Region,  Federal  Aviation  Administra- 
tion, Burlington  (requesting  access  to  criminal  offender  record  in- 
formation) 

70.  June  12,  1973 : 

G.  Wesley  Allen,  Senior  Asst.  Counsel,  U.S.  Postal  Service,  Eastern  Re- 
gion, Philadelphia,  Pa.  (requesting  access  to  criminal  offender  record 
information) 

71.  May  14,  1973: 

Talbot  DeG.  Bulkley.  Acting  Regional  Director,  Small  Business  Admin- 
istration, Boston  (requesting  access  to  criminal  offender  record  in- 
formation) 

72.  May  15,  1973: 

J.  Fred  Buzhardt.  General  Counsel  of  the  Department  of  Defense.  Wash- 
ington, D.C.  (retiuesting  acces.s  to  criminal  offender  record  information 
on  behalf  of  Defense  Investigative  Service) 

73.  May  31,  1973: 

Will  J.  Bangs,  Legal  Counsel  to  the  Retail  Credit  Company  (requesting 
access  to  criminal   offender  record  information) 
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74.  Aug.  14,  1973: 

Morton  J.  Sweeney,  Esq.  (requesting  access  to  criminal  offender  record 
information — certification  not  required  as  individual  merely  requesting 
public  information  on  a  court  case) 

75.  Aug.  24,  1973 : 

Sam  Strickler,  Regional  Inspector  General  for  Investigation,  Dept.  of 
Housing  and  Urban  Development — Boston  (requesting  access  to  crimi- 
nal offender  record  information) 

76.  Aug.  24,  1973: 

Russell  E.  O'Connell,  Commissioner  of  Rehabilitation,  Mass.  Rehabilita- 
tion Commission  (requesting  access  to  criminal  offender  record  in- 
formation) 

77.  Aug.  24,  1973 : 

Capt.  Lawrence  O.  Short,  USAF,  Lackland  A.F.B.,  Texas  (requesting 
access  to  criminal   offender   record   information) 

78.  Sept.  5,  1973: 

Leonard  H.  Greess,  Acting  Inspector  General,  U.S.  Department  of  Agri- 
culture, Ofl[ice  of  the  Inspector  General  (requesting  access  to  criminal 
offender  record   information) 

79.  Aug.  28,  1973: 

Adam  Stejna,  Indian  Orchard  (requesting  access  to  criminal  offender  rec- 
ord information — certification  not  required  as  individual  merely  re- 
questing public  information  on  a  court  case) 

80.  Sept.  6.  1973: 

James  F.  Powers,  Adjuster.  Claims  Department,  Reliance  Insurance  Com- 
panies,   Springfield    (requesting   access    to    criminal    offender    record    in- 
formation— certification   not   necessary   as   individual   merely   requesting 
public  information  on  a  court  case) 
8L  Sept.  17,  1973: 

Joseph  A.  Furnari,  Esq.,  General  Counsel,  Department  of  Labor  and  In- 
dustries   (requesting  access  to  criminal  offender  record   information) 

82.  Sept.  17,  1973: 

Lt.  J.  F.  Wilsey,  USN,  OflBcer  Programs  Officer,  Navy  Recruiting  District, 
Los  Angeles  (requesting  access  to  criminal  offender  record  information) 

83.  Oct.  16,  1973: 

Personnel  Department,  Montgomery  Ward,  Hillcrest  Hts.,  Maryland  (re- 
questing access  to  criminal  offender  record  information — i.e.,  police 
records) 

84.  Oct.  9,  1973: 

Esmond  Champagne.  Springfield  (requesting  access  to  criminal  offender 
record  information — certification  not  necessary  as  individual  merely 
seeking  public  information  re  court  case) 

85.  Aug.  16,  1973: 

Mayor  Walter  J.  Hannon,  City  of  Quincy  (requesting  access  to  criminal 
offender  record  information  for  purposes   of  employment) 

86.  Dec.  19,  1973: 

Edward  C.  Maloof,  D.M.D.,  Chairman,  Board  of  Dental  Examiners  (re- 
questing access  to  criminal  offender  record  information — certification 
not  necessary  as  individual  merely  seeking  copy  of  public  record) 

87.  Dec.  19,  1973: 

Mrs.  Frances  Ward,  Department  of  Public  Welfare  (requesting  access  to 
criminal  offender  record  information  on  an  individual) 

88.  Dec.  20,  1973: 

John  M.  Lovejoy,  Selectman,  Town  of  Wilbraham  (requesting  access  to 
criminal    offender   record    information) 

89.  Dec.  20,  1973: 

Aaron  K.  Bikofsky,  Town  Counsel,  Framingham  (requesting  access  to 
criminal  offender  record  information  on  behalf  of  Board  of  Selectmen 
for  purposes  of  reviewing  license  applications  and  appointing  police 
officers ) 

90.  Dec.  20,  1973: 

Joseph  A.  Furnari.  General  Counsel,  Executive  Office  of  Manpower  Af- 
fairs, Dept.  of  Labor  and  Industries  (requesting  access  to  criminal 
offender  record  information) 
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91.  Dec.  20,  1973 : 

Robert  L.  Meade,  Chairman,  Dept.  of  Public  Utilities.  Commercial  Motor 
Vehicles  Division  (requesting  access  to  criminal  offender  record  in- 
formation) 

92.  Dec.  26,  1973: 

Roger  N.  Edwards,  Gardiner,  Maine  and  Department  of  Immigrations. 
Republic  of  South  Africa  (requesting  release  of  criminal  offender  rec- 
ord information  to  uncertified   agency  of  a  foreign  government) 

93.  Jan.  3,  1974 : 

Robert  P.  Ferriter,  Superintendent  of  Buildings  and  Grounds,  Holyoke 
Community  College  (requesting  access  to  criminal  offender  record  in- 
formation for  purposes  of  employment  of  campus  police) 

94.  Jan.  3,  1974: 

AI  Newman,  New  York.  New  York  (requesting  access  to  criminal  offender 
record  information  on  a  specific  individual) 

95.  Jan.  4,  1974: 

N.  E.  Wilder,  The  Deni  Company.  Peterborough,  N.H.    (requesting  access 
to  criminal  offender  record  information) 
9G.  Jan.  23,  1974: 

Edward  Gelineau,  South  Hadley,  Mass.  (requesting  access  to  criminal 
offender  record  information — certification  not  necessary  as  individual 
seeking  a  copy  of  public  record) 

97.  Jan.  31,  1974: 

Michael  D.  Gartenlaub,  Executive  Director.  Big  Brothers  of  Morris 
County,  New  Jersey  (seeking  access  to  criminal  offender  record  infor- 
mation) 

98.  Feb.  5,  1974: 

Postmaster,  Framingham  (seeking  criminal  offender  record  information 
on  a  specific  individual  for  purposes  of  employment) 

99.  Feb.  5,  1974: 

Raphael  I.  Landau,  Boston  (certification  not  necessary  as  individual  seek- 
ing copy  of  public  records) 

100.  Dec.  12,  1974: 

Toni  Nixon,  Brighton  (requesting  certification  for  research  purposes — 
research   application   too   vagiie  and   security   a.ssurances   unsigned) 

101.  Feb.  13,  1974: 

H.  W.  Puchinger,  Supervisor,  Enforcement  Dist.  No.  1,  Pa.  Liquor  Control 
Board,  Philadelphia  (requesting  access  to  criminal  offender  record  in- 
formation) 

102.  Feb.  26,  1974: 

Carol  Cole,  Department  of  Social  and  Health  Services.  Management  Serv- 
ices Division,  Support  Enforcement  Section,  Olympia,  Washington 
(seeking  access  to  criminal  offender  record  information  on  a  specific 
individual) 

103.  Feb.  15,  1974: 

Kathy  Gardner,  OflBce  Manager,  Harvard  Voluntary  Defenders,  Cambridge 
(seeking  certification  as  an  agency  to  receive  criminal  offender  record 
information) 

104.  Feb.  15,  1974: 

Grerald  P.  Fitzgerald.  Executive  Oflicer,  Ulster  County  A. B.C.  Board, 
Kingston,  New  York  (seeking  access  to  criminal  offender  record  in- 
formation on  two  individuals) 


Supreme  Judicial  Court  of  Massachusetts,  Middlesex 
Town  Crier,  Inc.,  et  at. 

V. 

Chief  af  Police  of  Weston 

ARGUED  MARCH  7,  1072 
DECIDED    APRIL    '27,    1072 

Petition  for  writ  of  mandamus  ordering  chief  of  police  and  custodian  of 
police  records  of  town  to  make  available  for  iietitioners'  examination  an 
arrest    register    and    daily    log    maintained    by    town    police    department.    The 
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Superior  Court,  Middlesex  County,  Campbell,  J.,  reported  matter  without 
decision  upon  a  statement  of  agreed  facts.  The  Supreme  Judicial  Court,  Tauro, 
C.  J.,  held  that  police  arrest  register  and  daily  log,  entries  in  which  were  not 
made  pursuant  to  requirement  of  law,  were  not  public  records  and  thus  their 
public  disclosure  could  not  be  compelled  by  writ  of  mandamus. 
Petition  dismissed. 

1.  STATUTESC3=^14T. 

Generally,  verbal  changes  in  the  revision  of  a  statute  do  not  alter  its  mean- 
ing and  are  construed  as  a  continuation  of  preexisting  law  in  the  absence 
of  some  accompanying  report  of  revisers  or  other  indication  showing  an  ex- 
press purpose  to  change  the  substance  of  the  law. 

2.  STATUTE8<©=»206 

Statute  should  be  construed  so  as  to  give  meaning  to  all  its  language. 

3.  KEC0BDS<3=::>14 

The  two  categories  of  records  encompassed  by  statute  defining  public  rec- 
ords as  any  written  or  printed  book  or  paper  of  any  town  in  or  on  which 
any  entry  has  been  made  or  is  required  to  be  made  by  law  are  those  in 
which  any  entry  is  required  to  be  made  by  law,  even  though  such  entry  may 
not  in  fact  have  been  made  as  required.  M.G.L.  A.  c.  4  §  7,  subd.  26. 

4.  REC0RDS<3=>14 

Statutory  definition  of  "public  records"  does  not  cover  all  records  kept  by 
public  oflBcials,  regardless  of  whether  they  contain  entries  made  pursuant  to 
requirement  of  law.  M.G.L.A.  c.  4  §  7,  subd.  26. 

5.  REC0RDS(3=:514 

Even  if  police  monthly  statistical  reports  to  Commissioner  of  Corrections 
and  to  town  selectmen  are  public  records,  inclusion  in  such  reports  of  data 
derived  from  police  arrest  register  and  daily  log  did  not  make  such  sub- 
sidiary reports  also  public  records  available  for  review  by  the  public. 
M.G.L.A.  c.  4,  §  7,  subd.  26;  c.  66  §  10 ;  c.  124  §  9. 

6.    WITNESSESCC;=::>16 

All  police  records,  whether  public  records  or  not,  are  subject  to  being  sum- 
moned before  a  proper  tribunal  in  accordance  with  established  rules  of  law. 

T.    MANDAMUSC3=^82 

RccordsC=^lJf 

Police  arrest  register  and  daily  log,  entries  in  which  were  not  made  pursu- 
ant to  requirement  of  law,  were  not  "public  records"  and  thus  their  public 
disclosure  could  not  be  compelled  by  writ  of  mandamus.  M.G.L.A.  c.  4  §  7, 
subd.  26 ;  c.  66  §  10 ;  c.  231  §  111. 

See  publication  Words  and  Phrases  for  other  judicial  constructions  and 
definitions. 

Richard  W.  Renehan,  Boston  (Ira  C.  Lupu,  Boston,  with  him),  for  peti- 
tioners. 

Florence  E.  Freeman,  Town  Counsel,  for  respondent. 

John  B.  Jenney  and  Francis  E.  Jenney,  Waltham,  for  The  Massachusetts 
Chiefs  of  Police  Assn.,  amicus  curiae,  submitted  a  brief. 

Before  Tauro  C.  J.,  and  Cutter,  Spiegel,  Reardon  and  Hennessey,  JJ. 

Tauro,  Chief  Justice. 

The  petitioners  seek  a  writ  of  mandamus  ordering  the  respondent  chief  of 
police  and  custodian  of  police  records  in  the  town  of  Weston  to  make  avail- 
able for  their  examination  an  arrest  register  and  daily  log  maintained  by 
the  Weston  police  department.  The  petitioners  are  Town  Crier,  Inc.,  a  corpo- 
ration publishing  a  weekly  newspaper  with  circulation  in  Weston,  and  Thomas 
F.  Sleeper,  the  editor  of  the  newspaper.  The  case  has  been  reported  without 
decision  by  a  justice  of  the  Superior  Court  upon  a  statement  of  agreed  facts. 
G.L.  c.  231.  §  111. 
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The  petitioners  argue  that  the  respondent's  refusal  to  make  the  arrest  reg- 
ister and  daily  log  available  to  them  is  a  violation  of  his  statutory  duty  to 
permit  any  person,  at  reasonable  times  and  under  proper  supervision,  to  in- 
spect and  examine  public  records  in  tlie  respondent's  custody.  G.L.  c.  66.  §  10, 
as  amended  through  St.  1948,  c.  550,  §  5.^  The  petitioners'  contention  raises  the 
sole  issue  whether  the  arrest  register  and  daily  log  are  public  records  under 
the  laws  of  this  Commonwealth.  The  petitioners  do  not  contend  that  they 
have  greater  rights  than  the  public  in  the  examination  of  the  police  records. 

From  the  record  the  following  facts  appear :  The  petitioners  made  demand 
upon  the  respondent  on  June  18,  1971,  and  again  by  letter  dated  July  15,  1971, 
for  an  opportunity  to  examine  his  department's  arrest  register  and  daily  log. 
The  respondent  has  refused  to  comply  with  the  petitioners'  demand.  The  ar- 
rest register  is  a  bound  volume  which  contains  information  on  each  person 
arrested  by  the  Weston  police,  including  his  name,  address,  date  and  place 
of  birth,  the  nature  of  the  offense  charged,  its  disposition,  and  the  identity  of 
the  officers  involved.  The  daily  log  consists  of  sheets  in  a  loose-leaf  binder. 
Entries  regularly  made  on  the  sheets  concern  the  investigation  and  arrest 
of  suspects  (both  juvenile  and  adult),  reports  and  complaints  received  from 
all  sources,  and  the  identity  of  the  officers  receiving  and  responding  to  re- 
ports.°  The  Weston  police  department  has  maintained  the  arrest  register  and 
daily  log  for  at  least  twelve  years  as  an  aid  to  internal  communication  and 
for  the  assistance  of  department  supervisory  personnel.  There  is  evidently  no 
town  by-law  which  requires  that  these  records  be  kept.  Pertinent  information 
contained  in  the  records  is  used  to  prepare,  inter  alia,  a  monthly  statistical 
report  of  police  activity  to  the  town  selectmen  and  a  monthly  statistical  report 
under  G.L.  c.  124,  §  9.  of  the  number  of  persons  arrested,  by  sex  and  class  of 
offence,  to  the  Commissioner  of  Corrections.  The  report  to  the  selectmen  is 
made  available  to  the  public. 

The  petitioners'  claim  of  a  right  of  public  access  to  the  police  records  is 
based  on  their  interpretation  of  the  statutory  definition  of  public  records. 
G.L.  c.  4,  §7,  Twenty-sixth,  as  amended  through  St.l969,  c.  831,  §2.'  They 
contend  that  the  statute  applies  to  all  town  records  actually  made  and  not 
merely  to  those  containing  entries  required  by  law  but  that,  in  any  event,  the 
police  records  involved  in  this  case  fall  within  the  second  category.  Each 
contention  is  without  merit. 

With  reference  to  the  first  contention,  the  critical  language  in  G.L.  c.  4. 
§  7,  provides  as  follows :  "In  construing  statutes  the  following  words  shall 
have  the  meanings  herein  given,  unless  a  contrary  intention  clearly  appears : 
.  .  .  Twenty-sixth,  'Public  records'  shall  mean  any  written  or  printed  book  or 
paper  ...  of  any  .  .  .  town  ...  in  or  on  which  any  entry  has  been  made  or 
is  required  to  be  made  by  law"  (emphasis  supplied).  As  the  petitioners  inter- 
pret the  statute,  the  term  "public  records"  encompasses  two  categories  of 
books  and  papers:  "namely,  (a)  those  in  which  entries  have  been  made,  and 
(b)  those  in  which  the  law  requires  entries  to  be  made."  The  petitioners 
achieve  this  construction  by  applying  the  words  "by  law"  in  the  definition 
to  the  second  verb  phrase,  "is  required  to  be  made,"  but  not  to  the  first  verb 
phrase,  "has  been  made."  Under  the  statute  so  construed,  the  arrest  register 
and  daily  log  fits  within  the  definition  since  both  are  "  'books'  containing 
written  entries." 


^  "Every  person  having  custody  of  any  public  records  shall,  at  reasonable  times,  per- 
mit them  to  be  Inspected  and  examined  by  any  person,  under  his  supervlson,  and  shall 
furnish  copies  thereof  on  payment  of  a  reasonable  fee.  In  towns  and  Inspection  and 
furnishing  of  copies  may  be  regulated  by  ordinance  or  by-law,  and  the  fees  thereof  shall 
be  as  provided  by  clause  (65)  of  section  thirty-four  of  chapter  two  hundred  and  sixty- 
two." 

'  The  dally  log  on  occasion  also  contains  assignments  of  police  officers  to  "stake  out" 
duty,  and  a  listing  of  empty  houses  and  buildings  to  be  checked  by  the  police  depart- 
ment, but  the  petitioners  do  not  claim  any  right  to  Inspect  these  particular  entries. 

» General  Laws  c.  4,  §  7,  provides  :  "In  construing  statutes  the  following  words  shall 
have  the  meanings  herein  given,  unless  a  contrary  Intention  clearly  appears  :  .  .  .  Twenty- 
sixth,  'Public  records'  shall  mean  any  written  or  printed  book  or  paper,  any  map  or  plan 
of  the  commonwealth,  or  of  any  county,  district,  city,  town  or  authority  established  by 
the  general  court  to  serve  a  public  purpose,  which  Is  the  property  thereof,  and  In  or 
on  whioh  any  entrv  has  been  made  or  Is  required  to  be  made  by  law,  or  which  any 
officer  or  employee  of  the  commonwealth  or  of  a  county,  district,  city,  town  or  such 
authority  has  received  or  Is  required  to  receive  for  filing,  nny  officlnl  correspondence  of 
any  officer  or  employee  of  the  commonwealth  or  of  a  county,  district,  '^'ty.  town  or  sucn 
authority,  and  any  book,  paper,  rpcord  or  cony  mentioned  in  .  .  .  fc.  30A  §  i^^,''^„*'If 
applicable)  ;  c.  34,"  §  9F ;  c.  §9.  §  2.3A,  or  c.  66.  §§  5-8,  16].  including  public  records  made 
by  photographic  process  as  provided  in  .   .  .    [§  3]  of  said  chapter. 
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If  we  adopted  the  petitioners'  interpretation,  governmental  records  nf  Pvarv 

wS.'e7orpStefbool„rptlr""  '™"''*"o  -cords"  applied  ,o  "any 
acknowledge,  the  original  s  atute  •  [qjuite  c'leaJlj  aSrnnf.  "'°"f  ■"" 

^u^^Z  ;'re%SLl  r  i'„  r  aleiSr  -=-"-"-"?-. 
revisers  or  other  indicftion  showta^trexpres/TurporTTa^f/r"  I' 
stance  of  the  law."  Derinza's  Case,  229  Mass.  ?&  STls  N  E  SI?  Sr  '^'" 
Main  V.  County  of  Plymouth,  223  Mass   60   69    n'l  Nlir  JL       .,      '  ''*^:  ^^ 

Sr  l82"S"i4f i  Tf^^^'^J^'  N-V'^^S^kihtsh!"itS„\f  1^6 

Se^hemrt'oflhellue'ral Tme'"'  ""isee  0^7,°;""'^  ^^  ^o  VloIe„raf  fo 

Cent.  &  Hudson  River  R.R..  206  Mass.  417,  419    92  N  E    7f^\     "Tnt  I 

case   falls    within    the   ceneral    mlP "    TvLllc  ^;     b  '         ''     it] he  present 

statutory  definition  whiSfXw"   he  Si  revisfon'TukoXle J^l  ?'l'^' 

r9-ii   r^>  been  made  pursuant  to  a  requirement  of  law." 

thr4oS?e  ru\Tr  '-^loieL?  t^  ?i-  rr.f  o7  th^  ^^YstSeri? 

5  \.  u.\^^ierenV.?  mrnJ^t-fnTcI  have\-errd^\-  ^^^^ 

(St  189?    c°  4^'?!?  l^r  '/'"  '^f '^^"^^  ^'^^^"t^^^  «f  the^'original  statute 
(t.t.l89<,   c.   439,    §1),   yet   it   accords    with   the   familiar   axiom   of  statuto^^ 

[-t^el?It'uie?!oT7Sn^^^^^^^^^  to  pent  out  "Imperfections" 

87.   The  practice  of  tiie  commissioners  \f-ffi-n  1^/*^^.     ?l  fO"fction.   See  Res.   1896.  c. 

notes    .    .'  .    appended    to   the   sfverar  chanters    S  ?fl^.i  V^""'  ^??.  S"^estions   'in 

Commissioners    for    ConsolldatinTand    ArrSinf  the   Public    sJt?f»«*-f^/J'*''^  ^'^   *^^ 
wealth  of  Massachusetts    nqoif    v«i     f   m    t*^.  V  ,.      Statutes    of   the    Common- 

statistics)  and  pp.  436-441   (conce^nlng'^siate  hiJhwaTs)    ^^^         ^^^^    (eoncernlne  vital 

6  See  also  United  States  v.  Ryder,  110  U.S.  729    740    4  S  Ct    196    2S  T  Fh    ^ob  •  t^„,„ 

V.    United    States     144    tt  «!     ^fts     hno     io    ci  ri7  \.-iV^'  ««    V'^  ^'^"'  ■^^  ij.ii'a.  308:  Logan 

"Successive  Attorneys  General  have  also  been  of  this  opinion  See  7  Op  Attv  Gen  on 
9*  nJ  A^fP-o-^-  P"b.Doc.No.l2  (1958)  41:  Rep.A.G..  Pub  Doc.No  12  (1961)  56  57  Cf' 
?o??-^"-''-^^.?-  ?P-  ^^1  382-383;  3  Op.Atty.Gen.  pp  122.  123^3  Op  Attv  Gen  pp  136 
lrJL.^''-^*i^^^°-  PP-  ^^^  ^56:  Rep.A.G.,  Pub.Doc.No.  12  (1^6)  777  7^  While  courts 
f«n/  LT?^  ''V  executive  or  administrative  interpretation  of  a  statute  (see  Suther- 
wlth  tKtld'-nn?nT.n*TVr\/.^*^  ^^l^^  5103-5105).  we  agree  in  the  instant  case 
dPfinlHnn  if^  H^  ""^  ""^/^^  Attorney  General  in  so  far  as  they  interpret  the  statutory 
detinltlon  of  public  records  as  being  inapplicable  to  records  which  are  kept  as  a  matter 
of  adm  nlstrative  convenience  but  not  pursuant  to  a  legal  requirement.  Since  some  of 
tne  early  opinions  cited  were  given  shortly  after  the  revision  of  the  original  statutory 
definition  in  1902  and  before  its  inclusion  in  the  General  Laws  in  1921.  these  opinions 
2.f1  ri^'^'*^*^  "  contemporaneous  interpretation.  In  Board  of  Assessors  of  Holvoke  v. 
State  Tax  Comm.,  .355  Mass.  223,  24:3-244,  244  N.E  2d  287.  .300.  we  said:  "Undue 
weight,  of  course,  is  not  to  be  given  to  administrative  interpretations  of  statutes  which 
nre  not  amblglous.  Where,  however,  the  language  of  a  statute  is  vague  or  permits  more 
than  one  reasonable  interpretation,  contemporary  administrative  construction,  especially 
if  long  continued.  Is  of  significance." 


882 

iuterpretation  that  a  statute  should  be  construed  so  as  to  give  meaning  to  all 
its  language.  Commonwealth  v.  Woods  Hole,  Martha's  Vineyard  &  Nantucket 
S.  S.  Authy.,  352  Mass.  617,  618,  227  N.E.2d  357,  and  cases  cited.  Furthermore, 
when  G.L.  c.  4,  §  7,  Twenty-sixth,  was  most  recently  amended,  the  Legislature 
in  the  same  act  inserted  in  the  public  records  chapter,  G.L.  c.  66,  a  new  sec- 
tion,  §  17B,  creating  eight  new  classes  of  records  open   to   public  inspection. 
See  St.l969,  c.  831."  We  have  said  that  statutes  concerning  the  same  subject 
matter  should  "be  interpreted  so  as  to  give  each  "...  a  rational  and  workable 
effect  ...  to  the  end  that  there  may  be  a  harmonious  and  consistent  body  of 
legislation.'"    Boston    v.    Chelsea    343    Mass.    499.    501,    179    N.E.2d    596,    598, 
citing   Smith   v.    Director   of  Civil   Serv.,   324   Mass.   455,   458,   87   N.E.2d    196, 
and   School   Committee   v.    Gloucester,   324   Mass.    209,    212,    85   N.E.2d   429.    If 
c.  4,   §  7,  Twenty -sixth,   and   the  new   §  17B   of  c   66  are  considered   together, 
they  confirm  our  conclusion  that  the  former  provision  applies  only  to  records 
with   entries   required   by   law.   Were   its  coverage   broader,    encompassing  all 
governmental  records,  there  would  have  been  no  need  for  the  portion  of  the 
new  section  that  gives  the  public  access  to  certain  records  which  do  not  meet 
the  "legal   requirement"   test  but   nonetheless   are   governmental   records.    See 
G.L.  cc  66,  §  17B,  part  1,    (c)-(f),    (h).   For  these  reasons  we  are  convinced 
that,    while   the   Legislature   has   liberalized    access    to   governmental    records 
since  the  enactment  of  the  first  statute  defining  "public  records,"  *  it  has  at 
no  time  broadened  the  statutory  definition  to  cover,  in  effect,  all  records  kept 
by  public  officials,  regardless  of  whether  they  contain  entries  made  pursuant 
to  a  requirement  of  law.  Any  further  extension  of  the  definition  to  additional 
classes  of  governmental  records  is  clearly  a  legislative  function. 

[5]  We  turn  to  the  petitioners'  alternative  theory  that,  in  any  event,  the 
arrest  register  and  daily  log  meet  the  "legal  requirement"  test  because  they 
are  used  to  compile  monthly  statistical  reports  to  the  Commissioner  of  Cor- 
rections under  G.L.  c.  124.  §  9.  and  to  the  town  selectmen  at  their  request. 
Even  assuming  arguendo  that  the  monthly  reports  to  the  commissioner  and 
to  the  selectmen  are  public  records  within  the  meaning  of  G.L.  c.  4,  §  7. 
Twenty-sixth,®  the  inclusion  in  these  reports  of  data  derived  from  the  arrest 
register  and  daily  log  does  not  make  the  subsidiary  records  also  public  rec- 
ords. Cases  to  this  effect  include  Steiner  v.  McMillan,  59  Mont.  30.  36  195  P. 


■^  General  Laws  c.  66,  §  17B.  provides  In  pertinent  part  as  follows :  "In  the  case  of 
any  political  subdivision,  board,  commission  or  agency  of  the  commonwealth  .  .  .  the 
following  papers  and  records  shall  also  be  public  records  ; 

(a)  All  proposals  and  bids  to  enter  Into  any  contract  or  agreement  made  by  any 
person,  when  such  contract  or  agreement  Is  entered   Into  or  finally  rejected  ; 

(b)  All  contracts,  agreements,  and  amendments  thereto,  and  all  business  transactions, 
entered   Into  with  any  person  the  consideration   for  which   Is  over  fifty  dollars  ; 

(c)  All  records  relating  to  or  tending  to  show  compliance  with  any  competitive  bid- 
ding requirement,  when  such  records  pertain  to  a  contract  or  agreement  which  has  been 
entered  Into  or  finally  rejected  ; 

(d)  All  records  relating  to  any  financing  transaction  when  such  transaction  has  been 
entered  Into  or  abandoned  ;  and 

(e)  Any  written  or  printed  book,  paper  or  map  which  relates  to  any  future  Investment 
or  program,  when  such  Investment  or  program  Is  completed  or  abandoned  ; 

(f)  All  records  referred  to  In  the  minutes  of  meetings  ; 

(g)  Anv  audit  conducted  by  an  Independent  certified  public  accountant : 
(h)   All'  records  relating  to  the  salaries  and  wages  of  employees  and  officers. 

8  In  addition  to  creating  new  classes  of  public  records  by  G.L.  c.  66.  §  17B,  added  by 
St  1960  c  831  5  1  (see  fn.  7,  supra),  the  Legislature  since  enactment  of  the  statutory 
definition  In  1S97  (now  G.L.  c.  4.  §  7.  Twenty-sixth),  has  broadened  Its  scope  of  cov- 
erage to  Include  any  photographic  copy  made  In  accordance  with  GL.  c.   bb    »   ^>    '^jj- 


to  serv^' a   public   purpose"   have  been   Included    In   the   statutory   definition.    St.l969.   c. 
^^«  Whl?e  we  make  this  assumption  for  purposes  <>jfa''K"nient    there  may  be  some  do^bt 

ixi^,i;^.-itZgnm^rt%^v2r^^^^ 

bv-lnw    We   need   not  reach   a   conclusion   as  to  these  recorns,   ""^r^J"'   ,     ,   ...    ,   „     xt-. 
consequently,  neither  has  had  an  opportunity  to  he  heard. 
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836;  Matter  of  Andrews  v.  Police  Dept.  of  N.Y.,  50  Misc.2d  343,  270  N.Y.S.2d 
240,  and  Steel  v.  Johnson.  9  Wash.2d  347,  355-356,  116  P.2d  145.  See  Linder 
V.  Eckard,  261  Iowa  216,  219-220.  1.52  N.W.2d  833;  State  ex  rel.  Spencer  v. 
Freedy,  198  Wis.  388.  390-391 ;  23  N.W.  861.  Cf.  Mariano  v.  Building  Inspector 
of  Marlborough,  3^53  Mass.  663.  665-666.  233  N.E.2d  903.  To  hold  otherwise 
would  as  a  practical  matter  nullify  the  ''legal  requirement"  test  which  we  have 
just  concluded  is  a  part  of  the  "public  records"  definition  under  our  statute. 

[6]  The  petitioners  direct  our  attention  to  certain  decisions  in  other  juris- 
dictions which  have  given  broader  scope  than  we  do  today  as  to  what  consti- 
tutes a  public  record.  See  Disabled  Police  Veterans  Club  v.  Long,  279  S.W.2d 
20,  223  (Mo.Ct.App.)  ;  MacEwan  v.  Holm.  226  Or.  27.  41,  359  P.2d  413;  Con- 
over  V.  Board  of  Educ.  of  Nebo  Sch.  Dist.,  1  Utah  2d  375.  377,  267  P.2d  768. 
To  the  same  effect  is  International  Union,  United  Automobile,  etc..  Local  180 
V.  Gooding,  251  Wis.  362,  371,  29  N.W.2d  730.  These  decisions,  however,  are 
not  apposite  because  in  each  case,  the  statute  construed  was  less  restrictive 
than  G.L.  c.  4,  §  7,  Twenty-sixth.  Disabled  Police  Veterans  Club  v.  Long, 
supra,  279  S.W.2d  at  222  (construing  the  statutory  phrase  "a  record  of  all  its 
proceedings  which  shall  be  open  to  public  inspection").  MacEwan  v.  Holm, 
supra,  226  Or.  at  34-35,  43,  359  P.2d  413  (construing  statute  applicable  to 
"records  and  files"  in  the  custody  of  public  oflBcer).  Conover  v.  Board  of  Educ. 
of  Nebo  Sch.  Dist.,  si^pra,  1  Utah  2d  at  376,  267  P.2d  768  (construing  statute 
applicable  to  "public  writings,"  including  laws,  judicial  records,  "[o]ther 
oflicial  documents,"  and  "[pjublic  records  ...  of  private  writings").  Inter- 
national Union,  etc.,  Local  180  v.  Gooding,  supra,  251  Wis.  at  366-371,  29  N.W. 
2d  at  734  (construing  statute  covering  records  "required  by  law  to  be  filed" 
and  records  "in  the  lawful  possess  or  control  of  [a  public  officer]").  Further- 
more, an  examination  of  the  cited  cases  indicates  that  the  statutes  involved 
concerned  only  public  inspection  of  records,  whereas  by  virtue  of  many  pro- 
visions in  our  laws  governing  public  records,  G.L.  c.  4,  §  7,  Twenty-sixth, 
affects  not  only  the  citizen's  right  to  inspect  public  records,  but  also  such 
matters  as  the  paper  on  which  public  records  must  be  made,  the  ink  to  be 
used  on  such  records,  and  the  proper  keeping,  destruction,  and  removal  of 
such  records.  See  G.L.,  c.  66,  §§  3,  4,  7-9,  11,  12.  Without  an  explicit  legisla- 
tive mandate,  we  are  necessarily  reluctant  to  extend  the  application  of  these 
special  rules,  many  of  which  impo.se  costly  administrative  burdens.  Cf.  Lord 
V.  Registrar  of  Motor  Vehicles,  347  Mass.  608,  611-612,  199  N.E.2d  316. 
All  police  records,  however,  whether  or  not  they  are  public  records,  are  sub- 
ject to  being  summoned  before  a  proper  tribunal  in  accordance  with  estab- 
lished rules  of  law. 

In  view  of  the  result  which  we  reach,  there  is  no  occasion  to  consider 
whether  publication  of  either  the  arrest  register  or  the  daily  log  would  con- 
stitute a  constitutional  invasion  of  the  privacy  of  the  citizens  of  Weston." 
While  "[t]he  existence  of  any  nonstatutory  right  to  privacy  has  been  recog- 
nized only  to  a  limited  extent  in  Massachusetts"  (Ostric  v.  Board  of  Appeal 
on  Motor  Vehicle  Liab.  Policies  &  Bonds,  Mass.,  280  N.E.2d  692)  a  constitu- 
tional right  of  privacy  exists,  although  its  exact  dimensions  may  not  be  clear. 
Griswold  v.  Connecticut,  381  U.S.  479,  85  S.Ct.  1678,  14  L.Ed.2d  510;  Eisenstadt 
V.  Baird,  405  U.S.  438,  92  S.Ct  1029,  31  L.Ed2d  349.  "[W]hen  and  if  we  are 
confronted  with  some  substantial,  serious,  or  indecent  intrusion  upon  .  .  . 
[a  citizen's]  private  life"  (Frick  v.  Boyd,  350  Mass.  259,  264,  214  N.E.2d 
460,  464),  we  will  then  deal  with  the  constitutional  issue. 

[7]  On  the  present  record,  our  decision  is  limited  to  a  holding  that  the 
records  sought  are  not  public  records,  and  therefore,  their  public  disclosure 
cannot  be  forced  by  a  writ  of  mandamus.  Nothing  stated  in  this  opinion 
should  be  construed  as  affecting  any  duty  existing  in  law  to  disclose  arrests  or 
other  information  (e.g.  under  a  town  by-law)  or  as  prohibiting  the  town  or  its 
oflBcials  from  the  voluntary  and  nondiscriminatory  disclosure,  in  whole  or  in 
part,  of  contents  of  police  records,  subject  to  the  rights  and  privileges  of 
persons  named  therein. 

Judgment  dismissing  the  petition  is  to  be  entered. 

So  ordered. 


1"  The   Massachusetts   Chiefs   of   Police   Association    raises   this   question   In   an   amicus 
curiae  brief  filed  with  the  court  s  permission. 
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Statement  of  Arnold  R.  Rosenfeld,  Chairman,  Massachusetts  Criminal 
History  Systems  Board  at  Justice  Department  Hearings  on  National 
Crime  Information  Center  Rules  and  Regulations 

The  Commonwealth  of  Massachusetts, 

Criminal  History  Systems  Board, 

Boston,  Mass. 

Testimony   on    Proposed    Regulations    for   Criminal   Justice    Information 

Systems 

(By  Arnold  R.  Rosenfeld.  Chairman,  Criminal  History  Systems, 
Board  of  Masachusetts) 

I  would  like  to  thank  the  Chairman  for  the  opportunity  to  appear  here 
today  and  comment,  on  behalf  of  the  Governor  of  Massachusetts  and  the 
state  Criminal  History  Systems  Board,  on  the  proposed  regulations  governing 
the  dissemination  of  criminal  record  information  and  criminal  history  in- 
formation. 

I  will  divide  my  statement  into  four  parts:  background,  general  comments 
on  the  content  of  the  regulations,  specific  problems  with  the  regulations,  and 
suggestions  for  remedial  action. 

Let  me  first  provide  you  with  some  background  on  our  perspective.  We 
believe  Massachusetts  has  played  an  important  role  in  encouraging  the  fed- 
eral government  to  come  to  grips  with  the  important  issues  to  be  considered 
here  today. 

As  a  result  of  our  examination  and  analysis  of  the  information  needs  and 
practices  of  our  criminal  justice  agencies,  we  recognized  that  not  only  were 
criminal  records  not,  effectively  used  by  law  enforcement  agencies,  but  that 
there  were  at  the  same  time  grossly  misused  by  a  myriad  of  other  public 
and  private  agencies  for  purposes  never  originally  intended  or  understood. 
These  misuses  included  employment  and  credit  checks,  social  welfare  agency 
checks,   and  many  others. 

We,  therefore,  planned  out  a  carefully  constructed  automated  system,  ob- 
tained legislative  authorization  for  it,  and  set  up  strict  laws  and  rules  to 
insure  its  integrity.  We  purposely  limited  discretion,  because  when  you're 
dealing  with  an  issue  as  sensitive  as  individual  privacy,  it  should  not  be 
subject  to  executive  whims. 

We  recognized  from  the  outset,  however,  that  regardless  of  how  stringent 
we  made  the  safeguards  in  Massachusetts,  if  we  participated  as  planned  in 
NCIC,  they  were  only  as  good  as  what  would  exist  in  other  states  or  in  the 
federal  government.  And  we  recognized  that  such  participation  would  be  to 
our  advantage. 

Since  we  felt  strongly  about  privacy,  we  wanted  to  be  sure  that  the  fed- 
eral government  and  other  stales  understood  our  position.  Governor  Sargent, 
therefore,  wrote  to  the  Attorney  General  and  expressed  our  concern.  Our 
Criminal  History  System  Board  carried  out  our  statute,  which  had  strong 
privacy  provisions.  We  were  rewarded  with  a  suit  brought  by  the  Small 
Business   Administration    and    the   Defense    Investigative    Service. 

We  pressed  on,  however.  Governor  Sargent  joined  in  a  petition  to  require 
the  Justice  Department  to  promulgate  regulations.  This  petition  stressed  pri- 
vacy concerns  and  the  need  to  regulate  NCIC  especially.  The  suit  was 
dropped  and  we  were  informed  that  legislation  was  being  drafted  and  that 
rules  would  soon  be  promulgated.  We  believed  that  we  were  being  heard.  It 
is  now  clear  that  we  are  not  being  taken  seriously  and  that  the  commitment 
of  this  administration  to  improved  privacy  of  data  banks  is  just  words. 

In  the  introductory  statement  of  these  regulations,  we  note  that  the  "pur- 
pose of  these  regulations  is  to  afford  greater  protection  of  the  privacy  of 
individuals  who  may  be  included  in  the  records  of  the  FBI,  criminal  justice 
agencies  receiving  funds  directly  or  indirectly  through  LEAA,  etc." 

In  our  opinion.  Mr.  Chairman,  this  is  the  closest  these  re.gu^^tions  come 
to  requiring  the  FBI  to  do  anything  to  protect  anyone's  privacy  as  far  ns 
its  responsibility  is  concerned   with  NCIC. 

These  regulations  require  the  states  to  devploi)  a  plan  within  extremely 
short  time  and  to  file  a  series  of  reports  on  action  to  be  taken.  The  require- 
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ments  are  quite  comprehensive,  and  except  for  a  few  specifics,  we  generally 
agree  with  them. 

Subpart  C  requires  nothing  by  the  FBI.  It  is  a  statement  of  what  they 
presently  do  now  in  operating  NCIC.  The  only  new  items  are  sections 
20.33  and  20.34,  which  limit  access  and  dissemination  and  provide  the 
individual  the  right  to  look  at  his  own  record.  There  is  no  interpretation 
of  the  issues  raised  by  these  two  items,  which  are  extremely  complex.  In  our 
draft  regulations,  interpretation  of  these  two  matters  took  more  than  thirty 
pages. 

It  is  clear  to  us  that  the  Department  of  Justice  has  not  understood  the 
concerns  of  the  petition,  or  it  has  missed  the  whole  issue,  or  the  President's 
statements  on  privacy  have  no  meaning.  We  wanted  regulations  to  govern 
this  system,  not  a  description  of  the  system.  We  wanted  interpretations  and 
definitions,  not  a  statement  about  the  discretion  of  the  Director  of  the  FBI. 
We  wanted  procedures  to  correct  mistakes  and  remedy  inaccuracies,  not  a 
statement  of  regulations  that  were  already  in  existence. 

Let  me  now  be  specific. 

Section  20.2 — The  Definitions — we  believe  raises  some  problems.  Section 
20.2(b)  is  completely  inadequate.  It  does  not  define  intelligence.  This  is 
essential  because  of  the  sensitivity  of  this  type  of  information.  Criminal 
justice  agency,  as  defined  in  20.2(d),  uses  the  principal  function  test.  We 
found  this  to  be  confusing  without  further  specification.  The  sealing  provi- 
sion does  not  really  involve  sealing,  if  it  allows  the  information  to  be  used 
by  criminal  justice  agencies. 

We  feel  we  can  comply  without  great  difliculty  with  Subpart  B,  with  one 
exception.  Section  20.22(a)  (1)  includes  access  by  agencies  authorized  by 
federal  executive  order.  This  is  contrary  to  our  statute.  So  is  section  20.33(b) 
which  is  similar.  We  do  not  believe  federal  executive  order  should  be  able 
to  overrule  states'  statutes.  If  these  agencies  have  a  legitimate  right  to  these 
records,  let  them  go  to  the  Congress  for  their  authority,  as  was  suggested 
by  the  previous  Attorney  General. 

I  believe  that  most  other  states  will  have  diflBculty  meeting  the  require- 
ments of  Subpart  B,  but  we  will  not. 

Subpart  C  really  defies  specific  comment.  It  does  not  even  purport  to  regu- 
late NCIC.  I  will  comment  only  on  Section  20.35,  which  establishes  the  Ad- 
visory Policy  Board.  It  is  solely  at  the  discretion  of  the  Director  of  the 
FBI,  and  while  it  provides  for  broader  representation  than  before,  it  still  is 
police  oriented.  In  any  event,  the  Advisory  Committee  really  has  no  power. 

As  a  result  of  our  review,  we  believe  that  the  Department  should  actually 
prepare  regulations  governing  the  NCIC  system.  These  regulations  place 
great  burdens  on  the  states  and  more  on  the  federal  government.  If  this 
system  is  to  truly  operate  so  as  to  achieve  the  purpose  stated  in  the  intro- 
duction, then  both  the  federal  and  state  governments  must  establish  careful 
safeguards. 


The   Commonwealth   of   Massachusetts,    Office   of   the   Secretary,    State 

House,  Boston,  Mass. 

Rules  and  Regulations  filed  in  this  Office  under  the  provisions  of  Chapter 
30A  as  amended. 

Filed  by  Criminal  History  Systems  Board. 

Regulations  to  Govern  the  Use  of  Criminal  Offender  Record  Information, 
Date  Filed  August  17,  1973;  Date  Published  August  24,  1973. 

chapter   233,    SEC.    75 

Printed  copies  of  rules  and  regulations  puri)orting  to  be  issued  by  author- 
ity of  any  department,  commission,  board  or  OflBcer  of  the  Commonwealth 
or  any  city  or  town  having  authority  to  adopt  them,  or  printed  copies  of  any 
ordinances  or  town  by-laws,  shall  be  admitted  without  certification  or  attesta- 
tions, but  if  this  genuineness  is  questioned,  the  court  may  require  such 
certifications  or  attestations  tliereof  as  it  deems  necessary. 
Attested  as  a  true  copy 

John  F.  X.  Davoren, 
Secretary  of  the  Commonwealth. 
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The  Commonwealth  of  Massachusetts, 

Criminal  History  Systems  Board 

Boston,  Mass.,  August  16,  Wl'S. 

Hon.  John  F.  X.  Davoren, 

Secretary  of  State, 
State  House,  Room  235B, 

S/a".rsMt  f  io»Je«?  on  AprU  T    X973,  a^P^^rS  ^ 

"f?fLrn?w''s*bmmYn1°-.hese   regn.ation.   (or    publication   in    accordance 
with  M.G.L.  c.  30  sec.  37  as  amended. 

Sincerely,  Arnold  R.  Rosenfeld, 

Chairman,  Criminal  History  Systems  Board. 
Attachment. 
Research  Rfxjulations  Approved  by  The  Criminal  History  Systems  Board, 

POTSuTnT  TO   M.G.L.,   CHAPTER  6,    SECTION   173,    ON   JxiLY   12,    19<3 

1.  All  individuals  and  agencies  that  require  access  to  and/or  use  of  crimi- 
^finSfarmiSrsrsS^rarfr 

Soa'rd    These  agencTes  must  comply  with  all  other  regulations  governing  re- 

'„X    cenifv  *SVe  SaX^^fLS.  conducted  for  vaiid  educa- 
tlonahscl^tific.^r  other  pub,,^^^  request  for  acces.  to  and/or  use 

33?s  sVp-Jt,;  ^^^£^^  rd  tbf  ^^ 

■■Tlr^rrcb^VieX'm^srt^riSrL'rrere  tbe  anon.,n.t.  ^  t.e 

'"^SoiS  CuirSn^SrSt  r  r  aTronSr/^Spf  3ore 
theBoard  ma"  permit  an  applicant  access  to  and/or  use  of  cnmmal  offender 
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c.  All  identifying  information  (e.g..  name,  parents'  names,  precise  address) 
will  be  excluded  from  each  criminal  offender  record  that  is  taken  except  as 
specified  in  d.  and  e.  below. 

d.  In  cases  where  the  purposes  of  the  research  justify  and  require  refer- 
ence to  individuals,  the  researcher  will  separate  the  identifying  information 
from  the  rest  of  the  criminal  offender  record  information  by  assigning  to  the 
records  in  question  an  arbitrary  code  consisting  of  original,  non-duplicating 
numbers.  The  key  to  this  code  will  be  retained  by  the  Criminal  History  Sys- 
tems Board  and  made  availab'e  to  the  project  only  at  those  times  and  for 
those  periods  when  it  is  shown  to  be  needed  to  complete  the  designed  research. 

e.  When  the  project  requires  identification  information  for  the  purpose  of 
collating  records,  the  applicant  shall  develop  its  own  arbitrary  code  consist- 
ing of  another  original,  non-duplicating  numbering  system  with  its  own  key 
which  shall  be  maintained  in  a  secure  place  under  the  control  of  the  project 
director.  When  the  applicant's  need  under  the  designed  research  for  the 
linkage  of  names  to  records  ceases,  its  own  key  will  be  destroyed  and  a 
certification  of  this  destruction  shall  be  delivered  to  the  Board. 

f.  Only  the  project  director  and  any  officers  in  charge  of  preserving  re- 
spondent anonymity,  all  of  whom  shall  be  specifically  named  in  the  applica- 
tion and  by  the  certifying  institution  or  agency,  shall  be  given  this  access 
which  shall  be  arranged  under  specified  conditions  of  time  and  place. 

g.  The  project  director  may  not  reproduce  any  of  the  data  gathered  from 
the  criminal  offender  records  except  for  internal  purposes,  nor  may  that 
person  transfer  the  data  or  allow  access  to  and/or  use  of  it  by  other  re- 
search groups  who  have  not  obtained  permission  or  approval  from  the  Board 
with  respect  to  that  project.  Furthermore,  the  project  director  must  sign 
written  assurances  that  these  prohibitions  will  be  honored. 

h.  As  a  further  safeguard  to  anpnymity,  each  member  of  the  research  staff 
must  complete  an  agreement  that  he  will  not  disclose  to  unauthorized  per- 
sons any  criminal  offender  record  information  which  identifies  individuals. 
The  agreement  of  non-disclosure  shall  be  held  by  the  Board  and  made  avail- 
able for  public  inspection. 

i.  At  the  end  of  the  project,  the  researchers  will  be  required  either  to  re- 
turn the  data  to  the  source  agency  or  agencies  or  destroy  it.  If  the  project 
director  certifies  that  the  data  may  be  used  for  a  research  purpose  at  some 
later  date  or  that  the  criminal  offender  record  information  has  been  com- 
bined and  stored  with  other  data  collected  by  the  project  so  that  its  expunge- 
ment would  be  both  difficult  and  costly  and  the  Board  is  satisfied  that  suffi- 
cient security  measures  have  been  taken  to  protect  that  data,  the  applicant 
will  be  required  to  return  or  destroy  any  identifying  or  linking  information. 
After  the  termination  of  a  project,  the  data  shall  not  be  reused  without  the 
approval  of  the  Board. 

j.  Findings  and  conclusions  in  the  publicly  available  research  reports  must 
be  presented  so  that  individuals  cannot  be  identified,  either  by  the  narrow 
specificity  of  certain  items  of  the  information  or  the  small  number  of  units 
in  any  statistical  sample. 

7.  The  Board  and  the  Security  and  Privacy  (Council  shall  have  the  right 
to  inspect  any  research  project  i>eriodically.  The  Board  may  require  periodic 
compliance  reports.  The  authorized  researcher  shall  submit  any  report  based 
upon  the  data  to  the  Board  prior  to  publication  of  the  report. 

8.  Any  person  who  violates  these  regulations  may  be  subject  to  the  criminal 
penalties  of  a  fine  of  not  more  than  five  thousand  dollars,  or  imprisonment 
in  a  jail  or  house  of  correction  for  not  more  than  one  year,  or  both,  in  ac- 
cordance with  M.G.L.  c.  6  sec.  178.  Upon  the  failure  on  the  part  of  a  research 
project  to  comply  with  either  the  statute  or  these  regulations,  the  Board 
may  a)  deny  access  to  record  information  in  the  future,  b)  terminate  cur- 
rent access,  and/or  c)  demand  and  secure  the  return  of  all  criminal  offender 
record  information. 

I  hereby  certify  under  penalties  of  perjury  that  the  above  drafted  docu- 
ment sets  forth  the  research  regulations  approved  by  the  Criminal  History 
Systems  Board  on  July  12,  1973. 

Arnold  R.  Rosenfelb, 
Chairman,  Criminal  Hintory  Systems  Board. 
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CoMPii^TiON    OF   Massachusetts    General   Laws   Relating   to   Sealing   and 
Expungement  of  Criminal  and  Arrest  Records 

270   §  looa.   requests  to   seial  files;    conditions;    application   of    section; 
effect  of  sealing  of  records 

Any  person  having  a  record  of  criminal  court  appearances  and  dispositions 
in  the  commonwealth  on  file  with  the  office  of  the  commissioner  of  probation 
may,  on  a  form  furnished  by  the  commissioner  and  signed  under  the  penal- 
ties of  perjury,  request  that  the  commissioner  seal  such  file.  The  commis- 
sioner shall  comply  with  such  request  provided  (1)  that  said  person's  court 
appearance  and  court  disposition  records,  including  termination  of  court 
sui)ervision,  probation  or  sentence  occurred  not  less  than  ten  years  prior  to 
said  request;  (2)  that  said  person  had  not  been  found  guilty  of  any  criminal 
offense  within  the  commonwealth  in  the  ten  years  preceding  such  request, 
except  motor  vehicle  offenses  in  which  the  penalty  does  not  exceed  a  fine 
of  fifty  dollars;  (3)  said  form  includes  a  statement  by  the  petitioner  that  he 
has  not  been  convicted  of  any  criminal  offense  in  any  other  state.  United 
States  possession  or  in  a  court  of  federal  jurisdiction,  except  such  motor 
vehicle  offenses,  as  aforesaid,  and  has  not  been  imprisoned  in  any  state  or 
county  within  the  preceding  ten  years:  and  (4)  said  person's  record  does  not 
include  convictions  of  offenses  other  than  those  to  which  this  section  applies. 

1'his  section  shall  apply  to  court  appearances  and  dispositions  of  all  of- 
fenses punishable  only  by  a  fine  or  by  imprisonment  in  a  jail  or  house  of 
correction ;  provided,  however,  that  this  section  shall  not  apply  in  case  of 
convictions  for  violations  of  sections  one  hundred  and  twenty-one  to  one 
hundred  and  thirty-one  H,  inclusive,  of  chapter  one  hundred  and  forty  or  for 
violations  of  chapter  two  hundred  and  sixty-eight  or  two  hundred  and  sixty- 
eiglit  A. 

In  carrying  out  the  provisions  of  this  section,  notwithstanding  any  laws  to 
the  contrary : 

1.  Any  recorded  offense  which  was  a  felony  when  committed  and  has  since 
become  a  misdemeanor  shall  be  treated  as  a  misdemeanor. 

li.  Any  recorded  offense  which  is  no  longer  a  crime  shall  be  eligible  for 
sealing  forthwith,  except  in  cases  where  the  elements  of  the  offense  continue 
to  be  a  crime  under  a  different  designation. 

3.  In  determining  the  ten-year  period  for  eligibility,  any  subsequently  re- 
corded offenses  for  which  the  dispositions  are  "not  guilty",  "dismissed  for 
want  of  prosecution",  "dismissed  at  request  of  complainant",  "nol  prossed",  or 
"no  bill"  shall  not  be  held  to  interrupt  the  running  of  the  required  ten-year 
period  for  eligibility. 

4.  If  it  cannot  be  ascertained  that  a  recorded  offense  was  a  felony  when 
committed  said  offense  shall  be  treated  as  a  misdemeanor. 

Approved  July  10,  1973. 

When  records  of  criminal  appearances  and  criminal  dispositions  are  sealed 
by  the  commission  in  his  files,  he  shall  notify  forthwith  the  clerk  and  the 
probation  officer  of  the  courts  in  which  the  convictions  or  dispositions  have 
occurred,  or  other  entries  have  been  made,  of  such  sealing,  and  said  clerks 
and  probation  officers  likewise  shall  seal  records  of  the  same  proceedings  in 
their  files. 

Such  sealed  records  shall  not  operate  to  disqualify  a  person  in  any  examina- 
tion, appointment  or  application  for  public  service  in  the  service  of  the 
commonwealth  or  of  any  political  subdivision  thereof ;  nor  shall  such  sealed 
records  be  admissible  in  evidence  or  used  in  any  way  in  any  court  proceedings 
or  hearings  before  any  boards  or  commissions,  except  in  imposing  sentence 
in  subsequent  criminal  proceedings. 

An  application  for  employment  used  by  an  employer  which  seeks  informa- 
tion concerning  prior  arrests  or  convictions  of  the  applicant  shall  include  the 
following  statement :  "An  applicant  for  employment  with  a  sealed  record  of 
entries  ten  years  old  or  over  on  file  with  the  commissioner  of  probation  may 
answer  'no  record'  with  respect  to  an  inquiry  herein  relative  to  prior  arrests, 
criminal  court  appearances  or  convictions.  An  applicant  for  employment  with 
a  sealed  record  on  file  with  the  commissioner  of  probation  may  answer  'no 
record'  to  an  inquiry  herein  relative  to  prior  arrests  or  criminal  court  ap- 
pearances". 
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The  attorney  general  may  enforce  the  •  provisions  of  this  paragraph  by  a 
suit  in  equity  commenced  in  the  superior  court. 

The  commissioner,  in  response  to  inquiries  by  authorized  persons  other  than 
any  law  enforcement  agency,  any  court,  or  any  appointing  authority,  shall 
in  the  case  of  a  sealed  record  report  that  no  record  exists. 

§  lOOB.  BEQUESTS  TO  SiEAL  DELINQUENCY  FILERS  OE  RECORDS;  CONDITIONS;  SEAMNO 
BY  COMMISSIONER;  NOTICE  FOB  COMPLIANCE;  EFFECT  OF  SEALING;  LIMITED 
DISCLOSXmE 

Any  person  having  a  record  of  entries  of  a  delinquency  court  appearance 
in  the  commonwealth  on  file  in  the  oflSce  of  the  commissioner  of  probation 
may,  on  a  form  furnished  by  the  commissioner,  signed  under  the  penalties 
of  perjury,  request  that  the  commissioner  seal  such  file.  The  commissioner 
shall  comply  with  such  request  provided  (1)  that  any  court  appearance  or 
disposition  including  court  supervision,  probation,  commitment  or  parole,  tlw 
records  for  which  are  to  be  sealed,  terminated  not  less  than  three  years  prior 
to  said  request;  (2)  that  said  person  has  not  been  adjudicated  delinquent  or 
found  guilty  of  any  criminal  offense  within  the  commonwealth  in  the  three 
years  preceding  such  request,  except  motor  vehicle  offenses  in  which  the 
penalty  does  not  exceed  a  fine  of  fifty  dollars  nor  been  imprisoned  under 
sentence  or  committed  as  a  delinquent  within  the  commonwealth  within  tint 
preceding  three  years;  and  (3)  said  form  includes  a  statement  by  the  peti- 
tioner that  he  has  not  been  adjudicated  delinquent  or  found  guilty  of  any 
criminal  offense  in  any  other  state,  United  States  possession  or  in  a  court  of 
federal  jurisdiction,  except  such  motor  vehicle  offenses  as  aforesaid,  and  lias 
not  been  imprisoned  under  sentence  or  committed  as  a  delinquent  in  any  state 
or  county  within  the  preceding  three  years. 

When  records  of  delinquency  appearances  and  delinquency  dispositions  are 
sealed  by  the  commissioner  in  his  files,  the  commissioner  shall  notify  forth- 
with the  clerk  and  the  probation  officer  of  the  courts  in  which  the  adjudica- 
tions or  dispositions  have  occurred,  or  other  entries  have  been  made,  and 
the  department  of  youth  services  of  such  sealing,  and  said  clerks,  probation 
officers,  and  department  of  youth  services  likewise  shall  seal  records  of  the 
same  proceedings  in  their  files. 

Such  sealed  records  of  a  person  shall  not  operate  to  disqualify  a  person  in 
any  future  examination,  appointment  or  application  for  public  service  under 
the  government  of  the  commonwealth  or  of  any  political  subdivision  thereof : 
nor  shall  such  sealed  records  be  admissible  in  evidence  or  used  in  any  way 
in  any  court  proceedings  or  hearings  before  any  boards  of  commissioners, 
except  in  imposing  sentence  for  subsequent  offenses  in  delinquency  or  crimi- 
nal proceedings. 

Notwithstanding  any  other  provision  to  the  contrary,  the  commissioner 
shall  report  such  sealed  delinquency  record  to  inquiring  police  and  court 
agencies  only  as  "sealed  delinquency  record  over  three  years  old"  and  to 
other  authorized  persons  who  may  inquire  as  "no  record".  The  information 
contained  in  said  sealed  delinquency  record  shall  be  made  available  to  a 
judge  or  probation  officer  who  affirms  that  such  person,  whose  record  has  been 
sealed,  has  been  adjudicated  a  delinquent  or  has  pleaded  guilty  or  has  been 
found  guilty  of  and  is  awaiting  sentence  for  a  crime  committed  subsequent 
to  sealing  of  such  record.  Said  information  shall  be  used  only  for  the  purpose 
of  consideration  in  imposing  sentence. 

Added  by  St.  1972,  c.  404. 

Section  lOOC 

In  any  criminal  case  wherein  the  defendant  has  been  found  not  guilty  by 
the  court  or  jury,  or  a  no  bill  has  been  returned  by  the  grand  jury,  or  a  find- 
ing of  no  probable  cause  has  been  made  by  the  court,  the  defendant  may,  on  si 
form  furnished  by  the  commissioner  of  probation,  request  that  the  commis- 
sioner seal  said  court  appearance  and  disposition  recorded  in  his  files.  Tlif 
commissioner  shall  comply  with  such  request  and  he  shall  notify  forthwith 
the  clerk  and  the  probation  officers  of  the  courts  in  which  the  proceed  in jis 
occurred  or  were  initiated  who  shall  likewise  seal  the  records  of  the  pro- 
ceedings in  their  files. 
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In  any  criminal  case  wherein  a  nolle  prosequi  has  been  entered,  or  a  dis- 
missal has  been  entered  by  the  court,  except  in  cases  in  which  an  order  of 
probation  has  been  terminated,  and  it  appears  to  the  court  that  substantial 
justice  would  best  be  served,  the  court  shall  direct  the  clerk  to  seal  the 
records  of  the  proceedings  in  his  files.  The  clerk  shall  forthwith  notify  the 
commissioner  of  probation  and  the  probation  officer  of  the  courts  in  which 
the  proceedings  occurred  or  were  initiated  who  shall  likewise  seal  the  records 
of  the  proceedings  in  their  files. 

Such  sealed  records  shall  not  operate  to  disqualify  a  person  in  any  exami- 
nation, appointment  or  application  for  public  employment  in  the  service  of  the 
commonwealth  or  of  any  political  subdivision  thereof. 

An  application  for  employment  used  by  an  employer  which  seeks  informa- 
tion concerning  prior  arrests  or  convictions  of  the  applicant  shall  include  in 
addition  to  the  statement  required  under  section  one  hundred  A  the  follow- 
ing statement :  "An  applicant  for  employment  with  a  sealed  record  on  file 
with  the  commissioner  of  probation  may  answer  'no  record'  with  respect  to 
an  inquiry  herein  relative  to  prior  arrests  or  criminal  court  appearances." 
The  attorney  general  may  enforce  the  provisions  of  this  section  by  a  suit 
in  equity  commenced  in  the  superior  court. 

The  commissioner,  in  response  to  inquiries  by  authorized  persons  other 
than  any  law  enforcement  agency  or  any  court,  shall  in  the  case  of  a  sealed 
record  report  that  no  record  exists.  After  a  finding  or  verdict  of  guilty  on  a 
subsequent  offense  such  sealed  record  shall  be  made  available  to  the  probation 
officer  and  the  same,  with  the  exception  of  a  not  guilty,  a  no  bill,  or  a  no 
probable  cause,  shall  be  made  available  to  the  court. 

Approved  May  29,  1973. 

940  §  34  UNLAWFUL  POSSESSION  ;  PAETICULAR  CONTROLLED  SUBSTANCES,  INCLUDING 
HEROIN  AND  MARIHUANA  ;  PRIOR  CONVICTIONS  ;  CRIMINAL  PENALTIES  ;  CON- 
TINUANCE ;    PROBATION  ;    DISMISSAL  ;    SEALING   OF   RECORDS 

If  any  person  who  is  charged  with  a  violation  of  this  section  has  not 
previously  been  convicted  of  a  violation  of  any  provision  of  this  chapter  or 
other  provision  of  prior  law  relative  to  narcotic  drugs  or  harmful  drugs  as 
defined  in  said  prior  law,  or  of  a  felony  under  the  laws  of  any  state  or  of 
the  United  State  relating  to  such  drugs,  has  had  his  case  continued  without 
a  finding  to  a  certain  date,  or  has  been  convicted  and  placed  on  probation 
and  if,  during  the  period  of  said  continuance  or  of  said  probation,  such 
person  does  not  violate  any  of  the  conditions  of  said  continuance  or  said 
probation,  then  upon  the  expiration  of  such  period  the  court  may,  in  the 
manner  provided  by  paragraph  two  of  section  one  hundred  A  of  chapter  two 
hundred  and  seventy-six,  dismiss  the  proceedings  against  him  and  may  order 
sealed  all  officials  records  relating  to  his  arrest,  indictment,  conviction,  pro- 
bation, continuance  or  discharge  pursuant  to  this  section ;  provided,  however, 
that  departmental  records  which  are  not  public  records,  maintained  by  police 
and  other  law  enforcement  agencies  shall  not  be  so  sealed ;  and  provided 
further  that  such  a  record  shall  be  maintained  in  a  separate  file  by  the  de- 
partment of  probation  solely  for  the  purpose  of  use  by  the  courts  in  deter- 
mining whether  or  not  in  subsequent  proceedings  such  person  qualifies  under 
this  section.  The  record  maintained  by  the  department  of  probation  shall 
contain  only  identifying  information  concerning  the  person  and  a  statement 
that  he  has  had  his  record  sealed  pursuant  to  the  provisions  of  this  section. 
Any  conviction,  the  record  of  which  has  been  sealed  under  this  section,  shall 
not  be  deemed  a  conviction  for  purposes  of  any  disqualification  or  for  any 
other  purpose.  No  person  as  to  whom  such  sealing  has  been  ordered  shall  be 
beld  thereafter  under  any  provision  of  any  law  to '  be  guilty  of  perjury  or 
otherwise  giving  a  false  statement  by  reason  of  his  failure  to  recite  or  ac- 
knowledge such  arrest,  indictment,  conviction,  dismissal,  continuance,  sealing, 
or  any  other  related  court  proceeding,  in  response  to  any  inquiry  made  of  him 
for  any  purpose. 

Notwithstanding  any  other  penalty  provision  of  this  section,  any  person 
who  is  convicted  for  the  first  time  under  this  section  for  the  possession  of 
marihuana  and  who  has  not  previously  been  convicted  of  any  offense  pursuant 
to  the  provisions  of  this  chapter,  or  any  provision  of  prior  law  relating  to 
narcotic  drugs  or  harmful  drugs  as  defined  in  said  prior  law  shall  be  placed 
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on  probation  unless  such  person  does  not  consent  thereto,  or  unless  the  court 
files  a  written  memorandum  stating  the  reasons  for  not  so  doing.  Upon  suc- 
cessful completion  of  said  probation,  the  case  shall  be  dismissed  and  records 
shall  be  sealed. 

Amended  by  St.l972,  c.  806,  §§  23,  24. 

Section  1 

Notwithstanding  the  provisions  of  any  general  or  special  law  to  the  con- 
trary, any  person  convicted  prior  to  July  first,  nineteen  hundred  and  seventy- 
two,  for  a  first  offense  for  the  possession  of  marihuana  who  had  no  previous 
or  subsequent  conviction  for  the  violation  of  any  section  of  chapter  ninety- 
four  C  of  the  General  Laws  or  of  any  other  provision  of  law  relating  to 
narcotic  drugs  or  harmful  drugs,  shall,  upon  petition  to  the  court  in  which 
he  was  so  convicted,  have  his  record  sealed. 

Section  2 

Any  person  making  application  for  an  examination  or  appointment  to  public 
employment,  who  has  no  previous  criminal  record,  except  one  the  records  of 
which  are  sealed  under  the  authority  of  the  provisions  of  section  one,  is 
hereby  authorized  to  answer  "no"  or  "none"  to  any  question  concerning  a 
prior  criminal  record. 

Section  S        . 

The  commissioner  of  probation,  in  response  to  inquiries  by  authorized  per- 
sons other  than  a  law  enforcement  agency  or  a  court,  shall  in  the  case  of  a 
sealed  record,  report  that  no  record  exists,  provided,  however,  that  after  a 
finding  or  verdict  of  guilty  of  a  subsequent  violation  of  any  section  of  chapter 
ninety-four  C  of  the  General  Laws,  such  sealed  record  shall  be  made  available 
to  the  probation  officer  and  the  court  which  found  such  person  guilty  of  the 
subsequent  violation. 

940  §  35.  UNLAWFUL  PBE8ENCE  AT  A  PLACE  WHB3EE  HEEOIN  IS  KEPT  OR  BEII70  IN 
COMPANY  OF  PERSON  IN  POSSESSION  THEREOF  ;  CRIMINAL  PENALTIES  ;  APPLI- 
CATION OF   SECTION    34   TO   PROBATION   AND  REPEATED  VIOLATIONS 

Any  person  who  is  knowingly  present  at  a  place  where  heroin  is  kept  or 
deposited  in  violation  of  the  provisions  of  this  chapter,  or  any  person  who 
is  in  the  company  of  a  person,  knowing  that  said  person  is  in  possetseion  of 
heroin  in  violation  of  the  provisions  of  this  chapter,  shall  be  punished  by 
imprisonment  for  not  more  than  one  year  or  by  a  fine  of  not  more  than  one 
thousand  dollars,  or  both ;  provided,  however,  that  the  provisions  of  the 
third  paragraph  of  section  thirty-four  relative  to  probation  sealing  of  the 
records  and  repeated  violations  shall  apply  to  him. 

Amended  by  St.l972,  c.  806,  §  25. 

Section  44- 

If  any  person  is  found  not  guilty  of  the  violation  of  any  provision  of  sec- 
tion thirty-four  or  if  a  complaint  against  him  is  dismissed  or  an  indictment 
nol  prossed  for  a  violation  of  said  section,  the  court  shall  order  all  offixiial 
records  relating  to  his  arrest,  indictment,  conviction,  continuance  or  discharge 
to  be  sealed ;  provided,  however,  that  departmental  records  maintained  by 
police  and  other  law  enforcement  agencies  which  are  not  public  records  shall 
not  be  sealed. 

No  person  as  to  whom  such  sealing  has  been  ordered  shall  be  held  there- 
after under  any  provision  of  any  law  to  be  guilty  of  perjury  or  otherwise 
making  a  fal^e  statement  by  reason  of  his  failure  to  recite  or  acknowledge 
such  arrest,  indictment,  disposition,  sealing  or  any  other  related  court  pro- 
ceeding, in  response  to  any  inquiry  made  of  him  for  any  purpose. 

185a  §20.  commencement  of  proceedings;  fees;  nonwilful  offense  deemed 
noncriminal;  equity  docket 

Proceedings  shall  be  commenced  in  the  housing  court  as  follows :  a  criminal 
case,  by  complaint  in  like  manner  as  in  a  district  court ;  an  action  at  law, 
including  an  action  for  summary  process,  by  writ  in  like  manner  as  in  the 
superior  court  or  a  district  court ;  and  a  suit  in  equity,  by  bill  or  petition  with 
a  writ  of  subpoena  according  to  the  usual  course  of  proceedings  in  equity, 
in  like  manner  as  in  the  superior  court. 
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The  clerk  of  the  housing  court  shall  charge  a  fee  of  two  dollars  for  the 
entry  of  an  action  or  suit,  which  shall  be  paid  by  the  party  entering  the 
same ;  and  no  other  fee  shall  be  charged  for  taxing  costs,  for  issuing  any 
subpoena  or  execution  or  for  issuing  any  order  of  notice  or  other  mesne, 
interlocutory  or  final  order,  rule,  decree  or  process  authorized  by  law,  except 
a  temporary  restraining  order  or  preliminary  injunction  for  the  issuance  of 
which  the  cleli  shall  charge  five  dollars ;  provided,  however,  that  no  fee  for 
the  entry  of  an  action  or  suit  or  for  the  issuance  of  a  temporary  restraining 
order  or  preliminary  injunction  shall  be  charged  the  commonwealth  or  the 
city  or  any  board  or  oflScer  of  either.  If  the  housing  court  finds  that  the  party 
entering  the  action  or  suit  or  obtaining  the  restraining  order  or  preliminary 
injunction  is  destitute  and  unable  to  pay,  it  may  order  the  payment  of  the 
fee  or  fees  prescribed  by  this  paragraph  to  be  waived. 

Notwithstanding  that  a  proceeding  under  this  chapter  is  commenced  by 
complaint,  if  the  housing  court  finds  that  the  offense  charged  was  not  wilful, 
intentional,  reckless  or  repeated,  the  proceeding  shall  not  be  deemed  criminal 
and  no  record  of  the  case  shall  be  entered  in  the  probation  rcords. 

9.  For  an  employer,  himself  or  through  his  agent:   (A)   to  refuse  to  hire  or 
employ,  or  to  bar  or  discharge  from  employment,  any  i)erson   by   reason   of 
his  or  her  failure  to  furnish  information  regarding  his  or  her  first  arrest  for 
any   misdemeanor  or   felony   wherein   no  conviction   resulted,   wherein   his   or 
her  case  has  been  dismissed  for  want  of  prosecution,   wherein   a   finding  or 
verdict  of  not  guilty  has  resulted,  wherein  his  or  her  case  has  been  continued 
without  a  finding  for  a  certain  period  of  time  and  then  dismissed,  or  wherein 
the  arrests  were  for  the  following  misdemeanors :   drunkenness,   simple  as- 
sault, speeding,  minor  traflBc  violations,   affray   or  disturbance  of  the  peace ; 
provided,  that  the  date  of  disposition  of  said  offenses  was  five  years  or  more 
prior  to  the  date   of   such   refusal,   barring  from   employment   or  discharge : 
(B)    to  refuse  to  hire  or  employ,   or  to  bar  or  discharge  from  employment, 
any  person  by  reason  of  his  failure  to  furnish  information  regarding  his  con- 
viction of  any  misdemeanor  where  such   conviction   occurred   more  than  five 
years  prior   to  the   date  of  such   refusal,   barring   from   employment   or   dis- 
charge,  unless   such   person   was   punished   by    imprisonment,    or   unless   such 
individual  has  been  convicted  of  any  offense  within  five  years  of  such  date. 
An   application   form   for   employment   which   contains   an   inquiry   as   to   the 
police   record   of   the   applicant   shall   include   a   statement   that   no   applicant 
shall  be  required  to  furnish  any  information   of  his  or  her  first  arrest   for 
any  misdemeanor  or  felony  which  did  not  result  in  a  conviction,  unless  court 
action  is  pending,  nor  shall  such  applicant  be  required  to  furnish  information 
on  any  complaint  which  was  dismissed  for  want  of  prosecution  or  which  re- 
sulted in  the  case  being  continued  without  a  finding  for  a  certain  period  of 
time  and  then  dismissed,   or   which   resulted  in   a   finding  or  verdict  of  not 
guilty,   nor  shall   such   applicant   be   required   to  furnish   any   information   of 
arrests  for  the  following  misdemeanors:  drunkenness,  simple  assault,  speed- 
ing,  minor   traflSc   violations,    affray   or   disturbance   of   the   peace ;    provided, 
that  the  date  of  disposition  of  said  offenses  was  five  years  or  more  prion  to 
the  filing  of  said  application :  and  that  no  applicant  shall  be  required  to  fur- 
nish   any    information    concerning    any    conviction    of    a    misdemeanor    which 
occurred  more  than  five  years  prior  to  the  date  of  such  application  for  em- 
ployment unless  the  applicant  was  sentenced  to  imprisonment  upon  conviction 
of  such  misdemeanor,  or  such  individual  has  been  convicted  of  any  offensp 
within  five  years  of  such  date. 

Nothing  herein  contained  shall  be  construed  to  bar  the  application  of  sec- 
tion thirty-four  of  chapter  ninety-four  C  relative  to  the  expungement  of 
records. 

Amended  by  St.  1972,  c.  428. 

94C  §  42.  COOPERATION  WITH  FEDERAL  AND  OTHER  STATE  AGENCIES 

The  commissioner  and  the  attorney  general  shall  cooperate  with  federal 
and  other  state  agencies  in  discharging  their  responsibilities  concerning 
traflSc  in  controlled  substances  and  in  suppressing  the  abuse  of  controlled 
substances.  To  this  end  they  may : 
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(1)  Arrange  for  the  exchange  of  information  among  governmental  oflScials 
concerning  the  use  and  abuse  of  controlled  substances ; 

(2)  Coordinate  and  cooperate  in  training  programs  concerning  the  enforce- 
ment of  laws  governing  controlled  substances  at  local  and  state  levels ; 

(3)  Cooperate  with  the  bureau  by  establishing  a  centralized  unit  to  accept, 
catalog,  file  and  collect  statistics  including  statistics  regarding  drug  dependent 
persons  and  controlled  substance  law  offenders  within  the  commonwealth 
and  make  the  information  available  for  federal,  state  and  local  law  enforce- 
ment purposes,  provided  that  they  shall  not  furnish  the  name  or  identity  of 
a  patient  or  research  subject ;  and 

(4)  Conduct  programs  of  eradication  aimed  at  destroying  wild  or  illicit 
growth  of  plant  species  from  which  controlled  substances  may  be  extracted. 

Added  by  St.l971,  c.  1071,  §  1,  eff.  July  1,  1972. 

Notice  of  Public  Hearing 

Pursuant  to  M.G.L.  c.  6  sec.  168  and  in  accordance  with  M.G.L.  c.  30A,  a 
public  hearing  will  be  held  by  the  Criminal  History  Systems  Board  on  Fri- 
day, March  29,  1974  at  9:30  a.m.,  in  Room  424  of  the  State  House,  Boston, 
Massachusetts,  relative  to  the  adoption  of  the  following  regulations : 

PROPOSED  REGUXATIONS  GOVERNING  COLLECTION,  MAINTENANCE,  ACCESS  AND  DIS- 
SEMINATION OF  CRIMINAL  OFFENDER  RECORD  INFORMATION  IN  THE  COMMON- 
WEALTH 

All  persons  desiring  to  be  heard  in  this  matter  are  hereby  notified  to  ai>- 
pear  at  the  designated  time  and  place.  The  Board  invites  comments  and  seeks 
views  of  all  those  who  wish  to  present  positions  critical  or  in  support  of  the 
proposed  regulations,  and  permits  interested  parties  an  opportunity  to  state 
their  views  fully  prior  to  adoption  of  these  regulations.  Persons  who  request 
in  writing  an  opportunity  to  speak  at  the  hearing  will  be  afforded  an  early 
opportunity  to  testify  if  such  requests  are  received  at  the  offices  of  the  Crimi- 
nal History  Systems  Board  before  5:00  p.m.,  March  22,  1974.  Persons  desiring 
to  submit  written  statements  to  the  Board  should  do  so  not  later  than  5 :00 
p.m.,  April  5,  1974.  All  other  interested  persons  will  be  heard  subsequent  to 
those  who  have  filed  a  request  to  speak  by  the  above  deadline.  Interested 
parties  may  also  submit  written  statements  to  the  Board  prior  to  April  5. 
1974.  A  copy  of  the  proposed  regulations  is  available  for  inspection  at  the 
Criminal  History  Systems  Board,  Room  740,  SO  Boylston  Street,  Boston, 
Massachusetts  02116. 

For  the  Criminal  History  Systems  Board. 

Arnold  R.  Rosenfeld, 

Chairman. 
The  Commonwealth   of  Massachusetts   Criminal   History   Systems   Board 

Proposed  regulations  for  the  implementation  of  Chapter  805  of  the  Acts  of 
1972 — The  Act  Providing  for  the  Establishment  and  Administration  of  a 
Criminal  Offender  Record  Information. 

These  proposed  regulations  are  required  to  be  promulgated  under  sec.  168 
of  c.  6  of  the  General  Laws.  These  regulations  are  in  draft  form  and  should 
should  not  be  considered  to  be  the  final  positions  of  the  Criminal  Historv 
Systems  Board. 

introduction 

Chapter  805  of  the  Acts  of  1972,  An  Act  Providing  for  the  Establishment 
and  Administration  of  a  Criminal  Offender  Record  Information  System, 
established  a  new  policy  for  handling  Criminal  Offender  Record  Information 
in  the  Commonwealth.  This  Act  pays  particular  attention  to  establishing 
safeguards  for  the  security  and  privacy  of  Criminal  Offender  Record  Infor- 
mation maintained  by  criminal  justice  agencies. 

The  Act  establishes  a  Criminal  History  Systems  Board,  a  Criminal  History 
System  Advisory  Committee,  and  a  Security  and  Privacy  Council.  It  also  sets 
out  laws  under  which  the  Board  must  act  in  controlling  the  collection,  main- 
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tenance,  access  and  dissemination  of  Criminal  Offender  Record   Information. 

In  order  to  properly  oversee  the  system,  the  Board  must  promulgate  regu- 
lations as  required  in  the  Act.  The  initial  responsibility  for  preparing  the 
regulations  rests  with  the  Criminal  History  System  Advisory  Committee  as 
specified  in  sec.  169  of  c.  6  of  the  General  Laws.  The  Advisory  Committee 
began  meeting  on  the  regulations  in  July,  1973.  The  Advisory  Committee 
broke  down  into  three  subcommittees:  1)  Collection  and  Storage  of  Infor- 
mation, 2)  Access,  Dissemination  and  Use  of  Information,  3)  Security  and 
Accountability.  Each  of  these  subcommittees  held  several  meetings  for  prepa- 
ration and  review  of  draft  regulations.  Also  participating  in  this  undertaking 
were  representatives  of  the  Security  and  Privacy  Council. 

The  subcommittee  reports  were  then  reviewed  by  the  entire  Criminal  His- 
tory System  Advisory  Committee  and  this  draft  presents  the  Advisory  Com- 
mittee's recommendations,  it  is  holding  public  hearings  in  order  to  obtain 
the  views  of  the  public. 

Following  is  a  list  of  the  members  of  the  Criminal  History  Systems  Board, 
the  Advisory  Committee  and  the  Security  and  Privacy  Council. 


CRIMINAL   HISTORY    SYSTEMS    BOARD 


Mr.  John  Burke 

Office  of  the  Executive  Secretary 

Supreme   Judicial   Court 

New   Court   House 

Pemberton    Square 

Boston,   Massachusetts 

Alan  Macdonald 

Assistant   Attorney   General 

Attorney    General's    Office 

State  House 

Boston,    Massachusetts 

Commissioner  Frank  Hall 
Department    of   Correction 
100   Cambridge   Street 
Boston,   Massachusetts 

Commissioner  Joseph  Leavey 
Department   of  Youth   Services 
73   Tremont    Street 
Boston,    Massachusetts 

Mr.   Edward  Barshak 
73   Tremont   Street 
Boston,   Massachusetts 

Mr.   Joseph  Fitzgerald 
Parole   Board 
100  Cambridge  Street 
Boston,   Massachusetts 

Commissioner    John    Kehoe 
Department  of  Public  Safety 
1010  Commonwealth  Avenue 
Boston,   Massachusetts 


Mr.  Jerome  Berg 

Director,    Administration    Office 

of   the    District   Court 
Newton    District    Court 
West    Newton,    Massachusetts 

Commissioner    C.    Eliot    Sands 

Department   of   Probation 

New  Court  House 

Pemberton  Square 

Boston,    Massachusetts 

Nicholas  Fondas 

Boston  Police  Department 

154  Berkeley  Street 

Boston,    Massachusetts 

Chief  Ralph   P.    Condlin 

Randolph    Police    Department 

1  North   Street 

Randolph.   Massachusetts 

Mr.   Joseph  Romanow 

Legal   Systems  Analyst 

Superior  Court  House 

Boston,   Massachusetts 

Garrett    H.    Byrne,    Esquire 

District    Attorney.    Suffolk    County 

Superior  Court  House 

Pemberton   Square 

Boston,   Massachusetts 

Arnold  R.  Rosenfeld.  Chairman 
Executive  Director 
Committee  on  Criminal  Justice 
80  Boylston   Street 
Boston,   Massachusetts 
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CBIMINAL   HISTORY   SYSTEMS   ADVISORY    COMMITTEE 


Mr.    John   Connors 

Administrator 

Newton  District  Court 

West    Newton.    Massachusetts 

Mr.  Franlv  Carney 
Department    of    Corrections 
100  Cambridge  Street 
Boston,    Massachusetts 

George    G.    Burlie,    Esq. 
District  Attorney 
Norfolk   County 
Court   House 
Dedham,  Massachusetts 

Mr.  Paul  A.  Chernoff 

Chairman 

Parole  Board 

100   Cambridge    Street 

Boston,    Massachusetts 

Mr.   Joseph   E.    Fitzgerald 
Pardon    and   Parole   Supervisor 
Parole  Board 
100  Cambridge  Street 
Boston,   Massachusetts 

Commissioner  John   Kehoe 
Department    of   Public    Safety 
1010  Commonwealth  Avenue 
Boston,   Massachusetts 


Alan    ilacdonald 

Assistant    Attorney    General 

Attorney  General's  OflBce 

State   House 

Boston,    Massachusetts 

Mr.   Joseph   S.   Romanow 
Legal  Systems  Analyst 
Superior   Court  House 
Boston,   Massachusetts 

Commissioner    Joseph    Leavey 
Department   of   Youth    Services 
■(3   Tremont   Street 
Boston,    Massachusetts 

Commissioner  C.   Eliot   Sands 
Department   of  Probation 
New   Court   House 
Pemberton   Square 
Boston,    Massachusetts 

Mr.  Nicholas  Fondas 
Boston  Police  Department 
Berkeley   Street 
Boston,    Massachusetts 

Arnold  R.   Rosenfeld,   Chairman 
Executive   Director 
Committee    on    Criminal    Justice 
80   Boylston   Street 
Boston,   Massachusetts 


MEMBERS   OF   THE   SECURITY   AND   PRIVACY    COUNCIL 


Mr.   John   Calhoun 

Director 

Boston    Court   Resources    Project 

14   Somerset   Street 

Boston,    Massachusetts 

Ms.  Natasha  Lisman 
Civil  Liberties  Union 
Joy  Street 
Boston,   Massachusetts 

Mr.    Daniel   D.   Levenson 
1  State  Street 
Boston,    Massachusetts 

Alan  Maedonald 

Assistant   Attorney    General 

Attorney  General's  Office 

State   House 

Boston,   Massachusetts 

Professor  Arthur  Miller    (Chairman) 

Faculty  Office  Building 

Room  406 

Harvard  Law  School 

Cambridge,   Massachusetts 


Arno'd  R.   Rosenfeld 
Executive   Director 
Committee  on   Criminal   Justice 
80   Boylston    Street 
Boston.  Massachusetts 

Mr.    Joseph    Romaaow 
Legal  Systems  Analyst 
Superior   Court   House 
Boston,   Massachusetts 

Mr.  John  Wheeler 

Director,    Worcester    Regional 

Law   Enforcement   Committee 
120  Chandler   Street 
Worcester,  Massachusetts 

Ernest   Winsor,   Esq. 
Massachusetts   Law   Reform 

Institute 
2   Park   Square 
Boston,   Massachusetts 
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1.1  Records  and  data  included  in  CORI 

(a)  "Criminal  offender  record  information"  (CORI)  means  records  and 
data  compiled  by  criminal  justice  agencies  for  the  purposes  of  identifying 
criminal  offenders  and  maintaining  as  to  each  such  offender  a  summary  of 
arrests,  pretrial  proceedings,  the  nature  and  disposition  of  criminal  charges, 
sentencing,  incarceration,  rehabilitation  and  release.  Such  information  shall 
be  restricted  to  that  recorded  as  the  result  of  the  initiation  of  criminal  pro- 
ceedings or  any  consequent  proceedings  related  thereto.  It  shall  not  include 
intelligence,  analytical  and  investigative  reports  and  files  nor  statistical  rec- 
ords and  reports  in  which  individuals  are  not  identified  and  from  which 
their  identities  are  not  ascertainable. 

(b)  CORI  is  limited  to  records  and  data  in  abstract  or  line  entry  fonu) 
of  the  fact  and  results  of  an  individual's  movement  through  the  formal  stages 
of  the  criminal  justice  process  from  the  initiation  of  criminal  proceedings 
through  pretrial  proceedings,  prosecution,  adjudication,  correctional  treat- 
ment, release  and  any  consequent  or  related  criminal  justice  proceedings. 
CORI  shall  be  limited  to  factual  statements  about  the  occurrence  and  outcome 
of  arrests,  indictments,  warrants,  arraignments,  bail,  continuances,  defaults, 
trials,  appeals,  dispositions,  sentences,  probation,  commitment,  parole,  com- 
mutation, release,  termination  or  revocation  of  probation  or  parole,  pardon 
or  other  similar  occurrences  and  outcomes. 

Comment:  M.G.L.  c.  6  sees.  167-178  establish  the  Criminal  History  Systems 
Board  (CHSB)  and  authorize  it  to  create  a  computerized  or  automated 
information  system  to  collect,  store  and  disseminate  criminal  offender  record 
information  (CORI).  The  statute  does  not,  precisely,  define  CORI  nor  does 
it  detail  what  items  of  CORI  should  or  should  not  be  put  in  an  automated 
CORI  system.  The  CHSB  was,  therefore,  faced  with  two  tasks:  (1)  defining 
CORI,  and  (2)  determining  what  information  should  or  should  not  go  into 
the  automated  CORI  system.  These  tasks  are  related  but  distinct.  If  some 
item  or  type  of  information  is  not  within  the  definition  of  CORI,  then  it  is 
beyond  the  scope  of  the  statutory  powers  and  duties  given  to  the  CHSB. 
Information  which  is  not  CORI  is  not  subject  to  the  jurisdiction  of  the 
CHSB.  If  an  item  or  type  of  information  is  within  the  definition  of  CORI, 
this  does  not  mean  that  it  will  be  included  in  the  automated  CORI  system. 
The  CHSB  must  make  a  separate,  affirmative  decision  to  include  given  items 
of  CORI  in  the  automated  CORI  system. 

Regulations  1.1  through  1.9  address  the  questions  of  what  should  be  in- 
cluded within  the  definition  of  CORI.  Regulations  1.10  through  1.21  address 
the  question  of  what  information  should  be  included  in  the  automated  CORI 
system  and  how  certain   items  of  information   should  be  restricted. 

Regulation  1.1(a)  repeats  the  statutory  definition  of  CORI.  The  remaining 
regulations  in  the  first  part  of  the  report  expand  upon  that  definition  and 
clarify  it 

Regulation  1.1(b)  makes  clear  that  this  statutory  definition  limits  CORI 
to  line  item  entries  about  criminal  justice  events  (such  as  those  making  up  a 
"rap  sheet").  CORI  does  not  include  other  tyi>es  of  reports  and  information 
generated  as  the  result  of  the  initiation  of  criminal  proceedings. 

This  definition  follows  the  apparent  intent  of  the  legislative  draftsmen 
(the  statute  was  drawn  from  a  model  prepared  by  Project  SEARCH).  Its 
adoption  means  that  evaluative  and  clinical  reports  and  data  are  not  subject 
to  the  regulatory  jurisdiction  of  the  CHSB  nor  does  an  individual  have 
mandatory  access  to  such  reports  except  as  otherwise  provided  by  law  or 
agency  policy.  There  was  concern  expressed  by  rehabilitative  agencies  about 
the  detrimental  effects  of  such  access.  There  was  consensus  that  some  volun- 
tary restrictions  should  be  placed  on  access  and  dissemination  of  such  reports 
and  data  pending  definitive  legislative  action. 

1.2  Coverage  of  existing  systems 

Except  as  otherwise  provided  in  these  regulations,  CORI  shall  include 
records  and  data  maintained  by  criminal  justice  agencies  in  existing  non- 
computerized information  systems.  The  CHSB's  jurisdiction  shall  include 
control  over  the  access  to  and  dissemination  of  CORI  in  such  systems  but 
not  control  over  the  content  of  the  records  and  data  in  such  systems.  Tlie 
CHSB  shall  have  jurisdiction  over  the  content  and  access  to  and  dissemina- 
tion of  any  CORI  to  be  included  in  computerized  information  systems. 
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Comment :  Given  the  ambiguity  of  tlie  enabling  statute,  concern  was  ex- 
pressed over  the  scope  of  tlie  CHSB's  control  over  non-automated  or  existing 
manual  information  systems  which  contain  CORI.  This  regiilation  establishes 
that  the  CHSB  has  jurisdiction  over  such  systems.  At  the  same  time,  it 
makes  clear  that  the  CHSB's  jurisdiction  encompasses  control  over  access 
and  dissemination  of  CORI  in  existing  information  systems  but  does  not 
extend  to  control  over  the  content  of  the  files,  records,  rei>orts  or  other  in- 
formation in  such  systems.  This  interpretation  is  consistent  with  the  statu- 
tory intent  to  limit  the  access  and  dissemination  of  CORI  and  the  past  ac- 
tions of  the  CHSB. 

There  was  considerable  discussion  about  the  statutory  basis  for  this  deci- 
sion of  the  CHSB. 

The  proponents  and  opponents  of  jurisdiction  with  respect  to  existing  man- 
ual record  systems  each  cited  statutory  language  (or  the  absence  of  .same* 
in  support  of  their  positions.  Opponents  rely  among  others  on  the  following 
parts  of  the  statute : 

M.G.L.  e.  6  sec.  167  defines  criminal  offender  record  information  to 
encompass  information  on  all  stages  of  the  criminal  justice  process  and 
the  statute  applies  only  to  agencies  which  collect  all  this  information. 
Since  only  the  proposed  automated  system  will  collect  all  this  informa- 
tion, no  agency  is  presently  covered ; 

M.G.L.  c.  6  sec.  168  gives  the  CHSB  the  duty  of  establishing  and  exer- 
cising control  over  an  automated  CORI  system.  The  legislative  intent 
was  to  limit  the  CHSB's  jurisdiction  to  this  single  system  ; 

M.G.L.  c.  6  sees.  3-8  of  c.  805  relate  to  the  use  by  the  Departments  of 
Correction,  Probation  and  Public  Safety  of  systems  operated  by  the 
CHSB.  If  such  systems  are  used  by  these  agencies,  then  the  information 
is  subject  to  the  CHSB's  regulations.  These  sections  mean  that  present 
record  keeping  systems  were  intended  to  be  exempt  from  c.  805  until 
they  were  automated  and  made  use  of  the  CHSB's  system. 
Proponents  of  CHSB  jurisdiction  over  some  asjiects  of  existing  manual 
systems  rely  on  the  following  sections,  among  others : 

M.G.L.  c.  6  sec.  167  refers  to  records  and  data  compiled  by  criminal 
justice  agencies.  Use  of  the  plural  indicates  coverage  of  multiple  agencies 
rather  than  a  single  CORI  system ; 

The  statutory  listings  of  various  phases  of  the  criminal  justice  process 
and  the  fact  that  no  one  agency  now  collects  all  this  information,  means 
that  the  legislature  intended  the  statute  to  apply  to  agencies  which  collect 
any  part  of  the  data  listed.  Otherwise  the  CHSB  would  have  jurisdiction 
over  nothing  and  the  legislature  cannot  be  presumed  to  intend  to  enact 
a  meaningless  statute ; 

The  statute  in  sec.  167  in  distinguishing  interstate  systems  from  other 
systems  says  that  the  interstate  system  "shall  not  include  record  keeping 
systems  in  the  commonwealth  maintained  or  controlled  by  any  state  or 
local  agency  or  group  of  such  agencies."  This  section  explicitly  recognizes 
that  multiple  state  and  local  systems  fall  within  the  statute ; 

In  a  number  of  places  (e.g.,  M.G.Ij.  c.  6  sees.  169  and  170)  the  statute 
speaks  of  the  duties  and  responsibilities  of  "agencies".  Again  use  of  the 
plural  tense  indicates  jurisdiction  over  existing  manual  systems  rather 
than  just  a  single  automated  system ; 

M.G.L.  c.  6  sec.  168  which  requires  the  CHSB  to  set  up  and  control  an 
automated  CORI  system  does  not  expressly  or  implicitly  limit  its  juris- 
diction over  other  systems ; 

Sees.  3-8  of  c.  805  refer  to  only  the  systems  maintained  by  criminal 
justice  agencies  which  do  not  fall  within  the  definition  of  CORI.  The 
CHSB  can  provide  a  service  to  agencies  which  wish  to  automate  non- 
CORI  systems  but  in  such  case  these  systems  must  be  subject  to  the 
CHSB's  regulations  even  if  they  were  not  before ; 

Some  of  the  statutes  referred  to  in  sees.  3-8  do  not  even  fall  within 
the  definition  of  CORI.  For  example,  sec.  4C  of  c.  147  deals  with  state 
police  intelligence  systems  and  sec.  4A  deals  only  with  fingerprints,  pho- 
tographs and  other  measurements  kept  for  the  purpose  of  identifying 
criminals.  Such  systems  would  be  subject  to  CHSB  jurisdiction  if  they 
used  the  CHSB's  computer  installations. 
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other  statutes  referred  to  in  sees.  3-8  which  do  concern  information 
falling  within  the  definition  of  CORI  state,  explicitly,  that  CHSB's  sys- 
tems may  be  used  to  discharge  agency  record  keeping  responsibilities, 
but  "such  records  remain  subject  to  the  regulations"  of  the  CHSB.  The 
use  of  the  phrase  "remain  subject"  indicates  that  they  already  were 
subject  to  such  regulations. 

Sec.  9  of  c.  805  permits  agencies  which  received  CORI  under  statutory 
authorization  or  at  the  discretion  of  the  commissioner  of  probation  to 
continue  to  do  so  until  January  1,  1973.  Presumably,  after  this  date 
access  is  subject  to  the  CHSB's  jurisdiction.  Since  records  were  in  several 
places  on  1/1/73,  the  legislature  intended  that  the  CHSB  assume  juris- 
diction, at  least,  over  the  dissemination  of  CORI  in  multiple  manual 
systems. 
The  members  of  the  CHSB  determined  that  M.G.L.  c.  6  sees.  167-178  were 
intended  to  apply  to  existing  manual  systems. 

The  regulation  also  makes  explicit  the  CHSB's  complete  jurisdiction  over 
the  content  of  as  well  as  access  and  dissemination  rights  in  the  computerized 
systems. 

1.3  Scope  of  CORI 

In  addition  to  other  records  and  data,  CORI  shall  include  records  and  data 
pertaining  solely  to  one  phase  of  the  criminal  justice  process  such  as  arrest 
or  correctional  treatment. 

Comment:  In  the  course  of  the  CHSB's  deliberations  the  question  arose  as 
to  whether  or  not  records  and  data  pertaining  to  a  single  phase  of  the  cilimi- 
nal  justice  process  fell  within  the  definition  of  CORI.  Some  mem'bers  argued 
that  M.G.L.  c.  6  sec.  167  required  that  CORI  be  limited  to  records  and  data 
compiled  by  a  single  agency  about  all  phases  of  the  criminal  justice  process. 
Other  members  pointed  out  that  only  the  future  automated  CORI  system  could 
collect  the  totality  of  information  listed  in  sec.  167  and  even  it  might  not  be 
all  encompassing.  In  the  past  the  CHSB  has  granted  and  denied  access  to 
partial  files  such  as  those  maintained  by  the  Board  of  Probation  and  assumed 
de  facto  jurisdiction  over  partial  files.  It  was  the  CHSB's  opinion  that  con- 
trol should  be  assumed  over  records  and  data  pertaining  solely  to  one  phase 
01  the  criminal  justice  process.  To  exclude  such  information  would  leave 
gaping  holes  in  the  regulatory   structure  being  created   by   the  CHSB. 

1.4  Public  records  data 

CORI  shall  not  include  public  records  and  data  subject  to  disclosure  under 
public  record  statutes,  orders,  or  regulations  if  such  records  and  data  are 
limited  to  information  concerning  a  single  criminal  justice  proceeding  within 
one  criminal  justice  agency,  and  contain  no  CORI  relating  to  any  other  criminal 
justice  proceedings. 

Comment :  When  the  General  Court  enacted  c.  805  in  1972,  it  did  not,  ex- 
plicitly, refer  to  or  amend  other  statutes  which  also  relate  to  CORI.  In  par- 
ticular, it  did  not  deal  with  pu/lilic  records,  statutes  and  regul^ations.  This 
regulation  attempts  to  fill  the  void. 

It  codifies  the  prior  decision  of  the  CHSB  that  certain  public  records, 
especially  court  files  on  individual  cases,  would  not  be  subject  to  the  restric- 
tions applicable  to  CORI.  Public  records  and  data  subject  to  disclosure  under 
public  record  statutes  are  excluded  from  CORI  if  they  relate  to  a  single 
proceeding  in  a  single  criminal  justice  agency.  Documents  which  refer  to 
more  than  one  proceeding  (e.g.  3x5  name  cards  in  the  District  Courts  referring 
to  a  series  of  court  appearances)  would,  however,  be  included  within  the 
definition  of  CORI  and  subject  to  the  CHSB's  regulations. 

1.5  Statistical  records  and  reports 

CORI  shall  not  include  statistical  records  and  reports  in  which  individuals 
are  not  identified  and  from  which  their  identities  are  not  ascertainable. 

Comment :  This  section  is  a  verbatim  quotation  of  the  portion  of  M.G.L. 
c.  6,  sec.  167  referring  to  statistical  records  and  reports. 

1.6  Exclusion  of  juvenile  data 

CORI  shall  be  limited  to  information  concerning  persons  who  have  at- 
tained the  age  of  at  least  seventeen  years.  It  shall  include  no  information 
concerning  persons  under  the  age  of  seventeen  years  nor  any  information 
concerning  criminal  offenses  or  acts  of  delinquency  committed  by  any  person 
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before  attaining  tlie  age  of  seventeen  years,  provided,  however,  that  if  a 
person  under  the  age  of  seventeen  years  is  adjudicated  as  an  adult,  informa- 
tion relating  to  such  proceedings  shall  be  included  in  CORI  referring  to  him. 
Comment:  The  statute  is  not  explicit  as  to  whether  or  not  juvenile  records 
and  data  are  included  within  the  definition  of  CORI.  Since  sec.  167  refers 
to  "criminal  offenders"  and  since  juveniles  can  as  a  matter  of  law  not  be 
charged  with  crime,  it  was  the  consensus  of  the  CHSB  that,  with  one  excep- 
tion, data  with  respect  to  juvenile  apprehensions  and  proceedings  should  be 
excluded  from  the  definition  of  CORI.  The  one  exception  is  when  a  juvenile 
is  adjudicated  as  an  adult.  The  present  practice  is  to  treat  records  of  such 
adjudications  as  adult  records  and  the  Regulation  continues  this  practice. 
The  need  for  comprehensive  legislative  dealing  with  juvenile  records  was 
strongly  noted. 

1.7  Inclusion  of  photographs  and  fingerprints 

In  addition  to  other  records  and  data  CORI  shall  include  fingerprints, 
photographs,  and  similar  identifying  information  and  documents  recorded  as 
the  result  of  the  initiation  of  a  criminal  proceeding  or  any  consequent  pro- 
ceedings provided,  however,  that  CORI  shall  not  include  photographs  of  an 
individual  used  for  investigative  purposes  if  the  individual  is  not  identified 
by  name. 

Comment :  M.G.L.  c.  6  sec.  167  refers  to  records  and  data  compiled  by  crimi- 
nal justice  agencies  for  the  purpose  of  "identifying  criminal  offenders."  Such 
records  presently  include  fingerprint  cards  and  photographs.  This  Regulation 
spells  out  that  fingerprint  cards  and  photographs  are  to  be  included  within 
the  definition  of  CORI  if  they  were  made  as  the  result  of  the  initiation  of 
criminal  proceedings.  Fingerprints  taken  for  preemployment  purposes  would 
not  fall  within  the  definition  of  CORI.  Photographs  such  as  those  in  "mug" 
books  would  not  be  included  in  CORI  if  the  individual  is  not  identified  by 
name.  Additional  exclusions  for  photographs  on  wanted  posters  are  included 
in  Regulation  1.9. 

1.8  Initiation  of  criminal  proceedings 

CORI  shall  be  restricted  to  that  information  recorded  as  a  result  of  the 
initiation  of  criminal  proceedings  or  any  consequent  proceedings.  "Initiation 
of  criminal  proceedings"  means  issuance  of  an  arrest  warrant,  the  arrest  of 
an  individual,  issuance  of  a  summons,  indictment  by  a  grant  jury  or  issuance 
of  a  court  complaint. 

Comment:  M.G.L.  c  6  sec.  167  limits  CORI  to  records  and  data  recorded 
as  the  result  of  the  "initiation  of  criminal  proceedings."  This  Regulation 
establishes  those  specific  events  in  the  criminal  justice  process  which  consti- 
tute such  initiation. 

1.9  Exclusions  of '  intelligence,  investigative  and  analytical  reports,  files  and 
data 

(a)  CORI  shall  not  include  intelligence,  analytical  and  investigative  re- 
ports or  files  such  as  police  or  prosecution-initiated  surveillance  reports,  in- 
formant reports,  field  interview  information,  field  interrogation  and  observa- 
tion reports  and  similar  reports  and  files. 

(b)  CORI  shall  not  include  wanted  posters  and  public  announcements, 
photographs  and  other  identifying  data,  concerning  escapees  or  other  wanted 
persons. 

Comment:  Regulation  1.9(a)  repeats  the  language  of  M.G.L.  c.  6  sec.  167 
dealing  with  intelligence,  investigative  or  analytical  reports  and  adds  to  it 
examples  of  the  kinds  of  reports,  files  and  data  which  are  to  be  excluded 
from  the  definition  of  CORI.  They  are  police  or  prosecutor  initiated  investi- 
gative reports,  data  and  files. 

Regulation  1.9(b)  excludes  wanted  posters  and  public  announcements  in- 
cluding photographs  about  escapees  and  other  wanted  persons  from  the  defi- 
nition of  CORI.  This  latter  section  removes  doubts  about  the  legality  of 
dissemination  of  such  information  to  other  than  CHSB  certified  individuals 
and  agencies. 

1.10  Content  of  converted  files 

No  criminal  offender  record  information  concerning  juveniles,  juvenile 
offenses  or  acts  of  delinquency,  minor  motor  vehicle  offenses,  or  simple  in- 
toxication offenses  shall  be  converted  from  manual  to  computerized  form  for 
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inclusion  in  the  automated  criminal  offender  record  information  system  pro- 
vided, however,  that  information  relating  to  proceedings  in  which  a  juvenile 
is  adjudicated  as  an  adult  shall  be  so  converted. 

Comment :  Regulation  1.10  and  those  following  it  deal  with  the  content 
ot  the  automated  CORI  files.  This  Regulation  expressly  excludes  juvenile 
data  and  data  about  minor  motor  vehicle  and  simple  intoxication  offenses 
from  the  automated  CORI  system.  The  exclusion  of  juvenile  data  is  consistent 
with  Regulation  1.6  excluding  such  information  from  the  scope  of  CORI. 
Simple  drunk  offenses  were  excluded  because  simple  intoxication  is  no  longer 
a  crime  in  the  Commonwealth.  It  was  felt  to  be  inappropriate  to  include  in- 
formation about  acts  which  would  not  now  violate  the  law.  There  was  some 
objection  to  this  decision  since  prior  involvement  with  alcohol  is  an  impor- 
tant factor  in  sentencing  and  correctional  treatment.  It  was  noted  that  the 
original  manual  file  w:ould  contain  the  needed  information  and  could  be 
referred  to  if  prior  involvement  with  alcohol  was  indicated  in  a  particular 
case. 

Minor  motor  vehicle  offenses  were  excluded  because  of  their  relative  un- 
importance and  the  large  increase  their  inclusion  would  cause  in  the  size 
of  the  CORI  file.  Such  information  is  available  through  the  information 
systems  maintained  by  the  Registry  of  Motor  Vehicles. 

There  was  general  agreement  that  "minor  motor  vehicle  offenses"  were  those 
not  punishable  by  incarceration.  Sjiecifically  excluded  from  this  category 
were  offenses  relating  to :  operating  under  the  influence  of  liquor  or  drugs ; 
operating  so  as  to  endanger  life  or  property ;  leaving  the  scene  of  an  accident : 
using  a  motor  vehicle  without  the  owner's  authority ;  and  operating  while  a 
license  or  registration  is  suspended  or  revoked. 

1.11     Triggering  of  file  conversion 

No  criminal  offender  record  information  respecting  any  individual  shall 
be  converted  from  manual  to  computerized  form  for  inclusion  in  the  auto- 
mated  criminal   offender   record   information   system   unless : 

(a)  Such  individual  is  presented  in  court  and  the  OflSce  of  the  Commis- 
sioner of  Probation  receives  a  current  daily  court  slip  concerning  presenta- 
tion in  court  on  any  charges  other  than  simple  intoxication  or  a  minor  motor 
vehicle  offense. 

(b)  Such  individual  has  attained  at  least  the  age  of  seventeen  years; 

(c)  Such  individual  has  a  prior  conviction  for  a  non- juvenile  offense; 

(d)  There  is  on  file  in  the  Department  of  Public  Safety  with  respect  to 
such  individual  a  fingerprint  card  relating  to  a  criminal   arrest ; 

(e)  There  is  a  suflScient  match  by  name,  date  of  birth,  father  and  mother's 
last  name,  address,  and  social  security  or  other  identifying  number  to  ensur? 
that  the  accused  person  and  the  person  about  whom  the  file  is  maintained 
are  the  same  person.  The  director  of  teleprocessing  shall  submit  such  match- 
ing criteria  to  the  CHSB  for  its  approval. 

(f)  If  an  individual,  including  a  juvenile  who  is  adjudicated  as  an  adult, 
is  as  the  result  of  a  current  court  appearance,  convicted  of  criminal  homocide, 
forcible  rape,  robbery,  burglary,  aggravated  assault,  auto  theft  or  larceny. 
CORI  concerning  him  shall  be  converted  if  such  individual  meets  all  con- 
version criteria  except  those  in  Regulations  1.11(b)  and  1.11(c)  concerning 
age  and  a  prior  conviction  for  a  non-juvenile  offense. 

Comment :  This  Regulation  establishes  interim  standards  to  govern  existing 
file  conversion  efforts.  These  standards  will  apply  only  to  the  initial  files 
to  be  put  on-line  when  the  automated  CORI  system  becomes  operational.  Re- 
vised standards  will  be  considered  for  on-going  file  conversion  in  the  auto- 
mated CORI  system. 

The  important  point  to  note  is  that  files  are  being  selected,  at  this  time,  to 
insure  that  active,  serious  offenders  will  make  up  the  initial  group  of  auto- 
mated files.  Thus,  only  CORI  about  persons  who  have  a  current  court  appear- 
ance for  other  than  simple  intoxication  or  a  minor  motor  veliicle  offense 
and  a  prior  conviction  for  any  offense  will  be  eligible  for  conversion.  There 
must  be  at  least  one  criminal  fingerprint  card  on  file  with  respect  to  an 
individual  in  the  Department  of  Public  Safety  before  CORI  with  respect  to 
an  individual  will  be  converted.  First  offenders  who  are  convicted  of  FBI 
Part  I  offenses  will  also  have  their  files  converted. 
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There  was  some  sentiment  among  CHSB  members  that  only  individuals 
with  convictions  for  "serious"  offenses  be  included  in  the  automated  CORI 
system.  There  was,  however,  no  agreement  as  to  what  constituted  a  "serious" 
offense. 

1.12  Conversion  of  arrest  entries  ijoithout  court  activity  data 

The  automated  CORI  system  shall  include  information  resulting  from  the 
initiation  of  criminal  proceedings  including  police  arrest  and  disposition 
information.  With  respect  to  CORI  concerning  arrests  for  which  there  is  no 
subsequent  court  activity  such  information  shall  not  be  maintained  for  on- 
line computer  access  nor  shall  it  be  disseminated  from  such  system  to  any 
individual  or  agency  except  aS  provided  in  Regulation  1.18. 

Comment :  Up  to  20%  of  the  files  which  have  been  converted  to  date  con- 
tain arrest  information  without  any  record  of  a  court  appearance  for  that 
arrest.  In  such  instances,  the  arrested  person  may  have  been  released  by 
the  police  or  prosecutor  without  answering  to  formal  charges  in  court.  The 
CHSB  deliberated  at  length  whether  or  not  such  entries  should  be  included 
in  the  automated  CORI  file.  The  low  probative  value  of  such  arrests  and 
probable  harm  to  the  individual  were  reasons  cited  for  their  exclusion.  Pro- 
ponents of  inclusion  argued  that  capturing  of  such  data  was  important  for 
research,  planning  and  system  management  purposes.  They  favored  having 
the  CHSB  impose  restrictions  on  access  and  dissemination  of  such  informa- 
tion when  the  design  of  the  automated  CORI  system  is  farther  advanced. 
It  was  voted  to  include  the  information  in  the  automated  CORI  system  and 
impose  access  and  dissemination  restrictions. 

1.13  Requirement  of  a  fingerprint  card  for  each  criminal  proceeding 

Except  as  provided  in  these  Regulations,  information  resulting  from  the 
initiation  of  a  criminal  proceeding  or  any  consequent  proceedings  shall  be 
included  in  the  automated  CORI  system,  even  if  there  is  no  fingerprint  card 
on  file  with  the  Department  of  Public  Safety  with  respect  to  each  such 
proceeding,  if  there  is  at  least  one  arrest  fingerprint  card  on  file  with  such 
Department  with  respect  to  such  individual,  and  a  sufficient  match  with  re- 
spect to  other  personal  identifying  data.  Entries  not  supported  by  finger- 
prints shall  bear  a  notation  to  that  effect. 

Comment :  This  regulation  concerns  the  problem  of  positive  identification 
of  all  persons  with  all  the  entries  on  their  files.  At  present  positive  finger- 
print identification  is  impossible,  although  it  should  be  part  of  the  ongoing 
CORI  system.  As  a  compromise  it  was  voted  to  require  that  there  be  at  least 
one  arrest  fingerprint  card  on  file  with  the  Department  of  Public  Safety 
and  a  sufficient  match  with  respect  to  other  identifying  data.  Entries  not 
supported  by  fingerprints  would  be  so  noted  so  that  all  users  would  be  on 
notice. 

1.14  Nonguilty  dispositions 

(a)  All  CORI  with  respect  to  any  criminal  proceeding  in  which  the  de- 
fendant has  been  found  not  guilty  by  the  court  or  jury,  or  a  no  bill  has  been 
returned  by  the  grand  jury,  or  a  finding  of  no  probable  cause  has  been  made 
by  the  court  shall  be  converted  for  inclusion  in  the  automated  CORI  system 
provided,  however,  that  such  CORI  shall  not  be  maintained  for  on-line  com- 
puter access  nor  shall  it  be  disseminated  from  such  system  to  any  individual 
or  agency  except  as  provided  in  Regulation  1.18. 

(b)  All  CORI  with  respect  to  any  criminal  proceeding  in  which  a  nolle 
prosequi  or  dismissal  has  been  entered  and  in  which  the  court  has  ordered 
the  sealing  of  the  records  of  such  proceeding  shall  be  converted  for  incluaion 
in  the  automated  CORI  system  provided,  however,  that  such  CORI  shall  not 
be  maintained  for  on-line  computer  access  nor  shall  it  be  disseminated  from 
such  system  to  any  individual  or  agency  except  as  provided  in  Regulation  1.18. 

(c)  With  respect  to  CORI  restricted  in  accordance  with  Regulations  1.14(a) 
and  1.14(b)  the  CHSB  shall  respond  ''no  record"  to  inquiries  from  all  agencies 
and  individuals. 

Comment :  This  regulation  uses  the  standards  for  sealing  of  probation  and 
court  records  following  non-guilty  dispositions  set  forth  in  recently  adopted 
sec.  lOOC  of  c.  276  M.G.L.  Records  sealed  by  operation  of  law  or  judicial 
action  will  be  converted  for  inclusion  in  the  automated  CORI  system  but  not 
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for  on-line  computer  access  and  dissemination.  Access  and  dissemination  are 
permitted  only  for  the  limited  purposes  spelled  out  in  Regulation  1.18. 

It  should  be  noted  that  unlike  sec.  lOOC  of  c.  276  M.G.L.,  no  court  order 
is  required  to  restrict  CORI   under  Regulation   1.14(a). 

1.15  Removal  of  certain  CORI  from  the  automated  CORI  system 

CORI  with  respect  to  any  criminal  proceeding  which  terminates  in  any 
decision  in  favor  of  the  accused  person  which  would  preclude  its  inclusion 
for  on-line  access  and  dissemination  in  the  automated  CORI  system  under 
Regulation  1.14  shall  be  removed  from  on-line  storage  and  access  in  the 
automated  CORI  system.  Such  CORI  shall  not  be  maintained  for  on-line 
computer  access  nor  shall  it  be  disseminated  from  such  system  to  any  indi- 
vidual or  agency  except  as  provided  in  Regulation  1.18. 

Comment :  Following  inclusion  of  an  entry  in  the  automated  CORI  sys- 
tem, subsequent  findings  of  non-guilt  may  require  its  removal  from  the  on- 
line portion  of  the  system.  Subsequent  access  and  dissemination  is,  in  such 
instances,    restricted   by   Regulation   1.18. 

1.16  Restriction  of  CORI  regarding  inactive  felons 

(a)  Where  an  individual  has  been  convicted  of  an  offense  which  would  in 
this  state  be  deemed  a  felony,  has  for  a  period  of  ten  years  not  been  impris- 
oned after  conviction  of  such  offense  by  any  criminal  justice  agency  in  this 
or  any  other  jurisdiction  in  the  United  States,  not  been  subject  to  the  control 
of  parole  or  probation  authorities  in  this  or  any  other  jurisdiction  in  the 
United  States,  and  not  been  convicted  in  this  or  another  jurisdiction  in  the 
United  States  of  a  criminal  offense,  and  is  not  currently  under  indictment,  in 
custody  to  answer  for  a  crime,  or  the  subject  of  an  arrest  warrant  by  any 
criminal  justice  agency  in  this  or  another  jurisdiction  in  the  United  States, 
any  CORI  relating  to  such  individual  shall  be  removed  from  on-line  stor- 
age and  access  in  the  automated  CORI  system.  Such  CORI  shall  not  be  main- 
tained for  on-line  computer  access  nor  shall  it  be  disseminated  from  such 
system  to  any  individual  or  agency  except  as  provided  in  Regulations  1.18 
and  1.19. 

(b)  The  CHSB  shall  inform  criminal  justice  agencies  seeking  such  CORI 
that  the  information  is  "sealed".  It  shall  respond  "no  record"  to  inquiries 
from  non-criminal  justice  agencies. 

Comment :  Following  the  Project  Search  model  regulation,  this  Regulation 
requires  removal  of  CORI  from  on-line  access  and  dissemination  if,  in  the 
case  of  convicted  felons,  ten  years  have  passed  without  new  criminal  justice 
system  involvement.  In  addition  to  giving  such  rehabilitated  offenders  a 
"second  chance,"  this  regulation  will  insure  that  old  records  are  removed 
from  active  and  expensive  computer  storage.  The  old  records  can  be  revived 
by  a  new  conviction  as  spelled  out  in  Regulation  1.19. 

1.17  Restriction  of  CORI  regarding  inactive  misdemeanants 

(a)  Where  an  individual  has  been  charged  with  an  offense  no  greater 
than  a  misdemeanor,  has  for  a  period  of  five  years  not  been  imprisoned  after 
conviction  of  such  offense  by  a  criminal  justice  agency  in  this  or  any  other 
jurisdiction  in  the  United  States,  not  been  subject  to  the  control  of  parole 
or  probation  authorities  in  this  or  any  other  jurisdiction  in  the  United  States 
of  a  criminal  offense,  and  is  not  currently  under  indictment,  ip  custody  to 
answer  for  a  crime,  or  the  subject  of  an  arrest  warrant  in  this  or  another 
jurisdiction  of  the  United  States  any  CORI  relating  to  such  individual  shall 
be  removed  from  on-line  storage  ajjd  access  in  the  automated  CORI  system. 
Such  CORI  shall  not  be  maintained  for  on-line  computer  access  nor  shall 
it  be  disseminated  from  such  system  to  any  individual  or  agency  except  as 
provided  in  Regulations  1.18  and  119. 

(b)  The  CHSB  shall  inform  criminal  justice  agencies  seeking  such  CORI 
that  the  information  is  "sealed".  It  shall  respond  "no  record"  to  inquiries 
from  non-criminal  justice  agencies. 

Comment :  This  Regulation  parallels  Regulation  1.17  except  that  misde- 
meanants' records  would  be  put  in  a  restricted  status  after  a  five  year  (v. 
10  years  for  felons)   period  of  no  criminal  justice  system  involvement. 

1.18     Restrictions  on  CORI  removed  from  on-line  access  and  dissemination 

CORI  removed  from  on-line  access  and  dissemination  under  Regulations 
1.14  through  1.17  shall  be  held  in  confidence  and  shall  not  be  made  available 
for  review  by  or  dissemination  to  any  individual  or  agency  except  as  follows : 
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(a)  Where  necessary  for  in-house  custodial  activities  of  the  CHSB  or  for 
the  regulatory  responsibilities  of  the  CHSB,  Criminal  History  System  Ad- 
visory Committee  or  Security  and  Privacy   Council. 

(b)  When  the  information  is  to  be  used  for  statistical  compilations  in 
which  the  individual's  identity  is  not  disclosed  and  from  which  it  is  not 
ascertainable  or  for  purposes  of  research  conducted  in  accordance  with  CHSB 
regulations. 

(c)  When  the  individual  to  whom  the  information  relates  seeks  to  exercise 
rights  of  access  and  review  under  sec.  175  of  c  6,  M.G.L.  or  the  information 
is  necessary  to  permit  adjudication  under  the  sec.  175,  c.  6,  M.G.L.  of  any 
claim  by  the  individual  to  whom  the  information  relates  that  it  is  misleading, 
inaccurate  or  incomplete. 

(d)  When  a  criminal  justice  agency  requires  such  information  for  pre- 
employment  investigations  of  its  prospective  employees ;  provided,  however, 
that  in  such  case  the  criminal  justice  agency  shall  receive  only  such  informa- 
tion as  is  necessary  to  discharge  its  responsibilities  and  shall  receive  no  in- 
formation  restricted   under  the  provisions   of  Regulation   1.14(a). 

(e)  When  CORI  restricted  under  the  provisions  of  Regulations  1.16  and 
1.17  is  required  for  impeachment  of  a  witness  in  any  judicial  proceeding  and 
a  valid  court  order  is  received  ordering  release  of  such  CORI  for  such  purpose. 

(f)  When  there  has  been  a  finding  or  verdict  of  guilt  on  a  subsequent  of- 
fense CORI  removed  from  on-line  access  and  storage  under  Regulations  1.14- 
1.17  with  exception  of  CORI  relating  to  criminal  proceedings  terminating  in 
a  not  guilty  finding  or  verdict,  a  no  bill,  or  a  finding  of  no  probable  cause, 
shall  be  made  available  to  the  probation  officer  and  judge  for  sentencing  pur- 
poses only. 

(g)  The  director  of  teleprocessing  shall  maintain  a  listing  of  all  CORI 
removed  from  on-line  access  and  dissemination  under  the  provisions  of  Regu- 
lations 1.14-1.17.  This  listing  shall  be  used  only  to  effectuate  the  provisions 
of  Regulations  1.14-1.19. 

Comment :  Regulation  1.18  recognizes  several  permissible  uses  of  CORI 
which  is  removed  from  on-line  access  and  dissemination  under  Regulations 
1.14-1.17.  These  uses  relate  to  system  management  and  custodial  activities, 
research,  individual  rights  of  access  to  CORI,  pre-employment  screening  by 
criminal  justice  agencies,  impeachment  of  witnesses,  and  sentencing  upon 
subsequent  convictions.  Except  for  these  specific  uses  (and  records  restored 
under  Regulation  1.19),  CORI  which  is  restricted  under  Regulation  1.18 
may  not  be  released  or  used  for  any  other  purposes.  There  were  several  ob- 
jections raised  to  this  regulation.  Law  enforcement  officials  would  like  to 
have  access  to  "sealed"  records  rather  than  a  report  that  the  record  is 
"sealed"  or  there  is  no  CORI.  Others  felt  that  use  of  "sealed"  records  for 
research  in  which  the  identity  of  an  individual  is  disclosed  would  violate 
both  the  spirit  of  these  regulations  and  the  letter  of  the  sealing  statutes 
such  as  sec.  lOOC  of  c  276,  M.G.L. 

1.19  Restoration  of  CORI  to  on-line  access  and  dissemination 

(a)  CORI  removed  from  on-line  access  and  dissemination  under  provi- 
sions of  Regulations  1.14(b),  1.15,  1.16  and  1.17  shall  be  restored  to  on-line 
access  and  dissemination  in  the  automated  CORI  system  if  the  individual 
to  whom  such  CORI  relates  has  been  found  guilty  of  a  subsequent  offense 
punishable  by  incarceration  for  not  less  than  six  months. 

(b)  CORI  removed  from  on-line  access  under  the  provisions  of  Regulation 
1.14(a)  shall  not,  under  any  circumstances,  be  restored  to  on-line  access  and 
dissemination  in  the  automated  CORI  system  and  shall  not  be  disseminated 
except  as  provided  in  Regulation  1.18. 

Comment :  CORI  removed  from  on-line  status  because  of  the  passage  of 
time  can  be  restored  to  on-line  status  if  there  is  a  conviction  for  a  serious 
subsequent  offense.  CORI  with  respect  to  criminal  proceedings  terminating 
in  a  finding  or  verdict  of  not  guilty,  or  a  no  bill,  or  a  finding  or  verdict  of 
no  probable  cause  cannot,  however,  be  revived  under  any  circumstances.  This 
comports  with  the  statutory  intent  expressed  in  sec.  lOOC  of  c.  276,  M.G.L. 
concerning  permanent  sealing  of  such  records. 

1.20  Court  or  administrative  orders  sealing  or  purging  CORI 

(a)  Upon  any  valid,  final  court  or  administrative  order  requiring  sealing 
of  any  CORI,  the  CHSB  shall  restrict  the  access  and  dissemination  of  such 
CORI  in  accordance  with  the  provisions  of  Regulation  1.18  and  the  tenor 
of  such  order. 
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(b)  Upon  any  valid,  final  court  or  administrative  order  requiring  the  purg- 
ing of  any  CORI  the  CHSB  shall  remove  such  CORI  from  the  automated 
CORI  system  so  that  there  is  no  trace  of  the  information  and  no  indication 
that  it  was  removed. 

Comment :  This  Regulation  requires  the  CHSB  to  restrict  the  access  and 
dissemination  of  records  ordered  sealed  by  any  final,  valid  order  of  a  court 
or  administrative  body.  This  provision  will  insure  that  the  automated  CORI 
system  will  be  responsive  to  the  expressed  intent  of  duly  authorized  orders. 
If  the  order  requires  purging  rather  than  sealing,  then  the  CORI  will  be 
totally  removed  from  the  automated  CORI  system  rather  than  merely  being 
restricted. 

1.21     Notification  of  closing  or  removal  of  CORI 

In  the  event  that  any  CORI  is  removed  from  the  automated  CORI  system 
in  accordance  with  Regulations  1.14-1.17  and  1.20,  all  agencies  or  individuals 
to  whom  such  CORI  has  been  disseminated  shall  be  promptly  notified  of  the 
removal  of  such  CORI  and  the  restrictions  on  further  maintenance,  access, 
dissemination  and  use  of  such  CORI  or  restoration  of  records  under  1.19. 

Comment :  The  regulation  requires  all  past  recipients  of  CORI   to  be  noti 
fied  of  its  removal  from  the  automated  CORI  system  and  of  any  restrictions 
on  its  maintenance,  access,  dissemination  or  use.  This  requirement  will  tend 
to  minimize  improper  secondary   dissemination   of   restricted   CORI. 

2.1    Definition  of  criminal  justice  agencies 

Criminal  justice  agencies  means  those  agencies  at  all  levels  of  government 
which  perform  as  their  principal  function  activities  relating  to  (a)  crime 
prevention,  including  research  or  the  sponsorship  of  research,  (b)  the  ap- 
prehension, prosecution,  adjudication,  incarceration  or  rehabilitation  of  criminal 
offenders,  or  (c)  the  collection,  storage,  dissemination  of  usage  of  criminal 
offender  record  information. 

Comments :  The  draft  regulations  in  this  part  cover  the  definition  of  agen- 
cies and  individuals  authorized  access  to  criminal  offender  record  informa- 
tion (CORI)  under  sees.  167  and  172  of  c.  6  M.G.L.  and  limitations  on  the 
access  and  dissemination  of  CORI.  Each  draft  regulation  is  followed  by  a 
commentary  which  reviews  the  issues  considered  by  the  Criminal  History 
Systems  Board  (CHSB)  and  the  basis  for  its  decision.  Regulations  2.1  through 
2.12  are  concerned  primarily  with  the  definition  of  "criminal  justice  agencies". 
Regulations  2.12  through  2.20  deal  with  access  to  and  dissemination  of  CORI. 
Regulation  2.1  repeats  the  statutory  definition  of  criminal  justice  agencies. 

2.2     Governmental  units  qualifying  as  "criminal  justice  agencies" 

(a)  For  the  purposes  of  M.G.L.  c.  6  sees.  167-178,  the  automated  CORI 
system  and  these  regulations  the  phrase  "criminal  justice  agencies"  shall 
include  an  oflBce,  department,  board,  commission,  municipal  corporation  and 
the  like  created  by  statute  or  constitution  and  any  subunit  thereof,  created 
by  statute  or  constitution,  which  performs  as  its  principal  function  activities 
set  forth  in  M.G.L.  c.  6  sec.  167. 

(b)  In  the  case  of  a  statutorily  or  constitutionally  created  non-criminal 
justice  ofl5ce,  department,  board,  commission,  municipal  corporation  or  the 
like  the  phrase  "criminal  justice  agency"  shall  include  any  administratively 
created  subunits  which  perform  as  their  principal  function,  activities  set 
forth  in  M.G.L.  c.  6  sec.  167  and  which  demonstrate  to  the  CHSB  a  sub- 
stantial need  to  have  access  to  CORI. 

Comments :  M.G.L.  c.  6  sec.  172  authorized  dissemination  of  CORI  to 
"criminal  justice  agencies."  The  term  "agency"  is  not,  however,  defined  in 
the  statute.  "Agencies"  can  be  created  not  only  by  state  statute  or  constitu- 
tion but  also  by  administrative  and  executive  orders  as  well  as  municipal 
ordinances.  Moreover,  larger  departments  which  are  not  criminal  justice 
agencies  have  law  enforcement  subunits  which  are  created  by  administrative 
fiat  or  state  statute.  The  question  arises  as  to  whether  or  not  the  term  "agency" 
should  be  restricted  to  the  parent  department  or  be  construed  to  encompass 
the  subunit.  The  choice  of  the  appropriate  unit  is  an  important  one,  since  an 
"agency"  is  a  "criminal  justice  agency"  only  if  it  i>erforms  as  Its  "principal 
function"  statutorily  defined  activities.  The  larger  the  administrative  unit 
the  less  likely  it  is  to  satisfy  the  "principal  function"  test. 

The  chief  fear  of  extending  the  scope  of  the  phrase  "criminal  justice 
agency"   to  cover  administratively  created  subunits  of  larger  departments  is 
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that  agencies  would  authorize  themselves  access  to  CORI  simply  by  creat- 
ing law  enforcement  subunits  to  carry  out  their  statutory  enforcement  duties. 
There  were  also  doubts  expressed  as  to  whether  or  not  specialized  enforce- 
ment units  (e.g.  Welfare  Fraud  Squad)  should  be  given  access  to  CORI 
without  a  showing  of  their  need  for  it 

The  subcommittee  resolved  these  issues  by  permitting  access  to  CORI  by 
both  administratively  and  statutorily  created  subunits  of  larger  agencies 
which  met  the  other  tests  of  criminal  justice  agencies.  Administratively 
created  subunits,  however,  have  to  demonstrate  a  substantial  need  to  have 
access  to  CORI. 

2.3    Definition  of  "at  all  levels  of  government" 

Agencies  at  all  levels  of  government  shall  be  restricted  to  agencies  of  the 
state,  local  county  or  federal  governments  including  intrastate  and  inter- 
state regional  bodies  established  by  state  or  federal  constitutions  or  by  the 
legislative  or  executive  branches  of  government,  and  which  are  supported 
by  public  funds.  The  term  "agencies"  shall  include  comparable  units  of  foreign 
governments. 

Comments:  Sec.  167  of  c.  6,  M.G.L.  limits  the  definition  of  criminal  justice 
agencies  to  agencies  "at  all  levels  of  government."  This  phrase  raised  ques- 
tions of  the  eligibility  of  various  quasi-public  bodies  which  are  essentially 
state-created  private  corporations  supported  by  their  own  sources  of  revenue 
and  also  various  private  agencies  which  are  wholly  dependent  on  govern- 
ment financial  support.  To  distinguish  these  border-line  agencies  from  core 
criminal  justice  agencies  a  tri-partite  test  was  adopted.  The  agency  to  qualify 
must:  (1)  be  created  by  the  executive  or  legislative  branches  of  government 
or  by  the  state  or  federal  constitutions;  (2)  be  located  within  one  of  the 
three  branches  of  government;  and  (3)  be  supported  by  public  funds.  Com- 
parable units  of  foreign  governments  (e.g.  Canadian  provinces)  would  be 
eligible  for  access  to  CORI. 

The  definition  clarifies  the  status  of  various  intra-  and  inter-state  regional 
bodies,  e.g.,  NESPAC,  NEOCIS.  It  was  the  subcommittee's  consensus  that 
the  appropriate  regional  groupings  should  be  eligible  for  access  to  CORI. 

2.4  Definition  of  "principal  function" 

In  order  to  qualify  as  a  criminal  justice  agency,  an  agency  must  perform 
as  its  principal  function  activities  set  forth  in  M.G.L.  c.  6  sec.  167.  Agencies 
seeking  access  to  criminal  offender  record  information  shall  demonstrate  to 
the  satisfaction  of  the  CHSB  that  they  have  the  requisite  statutory  authority 
and  do,  in  fact,  perform  such  activities  by  proof  that  they  allocate  a  sub- 
stantial portion  of  their  time,  money,  personnel  and  other  resources  to  such 
activities. 

Comments:  This  regulation  makes  clear  that  an  agency  can  qualify  as  a 
criminal  justice  agency  if  and  only  if  it  actually  performs  the  statutorily 
prescribed  activities.  The  test  is  not  merely  statutory  authorization  but  also 
actual  performance  of  criminal  justice  activities.  Agencies  seeking  certifica- 
tion from  the  CHSB  must  prove  that  they,  in  fact,  allocate  a  substantial 
portion  of  their  energies  to  criminal  justice  activities.  Such  proof  would 
include  docimaentation  of  the  allocation  of  time,  money,  personnel  and  other 
resources  to  criminal  justice  activities. 

2.5  Definition  of  "crime  prevention" 

Crime  prevention  shall  mean  activities  performed  by  police  and  prosecu- 
torial agencies  to  deter  criminal  conduct. 

Comments:  Regulations  2.5-2.12  elaborate  and  clarify  the  definition  of  ac- 
tivities set  forth  in  M.G.L.  c.  6  sec  167  whose  performance  will  qualify  an 
agency  as  a  "criminal  justice  agency." 

These  regulations  list  activities  which  illustrate  the  term  to  be  defined. 
Each  regulation  also  includes  a  listing  of  agencies  which  typically  perform 
these  activities.  The  intent  of  the  regulations  is  not  only  to  make  clear  which 
agencies  fall  within  a  particular  term,  but  also  to  delineate  the  scope  of  the 
term  so  that  the  eligibility  of  other  agencies  not  so  listed  can  be  determined. 
If  an  agency  qualifies  as  a  criminal  justice  agency  because  it  performs  any 
of  the  defined  activities,  it  is  eligible  for  access  to  CORI  as  defined  in  the 
regulations. 

Regulation  2.5  intentionally  limits  the  definition  of  "crime  prevention"  to 
police   and   prosecutorial   activities   designed   to   deter   criminal   conduct.    Ex- 
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eluded  from  the  definition  are  agencies  which  attempt,  indirectly,  to  deter 
crime  through  amelioration  of  social  conditions  or  alteration  of  the  attitudes 
and  behavior  of  "crime  prone"  individuals.  It  was  the  CHSB's  consensus  that 
a  broader  definition  might  permit  dissemination  of  CORI  to  agencies  with 
only  tangential  relationships  to  the  criminal  justice  process. 

2.6  Definition  of  "apprehension" 

Apprehension  means  activities  including  but  not  limited  to  arrest  of 
adults  by  police  and  other  criminal  justice  agencies  and  setting  of  condi- 
tions of  pre-trial  release  by  bail  commissioners  and  masters  in  chancery. 

2.7  Definition  of  "prosecution" 

Prosecution  means  activities  relating  to  issuance  of  complaints  and  arrest 
warrants,  indictment,  preparation  for  and  conducting  of  criminal  trials  and 
any  subsequent  proceedings  related  to  such  trials  performed  by  grand  juries, 
the  Department  of  the  Attorney  General,  district  attorneys  or  other  public 
prosecutors. 

2.8  Definition  of  "adjudication" 

Adjudication  means  those  activities  including  but  not  limited  to  conduct 
of  criminal  trials,  the  making  of  findings,  and  disposition  of  adults  in  courts 
of  criminal  jurisdiction  and  the  activities  of  court  clinics  and  the  Division 
of  Legal  Medicine  of  the  Department  of  Mental  Health  in  competency  and 
related  matters. 

2.9  Definition  of  "incarceration" 

Incarceration  means  activities  including  but  not  limited  to  pre-trial  and 
post-conviction  detention  of  adults  in  police  lockups,  jails,  houses  of  cor- 
rection, and  adult  correctional  institutions  and  the  detention  of  adults  in 
mental  health  institutions  in  cases  involving  drug  law  violations,  transfers 
from  correctional  institutions,  competency  determinations,  and  acquittal  by 
reason  of  insanity. 

2.10  Definition  of  "rehabilitation" 

Rehabilitation  means  activities  intended  for  the  treatment,  care,  super- 
vision or  social  re-adjustment  of  adults  who  have  been  adjudicated  guilty,  sen- 
tenced QT  against  whom  criminal  charges  are  pending  performed  by  court, 
probation,  correctional  institutions,  and  parole  agencies,  among  others. 

Comments :  As  with  the  term  "crime  prevention",  the  term  "rehabilitation" 
has  been  narrowly  confined.  It  is  restricted  to  activities  performed  with 
adjudicated  persons  or  non-adjudicated  persons  against  whom  charges  are 
pending.  The  latter  category  of  persons  is  included  to  cover  people  in  pre- 
trial and  pre-sentence  diversion  programs. 

2.11  Definition  of  activities  relating  to  "the  collection,  storage,  dissemination  or 
usage  of  CORI" 

Activities  relating  to  the  collection,  storage,  dissemination  or  usage  of 
CORI  mean  those  activities  performed  by  the  CHSB,  Criminal  History  Sys- 
tems Advisory  Committee,  the  Security  and  Privacy  Council  and  those  per- 
formed by  agencies  at  all  levels  of  government  operating  criminal  justice 
information  systems. 

Comments :  This  regulation  makes  clear  that  the  CHSB,  Criminal  History 
Systems  Advisory  Committee,  and  Security  and  Privacy  Council  are  eligible 
for  access  to  CORI.  Other  public  agencies  operating  criminal  justice  informa- 
tion systems  would  also  be  eligible  under  this  regulation. 

2.12  Juvenile  agencies  which  perform  criminal  justice  functions 

Agencies  of  the  Juvenile  justice  system  which  perform  as  their  prin- 
cipal function  criminal  justice  activities  with  respect  to  juveniles  shall  be 
deemed  criminal  justice  agencies  for  the  purpose  of  receiving  CORI  from 
CORI  systems,  M.G.L.  c.  6  sees.  167-178,  and  these  regulations. 

Comments :  Although  information  about  juveniles  is  excluded  from  the 
definition  of  CORI.  juvenile  agencies  perform  criminal  justice  functions  and 
need  access  to  CORI  to  screen  potential  employees,  placement  opportunities 
and  contractors.  This  regulation  removes  any  doubts  as  to  their  eligibility 
as  criminal  justice  agencies. 
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2.13  Persona  within  criminal  justice  agencies  eligible  for  access  to  CORI 

(a)  CORI  shall  be  disseminated  under  the  provisions  of  M.G.L.  c.  6  sec. 
172a  only  to  those  officials  and  employees  of  criminal  justice  agencies  deter- 
mined by  the  administrative  heads  of  such  agencies  to  require  such  infor- 
mation for  the  actual  performance  of  their  criminal  justice  duties.  Such 
administrative  heads  shall  maintain  and  keep  available  for  inspection  by  the 
CHSB  a  list  of  such  authorized  employees  by  position,  title  or  name. 

(b)  Consultants  and  contractors  to  criminal  justice  agencies  shall  have 
access  to  CORI  only  if  such  access  is  specified  in  their  contract  and  is 
essential  to  performance  of  contractual  obligations  related  to  the  manage- 
ment or  computerization  of  CORI.  In  addition,  no  criminal  justice  agency 
shall  disseminate  CORI  to  or  permit  access  to  CORI  by  any  consultant  or 
contractor  unless  it  has  obtained  the  prior  written  approval  of  the  CHSB 
for  such  dissemination  or  access. 

Comments:  This  regulation  deals  with  another  aspect  of  the  question  of 
what  an  "agency"  is  within  the  meaning  of  the  statute.  The  concept  "agency" 
Is  an  abstraction.  In  real  life,  all  we  ever  observe  is  a  group  of  people 
engaging  in  various  activities.  Regulation  2.13(a)  establishes  the  principle 
that  only  those  persons  within  an  "agency"  who  need  to  have  access  to 
CORI  should  have  access.  (For  example,  police  officers  need  access  to  CORI 
but  clerks  may  not.)  The  administrative  head  of  each  criminal  justice  agency 
is  required  to  list,  by  name  or  job  title,  all  persons  who  may  have  access 
to  CORI.  It  was  thought  advisable  to  leave  internal  access  decisions  to  the 
agency  head  rather  than  having  them  made  by  the  CHSB  in  certification 
proceedings. 

Regulation  2.13(b)  deals  with  the  status  of  contractors  and  consultants 
who  must  have  access  to  CORI  to  perform  data-related  contracts,  e.g.,  micro- 
filming, computerization  of  records.  Such  consultants  and  contractors  are  an 
extension  of  and  fall  within  the  definition  of  "agency"  only  if  access  to 
CORI  is  specially  spelled  out  in  their  contracts  and  prior  written  approval 
of  the  CHSB  is  obtained  for  such  access.  The  contractual  obligation  must  be 
data-related.  A  half-way  house  could  not  obtain  access  to  CORI  under  this 
regulation  even  if  it  had  a  contractual  relationship  with  a  criminal  justice 
agency  since  the  obj'ect  of  the  contract  is  not  data-related. 

2.14  Limitations  on  access 

Criminal  justice  agencies  shall  request  and  have  access  only  to  such  CORI 
as  is  reasonably  necessary  for  the  actual  performance  of  such  agencies' 
criminal  justice  duties  and  responsibilities. 

Comments:  Much  of  the  discussion  about  the  automated  CORI  system  has 
proceeded  on  the  assumption  that  not  all  criminal  justice  agencies  will  have 
access  to  all  CORI.  This  regulation  makes  this  principle  explicit  without 
imposing  any  specific  access  restrictions.  It  was  the  CHSB's  consensus  that 
sees.  172  and  178  of  c.  6  M.G.L.  permit  the  CHSB  to  impose  access  controls 
based  on  the  "need-to-know"  principle.  As  the  design  of  the  automated  CORI 
system  progresses,   specific  access   restrictions   will  be  determined. 

2.15  Dissemination  outside  a  certified  suhnnit  of  a  non-criminal  justice  agency 
A.  certified  criminal  justice  agency  which  is  a  subunit  of  a  noncriminal  jus- 
tice agency  shall  disseminate  CORI  only  in  accordance  with  the  provisions  of 
Regulation  2.12.  In  no  case  shall  CORI  be  disseminated  from  the  subunit, 
directly  or  through  any  intermediary,  to  any  unauthorized  official,  employee, 
contractor  or  consultant  of  the  noncriminal  justice  agency  of  which  it  is 
a  part. 

Comments:  In  cases  in  which  a  criminal  justice  subunit  of  a  larger  non- 
criminal justice  agency  is  certified  for  access  to  CORI,  there  is  a  distinct 
danger  that  CORI  will  be  disseminated  from  the  authorized  subunit  to  em- 
ployees of  the  unauthorized  parent  agency.  This  regulation  makes  explicit 
that  such  dissemination  is  prohibited. 

2.16  Definition  of  individuals  and  agencies  authorized  access  by  sec.  172(b) 

(a)  Except  as  provided  in  M.G.L.  c.  6  sees.  167-178  and  these  regulations, 
criminal  offender  record  information  shall  be  disseminated  only  to  such  non- 
criminal justice  individuals  and  agencies  as  are  authorized  access  to  such 
information  by  statute. 
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(b)  "Authorized  access  by  statute"  means  that  there  be  a  specific  statutory 
directive  that  such  individual  or  agency  have  access  to  CORI  or  a  statutory 
requirement  that  such  individual  or  ageney  consider  CORI  in  his  or  its 
decision-making  processes. 

(c)  Such  directive  or  regulation  imposed  solely  by  administrative  or 
executive  rule  or  regulation  shall  not  constitute  sufficient  authorization  for 
access  to  CORI. 

(d)  A  statutory  requirement  that  an  individual  or  agency  consider  "good 
character",  "moral  character,"  "trustworthiness"  and  the  like  in  its  decision- 
making processes  shall  not  constitute  sufficient  authorization  for  access  to 
CORI. 

(e)  A  statutory  provision  which  authorizes  but  does  not  require  the  con- 
sideration of  CORI  in  an  individuals  or  agency's  decision-making  process 
shall  not  constitute  a  sufficient  authorization  for  access  to  CORI. 

Comments:  This  regulation  covers  access  to  CORI  under  M.G.L.  c.  6  sec. 
172(b)  by  noncriminal  justice  agencies  and  individuals.  The  enabling  statute 
establishes  only  two  classes  of  authorized  individuals  and  agencies:  (1) 
criminal  justice  agencies;  (2)  agencies  and  individuals  authorized  access 
to  CORI  by  statute.  It  was  the  opinion  of  some  CHSB  members  that  the 
statute  should  be  amended  to  give  discretion  to  the  CHSB  to  certify  for 
access  to  CORI  any  agency  or  individual  who  establishes  a  substantial  "need- 
to-know."  Some  agencies  are  unable  to  screen  prospective  employees  in  order 
to  eliminate  those  with  certain  types  of  criminal  records.  The  Department 
of  Mental  Health  would,  for  example,  like  to  make  sure  it  is  not  en.trusting 
its  helpless  patients  to  persons  with  a  history  of  violent  assaultive  be- 
havior. At  present,  it  cannot  obtain  CORI  with  respect  to  prospective  em- 
ployees. 

In  considering  sec.  172  (tt)  it  became  apparent  that  almost  no  agency  or 
Individual,  literally,  is  authorized  access  to  CORI  by  statute.  Statutes,  typi- 
cally, either  require  or  permit  consideration  of  CORI  in  agency  decision- 
making processes  but  do  not  authorize  access  to  it.  It  was  the  consensus  that 
in  the  absence  of  explicit  authorization  only  if  an  agency  or  individual  were 
required  (as  distinguished  from  permitted)  to  consider  CORI  in  his  or  its 
decision-making  processes  would  the  statutory  test  of  sec.  172(b)  be  met.  The 
regulations  embody  this  decision. 

It  was  also  the  CHSB's  position  that  "authorized  access  by  statute"  means 
precisely  that.  Administrative  or  executive  orders  would  not  suffice  in  place 
of  a  specific  statutory  authorization. 

Finally,  it  was  determined  that  overly  general  language  in  a  statute 
would  not  meet  the  statutory  test.  Regulation  2.15(d)  makes  clear  that  a 
statutory  requirement  to  consider  factors  such  as  "good  moral  character" 
in  decision-making  would  not  satisfy  the  requirements  of  M.G.L.  c.  6  sec.  172(b). 

2.17  Limitations  on  dissemination  of  CORI 

To  the  extent  practicable,  only  such  CORI  as  is  necessary  for  the  dis- 
charge of  the  statutory  responsibilities  of  an  individual  or  agency  authorized 
access  under  M.G.L.  c.  6  sec.  172(b)  shall  be  requested  and  disseminated  to 
such  individual  or  agency.  If  such  responsibilities  can  be  discharged  by 
answers  to  specific  questions,  then,  to  the  extent  practicable,  only  such  CORI 
shall  be  requested  and  disseminated  as  is  necessary  to  answer  such  questions. 

Comments :  In  keeping  with  the  statutory  intent,  this  regulation  limits 
the  CORI  which  will  be  disseminated  to  noncriminal  justice  agencies  au- 
thorized access  under  sec.  172(b).  A  review  of  the  statutory  mandates  of 
such  agencies  already  authorized  access  by  the  CHSB  reveals  that  they, 
generally,  require  information  only  about  convictions  and.  usually,  convic- 
tions for  specific  offenses.  If  the  agencies'  needs  can  be  satisfied  by  answering 
specific  questions  or  providing  limited  CORI  then,  if  practicable,  this  should 
be  done.  The  regulation  adopts  this  situation. 

2.18  Dissemination  of  CORI  for  rehabilitation  purposes 

(n^  Officials  and  employers  of  criminal  justice  agencies  engaged  in  re- 
habilitative activities  may,  with  the  consent  of  the  individual  under  their 
supervision,  release  copies  of  CORI  relating  to  such  individual  to  prospec- 
tive employers,  educational  institutions,  half-way  houses,  group  residences, 
snrial  service  aeencies,  medioal  practitioners,  or  similar  individuals  and 
agencies,  if,  In  the  opinion  of  such  officials  and  employees  release  of  such 
CORI  is  essential  to  obtaining  services  or  benefits  for  such  individual. 
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(b)  Individuals  and  agencies  receiving  CORI  under  the  provisions  of 
Regulation  2.18(a)  shall  retain  such  CORI  only  for  a  reasonable  period  of 
time  and  shall  destroy  or  return  such  CORI  to  the  disseminating  official  or 
employee  upon  expiration  of  such  period  of  time.  The  individual  to  whom  it 
refers  and  the  recipient  of  such  CORI  is  subject  to  the  provisions  of 
M.G.L.  c.  6  sec.  167-178  and  these  regulations  and  that  it  shall  not  be  re- 
disseminated  to  any  other  agency  or  individual. 

Comments :  Some  agencies  and  individuals  (e.g.  half-way  houses,  pre- 
trial diversion  programs)  provide  needed  services  to  offenders  and  ex-offenders. 
These  agencies  and  individuals,  frequently  need  CORI  to  aid  in  their  de- 
cision-making about  their  clientele.  While  not  expressly  authorized  access  to 
CORI  by  statute,  it  was  the  CHSB's  opinion  that  they  could,  with  the  con- 
sent of  the  individual  in  question,  have  such  access.  The  individual  by  his 
consent  is,  in  effect,  giving  the  helping  agencies  the  CORI  himself  through  an 
intermediary.  The  enabling  act  is  silent  with  respect  to  the  power  of  an 
individual  to  release  his  own  CORI.  Therefore,  the  CHSB  acted,  under  its 
rule-making  authority,  to  fill  the  void.  The  consensual  release  of  CORI  is 
restricted  so  as  to  avoid  abuse.  Not  only  must  the  individual  give  his  con- 
sent, but  the  correctional  agency  supervising  him  must  also  believe  that 
such  dissemination  is  necessary  to  obtain  benefits  for  the  individual.  The 
CORI  may  be  retained  by  the  third  parties  for  only  a  limited  period  of  time. 
No  redissemination  is  permitted.  These  safeguards  are  intended  to  preclude 
access  to  CORI  by  private  employers,  credit  agencies,  etc. 

2.19    Access  by  out-of-state  agencies 

(a)  Except  for  purposes  of  approved  research  under  M.G.L.  c.  6  sec.  173, 
CORI  shall  be  disseminated  only  to  state  and  local  agencies  in  other  coun- 
tries and  states  which  are  eligible  for  access  to  CORI  under  the  provisions 
of  M.G.L.  c.  6  sees.  172(a)  and  172(b). 

(b)  The  CHSB  shall  establish  a  list  of  types  of  state  and  local  agencies 
in  other  states  qualifying  as  criminal  justice  agencies  under  the  provisions 
of  sees.  167  and  172(a)  of  c.  6  M.G.L.  and  these  regulations.  Such  agencies 
shall  be  deemed  to  be  certified  as  eligible  for  access  to  CORI  under  the  pro- 
visions of  sec.  172(a)  of  c.  6  M.G.L. 

(d)  All  other  state  and  local  agencies  in  other  states  and  all  federal  agen- 
cies shall  apply  in  writing  to  the  CHSB  for  certification  of  eligibility  for 
access  to  CORI. 

(d)  Unless  a  blanket  statement  concerning  restrictions  on  access  and  dis- 
semination of  CORI  has  previously  been  sent,  all  CORI  disseminated  to 
eligible  out-of-state  and  federal  agencies  shall  be  accompanied  by  a  copy  of 
M.G.L.  c.  6  sees.  167-178  and  regulations  adopted  thereunder,  a  written 
statement  of  the  restrictions  on  access  to  and  dissemination  of  CORI,  the 
requirements  for  compliance  with  such  restrictions  and  sanctions  for  non- 
compliance. 

(e)  Any  out-of-state  or  federal  agencies  which  violate  the  provisions  of 
M.G.L.  c.  6  sec.  167-178  or  the  regulations  adopted  thereunder  shall  auto- 
matically have  their  eligibility  for  access  to  CORI  suspended  by  the  director 
of  teleprocessing  pending  further  consideration   and   action  by   the   CHSB. 

Comments :  This  regulation  deals  with  several  practical  problems  of 
dissemination  to  and  access  of  CORI  by  non-Commonwealth  agencies.  It  is 
impractical  to  expect  out-of-state  agencies  to  be  informed  about  or  comply 
with  individual  certification  procedures  under  M.G.L.  c.  6  sec.  172.  There 
are  well  over  50,000  criminal  justice  agencies  in  the  country  so  that  there 
is  no  way  the  CHSB  could  ever  contact  more  than  a  small  fraction  of  them. 
Since  these  agencies  should  have  access  to  CORI,  this  regulation  would 
permit  a  blanket  certification  of  state  and  local  out-of-state  criminal  justice 
agencies  by  establishment  of  a  list  of  the  type  of  agencies  automatically 
certified  as  criminal  justice  agencies. 

State  and  local  agencies  which  do  not  fall  within  this  list  and  all  federal 
agencies  would  be  required  to  seek  certification  on  an  agency-by-agency  basis. 

Because  of  the  inability  of  the  CHSB  to  police  out-of-state  use  and  dis- 
semination of  CORI,  each  agency  would  receive  a  copy  of  the  statute  and 
applicable  regulations  together  with  a  statement  of  access  and  dissemina- 
tion restrictions.  Each  agency  would  be  asked  to  comply  with  Massachusetts 
restrictions.  If  it  did  come  to  the  attention  of  the  CHSB  that  an  out-of- 
state  or  federal   agency  permitted  access  or  dissemination   of  CORI   in  vio- 
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lation  of  the  statute,  or  these  regulations,  then  such  agency  would  be  sub- 
ject to  having  its  rights  of  access  to  CORI  revoked  or  suspended  by  the 
CHSB. 

2.20  Computer  teiinmal  access  to  CORI  by  noncriminal  justice  agencies 
Authorized  noncriminal  justice  agencies  or  individuals  and  criminal  justice 

subunits  of  such  agencies  and  out-of-state  agencies  shall  not  have  direct  com- 
puter terminal  access  to  CORI.  Such  access  shall  be  effected  only  through 
central  control  terminals  designated  for  such  purpose  by  the  CHSB. 

Comments :  The  control  of  terminals  to  the  automated  CORI  system  is  an 
important  aspect  of  maintaining  personal  privacy  and  system  security.  This 
regulation  prohibits  direct  terminal  access  to  the  automated  CORI  system 
by  noncriminal  justice  agencies  or  criminal  justice  subunits  of  such  agen- 
cies or  out-of-state  agencies.  Access  would  be  permitted  only  through  central 
control  terminals  designated  by  the  CHSB.  AflBrmative  regulations  as  to  who 
should  have  direct  computer  access  to  CORI  will  be  adopted  at  a  later  date. 

2.21  Access  by  other  than  pefsonal  identifying  information 

Except  for  approved  research  programs,  access  and  dissemination  of  CORI 
shall  be  limited  to  inquiries  based  on  name,  fingerprints,  or  other  personal 
identifying  characteristics.  No  CORI  shall  be  disseminated  to  authorized 
criminal  justice  agencies  whose  inquiries  are  based  upon  categories  of 
offenses  or  any  data  elements  other  than  personal  identifying  characteristics 
unless  such  individuals  or  agencies  have  first  obtained  written  authorization 
from  the  Commissioner  of  Probation  or  his  deputy  for  access  based  on  other 
than  personal  identifying  characteristics  which  would  identify  a  specific 
individual. 

Comments :  Access  to  CORI  by  other  than  personal  identifying  character- 
istics is  regulated  by  M.G.L.  c.  6  sec.  172.  This  Regulation  restates  the 
statutory  requirements.  It  was  the  CHSB's  consensus  that  the  statutory 
powers  of  the  Commissioner  of  Probation  should  be  transferred  to  the  di- 
rector of  teleprocessing  of  the  CHSB. 

2.22  Definition  of  "dissemination" 

Dissemination  means  the  release,  transfer  or  divulgence  of  CORI  in  any 
manner  or  form  including  permitting  any  person  to  inspect  and/ or  copy  CORI. 

Comments :  This  Regulation  makes  it  clear  that  the  term  "dissemination" 
will  be  given  a  broad  meaning.  It  includes  both  passive  and  active  trans- 
ferral  of  CORI.  There  need  not  be  any  physical  transfer  of  CORI  for  a 
"dissemination"  to  occur. 

2.23  Definition  of  "automated  CORI  system" 

Automated  CORI  system  means  the  data  processing  and  communications 
system  operated  and"  maintained  by  the  CHSB  in  accordance  with  the  pro- 
visions of  M.G.L.  c.  6  sec.  168  for  the  collection,  storage,  exchange,  dissemi- 
nation and  distribution  of  CORI. 

Comments :  the  phrase  "automated  CORI  system"  is  used  throughout  these 
regulations.  This  definition  restricts  the  term  to  the  system  to  be  established 
by  the  CHSB  under  the  provisions  of  M.G.L.  c.  6  sec.  168. 

2.24  Certification  procedures 

(a)  Any  individual  or  agency  requesting  certification  for  access  to  CORI 
imder  the  provisions  of  M.G.L.  c.  6  sec.  172  shall  apply  in  writing  to  the 
CHSB. 

(b)  The  application  shall  be  on  a  form  provided  by  the  CHSB  and  shall 
contain  the  name  and  address  of  the  applicant,  the  subsection  of  M.G.L. 
c.  6  sec.  172  under  which  it  seeks  access,  and  a  statement  of  the  basis  upon 
which  such  access  is  sought.  The  applicant  shall  include  with  his  applica- 
tion documentary  evidence  which  establishes  its  eligibility  for  access  to  CORI 
under  M.G.L.  c.  6  sec.  172  and  these  regulations.  A  copy  of  the  application 
and  accompanying  materials  shall  be  sent  by  the  applicant  to  the  Security 
and  Privacy  Council. 

(c)  The  CHSB  may  require  the  applicant  to  submit  such  additional  evi- 
dence of  eligibility  and  to  make  such  presentations  to  the  CHSB  as  the  CHSB 
deems  necessary. 

(d)  If  an  application  for  certification  is  received  at  least  21  days  prior 
to  the  next  regularly  scheduled  meeting  of  the  CHSB,  the  CHSB  shall  con- 
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sider  it  at  such  meeting.  Applications  received  less  than  21  days  prior  to 
regularly  scheduled  CHSB  meetings  shall  be  considered  at  the  next  sub- 
sequent meeting  of  the  CHSB. 

(e)  The  CHSB  shall  make  a  finding  in  writing  of  the  eligibility  or  non- 
eligibility  of  an  applicant  for  access  to  CORI.  Such  written  finding  together 
with  a  written  statement  of  the  reasons  for  the  CHSB's  decision  shall  be 
sent  to  the  applicant  forthwith. 

Comments :  This  regulation  establishes  the  procedures  to  be  followed  by 
applicants  seeking  certification  for  access  to  CORI  under  M.G.L.  c.  6  sees. 
172(a)  and  172(b). 

3.1    Notice  to  individuals  of  the  existence  of  CORI  concerning  them 

Public  notice  and  publication  of  these  rules  and  regulations  and  their 
filing  with  the  Secretary  of  State  shall  constitute  suflScient  notice  to  all 
affected  persons  of  the  possible  existence  of  CORI  concerning  them. 

Comment :  This  section  of  the  Regulations  addresses  two  basic  sets  of 
issues.  The  first  deals  with  definition  of  the  right  established  in  sec.  175  of 
c.  6,  M.G.L.  of  an  individual  to  inspect,  copy  and  challenge  CORI  referring 
to  him.  Regulations  3.1  through  3.12  define  this  right  and  the  procedures  for 
its  exercise.  Regulations  3.13  through  3.20  deal  with  ways  and  means  of 
guarding  the  physical  and  information  security  of  the  automated  CORI  sys- 
tem. Regulation  3.21  spells  out  administrative  sanctions  for  violation  of  the 
provisions  of  sees.  167-178  of  c.  6,  M.G.L.,  these  regulations  or  applicable 
security  standards. 

Regulation  3.1  cotncerns  the  important  issue  of  notice  to  individuals  of  their 
rights  and  the  fact  that  CORI  with  respect  to  them  is  being  held  by 
criminal  justice  agencies.  The  giving  of  actual  notice  to  the  millions  of  per- 
sons with  criminal  records  was  felt  to  be  impossible.  Even  giving  actual 
notice  to  those  persons  whose  records  are  to  be  included  in  the  automated 
CORI  system  was  felt  to  be  a  task  beyond  the  capabilities  of  the  CHSB. 
It  was  felt  that  publication  of  these  regulations  was  an  adequate,  if  not 
totally  satisfactory,  way  of  giving  constructive  notice  to  such  persons.  An 
additional  suggestion  was  made  that  an  active  public  information  campaign 
precede  the  operational  phase  of  the  automated  CORI  system.  There  was 
a  strong  dissent  from  this  position  by  one  member  and  the  Security  and 
Privacy  Council  representative.  They  asserted  that  the  computer  could  be 
used  to  mail  notices  to  all  persons  in  the  automated  CORI  system  at  their 
recorded  last  address.  They  also  believed  that  fears  that  the  system  would 
be  overwhelmed  with  requests  to  review  records  were  exaggerated. 

3.2  Inspection  of  CORI  in  manual  information  systems 

Agencies  at  which  criminal  offender  records  are  sought  to  be  inspected 
shall  prescribe  reasonable  hours  and  places  of  inspection,  and  shall  impose 
additional  restrictions  as  may  be  approved  by  the  CHSB,  including  finger- 
printing, as  are  reasonable  necessary  both  to  assure  the  record's  security  and 
to  verify  the  identities  of  those  who  seek  to  inspect  them. 

Comment:  This  regulation  restates  the  provisions  of  sec.  175  of  c.  6,  M.G.L. 
which  permit  agencies  holding  CORI  to  establish  reasonable  hours  and  places 
for  inspection  of  CORI  by  individuals  to  whom  it  refers.  In  order  to  avoid 
any  unreasonable  agency  action,  the  CHSB  is  given  the  right  to  prior  ap- 
proval of  restrictions  on  access  to  CORI  which  are  in  addition  to  establish- 
ment of  hours  and  places  of  inspection. 

3.3  Release  of  data  to  individual 

(a')  Each  individual  shall  have  the  right  to  inspect  and  copy  CORI  re- 
lating to  him  in  accordance  with  M.G.L.  c.  6  sec.  175  and  these  regulation-s. 

(b)  Any  individual  who  is  denied  the  right  to  inspect  or  copy  CORI  re- 
lating to  him  may,  within  30  days  of  .such  denial,  petition  the  CHSB  with 
a  copy  to  the  Security  and  Privacy  Council  for  an  order  requiring  the  re- 
lease of  such  CORI  to  him.  The  CHSB  shall  act  on  such  petition  within  a 
reasonable  time. 

Comment:  This  Regulation  sets  forth  the  statutory  right  of  an  individual 
to  inspect  CORI  relating  to  him.  If  he  is  denied  this  right,  he  has  recourse 
through  the  CHSB. 

There  was  dissent  from  this  position.  Some  participants  argue  that  sec. 
175  of  c.  6.  M.G.L.  required  access  to  all  CORI  and,  in  any  event,  it  is  the 
evaluative  and  interpretative  information  which  is  most  likely  to  be  both 
inaccurate  and  damaging  to  the  individual's  interest. 
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3.4  Copying  of  records 

An  individual  shall,  if  practicable,  be  permitted  to  receive  a  computer 
printout  or  photocopy  of  CORI  referring  to  him.  The  reviewing  individual 
may  make  a  written  summary  or  notes  in  his  own  handwriting  of  the  in- 
formation reviewed,  and  may  take  with  him  such  summary  or  notes.  Before 
releasing  any  exact  reproduction  or  hard  copy  of  CORI  to  an  individual,  the 
agency  holding  the  same  shall  remove  all  personal  identifying  information 
from  the  CORI.  Such  agency  may,  with  prior  approval  of  the  CHSB,  impose 
a  reasonable  charge  for  copying  services.  The  director  of  teleprocessing  shall 
provide  forms  for  seeking  access  to  CORI. 

Comment:  Recognizing  the  general  availability  of  photocopying  equipment, 
this  regulation  requires  a  holding  agency  to  supply  photocopies  of  CORI 
to  an  individual  and  permits  the  agency  to  charge  a  reasonable  fee  for  this 
service.  Before  a  photocopy  or  computer  printout  is  released,  all  identifying 
data  must  be  removed.  This  is  designed  to  inhibit  secondary  dissemination  of 
CORI  identified  to  a  specific  individual. 

3.5  Inspection  of  CORI  in  the  automated  CORI  system 

CORI  maintained  in  the  automated  CORI  system  shall  be  available  for 
inspection  by  the  individual  to  whom  it  refers  only  at  reasonably  convenient 
locations  designated  by  the  CHSB. 

Comment:  In  an  automated  CORI  system  remote  terminals  will  have  access 
to  CORI.  While  such  terminals  could  serve  as  the  vehicle  for  an  individual's 
access  to  his  CORI,  limitation  of  inspection  rights  to  certain  locations  will 
permit  greater  control  over  access  and  development  of  uniform  policies  with 
respect  to  handling  of  exceptions  to  CORI. 

3.6  Parties  authorized  to  inspect  and  copy  CORI 

An  individual  to  whom  CORI  refers  and  his  attorney  or  members  of  his 
law  firm  holding  a  sworn  written  authorization  from  such  individual  and 
able  satisfactorily  to  identify  themselves  shall  be  permitted  to  inspect  and 
copy  such  CORI  for  such  individual's  personal  use. 

Comment:  To  ensure  tight  control  over  individual  access,  only  an  Indi- 
vidual or  his  attorney  may  inspect  CORI  referring  to  him.  No  other  repre- 
sentative may  exercise  rights  of  access.  The  attorney  must  be  duly  authorized, 
in  writing,  and  be  able  satisfactorily  to  identify  himself  and  his  client. 

3.7  Review  of  a  record  and  verification  or  exceptions 

(a)  Each  individual  reviewing  CORI  shall  be  informed  by  the  holding  agency 
of  his  rights  of  challenge  under  sec.  175  of  c.  6,  M.G.L.  Each  such  individual 
shall  be  informed  that  he  may  submit  written  exceptions  to  the  agency 
concerning  the  information's  contents,  completeness  or  accuracy. 

(b)  A  record  of  each  review  shall  be  maintained  by  the  holding  agency  on 
a  form  provided  or  approved  by  the  CHSB.  Each  such  form  shall  be  com- 
pleted and  signed  by  the  supervisory  employee  or  agent  present  at  the  re- 
view and  the  reviewing  individual.  The  form  shall  include  a  recording  of 
the  name  of  the  reviewing  individual,  the  date  of  the  review,  and  whether 
or  not  any  exception  was  taken  to  the  accuracy,  completeness  or  contents  of 
the  information  reviewed. 

Comment:  This  regulation  spells  out  the  manner  in  which  the  fact  of 
inspection  of  CORI  by  an  individual  and  exceptions  to  such  CORI  are  to  be 
recorded.  Establishment  of  an  orderly  procedure  will  preclude  questions  about 
exercise  of  inspection  rights. 

3.8  Recording  of  and  action  upon  exceptions 

(a)  Should  an  individual  elect  to  submit  exceptions  to  the  contents,  ac- 
curacy or  completeness  of  the  CORI  referring  to  him,  he  shall  record  such 
exceptions  on  a  form  provided  or  approved  by  the  CHSB.  The  form  shall 
include  an  oath  or  aflBrmation  signed  by  the  individual,  that  the  exceptions 
are  made  in  good  faith  and  that  they  are  to  the  best  of  the  individual's 
knowledge  ■  and  belief  true.  One  copy,  of  the  form  shall  be  forwarded  to  the 
review  oflicer  or  officers  of  the  criminal  justice  agency  in  question.  An  officer 
or  officers  shall  be  designated  for  that  purpose  in  each  criminal  justice  agency 
and  their  names  submitted  to  the  CHSB.  A  second  copy  of  the  form  shall  be 
forwarded  to  the  CHSB. 

(b)  The  criminal  justice  agency  shall,  within  thirty  days  of  the  filing  of 
written  exceptions,  complete  an  audit  of  the   individual's  criminal   offender 
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record  information  appropriate  to  determine  the  accuracy  of  the  exceptions. 
The  CHSB,  the  individual  and  the  contributing  agency  shall  be  informed  in 
writing  of  the  results  of  the  audit  and  be  provided  with  copies  of  source 
documentation  relevant  to  disputed  CORI.  Should  the  audit  disclose  inac- 
curacies or  omissions  in  the  information,  the  criminal  justice  agency  shall 
within  ten  days  of  the  completion  of  the  audit  cause  appropriate  altera- 
tions or  additions  to  be  made  and  notice  of  its  actions  to  be  given  to  the 
CHSB,  the  individual  involved,  and  any  other  agencies  in  this  or  any  other 
jurisdiction  to  which  the  criminal  offender  record  information  has  previously 
been  disseminated. 

(c)  A  copy  of  the  form  on  which  the  exceptions  have  been  recorded, 
written  audit  results,  copies  of  source  documents  and  the  agency's  written 
decision  on  any  exceptions  shall  be  forwarded  to  the  Security  and  Privacy 
Council. 

Comment:  Regulation  3.8(a)  provides  for  the  manner  of  recording  excep- 
tions to  CORI.  Regulation  3.8(b)  requires  the  holding  agency  to  take  affirma- 
tive action  to  ascertain  the  validity  or  invalidity  of  the  exceptions  taken. 
This  burden  was  placed  on  the  holding  agency  rather  than  the  individual 
because  it  is  much  better  equipped  to  perform  an  audit.  If  the  exceptions  are 
upheld,  appropriate  changes  in  CORI  will  be  effected  and  notice  of  this 
action  sent  to  agencies  previously  receiving  such  CORI.  The  Security  and 
Privacy  Council  shall  have  appropriate  information  supplied  to  it. 

3.9     Challenges   to   the   accuracy  or  completeness  of  criminal  offender  record 
information 

(a)  Any  person  who  believes  that  criminal  offender  record  information 
which  refers  to  him  is  inaccurate  or  incomplete  may  request  any  criminal 
justice  •  agency  in  this  state  with  custody  of  control  of  the  information  to 
purge,  modify  or  supplement  that  information.  Should  the  agency  decline  to 
purge,  modify  or  supplement  such  CORI,  or  should  the  individual  believe 
the  agency's  decision  to  be  otherwise  unsatisfactory,  the  individual  may  re- 
quest review  by  the  Security  and  Privacy  Council  within  thirty  (30)  days  of 
the  agency's  decision.  Failure  of  the  agency  to  act  within  the  time  pre- 
scribed in  Regulation  3.8  shall  be  deemed  a  decision. 

(b)  Such  requests  to  the  Council  for  recommendations  to  be  made  to  the 
CHSB  shall  be  made  in  writing.  Each  such  request  shall  include  a  concise 
statement  of  the  alleged  deficiencies  of  the  criminal  offender  record  infor- 
mation, shall  state  the  date  and  result  of  any  review  by  the  criminal  justice 
agency,  and  shall  append  a  sworn  verification  of  the  facts  alleged  in  the 
request  signed  by  the  individual.  A  copy  of  the  request  shall  be  forwarded 
to  the  criminal  justice  agency  and  the  CHSB  by  the  individual  requesting 
review. 

Comment:  If  the  holding  agency  does  not  modify  CORI  as  the  individual 
to  whom  it  refers  has  requested,  then  such  individual  may,  within  30  days 
of  the  agency's  decision,  exercise  his  right,  under  sec.  175,  to  request  re- 
view of  the  agency's  decision  by  the  Security  and  Privacy  Council.  The  form 
of  the  request  is  spelled  out  in  the  regulation.  The  actual  procedures  to  be 
followed  will  be  established  by  the  Security  and  Privacy  Council. 

3.10    Review  by  the  CHSB  of  the  Council's  recommendationa 

(a)  The  CHSB  shall,  within  ten  (10)  days  of  the  receipt  of  any  recom- 
mendation of  the  Council  that  a  record  be  purged,  modified  or  supplemented 
by  explanatory  notation  Issue  the  CHSB's  order  rejecting  the  Council's  rec- 
ommendation or  requesting  appropriate  deletion,  amendment  or  supplementa- 
tion of  criminal  offender  record  Information.  The  CHSB  shall,  within  ten 
days,  disseminate  the  Council's  recommendations  and  its  orders,  if  any,  to 
Individuals  and  agencies  to  which  the  records  In  question  have  been  com- 
municated, as  well  as  to  the  individual  to  whom  the  CORI   refers. 

(b)  The  CHSB  may  require  the  individual  challenging  the  record  and  any 
criminal  justice  agency  within  the  state  to  file  or  present  in  person  such 
written  and  oral  statements,  testimony,  documents  and  arguments  as  the 
Interests  of  justice  may  require. 

(c)  The  CHSB  shall  issue  written  findings  of  fact,  conclusions  and  orders 
In  which  the  relief  an  Individual  is  entitled  to  and  the  basis  of  Its  decision  are 
fully  and  specifically  described.  Findings,  conclusions  and  orders  shall  be 
adopted  by  a  vote  of  the  CHSB. 
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Comment :  The  CHSB  has  by  statute  an  unusually  short  10-day  period  to 
act  on  recommendations  of  the  Security  and  Privacy  Council  that  CORI  be 
modified  in  some  way.  The  statute  should  be  amended  to  permit  a  more  rea- 
sonable period  of  deliberation.  The  CHSB  is  given  the  authority  to  determine 
on  a  case-by-case  basis  what  evidence  it  will  receive.  To  permit  appeal  to 
the  courts,  all  decisions  of  the  CHSB  on  the  Security  and  Privacy  Council 
recommendations  must  be  in  writing  and  contain  findings  of  fact,  conclusions 
and  appropriate  orders. 

3.11  Burden  of  proof 

The  individual  challenging  the  validity  of  CORI  shall  have  the  burden,  in 
any  proceedings  before  the  Council  or  CHSB,  of  establishing  reasonable 
grounds  for  believing  that  such  CORI  is  inaccurate,  incomplete  or  mislead- 
ing. If  such  reasonable  grounds  are  established,  the  criminal  justice  agency 
holding  the  challenged  CORI  shall  have  the  burden  of  proving  by  a  pre- 
ponderance of  the  evidence  that  the  exceptions  to  the  record  are  not  well 
taken  and  that  the  CORI  should  not  be  deleted,  modified  or  supplemented 
in  whole  or  in  part. 

Comment :  Sec.  175  is  silent  as  to  whom  will  have  the  burden  of  sustaining 
the  validity  or  invalidity  of  challenged  CORI.  This  regulation  places  the 
initial  burden  of  establishing  a  basis  for  challenging  the  record  on  the  indi- 
vidual but  shifts  the  ultimate  burden  of  proving  validity  to  the  holding 
agency. 

3.12  Circulation  of  challenged  records 

CORI  challenged  under  the  provisions  of  these  regulations  shall  be  deemed 
to  be  accurate,  complete  and  valid  until  otherwise  ordered  by  the  CHSB. 
Challenged  CORI  may  be  disseminated  to  authorized  individuals  and  agen- 
cies but  only  with  a  notation  stating  that  the  validity  of  such  CORI  is  being 
challenged  and  the  basis  for  such  challenge.  Agencies  disseminating  such 
CORI  shall  maintain  complete  and  accurate  records  of  agencies  and  indi- 
viduals to  whom  it  disseminated  such  challenged  CORI  and  shall  notify  such' 
agencies  and  individuals  of  the  final  decision  on  such  challenge. 

Comment :  A  question  arose  as  to  whether  or  not  challenged  CORI  should 
be  circulated  pending  a  final  decision  on  the  challenge.  It  was  decided  that 
challenges  in  and  of  themselves  are  only  claims  which  should  not  inhibit 
circulation  of  records.  The  claim  shoiild,  however,  be  noted  in  the  record 
so  that  recipients  will  be  on  notice  to  inquire  further  about  the  record's 
validity.  If  a  record  is  modified,  then  all  recipients  will  be  notified  of  the 
change. 

3.13  Protection  from  accidental  loss  or  injury 

The  director  of  teleprocessing  of  the  CHSB  shall,  with  the  approval  of 
the  CHSB,  institute  procedures  for  protection  of  information  in  the  automated 
CORI  system  from  environmental  hazards  including :  fire,  flood  and  power 
failure.  Appropriate  elements  shall  include  : 

(a)  Adequate  fire  detection  and  quenching  systems  ; 

(b)  Watertight  facilities ; 

(c)  Protection  against  water  and  smoke  damage  ; 

(d)  Liaison  with  local  fire  and  public  safety  ofiicials  ; 

(e)  Fire  resistant  materials  on  walls  and  doors  ; 

(f )  Emergency  power  sources  ;  and 

(g)  Back-up  files. 

Comment :  The  security  regulations  are  a  linked  net  of  requirements  de- 
signed to  prevent  intentional  or  accidental  loss,  damage,  alteration  or  unau- 
thorized access  to  CORI  and  CORI  systems.  The  approach  of  the  regula- 
tions is  to  deal  with  the  security  problems  by  establishing  general  stand- 
ards and  delegating  implementation  to  operating  personnel.  The  standards  are 
designed  to  apply  to  the  automated  CORI  system.  While  manual  systems 
should  adopt  security  standards,  it  was  the  consensus  that  it  was  imprac- 
tical to  impose  such  standards  at  this  time.  In  lieu  of  mandatory  standards, 
it  is  the  CHSB's  recommendation  that  advisory  security  standards  be  pub- 
lished and  widely  disseminated. 

The  draft  regulations  are  drawn  from  the  security  standards  approved  by 
the  National  Advisory  Commission  on  Criminal  Justice  Standards  and  Goals. 
The  background  statements  of  the  Commission  provide  a  useful  backdrop  for 
the  Subcommittee's  decisions  and  are  summarized. 
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Regulation  3.13  deals  with  accidental  loss  and  injury.  As  do  the  other  se- 
curity regulations,  it  delegates  to  the  director  of  teleprocessing  the  authority 
to  institute,  with  CHSB  approval,  appropriate  safeguards  against  the  named 
hazards. 

3.14  Protection  against  intentional  harm 

(a)  The  director  of  teleprocessing  with  the  approval  of  the  CHSB  shall 
adopt  security  procedures  which  limit  access  to  information  in  the  auto- 
mated CORI  system.  These  procedures  shall  include  use  of  guards,  keys, 
badges,  passwords,  access  restrictions,  sign-in  logs,  or  like  records. 

(b)  All  facilities  which  house  the  main  automated  CORI  system  shall  be 
so  designed  and  constructed  as  to  reduce  the  possibility  of  physical  damage  to 
the  information.  Appropriate  steps  in  this  regard  should  include :  physical 
limitations  on  access ;  security  storage  for  information  media ;  heavy  duty, 
non-exposed  walls ;  perimeter  barriers ;  adequate  lighting ;  detection  and 
warning  devices ;  and  closed  circuit  television. 

(c)  The  director  of  teleprocessing  shall,  vdth  the  approval  of  the  CHSB, 
determine  the  number  and  location  of,  and  the  security  requirements  appli- 
cable to,  remote  computer  terminals  on  the  automated  CORI  system.  The 
CHSB  and  the  Security  and  Privacy  Council  shall  have  the  right  to  enter 
the  premises  of  any  agency  having  such  terminals  for  the  purpose  of  inspect- 
ing such  terminals  and  related  facilities. 

Comment:  There  are  a  variety  of  people  who  would  like  to  destroy  data 
in  a  criminal  justice  information  system.  Some  of  the  most  obvious  groups 
are  revolutionaries,  organized  criminals,  and  disgrunted  present  or  former 
employees.  Programs  of  physical  and  personnel  security  must  be  instituted 
to  reduce  access  and  risk  of  harm  to  the  information  systems. 

Accidental  alteration  of  data  can  occur  through  physical  changes  that 
alter  the  data  storage  media  or  the  unwitting  behavior  of  system  personnel 
and  users.  By  employing  the  personnel  security  and  access  restriction  systems 
recommended  above,  this  hazard  can  be  reduced. 

Physical  security  considerations  apply  to  the  computer,  communications 
linkages,  and  the  facilities  within  which  the  information  is  housed.  Limiting 
access  to  facilities  to  specified  individuals  will  reduce  the  potential  for  harm- 
ful intrusions.  Use  of  keys,  badges,  guards,  and  access  restrictions,  and  the 
like  will  tend  to  limit  the  number  of  people  who  can  get  close  enough  to 
an  installation  to  damage  it. 

Proper  design  of  the  physical  facilities  could  contribute  significantly  to 
system  security.  Buildings  can  be  constructed  to  limit  access.  Tape  and  disc 
libraries  must  be  controlled  by  adequate  locks.  Facilities  should  not  have 
large,  exposed  glass  walls  nor  should  their  location  be  widely  publicized. 
Where  appropriate,  perimeter  barriers  such  as  walls  and  fences  should  be 
constructed  and  adequate  outdoor  lighting  systems  installed.  Alarms  and 
other  warning  and  detection  devices  should  be  employed.  Where  possible, 
heavy  masonry  walls  resistant  to  bomb  blasts  should  enclose  the  computer 
facility. 

The  CHSB  is  responsible  for  all  computer  terminals  on  the  automated 
CORI  system.  The  director  of  teleprocessing  is  given  the  authority  to  deter- 
mine, with  CHSB  approval,  the  number,  location  and  security  standards  for 
remote  computer  terminals.  The  CHSB  reserves  the  right  to  enter  into  an 
agency's  premises  for  the  purpose  of  inspecting  the  terminals  and  their 
security. 

3.15  Unauthorized  access 

The  director  of  teleprocessing  shall,  vdth  the  approval  of  the  CHSB,  main- 
tain controls  over  access  to  information  in  the  automated  CORI  system  by 
requiring  identification,  authorization,  and  authentication  of  system  users 
and  their  need  and  right  to  know.  Appropriate  processing  restrictions  and 
management  techniques  shall  be  employed  to  ensure  information  security 
in  the  automated  CORI  system.  The  CHSB  shall  be  notified  of  any  threats 
to  the  system. 

Comment :  Unauthorized  access  to  or  alteration  of  information  can  occur 
accidentally  or  intentionally.  Access  can  be  obtained  actively  or  passively 
while  alteration  requires  an  active  intervention. 

Passive  access  is  obtained  through  wiretapping  and  electromagnetic  pickup 
of  computer  signals.  Wiretaps  can  occur  whenever  a  system  uses  cables  to 
connect  components.  They  are  usually  found  outside  the  facility  on  telephone 
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and  other  lines.  Messages  are  recorded  as  they  are  sent  and  received.  Elec- 
tromagnetic pickup  captures  the  radiated  signals  generated  by  the  computer 
and  its  communication  lines. 

Active  access  techniques  include  browsing,  masquerading,  between-lines 
entry ;  piggy-backing ;  and  trap-dooring.  "Browsing"  is  effected  by  tying  a 
dummy  terminal  into  a  computer  system.  The  browser,  if  he  goes  undetected, 
can  gain  access  to  any  file.  "Masquerading"  is  achieved  by  tying  a  dummy 
terminal  to  a  valid  terminal.  Whenever  the  valid  terminal  is  on-line,  the 
dummy  terminal  can  browse  for  the  information  it  wants.  "Between-lines 
entry"  involves  tapping  a  valid  line  and  using  a  dummy  terminal  to  hold 
the  data  link  while  the  valid  terminal  is  inactive.  Signoff  signals  can  be 
intercepted  and  cancelled  and  the  illegal  terminal  can  continue  to  use  the 
line.  "Piggy-back"  entry  is  accomplished  by  intercepting  computer  messages 
and  adding  or  deleting  information  as  desired.  "Trap-door"  entry  is  obtained 
by  probing  an  unprotected  system  for  weak  points  due  to  error  or  oversights 
in  system  logic.  Once  found,  they  can  be  exploited  without  fear  of  detection. 

A  variety  of  techniques  can  be  employed  against  passive  access.  For  ex- 
ample, signals  can  be  coded  or  scrambled,  communication  lines  can  be 
shielded  and  armed  with  alarm  systems,  computer  signals  can  be  screened 
by  appropriate  shielding. 

Active  entry  can  be  dealt  with  by  a  variety  of  software  and  hardware 
protections.  Terminal  validation  and  identification  procedures  can  be  em- 
ployed. Access  to  the  data  base  can  be  prohibited  during  time  sharing  and 
multiprogramming  in  shared  systems.  Dedication  of  the  system  solely  to 
criminal  justice  users  would  be  preferable.  Passwords,  scheduling,  operator 
identification,  and  off-line  initiation  of  system  use  (phone  call),  should  be 
employed.  Terminals  can  be  limited  to  certain  types  of  information  that  they 
can  input,  modify,  cancel,  or  retrieve. 

3.16    Personnel  security 

(a)  The  director  of  teleprocessing  and  the  heads  of  all  agencies  adminis- 
tering CORI  systems  shall  cause  to  be  investigated  the  character,  habits, 
previous  employment,  criminal  record  and  other  matters  necessary  to  establish- 
ing the  good  moral  character,  reputation  and  honesty  of  employees  and 
contractors  assigned  to  CORI  systems ; 

(b)  Investigations  shall  be  conducted  prior  to  assignment  to  the  CORI  sys- 
tem. Giving  of  false  information  of  a  substantial  nature  shall  disqualify  an 
applicant  or  employee  from  assignment  to  the  CORI  system ; 

{d)  Each  employee  and  contractor  assigned  to  a  CORI  system  shall  be 
required  to  understand  all  rules  and  regulations  applicable  to  such  system. 
The  director  of  teleprocessing  shall  establish  appropriate  programs  of  formal 
training  concerning  system  security  and  privacy  each  year. 

Comment:  Any  system  can  be  undermined  by  the  people  running  it.  An 
adequate  program  of  personnel  security  must  cover  the  entire  personnel 
process  from  recruitment  and  selection  through  training  and  discipline. 

It  is  the  human  element  that  is  most  likely  to  provide  any  breach  of  se- 
curity in  the  system.  Procedures  should  be  established  to  prevent  security 
risks  from  being  employed  in  any  capacity  affording  them  direct  access  to 
the  equipment  and  to  the  records  in  the  system. 

This  should  apply  to  programmers,  systems  analysts,  computer  operators, 
terminal  operators,  their  supervisory  personnel,  and  to  other  individuals 
involved  in  the  preparation  or  dissemination  of  system  data. 

Inadequate  personnel  selection  procedures  may  not  show  up  quickly  if 
there  are  serious  problems  in  a  data  processing  and  systems  organization. 
The  only  insurance  against  this  hazard  is  the  adoption  of  adequate  and  posi- 
tive personnel  selection  procedures. 

To  insure  that  system  security  Is  not  compromised,  certain  types  of  per- 
sons should  be  excluded  from  employment.  In  particular,  persons  with  past 
criminal  records  should  not  work  in  criminal  justice  information  systems 
unless  the  offense  was  a  minor  one  or  complete  rehabilitation  is  demonstrated. 
Such  employees  would  include  not  only  those  in  criminal  justice  agency 
employ  but  also  those  working  with  or  having  access  to  criminal  justice 
files  in  multi-user  data  processing  installations. 

Continuing  in-service  training  on  system  security  and  privacy  is  essential 
to  system  security  and  must  not  be  permitted  to  lapse.  An  important  part  of 
the  training  will  be  on  the  requirements  of  the  employee  security  manual. 
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An  equally  important  part  should,  however,  be  devoted  to  explaining  the 
rationale  for  system  security  and  instilling  positive  attitudes  toward  it  in  the 
employees. 

3.17  Personnel  clearances 

(a)  All  personnel  assigned  to  the  automated  CORI  system,  including  re- 
mote terminals,  shall  be  assigned  by  the  director  of  teleprocessing  an  ap- 
propriate security  clearance  which  shall  be  renewed  annually  after  investi- 
gation and  review.  The  director  of  teleprocessing  shall  report  periodically  to 
the  CHSB  concerning  issuance  of  personnel  clearances. 

(b)  Personnel  shall  be  granted  security  clearances  for  access  only  to 
such  sensitive  places,  things  and  information  as  they  have  a  demonstrated 
need  and  right  to  know ; 

(c)  No  person  shall  have  access  to  any  place,  thing  or  information  of  a 
higher  sensitivity  classification  than  the  highest  valid  clearance  held  by 
such  person ; 

(d)  Clearances  shall  be  granted  by  the  director  of  teleprocessing  on  a 
selective  and  individual  basis  following  appropriate  background  investiga- 
tions and  review  and  with  strict  adherence  to  need  and  right-to-know  prin- 
ciples ; 

(e)  Clearances  shall  be  periodically  reviewed  to  ensure  that  each  em- 
ployee is  accorded  the  lowest  possible  clearance  consistent  with  his  responsi- 
bilities ; 

(f)  Clearances  shall  be  executory  and  may  be  revoked  or  reduced  to  a 
lower  sensitivity  classification  at  the  will  of  the  grantor.  Adequate  notice 
must  be  given  of  the  reduction  or  revocation  to  all  other  agencies  that 
previously  relied  upon  such  clearances ; 

(g)  To  provide  evidence  of  a  person's  sensitivity  classification  clearance, 
the  grantor  of  such  clearance  shall  provide  an  authenticated  card  or  certifi- 
cate. Responsibility  for  control  of  the  issuance,  adjustment,  or  revocation  of 
such  documents  shall  rest  with  the  grantor.  All  such  documents  shall  have  an 
automatic   expiration   date   requiring   aflBrmative   renewal   annually. 

Comment :  This  regulation  establishes  a  system  of  personnel  clearances  for 
the  automated  CORI  systeuL  Each  person  is  to  be  assigned  a  clearance  for 
access  to  particular  places  and  things  based  on  need  and  right  to  know.  Ap- 
propriate renewals  and  evidence  of  the  level  of  security  clearance  are  man- 
dated. Regulations  3.18  and  3.19  provide  the  framework  for  implementation 
of  the  classification  system. 

3.18  Implementation  of  security/  classification  system 

The  director  of  teleprocessing  shall,  with  the  approval  of  the  CHSB,  imple- 
ment a  sensitivity  classification  system  for  the  automated  CORI  system  in- 
cluding remote  terminals.  The  general  guidelines  for  this  purpose  are : 

(a)  Places  and  things  shall  be  assigned  the  lowest  classification  consistent 
with  their  proper  protection ; 

(b)  Appropriate  utilization  of  classified  places  and  things  by  qualified  users 
shall  be  encouraged ; 

(c)  Whenever  the  sensitivity  of  places  or  things  diminishes  or  increases, 
it  shall  be  reclassified  without  delay ; 

(d)  In  the  event  that  any  place  or  thing  previously  classified  is  no  longer 
sensitive  and  no  longer  requires  special  security  or  privacy  protection,  it  shall 
be  declassified. 

Comment:  This  regulation  mandates  that  the  director  of  teleprocessing 
establish  a  security  classification  system.  The  regulation  spells  out  the 
criteria  to  be  used  in  setting  up  such  a  system. 

3.19  Classification  guidelines 

Places  and  things  included  in  the  automated  CORI  system  shall  be  classi- 
fied by  the  director  of  teleprocessing  with  the  approval  of  the  CHSB  in 
accordance  with  the  following  system  : 

(a)  Secret — places  and  things  which  require  maximum  special  security 
provisions  and  particularized  privacy  protection. 

(b)  Confidential — places  and  things  which  require  a  high  degree  of  special 
security  and  privacy  protection. 

(c)  Restricted — ^places  and  things  which  require  minimum  special  se- 
curity consistent  with  good  security  and  privacy  practices. 
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Comment:  This  regulation  sets  up  three  classes  into  which  all  sensitive 
places  and  things  must  be  assigned  by  the  director  of  teleprocessing.  Any 
assignment  plan  must  be  approved  by  the  CHSB. 

3.20  Listing  of  dissemination  of  CORI 

Each  agency  or  individual  authorized  to  disseminate  CORI  shall  maintain 
a  listing  of  both  CORI  disseminated  and  the  agencies  or  individuals,  both 
within  and  outside  the  Commonwealth,  to  which  it  has  disseminated  each 
item  of  CORI.  Such  listings  shall  be  maintained  in  a  form  prescribed  by  the 
CHSB,  for  at  least  one  year  from  the  day  of  each  such  dissemination  and 
indicate  the  agencies  or  individuals  to  whom  such  CORI  was  disseminated, 
and  the  items  of  information  released.  Such  listing  shall  be  made  available 
for  audit  or  inspection  by  the  CHSB,  the  CHSAC,  or  Security  and  Privacy 
Council  at  such  times  as  the  CHSB,  CHSAC,  or  Council  shall  require. 

Comment :  Maintenance  of  listings  of  who  received  which  items  of  CORI 
is  essential  to  any  post-audits.  This  regulation  mandates  that  such  listings 
be  maintained  and  be  available  for  inspection  by  the  CHSB,  CHSAC  and 
Security  and  Privacy  Council.  The  subcommittee  recognizes  that  it  may  not 
be  practical  to  implement  this  regulation  at  this  time. 

3.21  Administrative  sanctions 

(a)  Any  employee  of  any  criminal  justice  agency  who  violates  the  pro- 
visions of  sees.  167-178  of  c.  6,  M.G.L.,  these  regulations,  or  security  stand- 
ards for  automated  CORI  systems  established  under  them,  shall,  in  addition 
to  or  in  lieu  of  any  applicable  criminal  or  civil  penalties,  be  denied  access 
to  CORI  by  the  CHSB  and  be  administratively  disciplined  by  suspension, 
discharge,  reduction  in  grade,  transfer  or  such  other  administrative  penalties 
as  are  deemed  by  the  criminal  justice  agency  to  be  appropriate ;  provided, 
however,  that  such  penalties  shall  be  imposed  only  if  they  are  permissible 
under  any  applicable  statutes  and/ or  contracts  governing  the  terms  of  em- 
ployment of  the  employee  or  ofiBcer  in  question. 

(b)  Any  agency  or  individual  authorized  access  to  the  automated  CORI 
system  who  violates  the  provisions  of  sees.  167-178  of  c.  6,  M.G.L.,  these 
regulations,  or  security  standards  established  under  them,  may,  in  addition 
to  any  applicable  civil  or  criminal  penalties,  be  denied  access  to  CORI  in 
such  system  for  such  periods  of  time  as  the  CHSB  deems  reasonable  and 
appropriate. 

Comment :  Criminal  and  civil  sanctions  are  limited  and  distant  deterrents 
of  misconduct.  Administrative  sanctions  such  as  demotion  or  denial  of  access 
to  the  automated  CORI  system  are  much  more  immediate  and  meaningful 
penalties. 

The  CHSB  under  its  powers  to  regulate  CORI  and  the  automated  CORI 
system  would  appear  to  have  the  power  to  require  agencies  to  administratively 
sanction  defaulting  employees.  Failure  of  the  agency  to  act  could  provide 
a  basis  for  removing  it  from  the  automated  CORI  system. 

4.0  Definition  of  "Regulation" 

Regulation  includes  the  whole  or  any  part  of  any  rule,  regulation,  standard 
or  other  requirement  of  general  application  and  future  effect,  including  the 
amendment  or  repeal  thereof,  adopted  by  the  CHSB  to  implement  or  in- 
terpret the  law  enforced  or  administered  by  it,  but  does  not  include  (a) 
advisory  ruling  issued  by  it;  or  (b)  procedures  concerning  only  the  internal 
management  or  discipline  of  the  CHSB,  and  not  substantially  affecting  the 
rights  of  or  the  procedures  available  to  the  public  or  that  portion  of  the 
public  affected  by  the  CHSB's  activities;  or  (c)  decisions  issued  in  ad- 
judicatory proceedings. 

Comments:  The  regulations  in  this  section  adopt  procedures  required  by 
the  Massachusetts  Administrative  Procedures  Act.  Regulations  4.1  through 
4.6  address  procedures  for  enactment  of  regulations  and  issuance  of  advisory 
rulings.  The  remaining  regulations  spell  out  the  procedures  to  be  followed 
by  the  CHSB  in  conducting  adjudicatory  and  other  hearings. 

4.1  Petition  for  issuance,  amendment,  or  repeal  of  regulation 

Any  interested  person  or  his  attorney  may  file  with  the  CHSB  a  petition 
for  the  adoption,  amendment  or  repeal  of  any  regulation.  The  petition  shall 
be  addressed  to  the  CHSB  and  sent  to  the  chairman  by  mail  or  delivered 
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in  person  during  normal  business  hours.  All  petitions  shall  be  signed  by  the 
petitioner  or  his  attorney,  contain  his  address  or  the  address  of  his  attorney, 
set  forth  clearly  and  concisely  the  text  of  the  proposed  regulation,  and  shall 
include  any  data,  facts,  view  or  arguments  deemed  relevant  by  the  petitioner, 
and  shall  be  verified. 

4.2  Initial  procedure  to  handle  reoommended  regulationa 

Upon  receipt  of  a  petition  for  the  adoption,  amendment  or  repeal  of  a 
regulation  submitted  pursuant  to  Regulation  4.1  or  upon  written  recommenda- 
tion by  a  member  of  the  CHSB  that  a  regulation  be  adopted,  amended,  or  re- 
pealed, the  CHSB  shall  determine  whether  to  schedule  the  petition  or  rec- 
ommendation for  further  proceedings  in  accordance  with  Regulation  4.3.  If 
the  regulation  has  been  presented  to  the  CHSB  under  Regulation  4.1,  the 
chairman  of  the  CHSB  shall,  within  ten  days  after  such  determination, 
notify  the  petitioner  of  the  CHSB's  action. 

4.3  Procedure  for  the  adoption,  amendment,  or  repeal  of  regulations  when  a 
public  hearing  is  required 

(a)  Notice 

Notice  of  a  public  hearing  shall  be  given  at  least  twenty -one  (21)  days  prior 
to  the  date  of  the  hearing,  unless  some  other  time  is  specified  by  any  ap- 
plicable law.  The  CHSB  shall  notify  the  Secretary  of  State  of  the  public 
hearing  at  least  thirty  (30)  days  in  advance  thereof  in  accordance  with 
M.G.L.  c.  30a,  sec.  2.  The  CHSB  shall  publish  the  notice  in  at  least  one  (1) 
newspaper  of  general  circulation,  and  where  appropriate,  in  such  trade, 
industry,  or  professional  publications  as  the  CHSB  may  select.  The  CHSB 
shall  likewise  notify  in  writing  any  person  specified  by  any  law  and  any 
person  or  group  which  has  filed  written  request  for  notice  pursuant  to  Regu- 
lation 4.7. 

(1)  The  notice  shall  contain  the  following : 

i.  The  CHSB's  statutory  authority  to  adopt  the  proposed  regulations  ; 

ii.  The  time  and  place  of  the  public  hearing ; 

iii.  The  express  terms  or  the  substance  of  the  proposed  regulation  ;  and 

iv.  Any  additional  matter  required  by  any  law. 
The  above  notwithstanding,   the  CHSB  shall  also  comply   with  any   appli- 
cable  statute   which   contains   provisions   for  notice  which   differ   from   those 
contained  herein. 

(b)  Procedure 

On  the  date  and  at  the  time  and  place  designated  in  the  notice  referred  to 
in  Regulation  4.3(a),  the  CHSB  shall  hold  a  public  hearing.  The  meeting 
shall  be  opened,  presided  over  and  adjourned  by  the  chairman  or  other  mem- 
ber designated  by  the  chairman.  Within  ten  (10)  days  after  the  close  of 
the  public  hearing,  written  statements  and  arguments  may  be  filed  with  the 
CHSB  unless  the  CHSB  in  its  discretion  finds  such  to  be  unnecessary.  The 
CHSB  shall  consider  all  relevant  matter  presented  to  it  before  adopting, 
amending  or  repealing  any  regulation. 

(c)  Oral  participation 

Any  interested  person  or  his  duly  authorized  representative,  or  both,  shall 
be  given  an  opportunity  to  present  oral  statements  and  arguments.  In  its 
discretion,  the  CHSB  may  limit  the  length  of  oral  presentation. 

(d)  Emergency  rule 

If  the  CHSB  finds  that  the  immediate  adoption  of  a  regulation  is  neces- 
sary for  the  public  health,  safety  or  general  welfare,  and  that  observance  of 
requirements  of  notice  and  public  hearings  would  be  contrary  to  the  public 
interest,  the  CHSB  may  dispense  with  such  requirements  and  adopt  the 
regulation  as  an  emergency  regulation.  The  CHSB's  finding  and  a  brief 
statement  of  the  reasons  for  its  finding  shall  be  incorporated  in  the  emer- 
gency regulation  as  filed  with  the  Secretary  of  State.  Any  emergency  regu- 
lation so  adopted  shall  state  the  date  on  which  it  is  to  be  effective  and  the 
date  upon  which  it  shall  expire.  If  no  effective  date  is  stated,  the  regulation 
shall  be  presumed  to  take  effect  upon  being  filed  with  the  Secretary  of 
State  under  Regulation  4.5.  An  emergency  regulation  shall  not  remain  in 
effect  for  longer  than  three  (3)  months  unless  during  the  time  it  is  in  effect 
the  CHSB  gives  notice  and  holds  a  public  hearing  and  adopts  it  as  a  perma- 
nent regulation  in  accordance  with  these  regulations. 
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4.4  Availability  of  regulation* 

The  chairman  of  the  CHSB  shall  be  responsible  for  keeping  a  book  con- 
taining all  the  CHSB's  regulations.  All  the  regulations  of  the  CHSB  shall  be 
available  for  inspection  during  normal  business  hours  at  the  CHSB's  oflSces. 
Copies  of  all  rules  shall  be  available  to  any  person  on  request.  The  CHSB 
may  charge  a  reasonable  fee  for  each  copy. 

4.5  Filing  of  regulations 

Upon  the  adoption  of  a  regulation,  an  attested  copy  shall  be  filed  with  the 
Secretary  of  State  together  with  a  citation  of  the  statutory  auhority  under 
which  the  regulation  has  been  promulgated.  The  regulation  shall  take  effect 
upon  filing  unless  a  later  date  is  required  by  any  law  or  is  specified  by  the 
CHSB. 

4.6  Advisory  rulings 

Any  interested  person  or  his  attorney  may  at  any  time  request  an  advisory 
ruling  with  respect  to  the  applicability  to  any  person,  property,  or  factual 
situation  of  any  statute  or  regulation  enforced  or  administered  by  the 
CHSB.  The  request  shall  be  addressed  to  the  CHSB  and  sent  to  the  chair- 
man to  the  CHSB  by  mail  or  delivered  in  person  during  normal  business  hours. 

All  requests  shall  be  signed  by  the  person  making  it  or  his  attorney,  con- 
tain his  address  or  the  address  of  his  attorney,  and  state  clearly  and  con- 
cisely the  substance  or  nature  of  the  request  The  request  may  be  accom- 
panied by  any  supporting  data,  views  or  arguments.  If  the  CHSB  determines 
that  an  advisory  ruling  will  not  be  rendered,  the  CHSB  shall  as  soon  as 
practicable  notify  the  petitioner  that  the  request  is  denied.  If  an  advisory 
ruling  is  rendered,  a  copy  of  the  ruling  shall  be  sent  to  the  person  request- 
ing it  or  his  attorney. 

The  CHSB  may  notify  any  person  that  an  advisory  ruling  has  been  re- 
quested and  may  receive  and  consider  arguments,  views,  or  data  from  per- 
sons other  than  the  person  requesting  the  ruling. 

4.7  Request  for  notice  of  hearings 

(a)  Who  may  file 

Any  person  or  group  may  file  a  request  in  writing  to  receive  notice  of 
hearings  or  regulations  which  may  affect  such  person  or  group. 

(b)  Form  of  request 

The  request  shall  contain  the  following : 
i.  Name  of  person  or  group  ; 
ii.  Address ;  and 
iii.  Subject  matter  of  regulations  which  may  affect  the  person  or  group. 

(c)  When  filed 

The  request  shall  be  filed  with  the  chairman  of  the  CHSB  and  shall  be 
renewed  during  the  month  of  December  to  remain  effective  during  the  sub- 
sequent calendar  year. 

4.8  Contents  of  regulations 

The  CHSB  will  incorporate  in  any  regulation  adopted  a  concise  general 
statement  of  their  basis  and  purpose. 

4.9  Orant  of  hearing 

A  public  hearing  will  be  granted  whenever  the  CHSB  seeks  to  revoke  any 
certification  granted  under  M.G.L.  c.  6  sec.  172  and  otherwise  as  the  CHSB 
may  determine  in  specific  cases.  The  CHSB  may  call  informal  public  hear- 
ings, not  required  by  statute,  to  be  conducted  under  the  regulations  where 
applicable,  for  the  purpose  of  rulemaking  or  to  obtain  information  neces- 
sary or  helpful  in  the  determination  of  its  policies,  or  the  carrying  out  of 
its  duties,  and  may  request  the  attendance  of  witnesses  and  the  production 
of  evidence. 

4.10  Calendar 

The  chairman  to  the  CHSB  shall  maintain  a  docket  and  a  hearing  calendar 
of  all  proceedings  set  for  hearing.  So  far  as  practicable,  hearings  shall  be 
heard  in  the  order  in  which  they  have  been  listed  on  the  CHSB's  docket. 

4.11  Place 

All  hearings  shall  be  held  at  Boston  at  the  ofHces  of  the  CHSB  unless 
by  statute  or  vote  of  the  CHSB  a  different  place  is  designated. 
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4.12  Settlement:  pre-hearing  procedure 

(a)  Opportunity  for  information  settlement 

-  Where  time,  the  nature  of  the  proceeding,  and  the  public  interest  permit, 
all  interested  parties  shall  have  the  opportunity  for  the  submission  and 
consideration  of  facts,  argument,  or  proposal  of  adjustment  or  settlement, 
without  prejudice  to  any  party's  rights.  No  stipulation,  offer  or  proposal  shall 
be  admissible  in  evidence  over  the  objection  of  any  party  in  any  hearing  on 
the  matter. 

(b)  Pre-hearing  conference 

(1)  Prior  to  any  hearing,  the  CHSB  or  presiding  officer  may  direct  all 
interested  parties,  by  written  notice,  to  attend  one  or  more  pre-hearings  con- 
ferences for  the  purpose  of  considering  any  settlement  under  Regulation  4.11(a), 
formulating  the  issues  in  the  proceedings  and  determining  other  matters  to 
aid  in  its  disposition.  In  addition  to  any  offers  of  settlement  or  proposals 
of  adjustment,  there  may  be  considered  the  following : 

(a)  Simplification  of  the  issues  ; 

(b)  The  possibility   of  obtaining  admission  of  fact  and  of  documents 
which  will  avoid  unnecessary  proof ; 

(c)  Limitation  on  the  number  of  witnesses; 

(d)  The  procedure  at  the  hearing ; 

(e)  The    distribution    to    the   parties    prior   to    the   hearing    of    written 
testimony  and  exhibits ; 

(f )  Consolidation  of  the  examination  of  witnesses  by  counsel ; 

(g)  Such    other   matters    as   may    aid    in    the   disposition    of   the   pro- 
ceedings. 

(2)  The  presiding  officer  may  require,  prior  to  the  hearing,  exchange  of 
exhibits  and  any  other  material  which  may  expedite  the  hearing.  He  shall 
assume  the  responsibility  of  accomplishing  the  purposes  of  the  notice  of 
pre-hearing  conference  so  far  as  that  may  be  possible  without  prejudicing 
the  rights  of  any  party. 

(3)  In  any  proceeding  under  these  regulations  the  presiding  officer  may  call 
the  parties  together  for  an  informal  conference  prior  to  the  taking  of  any 
testimony,  or  may  recess  the  hearing  for  such  a  conference,  with  a  view  to 
carrying  out  the  purposes  of  this  rule. 

4.13  Conduct  of  hearings 

(a)  Presiding  officer:  powers  and  duties. — The  hearing  shall  be  conducted 
by  a  presiding  officer  who  shall  be  a  hearing  officer  designated  by  the  CHSB, 
or  in  such  cases  as  the  CHSB  may  determine,  by  a  single  member  of  the 
CHSB.  The  presiding  officer  shall  have  the  authority  to  arrange  and  give 
notice  of  hearing ;  sign  and  issue  subpoenas ;  take  or  cause  depositions  to  be 
taken ;  rule  upon  proposed  amendments  or  supplements  to  pleadings ;  hold 
conferences  for  the  settlement  or  simplification  of  issues ;  regulate  the  course 
of  the  hearing ;  prescribe  the  order  in  which  evidence  shall  be  presented ; 
dispose  of  procedural  requests  or  similar  matters ;  hear  and  rule  upon  mo- 
tions ;  administer  oaths  and  affirmations ;  examine  witnesses ;  direct  witnesses 
to  testify  or  produce  evidence  available  to  them  which  will  aid  in  the  de- 
termination of  any  questions  of  fact  in  issue,  rule  upon  offers  of  proof  and 
receive  relevant  material,  reliable  and  probative  evidence ;  act  upon  petitions 
to  intervene ;  permit  submission  of  facts,  arguments,  and  proposals  of  ad- 
justment ;  hear  oral  argument  at  the  close  of  testimony ;  fix  the  time  for 
filing  briefs,  motions,  and  other  documents  in  connection  with  hearings ;  and 
dispose  of  any  other  matter  that  normally  and  properly  arises  in  the  course  of 
the  proceedings.  The  presiding  officer  or  the  CHSB  may  exclude  any  person  from 
a  hearing  for  disrespectful,  disorderly,  or  contumacious  language  of  conduct. 

(b)  Disqualification  of  presiding  officer. — Any  presiding  officer  may  at  any 
time  withdraw  if  he  deems  himself  disqualified  in  which  case  there  will  be 
designated  another  presiding  officer.  If  a  party  to  a  proceeding,  or  his  repre- 
sentative, files  a  timely  and  sufficient  affidavit  of  personal  bias  or  disquali- 
fication of  a  presiding  officer,  the  CHSB  will  determine  the  matter  as  a  part 
of  the  record  and  decision  in  the  case. 

(0)  Objections  and  exceptions. — Formal  exceptions  to  rulings  on  evidence  and 
procedure  are  unnecessary.  It  is  sufficient  that  a  party,  at  the  time  that  a 
ruling  of  the  presiding  officer  is  made  or  sought,  makes  known  to  the  pre- 
siding officer  the  action  which  he  desires  taken  or  his  objections  to  such 
action  and  his  grounds  therefor;  provided,  that  if  a  party  has  no  opportunity 
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to  object  to  a  ruling  at  the  time  it  is  made  or  to  request  a  particular  rul- 
ing at  an  appropriate  time,  such  party,  with  five  (5)  days  of  notification  of 
action  taken  or  refused,  shall  state  his  objection  and  his  grounds  therefor. 

(d)  Offers  of  proof. — Any  offer  of  proof  made  in  connection  with  an  ob- 
jection taken  to  a  ruling  of  the  presiding  oflScer  rejecting  or  excluding  prof- 
fered oral  testimony  shall  consist  of  a  statement  of  the  substance  of  the 
evidence  which  counsel  contends  would  be  adduced  by  such  testimony ;  and  if 
the  excluded  evidence  consists  of  evidence  in  documentary  or  written  form 
or  of  reference  to  documents  or  records,  a  copy  of  such  evidence  shall  be 
marked  for  identification  and  shall  constitute  the  offer  of  proof. 

(e)  Presence  o/  staff  members. — The  names  of  the  members  of  the  CHSB 
staff  present  at  a  hearing,  who  have  been  assigned  to  work  on,  or  to  assist 
in  the  proceeding,  shall  be  noted  in  the  record. 

(f)  Order  of  presentation. — In  any  hearing  held  with  respect  to  the  revoca- 
tion of  any  certification  under  M.G.L.  c.  6  sec.  172  the  counsel  for  the  CHSB 
shall  open  and  close  the  presentations.  Where  there  is  more  than  one  party 
in  the  same  proceeding,  the  order  of  presentation  shall  be  in  the  discretion 
of  the  presiding  oflScer.  After  all  the  evidence  and  testimony  of  the  person 
opening  has  been  received,  the  evidence  and  testimony  of  all  other  parties 
or  others  who  have  been  allowed  to  participate  in  the  hearing  shall  be  re- 
ceived in  the  order  determined  by  the  presiding  oflicer.  All  witnesses  shall 
be  subject  to  examination  by  the  presiding  oflBcer,  counsel  for  the  CHSB, 
counsel  for  other  parties,  and  counsel  for  any  other  person  as  permitted  by 
the  presiding  oflScer.  A  reasonable  amount  of  time  for  the  preparation  of 
cross  examination  shall  be  afforded. 

(g)  Conduct  of  persons  present. — All  parties,  counsel,  witnesses,  and  other 
persons  present  at  a  hearing  shall  conduct  themselves  in  a  manner  con- 
sistent with  the  standards  of  decorum  commonly  observed  in  the  courts  of 
this  Commonwealth.  Where  such  decorum  is  not  observed,  the  presiding 
officer  may  take  such  action  as  he  deems  appropriate  including,  but  not 
limited  to,  the  exclusion  of  any  such  individuals  from  further  participation 
in  the  proceeding. 

(h)  Additional  Evidence. — At  any  stage  of  the  hearing  the  presiding  of- 
ficer may  call  for  further  evidence  upon  any  issue  and  require  such  evi- 
dence to  be  presented  by  the  party  or  parties  concerned  or  by  the  counsel  for 
the  CHSB  either  at  that  hearing  or  adjournments  thereof.  At  the  hearing, 
the  presiding  officer  may  authorize  any  party  to  file  specific  documentary  evi- 
dence as  a  part  of  the  record  within  a  specified  time. 

4.14  Transcripts 

(a)  Transcript  and  record. — Of  its  own  accord,  the  CHSB  may  provide 
that  all  proceedings  in  a  pending  matter  be  officially  recorded  by  a  reporter 
appointed  for  that  purpose  at  the  CHSB's  expense.  In  the  event  that  the  CHSB 
does  not  so  provide,  any. party  may  request  leave  to  provide  a  reporter  for 
the  purpose  of  officially  recording  the  proceeding  at  its  own  expense.  Such  re- 
quest shall  be  made  to  the  presiding  officer  at  least  three  (3)  days  in  advance 
of  the  proceeding.  In  the  event  that  no  reporter  is  present  to  officially  record 
a  proceeding,  a  sound  recording  will  be  made.  At  the  request  of  any  party, 
the  CHSB  shall  provide  a  copy  of  the  transcript  of  the  sound  recording, 
upon  payment  of  the  reasonable  cost  of  preparing  said  copy.  The  CHSB 
need  not  make  said  copy  available  to  any  party  until  payment  has  been  re- 
ceived. 

(b)  Transcript  corrections. — Corrections  in  the  official  transcript  may  be 
made  only  to  make  it  conform  to  the  evidence  presented  at  the  hearing. 
Transcript  corrections  agreed  to  by  opposing  attorneys  may  be  incorporated 
into  the  record  if  and  when  approved  by  the  presiding  officer,  at  any  time 
during  the  hearing,  or  after  the  close  of  evidence,  but  not  more  than  ten 
(lOf)  days  from  the  date  of  receipt  of  the  transcript.  The  presiding  officer 
may  call  for  the  submission  of  proposed  corrections  and  make  disposition 
thereof  at  appropriate  times  during  the  course  of  the  proceeding.  Any  ob- 
jections to  the  accuracy  of  the  transcript  not  raised  within  ten  (10)  days 
after  the  transcript  is  made  available  to  the  objecting  party  shall  be  deemed 
waived. 

4.15  Consolidation 

The  presiding  officer  or  the  CHSB  upon  its  own  motion,  or  upon  motion 
by  a  party  or  other  person  joined  in  the  proceeding,  may  order  proceedings 
involving  a  common  question  of  law  or  fact  to  be  consolidated  for  hearing 
on  any  or  all  of  the  matters  in  issue  in  such  proceedings. 
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4.16    Evidence 

(a)  The  CHSB  shall  follow  the  rules  of  evidence  observed  by  courts  when 
practicable  and  shall  observe  the  rules  of  privilege  recognized  by  law,  ex- 
cept as  otherwise  provided  by  any  law.  There  shall  be  excluded  such  evidence 
as  is  unduly  repetitious  or  cumulative  or  such  evidence  as  is  not  of  the  kind 
on  which  reasonable  persons  are  accustomed  to  rely  in  the  conduct  of  serious 
affairs.  All  unsworn  statements  appearing  in  the  record  shall  not  be  con- 
sidered as  evidence  on  which  a  decision  may  be  based. 

(b)  OflScial  notice  may  be  taken  of  such  matters  as  might  be  judicially 
noticed  by  the  courts  of  the  United  States  or  of  this  Commonwealth  and  in 
addition,  the  CHSB  or  the  presiding  officer  may  take  notice  of  general, 
technical,  or  scientific  facts  within  their  specialized  knowledge ;  provided, 
that  the  CHSB  or  the  presiding  oflBcer  shall  notify  all  parties  of  the  ma- 
terial so  noticed,  and  provided  further,  that  any  party  on  timely  request 
be  afforded  an  opportunity  to  contest  the  matters  so  noticed. 

(c)  Documentary  evidence:  incorporation  by  reference:  CHSB's  files. 

Any  matter  contained  in  any  records,  investigations,  reports  and  documents 
in  the  possession  of  the  CHSB  of  which  a  party  or  the  CHSB  desires  to  avail 
itself  as  evidence  in  making  a  decision,  shall  be  offered  and  made  a  part 
of  the  record  in  the  proceeding.  Such  records  and  other  documents  need  not 
be  produced  or  marked  for  identification,  but  may  be  offered  in  evidence  by 
specifying  the  report,  document  or  other  file  containing  the  matter  so  offered. 

(d)  Prepared  testimony. — The  presiding  oflScer  may  allow  prepared  direct 
testimony  of  any  witness  to  be  offered  as  an  exhibit  and  may  omit  oral 
presentation  of  the  testimony.  Copies  of  such  proposed  exhibit  shall  be 
served  upon  all  persons  who  have  filed  an  appearance  and  on  staff  counsel, 
at  least  seven  (7)  days  in  advance  of  the  session  of  the  proceeding  at  which 
such  exhibit  is  to  be  offered. 

(e)  Stipulations. — The  parties  to  any  proceeding  before  the  CHSB,  by  stipu- 
lation in  writing  filed  with  the  CHSB  or  entered  in  the  record,  may  agree 
upon  the  fact  or  any  portion  thereof  involved  in  the  controversy,  which  stipu- 
lation may  be  regarded  and  used  as  evidence  at  the  hearing.  The  CHSB  may 
in  such  cases  require  such  additional  evidence  as  it  may  deem  necessary. 

4.16  Subpoenas 

(a)  Issuance. — The  CHSB  and  all  other  parties  have  authority  in  accord- 
ance with  M.G.L.  c.  30A,  sec.  12  to  issue  subpoenas  requiring  the  attendance 
and  testimony  of  witnesses  and  the  production  of  any  documents  in  question 
in  the  proceeding.  Subpoenas  for  the  attendance  of  witnesses  or  the  pro- 
duction of  documents  may  be  issued  without  notice  to  any  other  party. 

(b)  Motions  to  quash  or  modify. — Within  a  reasonable  time  fixed  by  the 
presiding  oflScer,  any  person  to  whom  a  subpoena  is  directed  may  petition 
the  presiding  oflBcer  to  revoke  or  modify  a  subpoena. 

4.17  Reopening  hearings 

No  person  may  present  additional  evidence  after  having  rested  nor  may  any 
hearing  reopen  after  having  been  closed,  except  upon  motion  and  showing  of 
good  cause.  Such  motions  shall  be  filed  with  the  presiding  oflBcer  who  shall 
notify  all  parties  of  his  action  upon  the  motion.  Notwithstanding  the  above, 
the  presiding  oflScer  or  CHSB  may,  at  any  time  prior  to  the  rendering  of 
a  decision,  reopen  the  hearing  on  its  own  motion.  In  case  of  such  reopening 
on  motion  of  the  presiding  officer  or  CHSB,  the  parties  shall  be  notified  and 
the  hearing  shall  not  be  convened  less  than  five  (S)  days  after  the  sending 
of  such  notice. 

4.18  Decisions 

(a)  Contents  and  service. — All  recommended,  tentative,  and  final  decisions 
vdll  include  a  statement  of  findings  and  conclusions  as  well  as  the  reasons 
or  bases  therefor,  upon  all  the  material,  issues  of  fact,  law,  or  discretion  pre- 
sented on  the  record,  and  the  appropriate  relief  or  denial  thereof.  A  copy  of 
each  final  decision  when  issued  shall  be  served  on  the  parties  to  the  proceeding. 

(b)  Filing  of  presiding  ofiicer's  recommended  decision  with  the  CHSB 

The  presiding  officer  shall  file  his  recommended  decision  together  with  his 
statement  of  findings  and  conclusions,  as  well  as  the  reasons  or  bases  therefor, 
upon  all  the  material  issues  fact,  law,  or  discretion  presented  on  the  record, 
and  the  appropriate  relief  or  denial  thereof  with  the  CHSB  as  soon  as  prac- 
ticable after  the  close  of  any  proceeding. 

(c)  Consideration  of  presiding  officer's  recommended  decision  by  CHSB 


924 

As  soon  as  practicable  after  the  filing  of  the  presiding  ofl5cer's  recommended 
decision,  the  CHSB  shall  consider  the  recommended  decision  of  the  presiding 
oflficer  at  a  duly  called  meeting. 

4.19  Tentative  decisions 

(a)  Request  for  a  tentative  decision. — Any  party  may,  in  advance  of  hear- 
ing, request  in  writing  that  the  CHSB  furnish  it  a  copy  of  a  tentative  de- 
cision, if  a  majority  of  the  CHSB  has  neither  heard  nor  read  the  evidence. 
If  such  a  request  has  been  made  by  any  party  when  a  majority  of  the 
CHSB  has  neither  heard  nor  read  the  evidence  a  tentative  decision  shall 
be  made  by  the  CHSB  which  may  be  made  on  the  basis  of  the  presiding 
oflScer's  recommended  decision  containing  the  matters  set  forth  in  these  regu- 
lations. Unless  a  timely  request  is  filed  by  a  party  to  a  proceeding  the  CHSB 
need  not  make  any  tentative  decision. 

(b)  Notice  of  tentative  decisions. — As  soon  as  practicable  after  the  CHSB 
has  made  its  tentative  decision,  the  chairman  of  the  CHSB  shall  forward  a 
copy  thereof  to  any  party  who  is  entitled  thereto. 

(c)  Filing  of  objections. — A  party  shall  have  ten  (10)  days  from  the  date 
of  mailing  of  the  tentative  decision  to  submit  written  objections  and  either 
oral  or  written  arguments  to  the  CHSB,  the  choice  to  be  in  the  discretion 
of  the  CHSB. 

4.20  Oral  argument:  submission  for  final  decision 

(a)  Oral  argument. — If  oral  argument  before  the  CHSB  is  desired  on  ob- 
jections to  a  tentative  decision,  or  on  a  motion  or  petition,  a  request  therefor 
shall  be  made  in  writing  to  the  CHSB.  Any  party  may  make  such  a  request 
irrespective  of  his  filing  objections  or  written  argument.  If  a  brief  on  ob- 
jections or  argument  is  filed,  the  request  for  oral  argument  shall  be  incor- 
porated therein.  Applications  for  oral  argument  will  be  granted  or  denied 
in  the  discretion  of  the  CHSB,  and  if  granted,  the  notice  of  oral  argument 
will  set  forth  the  order  of  presentation.  Those  who  appear  before  the  CHSB 
on  oral  argument  shall  confine  their  argument  to  points  of  controlling  im- 
portance raised  on  objections.  Where  the  facts  of  a  case  are  adequately  and 
accurately  dealt  with  in  the  tentative  decision,  parties  should,  as  far  as  pos- 
sible, address  themselves  in  argument  to  the  conclusions. 

(b)  Submission  to  CHSB  for  final  decision 

A  proceeding  will  be  deemed  submitted  to  the  CHSB  for  final  decision  as 
follows : 

(1)  if  oral  argument  is  had,  the  date  of  completion  thereof,  or  if  memo- 
randa on  points  of  law  are  permitted  to  be  filed  after  argument,  the  last 
date  of  such  filing ; 

(2)  if  oral  argument  is  not  had,  the  last  date  when  objections  or  written 
arguments  or  replies  thereto  are  filed,  or  if  objections  and  written  argu- 
ments are  not  filed,  the  expiration  date  for  such  objections  or  written  argu- 
ments ;  or 

(3)  if  a  majority  of  the  CHSB  has  neither  heard  nor  read  the  evidence  and 
a  timely  request  for  an  opportunity  to  submit  written  objections  and  either 
written  or  oral  arguments  has  not  been  filed,  on  the  date  that  the  presiding 
officer  files  his  recommended  decision  with  the  CHSB. 

4.21  Quorum 

At  least  a  majority  of  the  members  of  the  CHSB  shall  participate  in  any 
action  of  the  CHSB.  All  decisions  and  rulings  of  the  CHSB  shall  be  by  a 
vote  of  a  majority  of  the  CHSB  present. 

4.22  Appeal  from  final  decision 

The  CHSB  shall  notify  all  parties  of  their  right  to  appeal  a  final  decision 
of  the  CHSB  pursuant  to  M.G.L.  c.  30a  sec.  14  and  M.G.L.  c.  6  sec.  176 
and  of  the  time  limit  on  their  right  to  appeal. 


Opinion  of  the  Justices,  Supreme  Judicial  Court  of  Massachusetts. 

March  28,  1974 

To   the   Honorable   the   House   of   Representatives   of   the   Commonwealth    of 

Massachusetts : 

The    Justices    of    the    Supreme    Judicial    Court    respectfully    submit    these 

answers  to   the  questions   set   forth   in   an   order   adopted   by   the   House   on 

February  21,  1974,  and  transmitted  to  us  on  February  25.   1974.   The  order 
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recites  the  pendency  before  the  General  Court  of  a  bill,  House  No.  5293, 
recommended  in  a  message  from  the  Governor;  a  copy  of  each  was  trans- 
mitted with  the  order.  As  more  specifically  set  out  later  in  this  opinion,  the 
bill  provides  for  an  electronic  data  processing  and  telecommunications  com- 
mission and  department  which  would  centralize  and  operate  all  of  the 
electronic  data  processing  and  telecommunications  services  needed  by  all 
branches  of  the  government  of  the  Commonwealth. 

The  questions  are : 

"1.  Would  the  enactment  of  the  bill  printed  in  House,  No.  5293  be  in  viola- 
tion of  Article  XXX  of  Part  the  First  of  the  Constitution  of  the  Common- 
wealth providing  for  the  separation  of  the  Legislative,  Executive  and  Judicial 
Departments? 

"2.  Would  the  enactment  of  the  bill  printed  in  House,  No.  5293  which  ap- 
plies to  the  housing  court  of  the  City  of  Boston  be  in  violation  of  Article  II 
of  the  Amendments  to  the  Constitution  of  the  Commonwealth  establishing 
home  rule  for  municipalities?" 

1.  Initially,  we  note  that  the  concept  of  a  separation  of  powers  is  funda- 
mental to  our  form  of  government.  While  not  explicitly  delineated  in  the 
Federal  Constitution  it  is  implicit  in  the  structure  of  the  government  there 
created  and  it  finds  expression,  in  varying  forms,  in  the  Constitutions  of 
most  of  the  States.  The  Massachusetts  version,  like  those  of  only  a  handful  of 
other  States,  is  in  a  most  explicit  form,  and  on  its  face  calls  for  a  complete 
and  rigid  division  of  all  powers  among  the  three  branches.^  "The  court  is 
ever  solicitous  to  maintain  the  sharp  division  between  the  three  departments 
of  government  as  declared  by  art.  30  of  the  Declaration  of  Rights."  Attorney 
Gen.  V.  Brissenden,  271  Mass.  172,  183  (1930).  We  have  stated  that  "[t]hese 
limitations,  though  sometimes  difficult  of  application,  must  be  scrupulously 
observed."  Opinion  of  the  Justices,  302  Mass.  605,  622  (1939). 

Nevertheless,  we  recognize  that  an  absolute  division  of  the  three  general 
types  of  functions  is  neither  possible  nor  always  desirable.  The  growth  in 
this  century  of  administrative  agencies,  called  by  some  a  "fourth  branch" 
of  government,  has  sometimes  tended  to  obscure  the  admittedly  indistinct 
boundary  lines  between  the  three  branches  and  led  some  courts  to  adopt 
such  descriptions  as  "quasi-judicial"  or  "quasi-legislative."  ^  Scholars  in  this 
field  particularly  have  questioned  the  strict  application  of  the  doctrine. 
Professor  Jaffe  argues  that  complete  exclusiveness  is  absurd  as  functions  can- 
not be  classified  executive,  legislative  or  judicial  so  clearly.^  He  views  the 
logic  of  separation  of  powers  as  polarity  rather  than  strict  classification. 
Professor  Davis  urges  that  the  true  principle  is  not  the  separation  of  three 
kinds  of  power  but  a  system  of  checks  to  prevent  undue  concentration  of 
power.*  He  quotes  Justice  Holmes,  dissenting  in  Springer  v.  Government  of 
Philippine  Islands,  277  U.S.  189,  211  (1928)  :  "It  does  not  seem  to  need  argu- 
ment to  show  that  however  we  may  disguise  it  by  veiling  words  we  do  not 
and  cannot  carry  out  the  distinction  between  legislative  and  executive  action 
with  mathematical  precision  and  divide  the  branches  into  watertight  com- 
partments, were  it  ever  so  desirable  to  do  so,  which  I  am  far  from  believing 
that  it  is,  or  that  the  Constitution  requires." 

The  laudable  motives  of  the  authors  of  the  present  bill,  the  promotion  of 
economy  and  efficiency  in  government,  often  dictate  cooperation  among  the 
coordinate  branches.  Such  efforts  must,  however,  take  place  within  the 
limitations  of  art.  30.  which  was  not  lightly  adopted,  and  must  be  complied 
with.  Thus,  this  court  has  upheld  the  assignment  of  a  legislative  investigation 
to  an  executive  officer,  as  the  Legislature  may  delegate  "incidental  powers 
which  it  may  exercise  itself  in  aid  of  its  primary  functions  but  which  do 
not  partake  of  the  nature  of  law  making."  Attorney  Gen.  v.  Brissenden,  271 
Mass.   172,   181    (1930).   We   have   stated   that   "[t]here   is   nothing   inherently 


1  Article  .^0  of  our  Declaration  of  Rights  :  "In  the  government  of  this  commonwealth 
the  legislative  department  shall  never  exercise  the  executive  and  .iiidlclal  powers,  or 
either  of  them  :  the  executive  shall  never  exercise  the  legislative  and  judicial  powers, 
or  either  of  them  :  the  judicial  shall  never  exercise  the  legislative  and  executive  powers, 
or  either  of  them  :  to  the  end  It  mav  he  a  government  of  laws  and  not  of  men." 

In  order  to  avoid  confusion  with  the  use  of  the  term  "Department"  to  refer  to  the 
specific  agency  set  up  by  the  bill  we  will  refer  In  this  opinion  to  the  three  maior 
divisions  of  government  as  "branches." 

» Davis.  Administrative  Law  Treatise,  5   l.Ofl   (1958). 

s.Taffe,  Judicial  Control  of  Administrative  Action.  2S    (1965). 

*  Davis,  Administrative  Law  Treatise,  §  1.09   (1958). 
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repugnant  to  the  concept  of  separation  of  powers  that  agents  of  one  branch 
also  act  as  agents  of  .  .  .  [anjother."  Commonwealth  v.  Favulli,  352  Mass. 
95,  101  (1967).  Some  flexibility  in  allocating  functions  whose  classification 
would  be  at  best  ambiguous  is  no  doubt  desirable,  so  long  as  it  "creates  no 
interference  by  .  .  .  [one]  department  with  the  power  of  .  .  .  [another]  depart- 
ment" Opinion  of  the  Justices,  208  Mass.  610,  613  (1911).  This  latter  develop- 
ment is  the  essence  of  what  cannot  be  tolerated  under  art.  30. 

We  believe  the  proposed  bill  violates  this  core  principle  and  also  trans- 
gresses specific  precedent  on  the  allocation  of  governmental  powers.  It  would 
therefore  be  unconstitutional  if  passed.  We  discuss  the  specific  reasons  below. 

APPOINTMENTS 

The  major  supervisory  body  created  by  House  No.  5293  would  be  the  Elec- 
tronic Data  Processing  and  Telecommunications  Commission  (the  Commis- 
sion). It  would  have  administrative  authority  over  the  Electronic  Data 
Processing  and  Telecommunications  Services  Department  (the  Department) 
which  in  turn  would  have  operational  responsibility  for  the  functions  in  all 
branches  of  State  government  within  its  area  of  expertise.  The  bill  calls  for 
the  nine  member  Commission  to  be  appointed  as  follows :  Two  each  by  and 
at  the  pleasure  of  the  Governor,  the  President  of  the  Senate,  the  Speaker  of 
the  House  of  Representatives,  and  the  Chief  Justice  of  the  Supreme  Judicial 
Court,  for  varying  terms  of  office,  and  the  ninth  to  be  chosen  by  a  two-thirds 
vote  of  the  other  eight  members  of  the  Commission.  Several  of  our  prior 
opinions  indicate  clearly  that  the  method  of  selection  outlined  is  constitutionally 
defective. 

"The  creation  of  a  public  office  is  a  legislative  function,  but  the  appoint- 
ment of  a  particular  person  to  an  office  is  the  function  of  the  executive 
department."  Commissioner  of  Admn.  v.  Kelley,  350  Mass.  501.  505  (1966). 
The  Legislature  may  confer  this  power  of  appointment  on  the  Governor  or 
on  another  public  officer  or  board  within  the  executive  branch.  Brown  v. 
Russell,  166  Mass.  14,  25  (1896).  Sheridan  v.  Gardner,  347  Mass.  8  (1964). 
The  Legislature  may  also  make  a  particular  public  officer  an  automatic 
member  of  a  newly  created  board  or  commission  as  that  in  effect  merely 
confers  new  powers  on  that  officer.  Opinion  of  the  Justices,  302  Mass.  605,  620 
(1939). 

"It  is  settled,  however,  that  this  power  of  appointment  may  not  be  con- 
ferred by  the  General  Court  upon  the  courts — the  judicial  department — with 
respect  to  officers  or  boards  not  exercising  a  function  that  is  judicial  or  inci- 
dental to  the  exercise  of  judicial  powers  .  .  ."  Opinion  of  the  Justices,  302 
Mass.  605.  622  (1939).  See  Opinion  of  the  Justices,  300  Mass.  596,  599  (1938). 
Though  the  Commission's  duties  would  be  in  some  sense  incidental  to  the 
work  and  functions  of  the  courts,  it  is  quite  clearly  also  much  broader  than 
that.  We  believe  that  language  used  in  the  case  which  established  the  prece- 
dent for  the  principle  against  appointments  by  the  judiciary  is  apposite  here: 
"The  people  of  Massachusetts  .  .  .  have  made  most  careful  provision  ...  for 
removing  the  judiciary,  and  especially  this  court,  from  political  influences  of 
every  kind,  as  far  as  possible.  .  .  .  We  cannot  exercise  this  power  as  judges, 
because  it  is  not  a  judicial  function.  .  .  ."  Case  of  Supervisors  of  Election, 
114  Mass.  247,  249,  251  (1873).  Cf.  Bumside  v.  Bristol  County  Bd.  of  Retire- 
ment, 352  Mass.  481  (1967). 

While  the  court  clearly  has  "the  power  to  appoint  or  to  remove  certain  officers 
whose  duties  are  closely  connected  with  the  judicial  work  of  the  court,"  La- 
Chapelle  v.  United  Shoe  Mach.  Corp.  318  Mass.  166.  170  (1945),  that  power 
does  not  extend  to  officers  such  as  members  of  the  Commission  whose  work 
would  affect  the  functioning  of  the  other  two  major  branches  of  government 
as  well.  Appointments  which  could  not  be  made  by  the  Supreme  Judicial 
Court  as  a  body,  because  not  judicial  in  nature,  cannot  be  made  by  its  Chief 
Justice  acting  individually.  Cf.  Opinion  of  the  Justices,  303  Mass.  615  (1939) 
(quoted  immediately  below). 

As  for  the  proposed  appointments  by  the  President  of  the  Senate  and  the 
Speaker  of  the  House  of  Representatives,  "in  our  opinion  the  power  of  ap- 
pointing members  of  such  boards  is  so  far  executive  in  nature  that  it  cannot 
be  conferred  by  fixed  law  upon  such  purely  legislative  officers  as  senators 
and  representatives,  acting  in  any  manner  other  than  that  prescribed  by 
the  Constitution  for  action  by  the  General  Court,  without  violating  the  pro- 
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visions  of  art.  30  of  the  Declaration  of  Riglits.  But  even  if  the  power  of 
appointing  members  of  such  boards  were  to  be  regarded  as  a  legislative 
power,  it  could  be  exercised  by  the  General  Court  or  its  members  onlv  in 
the  manner  prescribed  by  the  Constitution  for  action  by  the  General  Court, 
and  could  not  be  delegated  to  such  members  acting  in  a  different  manner." 
Opinion  of  the  Justices,  303  Mass.  615,  624  (1939).  In  another  opinion  the 
Justices  of  this  court  explicitly  stated  that  "the  power  of  appointing  such 
members  cannot  be  conferred  by  law  upon  the  President  of  the  Senate  and 
the  Speaker  of  the  House  of  Representatives,  whether  or  not  such  members 
are  required  to  be  chosen  from  among  the  members  of  the  Senate  and  of  the 
House."  Opinion  of  the  Justices,  302  Mass.  605,  620  (1939). 

INTERFERENCE  WITH  THE  JUDICIARY 

If  the  appointment  provisions  were  revised  to  conform  to  constitutional  re- 
quirements and  the  Commission  and  the  Department  were  placed,  as  seems 
logical  from  their  functions,  in  the  executive  branch  of  government,  the  ques- 
tion would  nevertheless  remain  whether  there  would  be  an  interference  by 
that  branch  with  the  function  of  the  judiciary.^  If  so,  it  would  be  a  clear 
violation  of  art.  30.  Opinion  of  the  Justices,  208  Mass.  610,  613  (1911).  Walton 
Lunch  Co.  V.  Kearney,  236  Mass.  310  (1920). 

The  Governor's  message  to  the  Legislature  recommending  passage  of  House 
No.  5293  asserts  that  such  concerns  are  "mitigated  by  the  fact  that  the  de- 
partment will  be  a  service  department,  not  a  policy-making  department  in 
the  traditional  sense."  Were  the  Commission  and  the  Department  to  function 
in  a  strictly  service  capacity  for  the  several  branches  of  government,  with  no 
involvement  in  their  internal  functioning,  the  requirements  of  art.  30  would 
be  met.  Clearly,  for  example,  the  executive  branch  may  manage  public  build- 
ings without  constitutional  impediment.  However,  the  decision  of  this  court 
in  O'Coin's,  Inc.  v.  Treasurer  of  the  County  of  Worcester,  Mass.  (1972),^  re- 
quires the  provision  of  adequate  court  house  facilities.  Cf.  G.  L.  c.  213,  §  8. 
House  No.  5293  does  not  require  the  Commission  or  Department  to  pro- 
vide the  courts  with  adequate  data  processing  services.  Furthermore,  data 
collection  and  processing  are  very  different  from  the  management  of  build- 
ings. The  manner  in  which  data  are  collected  and  stored  in  a  carefully  pro- 
grammed computer  has  major  implications  for  the  manner  in  which  they 
can  later  be  used.  Control  over  the  collection,  processing,  and  dissemination 
of  data  is  thus  at  least  indirect  control  over  the  information  processed  and 
the  activities  of  personnel  engaged  in  its  collection  and  use.  This  basic  fact 
belies  the  assurance  in  §  8  of  the  bill  as  to  control  and  regulation  by  the 
source  agency.  There  are  many  incidents  of  ownership  and  it  seems  clear 
that  the  bill,  despite  §  8,  removes  some  of  them  from  the  source  agency  and 
places  them  with  the  Commission.  For  example,  in  certain  cases  requiring 
special  security  provisions,  such  as  impoundment  of  papers,  these  procedures 
would   be   unquestionably    jeopardized   by    the   contemplated    bill. 

Our  concern  as  to  the  effect  of  such  indirect  influence  over  other  branches 
of  government  is  amplified  by  the  policy-making  role  assigned  by  the  bill  to 
the  Commission.^  In  I  3  the  Commission  is  "authorized  and  empowered:  (1) 
To  oversee,  manage  and  develop  policy  for  the  Commonwealth's  electronic  data 
processing  and  telecommunications  needs  and  to  over.see  the  management  of 
.  .  .  [the  Department]."  "(4)  To  approve  or  disapprove  all  projects  for  the 
Department  and  to  set  priorities  for  such  projects.  .  .  .(11)  To  perform  all 
other  acts  necessary  and  proper  for  the  execution  of  the  purposes  of  this 
act."  In  §  4  the  Department  is  stated  to  be  "responsible  for  carrying  out  the 
policy  and  operational  mandates  of  the  Commission"  and  is  "authorized  and 


s  It  is  perhaps  worth  noting  that  the  protection  of  the  Independence  of  the  judlciar.v 
was  the  exclusive  purpose  of  the  original  draft  of  the  Massachusetts  separation  of 
powers  clause.  As  drafted  bv  John  Adams  and  reported  by  the  committee  as  art.  ."^l  of 
the  draft  the  clause  read  as  follows  :  "The  judicial  department  of  the  State  ought  to 
be  separate  from,  and  independent  of,  the  legislative  and  executive  powers  "J  of  the 
Convention  for  Framing  a  Constitution  of  Government  (Mass.  Bay)  (1776X1780  1H7. 
See  generally  2  Mass.  L.  Q.    (No.  5)    383-393    (1917). 

8  Mass.  Adv.  Sh.   (1972)    1631.  _   ^         ^  ^  ^  ,„    ,    ,.  . 

^For  a  critical  analysis  of  some  of  the  dangers  inherent  In  such  a  unified  data  col- 
lecting and  processing  system,  see  the  remarks  of  Professor  Arthur  R  Miller  in  Auto- 
mation in  the  Courts,  Its  Impact  on  Record -Making  «"''  Rf'C«J'':^«"<^PV°S' JTp^*'^!,^ 
for  the  Private  Citizen  and  the  Public,  Association  of  the  Bar  of  the  City  of  New  "iork. 
.35-45   (1971). 
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empowered:  (1)  To  program,  plan  and  budget  for  all  electronic  data  process- 
ing and  telecommunications  activities  .  .  .  which  will  enable  the  Depart- 
ment to  exercise  fiscal  control  over  ...  all  such  state  agencies  and  depart- 
ments using  electronic  data  processing  and  telecommunications  services  in- 
cluding the  General  Court  and  the  Judicial  Department.  ...  (4)  To  develop 
and  maintain  project  control  for  all  data  processing  and  telecommunica- 
tions projects." 

The  potential  for  dangerous  concentration  of  indirect  but  very  real  con- 
trol over  all  branches  of  government  inherent  in  such  legislation  is  sub- 
stantial. The  provisions  of  the  bill  providing  for  a  Security  and  Privacy 
Council  to  make  "recommendations  concerning  jfuestions  of  individual  privacy 
and  system  security  in  connection  with  the  collection,  storage,  dissemination 
and  usage  of  data  processing  information  pertaining  to  individuals"  (§  5), 
and  providing  a  right  of  hearing  before  the  Council  to  "[a]ny  person  who  is 
aggrieved  by  a  decision  of  the  Commission  or  whose  privacy  has  been  vio- 
lated" (§  6),  neither  substantively  nor  procedurally  answer  such  concerns. 
Nor  does  the  attenuated  right  of  administrative  appeal  to  a  Committee  of 
Conference  or  judicial  appeal  under  the  State  Administrative  Procedure  Act, 
G.  L.  c.  30A  (§§6  and  7)  suffice  to  do  so.  The  bill  creates  an  agency  with 
power  to  exert  control  over  all  branches  of  government  and  thus  is  anti- 
thetical to  the  notion  of  separation  of  powers.  This  notion  does  not  neces- 
sarily preclude  judicial  participation  on  a  voluntary  basis  in  the  sharing  of 
data  processing  facilities  and  services,  provided  that  such  participation  does 
not  involve  internal  functioning  of  the  judicial  branch. 

UNLAWFUL  TRANSFER  OF  POWER  FROM  LEGISLATURE  TO  EXECUTIVE 

Apart  from  the  problems  of  an  impermissible  scheme  of  appointments  and 
interference  with  the  judiciary,  an  additional  impediment  remains  which 
would  alone  render  the  proposed  legislation  invalid  under  art.  30.  As  the  plan 
originates  with  the  General  Court  the  constitutional  problem  lies  not  in  any 
usurpation  of  the  power  of  that  body  but  in  the  propriety  of  such  a  delegation 
of  administrative  authority  and  control  from  the  Legislature  to  the  execu- 
tive. Opinion  of  the  Justices,  208  Mass.  610  (1911).  Attorney  Gen.  v.  Bris- 
senden,  271  Mass.  172  (1930).  Opinion  of  the  Justices,  302  Mass.  605  (1939). 
Commonwealth  v.  Faville,  352  Mass.  95,  101  (1967).  While  the  particular  prob- 
lems created  would  not  be  identical,  the  potential  for  interference  in  the  in- 
ternal functioning  of  the  Legislature  would  be  similar  to  the  effect  on  the 
judiciary,  the  risks  of  which  we  noted  above. 

2.  As  any  consideration  of  the  constitutionality  of  the  proposed  bill  under 
art.  2  of  the  Amendments  to  the  Constitution  of  the  Commonwealth,  as 
amended  by  art.  89,  would  appear  to  be  rendered  unnecessary  by  the  above 
discussion  of  art.  30,  we  do  not  answer  question  2. 

We  answer  question  1,  "Yes." 

We  beg  to  be  excused  from  answering  question  2. 

G.  Joseph  Tauro. 
Paul  C.  Reardon. 
Francis  J.  Qutrico. 

ROBBTRT  BrAUCHER. 

Edward  F.  Hennessey. 
Benjamin  Kaplan. 
Herbert  P.  Wilkins. 

March  28. 1974. 


MINNESOTA 

H.F.  1316  AS  Amended  and  Passed  by  the  Minnesota  Senate  and  Re-Passed 

BY  the  House. 

journal  of  the  senate 

Strike  everything  after  the  enacting   clause  and   insert  in   lieu   thereof  the 

following:  ,  «     x- 

"Section  4t  [Policy  ftft4  purpooc.]  The  Icgiolaturo  fift^  *feft*  ft  fi*ei^  cffcotivc 
syatom  is  required  t^  control  *be  collection.-  atorngc;  dioocmination;-  ftft4  uaago, 
fey  ef  ©ft  behalf  ©f  *fee  e^ftt-e  ftftd  ite  political  gubdivioiono  ©f  dft*ft  eft  individualor 
jmprovcmcnto  ift  *he  organisation  ftft4  control  of  rccordo  me  imperative  ^ 
otrcngthcn  the  adminiotration  ©f  governmental  programo,  *©  aooure  *he  public  9 
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right  *e  public  information,  ft»4  4re  guarantee  protection  ef  individual  privacy. 
5^be  legislature  further  findo  #»«*  vigorous  protection  of  individual  privacy  is 
ftft  iftdiepeftSftWe  element  ©f  ft  ffti?  aftd  effeotive-rceord  keeping  oyotcm.  ^Fhe 
piirpoaca  of  eectiona  4-  to  8  etre  {4^  to  encourage  more  oeoure  oyotcmo  of  recorde 
©»  individuals;  ^0}  t©  cotablish  more  effective  otructures  aftd  procedures  fof 
the  protection  ©f  individual  privacy ;  ftftd  -(^  t©  assure  periodic  reporting  t©  -the 
legislature  ftft4  t4ie  general  public  concerning  record  keeping. 

Sec.  1.  [Definitions.]  Subdivision  1.  As  used  in  sections  1  to  7  the  terms  defined 
in  this  section  have  the  meanings  given  them. 

Subd.  2.  "Commissioner"  means  the  commissioner  of  the  department  of 
administration. 

Subd.  3.  "Data  on  individuals"  includes  all  records,  files  and  processes  which 
contain  any  data  on  any  individual  and  which  is  kept  or  intended  to  be  kept  on 
a  permanent  or  semipermanent  basis.  It  includes  that  collected,  stored,  and 
disseminated  by  manual,  mechanical,  electronic  or  any  other  means. 

Subd.  4.  "Individual"  means  a  natural  person. 

Subd.  5.  "Political  subdivision"  includes  counties,  municipalities,  towns  and 
school  districts.  It  includes  any  nonprofit  corporation  which  is  a  community 
action  agency  initially  organized  to  qualify  for  public  funds. 

Subd.  6.  "Responsible  authority"  at  the  state  level  means  any  office  established 
by  law  as  the  body  responsible  for  the  collection  and  use  of  any  set  of  data  on 
individuals  or  summary  data.  "Responsible  authority"  in  any  political  sub- 
division means  the  person  designated  by  the  governing  board  of  that  political 
subdivision,  unless  otherwise  provided  by  state  law.  With  respect  to  statewide 
systems,  "responsible  authority"  means  the  state  official  involved,  or  if  more 
than  one  state  official,  the  official  designated  by  the  commissioner. 

Subd.  7.  "State"  means  the  state,  the  university  of  Minnesota,  and  any  office, 
officer,  department,  division,  bureau,  board,  commission  or  agency  of  the  state. 

Subd.  8.  "Statewide  system"  includes  any  record-keeping  system  in  which 
data  on  individuals  is  collected,  stored,  disseminated  and  used  by  means  of  a 
system  common  to  the  state  or  common  to  the  state  and  one  or  more  of  its  political 
subdivisions. 

Subd.  9  ''Summary  data"  means  statistical  records  and  reports  derived  from 
data  on  individuals  but  in  which  individuals  are  not  identified  and  from  which 
neither  their  identities  nor  any  other  characteristics  that  could  uniquely  identify 
an  individual  is  ascertainable. 

Sec.  2.  [Reports  to  the  Legislature.]  On  or  before  December  1  of  each  year 
the  commissioner  shall  prepare  a  report  to  the  legislature.  Summaries  of  the 
report  shall  be  available  to  the  public  at  a  nominal  cost.  The  report  shall 
contain  to  the  extent  feasible  at  least  the  following  information  : 

(a)  A  complete  listing  of  all  systems  of  data  on  individuals  wiiich  is 
kept  by  the  state  and  its  political  subdivisions,  a  description  of  the  information 
contained  therein,  and  the  reason  that  the  data  is  kept ; 

(b)  A  statement  of  which  types  of  data  on  individuals,  in  the  commis- 
sioner's opinion,  are  public  records  as  defined  by  Minnesota  Statutes,  Sec- 
tion 15.17,  which  types  of  data  are  confidential  and  which  types  of  data  are 
neither ; 

(c)  The  title,  name,  and  address  of  the  responsible  authority  for  the  sys- 
tem and  for  each  data  bank  and  associated  procedures  : 

(1)  The  categories  and  number  of  individuals  in  each  category  on  whom 
data  is  or  is  expected  to  be  maintained, 

(2)  The  categories  of  data  maintained,  or  to  be  maintained,  indicating 
which   categories   are   or   will   be  stored   in   computer-accessible   files, 

(3)  The  categories  of  data  sources, 

(4)  A  description  of  all  types  of  use  made  of  data,  indicating  those  in- 
volving computer-accessible  files,  and  including  all  classes  of  users, 

(5)  The  responsible  authority's  and  the  commissioner's  policies  and  prac- 
tices regarding  data  storage,  duration  of  retention  of  data,  and  disposal 
thereof, 

(6)  A  description  of  the  provisions  for  maintaining  the  integrity  of  the 
data  pursuant  to  section  3  (d),  and 

(7)  The  procedures  pursuant  to  section  4  whereby  an  individual  can  (i) 
be  informed  if  he  is  the  subject  of  data  in  the  system,  (ii)  gain  access  to 
the  data,  and  (iii)  contest  its  accuracy,  completeness,  pertinence,  and  the 
necessity  for  retaining  it ;  and 

(d)  Any  recommendations  concerning  appropriate  legislation. 
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Sec.  3.  [Commissioner  shall  promulgate  rules.]  The  commissioner  shall  with 
the  advice  of  the  intergovernmental  information  services  advisory  council 
promulgate  rules  and  regulations,  in  accordance  with  Minnesota  Statutes, 
Chapter  15,  which  shall  apply  to  the  state  and  political  subdivisions  and  shall 
implement  the  enforcement  and  administration  of  the  following : 

(a)  Collection  of  data  on  individuals  and  establishment  of  related  files  of 
the  data  shall  be  limited  to  that  necessary  for  the  administration  and  manage- 
ment  of   programs   enacted   by   the   legislature   or   local   governing   body. 

(b)  Data  on  individuals  shall  be  under  the  jurisdiction  of  the  responsible 
authority.  An  individual  shall  be  appointed  to  be  in  charge  of  each  system 
containing  data  on  individuals.  The  responsible  authority  shall  document  and 
file  with  the  commissioner  the  nature  of  all  data  on  individuals  collected  and 
stored  and  the  need  for  and  intended  use  of  the  data  and  any  other  informa- 
tion required  by  section  2.  Use  of  data  on  individuals  by  other  than  the 
responsible  authority  or  for  other  than  intended  uses,  and  the  interrelation 
by  manual,  mechanical,  or  electronic  means  of  data  on  individuals  under  the 
jurisdiction  of  two  or  more  responsible  authorities,  may  be  permitted  by  the 
responsible  authorities  only  when  required  by  law  or  where  clearly  necessary 
to  the  health,  safety  or  welfare  of  the  public,  or  clearly  in  the  interest  of  the 
individual  involved. 

(c)  The  use  of  summary  data  from  data  on  individuals  under,  the  juris- 
diction of  one  or  more  responsible  authorities  shall  be  permitted,  subject  to 
the  requirements  that  the  data  be  summarized  by  and  under  the  direction  of 
the  responsible  authority.  Requests  for  use  of  the  data  must  be  in  writing, 
stating  the  intended  use  and  approved  by  the  responsible  authority.  The 
responsible  authority  may,  however,  delegate  such  authority  to  the  adminis- 
trative officer  responsible  for  any  central  repository  of  summary  data.  A 
reasonable  fee  may  be  charged  for  the  summarization  of  data,  and  any  ad- 
ditional cost  caused  by  such  summarization  shall  be  borne  by  the  requestor. 
Refusal  of  any  request  for  use  of  summary  data  by  the  responsible  authority 
or  his  delegate  is  appealable  in  accordance  with  Minnesota  Statutes,  Chapter 
15.  The  responsible  authority  may  delegate  to  a  person  outside  of  its  agency, 
its  responsibility  for  summarizing  data  if  it  obtains  a  written  agreement 
from  the  delegate  providing  for  nondisclosure  of  data  on  individuals. 

(d)  Regarding  the  collection,  storage,  dissemination  and  use  of  data  on 
individuals,  the  responsible  authority  shall  establish  reasonable  and  ap- 
propriate safeguards  to  assure  that  the  data  is  accurate,  complete  and  cur- 
rent. Emphasis  shall  be  placed  on  the  data  security  requirements  of  com- 
puterized files  which  are  accessible  directly  via  telecommunications  tech- 
nology, including  security  during  transmission. 

(e)  Data  on  individuals  shall  be  stored  only  so  long  as  necessary  to  the 
administration  of  authorized  programs  or  as  authorized  by  statute. 

See.  4.  [Rights  of  Subjects  of  Data.]  The  rights  of  individuals  on  whom  the 
data  is  stored  or  to  be  stored  and  the  responsibilities  of  the  responsible  au- 
thority shall  be  as  follows : 

(a)  The  purposes  for  which  data  on  individuals  is  collected  and  used  or 
to  be  collected  and  used  shall  be  filed  in  writing  by  the  responsible  authority 
with  the  commissioner  and  shall  be  a  matter  of  public  record  pursuant  to 
section  2. 

(b)  An  individual  asked  to  supply  personal  data  shall  be  informed  of  the 
purpose  of  intended  uses  of  the  requested  data. 

(c)  An  individual  asked  to  supply  personal  data  shall  be  informed  whether 
he  may  refuse  or  is  legally  required  to  supply  the  requested  data.  He  shall  be 
informed  of  any  known  consequence  arising  from  his  supplying  or  refusing  to 
supply  the  personal  data. 

(d)  Data  shall  not  be  used  for  any  purpose  other  than  as  stated  in  clause 
(a)  of  this  section  unless  (1)  the  responsible  authority  first  makes  an  addi- 
tional filing  in  accordance  with  clause  (a)  ;  (2)  the  legislature  gives  its  ap- 
proval by  law;  or  (3)  the  individuals  to  whom  the  data  pertain  give  their 
informed  consent.  . 

(e)  Upon  request  to  a  responsible  authority,  an  individual  shall  be  in- 
formed whether  he  is  the  subject  of  stored  data  and  if  so,  and  upon  his 
additional  request,  shall  be  informed  of  the  content  and  meaning  of  the 
data  recorded  about  him  or  shown  the  data  without  any  charge  to  him.  After 
an  individual  has  been  so  informed,  data  need  not  be  disclosed  to  him  for 
six  months  thereafter  unless  a  dispute  or  action  pursuant  to  this  section  is 
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pending.  This  clause  does  not  apply  to  data  on  individuals  which  is  defined  by 
statute  as  confidential  or  to  records  relating  to  the  medical  or  psychiatric 
treatment  of  the  individual. 

(f)  An  individual  shall  have  the  right  to  contest  the  accuracy  or  complete- 
ness of  data  about  him.  If  contested,  the  individual  shall  notify  in  writing 
the  responsible  authority  describing  the  nature  of  the  disagreement.  The 
responsible  authority  shall  within  30  days  correct  the  data  if  the  data  is 
found  to  be  inaccurate  or  incomplete  and  attempt  to  notify  past  recipients  of 
the  inaccurate  or  incomplete  data,  or  notify  the  individual  of  disagreement. 
The  determination  of  the  responsible  authority  is  appealable  in  accordance 
with  Minnesota  Statutes,  Chapter  15.  Data  in  dispute  shall  not  be  disclosed 
except  under  conditions  of  demonstrated  need  and  then  only  if  the  individual's 
statement  of  disagreement  is  included  with  the  disclosed  data. 

Sec.  5.  [Civil  Penalties.]  Subdivision  1.  Nothwithstanding  Minnesota  Stat- 
utes, Section  466.03,  a  political  subdivision,  responsible  authority  or  state 
which  violates  any  provisions  of  sections  1  to  5  is  liable  to  a  person  who 
suffers  any  damage  as  a  result  of  the  violation,  and  the  person  damaged  may 
bring  an  action  against  the  political  subdivision,  responsible  authority  or 
state  to  cover  any  damages  sustained,  plus  costs  and  reasonable  attorney  fees. 
In  the  case  of  a  willful  violation,  the  violator  shall,  in  addition,  be  liable  to 
exemplary  damages  of  not  less  than  $100,  nor  more  than  ?1,000  for  each 
violation.  The  state  is  deemed  to  have  waived  any  immunity  to  a  cause  of 
action  brought  under  sections  1  to  5. 

Subd.  2.  A  political  subdivision,  responsible  authority  or  state  which  vio- 
lates or  proposes  to  violate  sections  1  to  5  may  be  enjoined  by  the  district 
court.  The  court  may  make  an  order  or  judgment  as  may  be  necessary  to 
prevent  the  use  or  employment  by  any  person  of  any  practices  which  violate 
sections  1  to  5. 

Subd.  3.  An  action  filed  pursuant  to  sections  1  to  5  may  be  commenced 
in  the  county  in  which  the  individual  alleging  damage  or  seeking  relief  re- 
sides, or  in  the  county  wherein  the  political  subdivision  exists,  or,  in  the  case 
of  the  state,  any  county. 

Sec.  6.  [Penalties.]  Any  person  who  willfully  violates  the  provisions  of  sec- 
tions 1  to  5  or  any  lawful  rules  and  regulations  promulgated  thereunder 
is  guilty  of  a  misdemeanor.  Any  public  employee  who  willfully  vioates  sec- 
tions 1  to  5  may  be  suspended  without  pay  or  discharged  after  a  hearing  as 
prescribed  by  law. 

Sec.  7.  [Application.]  Sections  1  to  5  shall  not  apply  to  data  on  individuals  re- 
lating to  criminal  investigations.  Nothing  in  sections  1  to  5  shall  be  con- 
strued to  restrict  or  modify  right  of  access  to  public  records  guaranteed  by 
Minnesota  Statutes,  Section  15.17.  or  by  any  other  statute." 

Further  amend  by  striking  the  title  and  insert  in  lieu  thereof :' 

"A  bill  for  an  act  relating  to  the  collection,  security  and  dissemination  of 
records  and  information  by  the  state  and  its  political  subdivisions;  providing 
a  civil  cause  of  action ;  providing  penalties." 

And  when  so  amended  the  bill  do  pass.  Amendments  adopted.  Report 
adopted. 

MISSOURI 

Privacy  and  Skcubitt  of  Computerized  Criminal  Justice  Systems 

(By  Melvin  F.  Bockelman) 

Thirty  years  ago,  one  of  the  most  fantastic  devices  ever  to  be  developed  by 
mankind  made  a  rather  obscure  appearance  in  this  country.  Little  did  the 
inventors  realize,  that  within  the  time  frame  of  this  century,  the  computer 
would  assume  a  major  role  in  processing  record  keeping  systems  of  our 
economy  and  it  would  also  be  cited  as  responsible  for  effecting  profound 
changes  to  our  society. 

We  live  today,  in  a  time  in  which  90%  of  the  scientists  who  have  ever 
lived,  are  now  living ;  at  a  time  in  which  knowledge,  that  prior  to  this  century 
doubled  every  50  years,  now  doubles  every  five  years;  a  time  in  which  the 
dramatic  technological  advances  of  the  electronic  computer  has  given  us  the 
capability  to  calculate  information  500  million  times  faster  than  we  could 
prior  to  World  War  II.  Leading  economists  have  stated  that  automation  is 
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by  now  so  deeply  implanted  In  our  economy  that  we  are  beyond  the  point 
of  no  return  to  non-automated  systems.  We  know  that  we  would  surely  drown 
in  a  "sea  of  unmanageable  paper  work"  and  that  our  economy  would  quickly 
evolve  into  a  state  of  chaos,  ineflBciency  and  stagnation  without  the  services 
of  powerful  computers.  As  a  result  of  its  powerful  calculating  capabilities, 
the  electronic  computer  is  today  making  us  aware  of  many  facts  and  theories 
that  have  been  hidden  from  us  since  the  beginning  of  time.  A  noted  scientist 
stated  that  it  would  require  the  equivalent  manpower  of  400  billion  people 
to  perform  the  information  processing  requirements  if  the  80,000  computers 
in  this  country  would  cease  to  function.  It  is  the  computer,  more  than  any 
other  facet  of  modern  day  technology,  that  is  providing  the  capability  to 
solve  the  complex  problems  of  our  environment. 

While  overwhelming  evidence  convincingly  supports  automation,  we  have  been 
confronted  with  a  great  uproar  of  anti-eomputerism  from  some  segments  of  our 
society.  Along  with  this  uproar,  some  of  the  young  citizens  of  today  show 
growing  signs  of  a  disenchantment  towards  anything  which  involves  technology, 
and  it  is  the  computer  more  than  anything  else,  that  symbolizes  the  whole  of 
technology  (figure  1).  It  is  a  fear,  among  other  things,  that  reducing  the  human 
being  to  a  number  means  the  loss  of  identity  and  this  is  representative  of  all 
that  is  demoralizing  and  degrading  to  our  society  (figure  2). 

It  has  been  suggested  that  people  hate  computers  because  they  are  the  first 
machine  in  history  to  really  move  in  on  our  intelleetual  and  emotional  lives 
(figure  3).  The  machine  is  suspected  of  recording  everything  in  our  lives  from 
the  womb  to  the  tomb  and  is  thought  to  replace  the  activities  of  numerous 
individuals  (figure  4).  Computers  are  by  nature  like  all  other  machines,  fimc- 
tioning  in  a  state  of  neutrality.  They  can  therefore  be  used  as  effectively  against 
humanity  as  they  can  in  the  service  of  mankind. 
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Figiire  1  -  A  machine  that  can  remember  more  than  you  and  I 
could  in  a  thousand  lifetimes. 


A  GOVERNMENT  WATCH  ON 
200  MILLION  AMERICANS? 


O  o  o  ,''      t^O* 

,       The  Right  Jo  Frioacu 

Contaat  'Exposes  Misuse'  V^ 

Best  Data  Sabotage  Plan  Wins!  Jy  «^-r:r:::::;.v:;,=:i:r.^ 


^ 


Electronic  Stool  Pigeon 


..f<^  invasion 


'/KefiZM/MeM^/*i' 


Figure  2  -  A  pamphlet  illustrating  the  concern  of  the 
invasion  of  privacy  by  computer  systems. 


934 


Figure  3  -  A  pamphlet  illustrating  the  concept  of 
total  knowledge  by  government  on  the  citizen  as  a 
result  of  computer  tecnology. 


Figure  k  -  A   computer  "data  bank"  capable  of  storing 
i+00  million  characters  of  information  and  also  capable 
of  finding  the  desired  information  within  thousands 
of  a  second, 
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To  some,  computers  seem  to  symbolize  unresponsiveness  and  insensitivity  of 
modern  day  life  and  there  is  a  fear  that  data  banks  know  a  great  deal  more 
about  us,  than  we  know  about  data  banks.  To  others,  computers  symbolize 
all  that  is  wrong  with  a  slightly  tarnished  modern  day  dream  and  has  been 
suggested  in  some  quarters  that  Automation  may  be  the  very  latest  form  of 
pollution  to  inhabit  the  planet  earth. 

Computers  are  used  extensively  in  the  United  States  in  over  1,500  major 
applications.  Manually  maintained  information  systems  have  been  rapidly 
discarded  as  government  and  indu.stry  alike  have  invested  millions  in  auto- 
mating the  records  of  our  economy  and  society. 

Today  each  time  a  citizen  files  a  tax  return,  applies  for  life  insurance  or 
a  credit  card,  seeks  government  benefits,  interviews  for  a  job,  or  becomes  a 
subject  of  the  criminal  justice  system  an  automated  dossier  is  opened,  and 
an  electronic  information  profile  is  sketched  on  the  applicant  with  the  result 
that  we  are  likely  to  leave  electronic  records  in  the  memory  bank  of  a 
computer ;  records  that  can  tell  a  great  deal  about  ones  activities,  habits,  as- 
sociations and  personality  characteristics. 

Should  all  these  data  banks  be  cross  indexed  or  merged  into  one,  we  might 
well  find  a  surprisingly  complete  record  of  personal  facts  relating  to  our 
birth,  education,  religious  afiiliation.  health  history,  family  status,  moral 
character,  professional  competence,  financial  condition,  buying  habits,  po- 
litical inclination  and  criminal  records,  if  any.  It  is  readily  apparent  that 
such  conditions  could  be  personally  damaging  if  the  data  were  made  avail- 
able under  unauthorized  or  unethical  circumstances. 

It  is  the  electronic  computer  with  its  capabilities  of  speed  and  superhuman 
thoroughness,  that  cannot  miss  finding  either  the  good  or  bad  about  us,  that 
seems  to  leave  the  citizen  in  a  state  of  helplessness.  Within  thousandths  of 
a  second,  a  computer  system  can  pull  together  and  retrieve  all  facts  in  one 
answer,  which  portray  an  individual's  glorious  successes,  hideous  failures,  his 
most  po.sitive  personality  traits  and  his  most  embarrassing  habits.  The  prob- 
lem boils  down  to  a  simple  fact,  a  machine  familiar  to  all  of  us  here,  which 
can  memorize  more  and  better  than  a  human  being  could  in  a  hundred  life- 
times and  that  is  more  efiicient  than  the  combined  efforts  of  a  thousand  brains, 
is  thought  by  some  to  be  a  threat  to  the  quality  of  life  and  society  that  we 
all  hold  dear.  Why?  Because  the  subject  of  privacy  has  and  still  continues, 
in  some  instances,  to  be  abused  as  man  fails  to  understand  the  need  to 
evaluate  and  establish  ethical  controls  over  the  computers'  great  impact  on 
the  life  of  a  citizen. 

Personal  privacy  has  been  defined  as  "the  right  to  be  left  alone,"  "the  nght 
to  control  the  outflow  of  information  about  oneself,"  "the  most  comprehensive 
of  the  rights  of  man."  and  "one  of  the  most  basic  civil  rights  of  man".  The 
concept  of  privacy  stems  from  a  person's  inner  desire  to  shield  and  control 
his  actions,  thoughts,  desires  and  accomplishments  or  lack  thereof  from  over- 
exposure to  the  outside  world.  It  is  a  most  subjective  and  sensitive  area  of 
human  personality.  Essentially  privacy  involves  a  host  of  things  which  motivate 
us  to  think  and  act  as  we  do  and  it  conveys  the  total  sum  of  what  we  are  and 
what  it  is  that  makes  us  function  as  a  unique  personality   (figure  5). 

I  believe  that  it  is  absolutely  imperative  that  computers  must  be  made  to 
.serve  the  mainstream  of  a  business  concern  or  government  agency.  If  the  com- 
puter is  fully  serving  the  mainstream  of  the  entire  organization,  then  I  believe 
that  management  is  more  likely  to  exercise  greater  control  over  the  information 
processing  system  and  dissemination  of  data.  Too  often,  the  computer  has  been 
regarded  by"  management  as  a  'necessary  evil',  'a  .status  symbol',  'someone  else's 
responsibility',  or  really  'no  one's  re.sponsibility'  at  all.  As  a  result  of  these 
deficiencies  the  computer  receives  much  undeserved  blame  these  days  that  go 
wrong,  and' credit  for  things  that  go  all  right,  but  the  real  responsibility  for  suc- 
cess or  failure  ultimately  belongs  to  no  one  else  but  management. 

Within  the  Criminal  Justice  environment,  automation  takes  on  a  special  mean- 
ing because  sometimes  it  reflects  the  shortcoming  of  a  citizen. 
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Figiire  5  -   Concepts  of  the  ingredients  which  form  the 
things  that  the  human  being  considers  sensative  and 
personal,  known  to  us  as  'Privacy*. 


CRIMINAL  JUSTICE  SYSTEM  PLANNING  MODELS 

Assist   odministro'tors  \t\  defining  ^oals  for  mor«  «ffici«nt 
Police*  Proscculor,  Court  ord    Correction     op«rations. 


Construction  of  Criminal  Justice  Systems  Models  are  technically  feasible. 
Such  systems  can  be  computerised  In  a  manner  to  project  the  total  resources 
required  to  significantly  reduce  crime. 


Figure  6  -  An  illustration  of  how  computers  can 
assist  the  Criminal  Justice  System  to  be  respons- 
ive to  society. 
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The  Criminal  Justice  System  lias  been  slow  in  casting  aside  old,  outmoded  and 
antiquated  ways  of  operating  our  American  system  of  justice.  Today  the  picture 
is  changing  rapidly  as  a  result  of  automation  and  so  are  the  social  implications 
that  result  from  the  new  technologies.  The  benefits  of  an  automated  criminal 
justice  system  are  too  numerous  to  mention  but  perhaps  the  greatest  single  bene- 
fit would  result  from  an  examination  of  old  ways  of  doing  things  against  our 
willingness  to  take  an  in-depth  look  at  our  systems  and  project  them  into  the 
future  (figure  6). 

Members  of  the  Kansas  City  Regional  Criminal  Justice  System  view  the  collec- 
tion of  information  on  occurrences  where  the  police  become  involved,  as  part  of 
their  duty  to  impartially  and  accurately  record  these  incidents  exactly  as  they  oc- 
cur (figiire  7) .  Sometimes  this  is  considered  by  the  citizen  to  be  for  his  benefit,  and 
other  times  from  the  citizen's  viewpoint,  it  is  not.  In  any  case,  ours  is  a  solemn 
duty  and  responsibility  to  protect  the  public,  to  assist  the  victim,  to  apprehend 
the  violator  of  the  law  and  to  process  each  case  rapidly  thru  the  criminal  justice 
system  and  to  accomplish  these  tasks  with  all  of  the  efliciencies  we  can  command 
from  present  day  technologies. 

Each  time  a  police  oflicer  writes  a  parking  ticket,  stops  a  car  on  an  alleged 
violation,  investigates  a  case  on  reasonable  grounds  of  unlawful  violations,  all 
subjects,  vehicles  and  in  some  instances,  serialized  property  are  checked  thru 
the  computer  by  communications  center  personnel  for  records  of  outstanding 
warrants  and  prior  record  of  criminal  history  (figure  8).  In  this  day  of  mobility 
of  the  active  criminal  element,  it  is  of  great  importance  to  the  oflicer  in  the 
street  to  be  made  aware  of  potentially  dangerous  criminals  that  he  may  be  in 
the  process  of  coming  into  contact  with.  Our  on-line  system  is  flagged  with  1,{X)0 
subjects  known  to  be  armed,  dangerous  or  resist  arrest,  subjects  with  histories  of 
multi-offenses  against  laws  of  our  society. 

Today  the  system  is  used  extensively  by  the  Criminal  Justice  family  within 
10.000  square  miles  of  Western  Missouri  and  Eastern  Kansas.  Records  show  that 
our  Criminal  Justice  Data  Bank  Alert  II  is  being  accessed  either  for  entry  of  data 
or  for  inquiry  of  information  an  average  of  35  times  every  minute  of  the  24  hour 
day  and  our  computer  is  exchanging  information  automatically  with  the  FBI's 
NCIO  Computer  3,(K)0  times  each  day  concerning  the  nations  criminal  element 
(figure  9).. 

Police  information  is  exchanged  frequently  over  radio  systems,  however,  as  a 
result  of  advanced  computer  technology,  the  contents  are  quite  frequently  that 
of  a  sensitive  nature.  Mobile  terminals  are  beginning  to  be  used  in  police  opera- 
tions and  this  advancement  in  modern  day  technology  will  greatly  enhance  the 
cause  for  privacy  and  security  of  criminal  justice  data  (figure  10).  Our  data  base 
is  extensive  and  we  record  on-line  26  major  categories  of  information  which 
total  over  one  million  on-line  records  (figure  11). 
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Figure  7  -  On-Line  information  entry  of  Police  records 
Computer  Systems  Division  Kansas  City  Missouri  Police 
Department . 
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Figure  8  - 

Kansas  City  Missouri  Police  Communications  Center 
using  computer  terminals  to  relay  criminal  information 
to  Police  officers. 
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Figure  9  -  Alert  II  Symbol  denoting  involvement  of  the 
computer  with  all  elements  of  Criminal  Justice. 


Figure  10  -  A  mobile  terminal  with  a  visual  display  in- 
stalled in  the  police  car. 
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Conviction  in  the  courts  is  by  law  a  matter  of  public  record,  however,  we  still 
afford  those  records  general  security.  The  use  and  release  of  arrest  information 
is  controlled  by  Police  Department  General  Order  71-18  which  says  in  part, 
"Members  of  the  department  shall  not  disclose  arrest  information  to  anyone  out- 
side of  the  Criminal  Justice  jurisdiction  or  agency". 

We  have  implemented  many  other  extensive  security  precautions  to  protect  the 
release  and  flow  of  information.  Both  manual  and  software  controls  have  been 
implemented  and  are  constantly  being  strengthened  as  we  recognize  new  and 
L)etter  ways  to  protect  all  aspects  of  data  security.  These  range  from  administer- 
ing extensive  personality  tests  to  computer  applicants  in  an  effort  to  weed  out 
those  with  troubled  personalities,  to  installation  of  bullet  proof  security  walls 
in  the  computer  complex. 

Procedural  Instruction  73-3  recognizes  the  right  of  each  element  of  criminal 
justice  to  exercise  management  control  over  data  stored  in  the  Regional  Criminal 
Justice  Computer  (figure  12).  This  document  prohibits  processing  of  reports 
without  the  approval  of  the  Criminal  Justice  Agency  responsible  for  the  data 
being  processed.  The  following  policy  outline  major  steps  taken  by  our  depart- 
ment to  protect  the  security  and  confidentiality  of  computerized  information 
systems  (figure  13)  : 
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Figure  11  -  An  illustration  of  the  various  parameters  by 
which  computer  date  can  be  accessed  by  Alert  II  System, 
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Figure  12  -   K.C.    Police  Department  Procedural 
Instruction  73-3  which  prescribes  policy  and  proce- 
dures  related  to  automated  information  systems. 
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(1)  Data  included  in  ttie  system  must  be  limited  to  that  based  upon  a  source 
document  maintained  on  file  in  the  agency  which  exercises  management  control 
over  the  system  and  identified  with  unique  case  numbers  assigned  to  the  report. 

(2)  Adoption  of  a  careful  and  permanent  program  of  data  verification  against 
source  documents ;  I  believe  we  must  be  committeed  to  the  spending  of  approxi- 
mately 5%  of  our  total  automation  budget  in  support  of  validation  of  automated 
information  files.  We  accomplish  this  task  in  three  steps. 

(a)  Printout  of  automated  files  for  validation  against  source  documents  which 
were  the  original  authority  for  the  data  entry  in  the  first  place. 

(b)  Creation  of  computer  programs  which  can  identify  incorrect  codes  and 
data  earmarking  these  for  correction  against  the  source  document  of  entry. 

(c)  Creation  of  computer  programs  which  can  edit  against  relationsliip 
conditions  and  requirements.  This  is  a  very  valuable  "caution  indicator"  and 
has  in  many  instances  alerted  our  department  to  a  whole  series  of  inconsistencies. 

(3)  Education  programs  are  administered  for  all  who  access  data  from  remote 
terminals. 

(4)  The  computer  is  programmed  to  screen  all  inquiries  to  exclude  those 
inquiries  inconsistent  to  system  rules  (figure  14). 

(5)  Our  telecommunications  system  activity  is  logged  for  all  actions  occurring 
on  the  network  and  this  permanent  record  of  activity  may  be  examined  at  any 
time  (figure  15). 
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STEPS  FOR  CONTROUING  ETHICAL  COMPUTER  SYSTEMS 


Figure  13  -  Illustration  of  steps  taken  in  the  Alert  II 
System  to  maintain  ethical  control  over  computer  based 
systems. 


NJ.TEST.ZXAMPLE.JUDY.R.W.F.061357 


NOT   AUTHORIZED   JUVENILE    DATA   AT   THIS    TERMINAL 


Figure  l^i-  -  A  computer  terminal  printout  showing  that  inquiries 
are  rejected  when  access   to  unauthorized  files  is   required. 
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(6)  Program  systems  are  designed  to  provide  for  'Locked  Data  Files'  in 
which  records  cannot  be  accessed  until  the  proi>er  codes  or  terminal  identity 
is  read  and  matched  to  the  master  terminal  access  list  that  is  core  resident. 

(7)  Rigid  security  and  inventory  controls  are  in  effect  in  computer  library 
operations  to  prevent  duplicating  files  and  removal  of  same  to  unauthorized 
sources  (figure  16). 

(8)  Discarded  criminal  record  printouts  are  all  subjected  to  a  shredding 
machine  to  insure  the  contents  cannot  be  reconstructed  for  later  use  (figure  17). 

(9)  Remote  terminal  operations  are  under  programmed  control  to  rigidly 
control  access  to  only  those  real  time  files  that  the  user  has  prior  to  clearance 
to  access  (figure  18). 

(10)  Users  of  system  data  have  been  informed  that  careless  use  of  system 
data  represents  unprofessional  conduct  and  may  be  subject  to  disciplinary 
or  litigation  action. 

(11)  An  Operating  Procedure  has  been  published  which  clearly  indentifies 
to  whom  data  may  be  released,  under  what  circumstances,  and  it  requires  the 
removal  of  names  and  addresses  before  any  reports  are  released  to  non-criminal 
justice  agencies   (figure  19). 

(12)  Access  to  the  bullet  proof  computer  complex  is  rigidly  controlled  by 
electronic  locks  (figure  20). 

(13)  The  computer  has  been  programmed  to  identify  each  printout  with  a 
reminder  of  security  contained  information  (figure  21 ) . 
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Figure  15  -  A  printout  of  computer  log  showing  events 
occuring  on  the  telecommunications  network  system. 


Figure  l6  -  Computer  library  showing  millions  of  hlBtorial 
records  (abstract  and  detail). 
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Figure  17  -  Computer  printouts  of  Criminal  records  no 
longer  needed  are  subjected  to  a  "Shredder  Machine"  with 
the  results  as  indicated  . 
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Figure  l8  -  A  page  out  of  program  documentation  show- 
ing types  of  information  accessable  by  each  terminal. 
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Figure  19  -  Operating 
procedure  of  the  Alert  II 
Network  which  binds  all 
agencies  of  criminal 
justice  to  abide  by  esta- 
blished rules  for  main- 
taining ethical  control 
of  the  system. 
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Figure  20  -  An  employee 
accessing  the  bullet  proof 
door  to  the  Computer  Systems 
Division  with  an  electronic 
card. 
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In  recognization  of  the  citizens  right  to  review  his  files  the  Police  Department 
operates  a  policy  of  purging  arrest  records  when  a  citizen  applies  for  the 
expunging  of  arrest  records  and  when  the  facts  substantiate  his  request. 

Security  and  confidentiality  agreements  have  been  executed  within  the  Criminal 
Justice  System  to  insure  management  control  over  the  use  and  release  of  infor- 
mation generated  within  the  system. 

There  are  a  great  variety  of  means  and  ways  to  enhance  the  physical  security 
of  a  criminal  justice  computer  complex.  The  most  important  is  restricting 
access  to  the  computer  center  by  non-authorized  personnel  who  must  be  identified 
and  be  under  escort  while  in  the  Computer  Systems  Division   (figure  22). 

Thru  software  control,  on-line  remote  terminals  are  deactivated  from  the 
computer  center  for  non-24  hour  agencies  to  insure  access  is  denied  to  anyone 
who  might  attempt  to  use  the  terminal  while  the  working  staff  is  off-duty 
(figure  23). 

Smoke  detection  devices,  emergency  lights  and  a  fire  alarm  are  installed  and 
these  devices  provide  capabilities  important  to  the  overall  security  of  the 
complex. 

I  believe  that  computerized  information  systems  properly  designed  and  oper- 
ating in  an  environment  where  management  is  exercising  proper  controls,  can 
provide  much  greater  security  than  ever  possible  under  manually  maintained 
record  systems. 
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Figure  21  -  A  statement  entered  on  the  top  and  'bottom  of  a 
computer  printout  reminding  the  user  to  safeguard  the  infor- 
mation. 


Figure  ?2  -  A  visitor  presenting  identification  before 
allowed  access  to  the  Computer  Division. 
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One  of  the  major  problems  in  the  past  was  the  rapid  buildup  of  computer 
installations  in  which  the  computer  technician  was  not  motivated  to  feel  he  was 
a  part  of  the  organization.  The  result  was  a  lack  of  loyalty  in  which  the 
qualities  of  trust  and  reliance  were  in  many  cases  absent.  This  unfortunate 
condition  must  be  overcome  as  security  and  confidentiality  issue  demands  that 
the  qualities  of  loyalty  must  be  ever  pi-esent. 

The  subject  of  privacy  although  greatly  influenced  by  machines  is  nevertheless 
completely  dominated  by  humanity  vs.  humanity.  It  is  a  state  of  condition  totally 
subject  to  man's  control,  as  it  is  misused  by  man's  weakness  yet  protected  by 
mankind's  desire  for  dignity  of  his  fellowman. 

This  document  portrays  concepts,  ideas  and  policies  at  one  computer  installa- 
tion related  to  the  subject  of  privacy  and  security.  These  policies  and  ideas  are 
by  no  means  the  ultimate  answer  as  we  continue  to  develop  new  ways  to  insure 
that  the  vast  information  repositories  are  used  in  a  iK>sitive  manner;  to  erradi- 
cate  poverty,  to  promote  medical  technology  and  to  get  at  the  root  of  what  really 
fosters  crime  and  to  enhance  the  freedom  and  well-being  of  all  mankind. 

In  the  final  analysis,  these  considerations  all  boil  down  to  a  balancing  of 
values ;  the  need  for  informed  managers  of  government  and  industry  and  the 
need  of  the  citizen  to  expect  ethical  control  by  government  and  industry  in  the 
use  of  data  about  himself  and  his  private  life  (figure  24) . 

Once  we  all  have  a  thorough  understanding  of  these  problems  and  have  devel- 
oped systems  which  insure  the  ethical  processing  and  use  of  information,  we 
shall  begin  to  implement  new  and  more  productive  ways  of  using  the  computer. 
As  our  society  and  economy  becomes  more  complex  so  will  the  need  for  vast 
data  banks  to  support  the  complicated  operations  of  our  modern  day  society 
and  economy. 

On  the  horizon  we  see  new.  meaningful  and  creative  roles  in  which  the 
powerful  processing  capabilities  of  computers  will  begin  to  be  used  in  assisting 
mankind  in  decision  making  capability  (figure  25).  Where  computers  are  used 
today  in  record  keeping  and  communication  fiuictions  they  will  be  used  tomorrow 
in  forecasting,  predicting,  analyzing  and  projecting  problems  and  their  solutions. 

In  reality,  a  computer  is  nothing  more  than  an  extension  of  the  intelligence 
and  creative  ability  of  man.  It  is  one  of  mankind's  newest  and  most  versatile 
tools.  I  strongly  support  the  vigorous  use  of  these  machines  as  a  positive  resource 
for  the  nation  and  the  improvement  of  the  quality  of  our  lives. 

A  noted  philosopher  once  said,  "Computers  are  incredibly  fast,  accurate,  but 
stupid.  Man  is  unbelievably  slow,  inaccurate,  but  brilliant."  I  submit  that  these 
combinations  of  attributes  will  provide  the  ingredients  that  will  continue  to 
move  mankind  to  attain  the  goal  of  operating  ethical  systems  that  are  acceptable 
to  our  society. 


951 
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TCAM  V  KNAR,OFFTP,B  BUREAU  OF  NARCOTICS  &  DANGEROUS  DRUGS 

TCAM  V  ICLEG,OFFTP,B  KANSAS  CITY,  MISSOURI  PROSECUTOR 

TCAM  V  KSPR,OFFTP,B  MISSOURI  STATE  PROBATION/PAROLE 

TCAM  V  KFPI,OFFTP,B  FEDERAL  BUREAU  OF  INVESTIGATION 

TCAM  V  KRPP,OFFTP,B  ROELAND  PARK, KANSAS  POLICE  DEPARTMENT 

TCAM  V  ICCPB,OFFTP,B  PAYROLL  UNIT,  KCMOPD 

TCAM  V  KJP1,0FFTP,B  JACKSON  COUNTY  PROSECUTOR'S  OFFICE 

TCAM  V  KJP2,0FFTP,B  JACKSON  COUNTY  PROSECUTOR'S  OFFICE 

TCAM  V  KJP3,0FFTP,B  JACKSON  COUNTY  PROSECUTOR'S  OFFICE 

TCAM  V  KJPi»,OFFTP,B  CIRCUIT  COURT,  16TH  DISTRICT 

TCAM  V  KJP5,0FFTP,B  JACKSON  COUNTY  WIFE/CHILD  SUPPORT 


Figure  23  -  A  printout  on  the  control  tenninal  in  the 
computer  center  showing  the  duty  operator  which  remote 
terminals  have  been  deactivated  from  the  computer. 


BALANCING  OF  VALUES 


Figure  2U  -  An  illustration  portraying  the  balancing  of 
values:  The  need  to  computerized  information  vs  the  right 
of  the  citizen  to  personal  privacy. 
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Figure  25  -  An  illustration  denoting  further  use  of  the 
Computer  in  the  Criminal  Justice  System. 


953 

NEW  YORK 

Considerations  of  Privacy,  Confidentiality  and  Judicial  Perspective  in  the 
Development  of  Court  Computer  Systems 

(By  Gerald  Stern) 

Within  the  past  two  to  three  years,  the  public's  attention  has  been  focused 
on  a  series  of  highly  publicized  "horror"  stories  concerning  computerized 
dossiers  being  compiled  at  national,  state,  and  local  levels  of  government,  and 
sometimes  by  many  agencies  within  the  same  branch  of  government.  This 
unfavorable  publicity  has  underscored  the  vast  capability  and  potential  mis- 
use of  electronic  data  processing,  and  has  caused  understandable  concern 
throughout  the  country.  New  legislation,  law  suits,  and  even  a  new  Presi- 
dential study  panel  are  the  products  of  the  recent  recognition  that  restraints 
must  be  imposed  on  the  collection,  dissemination  and  use  of  computerized 
information  by  government  and  private  industry.  It  is  reflective  of  the  de- 
veloping sensitivity  to  this  important  issue  that  published  reports  and  sym- 
posiums on  information  systems  now  address  this  important  issue,  whereas 
only  a  few  years  ago  it  was  customary  to  call  attention  to  the  potential  con- 
tributions but  not  the  potential  dangers  of  computers.  The  warnings  of  pos- 
sible infringements  of  privacy  were  found  mainly  in  law  review  articles 
and  the  writings  of  two  or  three  academics.  At  a  national  conference  on  com- 
puters in  the  courts  I  attended  two  years  ago.  for  example,  remarkably  little 
mention  was  made  of  privacy,  and  at  one  point  when  the  matter  was  raised 
spontaneously,  there  appeared  to  be  a  consensus  among  panelists  that  prob- 
lems just  did  not  exist. 

To  its  credit,  the  PROJECT  SEARCH  Committee  on  Security  and  Privacy 
has  played  a  leading  role  in  setting  forth  a  blueprint  in  this  important  area. 
Recently,  the  National  Advisory  Commission  on  Criminal  Justice  Standards 
and  Goals  recommended  that  steps  be  taken  to  establish  and  implement  privacy 
safeguards  at  the  state  level.  Professor  Arthur  R.  Miller  and  Professor  Alan 
F.  Westin  have  published  their  well-considered  views,  and,  I  might  add.  par- 
ticipated with  Larry  P.  Polansky,  Robert  R.  J.  Gallati  and  Lawrence  M.  Baskir 
in  a  November  1971  court-sponsored  symposium  ^  on  automation  in  the  courts, 
held  in  New  York  City.  These  sources  provide  several  essential  security  guide- 
lines which  should  be  developed,  adopted  and  then  enthusiastically  enforced. 

Although  it  is  beyond  the  scope  of  this  presentation  to  attempt  a  complete 
analysis  of  possible  solutions  to  privacy  and  confidentiality  problems  created 
by  computers,  I  will  mention  some  basic  principles  briefly  before  raising 
questions  of  special  concern  to  me  as  a  court  administrator.  There  can  be  no 
doubt  that  only  essential  data  should  be  collected.  The  issue  of  what  is 
essential  remains  open  and  should  be  balanced  in  each  instance  against  the 
inherent  risks  involved  in  keeping  the  information.  In  any  data  sharing 
system,  the  data  gathered  should  not  link  criminal  history  files  with  sub- 
jective intelligence  material.  Indeed,  because  the  dangers  outweigh  the  bene- 
fits, the  results  of  any  kind  of  social  history  investigation  should  not  be 
computerized.  Records  of  convictions  for  minor  crimes  should  not  be  stored 
for  wide  dissemination,  and  juvenile  delinquency  dispositions  should  not  be 
released  to  any  agency.  Moreover,  some  precautions  must  be  taken  to  ensure 
that  any  data  stored  is  accurate,  current  and  reflects  court  dispositions.  The 
precise  means  to  attain  these  goals  have  not  been  uniformly  agreed  upon; 
purging  of  old  data  is  essential,  as  is  the  requirement  for  some  reasonable 
cut-off  period  in  which  dispositions  must  be  added  to  arrest  histories. 

One  safeguard  against  the  use  of  inaccurate  data  is  to  permit  a  person, 
following  appropriate  notice  to  him,  to  have  access  to  his  file  and  to  chal- 
lenge data  which  he  regards  as  wrong.  Such  access  would  also  be  something 
of  a  safeguard  against  the  dissemination  of  data  which  is  accurate  but 
prejudicial  within  the  context  of  its  use. 

Accessibility  to  any  computerized  data  system  should  be  restricted  to 
criminal  justice  agencies  whose  personnel  are  carefully  screened  and  held 
to  strict  standards  of  confidentiality.   Breaches  of  these  standards  should  be 


1  "Automation  In  the  Courts,  Its  Impact  on  Record-Making  and  Record-Keeping,  Im- 
plications for  the  Private  Citizen  and  the  Pnhlic".  sponsored  by  the  Departmental  Com- 
mittees for  Court  Administration.  Apnellate  Divisions.  First  and  Second  Judicial  De- 
partments, New  York  State  Supreme  Court  (Nov.  1971).  The  prlmar.v  staff  support  for 
the  symposium  came  from  Shirley  Mitgang,  Esq.,  who  was  assisted  on  the  project  by 
Ian  Buchanan,  Esq. 
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met  by  the  enforcement  of  firm  sanctions,  and  much  more  can  be  done,  in  terms 
of  better  security,  classifications  systems  and  personnel  clearances  to  pro- 
tect against  unlawful  intrusion,  although  it  is  unlikely  that  all  illegal  leaks 
can  ever  be  stopped.  Similarly,  despite  the  noble  ideal  that  data  collected  by 
agencies  of  criminal  justice  should  be  shared  only  with  other  agencies  of 
criminal  justice,  this  simply  is  unrealistic.  As  computer  capabilities  increase 
so  does  the  number  of  outside  agencies  which  believe  they  have  a  vital  need 
for  the  increased  information  available.  Agencies  providing  criminal  history 
data  are  "besieged"  by  such  requests  from  non-criminal  justice  agencies.^ 
State  legislatures  often  agree  with  these  agencies,  and  pass  laws  to  make 
criminal  history  data  available,  largely  because  public  opinion  is  on  the  side 
of  keeping  convicted  offenders  out  of  the  public  school  system  and  other 
government  employment. 

Having  dealt  briefiy  with  the  less  debatable  issues  in  this  general  field,  I 
would  like  to  express  some  deeper  concerns  with  computerized  information 
systems,  especially  as  there  may  be  some  confiict  between  a  long-established 
judicial  perspective  and  the  development  of  computer  systems  either  within 
the  courts  or  which  seek  to  embrace  court  records  as  part  of  larger  systems. 
Notwithstanding  the  very  important  management  tool  which  a  computer  can 
provide  to  the  courts,  I  am  troubled  by  issues  which  are  or  will  soon  be 
presented  by  their  use. 

PROBLEMS  IN  DATA  SHARING 

The  first  concern  I  wish  to  express  about  comprehensive  data  sharing  sys- 
tems might  be  placed  in  better  perspective,  if  we  consider  briefly  the  com- 
monly accepted  notion  that  the  courts  constitute  an  integral  part  of  what 
is  called  the  "criminal  justice  system".  In  terms  of  viewing  the  movement 
of  a  criminal  case  from  beginning  to  end,  it  seems  fair  to  depict  as  a 
"system",  the  arrest,  court  and  corrections  processes.  But  to  assume,  because 
of  this  relationship,  that  the  courts  are  part  of  a  "law  enforcement"  effort, 
or  a  system — in  a  sense  of  three  components  working  together  with  common 
approaches,  motivations,  restrictions  and  goals — is  misleading  and  possibly 
hazardous. 

The  courts  perform  an  important  function  in  an  adversary  system,  which, 
by  definition,  pits  two  sides  against  each  other.  The  courts  are  mandated 
by  the  highest  and  most  established  law  in  the  land  to  make  certain  that 
rights  of  citizens  are  safeguarded  at  every  stage  of  proceedings  and  by 
every  agency  of  government.  The  courts  are  the  impartial  alrbiter  in  par- 
ticular "cases"  and  the  guardian  of  individual  rights  against  encroachment 
by  government  generally.  The  courts  hear  cases  daily  in  which  citizens  seek 
relief  against  the  full  range  of  government  agencies  which  regulate,  license, 
and  enforce  standards  and  rules.  To  those  who  are  being  regulated,  licensed, 
and  subjected  to  standards  and  rules  enforced  against  them,  the  courts  are, 
and  are  intended  to  be,  the  last  hope  for  a  dispassionate,  objective  review. 

One  of  the  principal  objectives  of  the  courts,  in  addition  to  guaranteeing 
fair  and  impartial  treatment,  is  to  instill  confidence  that  all  of  these  values 
are  carried  out.  This  is  sometimes  expressed  as  dual  and  equally  important 
objectives  :  rendering  justice  and  appearing  to  render  justice. 

These  obligations  often  detract  from  the  ability  of  the  courts  to  become 
more  efficient  in  a  strict  management  sense.  But,  if  a  choice  must  be  made.- 
they  are  more  important  and  must  be  given  prominence  over  efficiency.  As 
the  President's  Commission  on  Law  Enforcement  and  Administration  of 
Justice  has  said : 

"Unquestionably    adherence   to   due   process   complicates,    and    in    many 

instances  handicaps,  the  work  of  the  courts.  They  could  be  more  eflScient — 

in  the  sense  that  the  likelihood  and  speed  of  conviction  would  be  greater — 

if  the  constitutional  requirements  of  due  process  were  not  so  demanding. 

But  the  law  rightly  values  due  process  over  efficient  process."  * 

In  developing  court  computer  systems,   therefore,   more  than   the   standard 

concerns    to   protect   privacy    and    confidentiality    must   be   considered.    When 

management  eflSciency   and   due  process   confiict.   the   former   must   give   way 

to  the  more  overriding  demands  of  law.   Equally   important,   when   efficiency 


2  Sep  commpnts  of  Dr.  Robert  R.  .T.  Galloti.  foriripr  Director  of  New  York  State  Identi- 
ficntion  and  Intelligence  System.  Symposium  on  "Automation  in  the  Courts",  p.  14 
(Nov.  1071    fcited  earlier]). 

3  Report  of  President's  Commission,  "The  Challenge  of  Crime  in  a  Free  Society  ,  p. 
125   (U.S.  Govt.  Printing  Office,  1967). 
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conflicts  with ,  the  perceived  role  of  the  courts — the  image  in  a  democratic 
society  of  its  independence,  and  its  uniqueness  as  an  impartial  arbiter — 
the  former  again  must  be  relegated  to  an  inferior  status. 

I  recoil  every  time  data  processing  administrators  and  technologists  speak 
of  their  dream  of  a  truly  comprehensive  or  integrated  system  with  all 
criminal  justice  agencies  sharing  the  same  data.  Even  more  troublesome  over 
the  past  two  years  has  been  the  suggestion  in  our  jurisdiction  that  the  courts 
join  the  individual  computer  systems  of  other  agencies,  including  the  Police 
Department.  It  is  simply  inappropriate  for  the  courts  to  tag  along  on. a  com- 
puter system  developed  for  another  agency,  primarily  to  meet  the  needs  of 
that  agency.  Even  worse  is  for  such  a  partnership  to  be  formed  with  an 
agency  which  appears  daily  in  the  courts  as  an  adversary  in  virtually  every 
prosecution. 

At  the  risk  of  expressing  what  may  appear  to  some  to  be  an  elitist  view, 
I  submit  that  the  unique  role  of  the  courts  and  the  importance  of  maintain- 
ing its  independent  image  casts  a  greater  responsibility  on  this  agency  of 
criminal  justice  than  on  any  other  agency  or  group  of  agencies.  The  courts 
cannot  afford  the  luxury  of  taking  or  appearing  to  take  adversary  positions. 
At  a  February  1972  national  institute  on  computers,  a  court  administrator 
reported  that  one  of  the  advantages  of  his  court's  computer  system  is  its 
ability  to  detect  wanted  criminals  from  lists  of  visitors  in  the  local  detention 
facilities.  As  important  as  it  is  to  prevent  crime  and  apprehend  those  sus- 
pected of  having  committed  crimes,  I  found  this  court  effort  to  be  inappro- 
priate, and  destructive  to  the  traditions  of  the  judiciary.  This.  I  believe, 
illustrates  the  blurring  of  lines  of  responsibilities  which  may  occur  in  the 
development  of  joint  computer  systems.  I  fear  that  even  if  the  courts  are 
careful  to  avoid  acting  as  police  agencies,  they  will  be  unable  to  escape 
the  popular  conception  of  the  team  effort  and,  hence,  will  endanger  their  more 
important  role  in  a  democratic  society. 

Apart  from  any  actual  invasion  of  privacy  or  confidentiality,  comprehen- 
sive data  sharing — in  simple  terms — looks  bad,  and  for  the  reasons  I  have 
just  expressed,  should  be  considered  and  planned  with  great  caution.  I  do 
not  suggest  that  data  sharing  need  be  disregarded  entirely.  It  may  well  be 
that  some  common  records  could  be  maintained  without  injury  to  the  public 
or  to  the  image  of  the  courts.  But  healthy  concern  for  the  principles  I  am 
attempting  to  advance,  and  a  careful  analysis  in  each  instance  by  tech- 
nologists, judges,  lawyers  and  court  administrators  could  lead  to  rational 
distinctions  between  records  which  can  safely  be  shared  and  records  which 
ought  to  remain  the  exclusive  domain  of  each  agency. 

Parenthetically,  in  connection  with  this  planning  process,  technologists 
should  be  alerted  to  the  tendency  of  court  ofiicials,  believing  that  they  know 
little  about  this  specialized  area,  to  remain  aloof  from  the  development  of 
court  computer  systems  despite  their  obligation  to  participate  actively.  The 
fact  is  that  court  oflBcials  and  technologists  need  one  another  in  this  venture. 
An  understanding  of  court  procedures,  the  role  of  the'  courts,  traditional 
notions  of  constitutional  law,  and  a  consciousness  of  privacy  and  confidential- 
ity will  be  made  part  of  the  planning  process  only  through  the  active  par- 
ticipation of  court  officials.  Accordingly,  T  submit  that  technologists  should 
press  continually  for  this  participation.  If  they  do  not.  although  they  are 
apt  to  feel  a  sense  of  freedom  in  the  planning  of  the  system,  at  some  point 
objections  inevitably  will  be  raised,  to  their  consternation  at  not  having  had 
these  points  raised  earlier. 

Sharing  information,  whether  through  a  comprehensive  criminal  justice 
information  system,  or  through  some  connection  with  other  computers  ("inter- 
face"), presents  other  problems  as  well.  A  jurisdiction  may  set  strict  limita- 
tions on  itself — by  law,  rules  or  both — concerning  the  dissemination  of  con- 
fidential information.  But  under  prevailing  practices,  it  cannot  be  assured  that 
other  jurisdictions  will  impose  similar  restraints  on  their  agencies.  The  state 
collecting  the  data  may  limit  distribution  within  its  boundaries  to  criminal 
justice  agencies:  hut  the  states  sharing  the  data  may  well  service  all  govern- 
ment agencies  and  perhaps  business  institutions  as  well.  This  same  danger, 
of  course,  applies  to  agencies  sharing  data  within  the  same  region :  without 
uniform  standards,  one  participating  agency's  stringent  policies  become  mean- 

iTifirlpss 

Moreover,  data  sharing  creates  an  even  greater  risk  of  unauthorized  dis- 
semination. Considering  that  the  New  York  State  Identification  and  Intelli- 
gence  System  services  3600  different  criminal   justice  agencies  in   one  state, 
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the  fear  of  having  criminal  histories  or  other  data   "leaked"  is  far  from  a 
symptom  of  paranoia. 

Thus,  another  risk  heightened  by  data  sharing  concerns  the  lack  of  uni- 
formity in  responding  to  these  problems.  As  the  Committee  on  Security  and 
Privacy  of  PROJECT  SEARCH  has  noted  in  its  July  1970  Technical  Report 
Number  2,  there  is  a  great  deal  that  can  be  done  to  guard  against  unau- 
thorized access,  alteration,  use  or  loss  of  information.  Every  jurisdiction 
should  pinpoint  responsibility  for  ensuring  privacy  and  confidentiality.  Steps 
must  be  taken  to  bolster  physical  security,  improve  "software"  safeguards 
and  impress  upon  those  with  access  to  this  data  the  importance  of  maintain- 
ing confidentiality.  But  to  expect  every  jurisdiction  to  take  this  seriously, 
without  some  federal  regulations  mandating  what  should  be  done,  is  totally 
unrealistic.  For  the  jurisdiction  that  does  take  this  responsibility  seriously, 
data  sharing  with  one  or  more,  or  perhaps  all  other  jurisdictions  reduces 
the  degree  of  concern  for  privacy  and  confidentiality  to  the  standards  of  the 
least  concerned  jurisdiction. 

For  these  reasons,  as  you  all  my  know,  the  State  of  Massachusetts,  which 
has  enacted  relatively  strong  protective  legislation,  has  refused  to  join  the 
National  Crime  Information  Center  (NCIC)  with  its  planned  45,000  separate 
computer  terminals  across  the  country.  The  Governor  of  Massachusetts  has 
called  for  Federal  safeguards  equivalent  to  those  in  his  state  before  joining 
NCIC.  This,  of  course,  would  offer  partial  protection  in  the  dissemination  of 
data  collected  by  Massachusetts.  But  it  obviously  enlarges  significantly  the 
possible  sources  which  are  used  routinely  by  credit  agencies,  private  detec- 
tives, and  others  seeking  this  information.  Without  strong  Federal  legislation, 
an  intruder  who  may  be  rebuffed  in  the  state  which  originally  stored  the 
data  may  secure  this  data  in  a  less  vigilant  state. 

Happily,  Federal  legislation  is  being  considered  which  would  offer  partial 
protection  not  presently  available  and  would  bring  the  other  states  more  into 
line  with  Massachusetts.  One  provision  of  a  bill  sponsored  by  United  States 
Senator  Sam  J.  Ervin,  Jr.,  Chairman  of  the  Senate  Subcommittee  on  Con- 
stitutional Rights,  of  the  Committee  on  the  Judiciary  would  forbid  dissemi- 
nation of  arrest  records  that  are  one  year  old  and  have  no  dispositions.  This 
obviously  is  not  popular  among  some  law  enforcement  oflBcials  but,  clearly, 
the  widespread  dissemination  of  arrest  records — with  its  negative  implica- 
tions, stigma,  and  social  consequences — is  wrong  in  the  absence  of  conviction 
dispositions.  Routinely  computerized  criminal  histories  show  no  dispositions 
for  many  arrests.  Yet  arrest  records  are  used  by  criminal  justice  agencies  and 
private  industry  to  draw  conclusions  of  guilt  which  are  unsound  and  un- 
supported by  the  facts.  This.  I  submit,  is  an  intolerable  situation,  and  I  am 
not  at  all  certain  that  the  Ervin  bill  goes  far  enough  to  curb  the  distribu- 
tion of  what  have  become  known  as  "arrest  records". 

Again,  a  look  at  the  real  world  is  instructive.  It  is  well  known  that  a  large 
percentage  of  arrests  do  not  result  in  convictions ;  in  some  jurisdictions  as 
many  as  40  percent  of  all  prosecutions  are  dropped  prior  to  trial.  Large  scale 
arrests  often  cannot  be  established  by  the  exacting  burden  of  proof  which 
must  be  met  in  the  courts,  and  the  result  usually  is  large  scale  dismissals. 
Yet  these  arrest  records  are  widely  circulated  throughout  the  country  to  many 
government  and  private  agencies.  For  one  reason  or  another,  there  is  a 
marked  inability  to  update  these  records.  The  question  is  whether  the  burden 
should  fall  on  government  to  ascertain  that  there  has  actually  been  a  con- 
viction, or  on  the  person  arrested,  before  an  arrest  record  can  actually  be 
stored  and  distributed.  I  opt  for  the  burden  to  fall  on  government  and  sug- 
gest that  in  this  instance  the  very  collection  of  the  data  by  the  computer 
is  an  invasion  on  a  person's  privacy. 

Moreover,  data  shared  across  agency  or  jurisdictional  lines  stands  a  greater 
chance  of  being  misinterpreted  or  used  out  of  context  than  if  retained  within 
the  collecting  agency  or  jurisdiction.  Information  may  be  given  different 
significance  than  what  was  intended.  Similarly,  the  chances  are  compounded 
that  errors  may  create  hardships  if  the  data  is  transmitted.  For  example, 
improper  arrests  have  occurred  because  of  the  failure  of  one  jurisdiction  to 
report  to  another  jurisdiction  the  recovery  of  stolen  vehicles.  Human  error 
is  a  fundamental  part  of  computer  programs,  as  anyone  can  tell  who  has  ever 
been  improperly  dunned  by  computer  notices.  But  when  the  result  of  the 
error  may  lead  to  dire  consequences,  the  fact  that  such  errors  are  bound  to 
occur  should  be  taken  into  consideration  as  part  of  the  decision  to  develop 
joint  projects. 
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PREDICTING  FUTURE  BEHAVIOR 

One  of  the  most  provocative  computer  applications  being  considered  and, 
possibly,  now  being  implemented,  brings  the  computer's  "computational  capa- 
bility" to  bear  on  one  or  more  of  the  crucial  decision-making  points  in  the 
court  process.  Underlying  this  type  of  program  is  the  assumption  that  given 
enough  data  the  computer  could  select  appropriate  treatment  programs  at  the 
dispositional  or  sentencing  stage  of  proceedings.  By  analyzing  the  character- 
istics of  offenders  for  particular  crimes,  the  computer  can  be  used  to  predict 
where  to  expect  crimes,  how  many  to  expect,  and  who  will  commit  these 
crimes. 

In  its  simplest  form  the  computer  can  be  stored  with  data  on  a  large 
number  of  offenders,  their  backgrounds  (i.e.,  age,  race,  education  achieve- 
ments, economic  level)  and  their  recidivism  records  following  certain  sen- 
tences. Following  conviction,  the  computer  could  match  a  defendant's  charac- 
teristics with  those  of  many  others  who  have  been  sentenced  for  that  crime, 
and  a  prediction  could  be  offered  based  upon  how  the  offenders  with  similar 
characteristics  fared.  This  computer  capability  could  provide  an  instantaneous 
forecast  to  a  judge  who  must  render  terribly  diflScult  bail  or  sentencing  de- 
cisions. The  background  variables  are  almost  endless  and,  presumably,  the 
more  variables  considered,  the  more  accurate  the  prediction  would  be. 

At  first  blush,  this  appears  to  be  a  logical,  rational  use  of  modern  com- 
puter capability.  It  also  presents  a  frightening  threat  to  the  future  of  the 
courts  and  to  the  rights  of  the  individual  who  will  be  judged  on  the  "conduct" 
(or,  worse,  the  official  record  of  conduct)  of  others. 

It  may  be  argued  in  defense  of  this  computer  application  that  the  traditional 
sentencing  decision  itself  compels  the  court  to  make  a  prediction  on  the  of- 
fender's future  conduct ;  and  probation  reports  (prepared  for  this  purpose) 
provide  data  and,  generally,  recommendations  which  in  a  sense  predict  future 
behavior.  But  a  computer's  prediction  will  be  viewed  in  a  different  light  by 
the  Court.  The  complexity  of  the  decision-making  process  will  undoubtedly 
result  in  it  being  religiously  followed.  It  is  only  human  to  seek  easy  solutions 
to  complex  problems,  especially  if  what  appears  to  be  a  scientific  forecast 
is  the  basis  of  the  alternative.  In  fact,  we  might  some  day  reach  a  point 
that  the  judge  will  be  seen  as  an  unnecessary  obstruction  in  the  sentencing 
process.  Why  take  up  the  judge's  valuable  time  with  examining  a  computer 
printout  and  then  rendering  a  decision  which  the  computer  has  already  made? 
(Indeed,  given  the  shortage  of  courtrooms,  sentencing  might  well  be  carried 
out  in  a  computer  printout  room  in  the  courthouse.) 

I  suggest  that  the  human  element  and  the  individualized  review  in  sen- 
tencing should  not  be  replaced,  and  that  a  judge  should  consider  the  de- 
fendant in  front  of  him  as  a  human  being  who  should  not  be  judged  on  the 
behavior  of  others  in  a  like  category.  Nor  should  a  judge  be  given  com- 
puterized conclusions  based  upon  subjective  variables  which  he  may  not 
agree  with  and  cannot  even  identify  without  a  careful  analysis  of  the  com- 
puter program.  Similarly,  merely  because  a  computer  can  generate  a  large 
volume  of  data  previously  unavailable  is  not  sufficient  reason  to  do  so.  Too 
much  data,  particularly  in  the  low-visibility  juvenile  courts,  may  lead  to  a 
punitive  disposition  which  might  not  have  been  rendered  under  the  tradi- 
tional manual  system. 

Forecasting  future  behavior  through  computer  applications  apparently  is 
being  used  in  juvenile  courts  as  part  of  "juvenile  information  systems"  pro- 
grams. At  the  1972  International  Symposium  on  Criminal  Justice  Information 
and  Statistics  Systems,  two  papers  were  delivered  on  this  subject,  both  relying 
upon  the  need  for  more  information  to  provide  help  to  children  in  trouble. 
The  impression  given  is  that  there  is  something  unique  about  juvenile  pro- 
ceedings and  the  goals  of  juvenile  courts  that  make  it  necessary  to  know 
more  about  the  range  and  success  of  available  services.  Without  developing 
the  strengths  and  weaknesses  of  this  thesis,  it  is  sufficient  at  this  point 
to  note  that  it  is  now  the  settled  law  of  the  land  that  many  of  the  same 
due  process  safeguards  of  the  criminal  system  apply  as  well  to  the  juvenile 
system.  Providing  help  to  children  in  need  of  services  cannot  be  the  basis 
to  undercut  fundamental  procedural  and  substantive  rights. 

The  report  of  one  program  indicates  that  a  computer  calculates  a  "be- 
havior profile  index  rating"  for  every  child  referred  to  juvenile  court.  This 
index  rating  is  a  compilation  of  weights  and  values  resulting  from  the  child's 
past   offense    record,    personal    and    social    history    information,    economic   in- 
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formation,  and  psychological  profile  information.  The  index  is  described  as 
a  "relative  rating  of  social  adjustment  or  maladjustment".  Based  upon  this 
rating  in  an  individual  case,  decisions  are  made  in  the  case  to  either  release 
or  incarcerate  the  child  prior  to,  and  then  following,  an  adjudication  hearing. 

The  information  provided  in  the  published  material  raises  some  very 
troublesome  problems.  (It  is  unimportant  for  our  purposes  to  concern  our- 
selves with  the  particular  program  in  operation  which,  of  course,  may  have 
undergone  some  modifications.  But  it  is  important  to  view  the  concept  as  a 
potential  model  for  other  jurisdictions,  and  from  this  point  of  view,  examine 
it  closely  for  any  serious  flaws. ) 

I  am  constrained  to  deduce  that  if  an  index  rating  will  be  used  to  support 
a  decision  to  incarcerate  a  child,  and  if  a  child's  rating  is  likely  to  lead  to 
incarceration,  then  the  variables  comprising  the  rating  will  have  a  great 
deal  to  do  with  incarcerating  that  child.  In  the  published  reports  of  one 
project,  "economic  information"  is  given  as  one  of  the  variables.  This  indi- 
cates that  a  child  from  an  impoverished  home  has  a  greater  likelihood  of 
being  incarcerated  than  his  counterpart  offenders.  This  would  not  occur  as 
a  result  of  any  direct  bias  against  the  poor,  but  simply  because  the  factor 
of  economic  status  has  been  shown  statistically  to  be  associated  with  de- 
linquency. 

I  note  also  that  in  the  reported  description  of  this  project,  the  child's  "at- 
titude" is  categorized  and  weighed.  A  "remorseful"  category  is  given  the 
weight  of  one;  a  "blameless"  category  is  at  the  other  extreme  and  is  given 
the  weight  of  five.  A  "neutral"  attitude  is  three  times  as  bad  as  a  "remorse- 
ful" attitude  and  even  that  will  more  likely  lead  to  incarceration.  Thus,  the 
final  scoring  depends  in  some  measure  upon  a  difl5cult  subjective  judgment 
not  made  by  the  judge. 

A  similarly  curious  factor  considered  is  whether  a  neglect  charge  has  been 
made  against  the  family  of  the  child  involved  in  the  delinquency  proceeding. 
A  child  whose  family  has  not  been  charged  with  "neglect"'  will  not  have 
this  factor  counted  against  him.  But  if  a  neglect  proceeding  has  been  brought, 
it  will  be  a  factor  in  the  child's  incarceration  for  the  new  offense.  Curiously, 
if  the  neglect  proceeding  was  "adjusted"  the  child  is  given  the  score  of  tivo, 
if  it  has  been  adjudicated  he  receives  a  score  of  four,  and  if  he  has  been  the 
subject  of  more  than  one  neglect  proceeding  against  his  parents,  he  receives 
the  score  of  eight  for  this  category. 

I  am  troubled  by  the  assigned  variables  and  their  values.  I  am  troubled 
more  by  a  computer-generated  decision  made  in  name  only  by  a  judge,  which 
is  arbitrary  insofar  as  the  child  is  concerned,  and  removes  the  judge  as  a 
serious  factor  in  this  judicial  decision.  While  this  may  occur  when  a  judge 
blindly  follows  a  probation  report,  at  least  he  has  the  option  of  reading  a 
report  and  evaluating  its  thoroughness,  logic  and  basic  value  judgments.  More 
often  than  not  he  will  give  this  probation  report  and  the  arguments  marshalled 
by  counsel  on  both  sides  his  attention  and  critical  review,  and  will  then 
render  his  judgment. 

Predicting  criminal  or  anti-social  behavior  in  children  is  an  enticing  pro- 
gram in  an  era  of  rising  crime  rates  and  widespread  demands  for  con- 
trolling crime.  It  may  take  a  variety  of  forms,  one  of  which  views  particular 
conduct  against  a  background  of  similar  conduct  by  offenders  with  similar 
personal  characteristics.  Since  the  talents  of  the  computer  are  an  obvious 
asset  to  this  type  of  program,  it  is  likely  that  they  will  be  employed  in  a 
number  of  different  ways.  One  "predelinquency"  program  has  stirred  consider- 
able controversy  in  its  collection  of  all  kinds  of  background  data  on  children 
who  exhibit  what  is  called  predelinquency  behavior.  The  computer  is  viewed 
as  a  logical  tool  to  store  and  then  provide  background  information  on  chil- 
dren. Some  of  these  programs  are  administered  by  probation  departments, 
the  same  agencies  which  handle  post-delinquency  cases.  Pre-delinquency 
social  histories,  with  their  unchecked,  unscreened  data,  obviously  play  an 
important  role  as  these  children  get  older.  Perhaps  the  most  vocal  criticism 
expressed  is  the  lack  of  a  mandatory  record  destruction  provision,  creating 
the  possibility  of  permanent  records  and  life-long  stigma  without  the  safe- 
guards of  due  process  guaranteed  in  court. 

COURT  RECORDS  AS  PUBLIC  RECORDS  :  THE  PUBLIC'S  "RIGHT  TO  KNOW" 

I  have  to  this  point  attempted  to  highlight  areas  requiring  further  con- 
sideration before  we  commit  ourselves  to  the  many  talents  of  the  computer. 
One  of  the  questions  that  might  be  raised  in  this  context  is  whether  the  state 
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of  existing  "right  to  know"  laws  is  conducive  to  instantaneous  production  of 
records  witli  all  kinds  of  data  available  to  the  public. 

Existing  law  gives  the  public  substantial  right  to  access  to  public  docu- 
ments. The  only  impediment  to  records  not  classified  as  confidential  by 
special  law  is  the  present  system's  inefficiency — the  dispersion  of  individual 
records  throughout  the  system,  the  laborious  task  of  finding  records  and  then 
scanning  huge  files,  and  then  reading  the  illegible  handwriting  of  court 
clerks  and  judges.  Indeed,  the  laws  which  permit  access  to  public  records 
contain  the  caveat  that  such  access  is  limited  by  the  convenience  of  court 
personnel.  A  person  cannot  reasonably  expect  court  clerks  to  take  time  out 
of  busy  schedules  to  locate  and  make  available  files  from  the  court  records. 
The  obligation  of  the  clerks  in  this  connection  is  in  reality  to  make  available 
what  is  readily  available,  and  during  hours  of  the  day  convenient  to  the 
clerks.  Thus,  we  have  the  convenience  of  giving  the  public  the  right  to 
access,  but  a  right  which  is  largely  illusory.  And  we  in  the  courts  rarely  are 
faced  with  requests  to  view  court  files. 

But  what  effect  would  a  computerized  information  system  have  on  this 
happy  state  of  affairs?  With  records  available  at  a  moment's  notice,  and 
the  ability  to  pull  together  files  which  formerly  were  miles  or  courthou.ses 
apart,  any  defense  is  gone  to  the  public  demand  for  concrete  and  specific 
information.  Consider,  if  you  will,  the  scanning  features  of  a  well-programmed 
computer;  the  computer  can  draw  out  exceptions  and  fill  requests  of  the 
public  which  we  in  the  courts  have  not  even  made.  No  matter  what  safeguards 
are  taken  to  ensure  that  criminal  histories  are  not  leaked  through  NCIC  or 
Project  Search,  the  court  would  be  mandated  by  law  to  make  this  informa- 
tion available,  assuming,  as  I  do,  that  it  would  be  readily  available. 

Perhaps  we  would  want  the  laws  changed  to  keep  computerized  records 
confidential.  Then  again  we  might  want  to  reconsider  the  development  of 
computer  systems  if  the  state  legislatures  choose  to  maintain  what  is  an 
historical  (although  somewhat  limited)  right  to  see  court  records  grounded 
we  are  told  on  the  right  to  know  what  takes  place  in  the  courts  of  this 
country.  But  this  is  a  subject,  among  others,  which  must  be  addressed  before 
rushing  too  quickly  into  computerized  records  systems. 

SUMMING  UP  :  A  QUESTION  OF  EMPHASIS 

I  have  attempted  to  focus  on  what  I  conceive  to  be  a  special  responsi- 
bility, particularly  on  the  part  of  the  courts,  to  proceed  with  caution  in 
the  development  of  computer  systems.  The  tendency  is  to  postpone  considera- 
tion of  complex  issues,  and  this,  I  submit,  is  a  price  we  cannot  afford  to  pay. 
The  question  in  the  first  instance  should  be  directed  to  the  appropriateness 
of  the  program.  Is  it  consistent  in  all  respects  with  the  role  of  the  courts 
and  the  rights  of  those  who  are  subjected  to  the  jurisdiction  of  the  courts? 
If  it  is,  the  importance  of  keeping  the  data  must  somehow  be  balanced 
against  the  reality  of  data  "sharing"  in  the  broadest  sense — with  intruders, 
the  public,  private  industry,  and  other  government  agencies.  It  must  be 
acknowledged  that  this  balancing  process  should  take  into  account  not  only 
the  risks  to  civil  liberties  but  also  the  benefits  bestowed  on  defendants  whose 
cases  cannot  be  processed  expeditiously   without  needed   information. 

To  repeat  a  theme  which  cannot  be  overstated :  a  computerized  information 
system  should  be  considered  only  where  there  is  a  clear  and  positive  need 
for  data,  and  some  important  reason  for  it  to  be  computerized. 
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Newspaper  Articles  by  Richard  Zimmerman,  Cleveland  Plain  Dealer, 

January   1973 

instant  replay  of  raw  arrest  data 

Washington. — Within  the  next  few  weeks  the  state  of  Ohio  will  quietly 
gain  the  spaceage  capability  of  being  instantly  able  to  lock  your  name  for- 
ever into  the  FBI's  massive  criminal-history  computer,  which  stands  ready  and 
whirring  in  a  guarded  fortress  in  southwest  Washington. 

Barring  new  state  or  federal  regulations,  your  name  then  will  be  almost 
automatically  and  precipitously  transmitted  onto  the  FBI's  master  computer 
tapes  as  the  result  of  almost  any  felony  or  serious  misdemeanor  arrest,  even 
a  simple  charge  by  a  beat  patrolman  or  deputy  sheriff. 
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The  transmission  to  Washington  will  take  place  whether  you  are  guilty  or 
innocent,  whether  you  are  tried  and  acquitted  and  even  if  the  charges  are 
dropped  and  you  are  never  arraigned. 

Barring  further  legislative  clarification  of  confusing  and  constitutionally 
questionable  federal  laws  and  regulations,  the  now-established  fact  of  your 
arrest  will  be  spit  out  at  the  command  of  an  undetermined  number  and 
variety  of  inquiring  federal,  state  and  local  agencies — including,  in  all  prob- 
ability, some  prospective  employers,  banks  and  credit  agencies. 

And  barring  action  by  state  and  federal  legislatures,  your  name  and  record 
will  remain  on  the  FBI  computer  tapes,  ready  for  instant  recall,  no  matter 
where  you  may  live  or  move  and  no  matter  what  kind  of  life  you  may  sub- 
sequently live. 

The  information  will  remain  on  the  tapes  until  the  computer  learns  of 
your  death. 

If  you  are  both  lucky  and  guiltless,  the  computer  print-out  that  will  follow 
you  forever  may  note  your  arrest  was  never  prosecuted  or  the  charges  were 
formally  dropped  or  you  were  acquitted. 

But  if  the  bare  requirements  of  present  federal  regulations  are  met,  the 
print-out  may  merely  note  your  arrest  record. 

A  recent  comprehensive  report  made  for  the  Manpower  Commission,  U.S. 
Department  of  Labor,  found  that  an  arrest  record,  whether  followed  or  not 
by  additional  action  by  any  criminal  justice  agency  and  regardless  of  the 
outcome,  creates  for  the  job-seeker  a  handicap  that  can  hound  him  for  the 
rest  of  his  life. 

And  according  to  President  Nixon's  own  Commission  on  Law  Enforcement, 
a  male  child  now  living  in  the  United  States  stands  a  46%  chance  of  being 
arrested  for  a  non-traflSc  offense. 

Not  of  being  convicted,  mind  you.  Being  arrested. 

For  an  urban  male,  the  odds  jump  to  60%. 

For  a  black,  urban  male,  testimony  before  a  congressional  committee  sug- 
gests the  chance  of  a  nontraffio  arrest  may  run  as  high  as  90%. 

Considering  these  facts,  it  is  little  wonder  that  when  the  Bureau  of  Criminal 
Identification  (BCI)  computer  terminals  in  Columbus  are  connected  to  the 
FBI's  National  Crime  Information  Center  (NCIC)  in  Washington,  Ohio — 
knowingly  or  not — also  will  plug  into  a  quietly  raging  controversy  that  has 
civil  libertarians  on  both  the  right  and  left  in  an  uproar. 

As  Ohio  planned  to  join  the  new  NCIC  network,  which  is  envisioned  eventu- 
ally to  permit  every  major  criminal  justice  agency  in  the  country  to  instantly 
"talk"   with   any   other,   the   Plain   Dealer   investigated   the   controversy. 

The  Plain  Dealer  survey  found  some  of  the  claims  made  by  the  more 
hysterical  opponents  of  the  national  "big  brother"  computer  are  exaggerated. 
Both  the  FBI  and  its  parent,  the  Justice  Department,  are  not  totally  un- 
aware or  unconcerned  as  to  the  ix)tential  for  misuse. 

The  Plain  Dealer  also  discovered,  if  a  set  of  rules  formulated  by  the  NCIC's 
own  advisory  board  are  rigidly  followed,  some  of  the  potential  abuses  of 
the  NCIC  may  be  avoided. 

It  also  was  found,  at  least  in  one  case,  the  FBI  has  actually  disconnected 
one  contributing  criminal  justice  agency  from  the  NCIC  computer  because 
the  agency  did  not  follow  a  guideline  aimed  at  protecting  criminal  histories 
from  misuse. 

But  the  survey  also  uncovered  an  uncomfortably  large  amount  of  evidence 
leading  to  this  conclusion :  The  new  NCIC  concept  is  growing  unchecked  by 
any  firm  legislative  authority  or  supervision,  either  at  the  state  or  federal 
level. 

Consequently,  the  computer  system  has  the  potentially  destructive  and 
totalitarian  capacity  to  make  a  mockery  of  the  constitutional  right  to  be  pre- 
sumed innocent,  of  privacy,  and  of  the  concept  of  criminal  rehabilitation. 

Among  specific  findings : 

The  Ohio  legislature  has  never  given,  nor  has  it  been  asked  for  permission 
for  unregulated  and  unchecked  state  participation  in  the  NCIC  program. 

Instead,  according  to  state  officials,  only  a  broad,  precomputer  legislative 
grant  authorizing  the  collection  of  criminal  information  at  the  state  level 
provides  authority  to  tap  into  the  national  system. 

No  less  a  conservative  constitutional  authority  than  Sen.  Sam  Ervin,  D-N.C, 
views  federal  authority  to  store,  computerize  and  disseminate  states'  raw 
arrest  data  as  statutorily  shaky  at  best,  and  constitutionally  outrageous  and 
repugnant  at  worst. 
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The  only  detailed  operational  controls  for  the  operation  of  NCIC  are  con- 
tained in  guidelines  formulated  by  a  20-member  advisory  council— a  council 
composed  of  representatives  selected  by  the  very  law  enforcement  agencies 
served  by  the  system. 

These  guidelines,  which  are  also  being  used  to  guide  Ohio  BCI  input  in 
lieu  of  any  effective  state  regulations,  are  subject  to  immediate  revision,  with- 
out even  a  requirement  for  administrative  hearings. 

The  guidelines  as  now  written  appear  to  permit  any  federal  agency  to  have 
access  to  the  NCIC  computer  tapes.  While  the  exact  limits  on  access  are 
unclear,  it  appears  this  rule  may,  for  example,  permit  the  Defense  Depart- 
ment access  to  the  tapes  to  check  on  present  or  prospective  employes  of  any 
of  its  sensitive  defense  contractors. 

The  informal  guidelines  specifically  limit  access  "outside  the  federal  gov- 
ernment" to  "criminal  justice  agencies."  Yet  a  federal  law  allows  the  FBI 
to  disseminate  its  "identification  records"  to  federal  banks,  state  licensing 
agencies  and  any  other  person  authorized  by  a  state  and  approved  by  the 
attorney  general. 

The  boundary  between  what  constitutes  NCIC-stored  information  and  the 
FBI's  "identification  records" — if  a  line  indeed  exists — is  so  fuzzy  that  even 
congressional  experts  on  criminal  records  cannot  explain  the  difference. 

And  as  more  and  more  FBI  "Identification  records,"  such  as  criminal  and 
civil  fingerprint  cards,  become  computerized,  the  line  may  become  less  clear. 

An  advisory  group  of  the  Law  Enforcement  Assistance  Administration 
(LEAA),  the  agency  that  first  conceived  the  idea  of  a  national  criminal  his- 
tory center  urge  that  procedures  be  adopted  to  regularly  purge  master  tapes  of 
outdated  information  that  would  give  an  inaccurate  picture  of  a  subject's  cur- 
rent behavior. 

But  the  FBI  takes  the  attitude  that  only  those  who  fed  into  the  NCIC, 
that  is,  the  states,  can  or  should  remove  information. 

Few  states  seem  immediately  interested  in  adopting  such  purging  require- 
ments. 

Public  awareness  of  the  NCIC  does  not  seem  acute,  although  the  debate  has 
been  raging  for  some  time  at  various  levels  in  Washington. 

The  concept  of  a  state-run,  national  criminal  history  bank  first  grew  from 
a  1969  LEAA  project.  As  first  envisioned,  the  more  sensitive  criminal  his- 
tories would  be  kept  entirely  separate  from  the  FBI's  then-established  NCIC. 
The  existing  NCIC,  at  first  manual  and  later  computerized,  stored  names  of 
wanted  persons,  license  numbers  of  stolen  cars,  serial  numbers  of  stolen  guns 
and  securities  and  the  like.  This  original,  limited  NCIC  was  designed  to  speed 
information  to  police  and  the  security  of  its  contents  was  not  of  prime  con- 
sideration. 

It  was  for  this  reason  the  LEAA  wanted  its  sensitive,  raw  criminal  history 
files  to  be  completely  separate.  The  LEAA's  idea  was  to  help  all  criminal 
justice  agencies  keep  track  of  mobile  interstate  criminals  and  to  aid  the 
courts  in  sentencing — not  to  supply  raw  information  in  response  to  a  patrol- 
man's inquiry. 

Because  raw  arrest  data  is  so  sensitive,  an  LEAA  advisory  group  headed 
by  Dr.  Robert  Gallati,  a  27-year  veteran  of  the  New  York  Police  Department, 
wrote  a  technical  report  recommending  detailed  and  tight  input  and  output 
regulations,  including  criteria  for  periodic  purging. 

A  power  struggle  then  developed,  between  the  states  and  the  LEAA  on 
the  one  hand  and  the  FBI  on  the  other,  for  control  of  the  computer.  In  Decem- 
ber of  1970,  then-Atty.  Gen.  John  Mitchell   ruled  in  favor  of  the  FBI. 

The  FBI  chose  not  to  keep  criminal  histories  separate  from  its  existing 
NCIC  computer,  but  combined  the  two  systems  into  a  new,  expanded  system. 

The  NCIC  advisory  council  did  adopt  some  of  the  LEAA's  precautions,  at 
least  on  paper.  To  further  allay  critics  the  Council  adopted  one  additional 
safeguard :  Those  feeding  information  into  the  new  system  were  required 
to  do  so  via  systems  and  employes  dedicated  solely  to  criminal  justice  work. 
No  other  information,  such  as  tax  records  and  drivers  license  information, 
can  be  stored  in  local  or  state  computers  that  feed  the  NCIC  giant. 

But  this  new  reeulation.  at  first  vaguely  enforced  only  agitated  many  juris- 
dictions which  insisted  they  could  not  afford  separate  computer  systems. 

And  the  dedication  regulation  certainly  has  not  quieted  foes  of  the  master 
NCIC  computer,  foremost  among  them  Sen.  Ervin. 
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Ervin  found  himself  in  the  thick  of  the  NCIC  battle  after  a  federal  judge 
in  Washington  ruled  the  FBI  has  no  right  to  give  its  criminal  history  files  to 
anyone  outside  the  criminal  justice  field. 

In  response  to  this  ruling,  an  attempt  was  made  last  year  in  the  House  of 
Representatives  specifically  to  give  the  FBI  authority  to  pass  out  its  records. 

The  attempt  took  the  form  of  a  rider  to  an  appropriations  bill.  It  was 
dropped  when  it  was  quite  correctly  opposed  on  the  ground  that  congressional 
rules  proscribe  appropriations  bills  from  legislating. 

Ervin  was  ready  to  raise  a  similar  objection  in  the  Senate  but  was  placated 
when  the  rider  was  rephrased  so  that  only  criminal  justice  agencies  outside 
the  federal  government,  not  federal  banks  and  the  like,  were  designated  as 
legal  recipients  of  FBI  information — and  then  only  if  the  arrest  information 
had  led  to  a  conviction. 

But  Ervin  was  euchred  by  a  Senate-House  conference  committee,  which 
put  the  House's  broader  version  of  the  rider  back  into  the  bill.  When  the 
conference  report  was  approved,  an  outraged  Ervin  vowed  he  would  not  be 
doublecrossed  again  when  the  temporary  appropriations  bill  comes  up  for  ap- 
proval again  this  session. 

It  would  appear  that  limiting  federal  legislation  backed  by  Ervin  and  his 
sympathetic  colleagues  is  the  primary  answer  to  misuse  of  NCIC  and  other 
criminal  information.  Federal  courts  have  been  sympathetic  to  persons  saying 
arrest  information  has  been  misused,  but  so  far  they  have  been  loath  to  com- 
pletely purge  arrest  records. 

While  opponents  of  unchecked  NCIC  growth  favor  federal  legislation,  there 
probably  is  need  for  state  control  as  well.  First,  federal  controls  may  be 
diflScuIt  to  pass.  And  the  FBI  now  puts  much  of  the  control  over  input  into 
the  hands  of  the  states. 

Additionally,  unique  situations  in  various  states  create  the  need  for  spe- 
cial legislation. 

For  example,  Ohio  law  does  not  consider  arrest  histories  collected  at  the 
state  level  by  the  BCI  as  public  records.  Thus,  even  the  subject  of  the  history 
does  not  have  the  right  to  inspect  his  own  records. 

Yet  under  conflicting  federal  regulations  and  proposed  law,  the  subject  does 
have  this  right  of  inspection. 

Also,  a  person  in  Ohio  who  seeks  to  mitigate  his  arrest  record  might  be 
better  off  if  he  demands  a  costly  and  burdensome  trial. 

Jack  DriscoU,  head  of  the  computer  system  at  Ohio's  BCI,  believes  Ohio's 
system  of  judicial  reporting  is  sound  and  formal  court  action,  such  as  acquit- 
tals, will  be  sent  to  BCI  and  hence  on  to  the  NCIC. 

But  if  charges  are  quietly  dropped,  the  BCI  probably  will  not  find  out. 
Consequently,  the  subject  simply  will  have  the  arrest  record  filed  away  with 
BCI  and  the  NCIC. 

According  to  the  staff  of  Ervin's  subcommittee  on  constitutional  rights,  in 
most  arrests  that  do  not  result  in  convictions  the  prosecutors  simply  drop  the 
complaint.  There  is  no  formal  court  action. 

Both  the  problem  of  the  conflict  over  inspection  of  records  and  the  failure 
to  inform  the  BCI  when  charges  are  dropped  could  be  remedied  by  state  law. 
The  possibility  of  abused  arrest  information  has  always  been  with  us.  For 
example,  there  have  been  documented  cases  of  police  selling  such  raw  infor- 
mation to  credit  bureaus  and  employment  agencies.  Anyone  working  in  law 
enforcement,  including  aggressive  police  reporters,  knows  it  is  often  easy 
to  get  a  look  at  supposedly  confidential  police  records. 

The  computer  age,  with  its  accompanying  danger  of  centralization,  and 
these  problems  of  purging,  correcting  inaccuracies  and  instant  access,  only 
serves  to  create  the  more  chilling  atmosphere  of  a  world  supervised  by  blink- 
ing, coldly  purring,  amoral  master  computers,  programmed  to  serve  a  govern- 
ment at  the  expense  of  the  individuals  who  make  up  that  government. 


SYSTEM  IS  OUT  OF  HAND 


Washington. — The  steady  building  of  a  new  massive,  computerized  criminal 
history  file  in  Washington,  which  Ohio  plans  shortly  to  begin  contributing  to, 
has  elicited  many  comments  from  many  sources. 

Here  is  a  sampling,  collected  both  firsthand  and  from  secondary  sources 
during  a  Plain  Dealer  survey  on  the  establishment  of  a  national  criminal 
file  system : 

"The   system   is   out   of  hand."— Judge   Gerhard   Gesell   in   ruling  the  FBI 
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could  not  give  criminal  record  information  to  banks  and  others  outside  the 
federal  government. 

"An  important  part  of  the  opposition  to  large-scale  information  systems  is 
the  fear  that  individuals  would  no  longer  be  permitted  to  outlive  their  mis- 
takes. If  this  is  true,  an  information  system  could  run  counter  to  much  that 
has  been  claimed  about  this  country  since  its  beginnings." — Law  Enforcement 
Administration  Agency  (LEAA)  study  urging  that  computer  tapes  be  period- 
ically purged  of  outdated  information. 

"I  have  trouble  seeing  any  legitimate  use  whatsoever  in  a  bare  record  of 
an  arrest  which  is  not  followed  by  a  conviction  .  .  .  The  only  way  to  correct 
this  problem  is  for  Congress  to  enact  legislation  defining  and  controlling  the 
power  of  the  Justice  Department  to  collect  and  disseminate  criminal  history 
information." — Sen.  Sam  Ervin,  D-N.C,  chairman,  subcommittee  on  consti- 
tutional rights. 

"Any  arrest  which  does  not  lead  to  subsequent  conviction  should  not  be  re- 
corded, let  alone  disseminated,  as  a  stain  on  a  man's  record." — Francis  Dale, 
chairman  of  the  Committee  for  the  Re-election  of  President  Nixon  and  mem- 
ber of  National  Council  on  Crime  and  Delinquency. 

"Notwithstanding  the  big  daddy  problem,  we  believe  that  we  must  build 
comprehensive  information  systems  so  that  government  can  better  legislate, 
plan  and  administer  to  assure  the  survival  of  our  society." — Daniel  Magraw, 
president,  National  Association  of  State  Information  Systems. 

"The  average  guy  is  just  not  going  to  be  able  to  walk  in  off  the  street  and 
make  a  correction  in  his  records." — Prof.  Herbert  S.  Miller,  author  of  a  study 
on  the  effect  of  an  arrest  record  on  employment. 

"I'd  say  most  legislatures  are  reactional — you  have  to  have  a  (criminal 
computer^)  system  in  place,  first,  before  they  legislate." — Joseph  L.  White, 
deputy  director,  Ohio  Department  of  Economic  and  Community  Development's 
Administration  of  Justice  Division,  on  why  Ohio  is  plugging  into  the  national 
system  without  any  legislative  guidelines. 

"The  NCIC  affords  you,  the  citizen,  the  greatest  crime-fighting  weapon  since 
the  development  of  fingerprint  identification."— "The  NCIC  and  You,"  an  FBI 
publication  of  the  FBI. 


ARREST  RECORD  IS  OBSTACLE  TO  JOBS,  DIFFICULT  TO  ERASE 

Washington. — Last  year  the  manpower  administration  of  the  U.S.  Depart- 
ment of  Labor  asked  Georgetown  University  Law  Center  to  study  the  residual 
effect  that  an  arrest  record  has  on  a  person's  employability. 

Among  that  study's  findings  : 

"An  arrest  record  not  followed  by  conviction  is  a  substantial  obstacle  to 
employment. 

"Present  annulment  and  expunging  statutes  do  not  remove  obstacles  to  em- 
ployment ... 

"State  civil  service  statutes  provide  no  guidelines  ...  to  screen  applicants 
with  criminal  records. 

"Job  application  forms  frequently  ask  for  arrest  record  (information)  and 
do  not  indicate  that  an  individual  with  a  criminal  (arrest)  record  is  eligible 
for  hiring." 

State  licensing  requirements  for  various  occupations  (from  lawyers  to 
barbers  and  beauticians)  have  the  potential  to  discriminate  against  those  with 
criminal  (arrest)  records. 

The  study  found  that  arrest  records,  including  60  million  already  on  file 
with  the  FBI,  "are  notoriously  inaccurate  in  that  they  do  not  show  final 
dispositions." 

"Cleaning  up"  the  manual  and  computerized  records  on  file  with  the  FBI 
would  "almost  be  impossible,"  the  study  said. 

Consequently  the  Georgetown  group  recommended  that  all  employers  be 
barred  from  asking  whether  a  prospective  employe  has  a  simple  arrest  (as 
opposed  to  a  conviction)  record. 

SOME  PROPOSALS  FOR  REGULATION 

Washington. — A  few  federal  laws,  some  informal  federal  regulations  and 
many  proposed  federal  and  state  controls  have  been  inspired  by  the  govern- 
ment's quietly  growing  propensity  to  gather  raw  criminal  information  to  its 
bureaucratic  bosom. 
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After  a  federal  judge  ruled  that  the  broad  authority  of  the  federal  govern- 
ment to  collect  such  information  did  not  permit  it  to  pass  it  to  banks  or 
others  outside  the  government  the  following  language  was  slipped  into  an 
otherwise  routine  appropriations  bill  (contrary  to  congressional  rules  that 
temporary  appropriations  bills  should  not  legislate)  : 

"The  funds  provided  for  .  .  .  the  FBI  may  be  used  .  .  .  for  the  exchange 
of  identification  records  with  officials  of  federally  chartered  or  insured  bank- 
ing institutions  .  .  .  and  if  authorized  by  state  statute  and  approved  by  the 
attorney  general,  to  officials  of  state  and  local  governments  for  purposes  of 
employment  and  licensing  .  .  ." 

As  a  means  of  self-regulation,  the  NCIC  has  established  an  advisory  board 
that  has  formulated  regulations  to  control  the  system.  Among  the  highlights : 

Direct  access,  that  is,  the  ability  to  feed  into  and  draw  from  the  computer 
by  means  of  direct  terminals,  "will  be  permitted  only  for  criminal  justice 
agencies  . .  ." 

Raw  criminal  history  facts  then  will  be  made  available  "outside  the  federal 
government  only  to  criminal  justice  agencies  for  criminal  justice  purposes  .  .  . 
but  pending  additional  legislative  action  at  state  and  federal  levels  or  attorney 
general's  regulations." 

"The  person's  right  to  see  and  challenge  the  contents  of  his  record  should 
form  an  integral  part  of  the  system  .  .  ." 

Not  to  be  fed  into  the  computers  are  records  of  minor,  nonfelony  arrests, 
minor  traffic  violations,  juvenile  offenses  and  intelligence  information  not 
resulting  in  an  arrest. 

The  submission  of  follow-up  information  after  an  arrest  will  be  encouraged, 
but  voluntary. 

The  Justice  Department  has  come  up  with  additional  proposed  legislation 
even  though  it  claims  already  to  have  authority  to  collect  criminal  data. 

Essentially,  Justice's  proposal  would  make  permanent  the  language  (above) 
that  was  slipped  into  the  temporary  appropriations  bill  set  to  expire  at  the 
end  of  the  fiscal  year. 

Because  this  proposal  would  grant  the  attorney  general  and  the  states  such 
wide  latitude  to  adjust  regulation  of  dissemination,  the  proposal  is  termed 
"not  the  solution"  by  aides  to  Sen.  Sam  Ervin,  D-N.C. 

Because  both  proposed  and  existing  federal  laws  supported  by  the  Justice 
Department  appear  open  to  tampering  and  interpretation  by  federal  author- 
ities, other  regulatory  concepts  have  been  devised.  Among  them  : 

Ervin :  The  senator  has  a  simple  method  to  correct  what  he  considers,  in  the 
words  of  a  colleague,  the  computerization  of  "the  raw  material  of  tyranny." 

Ervin  has  pledged  to  object  on  procedural  grounds  when  language  giving 
the  FBI  wide  power  to  give  out  information  is  again  included  in  the  ap- 
propriations bill.  If  successful,  this  would  reinstate  the  ruling  of  Judge 
Gesell  limiting  the  dissemination  of  criminal  history  information. 

Essentially,  Ervin  is  opposed  to  computerizing  any  arrest  records  in  cases 
that  do  not  later  lead  to  a  conviotion.  He  also  favors  other  safeguards  on  the 

svstGHi's  sGCtiritv. 

Law  Enforcement  Assistance  Administration:  On  the  advice  of  an  advisory 
group,  the  LEAA  has  produced  two  sets  of  draft  proposals.  The  first  is  a  model 
state  law  and  the  second  is  detailed,  model  regulations  to  supplement  the 
laws. 

While  permitting  the  collection  of  arrest  data,  the  model  law  and  regula- 
tions are  much  more  strict  and  comprehensive  than  current  federal  law. 

Among  other  things,  the  laws  set  up  boards  to  oversee  privacy  and  access 
and  also  permit  the  purging  of  arrest  data  after  the  subject  has  avoided  con- 
tact with  the  law  for  10  years. 

U.S.  Rep.  Don  Edwards,  D-Calif. :  Edwards  has  introduced  legislation  this 
session  which,  among  other  protections,  flatly  prohibits  the  dissemination  of 
arrest  information  by  anyone  to  anyone  if  the  information  is  more  than  two 
years  old  and  has  not  been  followed  by  prosecution. 
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Citizens'  Rights  Come  First 

Protection  of  citizen  rights,  one  of  the  grand  ideas  behind  the  American  form 
of  government,  appears  to  be  relegated  to  secondary  status  in  new  action  against 
crime  and  wrongdoing. 

That  is  the  clear  picture  developed  in  The  Plain  Dealer  Washington  Bureau's 
inspection  of  the  linkup-to-be  between  the  Ohio  Bureau  of  Criminal  Identification 
(BCI)  and  the  FBI  National  Crime  Information  Center  (N'CIC). 

It  would  be  good  if  the  computerized  two-way  system  could  be  operated  to  pro- 
vide only  the  fast,  accurate  information  that  law  enforcement  agencies  need. 
But  it  will  be  very  bad  if  the  arrangement  is  allowed  to  work  unfairly,  as  it  can, 
against  very  large  numbers  of  people. 

The  potential  for  doing  just  that  is  very  real,  and  not  just  in  Ohio.  The  confu- 
sion in  federal  law  and  the  general  lack  of  strict  state  limitations  on  gathering, 
storing  and  disseminating  aiTest  data  thus  become  now  a  matter  for  serious 
considei'ation  nationwide. 

As  matters  stand,  Ohio's  BCI  and  similar  agencies  in  other  states  can  feed 
and  store  raw  arrest  data  in  NCIC's  computers.  There  it  could  remain  forever, 
even  if  persons  involved  in  arrests  were  not  fonnally  charged,  were  not  found 
guilty  of  crime,  or  charges  lodged  against  them  were  later  dismissed. 

There  the  black-mark  data  could  be  made  available  to  a  variety  of  other  federal, 
state  and  local  agencies.  Those  in  turn  and  at  their  own  discretion  could  pass 
the  information  along  to  employers,  banks  and  credit  agencies. 

Such  extended  free-flow  of  incomplete  and  harmful  information  unQuestionably 
runs  contrary  to  an  innocent  individual's  right  to  privacy  and  his  right  to  be 
presumed  innocent  until  proved  guilty.  In  the  case  of  persons  who  have  broken 
the  law,  paid  the  penalty  and  mended  their  ways,  bad  reports  from  the  past  could 
interfere  with  rehabilitation,  the  new  chance  they  supposedly  have  earned. 

U.S.  Sen.  Sam  Ervin,  D-X.C,  chairman  of  a  Senate  subcommittee,  deserves 
praise  for  sounding  warnings  of  danger  in  the  expanded  XCIC  system.  He  opijoses 
computerizing  of  arrest  records  in  cases  that  do  not  later  lead  to  convictions,  and 
he  wants  tightened  control  over  data  disseminated  by  NCIC. 

Prodded  by  an  advisory  group,  the  federal  Law  Enforcement  Assistance  Ad- 
ministration has  produced  model  state  laws  and  regulations  that  could  overcome 
deficiencies  in  federal  law.  The  models  propose  the  purging  of  arrest  data  on  i>er- 
sons  who  have  stayed  clear  of  the  law  for  10  years.  Also  they  propose  boards  to 
oversee  record  privacy  and  access. 

A  few  other  useful  ideas  have  become  known,  but  as  Tlie  Plain  Dealer's  study 
indicates,  a  complete  awakening  of  concern  for  protection  of  very  basic  citizen 
rights  in  the  stepped-up  war  on  crime  comes  very  slowly. 

The  arrangement  involving  the  states  and  NCIC  could  and  should  be  made  to 
work  fairly.  It  can  be  made  to  do  so  if  lawmakers  at  the  state  and  federal  levels 
recognize  that  protection  of  citizen  rights  remains  of  paramout  importance. 
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TENNESSEE 
Forms  Used  by  the  State  of  Tennessee  Department  of  Personnel 


P-S2  (7*» 

NOTE:  Rcmd  each  queition  earc- 
foUy  and  be  aure  that  all  the  infor- 
mation called  for  it  anpplied  to  the 
beat  of  your  ability.  Queationa  left 
blank  may  be  detrimental  to  the 
ratine  of  your  qualificationa.  An- 
swera  to  the  queationa  below  are 
anbjaet  to  Invcatication  and  any 
fala*  or  mialeadinr  atatcmenta  or 
an  improperly  completed  applica- 
tion may  be  cauie  for  diaqualifyinf 
yon.  Fill  out  this  form  on  a  typa- 
writer  or  print  in  ink.  Uae  addi- 
tional aheeta  if  neeeasary.  Phya- 
ical  or  medical  examination  may  be 
required  at  a  later  date. 


STATE   OF  TENNESSEE 

DEPARTMENT  OF  PERSONNEL 
NASHVILLE 


APPLICATION  AND 
STATEMENT  OF  QUALIFICATIONS 


do  not  writ*  tn  ipae» 

xlow 

• 

t 

t>r 

•■t 

br 

»p 

_ 

Soc.  Sec.  No. 


UtU  9t  lh«  parftUiM  (or  whiak  rva  mi%  ftpvlrlaa 


.  Data- 


t     NameL. 


-Telephona   No.. 


S     Preaent  addreaa_ 


.itj 


4     Are  you  registered  to  vote  ?_ 


Jf  so:  Dist.. 


Prec- 


.  City- 


Legal    (voting)    residence- 


Length  of  legal  residence  in  state- 


_   county- 


city. 


-1»- 


Z>p  C»d* 


t    Are  you  a  citizen  of  th«  United  StataaT- 


ranra        monthi                                                  r^^*^        mon\h» 
.If  foreign-born,  when  and  where  wera  you  naturalized? 


6     Birthplace 
7 


dtr 


-date  of  birth- 


marital  status 

sex 

height 

weight 

Dependents: 

dlnn»4 

vldowtd 

•eparawd 

■■It 

liMl, 

kM 

laebts 

pounds 

««■■  I    Buried 

1 

rhiM~r.               Olh.r 

Maiden    name- 


8     Have  you  any  major  or  minor  physical  defeeta,  or  have  you  ever  been  affected  by  any  ailment  which   may  impair  your 
working  efficiency? If  ao,  daacribe  fully 


\f  9    Have  you  ever  been  charged  with  any  TioUtion  of  the  law  other  than  a  minor  traffic  TioIationT If  so,  stat«  nature  of 

offense  and  disposition  of  each  case 


10     What  machinery  (office,  plant,  eonstmetioB,  etc)  can  you  operate  efficiently?- 
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*■     P-52B  (R«v.) 

V.  NOTE: 

1.  COMPLETE   IN    DUPLICATE 

2.  TYPE  OR  PRINT  IN  INK. 

3.  COMPLETE  EVERY  SPACE. 

4.  ATTACH  TRANSCRIPTS,  PROOF  OF 
VETERANS  PREFERENCE,  ETC. 

ill  i^i^M^nwwiii  I'lmiiiiiMMliiii" 


STATE  OF  TENNESSEE 
DEPARTMENT  OF  PERSONNEL 

1401   Andrew  Jockson  State  Office  Building 
Nashville,  37219 

EMPLOYMENT   APPLICATION 

DATE 


DO  NOT  WRITE  IN  SHADED  AREAS 


1.    Title  of  position(s)  applied  for; 

APPIY  ONIY  FOR  POSITIONS  fOR  WHICH 
YOU  THINK  YOU  ARE  QUALIFIED 


CIVIL  SERVICE  □ 
NON-CIVIL  SERVICE  Q 

(IF  NOT  KNOWN  -  LEAVE  BLANK) 


CS  # 


INTERVIEWED 


2.   Social  Security  Number 


3.   Name 


4.  Present  address 

5.  Voter  registrotion 

6.  Legal  (voting) 
address 

7.  Legal  residence 
in  Tennessee 

8.  Birthplace 

9.  Date  of  birth 


10.    Status 


What  1%  the  eoriieil  dote  you  wilt  be  ovoiloble? 


Cnty    CO 


Marilol  Siotut 


Single      AAarried      Olhei 


Mole         Femole 


Day  Year 


Feet  Inchei 


If  foreign  born,  when  and  where  were  you  noluroliied? 


Number  of 
cPiidre^n 


!  if  femole  opplicont 


1 1 .  Have  you  any  physical  hondicops  that  may  impair  your  working  efficiency?        Yes   Q      No   Q 
If  "Yes"  explain  in  item  34    on  bock  of  this  application. 

12.  Have  you  ever  been  convicted  for  o  violation  of  the  law  other  than  a  minor  traffic  violation?        Yes   □      No  C 
If  "Yes"  explain  in  item  34  on  back  of  this  application. 

13.  List  all  Tennessee  State  Civil  Service  Examinations  in  which  you  have  attained  a  passing  grade  within  the  past  2  years. 


14.   Will  you  accept  temporary  employment  for  6  months  or  less?        Yes   Q      No   Q) 

15-   Will  you  occept  part-time  employment?        □  Yes      Q   No 

16.   Will  you  accept  employment  in  any  county?      Yes   □      If  No;  in  which  counties? 


17.  Thii  item  which  is  votuntory  in- 
formotion,  is  for  slotislicol  pur- 
poses and  to  insure  equal  employ- 
ment  opportunities. 


TO  BE 
DETACHED 


34-738   O  -  74  -  62 
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Have  you  ever  been  employed  by  the  Sfote  of  Tennessee?  Yes  Q        No  □ 
What  is  your  solory  requirement? 


.MO. 


Minimum 
You  Will 
Accept? 


.MO. 


20.  Circle  highest  grade  completed.      1234567891011      12 


13      14      15      16      17     It 


Other 

GED  Certificate?  Yes  Q     No  D 

Csrtificat*  Juuod  by: 

■^ame 

of  lost 

school  attended. 

Nam«  of  School 

Addrasi 

SCHOOL   NAME   AND  ADOIESS 

Ot.  Hour* 
Compial*d 

DATE  Of 
GRADUATION 

MAX>I 

MINOX 

DECREE 

High  School 

Coll«g« 

Graduat* 

Poit  Groduote 

Buiin«»  School 

Trad«  School 

Night  School 

Corrci.  CourM 

/ 

.Sp-iol 

\ 

23.  Did  you  hove  o  coui^e  in  typing?  □        '"  shorthand?  □ 


QT.  HOURS  OF  AHTHtOPOlOGY 
QT.  HOURS  OF  MATH 
QT.  HOURS  OF  STATrSTtCS 
QT,  HOURS  OF  ACCOUNTING 


QT.  HOURS  OF  ENGLISH 
QT.  HOURS  OF  FSYCHOIOGY 
QT.  HOURS  OF  SOCIOLOGY 
QT.  HOURS  OF  COUNSELING 


LIST  OTHER  COURSE  WORK  PERTINENT  TO 
YOUt  JOB  OBJECTIVE  (ATTACH  TRANSCRIPTS] 
(USE  FORM  S2eB  IF  NEH>H)) 


24.   State  Employee  Training  Programs  successfully  completed: 


Till*  of  C<wrM 

25.   If  written  exam  is  required,  check  city  in  which  you  wish  to  take  exam. 


CHATTANOOGA 

D 

KNOXViaE 

D 

JACKSON 

D 

COLUMBIA 

D 

MEMPHIS 

D 

JOHNSON  CITY 

n 

COOKEVIllE 

n 

NA5HVIUE 

D 

,  26.  Are  you  licensed  to  practice  any  profession?  Yes  □       No  □ 


Prof.ulon 

lioltu  No. 

»r- 

Dot. 

27.  What  machinery  (office,  plant,  construction,  etc.)  con  you  operate  efficiently? 


Madiinary 


28.  Foreign  languages 


S)>«ik 


29.   Do  you  hove  o  volid  driver's  license?  Yes  Q     No  D  Chauffeur's  license?_ 
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Form  52  »  (B«v.) 


Nome 

Address. 


EMPLOYMENT  HISTORY  SUPPLEMENT 

Social  Sec.  No.. 


If  additional  space  is  needed,  please  attach  separate  sheet. 

30.      Have  you  served  in  the  Armed  Forces?        Yes  □        No  □ 


ms        FIdi 

/ 

Y«S          Fid. 
/ 

IK          Fid. 
/ 

31. 


32. 


Organization 

Rank 

Branch  of  Armed  Forces 

Are  yoy  in  ihe 
reserves   now? 

FROM 

Total 
months 

worked 

Major  retponsibtlitms  or  dutiei 

Month 

Year 

TO 

Month 

Veor 

Name  of  Employer 

Moiling  Addrets 

City 

State 

Kind  of  Buiineis 

Noms  and  Title  of  Supervisor  •  Buiinets  oddre 

S  if  different  from  employer. 

Your  Title 

FROM 

Total 

months 
worked 

Oeicription  of  Yowr  Duties 

Month 

Year 

TO 

Month 

Year 

Reason  for  leaving 

"5 

C 
C 
< 

Starling  Salary 

Machines  Operated 

Number  of 
Employees 
you  Supervised 

Lost  Salary 
$ 

Name  of  Employer 

Moiling  Address 

City 

State 

Kind  of   Business 

Nome  ond  Title  of  Supervisor 

Business  address  if  different  fr 

am  employer. 

Your  Title 

FROM 

Total 
months 
worked 

Description  of  Your  Duties 

Month 

reor 

TO 

Month 

Veor 

Reason  for  leaving 

3 
C 

c 

< 

Storting  Salary 

Machines  Oper.oled 

Employees 
you  Sopervised 

Last  Solory 

970 
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SUPPLEMENTARY  APPLICATION 
EDUCATIONAL  COURSEWORK 


IITLE    OF    COURSE 

SCHOOL 

QUARTER  HOURS 

GRADE 

971 


AVAIIABIIITY  NOTICE 


i9. 

NAME. 


SOCIAL  SECURITY  NO.. 


1.  I  will  occepf  permanent  (      )  temporary  (      )  employment. 

2.  I  am  available  for  employment  at  this  time  (      )  or       


3.  I  am  employed  at  the  present  by  the  Tennessee  Department  of 

4.  I  will  accept  employment  anywhere  in  the  state.  {      ) 

5.  I  will  occept  employment  in  the  following  counties  in  Tennessee: 


DATE. 


.19. 


EXAMINATIONS  (Do  Not  Fill  In) 


Date 


1 1t  choice 

2nd  choice 

3rd  choice 

4th  choice 

5th  choice 

Signature  of  Eligible 

THIS  NOTICE  MUST  BE  COMPLETED  BEFORE  YOUR  NAME  CAN  BE  PLACED  ON  AN  ELIGIBLE  REGISTER! 


40.   If  claiming  Veteran's  Preference  fill  out  form  below  os  completely  as  possible: 

Honorably  discharged  War  Veterans  ore  eligible  for  5  points  Veteran's  Preference,  Disobled  Veterans,  wives  of  Disabled  Veterans, 
and  widows  of  Disabled  Veterans  are  eligible  for  10  points  Veteran's  preference.  Check  in  the  proper  box  below  if  you  cloim 
such  perference  and  iubmit  with  appHcaiion  required  documents,  unless  such  proof  has  been  previously  submitted. 

CIVIL  SERVICE  APPLICANTS  ONLY 


D   Veteran 

1.  Copy  of  diicharge  or 
separation   poperi   show- 
ing both  enlistment  and 
discharge   dates. 


QProof  is  atloched. 

□    Proof  has  been  submitted  to  Exi 


D   Disabled   Veteron 
(10%   or    more) 

1.  Copy  of  discharge 

2,  Statements  from  V.A. 
dated  within  the  past 
6  months  showing 
per  cent  of  present 
disability. 

Q    Proof  will  be  submitted  under  separate  covei 
nination  Division  previously  and  record  is  already  on  file. 


D   Wife  of  Dibbled  Veteran 
(10%  or  more) 
I.Copy   of  discharge. 
2.  Statements  from  V.A. 
dated  within  the  post 
6  months  showing 
per  cent  of  husband's 
present   disability. 


D   Widow  of   Disabled  Veteran 

1.  Stotemenl  of  husband's 
service. 

2.  Proof  of  huibond's 
disability. 

3.  Proof  of  husband's 
death. 


No 


.  Address  . 


Wife  or  Widows  Name. 

Sociol  Security  No 

Enlistment  Date 


Nature  of  Discharge:  Honorable, 
Disability:  Date  of  Letter 


.  Medi( 


.Branch  of  Service. 


.Discharge  Dote - 


-Dishonorable  . 


.Type  of  Proof. 


41. 


ADMISSION  TO  EXAMINATION 
TENNESSEE  CIVIL  SERVICE 


IDENTIFICATION  NUMBER. 


SOCIAL  SECURITY  NUMBER. 


Present  this   slip  for  admission   to  examination. 


street  and  number 


OVER 


city  Qnd  itoie 
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42. 

Position(s) . 


Time  and  Place  of  Examination 
WRinEN  INTERVIEW 


Signature Signature. 
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It  is  important  for  you  to  furnish  a  sufficiently  detailed  statement  of  your  work  history.  Consideration  for  employment  and  evolua- 
tion  of  education  and  experience  is  based  solely  upon  information  in  this  section.  If  you  have  served  in  the  armed  forces  com- 
plete the  first  block.  List  work  history  beginning  with  your  present  or  last  employer  and  work  back.  Use  a  separate  block  for  each 
position.  Account  for  all  periods  of  unemployment.  Under  "Description  of 
duties"  list  any  supervisory  or  administrative  responsibilities,  research 
projects,  surveys,  etc. 

Ifadditional  space  is  needed,  please  attach  separate  sheet. 

30.      Hove  you  served  in  the  Armed  Forces?        Yes  □        No  [J 


YDS         FMt 
/ 

YDS         FIdi 
/ 

VU         FUi 
/ 

31. 


32. 


Orgoniiotion 

Ronk 

Bronch  of  Armed  Forces 

Are  you  in  the 
reserves    now? 

FDOM 

Totol 
month! 
worked 

Major  r*iponiibMiti«t  or  dutiei 

Atonth 

- 

Year 

TO 

Month 

Y.or 

Name  or  Employer 

Moiling   Addreii 

City 

Stote 

Kind  of  Buiineu 

Nome  and  TrtU  of  Swperviior  •  Buiinett  oddraii  if  different  from  employer. 

Your  Title 

FROM 

Totol 
months 
worked 

DeKripHon  of  Your  Duties 

Month 

Y.or 

TO 

Month 

Ynir 

Reason  for  leaving 

"5 

3 
C 
C 
< 

Stoning  Solory 
i 

Modiinei  Operated 

Number  of             

Employees 
vou  Supervised 

lott  Solory 

i 

Nome  of  Employer 

Moiling  Addresi 

City 

State 

Kind  of  loiineu 

Name  and  Title  of  Superviior 

Your  Tirte 

FROM 

Totol 
months 
worked 

Deacription  of  Your  Dutiei 

Month 

Yeor 

TO 

Month 

V«.r 

Reason  for  leaving 

i 

Storting  Salary 

Machine*  Operated 

Number  of 
Employeei 
vou  Suoervited 

Last  Solory 
$ 
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z 
o 

y. 


u 
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33. 


Name  of  Employer 

Moilinf  Addre» 

City 

State 

Kind  of  Buftines) 

Nome  and  Title  of  Supervitor  -  Bwsincsi  oddreti  if  different  from  employer. 

Your  TiHe 

FROM 

Total 
months 
worked 

Deicription  of  Your  Duties 

Month 

Year 

TO 

Month 

Year 

Reojon   for   leaving 

1 

Storting  Salary 

Machines  Operated 

Number  of 
Employees 
you  Supervised 

Lo»t  Solory 

S 

34.   If  additional  space  Is  needed,  please  attach  seporote  sheet.  (Form  528B) 


Z 

o 


35,    Do  you  have  any  relatives  now  in  the  State  Service?        If  so,  give  name,  position  and  department  in  which  employed. 


Nome 

REIATIONSHIP 

lOCATlON 

POSfTlON/llTlE 

DEPABTMENT 

36.   List  outside  interests  (civic,  hobbies,  professional  memberships,  etc.) 


< 

z 
O 

o 

a 

z 
< 


< 

z 
o 


37.   Give  at  leost  four  references  other  than  relatives  or  supervisors  listed  above. 


Nome 

Praient  Address 

I6»>wn 
How  Long? 

38.    I  hereby  certify  that  all  pf  the  information  given  herein  is  true  and  complete  to  the  best  of  my  knowledge  and  belief. 

I  also  authorize  any  necessary  investigations  and  the  release  of  transcripts  and  other  personal  information  relative 

to  my  employment. 

SIGNATURE Date 19 

YOU  MUST  SIGN  YOUB  AFPUCATION 
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Correspondence  from  Winpield  Dunn,  Governor  of  the  State  of  Tennessee, 
TO  Francis  Sargent,  Governor  of  the  State  op  Massachusetts,  Novem- 
ber 9,  1973 

State  of  Tennessee, 

November  9, 1973. 
Hon.  Francis  W.  Sargent, 

Governor,  The  Commonwealth  of  Massachusetts, 
Executive  Department,  State  House,  Boston,  Mass. 

Dear  Frank:  I  read  with  concern  your  recent  letter  detailing  the  potential 
for  abuse  that  some  critics  feel  is  being  built  into  the  Computerized  Criminal 
History  Program  of  the  F.B.I.'s  National  Crime  Information  Center.  I  share 
your  concern  that  the  design  of  this  program  should  not  allow  non-law  enforce- 
ment interests  to  be  supplied  with  information  which  could  prejudice  the 
rights  of  American  citizens  who  have  not  been  convicted  of  crimes. 

In  Tennessee  we  have  found  that  criminal  records  available  at  the  State 
level  are  often  incomplete.  For  example,  as  much  as  30%  of  our  statewide 
arrest  records  lack  the  corresponding  histories  of  judicial  disposition  and 
correction  and  parole  which  complete  files  should  include.  Accordingly,  we 
are  arranging  not  to  supply  to  the  Federal  computer  system  any  files  originat- 
ing prior  to  the  date  on  which  we  begin  participation  in  the  National  Criminal 
History  Program.  After  that  date,  Tennessee  will  forward  to  the  N.C.I. C. 
only  those  individuals'  files  which  are  complete  in  each  of  the  five  critical 
phases :  arrest,  identification,  judicial  disposition,  correctional  information, 
and  parole.  In  this  manner  we  intend  to  protect  our  citizens  from  the  risks 
which  you  identified. 

Thank  you  for  sharing  with  me  your  concerns.  I   will   support  legislation 
which  will  guarantee  to  Americans  adequate  protection  from  abuses  of  the 
data  stored  in  this  Federal  system. 
Sincerely, 

Winfield  Dunn. 

UTAH 

Correspondence  from  Caxvin  Rampton,  Governor  op  the  State  of  Utah,  to 
Francis  Sargent,  Governor  of  the  State  of  Massachusetts,  November  19, 
1973 

State  of  Utah, 
Office  of  the  Governor, 
Salt  Lake  City,  November  19,  1973. 
Hon.  Francis  W.  Sargent, 
Governor  of  the  State  of  Massachusetts, 
State  House,  Boston,  Mass. 

Dear  Frank  :  I  have  your  recent  letter  stating  your  concerns  over  the  com- 
puterized criminal  history  program  being  developed  by  the  National  Crime 
Information  Center  under  the  Department  of  Justice.       ^ 

I  have  been  concerned  and  discussed  this  matter  vtath  Commissioner  Jack- 
son of  my  Department  of  Public  Safety  on  several  occasions.  I  am  well  aware 
that  under  the  present  criteria  of  the  NCIC  we  are  developing  a  storage  bank 
containing  the  names  and  identities  of  many  thousands  of  citizens  who 
were  once  charged  with  a  serious  criminal  offense  and  no  record  of  dis- 
position to  determine  the  final  outcome  of  that  charge.  Unfortunately,  our 
experience  in  Utah  shows  that  existing  files  of  single  offenses  shows  dis- 
positions in  about  30%  of  the  cases.  I  am  also  informed  by  Commissioner 
Jackson  that  on  a  day  to  day  basis,  where  there  is  need  to  verify  the  dis- 
position by  contacting  the  police  agency  or  the  courts  involved,  we  find  a 
large  majority  of  those  cases  were  dismissed,  or  other  action  taken  that  shows 
the  subject  as  being  innocent. 

While  Utah  has  enacted  strict  laws  to  restrict  criminal  history  informa- 
tion for  law  enforcement  purposes  only,  and  has  developed  a  computerized 
system  to  rapidly  purge  the  records  when  necessary,  I  agree  that  making 
that  information  available  on  a  computerized  system  with  access  by  thousands 
of  terminals,  the  confidential  information  will  ultimately  find  its  way  into 
other  interests. 
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I  am  convinced  the  development  of  any  criminal  history  information  system 
should  be  based  on  records  that  show  the  disposition  in  each  and  every  case, 
at  the  state  and  national  level.  I  will  vigorously  support  any  action  that  will 
provide  safeguards  against  the  abuse  of  our  citizens. 
Sincerely, 

Calvin  L.  Rampton, 

Oovemor. 


VIRGINIA 

Correspondence  From  Linwood  Holton,  Governor  of  the  State  of  Virginia,  to 
Francis  Sargent,  Governor  of  the  State  of  Massachusetts,  November  7,  1973 

Commonwealth  of  Virginia, 

Office  of  the  Governor, 
Richmond,  Noveml^er  7, 197S. 
Hon.  Francis  W.  Sargent, 
Governor  of  Massachusetts, 
State  House,  Boston,  Mass. 

Dear  Frank  :  Your  recent  letter  about  the  NCIC  computerized  criminal  his- 
tory files  comes  at  a  critical  time  for  Virginia.  We  are  currently  implementing 
a  plan  to  consolidate  the  automated  data  processing  operation  of  several  State 
agencies.  One  such  consolidation  involved  the  incorporation  of  our  automated 
f>tate  Police  Criminal  History  files  into  a  data  processing  center  located  in 
another  agency  and  operated  by  our  Division  of  Automated  Data  Processing. 
We  have  no  doubt  that  this  can  be  accomplished  in  a  manner  that  will  provide 
prompt  and  reliable  information  to  our  whole  criminal  justice  system.  We  have 
labored  long  and  hard  over  the  question  of  security  of  records  and  confidentiality 
of  information.  The  Department  of  State  Police  and  the  Division  of  Automated 
Data  Processing  have  just  entered  into  an  agreement  which  defines  the  security 
and  control  programs  to  be  implemented  at  the  data  processing  center.  This 
was  done  so  that  our  system  would  comply  with  the  requirements  of  NCIC  as 
defined  by  Project  SEARCH,  while  at  the  same  time  allowing  Virginia  to 
pursue  the  development  of  a  total  criminal  justice  system. 

The  dilemma  we  face  in  providing  security  for  sensitive  records  is  compounded 
by  the  fact  that  the  guidelines  imposed  by  LEAA  and  NCIC  are  not  always 
compatible  or  complementary.  A  national  interpretation  from  the  Congress  and 
the  Justice  Department  is  desperately  needed.  We  feel  the  requirements  on 
security  and  confidentiality  of  NCIC  files  should  be  at  least  as  strong  as 
Virginia  policies.  The  State's  sensitive  records  should  be  protected  in  such  a 
manner  that  if  and  when  those  files  or  records  are  made  available  to  others, 
through  a  national  system  such  as  NCIC.  we  should  be  assured  that  security 
and  confidentiality  of  that  information  conforms  to  the  originating  State's 
statutes  and/or  policies. 

I  share  your  concern  for  privacy  and  security,  but  I  hope  that  in  dealing 
with  this  subject  Congress  will  not  over-react.  We  hope  any  Congressional 
action  will  achieve  an  equitable  balance  between  individual  privacy  and  the 
public's  need  and  right  to  know. 

In  expressing  my  concern,  I  must  say  that  we  feel  safeguards  for  the  indi- 
vidual are  needed  in  areas  other  than  computerized  criminal  history.  The 
rulings  of  the  Federal  Trade  Commission  in  applying  the  Fair  Credit  Reporting 
Act  does  improve  individual  rights,  but  it  may  interfere  with  information  flows 
between  government  and  business  beyond  the  intent  of  Congress.  I  feel  too  that 
a  study  to  consider  the  future  of  National  Driver  Registration  and  a  proposal 
to  establish  a  federal  automobile  register  should  be  of  concern  to  all  states. 

H.R.  9968  and  H.R.  10042,  the  two  bills  introduced  to  implement  the  "Records. 
Computers,  and  the  Rights  of  Citizens"  report  released  by  HEW  Advisory 
Committee  on  Automated  Personal  Data  Systems,  need  to  be  given  most  careful 
consideration  by  every  state. 

Although  the  Social  Security  number  may  be  overused,  the  prohibition  of  its 
disclosure  as  called  for  by  H.R.  9968  could  hamper  such  wise  state  usage  as  an 
aid  in  preventing  the  licensing  of  ineligible  drivers  and  in  catching  welfare 
violators.  As  individuals'  rights  are  strengthened,  their  collective  security  need 
not  be  weakened  ;  states  need  to  help  clarify  the  issue. 
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Virginia  will  join  Massachusetts  and  the  other  interested  states  in  petitioning 
the  Justice  Department  and  the   Congress   to  talie  immediate  legislative  and 
administrative  action  to  safeguard  the  NCIC  Computerized  Criminal  History 
Program  against  abuse  both  of  the  individual  and  of  the  states. 
Best  wishes. 
Cordially, 

Lin  WOOD  HoLTON. 


MATERIALS  RELATING  TO  THE  GENERAL  ACCOUNTING  OFFICE 

Reports  to  Congress 

COMPTBOLLEB  GeNEBAL  OF  THE  UNITED  STATES, 

Washington,  B.C. 
To  the  President  of  the  Senate  and  the  Speaker  of  the  House  of 
Representatives. 

This  is  our  report  entitled  "Development  of  a  Nationwide  Criminal  Data 
Exchange  System — Need  to  Determine  Cost  and  Improve  Reporting."  Federal 
participation  in  this  program  is  administered  by  the  Department  of  Justice. 

We  made  our  review  pursuant  to  the  Budget  and  Accounting  Act,  1921  (31 
U.S.C.  53),  and  the  Accounting  and  Auditing  Act  of  1950  (31  U.S.C.  67). 

Copies  of  the  report  are  being  sent  to  the  Director,  OflBce  of  Management  and 
Budget,  and  to  the  Attorney  General. 

Elmer  B.  Staats, 
Comptroller  General  of  the  United  States. 

Development  of  a  Nationwide  Cbiminal  Data  Exchange  System — Need  to 
Determine  Cost  and  Improve  Reporting — Department  of  Justice  B-171019 — 
Comptroller  General's  Report  to  the  Congress 

digest 
Why  the  review  was  made 

A  fully  operating  computerized  criminal  history  exchange  system  will  enable 
law  enforcement  agencies,  courts,  and  correctional  institutions  to  determine,  in 
seconds,  whether  an  individual  has  a  criminal  record.  If  he  has,  the  system  will 
provide  information  on  the  nature  and  number  of  arrests,  the  related  charges, 
their  disposition  by  the  courts,  and  any  time  spent  in  prison. 

This  will  be  accomplished  through  a  nationwide  computerized  system  linking 
criminal  justice  agencies  with  the  Federal  Bureau  of  Investigation  (FBI)  and 
with  each  other. 

The  Law  Enforcement  Assistance  Administration  (LEAA),  Department  of 
Justice,  awarded  grants  totaling  about  $4  million  for  developing  a  prototype  of 
such  a  system  and  to  enable  20  States  to  participate  when  it  became  operational. 
Substantial  additional  funds  will  be  required  by  Federal,  State,  and  local 
governments  before  the  system  can  become  fully  operational  in  all  50  States. 

The  General  Accounting  OflSce  (GAO)  made  this  review  to  find  out  how  the 
system's  development  was  progressing  and  how  much  a  fully  operational  system 
would  cost. 

Findings  and  conclusions 

A  2-year  project  demonstrated  that  it  is  practicable  to  exchange  criminal 
history  data  between  the  States  by  a  computerized  system.  The  FBI  is  operating 
a  limited  criminal  history  exchange  system  ( See  pp.  3  to  6. ) 

Statements  by  LEAA  and  State  officials  indicate  that  a  fully  operational 
exchange  system  could  cost  at  least  $100  million.  But  the  cost  to  develop  a  fully 
operational  system  has  not  been  determined.  (See  p.  7.)  Therefore  Federal, 
State,  and  local  governments  cannot  determine  whether  they  will  be  able,  or 
willing,  to  meet  the  financial  requirements  of  developing  and  operating  the 
system. 

Law  enforcement  agencies,  courts,  and  correctional  institutions  are  not  re- 
porting all  arrest  and  disposition  data  to  the  State  agencies  which  enter  such 
data  into  the  system.  Until  they  do,  system  users  have  no  assurance  that  the 
data  they  receive  is  complete  or  accurate.  ( See  p.  9. ) 
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Reoonimendations 

Before  authorizing  substantial  additional  expenditures,  the  Attorney  General 
should  require  that : 

Either  the  FBI  or  LEAA  determine  the  total  cost  of  developing  and  operating 
the  criminal  history  exchange  system  so  tliat  the  participants  can  decide  whether 
they  are  able,  or  willing,  to  meet  the  system's  financial  requirements. 

The  FBI  and  LEAA  implement  a  program  for  improving  the  reporting  of 
arrests  and  dispositions  by  law  enforcement  agencies,  courts,  and  correctional 
institutions  to  the  State  agencies  which  enter  such  data  into  the  national 
system. 

Agency  actions  and  unresolved  issues 

The  Department  of  Justice  agreed  with  GAO's  recommendations  and  said  that 
it  was  taliing  action  to  accomplish  their  objectives.  (See  app.  I.) 

These  actions  should  provide  cost  data  and  should  improve  the  reporting  of 
arrest  and  disposition  data ;  however,  they  do  not  go  far  enough  to  insure 
reliable  cost  estimates  or  complete  and  current  reporting. 

Cost  data  will  be  collected  only  as  part  of  a  comprehensive  data  systems 
program  which  does  not  require  that  each  State  participate  or  that  specific 
cost  estimates  be  developed  for  determining  criminal  history  exchange  costs. 
Because  LEAA  requires  mandatory  reporting  only  by  those  States  participating 
in  the  comprehensive  data  systems  program,  a  State  not  participating  could 
develop  a  criminal  history  exchange  system  without  accomplishing  mandatory 
reporting. 

Matters  for  consideration  by  the  Congress 

The  report  is  submitted  by  the  Congress  because  Federal  funds  will  be 
used  for  further  development  of  the  criminal  history  exchange  system. 

Chapter  1 

intboduction 

In  examining  Law  Enforcement  Assistance  Administration  (LEAA),  Depart- 
ment of  Justice,  grants  for  criminal  justice  information  systems,  the  General 
Accounting  Office  (GAO)  reviewed  the  prototype  System  for  Electronic  Analysis 
and  Retrieval  of  Criminal  Histories  (Project  SEARCH).  Project  SEARCH 
was  largely  an  exi^eriment  in  the  interstate  exchange  of  criminal  histories  of 
offenders ;  it  was  funded  under  title  I,  part  C,  of  the  Omnibus  Crime  Control 
and  Safe  Streets  Act  of  1968,  as  amended  (42  U.S.C.  3701). 

Development  of  the  system 

As  of  June  30,  1972,  LEAA  had  awarded  about  $4  million  to  Project 
SEARCH  for  developing  a  prototype  criminal  history  exchange  system  and  to 
enable  20  States  to  participate  when  the  system  became  operational.  Sub- 
stantial additional  funds  will  be  required  by  Federal,  State,  and  local  govern- 
ments before  the  system  can  become  fully  operational  in  all  50  States. 

Project  SEARCH  began  in  July  1969  as  a  14-month  project  to  (1)  establish 
and  demonstrate  the  feasibility  of  a  computerized  system  for  the  interstate  ex- 
change of  criminal  histories  and  (2)  design  and  demonstrate  a  computerized 
statistics  system.  At  the  time  our  fieldwork  was  completed,  15  States  were 
participating  in  the  criminal  history  exchange  project.^ 

The  criminal  history  exchange  system,  as  envisioned  by  Project  SEARCH, 
was  to  enable  criminal  justice  agencies — ^law  enforcement  agencies,  courts,  and 
correctional  institutions — to  obtain,  in  seconds,  information  on  offenders.  The 
criminal  justice  agency  would  obtain  information  by  making  an  inquiry  on  a 
"user  terminal."  The  inquiry  would  be  transmitted  through  the  State  computer 
to  a  central  computer  index.  The  central  index,  to  be  maintained  by  a  desig- 
nated agency  and  containing  a  brief  index  of  all  persons  in  the  system,  would 
then  electronically  tell  the  inquiring  agency  whether  a  criminal  record  existed 


1  Arizona,  California,  Colorado.  Connecticut,  Florlfla,  Illinois,  Maryland,  Michigan, 
Minnesota,  New  Jersey,  New  York.  Ohio,  Pennsylvania,  Texas,  and  Washington.  (After 
our  fieldwork  was  completed,  Arkansas,  Georgia,  Massachusetts,  Nebraska,  and  Utah 
also  joined  the  project.) 
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for  the  individual  in  question  and,  if  so,  from  what  State  detailed  information 
could  be  obtained.  Without  such  a  system,  it  would  take  dajs  or  weeks  to 
obtain  this  data,  if  it  could  be  obtained  at  all. 

The  system  was  to  have  been  demonstrated  during  July  and  August  1970 ; 
however,  to  gain  more  experience  and  to  give  States  which  had  recently  joined 
the  project  a  chance  to  participate,  the  demonstration  period  was  continued 
until  June  30,  1971. 

The  system  adopted  by  the  SEARCH  project  group  and  tested  during  the 
demonstration  period  used  detailed  criminal  history  records  maintained  and 
controlled  by  the  individual  participating  States  and  certain  identification  and 
summary  data  maintained  in  a  central  index  accessible  by  all  States.  When  an 
inquiry  was  received,  the  central  index  (temporarily  maintained  by  Michigan) 
responded  with  (1)  personal  descriptors  and  identifying  numbers,  (2)  an 
abbreviated  criminal  profile,  and  (3)  the  name  of  the  State  holding  the  full 
criminal  record.  The  inquiring  agency  then  had  direct  access  through  its 
State  computer  and  the  central  index  to  the  desired  file  in  the  State  holding 
the  record.  The  information  in  this  file  was  then  electronically  transmitted  to 
the  inquiring  agency  through  the  central  index  and  the  inquiring  agency's 
State  computer. 

Operation  of  the  system 

The  National  Crime  Information  Center  (NCIC)  of  the  Federal  Bureau  of 
Investigation  (FBI)  has  maintained,  since  1967,  computerized  national  files 
on  wanted  persons  and  certain  stolen  articles.  The  NCIC  network  consists  of 
102  law  enforcement  control  terminals,  which  make  information  in  the  files 
available  to  all  50  States  within  seconds. 

In  1967  NCIC  recognized  that  a  computerized  criminal  history  file  would 
be  a  logical  part  of  a  nationwide  criminal  justice  information  system.  NCIC's 
stated  goal  was  to  provide  a  national  index  of  criminal  justice  information  and 
communication  lines  linking  NCIC  and  the  national  index  with  a  central  State 
computer  in  each  State.  However,  NCIC  initially  emphasized  developing  and 
implementing  a  system  that  would  provide  information  only  on  wanted  persons 
and  certain  stolen  articles.  After  the  SEARCH  project  group  demonstrated  the 
feasibility  of  a  criminal  history  exchange  system,  the  Attorney  General  in 
December  1970  authorized  the  FBI  to  manage  the  exchange  system.  In  Novem- 
ber 1971  the  FBI  began  operating,  through  NCIC,  a  limited  version  of  this 
system. 

Since  the  FBI  assumed  management  responsibility,  LEAA  has  continued  to 
assist  States  to  participate  in  the  system.  Under  NCIC,  the  system  has  also 
been  changed,  at  least  temporarily,  from  a  system  of  State  maintained  and 
controlled  files  linked  by  a  central  index  to  a  system  in  which  the  NCIC 
central  index  maintains  all  information  provided  by  the  States.  According  to 
an  NCIC  ofl3cial,  this  change  was  necessary  because  the  present  NCIC  com- 
munication lines  could  not  handle  the  requirements  of  transmitting  detailed 
criminal  histories  from  one  State  to  another. 

NCIC,  under  its  criminal  history  exchange  system,  maintains  a  central 
index  containing  more  detailed  information  than  would  have  been  contained 
in  the  central  index  under  the  system  adopted  by  the  SEARCH  project  group. 
Except  as  noted  below,  NCIC  will  maintain  all  criminal  history  information 
and  answer  all  inquiries  directly. 

NCIC  maintains  detailed  history  records  of  all  Federal,  multi-State,  and 
single-State  offenders  whose  records  have  been  placed  in  the  system.  According 
to  FBI  oflScials,  when  the  system  is  fully  developed,  NCIC  will  maintain 
detailed  history  records  of  multi-State  and  Federal  offenders  but  only  a  sum- 
mary record  of  single-State  offenders. 

The  summary  records  will  contain  personal  identification  and  descriptive  data 
for  an  arrested  individual ;  the  number  of  times  arrested  and  the  number  of 
charges  and  convictions  for  each  type  of  offense ;  and  the  last  arrest,  court, 
and  custody  status.  The  detailed  criminal  history  records  will  include  (1) 
personal  identification  and  descriptive  data,  (2)  complete  information  on  each 
arrest,  the  charges  for  each  arrest,  and  the  disposition  of  each  charge,  (3) 
complete  information  on  each  count  entered  in  court,  the  disposition  of  each 
count,  and  any  appeal,  and  (4)  information  on  the  custody  status  of  an  indi- 
vidual and  any  change  in  that  status,  such  as  parole. 
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Under  NCIC's  system,  all  record  entries,  clearances,  and  modifications,  other 
than  for  Federal  offenders,  are  to  be  made  through  the  States ;  hence  the  States 
will  control  all  input  to  the  system,  other  than  for  Federal  offenders.  Each 
entry  must  be  supported  by  a  criminal  fingerprint  card  processed  by  the  State 
making  the  entry.  Processing  involves  an  analysis  of  the  card  to  come  up  with 
a  20-t'haracter  fingerprint  profile  of  the  offender.  Therefore  a  State  will  not 
be  able  to  enter  criminal  records  into  the  system  until  it  has  an  identification 
unit  capable  of  processing  such  cards. 

Scope  of  review 

Our  review  was  made  at  Project  SEARCH  headquarters  in  California  and 
at  FBI  and  LEAA  headquarters  in  Washington,  D.C.  We  reviewed  documenta- 
tion developed  by  the  Project  SEARCH  group,  LEAA,  and  the  FBI  on  develop- 
ing the  criminal  history  exchange  system.  We  also  interviewed  officials  of 
LEAA,  the  FBI,  Project  SEARCH,  and  several  States. 

After  work  to  develop  the  system  began,  additional  tasks  were  assigned  to 
the  Project  SEARCH  group.  These  included  determining  the  feasibility  of  trans- 
mitting fingerprint  images  and  other  information  by  communications  satellite, 
enhancing  the  development  of  automatic  fingerprint  comparison,  analyzing  the 
requirements  of  State  identification  bureaus,  initiating  the  development  of  a 
standardized  crime-reporting  system,  and  developing  a  prototype  system  for  the 
interstate  exchange  of  organized  crime  intelligence  information.  Our  review 
concentrated  on  the  project's  major  task — developing  a  computerized  criminal 
history  exchange  system. 

Chapter  2 

need  for  cost  information  and  improved  input  to  system 

The  cost  to  develop  and  operate  the  criminal  history  exchange  system  has  not 
been  determined  and  problems  related  to  the  system's  operational  effectiveness 
have  not  been  resolved.  No  one  has  determined  what  a  fully  operational  system 
will  cost.  Therefore  the  participants  cannot  determine  whether  they  will  be 
able,  or  willing,  to  meet  the  financial  requirements  of  developing  and  operating 
the  system.  Although  the  reporting  of  arrest  and  disposition  data  within  the 
States  is  known  to  be  incomplete,  neither  LEAA  nor  the  FBI  has  insured  that 
all  information  entered  into  the  system  is  complete.  About  half  the  States  do 
not  have  laws  requiring  that  arrests  and  dispositions  be  reported  to  central 
State  identification  units. 

Without  an  accurate  forecast  of  all  system  costs  and  a  plan  for  Insuring  the 
completeness  of  reporting,  the  Federal  Government  is  entering  into  an  open-end 
commitment ;  it  has  no  assurance  that  the  participants  will  be  able  to  meet 
the  financial  requirements  of  the  system  or  that  the  system  will  provide 
complete  and  accurate  criminal  history  information. 

Need  for  estimate  of  total  cost 

As  of  June  30,  1972,  LEAA  had  awarded  to  Project  SEARCH  grants  totaling 
about  $4  million  for  developing  a  prototype  criminal  history  exchange  system 
and  to  enable  20  States  to  participate  when  the  system  became  operational.  For 
fiscal  year  1972,  the  FBI  budgeted  $1.3  million  and  LEAA  budgeted  $3  million 
for  expanding  the  system  during  1972. 

Despite  the  substantial  Federal  funds  already  committed  to  this  system  and 
a  greater  funding  commitment  expected  in  the  future,  LEAA  and  NCIC  officials 
told  us  that  neither  agency  had  estimated  the  total  cost  of  a  fully  operational 
system.  According  to  statements  by  LEAA  and  State  officials,  a  fully  opera- 
tional system  could  cost  at  least  $100  million. 

To  participate,  each  State  will  need  the  necessary  hardware,  personnel,  and 
intrastate  communication  lines,  as  well  as  the  ability  to  convert  arrest  and 
disposition  data  to  the  standardized  NCIC  format  and  to  identify  fingerprints 
and  maintain  fingerprint  cards  for  offenders  whose  records  will  be  included. 
The  States,  assisted  by  LEAA,  will  pay  these  costs.  Law  enforcement  agencies, 
courts,  and  correctional  institutions  within  each  State  will  also  incur  costs 
to  obtain  and  maintain  user  terminals  for  querying  the  system.  About  6.500 
user  terminals  are  on  the  NCIC  network  and  have  access  to  NCIC  data.  NCIC 
estimates  that  about  45.000  user  terminals  will  he  added  to  the  system  when 
it  is  fully  operational.  Although  LEAA  and  NCIC  have  already  spent  several 
million  dollars  on  developing  and  operating  the  system,  only  four  States  had 
entered  records  In  the  system  as  of  September  1972. 
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An  NCIC  official  told  us  that  most  of  NCIC's  future  costs  will  be  incurred 
in  upgrading  communication  lines  that  link  NCiC  with  the  States  in  the 
system.  Accordingly,  NCIC  has  started  a  study  to  determine  these  costs. 

LEAA  expects  to  provide  funds  to  enable  the  States  to  participate  in  the 
system  through  block  and  discretionary  grants.  LEAA  block  grants,  awarded 
under  title  I,  part  C,  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of 
1968,  as  amended,  are  allocated  among  the  States  according  to  their  respective 
populations.  The  individual  States  decide  how  much  of  their  block  grants  to 
use  for  a  given  purpose,  such  as  the  criminal  history  exchange  system.  Under 
the  act  LEAA  also  awards  discretionary  grants  in  response  to  specific  State 
applications. 

In  May  1972  LEAA  allocated  about  $12  million  of  fiscal  year  1972  discretion- 
ary grant  funds  to  initiate  a  comprehensive  data  systems  program  intended  to 
finance  the  development  of  criminal  justice  statistics  programs  in  the  States. 
To  receive  funding  under  the  comprehensive  data  systems  program,  a  State 
must  submit  a  plan  for  implementing  a  five-part  program.  One  of  these  parts 
is  the  establishment  of  a  criminal  information  system  that  will  track  offenders 
passing  through  the  criminal  justice  system  and  also  provide  criminal  history 
exchange  capability.  Each  State  will  decide  whether  to  participate  in  the 
comprehensive  data  systems  program. 

According  to  an  LEAA  official,  because  the  FBI  manages  the  criminal  history 
exchange  system,  it,  in  conjunction  with  the  States,  should  make  any  analysis 
of  the  total  cost  of  developing  and  operating  the  system. 

In  a  paper  delivered  at  a  national  symposium  on  criminal  justice  information 
systems,  the  Commissioner  of  Florida's  Department  of  Law  Enforcement  said 
that  he  was : 

"*  *  *  not  sure  that  we  are  in  a  position  to  justify  the  cost  involved  to 
implement  a  criminal  history  exchange  system  on  an  operational  basis  *  *  *. 

*  *  *  we  must  determine  the  value  of  criminal  history  information  in  relation 

to  the  cost  *  *  *." 

He  acknowledged  the  limitations  in  performing  a  meaningful  in-depth  cost- 
benefit  analysis  but  recommended  that  LEAA  develop  a  "white  paper"  to  serve 
as  the  first  phase  of  such  an  analysis. 

A  cost-benefit  analysis,  an  LEAA  official  told  us,  would  be  inappropriate 
because  of  the  many  intangible  benefits  to  be  derived  from  the  system.  We 
believe,  however,  that  sound  financial  management  of  a  project  of  this  mag- 
nitude requires  at  least  an  estimate  of  the  costs  of  the  project.  Otherwise 
neither  the  sponsoring  Federal  agencies  nor  the  Congress  can  determine  whether 
they  will  be  able  or  willing  to  meet  the  financial  requirements  of  the  system. 
Further,  the  intent  of  title  I  of  the  Omnibus  Crime  Control  and  Safe  Streets 
Act  of  1968,  as  amended,  is  that  State  and  local  governments  will  assume 
project  costs  after  a  reasonable  period  of  Federal  assistance.  For  this  reason 
it  is  vital  that  State  and  local  governments  have  the  information  necessary  to 
determine  whether  they  can  finance  the  development  and  continued  operation 
of  the  system. 

Need  for  improved  reporting  of  arrest  <md  disposition  data 

A  criminal  history  exchange  system  is  valuable  because  it  provides  criminal 
justice  agencies — law  enforcement  agencies,  courts,  and  correctional  institutions 
— with  complete,  accurate,  and  timely  information  on  all  offenders.  Under  the 
NCIC  system,  criminal  justice  agencies  must  report  arrests  and  dispositions 
within  each  State  to  the  State's  central  identification  unit  which  maintains  and 
controls  State  criminal  records  and  supplies  the  data  for  the  national  files. 
According  to  the  Department,  only  24  States  had  laws  requiring  that  criminal 
justice  agencies  report  arrests  and  dispositions  to  a  central  Idetniflcation  unit. 

An  August  1969  to  July  1970  LEAA  survey  showed  that  many  arrests  and 
their  dispositions  were  not  reported  by  criminal  justice  agencies  to  their 
State  identification  units,  as  shown  below : 

NUMBER  OF  STATES  BY  PERCENT  OF  COMPLETENESS  OF  ARREST  AND  DISPOSITION  REPORTI NG  TO  STATE 

IDENTIFICATION  UNITS  i 


Transaction 

More  than 
90  percent 

65  to  90 
percent 

Less  than 
65  percent 

Arrests 

11 

20 
11 

18 

Dispositions 

7 

31 

1 1  State  did  not  provide  information  on  arrests;  another  State  did  not  provide  information  on  dispositions. 
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Only  four  States  had  achieved  more  than  90-percent  reporting  for  both  arrests 
and  dispositions  which  means  that,  in  each  of  these  four  States,  over  90  percent 
of  the  arrests  and  over  90  percent  of  the  dispositions  were  reported  to  a 
State  identification  unit.  Of  the  15  States  participating  in  Project  SEARCH 
at  the  time  our  field  work  was  completed,  only  five  had  more  than  90-percent 
aiit.st  reporting  and  only  four  had  more  than  90-percent  disposition  reporting. 
According  to  our  July  and  August  1971  survey  of  the  15  States  participating  in 
Project  SEARCH,  although  some  improvements  had  been  made,  reporting  was 
still  incomplete. 

Until  such  reporting  is  improved,  the  exchange  system  cannot  be  fully  effec- 
tive. System  users  must  be  certain  that  they  are  aware  of  all  of  an  offender's 
prior  arrests  and  their  dispositions.  Otherwise,  the  users  may  face  time- 
consuming  investigations  to  determine  whether  all  prior  arrests  have  been 
reported  and  the  outcome  of  arrests  reported. 

An  LEAA  official  agreed  that  the  system  would  not  be  fully  effective  if 
reporting  was  incomplete.  He  told  us,  however,  that  the  system  should  be 
put  into  operation  and  that  arrest  and  disposition  reporting  problems  could  be 
worked  out  later.  He  said  that  the  Project  SEARCH  group  had  developed  a 
model  State  act  which,  if  adopted  by  individual  State  legislatures,  would 
improve  reporting  in  those  States. 

An  NCIC  official  made  essentially  the  same  comments.  He  said  that,  when 
the  criminal  history  exchange  system  was  in  full  operation,  NCIC  would  be 
able  to  provide  participating  States  with  periodic  lists  showing  reported 
arrests  for  which  disposition  data  was  missing.  These  lists  would  make  the 
States  aware  of  deficiencies  in  disposition  reporting  and  would  encourage 
improvements. 

To  put  a  system  into  operation  without  first  insuring  that  the  information 
it  will  process  is  complete  will  result  in  a  system  that  maintains  and  provides 
incomplete  data  to  system  users.  The  value  of  the  system  to  law  enforcement 
or  court  officials  will  be  diminished  if  they  cannot  rely  on  the  completeness  of 
the  record  they  are  using.  When  decisions  are  being  made  to  set  bail,  impose 
sentence,  or  grant  parole,  the  offender's  record  should  present  an  accurate  and 
complete  history  of  arrests  and  di-spositions. 

The  model  State  legislation  formulated  by  the  Project  SEARCH  group  is 
a  step  in  the  right  direction.  The  model  act,  however,  deals  primarily  with 
security  and  privacy.  Although  it  may  enhance  State  efficiency  in  maintaining 
offender  records,  it  does  not  specifically  address  the  problem  of  arrest  and 
disposition  reporting. 

Our  survey  and  that  of  LEAA  show  that  the  States  are  well  aware  of  their 
reporting  problems.  An  NCIC  list  would  aid  the  States  in  improving  the 
completeness  of  records,  but  it  is  no  solution  because  it  will  not  insure  that 
the  fiile  is  accurate  or  complete  at  all  times  and  will  have  no  effect  on 
preventing  the  dissemination  of  information  on  an  arrest  for  which  a  disposi- 
tion has  not  been  obtained.  The  failure  to  restrict  dissemination  of  data  on  an 
arrest  for  which  a  disposition  has  not  been  obtained  is  a  serious  system 
deficiency  because  it  permits  dissemination  of  arrest  information  without 
showing  whether  a  person  was  convicted  or  found  innocent.  According  to  the 
Department.  NCIC  did  not  have  procedures  to  remove  an  arrest  entry  which 
was  not  followed  by  a  related  disposition  entry.  The  Department  recognized 
that  restricting  the  dissemination  of  such  data  may  be  required  by  future 
legislation  or  other  mandate  but  said  that  NCIC  had  no  definite  plans  along 
this  line. 

Chapter  3 

conclusions  and  recommendations 

The  computerized  criminal  history  exchange  system  may  provide  intangible 
benefits  which  would  make  a  cost-benefit  analysis  difficult.  We  believe,  how- 
ever, that  sound  financial  management  of  a  project  of  this  magnitude  requires 
at  least  an  e.stimate  of  total  project  costs.  Otherwi.se  the  participants  cannot 
determine  whether  they  will  be  able  or  willing  to  meet  the  financial  require- 
ments of  developing  and  operating  the  system. 

The  incompleteness  of  arrest  and  dispo.sition  reporting  is  also  a  system 
deficiency.  Until  all  criminal  justice  agencies  are  providing  the  required  data  on 
arrests  and  their  dispositions,  system  users  will  have  no  assurance  that  the 
criminal  history  data  they  receive  is  complete  or  accurate. 
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Recommendations  to  the  Attorney  General 

We  recommeud  that,  before  authorizing  any  substantial  additional  expendi- 
tures for  the  system,  the  Attorney  General  require  that : 

Either  the  FBI  or  LEAA  determine  the  total  cost  of  developing  and  operating 
the  criminal  history  exchange  system  so  that  the  participants  can  decide 
whether  they  are  able,  or  willing,  to  meet  the  system's  financial  requirements. 

The  FBI  and  LEAA  implement  a  program  for  improving  the  reporting  of 
arrests  and  dispositions  by  law  enforcement  agencies,  courts,  and  correctional 
institutions  to  State  agencies  which  enter  such  data  into  the  national  system. 

Affenoy  comments  and  GAO  evaluation 

The  Department  of  Justice  agreed  with  GAO's  recommendations  and  said 
that  it  was  taking  action  to  accomplish  their  objectives.  (See  app.  I.)  According 
to  the  Department : 

LEAA  has  started  a  program  which  requires  each  State  to  submit  a  com- 
prehensive data  system  plan  to  LEAA  as  a  prerequisite  to  LEAA  funding  of 
data  systems  under  the  program.  The  States  are  required  to  estimate  in  the 
plan  the  total  cost  of  their  criminal  history  systems  plus  the  required  incre- 
mental cost  to  be  supported  by  the  Federal  Government. 

LEAA,  under  its  comprehensive  data  system  program,  will  not  fund  data 
systems  in  States  which  do  not  require  mandatory  reporting  when  the  States' 
systems  become  operational. 

The  FBI  is  continuing  to  encourage  prompt  and  complete  reporting  of  arrest 
and  disposition  data  by  law  enforcement  agencies. 

The  Attorney  General,  on  July  18,  1972,  proposed  legislation  that  would 
place  the  burden  upon  the  agencies  submitting  criminal  record  information  to 
insure  accurate,  complete,  and  current  information.  Present  law  does  not 
require  the  States  or  other  governmental  entities  to  report  arrest  and  disposition 
data. 

The  Department's  actions,  if  effectively  implemented,  should  provide  cost  data 
and  should  improve  arrest  and  disposition  reporting. 

It  is  questionable,  however,  whether  the  comprehensive  data  systems  plans 
will  provide  an  estimate  of  the  total  funding  that  will  be  required  to  make 
the  criminal  history  exchange  system  fully  operational  or  whether  the  program 
will  insure  accurate,  complete,  and  current  reporting.  A  State  may  decide  not 
to  participate  in  the  comprehensive  data  systems  program  and  still  participate 
in  the  criminal  history  exchange  system.  As  of  October  1972  only  about  half 
the  States  had  submitted  comprehensive  data  systems  plans  to  LEAA.  Although 
these  plans  contained  cost  estimates  of  State  participation  in  the  comprehensive 
data  systems  program,  they  did  not  contain  cost  analyses  to  show  what  costs 
would  be  required  for  the  State  to  develop  its  State  criminal  history  exchange 
system. 

Although  arrest  and  disposition  reporting  should  improve  as  a  result  of 
LEAA  and  FBI  actions,  the  comprehensive  data  systems  program  requires  only 
that  the  States  insure  that  mandatory  reporting  will  be  accomplished  by  the 
time  the  States'  systems  become  operational.  States  therefore  can  avoid  or 
postpone  mandatory  reporting  by  not  participating  in  the  comprehensive  data 
systems  program  or  by  delaying  participation. 

Appendix  I 

U.S.  Department  of  Justice, 
Washington,  D.C.,  October  24, 1972. 
Mr.  Max  A.  Neuwirth, 
Associate  Director, 
General  Government  Division, 
U.S.  General  Accounting  Office, 
Washington,  D.C. 

Dear  Mr.  Neuwirth  :  This  letter  is  in  response  to  your  record  for  comments 
on  the  draft  report  titled  "Development  of  a  Criminal  History  Exchange  Sys- 
tem— Need  to  Determine  Cost  and  Improve  Reporting." 

We  consider  the  recommendations  of  the  report  to  be  appropriate  and  well 
founded.  However,  both  recommendations  were  overtaken  by  time,  and  action 
has  been  taken  to  accomplish  the  objectives  which  the  report  appropriately 
recommends. 
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With  respect  to  the  recommendations  that  we  determine  the  total  cost  of  the 
criminal  histoiT  exchange  system,  the  substance  of  the  report  is  based  primarily 
on  the  work  accomplished  in  developing  the  Computerized  Criminal  History 
System  under  Project  SEARCH  (System  for  Electronic  Analysis  and  Retrieval 
of  Criminal  Histories).  Since  the  time  the  major  portion  of  the  work  under 
Project  SEARCH  was  conducted  and  reported  on,  the  Law  Enforcement 
Assistance  Administration  (LEAA)  has  embarked  upon  the  Comprehensive 
Data  Systems  (CDS)  Program.  This  program,  which  contains  five  parts,  in- 
corporates the  provision  for  funding  the  Computerized  Criminal  History  Sys- 
tem, or  the  Offender  Based  Transaction  Statistics/Computerized  Criminal 
History  System  (OBTS/CCH)  as  it  is  referred  to  in  the  CDS  Program.  In 
the  CDS  Program,  LEAA  is  requiring  each  State  to  submit  a  CDS  Plan.  In 
this  plan,  the  States  are  required  to  estimate  their  total  cost  plus  the  required 
incremental  cost  to  be  supported  by  the  Federal  government  for  each  of  the 
five  segments.  As  a  result,  the  50  CDS  Plans  will,  in  the  aggregate,  provide 
an  estimate  of  the  total  dollar  amount  that  will  be  required  for  making  the 
OBTS/CCH  System  operational  throughout  the  United  States.  These  intrastate 
systems  will  interface  with  the  Federal  Bureau  of  Investigation's  (FBI) 
National  Crime  Information  Center/Computerized  Criminal  History  (NCIC/ 
CCH)  System. 

To  assure  that  a  State  is  in  a  position  to  meet  its  funding  commitment,  we 
are  also  asking  the  Governor,  or  at  the  very  least  the  Director  of  the  State 
Planning  Agency,  to  be  the  person  responsible  for  approval  of  the  CDS  Plan. 
This  approval  includes  the  acceptance  of  long-range  funding  by  the  State. 
Thus  the  Governor  or  his  direct  representative  indicates  his  awareness  of 
the  commitment  of  the  State  for  continuation  of  the  program.  This  commit- 
ment includes  funding  not  only  for  the  OBTS/CCH  System  but  also  for  the 
other  four  parts  of  the  CDS  Program. 

With  respect  to  determining  the  cost  to  make  the  criminal  history  exchange 
system  operational,  we  consider  it  important  to  stress  the  fact  that  the 
exchange  of  criminal  histories  does  not  re(iuire  the  development  of  a  separate 
"system"  independent  of  other  essential  criminal  justice  functions  as  the  report 
seems  to  infer.  The  FBI's  computerized  National  Crime  Information  Center 
(NCIC),  operational  since  1967  in  the  exchange  of  information  concerning 
wanted  persons  and  stolen  property  with  other  law  enforcement  agencies, 
already  provides  a  dedicated  communications  network  extending  to  all  50 
States,  the  District  of  Columbia  and  Canada.  In  addition,  computerized  systems 
servicing  criminal  justice  agencies  already  exist  today,  funded  in  whole  or  in 
part  by  the  States.  These  systems  have  been  developed  to  handle,  among  other 
things,  the  exchange  of  criminal  history  data.  There  are  29  operational  com- 
puterized State  systems  already  tied  directly  to  NCIC.  These  systems  currently 
afford  immediate  NCIC  access  to  approximately  6,000  local  agencies  having 
terminal  devices  in  intrastate  communications  networks. 

With  respect  to  the  second  recommendation,  which  concerns  the  implementa- 
tion of  a  program  for  improving  the  reporting  of  arrests  and  dispositions  by 
law  enforcement  agencies,  courts,  and  correctional  institutions,  Title  28,  United 
States  Code,  Section  534,  contains  no  provisions  mandating  a  State  or  other 
governmental  entitv  to  report  arrest  and  disposition  data.  However,  under  date 
of  July  18.  1972,  the  Attorney  General  forwarded  to  the  Speaker  of  the  House 
of  Representatives,  United  States  Congress,  a  legislative  proposal  to  amend 
Title  28,  Section  534,  United  States  Code  and  provide  for  the  dissemination 
and  use  of  criminal  history  information  and  for  other  purposes.  An  important 
provision  of  the  proposed  legislation  is  that  it  vdll  place  a  burden  upon  the 
agencies  submitting  criminal  record  information  to  insure  that  the  information 
is  accurate,  complete  and  current. 

Without  the  sanction  of  law.  however,  the  FBI  and  LEAA  are  making  every 
effort  to  improve  the  reporting  of  arrest  and  disposition  data.  LEAA's  CDS 
Program  requires  participating  States  to  develop  a  comprehensive  system  with 
mandatory  reporting  and  rigid  quality  control  standards.  Additionally,  detailed 
guidelines  have  been  developed  to  assist  States  in  the  preparation  of  grant 
applications   for  the   OBTS/CCH   System.   In   essence,   the  guidelines  provide 
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that  for  a  State  to  be  funded,  it  must  have  legislation  on  the  books  which 
requires  reporting  of  judicial  and  corrections  diapositious  into  the  OBTS/CCH 
System.  If  the  State  does  not  have  the  wherewithal  to  fulfill  this  requirement, 
in  other  words,  legislation  actually  on  the  books,  there  must  be  a  very  high 
probability  that  such  legislation  or  an  executive  order  will  be  in  effect  by  the 
time  the  systems  development  efforts  are  completed  and  the  system  becomes 
operational.  If  this  is  not  the  case,  it  is  not  LBAA's  intent  to  fund  either  the 
CDS  Program  or  the  OBTS/CCH  System.  Furthermore,  no  State  will  be 
funded  which  does  not  assure  the  collection  of  data  from  every  agency  at  each 
level  of  the  criminal  justice  system. 

The  report  suggests  that  no  efforts  have  been  made  to  increase  participation 
by  fingerprint  contributors  in  the  reporting  of  data.  On  the  contrary,  the  FBI, 
through  their  Identification  Division  and  Uniform  Crime  Reporting  Statistical 
Program,  has  always  urged  the  prompt  and  complete  submission  of  such  data. 
Letters  dated  as  recently  as  June  2,  1J>71,  July  22,  1971,  and  November  9,  1971, 
solicited  the  cooperation  of  all  law  enforcement  agencies  which  submit  finger- 
print cards  to  the  FBI  to  follow  the  submission  of  each  arrest  card  with  the 
reporting  of  a  final  disposition.  The  July  22,  1971  letter  also  forwarded  a 
revised  form  for  use  by  the  contributors  in  reporting  final  dispositions.  The 
November  9,  1971  letter  furnished  to  contributing  agencies  a  redesigned  finger- 
print card  with  instructions  as  to  how  to  handle  same  so  that  the  Computerized 
Criminal  History  Program  could  be  more  readily  implemented.  The  instructions 
emphasized  that  all  information  on  the  revised  fingerprint  card  was  essential 
including  the  listing  of  final  dispositions. 

In  connection  with  the  FBI's  continuing  efforts  to  encourage  the  reporting 
of  arrest  and  disposition  data,  they  have  worked  closely  with  and  assisted  in 
the  passage  of  resolutions  which  were  adopted  in  the  past  year  by  the  National 
District  Attorney's  Association,  the  National  Association  of  Attorneys  General 
and  the  International  Association  of  Chiefs  of  Police.  Each  of  these  resolutions 
was  aimed  at  stressing  the  need  for  prompt  and  complete  reporting  of  arrest 
and  disposition  data.  At  a  national  meeting  on  August  2,  1972,  of  the  Interna- 
tional Association  for  Identification  at  Milwaukee,  Wisconsin,  a  resolution 
was  passed  encouraging  support  of  enactment  of  State  legislation  to  mandate 
the  reporting  of  final  disposition  data  applicable  to  each  arrest  to  the  central 
file  at  the  State  or  national  level  to  which  tlie  arrest  fingerprint  card  was 
submitted.  Some  24  States  now  have  statutes  which  provide  for  the  reporting 
of  criminal  identification  information. 

Also,  in  the  numerous  schools  held  for  law  enforcement  personnel  in  the 
Washington,  D.C.  area  and  throughout  the  United  States  in  which  the  FBI's 
Identification  Division  function  is  discussed,  the  administrators  and  oflBcers 
in  attendance  ace  told  of  the  absolute  necessity  for  a  prompt  and  complete 
reporting  of  all  arrest  and  disposition  data. 

The  body  of  the  draft  report  contains  two  statements  concerning  the  FBI's 
NCIC  which  are  incorrect. 

[See  GAO  note.] 

The  second  inaccuracy  [See  GAO  note.]  wherein  an  NCIC  oflScial  is  quoted 
as  stating  if  an  arrest  recorded  in  the  (computerized)  system  is  not  followed 
by  a  related  disposition  entry  within  9  months,  the  arrest  entry  will  be  re- 
moved. This  is  not  a  procedure  utilized  in  the  NCIC  Computerized  Criminal 
History  Program.  There  is  a  possibility  that  restricting  the  dissemination  of 
such  data  may  be  required  by  future  legislation  or  other  mandate;  however, 
no  definite  plans  by  NCIC  along  this  line  exist  at  this  time. 

We  appreciate  your  providing  us  the  opportunity  to  furnish  comments  on 
the  draft  report.  As  requested,  one  copy  of  the  report  is  being  returned  with 
this  response. 

Sincerely, 

Enclosure. 

GAO  note :  Material  deleted  referred  to  matters  or  page  numbers  in  the  draft  report 
which  have  been  revised. 


L.  M.  Pellerzi. 
Assistant  Attorney  General  for  Ad/ministration. 
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APPEIWIX  II.— PRINCIPAL  OFFICIALS  OF  THE  DEPARTMENT  OF  JUSTICE  RESPONSIBLE  FOR  THE  ADMINISTRATION 

OF  ACTIVITIES  DISCUSSED  IN  THIS  REPORT 

Tenure  of  office 


From  To 


Attorney  General: 

Richard  G.  Kleindienst _ June  1972_ Present. 

Richard  G.  Kleindienst  (acting) March  1972 June  1972. 

John  N.  Mitchell January  1969....  February  1972. 

Ramsey  Clark March  1967 January  1969. 

Ramsey  Clark  (acting).. _ October  1966....  March  1967. 

Director,  Federal  Bureau  of  Investigation: 

L.  Patrick  Gray  (acting)... May  1972 Present. 

J.  Edgar  Hoover May  1924 May  1972. 

Administrator,  Law  Enforcement  Assistance  Administration: 

Jerris  Leonard May  1971 Present. 

Vacant June  1970 May  1971. 

Charles  H.  Rogovin .- March  1969 June  1970. 

Patrick  V.  Murphy  (acting) ._. _ October  1968....  March  1969 


Comptroller  General  op  the  United  States, 

WasJUnffton,  B.C.,  March  1,  1974. 
Hon.  Sam  J.  Ervin,  Jr., 

Chairman,  Subcommittee  on  Constitutional  Rights, 
Committee  on  the  Judiciary,  U.S.  Senate. 

Dear  Mr.  Chairman  :  Your  letter  of  February  21,  1974,  requested  that  we 
provide  your  Subcommittee  with  information  on  the  development  and  use  of 
computerized  criminal  history  information.  You  requested  specific  information 
in  connection  with  hearings  on  legislation  to  guarantee  the  security  and  privacy 
of  criminal  history  information  (S.  2963  and  S.  2964). 

We  have  reviewed  actions  relating  to  the  development  of  the  Federal  and 
State  computerized  criminal  history  information  systems  (CCH).  Enclosed 
are  our  findings,  which  may  be  useful  to  your  Subcommittee  during  its  March 
hearings.  We  will  provide  the  other  information  you  requested  after  the  hearings 
and  further  discussions  with  your  staff. 

Briefly,  our  findings  indicate  : 

When  the  Attorney  General  authorized  the  Federal  Bureau  of  Investigation 
(FBI)  to  operate  the  CCH  system  in  December  1970,  he  did  not  inform  the 
FBI  of  (1)  the  extent  to  which  certain  criminal  history  information  should 
have  been  maintained  in  Federal  rather  than  State  computers  or  (2)  what 
type  of  advisory  policy  board  should  be  established  to  review  the  policies  and 
procedures  used  for  C(3h.  He  had,  however,  received  recommendations  regarding 
both  matters  from  the  Ofiice  of  Management  and  Budget,  Executive  OflBce  of 
the  President. 

In  the  absence  of  such  direction  from  the  Attorney  General,  the  FBI,  with 
the  concurrence  of  its  National  Crime  Information  Center  Advisory  Policy 
Board,  developed  the  policy  and  operating  procedures  for  CCH. 

There  is  some  question  as  to  the  extent  of  computerized  criminal  history 
information  which  should  be  retained  in  the  FBI's  computers. 

Data  is  not  available  to  indicate  how  computerized  criminal  history  infor- 
mation has  been  used. 

Both  the  FBI  and  the  Law  Enforcement  Assistance  Administration  have 
either  funded,  or  seek  to  develop,  telecommunication  system  capabilities,  to 
allow  State  and  local  criminal  justice  agencies  to  exchange  administrative 
messages  more  effectively.  The  development  of  two  systems  could  result  in 
duplication  and  an  unnecessary  expenditure  of  Federal  funds.  Moreover,  the 
Attorney  General  has  not  decided  whether  the  FBI  has  legal  authority  to 
operate  such  a  system. 

The  principal  qnestion  which  has  resulted  from  our  work  to  date,  and  which 
your  Subcommittee  might  wish  to  pursue  in  Its  upcoming  hearings,  appears  to 
be:  What  should  the  national  policy  be  regarding  development  of  computerized 
criminal  history  information  systems,  and  to  what  extent  should  the  various 
segments  of  the  criminal  justice  community  and  appropriate  Federal  agencies 
participate  In  such  policy  development? 
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During  the  hearings  the  Subcommittee  may  wish  to  discuss  with  the  Admin- 
istration additional  matters  noted  on  pages  6,  8,  and  10  of  the  enclosure. 

We  did  not  obtain  comments  from  the  Department  on  this  report,  but  we 
did  discuss  the  findings  with  cognizant  oflScials,  who  generally  agreed  with 
the  facts. 

Sincerely  yours, 

Elmer  B.  Staats, 
Comptroller  General  of  the  United  States. 
Enclosure. 

Development  of  the  Computeeized  Criminax  History  Information  System 

background 

A  cooperative  effort  of  several  States  established  and  demonstrated  the 
feasibility  of  using  a  computerized  system  for  the  interchange  of  criminal 
histories.  The  States'  effort  was  called  the  System  for  Electronic  Analysis  and 
Retrieval  of  Criminal  Histories  ( SEARCH ) . 

The  SEARCH  project  began  receiving  Federal  funds  in  1969  from  the  Law 
Enforcement  Assistance  Administration  (LEAA)  as  part  of  LEAA's  effort  to 
encourage  States  to  improve  their  criminal  justice  systems.  SEARCH  was 
developed  on  the  basis  that  all  computerized  criminal  history  records  would  be 
stored  in  the  States  and  that  a  central  computer  would  maintain  an  index  of 
abbreviated  summary  data  on  arrested  individuals. 

On  request,  a  State  was  furnished  this  summary — which  contained  informa- 
tion on  the  reasons  for  and  number  of  arrests  and  convictions — and,  if  neces- 
sary, could  query  the  State  listed  on  the  summary  as  having  the  individual's 
records  for  the  detailed  information.  LEAA  gave  the  States  about  $4  million 
to  develop  and  operate  SEARCH. 

SEARCH  proved  that  it  was  feasible  to  use  a  computerized  system  for  the 
interchange  of  criminal  histories.  The  question  then  facing  the  Department  of 
Justice  was  how  to  make  the  system  operational :  Who  should  operate  the 
system?  What  computerized  criminal  history  information  should  be  contained 
at  the  Federal  or  at  the  State  level? 

The  Attorney  General's  Office,  the  Federal  Bureau  of  Investigation  (FBI), 
and  LEAA  discussed  the  alternatives  during  the  summer  of  1970.  One  concern 
of  LEAA  was  that  the  central  index  might  contain  too  much  detailed  informa- 
tion, possibly  raising  the  specter  of  a  national  computerized  data  bank.  Re- 
garding the  extent  of  information  to  the  contained  in  the  central  index,  an 
August  1970  memorandum  from  the  FBI  Director  to  the  Attorney  General 
stated : 

"♦  *  *  no  final  decision  has  been  made  as  to  the  exact  details  to  be  included 
in  a  national  index  criminal  history  record.  This  can  only  be  done  in  coordina- 
tion with  the  states.  This  Bureau  plans  no  greater  detail  in  the  computerized 
criminal  history  record  than  is  presently  frequently  available  in  the  manually 
operated  criminal  identification  record  function." 

Another  issue  was  whether  the  FBI.  LEAA,  or  the  States  should  operate  the 
system.  The  Assistant  Attorney  General  for  Administration  supported  the  FBI's 
view  that  it  was  experienced  in  handling  criminal  information  and  should 
operate  the  system.  LEAA  basically  proposed  that  it  share  operating  respon- 
sibility with  the  FBI. 

Before  making  any  decisions  the  Attorney  General  requested  the  Office  of 
Management  and  Budget  (0MB)  to  study  the  alternatives  for  the  future  organi- 
zation and  operation  of  SEARCH.  On  September  3,  1970,  the  Associate  Director 
of  0MB  recommended  to  the  Attorney  General  that : 

The  FBI  operate  the  SEARCH  central  index  on  a  limited  record-length  basis, 
while  the  States  continue  to  develop  and  operate  their  individual,  but  com- 
patible, automated  criminal  history  systems. 

A  strong  Policy  Control  Board  be  established,  which  would  report  directly 
to  the  Attorney  General,  to  decide  the  future  development  and  operations  of 
SEARCH.  The  Policy  Control  Board  should  include  high-level  officials  from 
the  FBI,  LEAA,  and  the  States,  who  should  represent  all  elements  of  the 
criminal  justice  system  (police,  prosecutors,  courts,  corrections,  and  parole). 
Membership  should  be  structured  so  that  the  States  have  an  equal  voice 
with  the  Federal  Government  in  recommending  policies  for  the  future  direction 
of  SEARCH. 
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Planning  be  initiated  to  develop  an  integrated  criminal  justice  system. 
This  would  bring  together  SEAKCH  and  the  related  FBI  activities.  The 
Policy  Control  Board  should  be  the  center  of  this  planning  activity. 

On  December  10,  1970,  the  Attorney  General  informed  LEAA  and  the  FBI 
that  the  FBI  would  take  over  management  responsibility  for  a  computerized 
criminal  history  system.  However,  we  were  told  that  the  Attorney  General 
did  not  follow  or  advise  either  LEAA  or  the  FBI  of  OMB's  other  recom- 
mendations. 

The  FBI  named  the  system  the  Computerized  Criminal  History  (CCH) 
Program  and  operated  it  as  part  of  its  National  Crime  Information  Center 
(NCIC),  using  NCIC  computers  and  communication  lines. 

OPERATION 

Since  CCH  is  part  of  NCIC,  a  brief  description  of  the  system  is  useful. 

Since  the  1920's  the  FBI  has  maintained,  in  a  manual  central  file  in 
Washington,  D.C.,  records  of  all  arrests  reported  by  local  law  enforcement 
agencies  and  has  disseminated  such  information,  on  request,  to  State  and 
local  law  enforcement  agencies.  Tfie  arrests  are  reported  to  the  FBI  on 
fingerprint  cards  which  are  put  in  a  file  maintained  for  each  arrested  indi- 
vidual by  fingerprint  classification.  Information  from  the  fingerprint  cards  is 
transferred  to  a  "rap  sheet,"  making  it  a  master  list  of  all  reported  criminal 
activity  for  that  particular  individual.  Disposition  data  is  also  supposed  to 
be  submitted  by  the  arresting  agency  c-  the  court  on  a  disposition  form  and 
becomes  part  of  the  file  maintained  for  each  arrested  person.  Copies  of  the 
rap  sheet  are  forwarded  to  local  agencies  in  reply  to  requests  for  information 
on  the  particular  individual. 

The  headings  of  information  contained  on  rap  sheets  follow  : 

(1)  contributor  of  fingerprints  (usually  arresting  agency  or  correctional 
institution), 

(2)  individual's  name, 

(3)  date  arrested  or  received  (i.e.,  sent  to  jail), 

(4)  nature  of  charge,  and 

(5)  disposition. 

The  FBI  began  operating  NCIC  in  1967.  Its  current  function  is  to  supply, 
from  a  central  bank  maintained  by  the  FBI,  an  almost  instantaneous  response 
to  inquiries  from  Federal,  State,  and  local  law  enforcement  agencies  regarding 
fugitives ;  and  stolen  vehicles,  license  plates,  securities,  boats,  guns,  and  other 
articles.  Terminals  at  central  State  locations  and  at  local  law  enforcement 
agencies  are  linked  to  a  central  computer,  at  FBI  headquarters,  which  stores 
and  disseminates  this  information  on  request.  Other  criminal  justice  agencies 
in  the  States  can  request  NCIC  information  from  these  control  terminals. 

NCIC  was  developed  with  the  assistance  of  an  advisory  group  composed  of 
State  and  local  law  enforcement  personnel  from  agencies  that  either  had 
computerized  systems  or  were  in  the  advanced  planning  stages  of  such  systems. 
The  advisory  group  was  replaced  in  1969  by  the  NCIC  Advisory  Policy 
Board.  The  Board  was  composed  primarily  of  State  and  local  law  enforcement 
personnel  and  made  recommendations  on  NCIC  policy  to  the  FBI  Director. 
Members  were  elected  by  the  criminal  justice  agencies  which  had  computer 
terminals  linked  to  NCIC — mainly  law  enforcement,  rather  than  court  or 
correction  agencies.  The  Board  obtains  some  input  on  how  to  operate  the 
system  from  an  annual  meeting  of  users  of  the  system. 

Because  CCH  was  an  integral  part  of  NCIC,  the  Board  governing  NCIC 
made  recommendations  to  the  FBI  Director  regarding  CCH's  development. 

The  NCIC  Board,  however,  did  not  have  as  broad  a  composition  as  that 
of  the  board  0MB  envisioned  when  it  made  its  September  1970  recommenda- 
tions to  the  Attorney  General ;  nor  did  it  report  directly  to  the  Attorney 
General,  as  0MB  had  recommended. 

In  March  1971  the  NCIC  Board  approved  the  operational  concept,  security, 
requirements,  and  record  content  for  the  CCH  program.  The  central  data 
bank,  as  recommended  by  the  Board  and  as  agreed  to  by  the  FBI,  would  no 
longer  merely  point  inquirers  to  the  State  where  detailed  criminal  history 
information  could  be  obtained.  Instead,  it  would  contain  a  detailed  criminal 
history  record  on  each  offender  whose  record  was  entered  by  the  States  into 
the  system.  Basically,  this  detailed  criminal  history  record  would  contain 
the  information  which  the  FBI  had  maintained  manually  on  its  offender  rap 
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sheets.  It  would  consist  of  information  showing  the  arresting  agency,  the 
reason  and  date  of  each  arrest,  and  disposition  and  custody  action,  when 
available. 

Maintaining  the  complete  detailed  record  of  each  offender  was  to  be  an 
interim  measure,  according  to  the  NCIC  Board,  because  all  users  would  not 
have  the  capability  to  fully  participate  in  the  beginning  of  the  system.  It 
would  take  time  for  the  States  to  establish  identification  bureaus  and  develop 
fingerprint  identification  capability,  information  flow,  and  computer  systems 
capability. 

The  ultimate  concept  of  CCH,  as  envisioned  by  the  Board,  is  a  single-State, 
multi-State  system.  For  single-State  offenders  NCIC  would  maintain  only 
summary  data  and  the  States  would  maintain  the  detailed  records.  For 
multi-State  offenders  and  for  Federal  offenders,  NCIC  would  maintain  the 
complete  record.  The  summary  record  would  include  only  the  reason  for 
arrests  and  number  of  arrests  and  convictions  and  specific  information  on 
the  reason,  date,  and  disposition  of  an  offender's  latest  arrest  and  the  criminal 
justice  agencies  involved.  FBI  studies  have  shown  that  about  70  percent  of 
rearrests  will  be  within  the  same  State.  Therefore,  most  detailed  records  will 
be  for  singie-State  offenders  and  ultimately  maintained  at  the  State  level. 

The  NCIC  Board  in  March  1971  had  therefore  committed  itself  to  develop- 
ing an  operational  system  that  went  beyond  the  original  SEARCH  concept 
in  terms  of  the  Federal  Government's  involvement.  The  information  in  the 
FBI's  computers  would  not  be  limited  to  abbreviated  summary  data  for  single- 
State  offenders,  but  would  include  complete  criminal  data  on  each  offender 
until  the  States  could  develop  fully  operational  CCH  State  systems.  The  FBI 
endorsed  this  concept,  and  the  Board  stated  that  the  States  should  have  fully 
operational  systems  by  July  1,  1975. 

State  participation  in  CCH,  in  terms  of  entering  records  into  the  computer, 
is  voluntary.  But,  any  State  which  complies  with  the  NCIC  Board's  security 
and  confidentiality  requirements  can  access  Information  in  the  system. 

Because  the  Attorney  General  did  not  follow  all  of  OMB's  recommenda- 
tions, OMB  officials  held  a  meeting  on  April  26,  1971,  with  Department  of 
Justice,  LEAA,  and  FBI  representatives  to  discuss  CCH.  Two  of  the  major 
findings,  according  to  a  May  11,  1971,  OMB  memorandum  of  the  meeting, 
were  that : 

Neither  the  FBI  nor  LEAA  had  received  copies  of  the  September  1970 
OMB  report  to  the  Attorney  General. 

The  FBI  was  building  a  central  data  bank  of  all  criminal  records  instead 
of  operating  a  central  index  as  OMB  recommended. 

On  May  13,  1971,  the  OMB  Associate  Director  reported  to  the  Attorney 
General  that: 

The  NCIC  Board  governing  CCH  had  all  police  representatives  instead  of 
representatives  from  the  total  criminal  justice  system,  including  the  courts, 
corrections,  prosecutor,  and  parole  segments,  as  OMB  recommended. 

The  NCIC  computer  system's  policies  limited  CCH  to  police  use.  OMB  in- 
tended that  the  system  be  used  by  the  total  criminal  justice  system. 

The  rap  sheets  used  in  recording  data  included  data  on  corrections  and 
courts  but  those  agencies  did  not  have  access  to  that  data  under  the  CCH 
system. 

Although  authority  existed  for  using  statistical  data  from  the  system  for 
criminal  justice  research,  no  firm  commitments  existed  for  making  the  data 
available  for  this  purpose. 

A  September  1973  NCIC  Board  paper  discussed  the  need  for  detailed  infor- 
mation at  the  national  level,  noting  that  such  information  : 

"*  *  *  is  required  to  efficiently  and  effectively  coordinate  the  exchange  of 
criminal  history  among  State  and  Federal  jurisdictions  and  to  contend  with 
interstate  criminal  mobility. 

*  *  *  *  »  *  • 

"*  *  *  sufficient  data  must  be  stored  in  the  national  index  to  provide  all 
users,  particularly  those  users  who  do  not  have  the  capability  to  fully  par- 
ticipate in  the  beginning  system,  the  information  necessary  to  meet  basic 
criminal  justice  needs." 

The  same  paper  reiterated  that  for  the  system  to  be  a  truly  national  system 
the  States  must  create  fully  operational  systems  by  July  1,  1975. 
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Both  FBI  and  LEAA  oflScials,  however,  advised  us  that  it  is  questionable 
whether  many  States  can  meet  the  July  1075  deadline.  The  probability  exists 
that,  because  of  the  difficulty  of  developing  systems  in  all  the  States,  the  FBI 
will  retain  detailed  computerized  criminal  history  information  on  single- 
State  offenders  for  a  substantial  period. 

In  September  1973  the  NCIC  Board  recommended  that  the  FBI  Director 
appoint  some  non-law-enforcement  officials  to  its  Board,  since  up  to  that  time 
none  of  the  Board  members  represented  the  court,  prosecution,  or  correction 
segments  of  the  criminal  justice  system.  In  February  1974  the  Director  ap- 
pointed two  prosecutors,  two  judges,  and  two  correction  officials  to  the  Board. 
As  of  February  27,  1974,  five  had  accepted  the  appointment. 

Matter  for  consideration  by  the  subcommittee 

The  Subcommittee  may  wish  to  explore  with  the  Attorney  General  whether 
he  believes  OMB's  September  1970  recommendations  are  appropriate  and,  if 
so,  how  he  intends  to  implement  them. 

USE  OF  CCH 

On  November  30,  1971,  the  CCH  system  became  operational.  As  of  February 
17,  1974,  six  States  and  the  District  of  Columbia,  in  addition  to  the  Federal 
Government,  had  supplied  computerized  records  to  the  system  in  the  numbers 
shown  below. 

Arizona 18,  497 

California 72.  522 

District  of  Columbia 45.099 

Florida    70, 480 

Illinois    28, 954 

New    York 46,  285 

Pennsylvania 10, 177 

U.S.  Government ' 156,  487 

Total   448,  501 

*  Federal  offenders  are  entered  by  the  FBI. 

This  number  represents  only  about  2  percent  of  the  approximately  20  million 
individuals  on  whom  the  FBI  has  criminal  history  information.  The  CCH  system, 
therefore,  currently  provides  criminal  justice  agencies  only  a  small  portion 
of  the  total  information  they  receive  from  the  FBI. 

Summary  data  the  FBI  gave  us  on  the  inquiries  to  CCH  in  January  1974  gives 
some  indication  of  the  type  of  requests  coming  to  CCH.  About  31,470  requests 
were  received  for  either  summary  or  complete  CCH  information.  Of  the  approxi- 
mately 25,900  requests  for  summary  information,  such  as  would  be  contained  in 
the  national  index  for  single-State  offenders,  the  CCH  file  contained  informa- 
tion on  2,925,  or  about  11  percent.  Of  the  approximately  5.570  reque.sts  for  com- 
plete criminal  history  data  to  be  transmitted  back  to  the  requestor  by  computers, 
the  CCH  file  contained  information  on  about  4,290,  or  77  percent. 

Data  is  not  available  at  the  national  level  to  indicate  for  what  purpose  State 
and  local  criminal  justice  agencies  use  CCH  information.  The  CCH  system  can 
identify  the  control  agency  terminals  making  inquiries  to  the  system,  but  not  the 
agencies  within  the  State  making  requests  of  the  control  terminals.  The  States, 
however,  would  have  such  data.  Moreover,  there  is  no  way  to  determine,  from 
the  computerizefl  printouts,  the  purposes  of  inquiries. 

An  evaluation  of  SEARCH  ^  attempted  to  determine  police  use  of  SEARCH, 
but  the  evaluation,  report  noted  that : 

"The  observation  of  local  police  use  of  the  system  was  not  realized :  therefore 
this  portion  of  the  findings  come  from  detailed  interviews  and  not  from  opera- 
tional experience.  The  most  consistent  opinion  expressed  by  local  police  at  all 
organizational  level  is  that  criminal  histoi-y  is  not  vital  prior  to  an  arrest. 

"The  requirement  is  for  a  reliable  source  of  accurate  and  timely  information 
during  the  investigative  phase,  after  an  offender  has  been  arrested." 


1  The  evaluation,   completed   on   October  23,   1970,  was  done  by   Data  Dynamics,    Inc. 
Arlington,  Virginia,  for  the  California  Crime  Technological  Research  Foundation. 
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The  report,  however,  did  not  indicate  the  number  of  local  police  interviewed, 
their  duties  (such  as  patrol  or  identification),  or  whether  those  interviewed 
were  randomly  selected  from  all  local  police.  Without  such  information,  it  is 
not  possible  to  determine  whether  the  views  expressed  to  the  evaluators  are 
representative. 

Tlie  SEARCH  evaluation  report  did  not  address  how  court  and  correction 
agencies  used  computerized  criminal  history  information,  but  noted  that  before 
SEARCH  the  "lack  of  criminal  history  data  in  the  courts  and  correction  func- 
tions was  appalling." 

Matter  for  consider ation  by  the  auhoommittae 

We  believe  it  is  necessary  to  know  what  use  is  made  of  computerized 
criminal  history  information  to  determine  what  type  of  security  and  privacy 
provisions  should  be  applied  to  the  data  and  to  provide  management  with 
sufficient  information  to  determine  how  best  to  meet  user  needs.  The  Sub- 
committee may  wish  to  discuss  this  matter  with  the  Attorney  General. 

ADMINISTEATIVE  MESSAGE  SWITCHING 

An  important  collateral  development  to  the  CCH  system  is  the  development 
of  the  communication  system  over  which  law  enforcement  agencies  can  ex- 
change administrative  messages  on  such  matters  as  details  of  thefts  of  auto- 
mobiles, or  the  transportation  of  arrested  individuals. 

The  primary  system  used  by  the  States  is  the  National  Law  Enforcement 
Teletype  System  (NLETS).  A  consortium  of  States  established  NLETS  in 
1966  as  a  nonprofit  corporation  for  the  interjurisdictional  exchange  of  criminal 
justice  administrative  messages.  Teletype  terminals  in  the  States,  accessible 
to  local  criminal  justice  agencies,  interfaced  with  a  central  messageswitching 
terminal  in  Phoenix.  NLETS  was  operated  entirely  on  teletype  equipment  and 
had  no  data  storage  capability.  The  FBI  was  linked  to  the  system  with  the 
same  capabilities  as  the  States.  Each  State  financed  its  own  participation  in 
the  network. 

In  1973  LEAA  and  State  and  local  law  enforcement  agencies  became  concerned 
that  this  low-speed  system  had  become  obsolete  and  could  not  meet  the  high- 
speed telecommunication  needs  of  law  enforcement  agencies.  Therefore,  LEAA 
entered  into  an  agreement  with  the  National  Aeronautics  and  Space  Adminis- 
tration to  have  one  of  the  Administration's  contractors,  the  Jet  Propulsion 
Laboratory  of  the  California  Institute  of  Technology,  develop  alternatives  for 
nationwide  telecommunication  systems  to  cover  interstate  criminal  justice 
telecommunication  needs  up  to  1983.  The  study  will  cost  LEAA  $500,000.  The 
Jet  Propulsion  Laboratory  is  to  issue  its  final  report  in  mid-1974. 

As  an  interim  measure,  LEAA  gave  the  States  $1.5  million  in  June  1973  to 
upgrade  NLETS  over  a  42-month  period  so  computers  could  be  used  to  exchange 
information  over  high-speed  communication  lines.  During  the  first  18  months 
NLETS  was  authorized  to  spend  about  $1.2  million  to  buy  computer  equipment, 
organize  and  install  the  high-speed  communication  lines,  and  bring  in  technical 
experts  to  implement  the  system.  This  upgrading,  the  initial  phase  of  which 
was  substantially  completed  in  January  1974,  enables  computer-to-computer 
messages  to  be  transmitted  over  the  lines.  As  of  January  31,  1974,  about 
$741,000  had  been  spent. 

Concurrently,  the  FBI  expressed  interest  in  operating  law  enforcement  inter- 
state administrative  message  switching.  On  July  11,  1973,  the  FBI  Director 
requested  the  Attorney  General's  concurrence  in  his  opinion  that  statutory 
authority  for  the  FBI's  NCIC  included  authority  to  provide  expanded  com- 
munications support  for  NCIC,  including  the  switching  of  administrative 
messages  and  other  interstate  criminal  justice  communications.  FBI  oflicials 
advised  us  that  the  request  to  the  Attorney  General  had  been  delayed  until  a 
permanent  Director  took  oflBce.  Under  the  FBI's  proposal,  the  FBI.  rather 
than  the  States,  would  operate  the  central  message  switching  unit  to  enable  the 
different  computerized  information  systems  of  the  States  to  communicate 
directly. 

The  FBI  pointed  out  that  message  switching  is  an  integral  part  of  the 
CCH  system  and  that  the  NCIC  communication  network  would  be  capable  of 
handling  all  message  switching  requirements  with  minimal  additional  com- 
munication lines  and  upgrading  of  computer  hardware. 
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According  to  an  August  6,  1973,  memorandum  from  the  Department's  OflSce 
of  Legal  Counsel  to  the  Attorney  General,  it  is  arguable  whether  there  is 
adequate  legislative  authority  to  support  the  FBI's  proposal  to  acquire  admin- 
istrative message  switching.  Moreover,  if  the  FBI  obtains  administrative 
message  switching  capability,  there  is  a  question  whether  NLETS  needs  to 
exist. 

As  of  February  27,  1974,  the  Attorney  General  had  made  no  decision  on 
the  FBI's  request. 

Matters  for  consideration  by  the  subcommittee 

Before  moving  forward  with  either  LEAA's  plans  to  continue  upgrading 
NLETS  or  the  FBI's  proposal  to  implement  administrative  message  switching, 
such  Federal  agencies  as  the  Department  of  Justice,  0MB,  and  the  OflSce  of 
Telecommunication  Policy  of  the  Executive  OflBce  of  the  President,  should 
agree  on  what  overall  Federal  involvement  should  be  in  computerized  criminal 
justice  telecommunication  systems.  The  Subcommittee  may  wish  to  discuss 
these  matters  with  the  Attorney  General. 


Correspondence  With  Senator  Sam  J.  Ervin,  Jr. 

COMPTEOLLEB  GENERAL  OF  THE  UNITED  STATES, 

Washington,  B.C.,  February  27,  1974. 
Hon.  Sam  J.  Eevin,  Jr., 

Chairman,  Subcommittee  on  Constitutional  Rights,  Committee  on  the  Judiciary, 
U.S.  Senate. 

Dear  Mb.  Chairman  :  We  have  discussed  S.  2963  and  S.  2964  with  your  Sub- 
committee staff.  To  assist  your  Subcommittee  in  its  consideration  of  the  pro- 
posed "Criminal  Justice  Information  System  Act  of  1976,"  we  wish  to  offer  the 
following  comments. 

Although  both  bills  recognize  that  the  executive  branch  will  be  used  to  assure 
full  compliance  with  the  provisions  of  the  bills,  neither  provides  explicitly  for 
congressional  means  to  assure  that  the  criminal  history  information  is  amended 
according  to  the  bills'  provisions. 

While  we  fully  support  the  intention  of  both  bills  that  the  administering 
executive  agencies  should  be  primarily  responsible  for  properly  managing  the 
provisions  of  the  bills,  we  also  believe  it  is  important  that  a  specific  provision 
be  included  in  the  bills  providing  means  for  an  independent  congressional  assess- 
ment of  executive  agencies'  actions.  In  this  way  the  Congress  can  have  better 
assurance  that  the  detailed  audits  by  the  executive  agencies  are  adequate. 

Accordingly,  we  suggest  that  the  following  language  be  included  in  the  bills 
so  the  Comptroller  General  and  his  duly  authorized  representatives  will  have 
explicit  audit  authority  and  access  to  pertinent  documents  so  the  congressional 
oversight  role  can  be  adequately  carried  out. 

Although  we  believe  our  basic  audit  authority  provides  the  General  Ac- 
counting OflSce  access  to  all  pertinent  documents  relating  to  most  operations  of 
the  Fedpral  Government,  we  believe  explicit  access  to  the  necessary  criminal 
history  data  should  be  provided  to  our  oflSce  in  this  legislation  because  of  the 
sensitive  nature  of  the  data  involved.  We  also  need  access  to  the  records  of  all 
non-Federal  criminal  justice  information  systems  subject  to  the  legislation  for 
the  purpose  of  evaluating  the  Attorney  General's  or  the  Federal  Information 
Systems  Board's  operations  under  the  legislation.  An  explicit  statement  of 
congressional  intent  regarding  this  matter  should  preclude  future  executive 
agency  reluctance  to  allow  us  access  to  documents  we  believe  we  must  review 
to  properly  discharge  our  respon.sibilities. 

Specific  language  for  proposed  sections  to  both  bills  is  enclosed.  It  should  be 
noted  that  neither  under  the  bills  as  introduced  nor  our  proposed  language 
would  the  Congress  or  any  committee  thereof  be  authorized  to  obtain  informa- 
tion as  to  the  identities  of  any  individuals  who  are  subject  to  such  criminal 
ju.stice  information  systems. 

We  would  be  glad  to  discuss  this  matter  with  you  if  you  believe  it  would  be 
helpful. 

Sincerely  yours. 

ROBEBT  F.  KELLEB, 

Deputy  Comptroller  General  of  the  United  States. 
Enclosures. 
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Suggested  Amendments  to  S.  2963  [H.R.  12575].  93d  Congress 

Renumber  present  sections  311  through  314,  and  references  thereto,  as  sections 
312  through  315,  respectively,  and  add  a  new  section  311  as  follows : 

AUDIT    AND   ACCESS    TO   RECORDS    BY   THE   GENERAL  ACCOUNTING   OFFICE 

Sec  311.  (a)  For  the  purpose  of  conducting  audits  and  reviews  of  the  activities 
of  the  Board  under  this  Act,  at  his  own  initiative  or  at  the  request  of  either 
House  or  any  committee  of  the  Congress,  the  Comptroller  General  of  the  United 
States,  or  any  of  his  duly  authorized  representatives,  .shall  have  access  to  and 
the  right  to  examine  all  books,  accounts,  records,  reports,  files,  and  all  other 
papers,  things  and  property  of — 

(1)  the  Board, 

(2)  any  Federal  agencies  audited  by  the  Board  pursuant  to  section  306(a) 
of  this  Act,  and 

(3)  any  statewide  and  multistate  criminal  justice  information  systems, 
including  organizations  thereof,  audited  by  the  Board  pursuant  to  section 
306(a)  of  this  Act.  ^ 

which,  in  the  opinion  of  the  Comptroller  General,  may  be  related  or  pertinent  to 
his  audits  and  reviews  of  the  activities  of  the  Board.  In  the  case  of  agencies  and 
systems  referred  to  in  paragraphs  (2)  and  (3),  the  Comptroller  General's  right 
of  access  .shall  apply  during  the  period  of  audit  by  the  Board  and  for  three  years 
thereafter. 

(b)  Notwithstanding-any  other  provision  qf^this  Act,  the  Comptroller  General's 
right  of  access  to  books,  accounts,  records,  repoi'ts,  and  files  pursuant  to  and  for 
the  purposes  specified  in  subsection  ( a )  shall  include  information  as  defined  in 
paragraphs  (5)  and  (7)  through  (14)  of  section  102  of  this  Act.  However,  no 
official  or  employee  of  the  General  Accounting  Office  shall  disclose  to  any  person  or 
source  outside  of  the  General  Accounting  Office  any  information  as  so  defined 
in  a  manner  or  form  which  identifies  directly  or  indirectly  any  individual  wno  is 
the  subject  of  such  information. 

Suggested  Amendments  to  S.  2964    [H.R.   12574],  93d  Congress 

Renumber  present  sections  17  and  18,  and  references  thereto,  as  sections  18 
and  19,  respectively,  and  add  a,  new  section  17  as  follows : 

AUDIT  AND  ACCESS  TO  RECORDS  BY  TUB  GENERAL  ACCOUNTING  OFFI^^ 

Sec  17.  (a)  For  the  purpose  of  conducting  audits  and  reviews  of  the  activities 
of  the  Attorney  General  under  this  Act,  at  his  own  initiative  or  at  the  request 
of  either  House  or  any  committee"  of  the  House  of  Representatives  or  the  Senate 
or  any  joint  committee  of  the  two  Houses,  the  Comptroller  General  of  the  United 
States,  or  any  of  his  duly  authorized  representatives,  shall  have  access  to  and  the 
right  to  e:!^mine  all  books,  accounts,  records,  reports,  files,  and  all  other  papers, 
things,  and  property  of — 

®  (1)  the  Attorney  General  and  any  component  of  the  Department  of  Justice 

exercising  any  function  of  the  Attorney  General  under  this  Act,  and 

(2)   any   criminal  justice  information   system,   to  the  extent   that  such 
system  is  subject  to  this  Act,  which,  in  the  opinion  of  the  Comptroller  Gen- 
eral, may  be  related  or  pertinent  to  his  audits  and  reviews  of  the  activities 
of  the  Attorney  General, 
(b)   Notwithstanding  any  other  provision  of  this  Act,  the  Comptroller  General's 
right  of  access  to  books,  accounts,  records,  reports,  and  files  pursuant  to  and  for 
the  purposes  specified  in  subsection  (a)  shall  include  information  as  defined  in 
subsections    (c)    through    (f)    of  section  3  of  this  Act.  However,  no  official  or 
employee  of  the  General  Accounting  Office  shall  disclose  to  any  person  or  source 
outside  of  the  General  Accounting  Office  any  information  as  so  defined  in  a  manner 
or  form  which  identifies  directly  or  indirectly  any  individual  who  is  the  subject 
of  such  information. 
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Comptroller  Geiteral  of  the  United  States, 

Washington,  D.C.,  April  22,  1974. 
Hon.  Sam  J.  Ervin,  Jr., 

Chairman,  Subcommittee  on  Constitutional  Rights, 
Committee  on  the  Judiciary,  U.S.  Senate 

Dear  Mb.  Chairman.  We  have  had  additional  discussions  with  your  Sub- 
committee staff  regarding  S.  2963  and  S.  2964,  bill^  to  guarantee  the  security 
and  privacy  of  criminal  history  information.  The  staff  requested  that  we 
suggest  additional  language  regarding  the  role  of  the  General  Accounting 
OflSce  to  supplement  the  suggested  language  for  inclusion  in  both  bills  provided 
to  you  on  February  27,  1974. 

The  additional  language  enclosed  herewith  is  drafted  in  the  form  of  changes 
to  the  language  which  we  submitted  on  Febriiary  27.  It  would  require  that  the 
General  Accounting  OflBce  "from  time  to  time"  audit  and  review  the  activities 
of  operating  agencies  charged  with  the  administration  of  the  respective  bills. 
We  hope  this  language  will  serve  the  purpose  of  the  staff  request. 

We  would  be  glad  to  discuss  this  matter  with  you  if  you  believe  it  would 
be  helpful. 

Sincerely  yours, 

Robert  F.  Keiller, 
Deputy  Comptroller  General  of  the  United  States. 

Enclosure. 

Changes  in  Suggested  Amendments  to  S.  2963  and  S.  2964,  93d  Congress, 
Transmitted  by  Letter  Dated  Februart  27,  1974 

S.  2963— Delete  the  first  five  lines  of  the  February  27,  1974,  version,  and 
insert  in  lieu  thereof : 

Sec.  311.  (a)  The  Comptroller  General  of  the  United  States  shall  from  time 
to  time,  at  his  own  initiative  or  at  the  request  of  either  House  or  any  com- 
mittee of  the  House  of  Representatives  or  the  Senate  or  any  joint  committee 
of  the  two  Houses,  conduct  audits  and  reviews  of  the  activities  of  the  Board 
under  this  Act.  For  such  purpose,  the  Comptroller  General,  or  any  of  his  duly 
authorized  representatives, 

S.  2964 — Delete  the  first  six  lines  of  the  February  27,  1974,  version,  and 
insert  in  lieu  thereof : 

Sec.  17.  (a)  The  Comptroller  General  of  the  United  States  shall  from  time 
to  time,  at  his  own  initiative  or  at  the  request  of  either  House  or  any 
committee  of  the  House  of  Representatives  or  the  Senate  or  any  joint  com- 
mittee of  the  two  Houses,  conduct  audits  and  reviews  of  the  activities  of  the 
Attorney  General  under  this  Act.  For  such  purpose,  the  Comptroller  General, 
or  any  of  his  duly  authorized  representa- 


MATERIALS  RELATING  TO  PRIVATE  ENTERPRISE 
The  Retail  Credit  Company 

Excerpts  from  "Field  Representative  Manual" 

*  *  *  *  *  if  if 

IN COTIPORATINQ  REFERENCE  FILE  INFORMATION  INTO  THE  CURRENT  REPORT 

When  legislatively  permissible  incorporate  reference  file  information  into 
your  current  report  so  that  it  becomes  an  integral  part  of  it.  Do  not  treat  it  as 
something  distinct  from  the  current  report. 

When  unfavorable  information  from  reference  file  Is  used  in  a  report,  make 
sure  that  the  time  element  is  accurately  explained  and  that  the  criticism  is 
Hot  emphasized  out  of  proportion  to  its  importance  to  the  current  transaction. 

Consider  reference  file  as  one  of  your  current  sources  and  arrive  at  current 
facts  by  weighing  its  information  against  your  findings  from  other  sources. 
Tf  a  conflict  arises  between  reference  file  information  and  the  current  findings, 
this  conflict  must  be  cleared  up  before  the  report  is  released  to  the  customer. 
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On  current  Life  and  Health  requests,  where  the  reference  file  contains  an 
Automobile  Report,  cover  the  results  of  previous  handling.  When  usable  in- 
formation pertinent  to  the  driving  record  is  contained  in  the  Automobile 
Report,  incorporate  as  part  of  the  current  report.  When  no  usable  information 
is  contained  in  the  Automobile  Report,  advise  the  customer  of  this  in  a 
separate  paragraph.  For  example :  "On  6-11-67  we  completed  an  Automobile 
Report  and  all  information  was  favorable." 

To  insure  that  reference  file  information  is  incorporated  into  the  current 
report,  do  not  use  the  word  "file"  in  the  body  of  the  current  report,  or  make 
any  direct  reference  to  our  reference  files.  Avoid  such  phrases  as  "files  show." 
For  example : 

Incorrect 

We  have  reference  file  information  that  shows  applicant  suffered  a  broken 
leg  in  1969  .  .  . 

Our  reference  files  contain  a  newspaper  clipping  from  the  Milwaukee  Journal 
dated  5-24-70  that  states  .  . . 

We  have  in  reference  file  a  copy  of  Motor  Vehicle  Records  dated  1-2-71 
which  shows  :  .  .  . 

On  12-20-69  a  report  was  made  on  your  insured  by  another  Field  Repre- 
sentative and  the  following  is  contained  in  our  reference  files : 

"J.  E.  Farris  has  been  known  to  drink  to  noticeable  excess  for  the  past 
year.  He  frequents  local  taverns  and  becomes  intoxicated  to  the  extent  of 
being  loud  and  boisterous  2  or  more  times  a  week.  These  occasions  last  for 
an  evening.  He  was  arrested  for  driving  while  intoxicated  on  6-19-69  by  local 
police  and  fined  $100." 

Correct 

Applicant  suffered  a  broken  leg  on  3-17-69  .  . . 

A  newspaper  clipping  from  the  Milwaukee  Journal  dated  5-24-70  states  .  .  . 

MVR  dated  1-2-71  shows  :  .  .  . 

J.  E.  Farris  has  been  drinking  to  noticeable  excess  for  the  past  3%  years, 
becoming  loud  and  boisterous  2  or  more  times  a  week.  His  drinking  usually 
begins  on  Friday  night  and  lasts  throughout  the  week  end.  Local  police 
records  were  checked  on  (show  date)  and  revealed  that  insured  was  arrested 
on  6-19-69  for  DWI  and  fined  $100;  and  on  4-15-70  was  again  arrested  by 
local  police  for  DWI,  fined  $200,  and  sentenced  to  30  days  in  jail. 


RECOBD   INFORMATION 

******* 

Police  Records:  These  are  recorded  at  the  police  court  and  may  include 
arrests  for  anything  from  violation  of  a  traflBc  ordinance  to  a  major  felony. 
In  some  cities  the  records  at  the  police  station  include  records  as  to  whether  or 
not  a  conviction  followed  the  arrest.  In  other  cities  records  of  events  subse- 
quent to  the  arrest  have  to  be  looked  up  in  the  police  court  records.  Although 
court  records  may  show  "dismissed"  or  "nol-pros,"  this  Is  a  reportable  arrest 
and  disposition. 

Also,  refer  to  "Guide  for  Checking  Police  Records"  in  section  on  "Securing 
the  Information." 

Suits  and  Judgments:  These  records  are  usually  found  in  two  or  more 
courts.  Generally  the  city  courts  handle  those  of  smaller  amounts.  State  and 
Federal  Courts  usually  handle  records  on  the  larger  amounts. 

Vital  Statistics — Births  and  Deaths:  These  are  generally  handled  by  the 
municipality  and  a  file  is  kept  in  the  city  hall.  In  cases  of  sudden  or  accidental 
deaths  the  city  or  county  coroner  may  be  able  to  give  some  valuable  infor- 
mation. 

Private  Records:  These  are  various  private  organizations  or  associations 
whose  work  makes  necessary  the  acciimulation  of  certain  record  information 
regarding  individuals.  These  organizations  can  be  cultivated  to  advantage  and 
will  in  many  cases  be  willing  to  make  their  files  available  to  us.  Among  them 
are  the  Better  Business  Bureau,  public  utilitv  companies,  manufacturine:  and 
trade  associations,  adjusters,  collection  bureaus:  also  files  kept  by  newspapers. 

General:  The  above  list  is  by  no  means  complete.  A  Field  Representative 
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should  be  constantly  on  the_  alert  to  ascertain  the  existence  of  any  records  that 
might  be  of  use  in  his  work.  Should  you  find  that  some  of  these  records  may 
not  be  available  to  you,  it  should  be  brought  to  your  Manager's  attention  to 
consider  the  possibilities  of  opening  up  these  sources. 


GUIDE  FOR  CHECKING  POLICE  BECOBDS 

It  is  recognized  that  police  records  are  not  available  to  us  in  all  cities. 
H6wever,  every  effort  should  be  made  to  keep  this  excellent  source  of  infor- 
mation available,  wherever  possible. 

In  some  cities,  certain  types  of  cases,  such  as  Automobile  and  Industrial  Life, 
are  checked  through  the  police  or  traffic  records  as  a  system. 

All  risks  in  doubtful  categories  (for  example,  those  connected  in  any  capacity 
with  pin-ball  machines,  juke  boxes,  lotteries,  or  racing),  should  be  checked 
through  police  records  or  crime  fighting  agencies  as  a  system. 

Cases  where  there  is  a  tip  on  the  inquiry,  or  a  tip  through  Reference 
Information,  should  be  checked  through  police  records  if  this  is  significant. 
Women  should  be  checked  where  you  have  a  definite  tip  or  reason  to  believe 
that  a  record  exists. 

Consider  checking  through  police  records,  on  a  selective  basis,  such  occu- 
pations as  experience  indicates  might  have  a  higher  than  average  number  of 
arrests. 


CONFIBMATipN  NOTE  ON  UNFAVORABLE  CASES 

The  Field  Representative  should  make  sure  that  the  information  is  on  the 
correct  person  as  described  on  the  inquiry  and  that  the  information  is  well 
balanced  and  correct. 

A  note  should  be  placed  at  the  end  of  the  Remarks  showing  that  the 
information  on  a  specific  feature  has  been  confirmed  through  two  or  more 
sources  or  record  information.  It  should  include  the  types  of  sources,  for 
example — 

Confirmation :  Information  concerning  subject's  driving  confirmed  through 
state  Motor  Vehicle  Records,  one  former  residence  neighbor,  and  one  present 
neighbor. 

— OR— 

Confirmation :  Information  concerning  subject's  past  habits  confirmed  through 
two  neighbors  at  the  former  address  and  one  neighbor  at  the  present  address. 
Information  on  health  was  confirmed  through  one  former  employer  and  one 
source  at  the  present  place  of  employment. 

Avoid  wording  which  leaves  the  Impression  that  all  Information  has  been 
confirmed  through  every  source,  as  this  would  rarely  be  the  case.  The  note 
should  not  contain  words  such  as  "unfavorable,"  "adverse,"  or  "derogatory." 
Let  the  customer  draw  his  own  conclusions  In  evaluating  the  information. 


WRITING  UP  UNFAVORABLE  INFORMATION — LEGAL  ASPECTS 

Facts 

Unfavorable  information  should  consist  of  facts,  avoiding  conclusions  or 
predictions.  A  fact  is  an  actual  situation  that  exists  or  even  that  has  occurred. 

Do  not  say  a  man  is  a  "thief" — that  is  a  conclusion,  not  a  foot.  Instead 
stick  to  the  facts  such  as :  "John  Doe  was  convicted  of  larceny  in  April,  1968, 
and  served  a  sentence  of  one  year  In  the penitentiary." 

Do  not  include  predictions  such  as  "Sources  .state  he  Is  likely  to  have  an 
accident  at  any  time."  Such  statements  go  beyond  the  functions  of  a  report. 
Avoid  name  calling  such  as  "dead  beat"  but  rather  say  that  "several  local 
merchants  consider  him  to  be  a  poor  credit  risk  and  do  business  on  a  cash 
basis  only." 

Do  not  repeat  unfavorable  information  unneces.sarlly.  For  example,  a  man 
who  drinks  to  excess.  This  .^should  be  covered  where  this  Information  is  called 
for  but  not  repeated  three  or  four  times  in  other  places.  By  doing  the  latter 
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we  give  the  report  an  unfavorable  tone  throughout  because  of  the  one  fact. 
There  is  the  danger  that  such  repetition  might  give  the  impression  of  prej- 
udice. 

Phraseology :  Temperate,  guarded  language  is  convincing  and  safe.  Do  not 
use  "impossible"  statements  that  are  unprovable.  Examples  are:  "He  never 
draws  a  sober  breath,"  "He  owes  everybody  in  town."  Refrain  also  from 
superlative  statements. 

Be  careful  of  reflecting  on  the  honesty  of  a  law  enforcement  officer  by 
statements  such  as  "he  was  arrested  but  because  of  his  influence  the  police 
'let  him  off'." 

Do  not  use  words  such  as  "very,"  "shady,"  or  "shortage."  The  word  "short- 
age" is  particularly  dangerous,  as  it  can  mean  too  many  different  things  and 
impute  dishonesty.  Refrain  from  any  words  imputing:  hypocrisy,  dishonesty, 
malfeasance  in  office,  falsifying  public  documents,  "squandering"  the  estate 
of  his  parents,  running  a  "fake"  publication,  etc.  Report  the  facts. 

Note:  Also,  refer  to  "Writing  Remarks"  in  the  section  "Completing  the 
Report." 

Highly  Confidential  Information 

We  frequently  secure  information  which  sources  indicate  is  highly  confiden- 
tial, and  must  be  used  with  the  greatest  of  care.  In  some  of  these  instances, 
our  source  is  not  authorized  to  give  out  unfavorable  employment  information 
because  of  company  policy  which  specifies  that  he  is  supposed  to  refer  such 
inquiries  to  his  home  office.  However,  because  of  friendship  or  other  reasons, 
he  does  give  us  the  information,  warning  that  it  is  highly  confidential.  Question 
him  closely. 

In  this,  and  other  similar  situations,  the  handling  of  the  information  should 
come  under  managerial  direction. 

Where  feasible,  check  with  their  home  office  if  the  local  source  indicates  that 
his  company  rules  forbid  him  to  give  out  information.  If  such  handling  is  not 
feasible  and  the  information  must  be  used,  then  every  safeguard  should  be 
thrown  around  it. 

Third  Parties 

The  two  parties  directly  concerned  are  the  applicant  or  Insured  and  the 
interested  customer.  Occasionally  your  handling  develops  information  on  other 
people  related  naturally,  socially,  or  in  a  business  way  to  the  subject.  This  is 
classified  as  "third  party  information"  and  must  not  be  included  in  our  report 
unless  it  has  a  direct  bearing  on  the  risk  from  an  underwriting  or  credit 
standpoint. 

The  general  basis  in  all  reports  is  that  information  on  husband  or  wife, 
parents  or  guardians  of  minor  children,  and  business  partners  may  be  included 
when  such  information  affects  subject's  desirability  for  the  tram^action  at  hand. 
The  following  list  indicates  specific  situations  in  which  third  party  information 
may  be  given. 

Life  Reports:  Irregular  Beneficiaries;  Parents  or  guardians  of  minors,  wife, 
husband,  or  others  living  in  the  same  house  where  information  affects  the 
risk. 

Automobile  Reports:  Other  drivers. 

Auto  Purchase  Reports:  Members  of  family  or  business  connections  where 
information  has  a  bearing  on  possible  confiscation  of  car;  Other  Drivers. 

Burglary  Reports:  Other  occupants  of  residence  where  irregular,  or  increases 
exposure. 

Fire  Insurance  Reports:  Other  occupants,  adjoining  neighbors,  or  exposures, 
tenants,  owner,  etc. 

All  Risk  Floater  Reports:  Same  as  Burglary.  Also,  other  close  personal  asso- 
ciates where  connection  is  irregular  or  increases  exposure. 

Mortgage  Loan  Reports:  Tenant  if  information  unfavorable. 

Claim  Reports:  Information  covering  doctor  and  hospital. 

If  inquiry  from  customer  names  a  third  party  such  as  a  co-signer  to  a  loan, 
this  constitutes  a  special  request  and  information  may  be  included  in  our 
report. 

Confirming  Information:  Confirm  unfavorable  third  party  information,  where 
report  requires  it,  as  thoroughly  as  that  on  the  subject  of  the  report.  This  is 
particularly  necessary  on  Claim  Reports  when  commenting  on  doctors  and 
hospitals. 
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The  controlling  factor  as  to  third  party  information  is  whether  the  customer 
lias  asked  for  information  about  the  third  party  or  needs  this  information  to 
pass  on  the  transaction. 

Libel  and  Slander 

Our  Field  Representatives  need  not  know  the  detail^  of  the  laws  of  libel, 
slander  and  privacy.  Company  practices  and  procedures  take  such  things  into 
consideration ;  so  the  Field  Representative  need  only  follow  these  practices 
and  procedures,  and  maintain  a  fair,  impartial  attitude  at  all  times.  Every 
Field  Representative  should  recognize  his  obligation  not  to  spread  information 
about  the  person  he  is  reporting  on.  Questions  should  be  asked  in  a  way  that 
will  not  convey  information  to  the  source  and  that  will  not  give  him  the 
impression  that  you  are  making  statements.  The  spreading  of  unfavorable 
information  when  making  reports  might  lead  to  a  suit  for  "slander." 


American  Life  Insurance  Association 

Exhibits  Submitted  by  R.  Otto  Meletzke,  Assistaht  Geneeal  Counsel, 

Apbil  9,  1974 

exhibit  d 

Arkansas  Insurance  Department  Rule  and  Regulation  No.  7.  Biographical 
information  in  aflSdavit  form  must  be  furnished  to  the  Commissioner  of  Insur- 
ance by  all  promoters,  incorporators,  directors,  trustees  and  proposed  manage- 
ment personnel  of  a  company  being  formed.  The  information  required  includes 
disclosure  by  affidavit  of  whether  or  not  he  has  been  convicted  of  a  felony  and 
whether  he  has  ever  been  named  in  a  criminal  or  civil  action  in  which  fraud 
was  an  issue.  Company  required  to  promptly  report  to  Commissioner  any 
information  concerning  the  conviction  of  an  officer  for  a  felony  or  the  naming 
of  an  officer,  other  than  as  a  party  plaintiff  or  complainant,  in  a  criminal  or 
civil  action  in  which  fraud  was  an  issue. 

Califorma  Article  3,  Section  704.5  Insurance  Code.  The  Commissioner  may 
decline  to  grant  or  may  suspend  or  revoke  a  certificate  of  authority  of  any 
holder  authorized  under  the  Insurance  Code  of  any  person  or  persons,  directly 
or  indirectly  owning  or  controlling,  in  the  aggregate,  any  interest  in  more  than 
10  percent  of  the  stock  of  such  holder  of  the  certificate,  or  its  subsidiary  or 
any  company  or  entity  controlling  such  holder,  or  if  any  officer  or  director  of 
such  holder  has  been  convicted  on  or  pleaded  guilty  or  nolo  contendere  to  an 
indictment  or  information  in  any  jurisdiction  charging  a  felony  for  theft  or 
larceny,  mail  fraud,  or  violation  of  any  corporate  securities  statute  or  any 
insurance  statute. 

Title  10,  Section  2613.07  of  the  California  Administrative  Code  requires 
organizers,  promoters,  original  officers  and  directors  of  all  applicants  for 
organizational  permits  of  companies  seeking  admission  to  California  to  com- 
plete biographical  affidavit  form.  Affiant  must  disclose  whether  or  not  he  has 
ever  been  convicted  or  had  a  sentence  imi>osed,  suspended  or  had  pronounce- 
ment of  a  sentence  suspended  or  been  pardoned  for  conviction  of,  or  pleaded 
guilty  of,  or  nolo  contendere  to  an  information  or  an  indictment  charging  a 
felony  for  embezzlement,  theft  or  larceny,  mail  fraud,  or  violating  any 
corporate  securities  statute  or  any  insurance  law.  Further  requires  disclosure 
of  whether  or  not  affiant  has  ever  been  named  as  a  defendant  in  a  suit  brought 
by  any  public  or  governmental  licensing  agency  or  regulatory  authority  for 
violation  of  or  to  prevent  the  violation  of  any  securities  or  insurance  law. 

Colorado  Section  72-1^3  Rev.  Stat.  Provides  that  no  director  may  serve  an 
insurance  company  who  has  been  convicted  of  fraud  involving  any  financial 
institution  or  of  a  felony.  Provides  that  the  state  insurance  commissioner  may 
waive  this  provision  regarding  a  felony  if  he  determines  that  the  particular 
felony  does  not  jeopardize  the  person's  ability  to  act  as  a  director. 

Illinois  Insurance  Department  Rule  9.13 — Exhibit  C.  Requires  statement  in 
affidavit  form  to  be  submitted  by  each  new  officer  and  director  of  all  domestic 
companies   and    by   each    incorporator,    organizer,   promoter,    or   other   person 


999 

similarly  situated  of  all  new  domestic  companies.  Director  may  also  require 
any  other  person  to  submit  this  exhibit.  The  information  required  includes 
disclosure  by  affiant  as  to  whether  or  not  he  has  even  been  named  in  a 
criminal  action,  civil  action,  action  involving  fraud,  action  for  recovery  of 
funds,  bankruptcy  or  charged  with  or  convicted  of  a  felony  or  other  suit. 

Indiana  Title  27,  Ch.  3,  Section  20.  Provides  that  no  certificate  of  authority 
shall  be  issued  until  the  commissioner's  findings  include  assurance  that  the 
general  character  and  experience  of  the  incorporators,  directors  and  proposed 
officers  promise  successful  operations,  based  on  the  fact  that  such  persons  are  of 
known  good  character  and  that  there  is  no  good  reason  to  believe  that  they  are 
affiliated,  directly  or  indirectly  through  ownership,  control,  management,  re- 
insurance transaction  or  other  insurance  or  business  relation  with  any  person 
or  persons  known  to  have  been  involved  in  the  improper  manipulation  of  assets, 
accounts  or  reinsurance. 

Insurance  Department  Reference  No.  5  of  September  12,  1967,  requires 
changes  of  directors  or  officers  to  be  filed  with  the  Insurance  Department  of 
Indiana.  Information  required  to  be  disclosed  includes  previous  conviction  of 
any  crime. 

Kansas  Insurance  Department  Rule  40-1-5(2)  and  Biographical  Affidavit 
Forms  KBS-100  and  101.  Requires  all  insurance  companies  authorized  in 
Kansas  to  promptly  report  to  the  department  all  changes  in  officers  and  direc- 
tors and  file  for  each  a  biographical  sketch  which  shall  include  the  disclosure 
of  whether  or  not  the  new  officer  or  director  has  ever  been  arrested,  indicted 
or  convicted  of  any  criminal  offenses. 

Maryland  Insurance  Department  Regulation  31-1.  Requires  articles  of  in- 
corporation of  every  domestic  insurer  to  be  submitted  to  Insurance  Commis- 
sioner for  examination  accompanied  by  r6sum6  for  each  of  the  officers  and 
directors  and  major  shareholders  and  stockholders  of  such  entities.  R^sum^ 
requires  disclosure  of  previous  criminal  violations  and  charges  by  any  city, 
county,  state  or  Federal  regulatory  agency  which  have  violated  any  laws,  rules 
or  regulation.  Further  requires  disclosure  of  any  company  which  has  been 
charged,  allegedly  as  a  result  of  any  action  or  conduct  of  promoter. 

Michigan  Section  24.1250  of  Insurance  Code  authorized  Commissioner  to  order 
dismissal  of  officers  or  directors  if  he  has  reason  to  believe  that  he  is  un- 
trustworthy. 

Directive  of  January  2,  1968,  issued  by  Commissioner  of  Insurance  requires 
biographical  information  in  affidavit  form  to  be  furnished  to  the  Commissioner 
by  all  promotors,  incorporators,  directors,  trustees  and  proposed  management 
personnel  of  an  insurer  being  formed.  In  addition,  the  insurer  must  promptly 
report  to  the  Commissioner  any  information  concerning  the  conviction  of  any 
officer  for  a  felony  or  the  naming  of  an  official  in  a  criminal  or  civil  action  in 
which  fraud  was  an  issue. 

Minnesota  60A.051  Minnesota  Stat.  Annot.  authorizes  Commissioner  of  In- 
surance to  deny  an  application  for  a  certificate  of  authority  or  revoke  existing 
certificate  if  he  finds  that  the  board  of  directors  or  principal  management  of 
any  insurance  company  is  imtrustworthy. 

Nebraska  Section  44-207.  Nebraska  Rev.  Stat.  Requires  executive  officers  of 
an  insurance  company  to  be  of  good  character. 

New  York  Article  4,  Section  48  of  Insurance  Laws  authorizes  the  Superin- 
tendent of  Insurance  to  refuse  a  license  if  he  finds,  after  notice  and  hearing, 
that  any  of  the  director  of  a  mutual  corporation,  or  any  of  the  directors  of 
a  mutual  corporation,  has  been  convicted  of  a  crime  involving  fraud,  dishonesty, 
or  like  moral  terpitude  or  Is  an  untrustworthy  person. 

Tennessee  Insurance  Department  Directive  of  July  1,  1967.  Requires  all  pro- 
moters, trustees,  incorporators,  directors  and  officers  to  furnish  biographical 
Information  of  such  personnel  of  a  company  being  formed.  Information  required 
to  be  disclosed  includes  previous  convictions  for  felony  and  whether  or  not 
affiant  has  ever  been  named  other  than  as  a  party  plaintiff  or  complainant  In 
a  criminal  or  civil  action  In  which  fraud  was  an  Issue.  Insurer  Is  also  required 
to  promptly  submit  subsequent  reports  concerning  the  conviction  of  an  officer 
for  a  felony  or  the  naming  of  an  officer  In  a  criminal  action  In  which  fraud 
was  an  Issue. 

Texas  Article  1.14  of  Insurance  Code  authorized  the  state  board  of  directors 
to    inquire   Into    the   competence,    fitness   and    reputation    of   the   officers   and 
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directors  of  each  carrier.  If  after  inquiry,  and  based  on  substantial  evidence, 
it  shall  appear  to  the  Board  that  such  officers  and  directors,  are  not  worthy  of 
the  public  confidence  it  shall  give  such  carrier  notice  of  intention  to  refuse  the 
application  of  certificate  of  authority  or  to  revoke  the  certificate  once  granted. 
Texas  State  Board  of  Insurance  Release  of  September  1968.  Requires  filing 
of  biographical  information  of  all  officers  and  directors  whether  or  not  newly 
elected  during  the  preceding  year.  Information  required  to  be  disclosed  includes 
previous  indictments  or  convi(^tions  of  any  criminal  offense. 
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NAIC   INSURANCE  HOLDING  COMPANY  SYSTEM  BEGXTLATOBY  ACT 

Model  Regulations 
0.01.     Authority  * 

These  regulations  are  promulgated  pursuant  to  the  authority  granted  by  Sec- 
tions   , , ,  and of  the  Insurance  Law. 

0.02.     Purpose  ^ 

The  purposes  of  these  regulations  are :  to  set  forth  rules  and  procedural  re- 
quirements which  the  Commissioner  deems  necessary  to  carry  out  the  provisions 
of  the   NAIC   Insurance  Holding  Company   System   Regulatory  Act    (sections 

through of  the  Insurance  Code  hereinafter  referred  to  as 

"the  Act").  The  information  called  for  by  these  regulations  is  hereby  declared 
to  be  necessary  and  appropriate  in  the  public  interest  and  for  the  protection 
of  policyholders  and  shareholders  in  this  State. 

0.03.     Severability  Clause^ 

If  any  provision  of  these  regulations,  or  the  application  thereof  to  any  person 
or  circumstance,  is  held  invalid,  such  invalidity  shall  not  affect  other  provisions 
or  applications  of  these  regulations  which  can  be  given  effect  without  the  invalid 
provision  or  application,  and  to  that  end  the  provisions  of  these  regulations  are 
severable. 


» Optional  for  those  States  in  which  similar  provisions  are  normally  used. 


1001 

0.04.     Forms — General  requirements  * 

(a)  Forms  A  and  B  are  intended  to  be  guides  in  the  preparation  of  the 
statements  required  by  Sections  3  and  4  of  the  Act.  They  are  not  intended  to 
be  blank  forms  which  are  to  be  filled  in.  The  statements  filed  shall  contain 
the  numbers  and  captions  of  all  items,  but  the  text  of  the  items  may  be  omitted 
provided  the  answers  thereto  are  so  prepared  as  to  indicate  to  the  reader  the 
coverage  of  the  items  without  the  necessity  of  his  referring  to  the  text  of  the 
items  or  the  instructions  thereto.  All  instructions,  whether  appearing  under 
the  items  of  the  form  or  elsewhere  therein,  are  to  be  omitted.  Unless  expressly 
provided  otherwise,  if  any  item  is  inapplicable  or  the  answer  thereto  is  in  the 
negative,  an  appropriate  statement  to  that  effect  shall  be  made. 

(b)   complete  copies  of  each  statement  including  exhibits  and 

all  other  papers  and  documents  filed  as  a  part  thereof,  shall  be  filed  with  the 
Commissioner  by  personal  delivery  or  mail  addressed  to :  Insurance  Commis- 
sioner of  the  State  of , Street, , ,  Attention : 

At  least  one  of  the  copies  shall  be  manually  signed  in  the 

manner  prescribed  on  the  form.  Unsigned  copies  shall  be  conformed.  If  the 
signature  of  any  person  is  afllxed  pursuant  to  a  power  of  attorney  or  other 
similar  authority,  a  copy  of  such  power  of  attorney  or  other  authority  shall 
also  be  filed  with  the  statement. 

(c)  Statements  should  be  prepared  on  paper  SVz"  x  11"  or  81/2"  x  13"  in 
size  and  preferably  bound  at  the  top  or  the  top  left-hand  corner.  Exhibits  and 
financial  statements,  unless  specifically  prepared  for  the  filing,  may  be  sub- 
mitted in  their  original  size.  All  copies  of  any  statement,  financial  statements, 
or  exhibits  shall  be  clear,  easily  readable  and  suitable  for  photocopying.  Debits 
in  credit  categories  and  credits  in  debit  categories  shall  be  designated  so  as  to 
be  clearly  distinguishable  as  such  on  photocopies.  Statements  shall  be  in  the 
English  language  and  monetary  values  shall  be  stated  in  United  States  cur- 
rency. If  any  exhibit  or  other  paper  or  document  filed  with  the  statement  is  in 
a  foreign  language,  it  shall  be  accompanied  by  a  translation  into  the  English 
language  and  any  monetary  value  shown  in  a  foreign  currency  normally  shall 
be  converted  into  United  States  currency. 

0.05    Formes — Incorporation  by  reference,  summaries  and  omissions  ^ 

(a)  Information  required  by  any  item  of  Form  A  or  Form  B  may  be  incor- 
porated by  reference  in  answer  or  partial  answer  to  any  other  item.  Informa- 
tion contained  in  any  financial  statement,  annual  report,  proxy  statement, 
statement  filed  with  a  governmental  authority,  or  any  other  document  may  be 
incorporated  by  reference  in  answer  or  partial  answer  to  any  item  of  Form  A 
or  Form  B  provided  such  document  or  paper  is  filed  as  an  exhibit  to  the  state- 
ment. Excepts  of  documents  may  be  filed  as  exhibits  if  the  documents  are  ex- 
tensive. Documents  already  on  file  with  the  Commissioner  need  not  be  attached 
as  exhibits.  References  to  information  contained  in  exhibits  or  in  documents 
already  on  file  shall  clearly  identify  the  material  and  shall  specifically  indi- 
cate that  such  material  is  to  be  incorporated  by  reference  in  answer  to  the 
item.  Matter  shall  not  be  incorporated  by  reference  in  any  case  where  such  in- 
corporation would  render  the  statement  incomplete,  unclear  or  confusing. 

(b)  Where  an  item  requires  a  summary  or  outline  of  the  provisions  of  any 
document,  only  a  brief  statement  shall  be  made  as  to  the  most  important  pro- 
visions of  the  document.  In  addition  to  such  statement,  the  summary  or  outline 
may  incorporate  by  reference  particular  parts  of  any  exhibit  or  document  on 
file  with  the  Commissioner  and  may  be  qualified  in  its  entirety  by  such  refer- 
ence. In  any  case  where  two  or  more  documents  required  to  be  filed  as  exhibits 
are  substantially  identical  in  all  material  respects  except  as  to  the  parties 
thereto,  the  dates  of  execution,  or  other  details,  a  copy  of  only  one  of  such 
documents  need  be  filed  with  a  schedule  identifying  the  omitted  documents  and 
setting  forth  the  material  details  in  which  such  documents  differ  from  the 
documents  a  copy  of  which  is  filed. 


1  Sections  0.04-0.08  may  be  omitted  if  they  are  included  as  instructions  on  Forms  A 
and  B. 
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0.06.    Forms — Information  Unknown  or  Unavailable  and  Extension  of  time  to 
furnish  ^ 

(a)  Information  required  need  be  given  only  insofar  as  it  is  known  or  reason- 
ably available  to  the  person  filing  the  statement.  If  any  required  information 
is  unknown  and  not  reasonably  available  to  the  person  filing,  either  because 
the  obtaining  thereof  would  involve  unreasonable  effort  or  expense,  or  because 
it  rests  peculiarly  within  the  knowledge  of  another  person  not  affiliated  with 
the  person  filing,  the  information  may  be  omitted,  subject  to  the  following 
conditions : 

(1)  The  person  filing  shall  give  such  information  on  the  subject  as  it  pos- 
sesses or  can  acquire  without  unreasonable  effort  or  expense,  together  with  the 
sources  thereof ;  and 

(2)  The  person  filing  shall  include  a  statement  either  showing  that  un- 
reasonable effort  or  expense  would  be  involved  or  indicating  the  absence  of 
any  affiliation  with  the  person  within  whose  knowledge  the  information  rests 
and  stating  the  result  of  a  request  made  to  such  person  for  the  information. 

(b)  If  it  is  impractical  to  furnish  any  required  information,  document  or 
report  at  the  time  it  is  required  to  be  filed,  there  may  be  filed  with  the  Com- 
missioner as  a  separate  document  an  application  (1)  identifying  the  informa- 
tion, document  or  report  in  question,  (2)  stating  why  the  filing  thereof  at  the 
time  required  is  impractical,  and  (3)  requesting  an  extension  of  time  for  filing 
the  information,  document  or  report  to  a  specified  date.  The  application  shall 
be  deemed  granted  unless  the  Commissioner  within days  after  re- 
ceipt thereof,  shall  enter  an  order  denying  the  application. 

0.07.     Forms — Additional  information  and  exhibits^ 

In  addition  to  the  information  expressly  required  to  be  Included  In  Form 
A  and  Form  B,  there  shall  be  added  such  further  material  information,  if  any, 
as  may  be  necessary  to  make  the  information  contained  therein  not  mislead- 
ing. The  person  filing  may  also  file  such  exhibits  as  it  may  desire  in  addition 
to  those  expressly  required  by  the  statement.  Such  exhibits  shall  be  so  marked 
as  to  indicate  clearly  the  subject  matters  to  which  they  refer. 

0.08.     Forms — Amendments  ^ 

An  amendment  for  Fonn  A  or  Form  B  shall  include  on  the  top  of  the  cover 

page  the  phrase:  "Amendment  No. to"  and  shall  indicate  the  date  of 

the  amendment  and  not  the  date  of  the  original  filing. 

1.01.     Definitions  ^ 

(a)  "Executive  officer"  means  any  individual  charged  with  active  manage- 
ment and  control  in  an  executive  capacity  (including  a  president,  vice  presi- 
dent, treasurer,  secretary,  controller,  and  any  other  individual  performing  func- 
tions corresponding  to  those  performed  by  the  foregoing  officers)  of  a  person, 
whether  incorporated  or  unincorporated. 

(b)  "Foreign  insurer"  shall  include  an  alien  insurer  except  where  clearly 
noted  otherwise. 

(c)  "Ultimate  controlling  person"  means  that  person  which  is  not  controlled 
by  any  other  person. 

(d)  Unless  the  context  otherwise  requires,  other  terms  found  in  these  regu- 
lations and  in  Section  1  of  the  Act  are  used  as  defined  in  the  said  Section  1. 
Other  nomenclature  or  terminology  is  according  to  the  Insurance  Code,  or  in- 
dustry usage  if  not  defined  by  the  Code. 

2.01.     Subsidiaries  of  Domestic  Insurers 

(a)  The  authority  to  invest  in  subsidiaries  under  Section  2(b)  of  the  Act 
Is  in  addition  to  any  authority  to  invest  in  subsidiaries  which  may  be  con- 
tained in  any  other  provision  of  the  Insurance  Code. 


1  Sections    0.04-0.08    may    be    omitted   if   they   are   included   as   instructions   on    Forms 
A  and  B. 

2  If    Regulation    Section    0.02    is    not    adopted    by    the    State,    the    following    definition 
should  be  added  to  this  section  : 

(a)  "The  Act"  means  the  Insurance  Holding  Company  System  Regulatory  Act  (sections 
through of  the  Insurance  Code). 
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(b)  An  investment  by  a  subsidiary  under  clause  (iii)  of  Section  2(b)  of  the 
Act  may  cause  the  total  investment  of  the  insurer  to  exceed  any  of  the  limita- 
tions contained  in  any  of  the  individual  sections  referred  to  in  clause  (iii) 
provided  that  it  does  not  exceed  the  aggregate  amount  which  could  be  invested 
under  all  of  these  sections  with  respect  to  the  type  of  asset  involved. 

3.01.  Acquisition  of  Control — Statement  Filing 

A  person  required  to  file  a  statement  pursuant  to  Section  3  of  the  Act  shall 
furnish  the  required  information  on  Form  A,  hereby  made  a  part  of  this 
regulation. 

3.02.  Amendments 

The  applicant  shall  promptly  advise  the  Commissioner  of  any  changes  in 
the  information  so  furnished  arising  subsequent  to  the  date  upon  which  such 
information  was  furnished  but  prior  to  the  Commissioner's  disposition  of  the 
application. 

3.03.  Acquisition  of  Section  3 (a.)  {!)  insurers 

(a)  If  the  person  being  acquired  is  a  "domestic  insurer"  solely  because  of 
the  provisions  of  Section  3(a)(1)  of  the  Act,  the  name  of  the  domestic  in- 
surer on  the  cover  page  should  be  indicated  as  follows : 

"ABC  Insurance  Company,  a  subsidiary  of  XYZ  Holding  Company". 

(b)  Where  a  Section  3(a)  (1)  insurer  is  being  acquired,  references  to  "the 
insurer"  contained  in  Form  A  shall  refer  to  both  the  domestic  subsidiary  in- 
surer and  the  person  being  acquired. 

3.04.  Exemptions 

No  statement  need  be  filed  and  no  approval  by  the  Commissioner  is  required 
pursuant  to  Section  3  of  the  Act  if  the  company  being  acquired  is  considered 
a  domestic  insurer  solely  by  reason  of  Section  3(a)(1)  of  the  Act  and  pro- 
vided such  acquisition  is  subject  to  disclosure  requirements  in  said  company's 
state  of  domicile  substantially  similar  to  those  imposed  by  Section  3  of  the  Act. 

4.01.  Registration  of  Insurers — Statement  Filing 

An  insurer  required  to  file  a  statement  pursuant  to  Section  4  of  the  Act  shall 
furnish  the  required  information  on  Form  B,  hereby  made  a  part  of  these 
regulations. 

4.02.  AmcTidments 

(a)  An  amendment  to  Form  B  shall  be  filed  within  15  days  after  the  end 
of  any  month  in  which  the  following  occurs  : 

(1)  there  is  a  change  in  the  control  of  the  registrant,  in  which  case  the 
entire  Form  B  shall  be  made  current ; 

(2)  there  is  a  material  change  in  the  information  given  in  Item  5  or  Item  6. 

(b)  An  amendment  to  Form  B  shall  be  filed  within  120  days  after  the  end 
of  each  fiscal  year  of  the  ultimate  controlling  person  of  the  insurance  holding 
company  system.  Such  amendment  shall  make  current  all  information  in 
Form  B. 

.4.03.     Alternative  and  Consolidated  Registrations 

(a)  Any  authorized  insurer  may  file  a  registration  statement  on  behalf  of 
any  aflSliated  insurer  or  insurers  which  are  required  to  register  under  Section 
4  of  the  Act.  A  registration  statement  may  include  information  regarding  any 
insurer  in  the  insurance  holding  company  system  even  if  such  insurer  is  not 
authorized  to  do  business  in  this  State.  In  lieu  of  filing  a  registration  state- 
ment on  Form  B,  the  authorized  insurer  may  file  a  copy  of  the  registration 
statement  or  similar  report  which  it  is  required  to  file  in  its  State  of  domicile, 
provided : 

(1)  the   statement   or   report  contains   substantially   similar   information 
required  to  be  furnished  on  Form  B  ;  and 

(2)  the  filing  insurer  is  the  principal  insurance  company  in  the  insurance 
holding  company  system. 

(b)  The  question  of  whether  the  filing  insurer  is  the  principal  insurance 
company  in  the  insurance  holding  company  system  is  a  question  of  fact  and 
an  insurer  filing  a  registration  statement  or  report  in  lieu  of  Form  B  on  behalf 
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of  an  affiliated  insurer,  shall  set  forth  a  simple  statement  of  facts  which  will 
substantiate  the  filing  insurer's  claim  that  it,  in  fact,  is  the  principal  insurer 
in  the  insurance  holding  company  system. 

(c)  With  the  prior  approval  of  the  Commissioner,  an  unauthorized  insurer 
may  follow  any  of  the  procedures  which  could  be  done  by  an  authorized  insurer 
under  paragraph  (a)  above. 

(d)  Any  insurer  may  take  advantage  of  the  provisions  of  section  4(f)  or  4(g) 
of  the  Act  without  obtaining  the  prior  approval  of  the  Commissioner.  The 
Commissioner,  however,  reserves  the  right  to  require  individual  filings  if  he 
deems  such  filings  necessary  in  the  interest  of  clarity,  case  of  administration 
or  the  public  good. 

4.04.  Exemptions 

(a)  A  foreign  or  alien  insurer  otherwise  subject  to  Section  4  shall  not  be 
required  to  register  pursuant  to  Section  4  of  the  Act 

(1)  if  it  is  admitted  in  the  domiciliary  State  of  the  principal  insurer  (as 
that  term  is  defined  in  section  4.03)  and  in  said  State  if  subject  to  disclosure 
requirements  and  standards  adopted  by  statute  or  regulation  which  are  sub- 
stantially similar  to  those  contained  in  Section  4  of  the  Act,  provided,  the 
Commissioner  may  require  a  copy  of  the  registration  statement  or  other  in- 
formation filed  vpith  the  domiciliary  state  ;  or 

(2)  until  July  1,  1971. 

(b)  The  State  of  entry  of  an  alien  insurer  shall  be  deemed  to  be  its  domi- 
ciliary State  for  the  purposes  of  Section  4. 

(c)  Any  insurer  not  otherwise  exempt  or  excepted  from  Section  4  may  apply 
for  an  exemption  from  the  requirements  of  Section  4  of  the  Act  by  submitting 
a  statement  to  the  Commissioner  setting  forth  its  reasons  for  being  exempt. 

4.05.  Disolaimers  and  Termination  of  Registration 

(a)  A  disclaimer  of  affiliation  or  a  request  for  termination  of  registration 
claiming  that  a  person  does  not,  or  will  not  upon  the  taking  of  some  proposed 
action,  control  another  person  (hereinafter  referred  to  as  the  "subject")  shall 
contain  the  following  information  : 

(1)  the  number  of  authorized,  issued  and  outstanding  voting  securities  of 
the  subject ; 

(2)  with  respect  to  the  person  whose  control  is  denied  and  all  affiliates  of 
such  person,  the  number  and  percentage  of  shares  of  the  subject's  voting  securi- 
ties which  are  held  of  record  or  known  to  be  beneficially  owned,  and  the  number 
of  such  shares  concerning  which  there  is  a  right  to  acquire,  directly  or  in- 
directly ; 

(3)  All  material  relationships  and,  bases  for  affiliation  between  the  subject 
and  the  person  whose  control  is  denied  and  all  affiliates  of  such  person. 

(4)  A  statement  explaining  why  such  person  should  not  be  considered  to 
control  the  subject. 

(b)  A  request  for  termination  of  registration  shall  be  deemed  to  have  been 
granted  unless  the  Commissioner,  within  10  days  after  he  receives  the  request, 
notifies  the  registrant  otherwise. 

5.01.     Extraordinary  Dividends  and  Other  Distni)utions 

o 

(a)  Requests  for  approval  of  extraordinary  dividends  or  any  other  ex- 
traordinary distribution  to  shareholders  shall  include  the  following : 

(1)  the  date  established  for  payment  of  the  dividend  ; 

(2)  a  statement  as  to  whether  the  dividend  is  to  be  in  cash  or  other  property 
and.  if  in  property,  a  description  thereof,  its  cost,  and  its  fair  market  value  to- 
gether with  an  explanation  of  the  basis  for  valuation  ; 

(3)  the  amounts  and  dates  of  all  dividends  (including  regular  dividends) 
paid  within  the  period  of  12  consecutive  months  ending  on  the  date  fixed  for 
payment  of  the  proposed  dividend  for  which  approval  is  sought  and  commenc- 
ing on  the  day  after  the  same  day  of  the  same  month  in  the  last  preceding  year. 

(4)  a  balance  sheet  and  statement  of  income  for  the  period  intervening 
from  the  last  annual  statement  filed  with  the  Commissioner  and  the  end  of  the 
month  preceding  the  month  in  which  the  request  for  dividend  approval  is 
submitted ; 
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(5)  a  brief  statement  as  to  the  effect  of  the  proposed  dividend  upon  the 
insurer's  surplus  and  the  reasonableness  of  surplus  in  relation  to  the  insurer's 
outstanding  liabilities  and  the  adequacy  of  surplus  relative  to  the  insurer's 
financial  needs. 

(b)  The  payment  of  an  extraordinary  dividend  by  an  insurer  whose  total 
liabilities,  as  calculated  for  National  Association  of  Insurance  Commissioners 
annual  statement  purposes,  are  less  than  10%  of  its  assets  both  before  and  after 
payment  thereof  is  deemed  automatically  approved.  The  insurer,  however,  shall 
give  written  notice  to  the  Commissioner  of  the  declaration  pursuant  to  Section 
4(d)  of  the  Act. 

5.02.     Adequacy  of  surplus 

The  factors  set  forth  in  Section  5(b)  of  the  Act  are  not  intended  to  be  an 
exhaustive  list.  In  determining  the  adequacy  and  reasonableness  of  an  insurer's 
surplus  no  single  factor  shall  be  controlling.  The  Commissioner,  instead,  will 
consider  the  net  effect  of  all  of  these  factors  plus  other  factors  bearing  on  the 
financial  condition  of  the  insurer.  In  comparing  the  surplus  maintained  by  other 
insurers,  the  Commissioner  will  consider  the  extent  to  which  each  of  these 
factors  varies  from  company  to  company  and  in  determining  the  quality  and 
liquidity  of  investments  in  subsidiaries,  the  Commissioner  will  consider  the  in- 
dividual subsidiary  and  may  discount  or  disallow  its  valuation  to  the  extent 
that  the  individual  investments  so  warrant. 

Form  A 

STATEMENT   REGARDING   THE 
ACQUISITION   OF   CONTROL   OF  OR    MERGER    WITH   A  DOMESTIC   INSURER 

Name  of  Domestic  Insurer 
by 

Name  of  Acquiring  Person  (Applicant) 

Filed  with  the  Insurance  Department  of 

(State  of  domicile  of  insurer  being  acquired) 
Dated: ,  19 

Name,  Title,  address  and  telephone  number  of  Individual  to  Whom  Notices  and 
Correspondence  Concerning  This  Statement  Should  be  Addressed : 

Forrn  A 
Item  1.  Insurer  and  method  of  acquisition 

State  the  name  and  address  of  the  domestic  insurer  to  which  this  application 
relates  and  a  brief  description  of  how  control  is  to  be  acquired. 

Item  2.  Identity  and  background  of  the  applicant 

(a)  State  the  name  and  address  of  the  applicant  seeking  to  acquire  control 
over  the  insurer. 

(b)  If  the  applicant  is  not  an  individual,  state  the  nature  of  its  business 
operations  for  the  past  five  years  or  for  such  lesser  period  as  such  person  and 
any  predecessors  thereof  shall  have  been  in  existence.  Briefly  describe  the  busi- 
ness intended  to  be  done  by  the  applicant  and  the  applicant's  subsidiaries. 

(c)  Furnish  a  chart  or  listing  clearly  presenting  the  identities  of  the  inter- 
relationships among  the  applicant  and  all  affiliates  of  the  applicant.  No  affiliate 
need  be  identified  if  its  total  assets  are  equal  to  less  than  i^  of  1%  of  the  total 
assets  of  the  ultimate  controlling  person  affiliated  with  the  applicant.  Indicate 
in  such  chart  or  listing  the  percentage  of  voting  securities  of  each  such  person 
which  is  owned  or  controlled  by  the  applicant  or  by  any  other  such  person.  If 
control  of  any  person  is  maintained  other  than  by  the  ownership  or  control  of 
voting  securities,  indicate  the  basis  of  such  control.  As  to  each  person  specified 
in  such  chart  or  listing  indicate  the  type  of  organization  (e.g. — corporation,  trust, 
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partnership)  and  the  state  or  other  jurisdiction  of  domicile.  If  court  proceed- 
ings looking  toward  a  reorganization  or  liquidation  are  pending  with  respect 
to  any  such  person,  indicate  which  person,  and  set  forth  the  title  of  the  court, 
nature  of  proceedings  and  the  date  when  commenced. 

Item  3.  Identity  and  background  of  individuals  associated  with  the  applicant 

State  the  following  with  respect  to  (1)  the  applicant  if  he  is  an  individual 
or  (2)  all  persons  who  are  directors,  executive  oflScers  or  owners  of  10%  or 
more  of  the  voting  securities  of  the  applicant  if  the  applicant  is  not  an  in- 
dividual : 

(a)  Name  and  business  address ; 

(b)  Present  principal  business  activity,  occupation  or  employment  Including 
position  and  office  held  and  the  name,  principal  business  and  address  of  any 
corporation  or  other  organization  in  which  such  employment  is  carried  on ; 

(c)  Material  occupations,  positions,  offices  or  employment  during  the  last 
five  years,  giving  the  starting  and  ending  dates  of  each  and  the  name,  principal 
business  and  address  of  any  business  corporation  or  other  organization  in  which 
each  such  occupation,  position,  office  or  employment  was  carried  on ;  if  any  such 
occupation,  position,  office  or  employment  required  licensing  by  or  registra- 
tion with  any  federal,  state  or  municipal  governmental  agency,  indicate  such 
fact,  the  current  status  of  such  licensing  or  registration,  and  an  explanation 
of  any  surrender,  revocation,  suspension  or  disciplinary  proceedings  in  con- 
nection therewith. 

(d)  Whether  or  not  such  person  has  ever  been  convicted  in  a  criminal  pro- 
ceeding (excluding  minor  traffic  violations)  during  the  last  ten  years  and,  if 
so,  give  the  date,  nature  of  conviction,  name  and  location  of  court,  and  penalty 
imposed  or  other  disposition  of  the  case. 

Item  -J.  Nature,  source  and  amount  of  consideration 

(a)  Describe  the  nature,  source  and  amount  of  funds  or  other  considerations 
used  or  to  be  used  in  effecting  the  merger  or  other  acquisition  of  control.  If 
any  part  of  the  same  is  represented  or  is  to  be  represented  by  funds  or  other 
consideration  borrowed  or  otherwise  obtained  for  the  purpose  of  acquiring, 
holding,  or  trading  securities,  furnish  a  de.scription  of  the  transaction,  the 
names  of  the  parties  thereto,  the  relationship,  if  any,  between  the  borrower 
and  the  lender,  the  amounts  borrowed  or  to  be  borrowed,  and  copies  of  all 
agreements,  promissory  notes  and  security  arrangements  relating  thereto. 

(b)  Explain  the  criteria  used  in  determining  the  nature  and  amount  of  such 
consideration. 

(c)  If  the  source  of  the  consideration  Is  a  loan  made  In  the  lender's  ordinary 
course  of  business  and  if  the  applicant  wishes  the  identity  to  remain  confi- 
dential, he  mu.st  specifically  request  that  the  identity  be  kept  confidential. 

Item  5.  Future  plans  for  insurer 

Describe  any  plans  or  proposals  which  the  applicant  may  have  to  declarp 
an  extraordinary  dividend,  to  liquidate  such  Insurer,  to  sell  Its  assets  or  to 
merge  It  with  any  person  or  persons  or  to  make  any  other  material  change  In 
its  business  operations  or  corporate  structure  or  management. 

Item  6.  Voting  securities  to  he  acquired 

State  the  number  of  shares  of  the  insurer's  voting  securities  which  the  appli- 
cant, its  affiliates  and  any  person  listed  in  Item  3  plan  to  acquire,  and  the 
terms  of  the  offer,  request.  Invitation,  agreement  or  acquisition,  and  a  state- 
ment as  to  the  method  by  which  the  fairness  of  the  proposal  was  arrived  at. 

Item  7.  Oxonership  of  voting  securities 

State  the  amount  of  each  class  of  any  voting  security  of  the  Insurer  which  Is 
beneficially  owned  or  concerning  which  there  is  a  right  to  acquire  beneficia' 
ownership  by  the  applicant,  its  affiliates  or  any  person  listed  in  Item  3. 

Item   8.   Contracts,   arrangements,   or  understandingit  icith   respect   to   voting 
securities  of  the  insurer 
Give  a   full  description   of  any  contracts,   arrangements  or  understandings 
with  respect  to  any  voting  security  of  the  insurer  in  which  the  applicant,  its 
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aflaiiates  or  any  persons  listed  in  Item  3  is  involved,  including  but  not  limited 
to  transfer  of  any  of  the  securities,  joint  ventures,  loan  or  option  arrange- 
ments, puts  or  calls,  guarantees  of  loans,  guarantees  against  loss  or  guarantees 
of  profits,  division  of  losses  or  profits,  or  the  giving  or  withholding  of  proxies. 
Such  description  shall  identify  the  persons  with  whom  such  contracts,  arrange- 
ments or  understandings  have  been  entered  into. 

Item  9.  Recent  purchases  of  voting  securities 

Describe  any  purchases  of  any  voting  securities  of  the  insurer  by  the  appli- 
cant, its  aflaiiates  or  any  person  listed  in  Item  3  during  the  12  calendar  months 
preceding  the  filing  of  this  Statement.  Include  in  such  description  the  dates  of 
purchase,  the  names  of  the  purchasers,  and  the  consideration  paid  or  agreed 
to  be  paid  therefor.  State  whether  any  such  shares  so  purchased  are  hypothe- 
cated. 

Item  10.  Recent  recommendations  to  purchase 

Describe  any  recommendations  to  purchase  any  voting  security  of  the  insurer 
made  by  the  applicant,  its  aflSliates  or  any  person  listed  in  Item  3,  or  by  anyone 
based  upon  interview^  or  at  the  suggestion  of  the  applicant,  its  affiliates  or  any 
person  listed  in  Item  3  during  the  12  calendar  months  preceding  the  filing  of 
this  statement. 

Item  11.  Agreements  toith  broker-dealers 

Describe  the  terms  of  any  agreement,  contract  or  understanding  made  with 
any  broker-dealer  as  to  solicitation  of  voting  securities  of  the  insurer  for 
tender,  and  the  amount  of  any  fees,  commissions  or  other  compensation  to  be 
paid  to  broker-dealers  with  regard  thereto. 

Item  12.  Financial  statements  and  exhibits 

(a)  Financial  statements  and  exhibits  shall  be  attached  to  this  statement 
as  an  appendix,  but  list  under  this  item  the  financial  statements  and  exhibits 
so  attached. 

(b)  The  financial  statements  shall  include  the  annual  financial  statements 
of  the  persons  identified  In  Item  2(c)  for  the  preceding  five  fiscal  years  (or  for 
such  lesser  period  as  such  applicant  and  its  affiliates  and  any  predecessors 
thereof  shall  have  been  in  existence),  and  similar  information  covering  the 
period  from  the  end  of  such  person's  last  fiscal  year,  If  such  information  Is 
available.  Such  statements  may  be  prepared  on  either  an  individual  basis,  or 
unless  the  Commissioner  otherwise  requires,  on  a  consolidated  basis  if  such 
consolidated  statements  are  prepared  in  the  usual  course  of  business. 

The  annual  financial  statements  of  the  applicant  shall  be  accompanied  by 
the  certificate  of  an  independent  public  accountant  to  the  effect  that  such 
statements  present  fairly  the  financial  position  of  the  applicant  and  the  results 
of  its  operations  for  the  year  then  ended,  in  conformity  with  generally  accepted 
accounting  principles  or  with  requirements  of  insurance  or  other  accounting 
principles  prescribed  or  permitted  under  law.  If  the  applicant  is  an  Insurer 
which  is  actively  engaged  In  the  business  of  Insurance,  the  financial  statements 
need  not  be  certified,  provided  they  are  based  on  the  Annual  Statement  of 
such  person  filed  with  the  insurance  department  of  the  person's  domiciliary 
State  and  are  in  accordance  with  the  requirements  of  Insurance  or  other  ac- 
counting principles  prescribed  or  permitted  under  the  law  and  regulations  of 
such  state. 

(c)  File  as  exhibits  copies  of  all  tender  offers  for,  requests  or  Invitations  for, 
tenders  of,  exchange  offers  for,  and  agreements  to  acquire  or  exchange  any 
voting  securities  of  the  Insurer  and  (If  distributed)  of  additional  soliciting 
material  relating  thereto ;  any  proposed  employment,  consultation,  advisory  or 
management  contracts  concerning  the  Insurer :  annual  reports  to  the  stock- 
holders of  the  Insurer  and  the  applicant  for  the  last  two  fiscal  years :  and  any 
r'dditional  documents  or  papers  required  by  Form  A  or  regulations  sections 
0.04  and  0.06. 

Item  13.  Signature  and  certification 

Signature  and  certification  of  the  following  form : 
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SIGNATURE 

Pursuant  to  the  requirements  of  Section  3  of  the  Act  and  Regulation  3.01, 

has  caused  this  application  to  be  duly  signed  on 

Name  of  Applicant 

its  behalf  in  the  City  of and  State  of , 

on  the day  of ,  19 

(SEAL) 


Name  of  Applicant 
By 

(Name)  (Title) 

Attest : 


(Signature  of  OflScer) 
(Titie) 


CERTIFICATION 


The  undersigned  deposes  and  says  that  he  has  duly  executed  the  attached  appli- 
cation dated ,  19, ,  for  and  on  behalf  of ; 

(Name  of  Applicant) 

that  he  is  the of  such  company,  and  that  he  is 

(Title  of  Officer) 
authorized  to  execute  and  file  such  instrument.  Deponent  further  says  that  he  is 
familiar  with  such  instrument  and  the  contents  thereof,  and  that  the  facts  therein 
set  forth  are  true  to  the  best  of  his  knowledge,  information  and  belief. 

(Signature)  

(Type  or  print  name  beneath)   


Form  B 

INSURANCE    HOLDING    COMPANY    SYSTEM    REGISTRATION     STATEMENT 

Filed  with  the  Insurance  Department  of  the  State  of 

By 

Name  of  Registrant 
On  Behalf  of  the  Following  Insurance  Companies 
Name  Address 


Date: ,  19 

Name,  Title,  Address  and  telephone  number  of  Individual  to  Whom  Notices 
and  Correspondence  Concerning  This  Statement  Should  Be  Addressed  : 


FORM  B 

Item  1.  Identity  and  control  of  registrant 

Furnish  the  exact  name  of  each  insurer  registering  or  being  registered  (here- 
inafter called  "the  Registrant"),  the  home  office  address  and  principal  executive 
offices  of  each ;  the  date  on  which  each  Registrant  became  part  of  the  insurance 
holding  company  system;  and  the  method (s)  by  which  control  of  each  Regis- 
trant was  acquired  and  is  maintained. 
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Item  2.  Organizational  chart 

Furnish  a  chart  or  listing  clearly  presenting  the  identities  of  and  interre- 
lationships among  all  affiliated  persons  within  the  insurance  holding  company 
system.  No  affiliate  need  be  shown  if  its  total  assets  are  equal  to  less  than  ^ 
of  1%  of  the  total  assets  of  the  ultimate  controlling  person  within  the  insurance 
holding  company  system.  The  chart  or  listing  should  show  the  percentage  of 
each  class  of  voting  securities  of  each  affiliate  which  is  owned,  directly  or 
indirectly,  by  another  affiliate.  If  control  of  any  person  within  the  system  is 
maintained  other  than  by  the  ownership  or  control  of  voting  securities,  indicate 
the  basis  of  such  control.  As  to  each  person  specified  in  such  chart  or  listing 
indicate  the  type  of  organization  (e.g.,  corporation,  trust,  partnership)  and 
the  state  or  other  jurisdiction  of  domicile. 

Item  S.  The  ultimate  controlling  person 

As  to  the  ultimate  controlling  person  In  the  insurance  holding  company  sys- 
tem furnish  the  following  information  : 

(a)  Name. 

(b)  Home  Office  Address. 

(c)  Principal  executive  office  address. 

(d)  The  organizational  structure  of  the  person.  I.e.,  corporation,  partnership, 
individual,  trust,  etc. 

(e)  The  principal  business  of  the  person. 

(f)  The  name  and  address  of  any  person  who  holds  or  owns  10%  or  more 
of  any  class  of  voting  security,  the  class  of  such  security,  the  number  of  shares 
held  of  record  or  known  to  be  beneficially  owned,  and  the  percentage  of  class 
so  held  or  owned. 

(g)  If  court  proceedings  looking  toward  a  reorganization  or  liquidation  are 
pending,  indicate  the  title  and  location  of  the  court,  the  nature  of  proceedings 
and  the  date  when  commenced. 

Item  4-  Biographical  information 

Furnish  the  following  information  for  the  directors  and  executive  officers  of 
the  ultimate  controlling  person :  the  individual's  name  and  address,  his  principal 
occupation  and  all  offices  and  positions  held  during  the  past  five  years,  and 
any  conviction  of  crimes  other  than  minor  traffic  violations  during  the  past 
ten  years. 

Item  5.  Transactions,  relationships  and  agreements 

(a)  Briefly  describe  the  following  agreements  in  force,  relationships  sub- 
sisting, and  transactions  currently  outstanding  between  the  Registrant  and  its 
affiliates : 

(1)  loans,  other  investments,  or  purchases,  sales  or  exchanges  of  securities  of 
the  affiliates  by  the  Registrant  or  of  the  Registrant  by  its  afiUiates ; 

(2)  purchases,  sales  or  exchanges  of  assets  ; 

(3)  transactions  not  in  the  ordinary  course  of  business  ; 

(4)  guarantees  or  undertakings  for  the  benefit  of  an  affiliate  which  result  in 
an  actual  contingent  exposure  of  the  Registrant's  assets  to  liability,  other  than 
insurance  contracts  entered  into  in  the  ordinary  course  of  the  Registrant's 
business ; 

(5)  all  management  and  service  contracts  and  all  cost-sharing  arrangements, 
other  than  cost  allocation  arrangements  based  upon  generally  accepted  account- 
ing principles ;  and 

(6)  reinsurance  agreements  covering  all  or  substantially  all  of  one  or  more 
lines  of  insurance  of  the  ceding  company. 

No  information  need  be  disclosed  if  such  information  is  not  material.  Sales, 
purchases,  exchanges,  loans  or  extensions  of  credit  or  investments  involving 
one-half  of  1%  or  less  of  the  Registrant's  admitted  assets  as  of  the  31st  day 
of  December  next  preceding  shall  not  be  deemed  material. 

The  description  shall  be  in  a  manner  as  to  permit  the  proper  evaluation 
thereof  by  the  Commissioner,  and  shall  include  at  least  the  following:  the  nature 
and  purpose  of  the  transaction :  the  nature  and  amounts  of  any  payments  or 
transfers  of  assets  between  the  parties:  the  identity  of  nil  pnrties  to  such 
transaction:  and  relationship  of  the  affiliated  parties  to  the  Registrant. 

Item  6.  Litigation  or  administrative  proceedings 

A  brief  description  of  any  litigation  or  administrative  proceedines  of  the 
following  types,  either  then  pending  or  concluded  within  the  preceding  fiscal 
year,  to  which  the  ultimate  controlling  person  or  any  of  its  directors  or  execu- 
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tive  oflScers  was  a  party  or  of  which  the  property  of  any  such  person  is  or  was 
the  subject;  give  the  names  of  the  parties  and  the  court  or  agency  in  which 
such  litigation  or  proceeding  is  or  was  pending : 

(a)  Criminal  prosecutions  or  administrative  proceedings  by  any  government 
agency  or  authority  which  may  be  relevant  to  the  trustworthiness  of  any  party 
thereto ;  and 

(b)  Proceedings  which  may  have  a  material  effect  upon  the  solvency  or 
capital  structure  of  the  ultimate  holding  company  including,  but  not  necessarily 
limited  to,  bankruptcy,  receivership  or  other  corporate  reorganizations. 

Item  7.  Financial  statements  and  exhibits 

(a)  Financial  statements  and  exhibits  should  be  attached  to  this  statement 
as  an  appendix,  but  list  under  this  item  the  financial  statements  and  exhibits 
so  attached. 

(b)  The  financial  statements  shall  include  the  annual  financial  statements 
of  the  ultimate  controlling  person  in  the  insurance  holding  company  system 
as  of  the  end  of  the  person's  latest  fiscal  year. 

If  at  the  time  of  the  initial  registration,  the  annual  financial  statements  for 
the  latest  fiscal  year  are  not  available,  annual  statements  for  the  previous 
fiscal  year  may  be  filed  and  similar  financial  information  shall  be  filed  for  any 
subsequent  period  to  the  extent  such  information  is  available.  Such  financial 
statements  may  be  prepared  on  either  an  individual  basis,  or  unless  the  Com- 
missioner otherwise  requires,  on  a  consolidated  basis  if  such  consolidated 
statements  are  prepared  in  the  usual  course  of  business. 

Unless  the  Commissioner  otherwise  permits,  the  annual  financial  statements 
shall  be  accompanied  by  the  certificate  of  an  independent  public  accountant  to 
the  effect  that  such  statements  present  fairly  the  financial  position  of  the 
ultimate  controlling  person  and  the  results  of  its  operations  for  the  year  then 
ended,  in  conformity  with  generally  accepted  accounting  principles  or  with 
requirements  of  insurance  or  other  accounting  principles  prescribed  or  permitted 
under  law.  If  the  ultimate  controlling  person  is  an  insurer  which  is  actively 
engaged  in  the  business  of  insurance,  the  annual  financial  statements  need  not 
be  certified,  provided  they  are  based  on  the  Annual  Statement  of  such  insurer 
filed  with  the  insurance  department  of  the  insurer's  domiciliary  State  and  are 
in  accordance  with  requirements  of  insurance  or  other  accounting  principles 
prescribed  or  permitted  under  the  law  and  regulations  of  such  state. 

(c)  Exhibits  shall  include  copies  of  the  latest  annual  reports  to  shareholders 
of  the  ultimate  controlling  person  and  proxy  material  used  by  the  \iltimate 
controlling  person ;  and  any  additional  documents  or  papers  required  by  Form 
B  or  regulations  sections  0.04  and  0.06. 

Signatures 

Signatures  and  certification  of  the  form  as  follows  : 

SIGNATURE 

Pursuant  to  the  requirements  of  Section  4  of  the  Act  and  Regulation  No.  4.01, 
the  Re.ari.«!trant  has  caused  this  registration  statement  to  be  duly  signed  on  its 

behalf  in  the  City  of and  State  of on 

the day  of .  19 


(Name  of  Registrant) 
By 

(Name)  (Title) 

Attest : 


(Signature  of  OflBcer) 

(TitfeT 

CERTIFICATIOT^ 

The  undersigned  deposes  and  says  that  he  has  duly  executed  the  attached  reg- 
istration statement  dated ,  19 ,  for  and  on  behalf  of 

;  that  he  is  the 

(Name  of  Company)  (Title  of  Officer) 

of  such  company,  and  that  he  has  authority  to  execute  and  file  such  instrument. 
Deponent  further  says  that  he  is  familiar  with  such  instrument  and  that  the  facts 
therein  set  forth  are  true  to  the  best  of  his  knowledge,  information  and  belief. 

(Signature)   

(Type  or  print  name  beneath) 
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To  Study  (Administration  Experience  of  the  Proxy  Regulations  and  thi 
Insider  Trading  Regulations  and  Consider  Suggested  Revisions 

(D3)     subcommittee 

(Mtg.  3) 

The  (D3)  Subcommittee  met  on  June  15,  1970  in  the  North  Ballroom  of  the 
Sheraton-Cleveland  Hotel. 

The  Chairman  referred  to  the  report  of  the  Subcommittee  Meeting  of  Decem- 
ber, 1969.  At  that  meeting,  it  was  suggested  that  two  amendments  be  made  to 
the  NAIC  Insider  Trading  Regulations,  Part  II,  Section  1-1,  "Filing  of  State- 
ment," to  add  two  new  Subsections  to  conform  to  corresponding  SEC  amendments 
to  Rule  16a-l  (See  (D3)  Subcommittee  Report,  December,  1969). 

Robert  Demichelis  of  the  American  Life  Convention  was  asked  to  explain 
the  propo-sed  amendments.  The  chairman  asked  for  a  discussion  and  comments 
from  those  present. 

In  Executive  Session,  the  Subcommittee  adopted  the  following  amendments 
to  Section  1-1  of  Part  II,  of  the  Insider  Trading  Regulations  : 
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AMEND  THE  BANK  SECRECY  ACT 
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S.  3814 

TO  AMEND  PUBLIC  LAW  91-508  TO  PRESCRIBE  PROCEDURES 
PERTAINING  TO  THE  DISCLOSURE  OF  CERTAIN  FINANCIAL 
INFORMATION  BY  FINANCIAL  INSTITUTIONS  TO  STATE  AND 
FEDERAL  GOVERNMENTAL  DEPARTMENTS  AND  AGENCIES, 
AND  FOR  OTHER  PURPOSES 

S.  3828 

TO  PROTECT  THE  CONSTITUTIONAL  RIGHTS  OF  CITIZENS  OF 
THE  UNITED  STATES  AND  TO  PREVENT  UNWARRANTED  IN- 
VASIONS OF  PRIVACY  BY  PRESCRIBING  PROCEDURES  AND 
STANDARDS  GOVERNING  THE  DISCLOSURE  OF  INFORMATION 
TO  GOVERNMENT  AGENCIES 
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Statement  py  Rex  J.  Morthland  on  Behalf  of  the  American  Bankers 

Association 

Mr.  Chairman  and  members  of  the  Subcommittee,  I  am  Rex  J.  Morthland, 
Chairman  of  the  Board,  The  Peoples  Bank  and  Trust  Company  of  Selma, 
Alabama.  I  am  appearing  here  this  morning  on  behalf  of  the  more  than  13,000 
banks  that  belong  to  The  American  Bankers  Association.  We  appreciate  this 
opportunity  to  express  our  views  on  S.  3814  and  S.  3828. 

We  concur  with  the  aims  of  the  Congress — written  into  P.L.  91-508 — to  assist 
law  enforcement  agencies  by  requiring  banks  and  other  financial  institutions  to 
maintain  records  of  bank  transactions  where  such  records  have  a  high  degree 
of  usefulness  in  criminal,  tax,  and  regulatory  investigations. 

We  are  equally  anxious  to  preserve  the  individual's  right  of  privacy  and  the 
confidential  relationship  between  an  individual  and  his  bank — as  S.  3814  and  S. 
3828  seek  to  do.  We  held  this  position  throughout  the  legislative  history  of  Public 
Law  91-508.  During  both  House  and  Senate  hearings,  we  pointed  out  the  need  to 
protect  an  individual's  right  of  privacy  in  his  confidential  relationship  with  his 
bank.  Excerpts  from  our  previous  testimony  are  attached  as  an  appendix  to 
this  statement,  and  we  request  that  they  be  inserted  in  the  record.  I  would  like  to 
call  to  your  attention  particularly  the  statement  of  our  witness  before  your  Sub- 
committee which  appears  on  page  227  of  your  hearings  as  follows : 

"Information  made  available  to  law  enforcement  agencies  from  bank  records 
should  be  confined  to  the  records  of  those  persons  who  are  subject  to  active 
investigations  and  only  in  response  to  subpoena  or  comparable  legal  process.  This 
would  protect  the  rights  of  the  individual  and  the  responsibility  of  the  financial 
institutions  and  would  be  consistent  with  long  recognized  principles  of  law." 

The  right  to  privacy  in  connection  with  one's  financial  transactions  is  an  essen- 
tial part  of  our  American  system  of  values  and  is  protected  by  our  Constitution 
and  laws.  We  believe  that  the  existing  Act  and  Regulations  raise  the  threat 
that  the  mere  desire  for  information  will  tend  to  become  the  equivalent  of  the 
legitimate  need  to  know.  We  are  convinced  the  respect  for  privacy  and  assur- 
ance of  confidentiality  are  essential  to  the  reputation  of  any  bank  with  its 
customers. 
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The  very  existence  of  detailed  financial  records  creates  a  temptation  to  look 
at  them.  But,  individuals'  financial  records  must  not  be  available  for  speculative 
exploration  or  fishing  expeditions. 

Among  our  members,  there  are  thousands  of  smaller  banks  that  receive  de- 
mands for  access  to  their  records  from  large  and  powerful  law  enforcement 
agencies.  Those  records  contain  detailed  financial  information  on  most  of  the 
adults  in  this  country,  and  they  should  be  held  in  confidence.  The  nature  of  the 
banking  industry  should  be  considered  carefully  in  any  action  that  may  be 
taken,  and  realistic  guidelines  provided  to  spell  out  clearly  the  procedures  that 
must  be  followed  by  law  enforcement  agencies  in  seeking  access  to  the  records 
of  bank  customers. 

Both  measures  being  considered  by  the  Subcommittee  today  are  obviously 
designed  and  intended  to  protect  an  individual's  banking  privacy.  They  would 
do  so  by  imposing  legislative  safeguards  against  unwarranted  dissemination  of 
information  by  financial  institutions  to  agencies  of  the  United  States  Govern- 
ment under  Public  Law  91-508  and  the  implementing  regulations  issued  there- 
under by  the  Secretary  of  the  Treasury.  However,  both  of  these  bills  may  raise 
some  questions  of  construction  in  relation  to  other  laws  which  require  further 
study.  For  example,  it  is  far  from  clear  what  effect  either  of  these  bills  would 
have  on  the  carefully  drafted  procedures  in  the  Internal  Revenue  Code  for 
examining  the  records  of  banks  relating  to  the  transactions  of  taxpayers  being 
investigated. 

Moreover,  we  would  call  to  the  Committee's  attention  the  fact  that  the  pro- 
hibition on  providing  information  to  other  persons,  not  Government  agencies, 
may  be  so  limited  as  to  impede  the  proper  carrying  on  of  ordinary  business.  For 
instance,  in  S.  3814  authority  is  given  to  make  records  available  to  a  surviving 
spouse  or  relative  of  a  deceased  account  holder,  while  no  authorization  is  pro- 
vided for  supplying  such  information  to  a  guardian  or  committee  for  an  incom- 
petent or  minor  account  holder  or  for  the  executor  or  administrator  of  a  deceased 
account  holder  if  the  executor  or  administrator  is  not  a  surviving  spouse  or 
relative. 

The  prohibition  on  disclosure  in  S.  3828  is  even  more  restrictive,  requiring 
either  specific  consent  from  the  customer  or  a  court  order.  Questions  might  be 
raised  under  this  limited  authorization  as  to  the  supplying  of  information  to 
bank  service  corporations,  correspondent  banks,  or  other  data  processing  orga- 
nizations preparing  checking  account  statements  and  other  information  for  bank 
customers. 

In  view  of  the  existing  controversy  now  surrounding  both  the  Act  and  Regula- 
tions, bank  customers  and  the  public,  as  well  as  the  banking  industry,  need 
clarification  of  the  rules  of  availability  of  banking  records  and  information. 

The  Congress  has  expressed  its  understanding  and  concern  over  the  right  to 
privacy  problem.  Government  oflBcials  have  stated  that  neither  the  Act  nor  the 
Treasury  Regulations  alter  the  procedures  which  law  enforcement  agencies 
should  follow  in  order  to  gain  access  to  bank  records,  and  that  access  to  inspect 
bank  records  will  still  require  an  administrative  summons  or  judicial  subpoena. 

Still,  the  fact  is  that  such  limitation  is  not  expressly  stated  in  the  Act,  except 
as  to  foreign  transactions  in  Section  241(b). 

Accordingly,  in  light  of  recently  initiated  judicial  proceedings  in  California 
and  the  District  of  Columbia,  we  believe  that  additional  positive  legislation  is 
needed  to  assure  the  public  that  their  bank  records  will  not  be  available  to  Gov- 
ernment agencies  except  under  proper  safeguards. 

This  could  be  accomplished  by  extending  the  language  of  present  241(b)  to 
all  provisions  of  Public  Law  91-508  as  follows : 

"No  person  required  to  maintain  records  under  Titles  I  through  IV  of  this 
Act  shall  be  required  to  produce  or  otherwise  disclose  the  contents  of  the  records 
except  in  compliance  with  a  subpoena  or  summons  duly  authorized  and  issued 
or  as  may  otherwise  be  required  by  law." 


Appendix 


In  its  testimony  before  this  Committee  in  June  of  1970  the  ABA  recognized 
the  importance  of  both  of  these  policies  and  urged  upon  the  Committee  that  an 
additional  provision  be  inserted  in  the  bill  to  carry  out  the  policy  of  protecting 
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f rn^^  ^"«tof  7s  against  unreasonable  search  and  seizures.  I  should  like  to  read 
fro  u  the  statement  presented  by  C.  Coleman  McGehee    President  of  thp  Fi?S 
and  Merchants  National  Bank,  Richmond   Virginia  on  hPh^ifnffhi  ao-  f- 
appearing  at  pages  227-228  of  the  heariT^'oV?36?8rnd  H.Rl'sO  3'  ^^^°"^*^«°' 

by  the?ep%sentSof"4rAr^'''''"^''l^'  ''[  °^"  ''^'^'  ^^^  statement  made 

aL"c.XnTp.itLI^"^^^^^^^^  -^ --  Ba-nf 

wit^TreXc'eir^agS^^^^^       '«  ^^^^^^^  *«  ''^  --^--  e^ent^^S^bi: 

"This  Association  and  commercial  banks  generally  are  deeolv  interested  in  thp 

and'atrn^:,^  V  f '""""'^  ""'  """""^"  «^  t^^*^  activities  bl  in  tWse^unr^ 
and  abroad.  Banks  are  more  directly  concerned  than  most  citizens  because  many 

of  them  have  suffered  heavy  losses  from  criminal  activities  with  resultaS  Si 
creases  in  costs  to  the  entire  banking  industry.  We  too  are  concerned  wTtS  the 
jirtectThTSi^eZr^  ^'  '''  '"^  ^"^  '^^^'^^  ^^  '^  ^-^^^^^°^  ^^  -^  P-er^l^ 
.'■■  :  ^^^^^  ^ave  an  obligation  to  their  customers  to  maintain  the  privacy 
of  their  personal  financial  affairs  except  in  response  to  subpena  or  other  regular 
legal  process.  ^cguiai 

"Information  made  available  to  law  enforcement  agencies  from  bank  records 
should  be  confined  to  the  records  of  those  persons  who  are  subject  to  active 
investigation  and  only  in  response  to  subpena  or  comparable  legal  process.  This 
would  protect  the  rights  of  the  individual  and  the  responsibility  of  the  financial 
institutions  and  would  be  consistent  with  long  recognized  principles  of  law 

The  maintenance  of  individual's  right  of  privacy  has  also  quite  properly  been 
a  matter  of  concern  to  the  Congress.  This  has  been  recognized  in  the  report  of 
the  House  Banking  and  Currency  Committee  on  H.R.  15073  when  it  is  stated 
that  there  is  nothing  in  this  bill  which  would  make  such  records  any  more 
accessible  to  law  enforcement  officers  much  less  anyone  else,  than  they  are  now' 
and  again,  it  must  be  emphasized  that  the  records  required  to  be  maintained 
are  accessible  only  through  legal  process.' 

"Senator  Bennett  did  raise  a  question  earlier  about  the  privacy  aspect  and  we 
would  like  to  recommend  for  your  consideration  that  an  additional  section  be 
included  in  the  bill  reading  somewhat  as  follows : 

"Access  to  Records.  The  records  or  evidence  maintained  by  insured  banks  and 
other  institutions  pursuant  to  the  provisions  of  this  Act  and  the  regulations 
issued  thereunder  shall  be  made  available  to  law  enforcement  officers  or  other 
appropriate  officials  with  respect  to  specific  named  individuals,  pursuant  to  sub- 
poena or  other  lawful  process." 

J'our  Committee,  in  its  report  on  the  bill,  expressed  complete  agreement  with 
the  position  of  the  ABA  ( Senate  Report  #91-1139)  : 

"Access  by  law  enforcement  officials  to  bank  records  required  to  be  kept  under 
this  title  (Title  I)  would,  of  course,  be  only  pursuant  to  a  subpoena  or  other 
lawful  process  as  is  presently  the  case.  The  legislation  in  no  way  authorizes 
unlimited  expeditions  into  a  bank's  records  on  the  part  of  law  enforcement 
officials." 

On  March  9,  1970,  in  testimony  before  the  House  Banking  and  Currency  Com- 
mittee, our  representative  stated : 

"Banks  have  an  obligation  to  their  customer  to  maintain  the  privacy  of  their 
personal  financial  affairs  except  in  response  to  subpoena  or  other  regular  legal 
process. 

"When  action  is  taken  on  H.R.  15073,  we  urge  that  information  made  available 
to  law  enforcement  agencies  from  bank  records  be  confined  to  the  records  of 
those  persons  who  are  subject  to  active  investigation  and  only  in  response  to 
subpoena  or  comparable  legal  process.  This  would  protect  the  rights  of  the  indi- 
vidual and  the  responsibility  of  the  financial  institutions  and  would  be  consistent 
with  long  recognized  principles  of  law." 

The  fact  that  Congress  also  recognized  that  only  the  need  for  the  maintenance 
of  certain  additional  reporting  and  recordkeeping  requirements  relating  to  cer- 
tain financial  tran.sactions,  but  also  the  confidential  nature  of  such  records  and 
the  need  for  the  continuation  of  the  traditional  guarantees  against  inva.sion  of 
privacy  is  clearly  evident  from  the  legislative  history  of  the  Act.  For  example, 
the  Hou.se  Committee  on  Banking  and  Currency,  in  reporting  H.R.  15073  to  the 
House  (Report  No.  91-975)  stated  : 
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"It  should  be  borne  in  mind  that  records  to  be  maintained  pursuant  to  the 
regulations  of  the  Secretary  of  the  Treasury  will  not  be  made  automatically 
available  for  law  enforcement  purposes.  They  can  only  be  obtained  through 
existing  legal  processes. 

"As  has  been  pointed  out,  banks  have  wide  experience  with  maintaining  these 
records,  and  the  banking  industry  has  a  creditable  record  of  maintaining  their 
confidentiality.  There  is  nothing  in  this  bill  which  would  make  such  records  any 
more  accessible  to  law  enforcement  officers,  nuich  less  anyone  else,  than  they 
now  are. 

Similarly,  the  Senate  Banking  and  Currency  Committee  in  its  report  (Report 
#91-1139)  on  S.  3t)7S stated  : 

"Acce.ss  by  law  enforcement  officials  to  bank  records  required  to  be  kept  under 
this  title  (Title  I)  would,  of  course,  be  only  pursuant  to  a  subpoena  or  other  law- 
ful process  as  is  presently  the  case.  The  legislation  in  no  way  authorizes  unlimited 
expeditions  into  a  bank's  records  on  the  part  of  law  enforcement  officials. 
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[Reprinted  From  Paton's  Digest] 

§19.  DISCLOSURE  OF  CREDIT  AND  OTHER  INFORMATION  CONCERNING  CUSTOMER 

While  the  law  as  to  a  bank's  duty  of  secrecy  to  its  customers  is  not  clearly  defined,  its 
policy  should  be  not  to  make  disclosures  of  information  concerning  them  without  clear 
justification. 1  Any  liability  would  seem  to  be  limited  to  nominal  damages,  unless  actual 
financial  injury  is  proved.*  Apparently  a  court  in  a  proper  case  will  enjoin  a  bank  from 
such  disclosure.'  It  seems  that  a  bank  may  disclose  the  balance  in  a  drawer's  account  to 
a  holder  who  presents  a  check  overdrawing  the  account,^  and  may  answer  an  inquiry  from 
another  bank  whether  a  check  for  a  certain  amount  is  good  although  the  other  bank  held 
no  such  check  and,  as  a  result  of  the  information,  garnished  the  depositor's  account.^ 

A  bank  officer  can  be  compelled  to  testify  relative  to  information  concerning  a  customer, 
whether  or  not  the  bank  is  a  party  to  the  litigation.*  A  bank  is  not  required  to  give  informa- 
tion concerning  a  customer  to  a  public  agency  or  officer  unless  required  by  court  order,  or 
by  a  statute  authorizing  the  agency  or  officer  to  compel  disclosure. °  Such  a  state  statute  can 
apparently  be  made  applicable  to  a  national  bank."  Apparently  state  banks  have,  in  gen- 
eral, power  to  give  credit  information  and  the  same  rule  should  logically  apply  to  national 
banks  although  there  are  some  contrary  statements  by  the  authorities.''  It  is  generally  held 
that  a  cashier  has  no  authority  merely  by  virtue  of  his  office  to  give  information  as  to  the 
credit  standing  of  the  bank's  customers,  and  that  the  bank  is  not  responsible  for  his  state- 
ments without  proof  of  authority  or  unless  t_he  bank  has  profited  by  his  action.*  The  effect 
of  an  increasing  bank  practice  of  giving  credit  information  upon  such  rule  is  not  certain.* 

The  test  of  the  liability  of  a  bank  to  a  person  furnished  erroneous  credit  information  is 
whether  it  used  due  care  in  obtaining  and  transmitting  accurate  information;  it  is  generally 
held  that  the  bank's  lack  of  power  to  furnish  such  information  would  not  relieve  it  from 
liability.^  Compensation  to  the  bank  apparently  does  not  materially  affect  its  liability.'"  A 
form  of  disclaimer  clause  limiting  the  liability  of  the  bank  is  included.'' 

For  a  discussion  of  the  bank's  liability  to  the  customer  to  whom  the  information 
relates,  see  the  chapter,  Libel  and  Slander. 


19:1.  Generally — What  general  policy  should 
a  bank  adopt  as  to  making  disclosure  of  informa- 
tion concerning  depositors.''  Please  state  what  the 
courts  have  said  as  to  the  duty  of  secrecy  owed 
by  a  ban"k  to  its  depositors? 

Opinion:  A  bank  should,  as  a  general  policy,  con- 
sider information  received  concerning  its  customers 
as  confidential,  which  it  should  not  disclose  to  others 
without  clear  justification.  The  courts  have  not  clearly 
defined  the  law  as  to  the  duty  of  secrecy  owed  by  a 
bank  to  its  customers.  In  the  absence  of  statute,  even 
if  a  bank  is  liable  in  law  to  a  customer  because  of 
disclosure  of  information,  such  liability  would  ap- 
parently be  limited  to  nominal  damages  unless  ac- 
tual financial  injury  is  proved.  Apparently  a  bank 
can  in  a  proper  case  be  enjoined  by  a  court  from  dis- 
closing information  concerning  a  customer. 

Several  legal  theories  can  be  advanced  to  sup- 
port a  bank's  duty  of  secrecy  to  its  customers. 
One  theory  is  that  there  is  a  contractual  duty 
not  to  disclose  the  information.  Other  theories 
independent  of  contractual  duty  are  that  the  cus- 
tomer has  a  property  right  in  information  con- 
cerning him  or  that  the  information  is  confiden- 
tial, somewhat  similar  to  information  given  to 
an  attorney  or  physician. 

A  leading  case  on  the  general  problem  of  the 
confidential  nature  of  information  acquired   by 


1.  Opinion   19;1 

2.  Opinion   192 
5.  Opinion  19  5 


3.  Opinion   19:3 
6.  Opirion    19:6 


4.  Opinion   19:4 
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a  bank  concerning  a  customer  is  Tournier  v.  Na- 
tional Provincial  and  Union  Bank  of  England 
[1924]  1  King's  Bench  461  (reprinted,  in  part, 
in  Aigier,  Cases  on  Negotiable  Paper  and  Bank- 
ing, p.  109).  In  this  English  case  the  disclosure 
by  a  bank  to  a  third  person  was  that  a  customer 
was  connected  with  bookmakers.  This  was  a  dis- 
closure which  would  affect  the  customer's  repu- 
tation and  might  injure  him  in  his  employment 
or  business.  Such  a  disclosure  is  quite  different 
from  the  disclosure  of  other  information  such 
as  the  amount  of  a  bank  deposit  or  information 
concerning  a  loan  from  the  bank,  which  the 
customer  might  consider  as  confidential,  but  the 
disclosure  of  which  would  not  be  injurious  to 
reputation,  employment,  or  business.  Lord  Justice 
Bankes  held  that  there  was  a  qualified  contrac- 
tuai  duty  not  to  disclose  information  concerning 
the  depositor  which  was  acquired  by  the  bank 
"in  the  character  of  banker."  He  said  that: 

.  .  .  the  duty  is  a  legal  one  arising  out  of  contract, 
and  that  the  duty  is  not  absolute  but  qualified.  It  is 
not  possible  to  frame  any  exhaustive  definition  of 
the  duty.  The  most  that  can  be  done  is  to  classify 
the  qualification,  and  to  indicate  its  limits  .  .  . 

It  is  very  necessary  to  speak  with  caution  on  this 
question  upon  which  there  is  no  authority  .  .  .  The 
privilege  of  non-disclosure  to  which  a  client  or  a 
customer  is  entitled  may  vary  according  to  the  exact 
nature  of  the  relationship  between  the  client  or  the 
customer  and  the  person  on  whom  the  duty  rests. 
It  need  not  be  the  same  in  the  case  of  the  counsel, 
the  solicitor,  the  doctor,  and  the  banker,  thou.h  the 
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underlying  principle  may  be  the  same.  The  case  of 
the  banker  and  his  customer  appears  to  me  to  be 
one  in  which  the  confidential  relationship  between 
the  parties  is  very  marked.  The  credit  of  the  customer 
depends  very  largely  upon  the  strict  observance  of 
that  confidence.  I  cannot  think  that  the  duty  of  non- 
disclosure is  confined  to  information  derived  from 
the  customer  himself  or  from  his  account. 

He  Stated  further  that  the  general  rule  of  non- 
disclosure was  subject  to  four  qualifications: 

1.  Compulsion  of  law.  See  Opinion   19:4. 

2.  Duty  to  the  public  to  disclose.  As  an  ex- 
ample of  this  qualification  the  English  court  re- 
ferred to  "circumstances  where  a  higher  duty 
than  a  private  duty  is  involved,  as  where  a  duty 
to  the  state  or  the  public  may  substitute  the 
duty  of  his  agent  to  his  principal."  See  Opinion 
19:5. 

3.  The  interests  of  the  bank  require  disclosure, 
such  as  where  the  bank  sues  on  an  overdraft  and 
necessarily  states  the  amount  of  the  overdraft. 

4.  Express  or  implied  consent  of  the  customer, 
as  where  the  bank  is  given  as  a  credit  reference. 

Lord  Justices  Atkin  and  Scrutton  wrote"  sepa- 
rate opinions,  which  concur  in  the  theory  that 
there  is  a  qualified  contractual  duty  between  a 
banker  and  his  customer  that  the  banker  shall 
not  disclose  information  acquired  "in  the  char- 
acter of  banker." 

A  New  York  case,  M.  L.  Stewart  &  Co.  v. 
Marcus  (1924)  124  Misc.  86,  207  N.Y.S.  85, 
criticized  the  English  decision  as  laying  down  so 
many  qualifications  to  the  general  rule  of  se- 
crecy as  to  be  almost  useless.  In  40  Law  Quar- 
terly Rev.  278,  the  following  comments  were 
made  on  the  Tournier  case: 

All  the  Judges  seem  to  have  agreed  that  there  was 
no  absolute  contract  to  observe  secrecy  regarding  the 
State  of  a  customer's  account.  All  seem  to  have 
agreed  that  there  was  a  duty  of  a  contractual  kind 
to  observe  secrecy  to  a  limited  extent.  We  do  not, 
therefore,  get  a  clear  definition  of  what  this  duty  is, 
but  an  implication  qualified  by  other  implications, 
and  we  have  again  to  unravel  a  mystery  similar  to 
that  involved  in  cases  where  an  act  is  lawful  unless 
displaced  by  an  absence  of  reasonable  and  probable 
cause.  .  .  . 

Now  admittedly  the  bank  in  Tournier's  Case  was 
anxious  to  recover  the  amount  for  which  the  plaintiff 
was  overdrawn,  and  could  only  ascertain  his  address 
by  an  application  to  his  principals,  who  seem  to  have 
required  further  information  before  disclosing  it;  at 
any  rate,  the  fact  of  the  state  of  his  account  seems 
to  have  been  disclosed  in  the  course  of  inquiries  legiti- 
mately pursued,  in  order  to  compel  the  plaintiff  to 
fulfil  the  terms  of  the  arrangement  which  he  had 
made  to  reduce  the  amount  of  his  indebtedness  to 
the  bank. 

In  Brex  v.  Smith  (1929)  104  N.J.  Eq.  386, 
146  Atl.  34,  the  New  Jersey  Court  of  Chancery 
held  that  a  depositor  has  a  property  right  in  the 


records  of  his  account  which  can  be  protected 
by  an  action  for  damages  or  by  an  injunction. 
The  court  stated: 

It  may  be  that  the  relation  of  a  bank  to  its  depositors 
is  that  of  debtor  and  creditor,  but  I  think  it  is  more 
than  that.  As  far  as  the  money  actually  deposited  is 
concerned,  that  is  true.  But,  as  to  the  records  of  the 
accounts,  the  deposits  and  withdrawals,  that  is  an- 
other matter.  There  is  an  implied  obligation,  as  I  see 
it,  on  the  bank,  to  keep  these  from  scrutiny  until 
compelled  by  a  court  of  competent  jurisdiction  to  do 
otherwise.  The  information  contained  in  the  records 
is  certainly  a  property  right.*  [146  Atl.  36] 

A  public  prosecutor  was  enjoined  from  inspect- 
ing, and  banks  from  allowing  inspection  of,  bank 
accounts  of  the  members  of  the  city  of  Newark 
police  department  in  connection  with  a  criminal 
investigation.  The  court  stated  that  the  deposi- 
tor's remedy  at  law  was  inadequate  since  the 
amount  of  the  damages  could  not  be  accurately 
ascertained. 

Another  possible  theory  to  sustain  a  bank's 
liability  is  that  the  information  is  confidential 
like  that  given  to  an  attorney  or  a  physician. 
Some  courts  have  indicated  that  a  disclosure  of 
such  information  might  make  the  attorney  or 
the  physician  liable  in  damages  to  a  client  or 
a  patient.  Universal  Savings  Corporation  v.  Mor- 
ris Plan  Co.  (Dist.  Ct.  N.Y.,  1916)  234  Fed.  382; 
Simonsen  v.  Swenson  (1920)  104  Neb.  224,  177 
N.W.  831,  9  A.L.R.  1250;  Smith  v.  Driscoll 
(1917)  94  Wash.  441,  162  Pac.  572,  L.R.A. 
1917C,  1128.  The  court  in  the  Universal  Savings 
Corporation  v.  Morris  Plan  Co.  case,  cited  above, 
stated : 

...  if  the  relationship  of  attorney  and  client  actu- 
ally existed  between  Stein  and  Morris,  and  if  the 
former,  in  disregard  o'f  the  confidence  reposed  in  him, 
disclosed  information  imparted  to  him  by  the  latter 
to  his  injury,  the  remedy  is  at  law  to  recover  for  the 
damages  sustained.  Weeks  on  Attorneys  (2d  Ed.) 
§10.*  [234  Fed.  386] 

No  such  language,  however,  has  been  found  in 
the  cases  dealing  with  the  confidential  nature  of 
information  concerning  bank  customers. 

Several  distinctions  are  important  in  connec- 
tion with  the  present  problem: 

1.  Legal  as  contrasted  with  moral  obligation  of 
the  bank. 

2.  Confidential  nature  of  information  as  con- 
trasted with  confidential  relationship  between 
bank  and  customer.  The  former  is  the  present 
problem.  The  latter,  not  here  involved,  arises 
under  circumstances  such  as  the  following:  A 
customer  purchases  securities  from  a  bank  with 
which  he  has  had  a  somewhat  intimate  relation- 
ship. The  securities  turn  out  to  be  worthless,  and 
the  question  arises  whether  the  nature  of  the  re- 
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lalionship  between  the  bank  and  tlie  customer 
is  such  that  tlie  bank  is  liable  for  fraud  when 
an  ordinary  seller  of  securities  would  not  be  so 
liable.  The  confidential  nature  of  the  relation- 
ship, if  one  existed,  might  compel  the  bank  to 
give  information  concerning  the  securities  sold, 
which  it  would  be  under  no  legal  duty  to  dis- 
close in  the  absence  of  such  a  confidential  re- 
lationship. The  following  cases,  holding  that  there 
is  no  confidential  relationship  between  a  bank 
and  its  customer,  deal  with  such  question  of 
fraud,  and  have  no  bearing  upon  the  present 
problem  of  the  confidential  nature  of  informa- 
tion. Klatt  V.  First  State  Bank  (1928)  206  Iowa 
252,  220  N.W.  318;  Rardon  v.  Davis  (iUo.  App., 
1932)  52  S.W.  (2d)  193.  In  Stewart  v.  Phoenix 
National  Bank  (1937)  49  Ariz.  34,  64  Pac.  (2d) 
101,  the  Supreme  Court  of  Arizona  stated: 

The  doctrine  of  confidential  relations  has  been  applied 
to  different  classes  of  relationship,  husband  and  wife, 
parent  and  child,  guardian  and  ward,  attorney  and 
client,  partnership,  joint  adventurers,  and  perhaps 
many  others,  but,  so  far  as  we  are  aware,  the  question 
of  whether  the  relation  of  a  bank  to  its  clients  falls 
within  the  category  has  never  been  considered  by  the 
courts.  It  is,  of  course,  true  that  the  relation  between 
a  bank  and  a  simple  depositor  therein  is  that  of 
debtor  and  creditor,  and  ordinarily  vo  confidential 
relation  arises  out  of  such  circumstances  .  .  .* 

3.  Justification  of  bank  for  refusing  to  disclose 
as  contrasted  with  legal  liability  for  making  dis- 
closure. A  bank  might  be  justified  in  refusing 
to  disclose  information  when  it  would  be  under 
no  legal   liability  if  it   did  disclose. 

4.  Action  for  damages  as  contrasted  with  in- 
junction. See  discussion  in  connection  with  Brex 
V.  Smith  above. 

5.  Nominal  damages  as  contrasted  with  actual 
damages  or  punitive  dam.ages.  Ordinarily  it 
would  seem  that  even  if  there  is  a  disclosure  in 
violation  of  law,  the  damages  would  be  merely 
nominal  in  the  absence  of  proof  of  actual  dam- 
ages. However,  if  a  bank  deliberately  and  ma- 
liciously violated  a  legal  duty,  the  courts  might 
award  punitive  damages;  that  is,  damages  of 
such  a  nature  as  to  punish  the  offending  bank, 
and  act  as  a  warning  to  other  banking  institu- 
tions. 

6.  Disclosure  generally  as  contrasted  with  dis- 
closure to  other  banks  and  to  credit  bureaus. 
Banks  customarily  exchange  credit  information. 
Hindman  v.  First  National  Bank  (CCA.  Ky. 
1899)  98  Fed.  562  stated  at  p.  567: 

It  is  a  common  practice  for  the  cashier  of  one  bank 
to  apply  to  the  cas'i.'  of  another  to  learn  the  finan- 
cial standing  of  .i  r;'..:-'.ers  of  the  latter  bank,  or, 
indeed,  of  any  pe,-.  •;  tiling  business  in  the  city  of 
the  latter  bank. 


*  (Italics  are  editor's) 


In  the  Tournier  case  above,  one  of  the  judges 
said  on  p.  486: 

I  do  not  desire  to  express  any  final  opinion  on  the 
praclice  of  bankers  to  give  one  another  information 
as  to  the  affairs  of  iheir  respective  customers,  except 
to  say  it  appears  to  me  that  if  it  is  justified  it  must 
be  upon  the  basis  of  the  implied  consent  of  the 
customer. 

See  also  Opinion   19:3. 

7.  Disclosure  as  to  deposits  as  contrasted  with 
disclosure  as  to  loans,  safe  deposit  rentals,  and 
other  business  activities  of  a  bank.  The  bank's 
duty  with  regard  to  loans,  safe  deposit  rentals, 
and  other  activities  besides  deposit  accounts  is 
uncertain,  since  only  one  case  has  been  found 
dealing  directly  with  any  of  these  specific  prob- 
lems. State  V.  State  Bank  of  JMoore  (1931)  90 
Mont.  539,  4  Pac.  (2d)  717,  seems  to  recognize 
the  "semiconfidential"  nature  of  information  as 
to  bank  loans. 

8.  Statutory  as  contrasted  with  non-statutory 
law.  A  statute  may  recognize,  at  least  to  a  limited 
extent,  the  right  of  privacy  of  bank  depositors. 
State  v.  Smith  (1927)  116  Ohio  St.  623,  157 
N.E.  327  upheld  an  Ohio  statute  providing  that 
tax  authorities  should  not  have  power  to  demand 
or  receive  any  list  of  depositors  or  other  cus- 
tomers of  banks  and  other  financial  institutions. 

State  V.  State  Bank  of  Moore,  cited  above,  sus- 
tained a  Montana  statute  providing,  in  part: 

No  stockholder  of  any  bank  incorporated  under  the 
laws  of  this  State  who  is  not  a  director  shall  have  the 
right  to  inspect  the  books  and  records  of  such  bank 
showing  its  transactions  with  any  of  its  cus- 
tomers. .  .  . 

For  a  discussion  of  this  case,  see  Opinion  18C:1. 
For  a  general  discussion  of  the  problem,  see 
5  Michie,  Banks  and  Banking,  589;  5  Zollmann, 
Banks  and  Banking,  §3413;  7  Am.  Jur.,  Banks, 
§196. 

Recummendation:  Banks  may  consider  the  use  of 
some  such  form  as  the  following  which  is  adapted 
from  a  pledge  required  by  a  large  city  bank. 

Pledge  to  Secrecy 
Bank 

In  consideration  of  my  holding  office  or  em- 
ployment with  the  Bank, 

1  solemnly  pledge  myself  upon  honor,  as  if  I 
were  under  oath,  to  divulge  to  no  one,  except  such 
officers  or  employees  of  the  bank  as  are  entitled 
thereto,  any  information,  which  can  by  any  rea- 
sonable interpretation  be  deemed  confidential, 
acquired  through  my  connection  with  the  bank, 
with  respect  to:  accounts  with  the  bank,  stock  in 
the  bank  held  by  any  person,  any  person's  credit 
or  affairs,  any  transaction  of  the  bank  with  any 
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person,  or  any  other  affairs  of  the  bank,  unless 
1  am  expressly  permitted  by  the  board  of  di- 
rectors or  a  duly  authorized  ofTicer,  or  compelled 
by  a  court  or  other  public  body,  to  disclose  such 
information. 

I   pledge  myself  to  continue  to  observe  such 
secrecy  after  my  employment  terminates. 


19. 


(Dited) 


19:2.  To  Holder  of  Overdraft — ^The  holder 
of  a  check  is  informed  when  presenting  it  in  per- 
son that  the  drawer's  account  is  insufficient  to 
pay  it.  The  holder  asks  the  bank  the  exact 
amount  on  deposit  so  that  he  may  deposit  the 
deficiency.  If  the  bank  should  disclose  this  in- 
formation, would  it  be  liable  to  the  drawer? 

Opinion:  A  bank  disclosing  to  the  holder  of  an 
overdraft  the  balance  in  the  drawer's  account  is  ap- 
parendy  not  liable  to  the  drawer. 

If  the  check  were  for  $100,  the  holder  might 
well  desire  to  know  whether  the  deposit  was  $95 
or  §5.  In  the  former  case  the  holder  might  be 
willing  to  lose  $5  for  the  sake  of  getting  the  check 
paid. 

Two  early  English  cases  are  relied  on  by  gen- 
eral authorities  as  indicating  that  under  the  facts 
of  the  inquiry  the  bank  had  no  right  to  disclose 
to  the  holder  the  amount  of  the  deficiency.  Fos- 
ter V.  Bank  of  London  (1862)  3  Foster  &  Fin- 
lason's  Reports  214-217  and  Hardy  v.  Veasey 
(1868)  3  Law  Reports  Exchequer  107-114.  These 
cases  are,  however,  inadequate  to  support  such 
rule.  In  the  Foster  case.  Chief  Justice  Erie  left 
to  the  jury  the  question  whether  a  banker  owed 
a  duty  to  a  customer  not  to  disclose  the  amount 
of  the  deficiency  in  the  account: 

Erie,  C.J..  said,  the  banker  could  not  go  further 
than  say,  "Not  sufficient  assets." 

The  jury  unanimously  expressed  themselves  to  the 
same  effect. 

Erie,  C.J. — That  is,  the  jury  are  of  opinion  that  it 
is  the  duty  of  a  banker  in  no  way  to  disclose  the 
state  of  his  customer's  account? 

The  jury  said  they  were. 

Erie,  C.J.,  said,  he  was  not  aware  of  any  law 
against  that;  and.  on  that  finding,  the  verdict  must 
be  for  the  plaintiff,  with  leave  to  move.  [Italics  in 
report] 

(The  verdict  was  for  some  400  pounds  in 
English  money  on  proof  that  the  payment  of 
the  overdraft  prevented  payment  of  other  items 
drawn  by  plaintiff,  who  therefore  was  forced  to 
suspend  business.) 

The  language  in  the  above  case,  however,  loses 
much  of  its  force  when  read  in  connection  with 
the  statement  in  the  report  of  the  case  that  the 
depositor  had  ordered  the  bank  to  stop  payment 
on  the  check  the  day  before  it  disclosed  the  bal- 


ance in  his  account,  received  a  deposit  from  the 
holder  to  make  up  the  deficiency,  and  paid  the 
check.  It  seems  apparent  that  violation  of  a  stop 
order  would  make  the  bank  liable  to  its  customer 
(see  chapter.  Stopping  Payment),  although  the 
opinion  of  the  court  did  not  refer  to  such  state- 
ment by  the  reporter.  In  Hardy  v.  Veasey,  the 
question  was  left  to  the  jury  whether  the  dis- 
closure was  made  on  a  reasonable  and  proper 
occasion,  assuming  that  a  duty  of  secrecy  existed 
between  the  banker  and  his  customer.  The  fol- 
lowing statement  by  Chief  Baron  Kelly  is  sig- 
nificant: 

We  are  not  called  on  in  this  case  to  decide  the  ques- 
tion, whether  a  legal  duty  is  imposed  on  bankers  to 
keep  reasonably  secret  the  state  of  their  customers' 
accounts;  that  is  a  question  well  worthy  of  considera- 
tion, and  upon  which  /  uill  exprea  no  opinion. 

A  similar  statement  is  made  by  Baron  Mar- 
tin. Lord  Justice  Bankes,  in  the  Tournier  case, 
considered  at  length  in  Opinion  19:1,  stated  with 
respect  to  the  duty  of  a  bank  to  a  customer  not 
to  disclose  his  affairs: 

It  is  not  possible  to  frame  any  exhaustive  definition 
of  the  duty.  The  most  that  can  be  done  is  to  classify 
the  qualification,  and  to  indicate  its  limits.  For  this 
purpose  the  case  of  Hardy  v.  Veasey  is  of  no  assist- 
ance. [Aigler,  Cases  on  Negotiable  Paper  and  Bank- 
ing, p.   Ill] 

The  Foster  and  Hardy  cases  are  criticized  in 
1  Morse,  Banks  and  Banking,  §294,  and  his  rea- 
sons why  a  bank  should  disclose,  to  the  owner 
of  an  overdraft,  the  balance  in  the  account  are 
listed  with  brief  comments: 

1.  The  holder  of  an  overdraft  has  a  right,  su- 
perior to  any  right  of  the  depositor,  to  what- 
ever unincumbered  funds  of  the  drawer  are  in 
the  hands  of  the  bank.  Compare  §189  of  Uni- 
form Negotiable  Instruments  Act,  which  indi- 
cates that  any  such  right  of  the  holder  is  not  a 
legal  one.  It  reads: 

A  check  of  itself  does  not  operate  as  an  assignment 
of  any  part  of  the  funds  to  the  credit  of  the  drawer 
with  the  bank,  and  the  bank  is  not  liable  to  the 
holder,  unless  and  until  it  accepts  or  certifies  the 
check.* 

For  a  statement  of  the  general  rule  and  its  ex- 
ceptions see  chapter.  Checks,  §§9,   10. 

2.  The  "depositor  has  passed  his  interest  in 
the  deposit"  to  the  holder.  This  is  a  restatement 
in  other  words  of  reason  No.   1. 

3.  A  bank  "is  a  public  institution,  receiving 
valuable  franchises  from  the  State,  and  owes  in 
return  a  duty  to  the  public  to  conduct  its  busi- 
ness in  such  a  manner  as  not  to  cause  damage 
to  those  who  have  dealings  with  it,  by  refusal 
to  do  so  simple  and  costless  an  act  as  to  state 


•  (Italics  ire  editor's) 


1021 


242 


the  true  condition  of  the  deposit  against  which 
a  chr.ck  is  drawn."  This  statement  is  not  sup- 
ported b>  legal  principles  for,  although  national 
banks  and  member  state  banks  have  been  consid- 
ered instrumentalities  of  the  Federal  Government, 
nevertheless,  banks  are  privately  chartered  cor- 
porations and  cannot  properly  be  designated  as 
"public  institutions." 

4.  A  bank  officer  as  a  witness  or  a  bank  as 
garnishee  must  disclose  the  balance  in  a  cus- 
tomer's account,  which,  in  this  respect,  is  not 
a  "confidential  communication."  If  so,  the  au- 
thor asks  why  a  check  holder  should  not  have 
an  equal  right  to  the  information  when  he  makes 
his  demand  in  the  way  provided  by  law,  by 
presentment  of  the  check.  The  analogy  does  not 
seem  conclusive. 

Other  reasons  can  be  advanced  to  support 
the  non-liability  of  a  bank  to  the  drawer  of  an 
o\erdraft  for  disclosing  to  the  holder  the  bal- 
ance in  the  drawer's  account. 

a.  By  drawing  a  check  the  drawer  represents 
that  he  has  sufTicient  funds  to  pay  the  instru- 
ment. (See  chapter.  Checks.)  By  drawing  an 
overdraft  he  has  therefore  made  a  misrepresen- 
tation and  it  can  be  argued  that  he  has  waived 
any  possible  right  of  secrecy  as  to  his  balance. 

b.  The  drawer,  in  delivering  the  check,  has 
given  a  continuing  order  on  the  bank  to  pay. 
He  has  not  stopped  payment  and  therefore  has 
manifested  an  intention  that  the  check  should 
be  paid.  Is  not  the  bank  carrying  out  his  inten- 
tion by  disclosing  the  balance,  thus  enabling  the 
holder  of  the  check  to  deposit  the  deficiency  and 
receive  pajinent  of  the  check?  Would  not  the 
bank  also  be  carrying  out  the  drawer's  intention 
by  paying  the  entire  amount  of  the  deposit  on 
the  surrender  of  the  check  by  the  holder?  But 
what  if  the  holder  did  not  intend  the  check  to 
be  paid?  It  is  doubtful  if  a  court  would  permit 
him,  contrary  to  the  evidence  of  the  check  as 
a  continuing  order,  to  prove  that  he  did  not  in- 
tend it  to  be  paid.  How  can  a  person  give  an 
unrevoked  order  and  prove  in  court  that  he  did 
not  intend  his  order  to  be  carried  out? 

A  check  is  not  interpreted  as  an  order  to  pay 
only  if  fmids  are  sufficient,  for  a  bank  can  pay 
an  overdraft  and  hold  the  drawer  liable  for  the 
deficiency.  See  chapter,  Overdrafts.  An  overdraft 
is,  therefore,  an  order  to  pay.  (Could  not  a  bank 
pay  an  overdraft  on  condition  that  the  holder 
indemnify  it  if  the  drawer  should  not  make  good 
to  the  bank?) 

c.  The  second  qualification  in  the  Tournier 
case  on  the  duty  of  non-disclosure  (see  Opinion 
19:1)  is  that  a  bank  may  disclose  in  accordance 
with  a  duty  to  the  public.  The  public  is  certainly 
concerned  with   curbing  the   passing  of  checks 


without  sufficient  funds.  Every  state  has  a  statute 
indicating  under  what  circumstances  the  pass- 
ing of  such  a  check  is  a  criminal  offense. 

For  treatment  of  the  question  whether  a  bank 
should,  on  presentation  of  an  overdraft,  pay 
the  customer's  balance  on  deposit  or  permit  the 
holder  to  deposit  the  deficiency,  see  the  chapter, 
Overdrafts. 

Recommendation:  Whether  the  bank  should  dis- 
close the  balance  on  deposit  to  the  holder  of  an  over- 
draft is  largely  a  matter  of  discretion  to  be  determined 
by  the  facts  in  the  particular  case.  If  the  holder  were 
a  responsible  customer  of  the  bank  and  the  drawer  a 
financially  irresponsible  person,  the  bank  might  well 
give  the  information.  Under  other  circumstances  the 
disclosure  might  be  denied.  Under  §189  Uniform  Ne- 
gotiable Instruments  Act,  quoted  above,  a  bank  is  not 
liable  to  the  holder  of  an  uncertified  overdraft  for 
refusing  to  disclose  the  balance  on  deposit,  unless 
under  unusual  circumstances,  the  check  operates  as 
an  assignment  of  the  amount  on  deposit  to  the  holder 
of  the  check. 

19:3.  Disclosure  to  Another  Bank  as  to 
Whether  Check  Good — An  employee  of  one 
bank  asked  another  bank  over  the  telephone  if 
a  check  on  the  latter  for  a  specific  amount  was 
good.  There  was  no  such  check  but  the  inquiring 
employee  used  the  information  to  aid  a  friend 
in  garnishing  the  customer's  account.  The  bank 
gave  the  information,  assuming  that  the  other 
bank  needed  such  information  for  its  protection 
in  connection  with  such  a  check.  Is  the  bank 
supplying  the  information  liable  to  its  customer? 

Opinion:  The  bank,  suting  to  another  bank  that 
a  certain  check  was  good,  is  apparendy  not  liable  to 
iu  customer  for  this  disclosure  that  the  deposit  was 
not  less  than  a  specified  amount. 

Reasons  for  the  above  conclusion  are  that  the 
bank  had  the  right  to  assume  that  the  request 
was  made  in  good  faith,  and  that  banks  normally 
furnish  such  information  to  each  other.  For 
recognition  of  the  practice  of  giving  interbank 
information,  see  Opinion  19:1. 

19:4.  JuDiaAL  Proceedings — A  bank  officer, 
as  a  witness  in  an  action  to  which  the  bank  was 
not  a  party,  was  asked  to  state  a  depositor's 
balance.  Can  the  officer  refuse  on  the  ground 
that  the  information  is  confidential? 

Opinion:  A  bank  officer  can  be  required  to  dis- 
close in  court  information  concerning  a  customer, 
whether  or  not  the  bank  is  a  party  to  the  litigation. 
Of  course,  the  information  must  be  pertinent  to  the 
issues  in  tlie  particular  proceeding. 

The  general  rule  above  stated  is  well  estab- 
lished by   the   authorities.   Interstate  Commerce 
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Commission  v.  Harriman  (1908)  137  Fed.  432 
stated  that  a  banker  may  not  withhold  informa- 
tion as  to  the  identity  of  a  person  depositing 
securities  with  the  bank  when  such  information 
is  material  in  a  lawful  investigation,  judicial  or 
legislative.  In  re  Davies  (1904)  68  Kan.  791, 
75  Pac.  1048,  held  that  a  court  may  require  a 
bank  officer  to  disclose  to  a  grand  jury  the 
amount  of  a  depositor's  balance. 

19:5.  Public  Agenqes  and  Officers — A  lo- 
cal welfare  board  asks  a  bank  to  disclose  infor- 
mation with  respect  to  the  accounts  of  some  of 
its  customers  who  had  been  receiving  aid  from 
the  community.  Can  the  bank  be  compelled  to 
furnish  this  information?  What  if  a  public  officer 
had  requested  the  information? 

Opinion:  A  bank  may  refuse  to  divulge  informa- 
tion concerning  a  customer  to  a  public  agency,  such 
as  a  welfare  board,  or  to  a  public  officer,  unless  re- 
quired by  court  order,  or  unless  the  agency  or  officer 
has  statutory  authority  to  compel  disclosure. 

In  deciding  whether  to  disclose  information  to 
such  an  agency  or  officer,  the  bank  may  consider 
several  matters,  such  as: 

1.  The  nature  of  the  agency  or  officer 

2.  The  purpose  for  which  the  information  is 
sought  (here,  apparently  to  protect  the  public 
against  unauthorized  relief). 

In  Tournier  v.  National  Provincial  and  Union 
Bank  of  England  [1924]  1  King's  Bench  461, 
discussed  in  Opinion  19:1,  it  was  stated  that  a 
bank  may  properly  disclose  information  con- 
cerning a  customer  in  performance  of  a  duty  to 
the  public.  However,  in  Brex  v.  Smith  (1929) 
104  N.J.  Eq.  386,  146  Atl.  34,  also  discussed  in 
Opinion  19:1,  a  public  prosecutor  was  denied 
the  right  to  inspect  records  of  accounts  of  all 
the  police  of  a  large  city  in  connection  with  a 
general  criminal  investigation.  The  court  stated 
that  the  prosecutor's  procedure  should  be  to 
present  any  facts  indicating  improper  conduct  of 
a  depositor: 

...  to  the  grand  jury,  and  if,  in  its  opinion,  an  in- 
vestigation should  be  made,  subpoenas  can  be  issued 
in  the  regular  way,  calling  for  such  accounts  as  the 
grand  jury  may  think  necessary  to  review  in  the  pri- 
vacy of  its  deliberations.  Should  the  accounts  prove 
correct,  they  can  be  returned  to  the  banks  without 
publicity.  If  wrongdoing  be  indicated,  an  indictment 
can  be  returned  and  the  case  can  proceed  in  the  usual 
manner,  under  the  direction  of  the  judge  presiding 
at  the  trial.  [146  Atl.  36] 

3.  The  statutory  authority  of  the  agency,  and 
whether  it  has  the  power  to  compel  the  infor- 
mation to  be  disclosed. 

There  may  be  a  statute,  such  as  §4  of  the  New 
York    Banking   Law,  expressly   requiring   banks 


to  disclose  information  concerning  its  depositors 
to  the  state  welfare  board. 

For  disclosure  to  tax  authorities,  see  the  chap- 
ters Taxation— Federal,  and  Taxation— State. 

4.  The  general  policy  of  banks  not  to  disclose 
information  concerning  deposit  accounts.  See 
Opinion    19:1. 

5.  Legal  liability  for  damages  for  disclosure. 
See  Opinion   19:1. 

6.  Public  relations  and  possible  loss  of  cus- 
tomers. 

For  a  general  discussion  of  the  power  of  gov- 
ernmental   agencies    to    compel    testimony,    see 
Lilienthal,  The  Power  of  Governmental  Agencies 
to  Compel  Testimony  (1926).  39  Harv.  L    Rev 
694. 

19:6.  Application  of  State  Laws  to  Na- 
tional Banks — Is  a  national  bank  subject  to  a 
state  statute  expressly  requiring  both  state  and 
national  banks  to  give  information  to  the  state 
welfare  authorities  as  to  whether  an  applicant 
for  public  relief  has  an  account  with  such  bank, 
and  the  amount  thereof? 

Opinion:  Nadonal  banks  can  apparendy  be  made 
subject  to  a  state  statute  requiring  banks  to  disclose 
informadon  concenung  depositors'  accounts  to  the 
state  welfare  authorities. 

An  authoritative  statement  of  the  test  of  the 
application  of  a  state  statute  to  national  banks 
is  found  in  First  National  Bank  in  St.  Louis  v. 
Missouri  (1924)  263  U.S.  640,  44  S.Ct.  213,  68 
L.ed.  486,  where  the  Supreme  Court  of  the 
United  States  stated: 

National  banks  are  brought  into  existence  under  fed- 
eral legislation,  are  instrumentalities  of  the  federal 
government  and  are  necessarily  subject  to  the  para- 
mount authority  of  the  United  States.  Nevertheless, 
national  banks  are  subject  to  the  laws  of  a  state  in 
respect  of  their  affairs,  unless  such  laws  interfere  with 
the  purposes  of  their  creation,  tend  to  impair  or 
destroy  their  efficiency  as  federal  agencies,  or  conflict 
iL-ith  the  paramount  law  of  the  United  States.  Na- 
tional Bank  v.  Commonwealth,  9  Wall.  353,  362,  19 
L.ed.  701;  Davis  v.  Elmira  Savings  Bank,  161  U.S. 
275,  283,  16  Sup.Ct.  502.  40  L.ed.  700.  These  two 
cases  are  cited  and  followed  in  the  later  case  of 
McCIellan  v.  Chipman,  164  U.S.  347,  357,  17  Sup.Ct. 
85,  87  (41  L.ed.  461)  and  the  principle  which  they 
establish  is  said  to  contain  a  rule  and  an  exception — 
the  rule  being  the  operation  of  general  state  laws 
upon  the  dealings  and  contr.icts  of  national  banks; 
the  exception  being  the  cessation  of  the  operation  of 
such  laws  whenever  tl)ey  expressly  conflict  with  the 
laws  of  the  United  States  or  frustrate  the  purpose  for 
which  the  national  banks  were  created,  or  impair 
their  efficiency  to  discharge  the  duties  imposed  upon 
them  by  the  law  of  the  United  States*  [44  S.Ct.  215] 

To  the  same  effect  is  the  following  statement 
by  the  Supreme  Court  of  Connecticut  in   Mid- 

*  (Italics  are  editor's) 
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dletown  Trust  Co.  v.  .Middlelown  National  Bank 
(1929)   110  Conn.   13,   147  Atl.  22,  24: 

.  .  .  national  hanks  remain  subject  to  such  state  regu- 
lation and  control  as  is  not  discriminatory  in  favor 
of  local  institutions  [state  banksl  which  are,  in  a 
sense,  in  competition  with  them,  and  which  does  not 
interfere  with  the  purpose  of  their  creation,  lend  to 
impair  or  destroy  their  efficiency  as  Federal  agencies, 
or  conflict  with  the  paramount  laws  of  the  United 
States  affecting  such  banks. 

The  following  analysis  is  supported  by  the 
above  quoted  opinions: 

1.  The  application  of  a  state  statute  to  a  na- 
tional bank  is  the  general  rule;  the  non-applica- 
tion, the  exception. 

2.  A  state  statute  is  not  applicable  to  a  na- 
tional bank,  which: 

a.  Is  in  express  conflict  with  the  paramount 
federal  law. 

b.  Impairs  the  efficiency  of  a  national  bank 
as  a  federal  agency.  Reference  is  undoubtedly  to 
an  impairment  which  is  not  trivial  nor  insignifi- 
cant. 

c.  Interferes  with  the  purposes  of  the  creation 
of  national  banks.  The  comment  to  the  preced- 
ing statement  is  applicable  here. 

d.  Is  discriminatory  against  national  banks. 

A  pertinent  question  is  whether  federal  legis- 
lation can  reasonably  be  expected  upon  the  sub- 
ject matter  of  the  state  legislation  for,  if  not, 
the  matter  can  generally  be  regulated  by  state 
legislation. 

Each  of  the  above  factors  indicates  that  legis- 
lation, which  requires  a  bank  to  disclose  in- 
formation concerning  its  customers'  accounts  to 
the  state  welfare  authorities,  may  be  made  ap- 
plicable to  a  national  bank. 

It  has  been  held  that  certain  state  legislation 
cannot  be  made  to  apply  to  national  banks:  (1) 
Escheat  of  dormant  bank  account  deposits  (see 
the  chapter.  Deposits) ;  (2)  Criminal  liability 
for  making  false  entries  in  books  of  a  bank 
(Opinion  7:10);  (3)  Criminal  liability  for  re- 
ceiving deposits  while  insolvent  (see  the  chapter. 
Deposits). 

The  escheat  of  dormant  bank  accounts  would 
reduce  the  cash  assets  of  national  banks  and 
qualify  "in  an  unusual  way  agreements  between 
national  banks  and  their  customers  long  under- 
stood to  arise  when  the  former  receive  deposits 
under  their  plainly  granted  powers."  First  Na- 
tional Bank  of  San  Jose  v.  State  of  California 
(1923)  262  U.S.  366,  43  S.Ct.  602,  603,  67  L.ed. 
1030.  The  court  stated  that  "possible  confisca- 
tion" might  deter  deposits  and  thus  jeopardize 
the  success  of  the  bank.  The  second  and  third 
classes  of  legislation  deal  directly  with  the  bank- 
ing business,   and  federal   legislation   is  reason- 


ably to  he  expected  if  the  officers  of  a  national 
bank  are  to  be  made  criminally  liable  for  mak- 
ing false  entries  in  its  books  or  receiving  de- 
posits while  the  bank  is  insolvent.  On  the  other 
hand,  the  legislation  under  consideration  does 
not  take  away  the  assets  of  the  national  bank,  is 
clearly  distinguishable  from  an  escheat  statute, 
and  is  intended  to  serve  a  public  purpose  inde- 
pendent of  the  banking  business.  The  relation- 
ship to  banking  is  purely  incidental  to  the  pri- 
mary purpose. 

19:7.  Credit  Information;  Power  of  Bank 
TO  Give — Is  it  within  the  legitimate  powers  of 
a  bank  to  give  credit  information  concerning  its 
customers?  What  if  a  customer  has  given  his 
bank  as  a  credit  reference? 

Opinion:  State  banks  apparently  have  the  power 
to  give  credit  information,  and  it  is  believed  that  the 
same  rule  should  apply  to  national  banks.  The  power 
is  clearer  when  the  customer  has  given  his  bank  as 
a  credit  reference. 

The  courts  cast  little  doubt  upon  the  right  of 
a  state  bank  to  give  credit  information.  On  the 
other  hand,  People's  National  Bank  v.  Southern 
States  Finance  Co.  (1926)  192  N.C.  69,  133  S.E. 
415,  48  A.L.R.  519  stated: 

A  national  bank  has  no  power  to  engage  in  the  busi- 
ness of  furnishing  to  depositors  or  to  others  gra- 
tuitously or  for  compensation,  direct  or  indirect, 
information  as  to  the  solvency,  or  condition  or  reputa- 
tion, financial  or  otherwise,  of  persons,  firms,  or  cor- 
porations. An  agreement  to  furnish  such  information 
is  ultra  vires.  One  with  whom  a  national  bank  may 
have  entered  into  such  an  agreement  is  presumed, 
conclusively,  to  know  that  he  acquires  no  rights 
thereby  which  may  be  enforced  against  the  bank. 
[48  A.L.R.  526] 

Several  comments  may  be  made  upon  this 
case: 

1.  The  basic  reason  for  the  decision  in  favor 
of  the  national  bank  seems  to  have  been  that 
the  finance  company,  to  which  the  information 
was  furnished,  had  a  direct  arrangement  with 
the  bank  officer  furnishing  it  as  an  individual. 
According  to  the  court  there  was  no  evidence 
that  the  officer  in  rendering  the  service  "was  act- 
ing, or  attempting  to  act,  for  the  bank." 

2.  The  quoted  statement  above  that  a  national 
bank  has  no  power  to  engage  in  the  business  of 
furnishing  credit  information  was  a  broad  gen- 
eralization not  entirely  necessary  to  the  decision. 

3.  One  argument  made  by  the  court  follows: 

A  corporation,  organized  and  engaged  in  the  bank- 
ing business,  whether  under  the  National  Bank  Act 
or  under  the  laws  of  the  state,  can  assume  no  liability, 
without  acquiring  assets  to  offset  the  same.  The 
interests  not  only  of  depositors  and  stockholders,  but 
also  of   the   public,   can   be   safeguarded   only   by   a 
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rigid    and    consistent    enforcement    of    this    salutary 
rule.  [48  A.L.R.  526] 

No  authority  is  cited.  A  bank  does  assume 
liabilities  without  offsetting  assets.  For  example, 
it  assumes  liability  for  personal  injuries  to  cus- 
tomers in  the  bank  lobby  (Opinion  9:1),  and 
also  to  customers  who  leave  deposits  for  safe- 
keeping or  rent  safe  deposit  boxes.  See  chapter, 
Safe  Deposits  and  Safekeeping.  Illustrations  need 
not  be  multiplied. 

4.  The  court  also  said: 

Plaintiff  is  a  corporation,  organized  and  doing 
business  under  the  National  Bank  Act;  it  has  only 
such  power  as  is  conferred  by  that  act.  It  has,  pur- 
suant to  said  act,  power  "to  exercise  by  its  board  of 
directors,  or  duly  authorized  oflTicers  or  agents,  sub- 
ject to  law,  all  such  incidental  powers  as  shall  be 
necessary  to  carry  on  the  business  of  banking;  by  dis- 
counting and  negotiating  promissory  notes,  drafts, 
bills  of  exchange,  and  other  evidences  of  debt;  by 
receiving  deposits;  by  buying  and  selling  exchange, 
coin,  and  bullion;  by  loaning  money  on  personal  se- 
curity; and  by  obtaining,  issuing,  and  circulating 
notes  according  to  the  provisions  of  this  title."  [U.S. 
Rev.  Stat.,  §5136,  117].  National  banks  have  no  powers 
beyond  those  expressly  granted  or  those  fairly  inci- 
dental thereto.  [Citing  several  cases]  [48  A.L.R.  525, 
526] 

1  Pratt,  Federal  Banking  Law  Service,  p.  181 
states  that  this  enumeration  of  powers  does  not 
prevent  a  national  bank  from  exercising  other 
powers  which  can  be  reasonably  implied,  nor 
from  making  "any  contracts  which  legitimately 
appertain  to  the  business  of  banking  as  defined 
by  the  statute."  Bank  of  California  v.  City  of 
Portland  (1937)  157  Ore.  203,  69  Pac.  (2d)  273, 
appeal  denied,  302  U.S.  765.  58  S.Ct.  476,  82 
L.ed.  594,  stated: 

Defendants  contend  that  the  powers  specifically 
enumerated  constitute  the  full  measure  of  the  inci- 
dental powers  granted  to  national  banks.  They  con- 
tend that  as  Congress  is  the  only  source  from  which 
national  banks  can  acquire  authority  to  engage  in 
certain  practices,  these  practices  must  clearly  appear 
in  the  enabling  statutes,  if  they  are  to  be  carried  on. 
If  strictly  adhered  to,  this  view  is  too  narrow  and 
would  curtail  the  privilege  of  national  banks  to  bor- 
row money,  when  necessary,  or  operate  a  collection 
department  or  escrow  department  [69  Pac.  (2d)  278- 
279] 

See  to  the  same  effect  Auten  v.  U.S.  National 
Bank  (1899)  174  U.S.  123,  19  S.Ct.  628,  43  L.ed. 
920. 

5.  If,  as  stated  in  the  People's  National  Bank 
case  a  national  bank  cannot  give  credit  informa- 
tion, this  would  seem  to  prevent  indirectly  a 
bank  from  exercising  a  power  fundamental  to 
the  banking  business,  to  wit:  that  of  obtaining 
credit    information    concerning    those    liable   on 


obligations  held  by  it  or  obligations  which  it 
contemplates  acquiring.  If  a  national  bank  has 
no  power  to  give  credit  information,  any  other 
bank,  national  or  state,  will  be  unable  to  obtain 
credit  information  from  such  bank.  Since  little 
question  has  been  raised  as  to  the  power  of  a 
state  bank  to  furnish  credit  information,  the 
anomalous  situation  would  result  whereby  a  na- 
tional bank  can  obtain  information  from  a  state 
bank  but  not  from  a  national  bank.  This  un- 
dermines the  basic  principle  that  the  furnishing 
of  credit  information  is  a  reciprocal  matter 
whereby  banks  give  certain  information  in  ex- 
change for  other  information.  See  Opinion  19:9 
for  further  discussion  of  the  People's  National 
Bank  case. 

Can  it  not  be  argued  that  the  giving  of  credit 
information  is  an  incidental  banking  power  ex- 
ercised by  a  bank  to  furnish  a  more  complete 
service  to  the  community,  to  gain  new  customers, 
and,  when  a  fee  is  charged,  to  obtain  additional 
revenue?  Banks  must,  of  necessity,  possess  credit 
information  concerning  many  of  their  customers. 
This  is  a  part  of  the  necessary  equipment  of  a 
bank.  Can  it  not  use  such  equipment  for  the 
purposes  stated?  In  a  somewhat  analogous  case, 
a  bank  can  rent  to  others  office  space  in  its  bank 
building,  not  necessary  for  its  own  purposes.  See 
Opinion  8B:2.  Compare  the  ruling  that  a  na- 
tional bank  may  keep  title  abstract  books  for 
its  own  use  but  may  not  engage  in  the  title  ab- 
stract business.  Opinion   16:3. 

The  custom  of  banks  throughout  the  country 
to  furnish  credit  information  does  not  neces- 
sarily establish  the  legality  of  the  custom,  but 
does  tend  strongly  to  show  that  such  giving  of 
information  is  one  of  the  "incidental  powers"  of 
banks.  This  is  an  application  of  the  test  of  ex- 
perience as  to  what  is  an  incidental  power.  An- 
other indication  that  national  banks  have  this 
incidental  power  is  that  the  Comptroller  of  the 
Currency  has  apparently  not  objected  to  such 
practice. 

6.  The  court  in  the  People's  National  Bank 
case  cited  no  case  in  direct  support  of  its  hold- 
ing. However,  Nevada'  Bank  v.  Portland  Na- 
tional Bank  (1893)  59  Fed.  338.  in  holding  a 
national  bank  liable  in  damages  for  giving  false 
credit  information,  made  the  following  state- 
ment: 

It  must  be  conceded  that  [the  bank]  had  not  the 
power  to  assume  such  liability  [for  giving  false  credit 
information]  ex  contractu,  but  in  the  case  of  a  tort 
committed  by  the  bank  or  its  officers  a  different 
principle  is  applied.  [59  Fed.  340]  [See  Opinion  19;9 
for  the  complete  quotation.] 

This  language  apparently  implies  that  a  na- 
tional bank  has  no  power  to  furnish  credit  in- 


1025 


246 


formation,    although    the   court   made   no   direct 
holding  to  that  effect. 

Several  other  courts  have  not  directly  decided 
that  a  bank,  national  or  state,  is  without  power 
to  give  credit  information,  but  have  stated  that 
even  if  the  bank  did  not  have  the  power,  it  can 
be  held  liable  in  damages.  See,  for  example, 
Hindman  v.  First  National  Bank  (CCA.  Kv., 
1899)  98  Fed.  562.  39  CCA.  1,  48  L.R.A.  210; 
on  a  later  appeal  (CCA.  Ky.,  1902)  112  Fed. 
931,  50  CCA.  623,  57  L.R.A.  108,  appeal  denied 
(1902)  186  U.S.  483,  22  S.Ct.  943,  46  L.ed.  1261, 
and  Schott  v.  Bank  of  Elmore  (1939)  62  Ohio 
App.W,  22  N.E.  (2d)  996,  both  of  which  are 
discussed  in  Opinion  19:9.  Hindman  v.  First  Na- 
tional Bank,  cited  above,  and  Tournier  v.  Na- 
tional Provincial  and  Union  Bank  of  England 
[1924]  1  King's  Bench  461,  both  discussed  in 
Opinion  19:1,  indicate  that  this  is  a  customary 
banking  practice,  which  is  substantiated  by  the 
material  in  the  appendix  to  this  opinion.  The 
Hindman  case  said  in  a  decision  involving  a  na- 
tional bank: 

...  a  bank's  statement  concerning  the  financial  con- 
dition of  its  customer  is  an  act  ■within  its  corporate 
capacity,  at  least  when  made  to  further  the  business 
interests  of  the  bank.*  [98  Fed.  568] 
It  is  the  usual  practice  for  depositors  and  customers 
of  a  bank  to  refer  others  to  the  bank  for  informa- 
tion as  to  their  financial  responsibility.  To  give  such 
information  to  third  persons  or  to  the  public  at  the 
instance  of  the  customer  or  depositor  is  certainly 
not  beyond  the  scope  of  banking  powers.*  [98  Fed. 
567] 

7.  The  value  of  the  People's  National  Bank 
case  as  a  controlling  precedent  is  somewhat 
doubtful,  although  it  has  never  been  expressly 
overruled  or  criticized  by  any  court  and  is  cited 
as  authority  for  the  quoted  statement  at  the  be- 
ginning of  this  opinion.  See,  for  example,  7 
Michie,  Banks  and  Banking,  §217;  1  Pratt,  Fed- 
eral Banking  Law  Service,  197-198;  1  Prentice- 
Hall,  Federal   Bank  Service,  P 155. 115. 

8.  !f  the  People's  National  Bank  case,  quoted 
above,  is  correct  in  stating  that  giving  credit 
information  is  beyond  a  national  bank's  power, 
then  §5239,  U.S.  Rev.  Stat.  (12  U.S.C,  §93) 
imposes  civil  liability  for  resulting  damage  upon 
a  director  who  knowingly  permits  the  giving  of 
such  information,  and  also  authorizes  the  for- 
feiture of  the  bank's  charter.  For  further  dis- 
cussion of  §5239,  see  Opinion  7:9  and  Bank 
Personnel,  Opinion,  11A:1. 

The  appendix  following  this  opinion  contains 
excerpts  from  standard  reference  books  pertinent 
to  the  giving  of  credit  information  by  banks. 

*  duties  are  editor's) 


Appendix 

Credit  Information  from  Banks 
Extracts   from    reference    books    (arranged    in 
order  of  date  of  publication),  and  list  of  articles. 

I.  .Money,  Credit  and  Banking,  Ray  B.  Westerfield, 
Ph.D.,  Sc.D.,  The  Ronald  Press  Company,  New  York, 
1938,  p.  317 

(3)  Interchange  of  Credit  Experience.  A  third 
source  of  credit  information  is  the  direct  interchange 
of  credit  experience  with  a  common  customer  between 
members  of  the  trade  and  the  bank,  and  between 
the  banks.  Credit  intercl'.a,  ge  is  one  feature  of  the 
larger  business  movement  it  cooperative  competition, 
and  when  fully  adopted  gives  credit  information  of 
a  most  thorough  and  excellent  kind,  and  by  it  un- 
desirable customers  in  banking  and  commercial  lines 
can  be  most  effectively  eliminated. 

Credits  extended  by  the  bank  bear  an  intimate  re- 
lation to  credits  extended  to  and  by  the  merchant  or 
manufacturer;  where  a  merchant  procures  credit 
from  both  the  bank  and  the  trade,  if  his  credit  stand- 
ing is  impaired  at  either,  the  other  is  adversely  af- 
fected. For  this  reason  the  bank  is  anxious  to  know 
whether  its  customers  are  maintaining  good  credit 
reputations  in  their  trade,  and  to  this  end  frankly 
asks  members  of  the  trade  who  have  dealings  with 
the  bank's  customers  for  their  ledger  experiences  and 
opinions  regarding  those  customers.  On  the  other 
hand,  the  members  of  the  trade  appreciate  knowing 
the  standing  of  the  customers  at  the  bank. 

Usually  the  information  given  by  the  trade  to 
banks  is  fuller  and  franker  than  that  given  by  banks 
to  the  trade.  Banks  are  very  reluctant  to  disclose 
detailed  credit  information  about  their  customers. 
Banks  argue  that  since  they  work  on  a  very  narrow 
margin  of  profit  and  lend  in  larger  amounts  and  to 
fewer  members  of  the  trade  than  is  common  among 
members  of  the  trade  itself,  and  lend  both  their  own 
and  their  customers'  funds,  it  is  necessary  that  they 
safeguard  themselves  more  than  members  of  the 
trade  must;  accordingly  they  enter  into  very  confi,- 
dential  relations  with  their  borrowers  and  have  pri- 
vate information,  to  communicate  which  would  be 
a  violation  of  confidence.  Moreover,  they  contend 
that  they  take  precautions  by  way  of  collateral  guar- 
anty and  indorsement  as  security,  which  facts  would 
be  misunderstood  by  the  outside  trade  to  mean  that 
the  bank  regarded  the  customer  as  a  bad  credit  risk. 

The  banks  are  tending,  however,  to  interchange 
credit  data  with  the  trade  more  freely  and  fully,  par- 
ticularly as  between  their  own  customers.  The  banks 
are  also  tending  to  interchange  data  with  one  another 
more  freely  and  fully,  but  not  to  the  degree  that  is 
done  between  members  of  a  trade. 

There  is  no  interchange  bureau  in  operation  among 
the  banks;  their  only  interchange  is  the  direct  inter- 
change by  letter  or  through  a  personal  investigator. 
2.  Money  and  Banking,  Jules  I.  Rogen,  Major  B.  Fos- 
ter, Marcus  Nadler,  Raymond  Rodgefs  School  of 
Commerce,  Accounts,  and  Finance,  Gracjuate  School 
of  Business  Administration,  New  York  University, 
Prentice-Hall,  Inc.  1936,  p.  251 

Dissemination  of  Credit  Information.  Because  of 
the  legal  liability  involved,  banks  are  extremely  cau- 
tious in  releasing  credit  information.  They  are  fully 
liable  for  any  credit  information  they  release;  if  the 
information  is  not  correct  or  if  certain  legal  formali- 
ties are  not  observed,  the  banks  may  be  sued  by 
either  the  recipient  of  the  information  or  the  subject 
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of  the  inquiry.  Because  of  the  financial  responsibility 
of  the  banks,  either  party  is  quick  to  sue. 

To  minimize  this  danger,  banks  use  only  initials 
for  firm  names  in  all  credit  letters,  in  order  to  bring 
them  into  the  category  of  "privileged  communica- 
tions." In  addition,  banks  often  use  non-liability 
paper,  which  contains  a  disclaimer  of  liability  with 
respect  to  the  recipient  of  the  information.  Since 
such  disclaimers  ordinarily  cannot  be  maintained  in 
court,  they  serve  only  to  discourage  suit  on  the  part 
of  those  not  familiar  with,  their  legal  status. 

The  Robert  Morris  Associates,  .  .  .  has  established 
a  code  of  ethics  for  the  interchange  of  credit  in- 
formation, particularly  between  banks.  Institutions 
do  not  always  live  up  to  the  spirit  of  the  code;  too 
much  self-interest  is  at  stake  on  the  part  of  the  bank 
and  the  bank  credit  man.  There  is  undoubtedly  some 
justification  for  the  attitude  frequently  met— namely, 
that  much  money  and  effort  have  been  spent  to  col- 
lect the  information  and  that,  therefore,  the  bank 
should  itself  have  the  first  use  of  it.  By  the  time  the 
bank  has  fully  protected  its  own  interest,  the  infor- 
mation divulged  may  be  of  little  value  to  others. 

Even  if  banks  wished  to  hand  out  credit  informa- 
tion freely,  the  danger  of  suit  would  deter  them. 
Consequently,  about  the  worst  credit  report  a  bank 
will  release  is  to  "damn  with  faint  praise."  Business 
men  should  realize  this  when  they  are  consulting 
banks  for  credit  information  on  a  customer. 

3.  Banking  Theory  and  Practice,  Luther  Harr,  Ph.D. 
and  W.  Carlton  Harris,  Ph.D.,  IVlcGraw-Hill  Book 
Company,  Inc.,  1936,  p.  213 

As  banks  have  very  intimate  relations,  verging  on 
the  professional,  with  their  borrowers  and  custom- 
ers, they  are  in  possession  of  a  considerable  fund  of 
information  concerning  the  financial  affairs  of  their 
customers  which  they  consider  in  a  high  degree  con- 
fidential and  will  ordinarily  not  disclose  to  individ- 
uals making  inquiries;  but  as  between  the  banks 
themselves,  information  of  a  general  nature  is  ex- 
changed. 

4.  Credit  and  Its  Uses,  William  A.  Prendergast  and 
William  H.  Steiner,  Ph.D.,  D.  Appleton  and  Com- 
pany,  1931,  pp.  232,  233 

»  ♦  *  the  bank  recognizes  that  its  primary  duty  is 
to  the  subject  of  the  inquiry,  and  regards  its  rela- 
tions with  its  customers  as  very  intimate,  having 
received  from  them  strictly  confidential  inlormation. 

*  *  *  owing  to  the  conservative  policy  it  follows, 
the  bank  may  receive  guarantees,  indorsements,  or 
collateral  as  a  means  of  greater  protection.  To  di- 
vulge this  fact  to  merchandise  creditors  might  lead 
to  misunderstanding,  and  injure  the  concern  in  ques- 
tion. Much  of  the  information  the  bank  obtains  it 
does  not  therefore  regard  as  proper  to  be  given  out. 
and  even  other  data  of  a  less  intimate  nature  it 
does  not  wish  to  broadcast  without  knowing  how 
the  inquirer  will  treat  the  information. 

[Reference  is  made  to]  .  .  .  the  bank's  attitude 
towards  participation  in  the  system  of  credit  inter- 
change bureaus  which  mercantile  credit  men  have 
established.  It  often  seeks  to  obtain  the  ledger  ex- 
perience of  business  concerns  which  the  system  pro- 
vides. But  at  once  the  further  question  arises,  on 
what  terms  should  the  bank  participate.  Mercantile 
credit  men  generally  desire  that  the  bank  take  a 
two-sided  participation,  contributing  as  well  as  re- 
ceiving information.  Bank  credit  men  point  to  the 
confidential  nature  of  the  borrower's  relation  to  his 
bank,  and  to  the  fact  that  bank  creditors  are  very 
few  in  number  in  proportion  to  trade  creditors,  and 


often  may  readily  be  identified.  They  do  not  hesi- 
tate to  compare  notes  with  interested  parties,  but 
do  not  wish  to  report  loans  regularly  to  such  a 
bureau.  Accordingly,  they  desire  rather  a  one-sided 
participation,  merely  to  receive  ledger  data  contrib- 
uted by  mercantile  houses  to  the  bureau,  or  in  other 
cases,  to  give  general  rather  than  specific  informa- 
tion. 

5.  Credit  and  Its  Management,  J.  H.  Tregoe,  Harper  & 
Brothers,  Publishers,  1930,  pp.  108,  109 

*  *  *  bank  credit  information  has  not  been  ad- 
justed to  the  modern  trend  of  complete  cooperation 
in  credit  practice. 

The  fluidity  of  the  viercantile  credit  experience 
has  been  its  chief  virtue;  no  credit  transaction  is 
deemed  too  confidential  for  transmission  to  others 
under  proper  interchange  conditions.  The  bank,  how- 
ever, regards  as  too  confidential  for  disclosure  cer- 
tain of  its  transactions  with  depositors  and  borrow- 
ers. Conceding  the  tenabilfty  in  part  of  this  attitude, 
the  fact  remains  that  bank  disclosures  to  mercantile 
credit  departments  do  not  always  reflect  the  recipro- 
cation upon  which  experience  interchange  rests. 
*  *  « 

Many  small  banking  institutions  manifest  no  sense 
of  responsibility  when  answering  credit  inquiries,  even 
though  the  bank  may  be  dependent  upon  information 
of  mercantile  credit  departments  for  their  loan  and 
discount  transactions;  but  the  credit  managers  of 
larger  institutions  are  inclined  to  make  useful  dis- 
closures in  response  to  mercantile  inquiries;  and  they 
are  usually  free  in  interchanging  experiences  with 
one  another. 

6.  Credit  Management,  Emery  E.  Olson,  A.M.  and 
J.  W.  Hallman,  The  Ronald  Press  Company,  1925, 
p.  131 

The  bank  builds  up  with  its  clients  a  confidential 
relation  which  bars  the  free  exchange  of  direct  in- 
formation. There  is,  though,  one  function  which  the 
bank  can  perform  as  a  source  of  credit  information 
— that  of  verifying  information  already  received 
from  other  places.  If  the  customer  states  that  he  has 
a  certain  balance,  the  banker  will  ordinarily  indicate 
whether  or  not  it  is  correct.  If  the  customer  states 
that  he  has  borrowed  a  certain  amount  from  the 
bank,  it  can  be  verified.  If  the  customer  states  that 
he  always  meets  his  bank  loans  promptly  this  fact 
can  be  verified.  The  bank  can  also  give  information 
as  to  whether  or  not  a  customer  honors  drafts 
passed  through  the  bank  and  can  confirm  or  deny 
apparent  financial  strength  as  indicated  from  other 
sources  of  information.  The  bank  is  interested  in 
credit;  the  mercantile  firms  are  interested  in  credit. 
Neither  can  afford  to  discourage  legitimate  methods 
of  acquiring  credit  data.  More  cordial  relations,  more 
reciprocity,  are  needed  in  credit  dealings  between 
banks  and  credit  managers.  This  seems  to  be  a  source 
of  credit  interchange  which  may  well  be  developed. 

List  of  Articles 

Exchange  of  Credit  Information,  G.  \V.  Schmitz, 
\'ice-President,  Bank  of  America  of  Cali- 
fornia, San  Francisco,  Bulletin  of  California 
Bankers  As.sociation,  July,   1930,  p.  331 

Statements,  Credit  Files,  and  Exchange  of  Credit 
Information,  R.  J.  Comstock,  Jr.,  Vice-Presi- 
dent,  First  Security   Bank,  Nampa,   Idaho, 
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Proceedings — I-'acific  N'oitli  We^t  i5nnk  Man- 
agement Conference,   March   5  and  6,    1930 
The  Credit  Inquiry,  Banking,  March,  1936,  p.  71 

19:8.  Credit  Information;  Authority  of 
Officer — A  bank  cashier,  purporting  lo  act  on 
behalf  of  the  bank  rather  than  individually,  gave 
credit  information  concerning  a  customer,  in  re- 
sponse to  an  inquiry.  This  information  proved 
to  be  erroneous  after  the  inquiring  person  had 
acted  upon  it  to  his  damage,  is  the  bank  respon- 
sible for  the  statements  made  by  its  cashier? 

Opinion:  The  courts  generally  take  the  position 
tliat  the  cashier  of  a  bank  has  no  authority,  merely 
by  virtue  of  his  office,  to  make  representations  as  to 
the  credit  standing  of  the  bank's  customers,  and  that 
the  bank  is  not  responsible  for  his  statements,  with- 
out proof  of  such  audiority  or  that  the  bank  has 
profited  by  his  action. 

Citizens'  Trust  and  Savings  Bank  v.  Falligan 
(CCA.  Cal.,  1925)  4  Fed.  (2d)  481,  review  de- 
nied 269  U.S.  557,  46  S.Ct.  19.  70  L.ed.  410, 
stated: 

In  the  absence  of  evidence  that  he  is  authorifed  to 
do  so,  the  cashier  of  a  bank  has  no  authority,  by 
virtue  of  his  position  as  such,  to  make  any  repre- 
seniaiions  on  behalf  of  the  bank  as  to  the  standing 
or  solvency  of  a  third  person.  1  Michie,  Banks  and 
Banking,  778;  7  C.J.  787,  3  R.C.L.  446.  In  Horrigan 
V.  First  Nat.  Bank,  9  Baxt.  (Tenn.)  137,  the  court 
said:  "Answering  questions  as  to  the  solvency  of 
parties  is  no  part  of  the  business  of  a  cashier  of  a 
bank,  nor  fairly  included  within  the  scope  of  such 
business.  It  may  be  and  probably  is  an  accident  of 
such  a  position,  but  not  an  incident  to  it."  And  the 
court  held  that  no  liability  attaclies  to  the  bank  in 
such  a  case.  In  First  Nat.  Bank  v.  Marshall  &  llsley 
Bank,  83  F.  725,  28  CCA.  42,  it  was  held  that  a 
cashier  of  a  bank  does  not  act  as  a  representative  of 
his  bank  in  answering  an  inquiry  addressed  to  him 
by  another  bank  as  to  the  business  standing  of  a 
third  person,  and  that  his  bank  is  not  bound  by 
statements  so  made  by  him;  the  same  being  made 
out  of  courtesy  and  without  consideration.  To  the 
same  effect  are  Taylor  v.  Commercial  Bank,  174  N.Y. 
181,  66  N.E.  726,  62  L.R.A.  783,  95  Am.  St.  Rep.  564; 
Crawford  v.  Boston  Store  Mercantile  Co.,  67  Mo. 
App.  39;  Mapes  v.  Second  Nat.  Bank  of  Titusville, 
80  Pa.  163.  [4  Fed.  (2d)  482] 

To  the  same  effect  are  Citizens'  Trust  and  Sav- 
ings Bank  v.  Herr  (CCA.  Cal.,  1925)  4  Fed. 
(2d)  483;  Williams  v.  Ravanna  Bank  (1926) 
221  Mo.  App.  S87,  289  S.W.  34;  De  Swarte  v. 
First  National  Bank  (1926)  188  Wis.  455,  206 
N.W.  887;  4  Michie,  Banks  and  Banking,  183, 
193;  7  Am.  Jur.,  Banks,  §237;  1  Morse,  Banks 
and  Banking,  §169,  note  14;  9  C.J.S.,  Banks  and 
Banking,  §198,  note  35. 

However,  where  the  bank  has  received  a  ben- 
efit from  the  false  statement  made  without  au- 
thority b)'  its  officer,  it  has  been  held  liable  to 


the  inquiring  person  to  the  amount  by  which  it 
benefited.  Thus  in  Martin  v.  Gotham  National 
Bank  (1928)  248  N.Y.  313,  162  N.E.  91,  modi- 
fying (1927)  220  App.  Div.  541.  221  N.Y.S. 
661,  which  affirmed  (1925)  126  Misc.  7,  211 
N.Y.S.  828,  a  bank  ofiicer  gave  false  credit  in- 
formation concerning  a  customer,  thereby  induc- 
ing the  plaintiff,  Martin,  to  invest  in  the  failing 
business  of  this  customer.  The  bank  was  held 
liable  to  the  extent  that  the  money  invested  was 
used  to  pay  off  a  worthless  note  owed  to  the 
bank  by  the  customer.  To  the  same  effect  are 
Johnson  v.  Farmers  &  Merchants  Bank  (Mo. 
App.  1926)  287  S.W.  835;  State  Bank  v.  Brocton 
Fruit  Juice  Co.  (1912)  152  App.  Div.  335,  136 
N.Y.S.  396,  reversed  on.  other  grounds  (1913) 
208  N.Y.  492,  102  N.E.  591;  Community  State 
Bank  v.  Day  (1923)  126  Wash.  687,  219  Pac.  43. 

Under  the  general  rule  that  a  cashier  has  no 
authority  merely  by  virtue  of  his  office  to  give 
credit  information,  a  court  would  consider  him 
to  be  without  authority  in  the  absence  of  specific 
evidence  to  the  contrary.  If,  however,  some  evi- 
dence is  introduced  that  the  bank  officer  had 
authority,  such  authority  is  ordinarily  a  ques; 
tion  of  fact  rather  than  of  law. 

One  primary  consideration  in  determining 
whether  a  cashier  has  such  authority  is  whether 
the  bank  has  formally  or  otherwise  adopted  the 
practice  of  furnishing  credit  information.  Such 
adoption  might  be  established  by  formal  action 
of  the  board  of  directors,  or  by  customary  prac- 
tice which  must  have  been  known  to  the  board, 
especially  if  a  form  of  disclaimer  clause  is  used. 
If  the  bank  has,  by  any  method,  adopted  the 
practice  of  furnishing  credit  information,  the 
cashier  would  seem  to  have  the  power  to  bind 
the  bank  by  virtue  of  his  position  as  the  operat- 
ing head  of  the  bank.  This  would  seem  to  be  true 
even  if  a  credit  department  were  established,  for 
ordinarily  such  department  would  be  under  the 
supervision  of  the  cashier. 

The  more  extensive  the  general  practice  of 
banks  to  furnish  credit  information,  the  easier 
it  is  to  establish  (1)  that  a  particular  bank  has 
adopted  this  practice  and  (2)  that  the  cashier 
has  authority  to  furnish  such  information. 

See,  for  a  general  discussion,  the  annotation, 
"Liability  of  bank  for  erroneous  credit  infor- 
mation furnished  by  it  or  its  officer  or  employee," 
48  A.L.R.  528;  and  comment  note,  "Liability  of 
bank  for  losses  incurred  on  loans  or  investments 
made  on  recommendation  of  its  officers  or  em- 
ployees,"  113  A.L.R.  246. 

19:9.  Credit  Information;  Liability  of 
Bank  Generally — Is  a  bank  furnishing  erro- 
neous credit  information  liable  for  resulting  loss 
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to  the  person  receiving  such  information?  What 
if  the  bank  has  exceeded  its  legal  authority  in 
furnishing   such   information? 

Opinion:  The  test  of  the  liability  of  a  bank  for 
damages  to  a  person  to  whom  it  gives  credit  infor- 
mation is  whether  it  uses  due  care  in  obtaining  and 
transmitting  accurate  information.  In  general,  this 
rule  applies  even  if  it  has  exceeded  its  power  in  fur- 
nishing the  credit  information,  although  there  is  some 
authority  diat  a  bank,  giving  credit  informadon 
without  authority,  is  not  liable. 

The  service  rendered  by  a  bank  in  furnishing 
credit  ratings  to  its  customers  is  analogous  to 
that  of  a  mercantile  or  commercial  agency,  which 
ascertains,  registers,  and  makes  known  to  parties 
in  interest  the  financial  standing,  general  business 
reputation  and  credit  ratings  of  individuals, 
firms,  and  corporations  engaged  in  mercantile 
or  industrial  enterprises;  the  liability  of  the  bank 
to  its  customers  should,  therefore,  not  be  greater 
than  that  of  such  agency  to  its  subscribers. 
Xiques  v.  Bradstreet  Co.  (1893)  70  Hun.  334, 
24  N.Y.S.  48,  affirmed  (1894)  141  N.Y.  605,  36 
N.E.  740  stated: 

The  nature  of  the  business  in  which  the  defendant 
[mercantile  agency]  is  engaged  is  such  that  reliable 
information  as  to  the  wealth  and  integrity  of  persons 
engaged  in  business  cannot  be  guarantied.  Dealers 
are  often  honestly  mistaken  as  to  their  own  financial 
situations,  and  the  means  of  others  for  learning  their 
exact  condition  are  limited,  and  often  uncertain.  If 
the  truth  could  in  all  cases  be  learned  and  reported, 
those  giving  credit  would  seldom,  if  ever,  sustain  a 
loss.  All  that  can  be  demanded  of  such  a  corporation 
is  that  it  shall  make  due  and  diligent  inquiries,  and 
furnish  the  results  to  its  customers*  [24  N.Y.S.  53] 

The  problem  of  a  bank's  liability  for  errone- 
ous credit  information  may  be  affected  by  a  state 
statute.  For  example,  a  number  of  states  have 
legislation  providing  that  no  person  shall  be 
liable  for  a  representation  concerning  another 
person's  credit,  unless  such  representation  was 
made  in  writing  and  signed  by  the  party  to  be 
charged,  or  by  his  lawfully  authorized  agent.  See 
5  Williston,  Contracts,  §1520A,  and  also  1940 
Credit  Manual  of  Commercial  Laws  22,  which 
lists  the  following  eighteen  jurisdictions  in  which 
such  a  provision  is  in  force:  Alabama,  Arizona, 
California,  Georgia,  Hawaii,  Idaho,  Indiana, 
Iowa,  Kentucky,  Maine,  Massachusetts,  Michi- 
gan, Missouri,  Oregon,  Utah,  Vermont,  Virginia 
and  West  Virginia. 

Whether  a  national  bank  has  authority  to  fur- 
nish credit  information  is  considered  in  Opinion 
19:7.  If  it  has  no  such  power.  People's  National 
Bank  v.  Southern  States  Finance  Co.  (1926)  192 
N.C.  69,  133  S.E.  415,  48  A.L.R.  519  is  authority 
that  "One  with  whom  a  national  bank  may  have 
entered     into  ...  an     agreement"     to     furnish 


credit  information  "is  presumed,  conclusively,  to 
know  that  he  acquires  no  rights  thereby  which 
may  be  enforced  against  the  bank."  (For  com- 
ments upon  this  case  with  respect  to  the  power 
of  a  national  bank  to  furnish  credit  informa- 
tion, see  Opinion  19:7.)  The  following  cases  hold 
that  a  national  bank  is  not  liable  for  damages 
arising  from  its  ultra  vires  conduct  (conduct  be- 
yond its  powers),  when  the  injured  person  volun- 
tarily dealt  with  the  bank,  since  such  liability 
would  deplete  the  bank's  assets,  and  thus  injure 
the  stockholders  by  promoting  the  evil  which 
the  ultra  vires  rule  was  designed  to  prevent. 
Harriman  National  Bank  and  Trust  Co.  v.  Perry 
(CCA.  N.Y.,  1936)  86  Fed.  (2d)  641;  Weckler 
V.  The  First  National  Bank  (1875)  42  Md.  581, 
20  Am.  Rep.  95. 

The  underlying  principle  of  these  cases  is  ap- 
parently that  in  the  ordinary  tort  action  (one 
based  on  a  wrong  other  than  a  breach  of  con- 
tract) against  a  corporation  arising  from  an  act 
beyond  the  corporate  powers,  the  injured  person 
takes  no  voluntary  action  with  the  imputed 
knowledge  that  the  corporation  was  acting  be- 
yond its  powers.  In  a  situation  like  the  present 
inquiry,  however,  a  person  with  such  imputed 
knowledge  of  the  bank's  lack  of  authority  volun- 
tarily deals  with  the  bank,  and  relies  upon  its 
statements,  with  the  imputed  knowledge  that  it 
had  no  power  to  incur  liability  thereby.  By  al- 
lowing such  a  person  to  recover  against  the  bank, 
the  very  purpose  of  the  ultra  vires  rule  to  pro- 
tect the  bank  against  such  liability  is  thwarted. 

The  great  majority  of  the  cases,  however,  hold 
that  a  bank's  liability  in  damages  to  third  per- 
sons for  giving  erroneous  credit  information  is 
the  same,  whether  or  not  it  has  the  power  to 
furnish  such  information.  Nevada  Bank  v.  Port- 
land National  Bank  (CC.  Ore.  1893)  59  Fed. 
338  stated: 

The  defendants  contend  that  the  defendant  bank, 
which  is  a  national  bank,  had  not  the  power  to  as- 
sume a  liability  for  its  own  error  or  mistake  in  cer- 
tifying to  the  financial  standing  of  a  customer  seeking 
credit  at  another  bank.  It  must  be  conceded  that 
it  had  not  the  power  to  assume  such  liability  ex  con- 
tractu, but  in  the  case  of  a  tort  committed  by  the 
bank  or  its  officers  a  different  principle  is  applied. 
In  such  a  case  it  is  the  rule  that  the  corporation  is 
liable  for  the  negligence  or  other  tort  of  its  agents 
and  servants,  even  when  performing  acts  that  are 
ultra  vires.*   [59  Fed.  340] 

To  the  same  effect  is  Hindman  v.  First  Na- 
tional Bank  (CCA.  Ky.,  1899)  98  Fed.  562,  39 
CCA.  1,  48  L.R.A.  210;  on  a  later  appeal 
(CCA.  Ky.,  1902)  112  Fed.  931,  50  CCA.  623, 
57  L.R.A.  108,  appeal  denied  (1902)  186  U.S. 
483,  22  S.Ct.  943,  46  L.ed.  1261;  Schott  v.  Bank 
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of  Elmore  (1939)  62  Ohio  App.  67.  22  N.E.  (2d) 
996;' I)  Am.  Jur.,  Corporations,  §1121;  7  Am. 
Jur..  Banks,  §160;  and  the  annotation,  "Doc- 
trine of  ultra  vires  as  applied  to  torts  of  private 
corporation,"  57  A.L.R.  302.  Neither  the  Hind- 
man  nor  the  Schott  cases  hold  directly  that  the 
giving  of  credit  information  is  an  unauthorized 
banking  transaction,  but  support  generally  the 
above  rule  that  the  liability  of  the  bank  is  the 
same,  whether  or  not  it  was  authorized  to  give 
such  information.  Indeed,  the  Hindman  case 
contains  several  statements  to  the  effect  that 
under  certain  circumstances  the  giving  of  credit 
information  is  within  a  bank's  power.  See  Opin- 
ion 19:7. 

Other  decisions  tending  to  strengthen  the  non- 
liability rule  of  the  People's  National  Bank  case 
hold  that  the  defense  that  a  national  bank  was 
without  power  to  execute  a  particular  contract 
cannot  be  raised  by  a  third  person,  but  such 
want  of  authority  can  be  questioned  only  by  the 
Federal  Government.  Thompson  v.  St.  Nicholas 
National  Bank  (1892)  146  U.S.  240,  13  S.Ct.  66, 
36  L.ed.  956;  Baker  v.  Schofield  (CCA.  Wash., 
1915)  221  Fed.  322;  Voltz  v.  National  Bank 
(1895)  158  111.  532,42  N.E.  69. 

See,  for  a  general  discussion,  the  annotations, 
"Liability  of  bank  for  erroneous  credit  infor- 
mation furnished  by  it  or  its  officer  or  employee," 
48  A.L.R.  528,  and,  "Liability  of  persons  under- 
taking to  supply  credit  or  other  commercial  in- 
formation for  negligence  or  fraud  of  themselves 
or  their  agents."  102  A.L.R.  1070;  and  the  ap- 
pendix to  Opinion  19:7. 

19:10,  Credit  Information;  Effect  of  Fee 
ON  Bank's  Liability — A  bank  inquires  whether 
its  responsibility  for  furnishing  erroneous  credit 
information  will  be  decreased  if  it  does  not  charge 
a  fee  for  the  service. 

Opinion:  A  bank's  responsibility  for  credit  infor- 
mation, given  by  it,  is  apparently  not  materially  af- 
fected whether  or  not  it  charges  a  fee  for  such  service. 

A  gratuitous  bailee  of  goods  is  liable  for  in- 
jury to  such  goods  only  if  he  has  acted  with 
gross  carelessness  or  recklessness.  Maddock  v. 
Riggs  (1920)  106  Kan.  808,  190  Pac.  12,  12 
A.L.R.  216;  4  Williston,  Contracts,  §1038.  A 
compensated  bailee  is  held  to  a  standard  of  ordi- 
nary care.  Mason  v.  St.  Louis  Union  Stockyards 
Co.  (1894)  60  Mo.  App.  93,  and  annotation, 
"Duty  and  liability  of  gratuitous  bailee  or  man- 
datary," 4  A.L.R.  1196;  96  A.L:R.  909.  Many 
courts  would  state  the  above  rules  in  different 
terms  for  they  do  not  recognize  different  degrees 
of  care  and  negligence,  but  consider  that  the 
duty  is  always  one  of  ordinary  care  under  the 


particular  circumstances.  See  45  C.J.,  Negli- 
gence, §33.  They  would  reach  much  the  same  re- 
sult by  considering,  as  a  major  factor  affecting 
the  duty  of  ordinary  care,  the  fact  whether  the 
bailee  was  compensated. 

These  principles  of  law  are  well  established 
but  the  difficulty  arises  in  applying  them  to  the 
law  of  credit  information.  There  is  a  possibility 
that  the  bank  may  be  considered  as  receiving 
compensation,  even  though  it  does  not  charge 
a  fee  for  services  performed.  Harper  v.  Elon 
Bank  &  Trust  Co.  (1921)  182  N.C  298,  109  S.E. 
6,  17  A.L.R.  1205  held  that  the  receipt  by  a  bank 
of  bonds  for  safekeeping  was  intended  to  attract 
patronage,  and  that,  therefore,  although  it  did 
not  charge  for  tlie  service,  its  liability  was  that 
of  a  compensated,  rather  than  that  of  a  gratu- 
itous, bailee.  See  the  chapter.  Safe  Deposits  and 
Safekeeping. 

No  case  has  been  found  applying  to  credit  in- 
formation the  above  distinctions  between  a  com- 
pensated and  a  gratuitous  bailee.  A  mercantile 
agency,  whose  business  it  is  to  give  credit  in- 
formation for  a  fee,  is  held  to  a  standard  of  only 
ordinary  care  in  obtaining  and  transmitting  ac- 
curate information.  Opinion  19:9.  The  liability 
of  a  bank  charging  a  fee  for  such  service  will 
not  be  greater  than  that  of  a  mercantile  agency. 
Opinion  19  ;9.  If  the  bank  is  required  to  use  only 
ordinary  care  when  it  charges  a  fee,  it  will  cer- 
tainly be  held  to  no  greater  degree  of  care  if  it 
does  not  receive  compensation.  However,  "ordi- 
nary care"  depends  upon  the  particular  circum- 
stances (45  C.J.,  Negligence,  §35);  one  of  such 
circumstances  is  whether  the  service  is  compen- 
sated or  gratuitous.  The  practical  result  would 
seem  to  be  this;  in  an  action  against  a  bank 
for  furnishing  erroneous  information  the  court 
will  ordinarily  submit  to  the  jury  the  question 
of  negligence,  with  general  instructions  as  to  the 
principles  of  law. 

19:11.  Credit  Information;  Disclaimer 
Clause — A  bank  answering  credit  inquiries  uses 
the  following  clause  on  its  information  form: 
"For  your  private  use,  and  without  responsibility 
on  the  part  of  this  bank  or  its  officers."  Does 
this  clause  relieve  the  bank  from  responsibility 
if  an  inquirer  incurs  loss  because  the  informa- 
tion is  erroneous?  What  form  of  disclaimer  clause 
is  recommended? 

Opinion:  A  properly  phrased  disclaimer  clause  may 
relieve  a  bank  from  responsibility  for  furnishing  in- 
accurate credit  information,  except  where  the  bank 
knows  the  information  to  be  false  or  furnishes  the 
information  with  such  reckless  disregard  as  to  its 
accuracy  as  to  amount  to  fraud.  A  recommended  form 
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of  disclaimer  clause  is  included  at  the  end  of  the 
opinion. 

A  bank  giving  credit  information  is  liable  for 
damage  resulting  to  the  inquiring  person  from 
the  bank's  failure  to  use  ordinary  care  in  ob- 
taining and  furnishing  the  information.  Opinion 
19:9.  The  disclaimer  clause  in  effect  removes  this 
requirement  of  care  and  makes  the  bank  or  credit 
bureau  liable  only  for  want  of  good  faith. 

A  credit  agency  may  by  contract  limit  its  lia- 
bility for  erroneous  information  given  by  itself 
or  its  agents  (Globe  Home  Improvement  Co.  v. 
Perth  Amboy  Chamber  of  Commerce  Credit 
Bureau  [1936]  116  N.J.L.  168,  182  Atl.  641,  102 
A.L.R.  1068),  but  such  limitation  will  not,  in 
general,  protect  it  where  the  information  was 
known  to  be  false  or  was  furnished  with  such 
reckless  disregard  of  its  accuracy  as  to  amount 
to  fraud.  Bauman  v.  Bradstreet  Co.  (1933)  238 
App.  Div.  617,  265  N.Y.S.  169;  40  C.J.,  Mer- 
cantile Agencies,  §5.  The  Corpus  Juris  section, 
referred  to  above,  cites  Duncan  v.  Dunn  (1879) 
8  Fed.  Cas.  #4134  as  holding  the  apparently 
extreme  view  that  a  mercantile  agency  can  ex- 
empt itself  from  liability  for  even  the  "gross 
negligence"  of  its  agents,  but  does  not  explain 
what  "gross  negligence"  means. 

In  Xiques  v.  Bradstreet  Co.  (1893)  70  Hun. 
334,  24  N.Y.S.  48,  affirmed  on  opinion  below 
(1894)  141  N.Y.  605,  36  N.E.  740,  the  Bradstreet 
Company  used  the  following  disclaimer  clause 
when  supplying  credit  information: 

.  .  .  that  the  said  company  shall  not  be  liable  for 
any  loss  or  injury  caused  by  the  neglect  or  other  act 
of  any  officer  or  agent  of  the  company  in  procuring, 
collecting,  and  communicating  said  information;  that 
the  said  company  does  not  guaranty  the  correctness 
of  the  aforesaid  information  ...  [24  N.Y.S.  49] 

The  New  York  court  held  that  this  clause  re- 
lieved the  defendant  mercantile  agency  from 
liability  where  the  information  furnished  referred 
to  a  person  of  the  same  name  as  the  subject  of 
the  inquiry  living  at  a  different  address  from 
that  specified.  The  court  said  that  the  agency 
used  due  care  in  attempting  to  find  the  right 
person  at  the  address  given,  and,  failing  in  this, 
it  gave  information  concerning  a  person  of  the 
same  name.  The  plaintiff  was  also  held  to  have 
contributed  to  his  loss  by  shipping  his  goods 
to  an  address  different  from  that  specified  in  the 
credit  inquiry.  On  the  other  hand;  in  Munro  v. 
Bradstreet  Co.  (1915)  170  App.  Div.  294,  155 
N.Y.S.  833,  the  disclaimer  clause,  quoted  above, 
did  not  relieve  the  commercial  agency  from 
liability  where  it  supplied  false  information 
represented  as  coming  from  a  recent  special  re- 
port, but,  in  fact,  taken  from  a  six  months'  old 
file;  the  theory  of  the  court  was  that  these  facts 


amounted  to  fraud  on  the  part  of  the  mercantile 
agency. 

Text  writers  suggest  several  forms  of  dis- 
claimer clauses  to  be  used  by  banks,  which  are, 
in  general,  more  comprehensive  than  that  in  the 
inquiry.  In  Prendergast  and  Steiner,  Credit  and 
its  Uses,  p.  243,  are  helpful  comments  and  a  well 
drafted  form: 

In  order  to  protect  itself,  the  reply  of  the  bank  to 
whom  the  inquiry,  bank  or  trade,  is  addressed,  is 
usually  made  upon  paper  bearing,  often  in  red,  the 
customary  disclaimer  clause.  These  clauses  differ,  in 
accordance  with  the  phrasing  used  by  the  bank's  at- 
torneys. A  specimen  is  as  follows: 
CONFIDENTIAL.  This  information  is  communi- 
cated at  your  request  in  strict  confidence  as  a  matter 
of  courtesy  for  your  own  use  upon  condition  that 
neither  this  bank  nor  any  member  of  its  staff  shall 
be  held  responsible  therefor  or  under  obligation  to 
notify  you  in  the  event  of  changes  affecting  the  opin- 
ion expressed. 

In  general,  the  clause  contains  two  noteworthy  fea- 
tures. First,  the  information  is  given  as  an  opinion 
and  without  responsibility.  This  avoids  liability  for 
losses  accruing  to  others  by  reason  of  acting  upon 
the  opinion  given;  but  it  is  doubtful  whether,  even 
without  such  notice,  the  bank  could  be  held  liable 
for  damages,  unless  it  derived  undue  benefit.  The 
information,  of  course,  is  given  in  good  faith,  not 
guaranteed  as  fact,  and  only  after  an  attempt  to 
obtain  the  information  from  reliable  sources  by  due 
and  diligent  inquiry.  Second,  the  information  is  to 
be  treated  confidentially.  This  is  to  avoid  the  possi- 
bility of  being  sued  for  libel,  and  also  to  save  the 
bank  possible  embarrassment  through  having  its  opin- 
ion misused  or  treated  carelessly.  It  may  be  assumed 
that  the  bank  would  be  in  the  same  position  as  a 
mercantile  agency.  While  the  risk  of  a  libel  suit  is 
small,  the  credit  man  must  be  discreet,  both  in  phras- 
ing the  information  and  in  releasing  it. 

Other  forms  of  disclaimer  clauses  commonly 
used  are  set  forth  by  other  text  writers: 

All  persons  are  informed  that  any  statement  on 
the  part  of  this  bank,  or  any  of  its  officers,  as  to  the 
responsibility  or  standing  of  any  person,  firm  or  cor- 
poration or  as  to  the  value  of  any  securities,  is  a 
mere  matter  of  opinion  and  given  as  such,  and  solely 
as  a  matter  of  courtesy,  and  for  which  no  responsi- 
bility, in  any  way,  is  to  attach  to  this  bank,  or  any 
of  its  officers.  [1  Langston,  Practical  Bank  Operation, 
p.  239] 

See,  for  similar  phraseology,  4  Westerfield, 
Banking  Principles  and  Practice,  p.  943. 

The  information  herein  given  and  the  opinions  ex- 
pressed are  given  in  response  to  your  inquiry  and  as 
a  matter  of  courtesy  only.  No  responsibility  is  to 
attach  to  the  bank  or  any  of  its  ofillcers  by  virtue  of 
statements  herein  made,  and  they  are  given  and  must 
be  accepted  under  the  foregoing  conditions.  [2  Kniffin, 
Commercial  Banking,  p.  5S5J 

Combining  various  elements  from  such  forms 
results  in  a  form,  such  as  follows: 

The  statements  in  this  report  are  only  opinions 
furnished   in   response   to  your   inquiry,   solely   as   a  - 
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matter  of  courtesy  [if  a  fee  is  charged,  substitute 
"for  nominal  service  fee,"  in  place  of  "bolely  as  a 
matter  of  courtesy"],  for  jour  own  use  in  strict  con- 
fidence. You  accept  this  report  upon  the  condition 
that  neither  this  bank  nor  any  member  of  its  stalT 
shall  be  responsible  for  the  accuracy  of  such  opinions, 
nor  under  obligation  to  notify  you  of  changes  affect- 
ing such  opinions. 

The  following  statements  may  be  made  about 
this  form: 

1.  The  comments  made  by  Prendergast  and 
Steiner  apply. 

2.  Even  a  statement  which  is  apparently  one 
of  fact  (such  as  that  real  property  is  subject 
to  a  mortgage)  is  considered  to  be  a  statement 
of  opinion. 

3.  The  form  does  not  in  terms  attempt  to  re- 
lieve the  bank  from  negligence,  which  would 
raise  an  exceedingly  troublesome  legal  problem. 


Instead,  the  form  states  in  substance  that  this 
information  is  furnished  with  the  distinct  un- 
derstanding that  the  bank  is  under  no  legal  duty 
of  care  except  to  confine  the  report  to  what  is 
in  fact  the  opinion  of  the  bank.  It  does  not  at- 
tempt to  protect  the  bank  when  it  does  not  act 
in  good  faith. 

4.  The  legal  effect  would  seem  to  be  the  same 
whether  or  not  the  bank  profited  indirectly  from 
what  the  person,  receiving  the  information,  did 
in  reliance  on  such  data. 

Recommendation:  In  order  to  avoid  the  interpre- 
tation by  the  courts  that  certain  statements  in  a  credit 
report  might  not  be  opinions,  care  might  be  taken 
in  the  exact  phraseology  of  the  credit  report-  For  ex- 
ample, a  bank  might  say  "we  are  of  the  opinion  that" 
or  "we  understand  that." 
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§19.    DISCLOSURE  OF  CREDIT  AND  OTHER  INFOR- 
MATION CONCERNING  CUSTOMER 

19:1.     Generally — 

It  is  stated  in  the  original  opinion  that  a  bank  should,  as  a 
general  policy,  consider  information  received  concerning  its  cus- 
tomers as  confidential,  which  it  should  not  disclose  to  others  with- 
out clear  justification.  The  opinion  indicates  that  several  legal 
theories  can  be  advanced  to  support  a  bank's  duty  of  secrecy  to 
its  customers.  One  theory  is  that  there  is  a  contractual  duty  not 
to  disclose  the  information.  This  theory  was  adopted  by  the 
Idaho  Supreme  Court  in  Peterson  v.  Idaho  First  National  Bank 
(Idaho,  1961)  367  Pac.  (2d)  284.  The  plaintiff,  a  depositor  in 
defendant  bank,  brought  an  action  charging  the  bank  with  a  viola- 
tion of  his  right  of  privacy.  The  bank,  pursuant  to  a  request  from 
the  depositor's  employer,  had  disclosed  to  the  employer  that  a 
large  number  of  the  employee's  personal  checks  had  been  returned 
because  of  insufficient  funds.  The  disclosure  was  made  without 
the  knowledge  or  consent  of  the  depositor-employee.  The  bank 
manager,  in  his  deposition,  stated  that  it  was  against  bank  policy 
to  give  such  information,  but  that  he  had  discretionary  authority 
to  do  so  in  certain  cases. 

The  court  ruled  that  the  depositor's  complaint  failed  "to  state  a 
claim  upon  which  relief  can  be  granted  on  the  ground  of  invasion 
of  his  rights  of  privacy,"  because  the  depositor  had  not  alleged 
that  the  information  had  been  disseminated  to  anyone  other  than 
the  employer  or  that  the  disclosure  was  not  justified  under  the 
claimed  discretion  of  the  bank  manager. 

The  court,  however,  found  that  the  depositor  could  be  entitled 
to  relief  on  the  ground  of  a  breach  of  implied  contract  by  the 
bank.  The  court  stated : 

It  is  inconceivable  that  a  bank  would  at  any  time  consider  itself  at  lib- 
erty to  disclose  the  intimatq  details  of  its  depositors'  accounts.  Inviolate 
secrecy  is  one  of  the  inherent  and  fundamental  precepts  of  the  relation- 
ship of  the  bank  and  its  customers  or  depositors.  This  high  ethical  stand- 
ard is  recognized  by  the  defendant  bank  in  the  instant  case,  as  outlined 
in  the  mannpcr's  deposition. 

It  is  implicit  in  the  contract  of  the  bank  with  its  customer  or  depositor 
that  no  information  may  be  disclosed  by  the  bank  or  its  employees  concern- 
ing the  customer's  or  depositor's  account,  and  that,  unless  authorized  by 
law  or  by  the  customer  or  depositor,  the  bank  must  be  held  liable  for  breach 
of  the  implied  contract.  The  claimed  discretionary  power  assumed  by  the 
bank  manager  did  not  dispense  with  the  necessity  of  assent  by  the  cus- 
tomer or  depositor.  [367  Pac.  (2d)  290] 

The  reporting  of  certain  credit  information  and  the  exchange  of 
sucli  information  between  financial  institutions  was  authorized, 
in  Utah,  by  Laws  of  1967,  Chapter  15.  The  statute  generally  au- 
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thorizes  any  commercial  bank  doing  business  in  Utah  to  report  to 
any  financial  institution  or  credit  reporting  agency  that  an  unsatis- 
factory checking  account  has  been  closed  out  and  the  identity  of  the 
depositor,  without  any  liability  for  disclosing  the  information  to 
any  authorized  person,  or  for  any  error  or  omission  in  the  report. 
The  full  text  of  the  statute  is  as  follows: 

Section  1.  The  substantial  financial  loss  to  the  State  and  to  trade  and 
commerce  within  this  state  resulting  from  checks  returned  unpaid  by  the 
drawee  bank  requires  concerted  effort  by  financial  institutions  to  attempt  to 
minimize  the  number  of  such  checks.  The  legislature  finds  that  to  facilitate 
such  concerted  effort  adequate  protection  against  liability  of  the  partici- 
pating financial  institutions  is  necessary. 

Section  2.  Any  commercial,  national,  or  state  bank  doing  business  in  the 
state  may  report  to  any  other  bank,  financial  institution,  or  credit  reporting 
agency  that  an  unsatisfactory  demand  deposit  account  has  been  closed  out, 
and  the  identity  of  the  depositor. 

Section  3.  Any  commercial,  national,  or  state  bank  making  any  report 
or  communication  of  information  authorized  by  this  act  shall  not  be  liable 
to  any  person  for  disclosing  such  information  to  any  recipient  authorized 
under  the  provisions  of  this  act,  or  for  any  error  or  omission  in  such 
report  or  communication. 

Section  4.  One  or  more  commercial,  national,  or  state  banks  may  jointly 
agree  with  one  or  more  other  banks  or  other  financial  institutions  for  the 
reciprocal  exchange  of  any  information  authorized  to  be  reported  by  the 
provisions  of  this  act.  Such  reciprocal  exchange  of  information  or  the  acts 
or  refusals  to  act  of  one  or  more  recipients  because  of  such  information 
shall  not  constitute  a  boycott  or  blacklist,  or  otherwise  be  a  basis  for 
liability  to  any  person  on  the  part  of  any  participant  in  the  reciprocal 
exchange  of  information  authorized  by  this  act. 

Section  5.    As  used  in  this  act : 

(1)  the  term  "financial  institution"  means  any  institution  subject  to  the 
supervision  of  the  state  banking  department. 

(2)  the  term  "credit  reporting  agency"  shall  include  any  cooperative 
credit  reporting  agency  maintained  by  an  association  of  financial  institu- 
tions or  one  or  more  associations  of  merchants. 

19:9.     Credit  Information;  Liability  of  Bank  Generally — 

A  bank  is  not  liable  for  credit  information  concerning  one 
of  its  depositors,  when  it  is  not  shown  that  any  of  the  statements 
was  false,  and  when  it  is  shown  that  the  creditor  was  unwarranted 
in  relying  on  the  bank's  report.  Park  &  Til  ford  Import  Corpora- 
tion V.  Passaic  National  Bank  &  Trust  Co.  (1943)  129  N.J.L. 
436,  30  Atl.  (2d)  24.  The  plaintiff,  Park  &  Tilford  Company, 
requested  information  frotn  the  defendant  national  bank  concern- 
ing the  moral  and  financial  responsibility  of  a  Mrs.  Hanson,  one 
of  the  bank's  depositors.  The  bank,  by  Roden,  its  credit  manager, 
replied  that  Mrs.  Hanson,  the  owner  of  a  wine  and  liquor  shop, 
had  carried  an  account  with  the  bank  for  five  years,  with  balances 
for  the  current  year  averaging  a  "moderate  three  figure  amount ;" 
that  the  bank's  experience  with  the  account  had  been  "satis fac- 
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tory;"  that  payments  by  Mrs.  Hanson  on  her  purchases  had  run 
from  prompt  to  30  days  slow;  that,  while  Mrs.  Hanson's  finan- 
cial statement  did  not  show  a  "large  worth,"  the  bank  was  "fav- 
orably impressed  with  her  and  her  husband."  At  the  bottom  of 
the  report  was  the  following  clause:  "Confidential  information 
which  is  furnished  at  your  request  and  without  any  responsibility 
on  the  part  of  the  bank  or  its  officers."  The  plaintiflF's  credit  man- 
ager had  previously  requested  credit  information  on  Mrs.  Han- 
son from  Dun  &  Bradstreet,  a  credit  rating  agency.  The  Brad- 
street  report  showed  that  the  capital  was  limited  and  her  indebt- 
edness heavy.  After  receiving  this  information,  the  plaintiflf  then 
sold  a  large  shipment  of  liquor  to  Mrs.  Hanson,  for  which  it  was 
not  paid.  It  thereupon  brought  this  action  in  deceit  to  recover 
from  the  bank  and  Roden  for  the  loss  allegedly  caused  by  its  re- 
liance on  the  bank's  report,  claiming  that  the  $230  shown  in  the 
bank's  records  to  be  Mrs.  Hanson's  average  balance  was  not 
"moderate,"  but  low,  and  that  the  bank  should  not  have  character- 
ized its  experience  with  Mrs.  Hanson  as  "satisfactory."  The  trial 
court  gave  judgment  for  the  plaintiff,  which  was  reversed  on 
appeal,  the  appellate  court  dismissing  the  complaint  on  the  ground 
that  the  bank's  statements  were  not  shown  to  be  false  and  that  the 
plaintiff  had  not  acted  reasonably  in  relying  on  the  bank's  state- 
ment. The  court  said  that  it  was  not  necessary  to  consider  whether 
the  disclaimer  clause  would  bar  the  action,  because  fraud  had  not 
been  proved.  The  court  stated  that  since  the  Bradstreet  report 
showed  that  Mrs.  Hanson's  financial  responsibility  was  not  good, 
no  reasonable  person  would  have  relied  on  the  bank's  letter  in 
making  the  sale.  Further,  the  bank's  use  of  the  word  "moderate," 
in  describing  the  average  bank  balance  of  Mrs.  Hanson  was  not 
a  false  statement.  Moderate,  said  the  court,  means  limited  in 
quantity,  and  so  it  is  generally  understood.  The  statement  that 
the  bank's  experience  with  the  account  had  been  satisfactory  was 
merely  the  conclusion  of  the  bank  as  to  their  satisfactory  dealings 
with  their  depositor. 

False  representations  concerning  the  financial  condition  of  the 
drawer,  made  to  the  payee  of  a  check  by  the  drawee  bank  and 
relied  upon  by  the  payee  to  his  detriment,  will  give  rise  to  a  cause 
of  action  for  fraudulent  misrepresentation.  Such  was  the  ruling 
in  Sparks  v.  Guaranty  State  Bank  (1956)  179  Kans.  236,  293 
Pac.  (2d)  1017.  The  plaintiff  had  sold  eggs  to  a  packing  company 
and  had  received  from  the  buyer  two  checl<s  drawn  on  the  defend- 
ant bank.  The  first  check  having  been  protested  for  non-payment, 
the  plaintiff  determined  to  repossess  the  eggs  which,  at  the  time, 
could  have  been  identified  by  him.  However,  an  officer  of  the  de- 
fendant bank,  acting  in  his  official  capacity,  assured  the  plaintiff 
that  the  packing  company  was  solvent  and  in  no  financial  difficulty, 
that  the  check  would  undoubtedly  soon  be  paid  and  that  this  was 
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the  first  instance  of  the  bank's  having  protested  one  of  the  pack- 
ing company's  checks.  The  plaintiff,  thoroughly  convinced,  left 
the  check  with  the  bank  for  collection,  refraining  from  repossess- 
ing the  eggs  or  from  taking  any  legal  action  on  the  protested 
check.  In  fact,  the  company  was  insolvent  and  the  bank  had  pro- 
tested many  of  its  checks ;  further,  the  company  was  indebted  to 
the  bank  and  had  a  number  of  outstanding  checlcs  drawn  against 
insufficient  funds,  all  of  which  was  known  to  the  bank  at  the 
time  the  representations  were  made.  About  a  week  after  the  con- 
versation, the  bank,  under  the  terms  of  a  note  and  mortgage  given 
to  it  by  the  company,  took  possession  of  1227  cases  of  eggs  and 
sold  them,  applying  the  proceeds  to  reduce  the  company's  indebt- 
edness to  it.  Later,  the  second  check  was  also  protested,  and  sub- 
sequently, bankruptcy  proceedings  were  commenced  against  the 
packing  company. 

In  an  action  against  the  bank  to  recover  the  amount  of  the  two 
checks,  the  plaintiff  claimed  that  because  of  the  alleged  false  and 
fraudulent  representations  made  to  him  by  the  bank  official,  upon 
which  he  relied,  he  was  induced  to  refrain  from  repossessing  the 
eggs  or  taking  immediate  action  against  the  packing  company. 
The  defendant  bank  moved  to  dismiss  the  action  on  the  ground 
that  the  alleged  misrepresentations  constituted,  at  most,  an  "ex- 
pression of  opinion  rather  than  statements  of  fact  and  [were] 
therefore  not  actionable."  The  court  denied  the  bank's  motion, 
stating  that  the  plaintiff  was  not  told  the  truth  about  the  packing 
company's  financial  condition,  and  that  "Such  statements  coming 
from  one  who  was  in  position  to  know  were  not  mere  expressions 
of  opinion — they  amounted  to  statements  of  fact." 

A  bank's  erroneous  advice  to  a  third  party,  concerning  deposits 
made  in  a  customer's  account,  upon  which  erroneous  advice  the 
customer  relied  to  his  detriment,  has  subjected  the  bank  to  liability 
for  damages  sustained  by  the  customer.  De  Atucha  v.  Manufac- 
turers Trust  Company  (Sup.  Ct,  N.Y.,  1956)  155  N.Y.S.  (2d) 
537.  The  plaintiff,  tlirough  its  French  corporation  in  Paris,  had 
agreed  to  sell  an  automobile  for  $6,300,  said  sum  to  be  deposited  in 
plaintiff's  account  with  defendant  bank  in  New  York.  Pending 
such  deposit,  the  equivalent  amount  in  French  francs  had  been  de- 
posited as  security.  The  French  corporation  inquired  of  the  de- 
fendant bank  whether  the  $6,300  had  been  received  from  the 
buyer,  Mr.  Beziers,  and  the  bank  replied,  using  a  printed  form 
which  stated,  "Thank  you  for  your  mail  deposit  of  9/30/48 
amounting  to  $6,300,  which  we  have  received  and  credited  to 
account  of  Jorge  De  Atucha  [plaintiff]."  Relying  on  this  informa- 
tion, title  to  the  vehicle  was  transferred  and  the  security  released. 
However,  the  information  furnished  by  the  bank  was  erroneous, 
for  no  such  deposit  had  been   made.    The   plaintiff,  therefore, 
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brought  an  action  seeking  damages  "suffered  by  reason  of  defend- 
ant's negligent  use  of  language."  As  a  defense,  the  bank  asserted 
that  there  was  no  contractual  relationship  between  it  and  the 
French  corporation,  and,  further,  that  the  plaintiff  was  contribu- 
torily  negligent.  The  court  denied  the  validity  of  these  defenses 
and  gave  judgment  for  the  plaintiff,  stating  that,  because  of  the 
nature  of  the  defendant  bank's  business,  it  should  have  known 
that  inquiries  with  respect  to  deposits  to  accounts  of  its  customers 
were  for  a  serious  purpose,  that  the  one  who  made  the  inquiry 
would  rely  on  the  information  furnished,  and,  therefore,  that  the 
bank  must  respond  for  damages  "resulting  from  its  negligent  use 
of  language." 

This  decision  was  affirmed,  without  opinion,  in  (1957)  3  App. 
Div.  (2d)  902,  163  N.Y.S.  (2d)  402.  Motion  for  leave  to  appeal 
to  the  Court  of  Appeals  was  denied  in  (1957)  3  App.  Div.  (2d) 
1004,  165  N.Y.S.  (2d)  434. 

Reaffirming  the  general  rule  that  a  depositor  is  entitled  to  have 
the  state  of  his  account  kept  secret  and  that  banks  have  no  duty 
"to  warn  the  investing  public  as  to  the  financial  condition  of  their 
depositors,"  the  North  Carolina  Supreme  Court  ruled,  in  Sparks 
v.  Union  Trust  Company  of  Shelby  (1962)  256  N.C.  478,  124 
S.E.  (2d)  365,  that  a  bank  could  not  be  liable  for  failing  to  di- 
vulge a  depositor's  financial  condition.  The  plaintiff",  not  a  cus- 
tomer of  defendant  bank,  alleged  that  he  had  informed  the  man- 
ager of  defendant's  branch  that  he  intended  to  borrow  money 
to  erect  a  special  building  to  be  leased  for  a  term  of  years  to  one 
of  the  bank's  depositors.  The  manager,  who  was  retaining  $152,- 
000  in  bad  checks  of  the  depositor,  knew  that  the  depositor  was 
insolvent  but  withheld  this  information  from  the  plaintiff.  Sub- 
sequently, the  plaintiff  erected  the  building  and  leased  it  to  the 
bank's  depositor.  About  a  year  later,  the  depositor's  insolvency 
became  known  and,  of  course,  the  rent  was  not  paid.  The  plaintiff 
brought  an  action  against  the  bank  for  damages  suffered  by  reason 
of  the  non-payment  of  rent.  The  plaintiff  contended  that  if  the 
defendant's  manager  had  disclosed  the  true  financial  condition 
of  the  depositor,  the  plaintiff  would  not  have  entered  into  a  long 
term  lease  with  him.  In  affirming  the  trial  court's  dismissal  of  the 
complaint,  the  court  stated  that  the  bank  was  under  no  legal  duty, 
under  the  circumstances,  to  warn  or  tell  plaintiff  of  its  depositor's 
financial  condition.  A  bank  is  under  an  implied  obligation  to  keep 
secret  the  records  of  its  depositors  and  it  is  not  within  the  line  of 
duty  of  bank  officers  to  disclose  the  condition  of  the  accounts  of 
the  bank's  customers  whenever  inquiry  is  made  as  to  the  financial 
responsibility  of  a  depositor. 
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BANKS  AND  BANKING:   FLORIDA  ADOPTS  A 
DUl Y  OF  SECRECY 

Milohnich  v.  First  National  Dank,  221  So.  2d  759  (3d  D.C.A.  Fla.  1969) 

Defendant  bank  divulged  information  concerning  plaintiff's  account  to 
a  third  party.  Acting  on  this  knowledge,  the  third  party  sued  plaintiff. 
Plaintiff  later  sued  the  defendant  bank  alleging  damages  arising  from  de- 
fending and  settling  the  third  party's  suit.  The  circuit  court  dismissed  the 
complaint,  ruling  that  plaintiff  had  failed  to  state  a  cause  of  action.  The 
plaintiff  appealed,  claiming  that  defendant  had  violated  an  implied  con- 
tractual duty  to  keep  the  plaintiff's  account  secret.  The  Third  District  Court 
of  Appeal  HELD,  the  complaint  stated  a  cause  of  action  for  breach  of  an 
implied  contractual  duty  by  the  defendant  bank's  intentional  disclosure  of 
information  about  plaintiff's  account  to  a  third  party.^  Judgment  reversed  and 
remanded.  Judge  Pearson  concurring  specially. 

This  case  considers  the  legality  of  a  bank's  disclosure  of  information 
concerning  a  customer's  account.  Clearly,  a  bank  can  divulge  such  informa- 
tion when  the  depositor  expressly  or  impliedly  authorizes,  as  when  the 
customer  seeks  credit. ^  The  bank  must  disclose  facts  when  properly  ordered 
by  a  grand  jury,^  a  court,*  or  the  Internal  Revenue  Service.^  In  all  other 
situations,  however,  banks  are  under  no  chtty  to  give  the  public  any  infor- 
mation concerning  their  depositors'  accounts.®  The  instant  case  holds  that 
the  bank  has  no  right  to  disclose  details  of  a  customer's  account  to  third 
parties  unless  the  depositor  or  the  law  so  authorizes. 

In  spite  of  the  large  number  of  bank  depositors,  cases  on  this  point  are 
rare.  In  1850  an  English  case  first  held  that  a  bank  may  divulge  informa- 
tion about  a  customer's  account  to  a  third  party.^  Twelve  years  later  a 
different  court  reached  a  contrary  result.*  Less  than  a  decade  later  a  third 
court  took  the  middle  ground  and  ruled  that  a  bank  can  divulge  information 
concerning  an  account  only  upon  a  "reasonable  and  proper  occasion."*  In 

1.  224  So.  2d  759  (3d  D.C.A.  Fla.  1969). 

2.  Hindman  v.  First  Nat'l  Bank,  98  F.  562,  567  (6th  Cir.  1899);  Peterson  v.  Idaho  First 
Nafl  Bank,  83  Idaho  578,  588.  367  P.2d  284,  290  (1961);  Ritchie  v.  Arnold,  79  111.  App.  406. 
408  (1898). 

3.  Baker  v.  State,  183  Ind.  1.  4-5,  108  N.E.  7,  8-9  (1915). 

4.  Brex  v.  Smith,  104  N.J.  Eq.  386,  390.  146  A.  34.  36  (Ch.  1929). 

5.  De  Masters  v.  Arend,  313  F.2d  79,  86  (9th  Cir.  1963).  apl>eal  dismissed,  375  U.S.  936 
(1963);  United  States  v.  Peoples  Deposit  Bank  &  Trust  Co..  112  F.  Supp.  720,  723-24  (E.D. 
Ky.  1953). 

6.  Cunningham  v.  Merchants'  Nafl  B.ink,  4  F.2d  25.  30  (1st  Cir.  1925);  Sparks  v.  Union 
Trust  Co.,  256  N.C.  478,  481,  124  S.E.2d  365,  367  (1962);  Peoples'  Nat'l  Bank  v.  Southern 
States  Fin.  Co..  192  N.C.  69.  77.  133  S.E.  415,  419    (1926). 

7.  Tassell  v.  Cooper,  9  C.B.  509,  533-35,  137  Eng.  Rep.  990,   1000    (C.P.   1850). 

8.  Foster  v.  The  Bank  of  London,  3  F.  k  F.  214,  217.  176  Eng.  Rep.  96,  97-98  (N.P. 
1862).  This  case  ruled  against  disclosure  despite  the  fact  that  the  third  party  was  the 
depositor's  creditor,  a  situation  in  which  disclosure  is  usually  permitted.  See  text  accom- 
panying note  2  supra. 

9.  Hardy  v.  Veasey.  [1868]  L.R.  3  Ex.  107,  111-13. 
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1908  a  Canadian  court  upheld  this  reasonable  man  standard,  but,  in  dicta, 
leaned  toward  nondisclosure  and  indicated  that  if  third  parties  could 
inspect  the  customer's  account,  public  confidence  in  banks  would  be  shaken.^" 
The  Canadian  law  was  finally  settled  in  Touruicr  v.  National  Provincial  6- 
Union  Bank.^^  Plaintiff  Tournier  endorsed  a  check,  payable  to  him,  to  a 
gambler.  Learning  this  upon  return  of  the  check,  defendant  bank  told 
plaintiff's  employer  who  subsequently  dismissed  Tournier.  The  court,  ruling 
for  the  plaintiff,  held  that  the  bank  breached  an  implied  contractual  duty  of 
secrecy. 

The  five  American  cases  on  point  are  more  consistent  than  the  English 
cases,  primarily  because  four  were  decided  after  Tournier.  All  of  the  Ameri- 
can decisions  hold  that  a  bank  may  not  divulge  customer  information  to 
third  parties,  basing  their  holding  on  implied  contract,  property,  agency,  or 
tort  principles. 

Three  of  the  American  cases  rest  on  implied  contract.  North  Carolina," 
Idaho,"  and  now  Florida^*  follow  Tournier  and  hold  privacy  so  necessary 
and  inescapable  in  banking  that  the  contract  between  the  bank  and  custo- 
mer calls  for  a  duty  of  secrecy.  The  majority  in  the  instant  case  based  their 
ruling  entirely  upon  implied  contract  and  did  not  deal  with  principles  of 
property,  agency,  or  tort.  Previously  Florida  had  recognized  that  the  bank- 
depositor  relationship  arises  only  out  of  express  or  implied  contract.^'  In 
interpreting  such  a  relationship,  the  courts  will  imply  only  those  terms  to 
which  a  reasonable  man  would  have  expressly  agreed  had  he  considered  all 
possibilities.^"  The  present  case  held  that  a  prudent  man  and  bank  would 
have  expressly  contracted  for  privacy  had  they  considered  the  issue. ^' 

A  second  line  of  cases,  although  now  weak  precedent,  holds  that  a  bank 
has  a  legal  duty  of  secrecy  arising  out  of  customers'  property  rights.  In  Brex 
V.  Smith,^^  a  county  prosecutor  in  New  Jersey  suspected  corruption  in  the 
f>olice  force  and  sought  to  inspect  each  policeman's  bank  records.  The  court, 
in  denying  the  prosecutor's  request,  held  that  the  information  contained  in 
the  books  was  the  property  of  the  depositors  and  to  allow  such  a  search  would 
violate  their  property  rights.  The  other  case'^  holding  that  depositors  have 
a  property  right  in  their  bank  records  does  not  completely  parallel  Brex  v. 
Smith  because  it  involved  an  inspection  by  Internal  Revenue  Service  agents; 
moreover,  it  was  subsequently  modified  and  condemned  by  later  federal 
cases.^"  The  present  case  did  not  touch  the  issue  of  whether  property  rights 

10.  Montgomery  v.  Ryan,  [1908]  16  Ont.  L.R.  75,  92-93,  99-100.  105,  107  (C.A.). 

11.  [1924]  1  K.B.  461.  12  B.R.C.  1021. 

12.  Sparks  v.  Union  Trust  Co.,  256  N.C.  478,  124  S.E.2d  365  (1962). 

13.  Peterson  v.  Idaho  First  Nafl  Bank,  83  Idaho  578,  367  P.2d  284  (1961). 

14.  224  So.  2d  759  (3d  D.C.A.  Fla.  1969). 

15.  McCrory  Stores  Corp.  v.  Tunniclifle,  104  Fla.  683,  687,  140  So.  806,  807    (1932). 

16.  Bromer  v.  Florida  Power  &  Light  Co.,  45  So.  2d  658,  660  (Fla.  1950);  Rice  v.  First 
Fed.  Sav.  &  Loan   Ass'n,  207  So.  2d  22,  23    (3d  D.C.A.   Fla.   1968). 

17.  224  So.  2d  759  (3d  D.C.A.  Fla.  1969). 

18.  104  N.J.  Eq.  386,  146  A.  34  (Ch.  1929). 

19.  Zimmerman  v.  Wilson,  81  F.2d  847   (3d  Cir.  1936). 

20.  Zimmerman  v.  Wilson,  105  F.2d  583,  586    (3d  Cir.   1939);   United  States  v.  Peoples 
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force  a  bank  to  keep  its  customers'  accounts  secret.  Given  the  history  of  the 
federal  tax  cases,  Florida  courts  seem  unlikely  to  consider  property  rights  as  an 
issue  in  this  area. 

The  court  in  Peterson  v.  Idaho  First  National  Bank^^  substantiated  its 
decision  by  finding  an  agency  relationship  between  the  bank  and  the  de- 
'positor.  There  both  Peterson  and  his  employer  had  accounts  at  the  defendant 
bank.  The  bank  told  the  employer  that  Peterson  frequently  overdrew  his 
account.  Citing  Brex  v.  Smith,  tlie  Idaho  supreme  court  stated  that  although 
the  bank  and  customer  existed  as  debtor  and  creditor  where  the  money  de- 
posited was  concerned,  they  stood  as  agent  and  principal  in  reference  to  the 
bank's  records.  Therefore,  the  bank,  as  the  customer's  agent,  should  not 
disclose  confidential  information  to  third  parties.  Florida  has  always  cast  the 
typical  bank-depositor  relationship  as  debtor-creditor,^^  and  the  instant  case, 
following  precedent,  did  not  consider  the  issue  of  an  agency  relationship. 

Although  the  majority  in  tlie  present  case  found  the  bank's  duty  of 
secrecy  in  implied  contract,  the  concurring  opinion  relied  solely  on  "a  kind  of 
business  tort,"^^  without  specifying  which  tort.  Banks  have  been  held  liable 
for  deceit^*  and  malicious  interference  with  contracts,"  but  these  were  cases 
in  which  the  bank  misled  investors  or  urged  another  party  to  call  in  a  loan- 
situations  far  removed  from  the  facts  in  the  principal  case.  Moreover,  defend- 
ant bank  in  the  instant  case  would  not  be  accountable  for  defamation  if  it 
represented  plaintiff  favorably,  perhaps  by  saying  that  the  plaintiff  had  a 
bank  account  large  enough  to  be  attacked  by  a  suit.^" 

Two  cases,  though,  partially  based  their  holdings  on  the  tort  of  invasion 
of  privacy. 2^  An  1829  New  York  case  held  that  a  bank  director  who  divulged 
plaintiff's  trouble  on  the  cotton  exchange  violated  plaintiff's  right  to  privacy.^* 
Other  authorities  indirectly  agree  that  the  disclosure  of  any  details  of  the 
customer's  bank  account  invades  his  privacy.-'  Dean  William  Prosser  listed 
the  four  types  of  violation  of  privacyi^"    (1)    intrusion   into  private  affairs. 


Deposit  Bank  &  Trust  Co.,  112  F.  Supp.  720,  723-24  (E.D.  Ky.  1953);  In  re  Upham's  Income 
Tax,  18  F.  Supp.  737,  738-39  (S.D.N.Y.  1937);  McMann  v.  Engel,  16  F.  Supp.  446,  448 
(S.D.N.Y.  1936). 

21.  83  Idaho  578,  367  P.2d  284  (1961). 

22.  Vassar  v.  Smith,  134  Fla.  346,  350,  183  So.  705,  706  (1938);  Collins  v.  State.  33  Fla. 
429,  439-41.  15  So.  214.  217-18  (1894);  In  re  Thourez'  Estate,  166  So.  2d  476,  478  (2d 
D.C.A.  Fla,  1964). 

23.  224  So.  2d  759.  763  (3d  D.C.A.  Fla.  1969). 

24.  Hindman  v.  First  Nafl  Bank,  112  F.  931   (6th  Cir.  1902). 

25.  Irby  v.  Citizens  Nafl  Bank,  239  Miss.  64,  121  So.  2d  118  (1960). 

26.  The  court's  opinion  does  not  state  what  information  the  bank  disclosed  to  the 
third  party. 

27.  Brex  v.  Smith,  104  N.J.  Eq.  386,  146  A.  34  (Ch.  1929);  Sewall  v.  Catlin,  3  Wend. 
291   (Sup.  Ct.  N.Y.  1829). 

28.  Sewall  v.  Catlin,  3  Wend.  291.  294-95  (Sup.  Ct.  N.Y.  1829). 

29.  Zimmerman  v.  Wilson,  81  F.2d  847,  849  (3d  Cir.  1936);  United  States  v.  First 
Nafl  Bank,  67  F.  Supp.  616.  624  (S.D.  Ala.  1946);  In  re  Pacific  Ry.  Conim'n,  32  F.  241,  2G0 
(N.D.  Cal.  1887);  Prosser.  Privacy,  48  Calif.  L.  Rev.  383.  390  (1960).  Contra,  cases  cited 
note  20  supra. 

30.  Prosser.  Privacy,  48  Calif.  L.  Rev.  383,  389  (1960). 
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(2)  public  disclosure  of  private  facts,  (3)  false  light  in  the  public  eye,  and 
(4)  appropriation  for  advantage.  Of  the  four,  intrusion  and  disclosure  seem 
applicable  in  the  present  case.  Intrusion  and  disclosure  both  require  the  in- 
vasion of  something  secret,  but  only  the  latter  requires  publicity."  Florida 
has  recognized  the  right  to  privacy,^-  but  requires  that  widespread  pub- 
licity accompany  the  tort  except  in  cases  of  physical  intrusion. ^^  More- 
over, the  Florida  supreme  court  has  stated  in  dicta  that  mere  spoken  words 
cannot  constitute  an  invasion  of  privacy.'*  Therefore,  the  tort  of  public  dis- 
closure of  private  facts  was  not  applied  in  the  instant  case  because  the  requi- 
site widespread  publicity  was  lacking;  intrusion  also  did  not  fit  the  fact 
situation  because  mere  words  brought  about  the  alleged  invasion  of  privacy. 

Refusing  to  apply  tort  liability  to  a  bank  that  discloses  information  con- 
cerning a  customer's  account  seems  harsh,  especially  when  one  considers  that 
Florida  applies  a  reasonable  man  standard  to  the  invasion  of  privacy.^^ 
Surely,  if  the  majority  in  the  instant  case  thought  secrecy  so  necessary  to 
banking  operations  that  it  implied  an  agreement  of  secrecy  in  a  bank-deposi- 
tor contract,  the  same  majority  should  believe  that  a  reasonable  man  would 
find  disclosure  an  intrusion  into  the  depositor's  privacy.  Since  the  majority, 
however,  based  its  decision  only  on  implied  contract,  tort  liability  and  the 
possible  punitive  damages  that  accompany  it  do  not  yet  follow  in  Florida. 

The  instant  case  will  have  little  practical  effect  on  day-to-day  banking 
operations.  Its  potential  ramifications,  however,  are  enormous.  Banks  volun 
tarily  act  in  confidence  and  pride  themselves  on  this  high  ethical  standard.^" 
The  banks'  strict  adherence  to  secrecy  is  the  reason  that  there  have  been  only 
ten  cases  on  the  issue  of  disclosure  in  Anglo-American  jurisprudence.  Prior 
to  the  present  case  this  privacy  was  not  legally,  guaranteed  in  Florida;  the 
secrecy  was  enforced  only  by  the  operational  policy  of  each  bank.  However, 
the  banks  enforced  their  ethics  rigorously."  This  strict  enforcement  of 
secrecy  allowed  the  court  to  imply  privacy  into  the  contract  between  the 
bank  and  customer.  The  unusual  aspect  of  the  instant  case  is  that  because  an 
industry  enforced  its  ethics  so  conscientiously,  these  ethics  have  been  made 


31.  Id.  at  407;  Peterson  v.  Idaho  First  Nai'l  Bank,  83  Idaho  578.  583-84,  367  P.2d 
284,287  (1961). 

32.  Santiesteban  v.  Goodyear  Tire  &  Rubber  Co.,  306  F.2d  9,  10-11  (5th  Cir.  1962); 
Cason  V.  Baskin,  155  Fla.  198,  209-12,  20  So.  2d  243,  248-50  (1945);  Patterson  v.  Tribune  Co., 
146  So.  2d  623,  626  (2d  D.C.A.  Fla.  1962);  Prosser,  Privacy.  48  Calif.  L.  Rev.  383,  386 
(1960). 

33.  Santiesteban  v.  Goodyear  Tire  &  Rubber  Co.,  306  F.2d  9,  11   (5th  Cir.  1962). 

34.  Cason  v.  Baskin,  155  Fla.  198,  217,  20  So.  2d  243,  251-52  (1945)  (dicta). 

35.  /d.  at  215,  20  So.  2d  at  251. 

36.  Peterson  v.  Idaho  First  Nafl  Bank,  83  Idaho  578,  588,  367  P.2d  284,  290  (1961); 
Bank  Wage-Hour  and  Personnel  Service,  Bank  Wage-Hour  and  Personnel  Report  1I1I3234, 
3238,  3243  (1959). 

37.  Interview  with  T.  Wade  Harrison,  President  of  First  Federal  Savings  &  Loan 
Association  of  Gainesville,  in  Gainesville,  Fla.,  Oct.  13,  1969;  Interview  with  H.  Alan 
Rosenberger,  Vice  President  &  Cashier  of  First  National  Bank  of  Gainesville,  in  Gainesville, 
Fla.,  Oct.  14,  1969. 
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into  law.  Thus,  before  the  instant  case,  banks  were  bound  to  secrecy  only 
by  ethics;  the  present  case  changed  that  morality  into  law. 

The  principal  case  adds  Florida  to  the  small  list  of  states  that  hold  a 
bank  owes  a  legal  duty  of  secrecy  to  its  customers.  Although  the  decision 
forces  them  to  perform  a  duty,  banks  have  been  performing  this  duty  volun- 
tarily. The  added  financial  risk  for  breach  of  this  duty,  however,  may  cause 
some  discontent.  A  bank  trying  to  avoid  the  responsibility  of  secrecy  may 
attempt  to  do  so  in  two  ways.  First,  since  the  court  relies  on  implied  con- 
tract, a  bank  may  place  express  waivers  of  this  duty  in  its  deposit  contracts. 
These  clauses,  though,  may  not  stand  because  Florida  has  enacted  the  Uni- 
form Commercial  Code,  which  renders  unconscionable  contracts  or  clauses 
unenforceable.^®  Thus,  if  such  waivers  cause  unfairness,  when  viewed  against 
the  commercial  background  and  needs  of  the  banking  industry,  the  courts 
will  declare  the  clauses  invalid. ^^  Such  a  decision  seems  probable,  especially 
since  the  instant  case  implied  the  responsibility  of  secrecy. 

Second,  a  bank  may  try  to  avoid  the  impact  of  the  present  case  by  asking 
its  depositors  to  voluntarily  waive  their  right  to  secrecy.  A  bank  may 
state  that  it  will  not  divulge  any  information  concerning  the  depositor's 
account  unless  that  customer  signs  a  waiver  relieving  the  bank  of  liability 
for  damages  arising  from  such  a  disclosure.  A  bank  adopting  such  a  policy 
will  probably  be  successful.  Unlike  the  first  plan,  the  waivers  would  not  be 
required  to  open  a  bank  account.  Moreover,  banks  do  not  have  a  duty  to 
supply  to  the  public  information  concerning  their  depositors'  accounts. '"' 
Such  a  policy,  however,  would  work  harshly  on  bank  depositors.  Most  de- 
positors would  want  information  concerning  their  accounts  released  to 
certain  third  parties,  but  not  to  others.  Under  this  voluntary  waiver  program, 
if  the  depositor  does  not  sign  the  waiver,  the  bank  will  not  release  his  ac- 
count information  to  anyone;  if  he  does  sign  the  waiver,  the  bank  can  re- 
lease this  information  to  everyone.  A  better  policy  would  allow  depositors 
to  specify  the  parties  to  whom  infonnation  can  be  given  and  would  apply  tlie 
waiver  only  to  disclosures  to  these  parties.  Such  a  plan  would  maintain  the 
protection  of  bank,  depositors  sought  by  the  instant  case. 

Roger  J.  Merritt 


38.  The  Uniform  Commercial  Code  and  the  corresponding  Florida  statute  read  in 
pajt:  "If  the  court  .  .  .  finds  the  contract  or  any  clause  of  the  contract  to  have  been  un- 
conscionable .  .  .  the  court  may  refuse  to  enforce  the  .  .  .  clause  .  .  .  ."  Fla.  Stat. 
§672.2-302    (1967);  Uniform  Commercial  Conr.  §2-302. 

39.  American  Home  Improvement,  Inc.  v.  Maclver,  105  N.H.  435,  201  A.2d  886  (1946); 
Jones  V.  Star  Credit  Corp..  59  Misc.  2d  189,  298  N.Y.S.2d  264  (Sup.  Ct.  N.Y.  1969);  Uni- 
form Commercial  Code  §2-302,  Comment  1. 

40.  See  text  accompanying  note  6  supra. 
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MATERIALS  RELATING  TO  LOCAL  POLICE  DEPARTMENTAL  RECORDS 

RELEASE  POLICY 

Model  Rules  for  Law  Enforcement — Release  of  Arrest  and  Conviction  Records, 
Project  on  Law  Enforcement  Policy  and  Rulemaking,  College  of  Law,  Arizona 
State  University 

Purpose 

These  Model  Rules  govern  the  release  of  arrest  and  conviction  records.  They 
identify  the  purposes  for  which  records  may  be  released,  the  procedures  by 
which  release  is  to  be  made,  and  the  persons  to  whom  records  may  be  released. 
They  seek  to  safeguard  the  privacy  of  individual  citizens  and,  at  the  same  time, 
provide  for  essential  law  enforcement  informational  needs. 

Section  1.  Definitions 

For  purposes  of  these  Model  Rules : 

(a)  an  "arrest  record"  (commonly  known  as  a  "rap  sheet")  is  a  compilation 
of  information,  centrally  maintained  in  law  enforcement  custody,  of  any  arrest 
or  temporary  detention;  it  includes  the  identity  of  the  person  arrested  or 
detained,  the  nature  of  the  police  contact  (e.^.,  arrest  or  detention),  the  charge 
(if  any),  and  the  disposition  or  present  status  of  the  case.  Compilations  of 
general  or  investigative  information  (often  referred  to  as  "investigative  re- 
ports" or  "statements  of  facts")  and  arrest  books  (often  public  records  accord- 
ing to  local  law)  are  not  included  within  the  definition  of  "arrest  record"; 

(b)  a  "conviction  record"  is  an  arrest  record  in  which  the  disposition  in- 
cludes a  conviction ; 

(c)  a  "detention"  Is  a  restraint  on  liberty  (such  as  a  "stop")  not  resulting 
in  full-custody  arrest  and  booking ; 

(d)  a  "juvenile  record"  is  an  arrest  or  conviction  record  of  any  person  who 
is  defined  as  a  juvenile  according  to  local  law ; 

(e)  "law  enforcement  agencies"  include  all  local  and  municipal  police  depart- 
ments, sheriffs,  departments,  and  state  and  federal  agencies  with  criminal  law 
enforcement  responsibilities ; 

(f)  "law  enforcement  purposes"  are  the  prevention,  detection  and  control  of 
crime,  and  the  identification,  location,  and  apprehension  of  criminals ;  and, 

(g)  "criminal  justice  personnel"  are  judges,  clerks  of  courts,  prosecutors, 
correctional  oflBcers  (including  oflleers  In  juvenile  institutions),  parole  boards 
and  ofllcers,  and  probation  ofllcers. 

Section  2.  Scope  of  the  rules 

Rule  201.  General  Rule.  Information  contained  In  arrest  or  conviction  records 
may  not  be  released  except  as  authorized  by  these  rules. 

Section  3.  Persons  authorized  to  release  arrest  or  conviction  records 

Rule  301.  Oeneral  Rule.  Only  departmental  personnel  expressly  atitborlzed  by 
law,  or  by  the  Chief  of  Police  pursuant  to  his  authority,  may  release  arrest  or 
conviction  records  or  Information  contained  therein. 

Section  4-  Authorized  release  of  arrest  or  conviction  records 

Rule  401.  Oeneral  Rule.  Unless  otherwise  provided  by  law,  arrest  and  convic- 
tion records  may  be  released  only  under  the  following  circumstances : 

(a)  To  law  enforcement  agencies  of  any  jurisdiction — for  law  enforcement 
purposes ; 

(b)  To  criminal  justice  personnel — for  purposes  of  executing  the  responsi- 
bilities of  their  position  in  a  matter  relating  to  the  individual  whose  record  Is 
requested ; 

(c)  To  defense  counsel  or  their  agents — for  purposes  of  providing  representa- 
tion in  a  criminal  or  juvenile  proceeding  to  the  person  whose  record  is  requested — 
upon  acceptable  proof  of  that  representation ; 

(d)  To  the  individual  who  Is  the  subject  of  the  record  request — for  purposes 
of  his  representing  himself  In  any  criminal  or  juvenile  proceeding,  or  for 
assisting  his  counsel  in  such  representation ; 

(e)  To  prospective  employers,  governmental  or  private,  when  the  law  ex- 
pressly so  requires  or  when,  pursuant  to  a  determination  by  (title  of  agertcy 
head),  reasons  of  national  security  so  dictate. 
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[Alternate  Formulation,  Rule  401(e)  :  To  prospective  employers,  govern- 
mental or  private — for  employment  purposes,  provided  that  no  information 
concerning  any  arrest  shall  be  released  unless  that  arrest  resulted  in  a  convic- 
tion, and  provided  further  that  no  more  than  five  years  have  elapsed  since  the 
date  of  such  conviction,  or  the  last  known  date  of  release  from  incarceration, 
whichever  event  occurred  last,  unless  the  law  expressly  requires  otherwise,  or 
pursuant  to  a  determination  by  the  (title  of  agency  head),  reasons  of  national 
security  so  dictate.] 

Rule  402.  Inspection  by  the  Subject  of  a  Record.  Any  person  desiring  to  in- 
spect his  own  arrest  or  conviction  record  shall  be  allowed  to  do  so  for  a  period 
not  to  exceed  one  (1)  hour  at  the  place  where  such  a  record  is  kept;  provided 
that  the  person  has  conformed  to  (such  application,  fee,  and  identification 
procedure  as  the  law  enforcement  agency  may  wish  to  provide).  Such  person 
may  not  retain  or  reproduce  the  record,  but  may  take  notes  or  make  a  written 
summary  in  his  own  handwriting.  If  he  is  unable  to  inspect  his  own  record 
because  of  illiteracy,  he  may  select  a  person  to  provide  assistance  to  him.  [If 
he  is  unable  to  inspect  his  own  record  because  he  is  charged  with  a  crime 
and  confined,  appropriate  arrangements  shall  be  made  to  allow  him  to  inspect 
the  record  at  the  place  of  confinement.] 

Rule  403.  Release  to  Bona  Fide  Researchers.  Upon  approval  by  (title  of 
agency  head  or  his  designate),  information  contained  in  arrest  or  conviction 
records  may  be  released  to  bona  fide  researchers  for  research  purposes,  upon 
the  condition  that  said  researchers  will  not  make  public  or  otherwise  dissemi- 
nate informtion  identifying  particular  individuals,  nor  at  any  time  attempt  to 
contact  such  individuals. 

Rule  404.  Release  of  Juvenile  Records.  Juvenile  records  may  be  released 
pursuant  to  the  general  provisions  of  Rule  401.*  In  addition,  the  juvenile  record 
of  a  person  who  has  not  reached  the  age  of  feighteenl  at  the  time  the  record 
is  requested  may  be  released  to  his  parents,  guardian,  or  other  duly  authorized 
custodian. 

Section  5.  Procedures  for  release  of  records 

Rule  501.  Statement  of  Disposition  or  Present  Status.  No  information  con- 
cerning arrests  or  convictions  that  occurred  after  (the  effective  date  of  the 
Rules)  shall  be  released  unless  such  information  includes  a  statement  of  either 
the  final  disposition  of  the  matter,  or  the  present  status  of  the  case  (e.g.,  trial 
pending)  if  no  final  disposition  has  l)een  made. 

Rule  502.  Certification  of  Purpose;  Indemnification.  Any  nongovernmental 
persons  or  organizations  authorized  by  these  Rules  to  receive  information  con- 
tained in  arrest  or  conviction  records  shall  be  furnished  such  information  upon 
application  in  writing  accompanied  by  the  following  certification  : 

I  certify  that  I  am  familiar  with  the  limited  purposes  set  forth  in  the 
Rules  of  the  (name  of  police  agency)  for  which  arrest  and  conviction  infor- 
mation requested  may  be  used,  and  that  the  information  requested  will  be 
used  solely  for  these  limited  purposes  and  not  to  harass,  degrade,  or  humiliate 
any  person,  [nor  shall  the  information  be  used  for  any  employment  or  related 
purpose]. 

The  specific  purpose  for  which  the  information  is  requested  Is 

The  information  released  shall  be  used  for  this  purpose  only,  and  (name  of 
requesting  person  or  crrganization)  hereby  agrees  to  indemnify  the  (name  of 
police  agency)  for  any  liability  arising  out  of  the  improper  use  of  the  in- 
formation provided. 

Rule  503.  Maintaining  Records  of  Persons  and  Organizations  Receiving  In- 
formation. A  record  shall  be  kept  of  all  persons  and  organizations  to  whom 
information  contained  in  arrest  or  conviction  records  has  been  released,  and 
the  purposes  for  which  such  release  was  authorized. 

Rule  504.  Responding  to  Requests  for  Non-Releasnhle  Information.  When 
a  request  for  the  release  of  information  contained  in  arrest  and  conviction 
records  is  received,  and  such  information  may  not  be  released  under  these 
Rules,  the  following  reply  is  to  be  made : 

The  arrest  and  conviction  records  of  the  (name  of  police  agency)  are  not 
public  records  and  are  not  open  to  public  Inspection.  As  a  matter  of  depart- 


^  Unless  their  release  Is  otherwise  prohibited  by  law. 
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ment  policy,  release  of  such  records  is  limited  almost  entirely  to  law  enforce- 
ment agencies  and  criminal  justice  personnel.  The  purpose  of  this  policy  is  to 
protect  the  right  of  privacy  of  individual  citizens.  Accordingly,  the  department 
has  not  conducted  a  search  of  its  records  for  information  relating  to  your 
request. 

Section  6.  Destruction  or  sealing  of  records 

Rule  601.  Destruction  or  Sealing  Limited.  Unless  otherwise  required  by 
statute  or  judicial  order  arrest  or  conviction  records  shall  not  be  physically 
destroyed  or  sealed  [until  the  subject  thereof  reaches  the  age  of  seventy] 
[except  that,  upon  a  determination  by  the  (head  of  agency)  that  manifest 
injustice  would  result  from  the  maintenance  of  such  record,  destruction  or 
sealing  may  be  authorized]. 

Rule  602.  Notification  of  Other  Agencies.  When  destruction  or  sealing  of 
arrest  or  conviction  records  is  required  by  statute  or  judicial  order,  all  law 
enforcement  agencies  to  whom  such  records  have  been  released  shall  be  so 
notified  at  the  time  of  destruction  or  sealing,  and  asked  to  return  all  copies 
of  the  record. 

[Optional  Section  7.  Closing  records 
Rule  701.  Designation  of  a  Closed  Record. 

(a)  If  a  person  has  been  arrested  and  his  case  has  been  disposed  of  other 
than  by  conviction,  the  record  pertaining  to  that  arrest  shall  be  designated  a 
closed  record  five  years  after  the  date  of  the  person's  last  known  arrest  or 
conviction,  the  last  known  date  that  the  person  was  released  from  any  prison 
or  jail,  or  the  last  known  date  that  the  person  was  subject  to  probation  or 
parole,  whichever  event  occurred  last  in  time. 

(b)  If  a  person  has  been  arrested  and  his  case  has  been  disposed  of  by 
conviction,  the  record  pertaining  to  that  conviction  shall  be  designated  a 
closed  record  ten  years  after  the  date  of  the  person's  last  known  arrest  or 
conviction,  the  last  known  date  that  the  person  was  released  from  any  prison 
or  jail,  or  the  last  known  date  that  the  person  was  subject  to  probation  or 
parole,  whichever  event  occurred  last  in  time. 

Rule  702.  Release  of  a  Closed  Record.  Information  contained  In  a  closed 
record  shall  be  held  in  confidence  and  shall  not  be  released  to  any  person  or 
organization  except  as  follows : 

(a)  where  necessary  for  in-house  custodial  activities  of  the  department; 

(b)  where  the  information  is  to  be  used  for  6ona  fide  research  purposes: 

(c)  where  access  is  allowed  by  Rule  402  (personal  Inspection  by  the  subject 
of  the  record)  ; 

(d)  where  necessary  to  permit  the  adjudication  of  a  claim  that  the  record  Is 
Inaccurate :  and 

(e)  where  a  statute  or  court  order  specifically  provides  otherwise. 

Rule  703.  Opening  a  Closed  Record.  A  closed  arrest  or  conviction  record  mav 
be  opened  if  the  individual  who  is  the  subject  of  the  record  is  subsequently 
charged  with  a  crime.  If  the  charge  does  not  result  in  conviction,  the  opened 
record  shall  be  reclosed,  but  the  record  of  the  new  charge  shall  remain  open 
until  closed  pursuant  to  Rule  701.  If  the  charge  does  result  In  conviction,  the 
opened  record  will  remain  open  until  closed  pursuant  to  Rule  701. 

Rule  704.  Notiflcntion  of  Other  Afjevcies.  When  a  record  has  been  deemed  a 
"closed  record."  all  persons  or  organizations  who  are  known  to  have  a  copv  of 
such  record  shall  be  notified  at  the  time  of  closing  that  the  record  has  been 
closed  and  shall  be  requested  to  return  all  copies  of  the  record.] 

Section  8.  When  foregoing  rules  may  he  disregarded 

Whenever  it  appears  that  any  of  the  foregoing  Rules  should  be  modified  or 
disregarded  because  of  special  circumstances,  specific  authorization  \c>  do  so 
shall  be  obtained  from  the  department's  legal  advisor  or  {insert  name  nf  other 
appropriate  police  or  prosecution  official). 


MonEL  RuTES :  Release  of  Arrest  and  Convtotion  Recorpr  with  Commentary 

These  Model  Rules  set  forth  standards  governing  the  release  of  arrest  and 
conviction  records  by  law  enforcement  agencies.  Unlike  earlier  Model  Rules. 
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they  are  not  principally  aimed  at  the  street  policeman.  They  are  intended  to 
provide  guidance  for  police  administrators  and  police  record-keeping  personnel. 
They  cover  an  area  where  police  discretion  has  been  virtually  unfettered  by 
legislative  or  judicial  pronouncement.  To  the  extent  practicable,  they  draw 
upon  existing  statutes,  judicial  decisions  and  police  policies.  For  most  rules, 
however,  no  such  sources  existed  and  the  drafters  had  to  rely  on  a  large  variety 
of  materials  for  enlightenment.^ 

These  Rules  were  drafted  to  provide  for  the  legitimate  need  of  law  enforce- 
ment agencies  to  have  access  to  information,  while  at  the  same  time  protecting 
the  rights  of  privacy  of  individual  citizens.  Their  major  feature  is  to  limit  the 
availability  of  arrest  and  conviction  records  to  prospective  employers.  This 
reflects  the  view  that  a  strong  law  enforcement  interest  exists  in  preserving  the 
confidentiality  of  arrest  and  conviction  records.  This  is  particularly  so  when 
easy  access  for  prospective  employers  serves  to  make  persons  with  some 
criminal  history  virtually  unemployable,  and,  as  such,  more  likely  to  continue, 
or  resume,  criminal  activity. 

Furthemore,  it  now  seems  likely  that  unless  law  enforcement  agencies  them- 
selves take  positive  steps  to  control  the  dissemination  of  arrest  and  conviction 
records,  legislatures  and  the  courts  will  do  so — and  in  ways  that  might  well 
harm  legitimate  law  enforcement  needs. 

SECTION    1.    DEFINITIONS 

For  purposes  of  these  Model  Rules  : 

(a)  an  "arrest  record"  (commonly  known  as  a  "rap  sheet")  is  a  compilation 
of  information,  centrally  maintained  in  law  enforcement  custody,  of  any  arrest 
or  temporary  detention ;  it  includes  the  identity  of  the  person  arrested  or 
detained,  the  nature  of  the  police  contact  (e.g.,  arrest  or  detention),  the 
charge  (if  any),  and  the  disposition  or  present  status  of  the  case.  Compilations 
of  general  or  investigative  information  (often  referrred  to  as  "investigative 
reports"  or  "statements  of  facts")  and  arrest  books  (often  public  records 
according  to  local  law)  are  not  included  within  the  definition  of  "arrest 
record" ; 

(b)  a  "conviction  record"  is  an  arrest  record  in  which  the  disposition  includes 
a  conviction ; 

(c)  a  "detention"  is  a  restraint  on  liberty  (such  as  a  "stop")  not  resulting 
in  full-custody  arrest  and  booking ; 

(d)  a  "juvenile  record"  Is  an  arrest  or  conviction  record  of  any  person  who 
Is  defined  as  a  juvenile  according  to  local  law  ; 

(e)  "law  enforcement  agencies"  include  all  local  and  municipal  police  de- 
partments, sheriffs'  departments,  and  state  and  federal  agencies  with  criminal 
law  enforcement  responsibilities ; 

(f )  "law  enforcement  purposes"  are  the  prevention,'  detection  and  control  of 
crime,  and  the  identification,  location,  and  apprehension  of  criminals ;  and, 

(g)  "criminal  justice  personnel"  are  judges,  clerks  of  courts,  prosecutors, 
correction  oflBcers  (including  oflScers  in  juvenile  institutions),  parole  boards  and 
oflScers,  and  probation  officers. 

Commentary 

The  term  "arrest  record"  Includes  records  of  all  full-custody  arrests  and 
temporary  detentions,  of  juveniles  as  well  as  adults.  The  term  refers  to 
centrally  maintained  records  which  list  an  arrestee's  identity,  the  date  and 
place  of  arrest,  the  offense (s)  arrested  for,  and  the  status  or  disposition  of  the 
charge (s)  ;  in  police  jargon,  this  is  a  "rap  sheet."  The  SEARCH  Model  Regu- 
lations  similarly   limit  the  definition  of  "arrest  record,"  and  California  has 


'  The  basic  sources  for  these  Rules  are :  The  Model  Adminii^trative  Refjulations  for 
Criminal  Offender  Record  Information  (Technical  Memorandum  No.  4.  March,  1972.  pre- 
pared by  Project  SEARCH — "System  for  Electronic  Analysis  and  Retrieval  of  Criminal 
Histories"),  herein  referred  to  as  SEARCH  Model  Repulatlons ;  the  Uniform  Juvenile 
Court  Act,  approved  by  the  National  Conference  on  Uniform  State  Laws  and  the  Ameri- 
can Bar  Association  in  19fi8  ;  policies  and  practices  of  the  police  departments  of  Cin- 
cinnati, Dallas,  Dayton.  Kansas  City,  Missouri,  the  District  of  Columbia.  Oakland, 
Phoenix.  San  Antonio,  and  San  Dlepo  ;  and  the  Report  of  the  Committee  to  Investigate 
the  Effect  of  Police  Records  on  Unemployment  Opportunities  in  the  District  of  Columbia 
n967).  commonly  (and  herein)  referred  to  as  the  Duncan  Report,  adopted  by  the  District 
of  Columbia  Board  of  Commissioners  to  govern  dissemination  of  arrest  and  conviction 
records. 
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taken  the  same  approach  through  legislation,  Cal.  Penal  Code  §11120  (1971). 
Investigative  reports  are  not  included  in  this  term  and  are  not  covered  by  these 
Rules." 

"Arrest  books" — chronological  records  of  all  persons  incarcerated  by  law 
enforcement  personnel — ^also  are  outside  the  scc^e  of  these  Rules.  Such  materials 
are  usually  open  to  public  inspection  {see,  e.g.,  Dist.  of  Columbia  Code  §  4-135) 
or  at  least  to  press  scrutiny. 

"Conviction  record"  refers  to  any  record  which  indicates  that  a  person  has 
been  convicted  of  any  crime.  Often  conviction  records  are  the  same  as  up-dated 
arrest  records,  but  they  also  include  conviction  data  on  persons  who  are 
summoned  to  appear  to  answer  criminal  charges  and  were  never  subjected  to 
arrest.  Originally,  the  Rules  attempted  to  combine  "arrest  and  conviction 
records"  but  it  was  felt  that  in  certain  instances  agencies  may  want  to 
distinguish  between  arrest  records  and  conviction  records  for  purposes  of 
dissemination  to  outside  recipients.  The  alternative  formulation  of  Rule  401(e) 
demonstrates  this  possibility. 

The  term  "detention"  includes,  along  with  "stops,"  those  full-custody  arrests 
which  are  promptly  followed  by  release.' 

"Juvenile  record"  is  to  be  distinguished  from  records  of  court  proceedings 
involving  juveniles ;  the  latter  frequently  are  treated  in  statutes  providing  for 
eventual  sealing  or  expungement.  Few  states,  however,  have  similar  provisions 
pertaining  to  juvenile  records  maintained  by  law  enforcement  agencies,  although 
some  states  require  police  to  keep  juvenile  and  adult  records  separate  (see, 
e.g.,  §  211.321  of  the  Missouri  Health  and  Welfare  Code),  and  a  few  provide  for 
return  of  police  records  relating  to  juveniles  when  the  record  of  court  pro- 
ceedings has  been  expunged. 

"Law  Enforcement  Agencies"  include  various  public  agencies  which  exercise 
the  police  function.  Excluded  are  persons  acting  as  private  detectives,  per- 
sonnel investigators,  and  private  security  agents. 

"Law  Enforcement  Purposes"  is  a  term  frequently  used  by  courts  to  discuss 
the  permitted  scope  of  release  of  records.  It  includes  those  duties  normally 
performed  by  law  enforcement  agencies  in  carrying  out  the  police  function. 

"Criminal  Justice  Personnel"  denotes  public  officers — other  than  law-enforce- 
ment officers — who  are  part  of  the  system  of  criminal  justice. 

SECTION    2.    SCOPE  OF  THE   KULES 

Rule  201.  General  Rule.  Information  contained  in  arrest  or  conviction  records 
may  not  be  released  except  as  authorized  by  these  Rules. 

Commentary 

This  Rule  expressly  limits  the  authority  to  release  arrest  and  conviction 
records  to  that  provided  in  the  Model  Rules. 

SECTION    3.    PERSONS    ATTTHORIZED   TO   RELEIASE   ARREST    OR    CONVICTION    RECORDS 

Rule  301.  General  Rule.  Only  departmental  personnel  expressly  authorized 
by  law,  or  by  the  Chief  of  Police  pursuant  to  his  authority,  may  release  arrest 
or  conviction  records  or  information  contained  therein, 

Commentarg 

This  Rule  requires  that  the  authority  to  release  records  be  delegated  to  a 
specific  person  or  persons.  In  some  cases,  the  authority  is  provided  for  specifi- 
cally by  law  (as  in  the  District  of  Columbia).  Otherwise,  the  Chief  of  Police 


'  Law  enforcement  agencies  need  little  encouragement  to  strive  for  minimal  public 
access  to  records  of  this  nature.  See  Karst.  "  'The  Files' :  Legal  Controls  Over  the  Ac- 
curacy and  Accessibility  of  Stored  Personal  Data."  SI  LaU>  &  Contemp.  Prob.  342.  365 
(196R).  See.  e.g.,  Dallas,  Ouide  for  the  Releafie  of  Information  Contained  in  the  Files 
of  the  Dallas  Police  Department,  May  1,  1971.  Courts  have  supported  these  efforts, 
holding  that  confidentiality  Is  necessary  to  protect  sources  of  Information  and  to  pro- 
mote the  thoroujrhness  of  Investigations.  See,  e.g..  United  States  v.  Mackei/,  sr>  F.R.D 
431  (D.D.C.  1965),  aff'd,  351  P.2d  794  (D.C.  Clr.  1965)  ;  People  v.  Pearson,  244  P.2d  35 
CCal.  App.  1952)  ;  Public  Serv.  Mut.  Ins.  Co.  v.  Nassau  County  Fire  Marshal,  55  Misc. 
2d  951.  2fi7  N.Y.S.2d  104   (Sup.Ct.Nassau  Co.  1967). 

'  In  some  Jurisdictions,  certain  full-custody  arrests  by  statute  must  be  classified  as 
detentions.  See,  e.g.,  Cal.  Penal  Code  S  851.6  requiring  that  any  arrest  followed  by 
release  because  the  charge  was  found  to  be  groundless  shall  thereafter  be  termed  a 
"detention." 
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is  to  provide  ttie  authorization  (as  in  Dallas).  Confidentiality  and  accounta- 
bility are  more  likely  assured  with  restricted  authority  of  Department  person- 
nel to  release  records.  Cf.  SEARCH  Model  Regulations,  Regulation  6. 

SECTION    4.   PERSONS   TO   WHOM   AND   PURPOSES   FOB   WHICH    RELEASE   OF   ARREST   AND 

CONVICTION   RECORDS   IS  AUTHORIZED 

Commentary 

Historically,  the  decision  to  collect,  retain,  and  release  arrest  and  conviction 
records  has  been  regarded  as  almost  exclusively  within  the  scope  of  police 
discretion.  Courts  generally  have  recognized  that  where  such  records  are  com- 
piled following  a  lawful  arrest,  their  retention  in  confidential  files  for  use  as 
an  investigative  tool,  including  dissemination  to  other  law  enforcement  agencies 
for  such  purposes,  is  justified  in  the  interest  of  promoting  effective  law  en- 
forcement. See,  e.g.,  Walker  v.  Lamb,  259  A.2d  663  (Del.  1969)  ;  Cissell  v. 
Brostron,  395  S.W.2d  322  (Mo.  App.  1965)  ;  and  Femicola  v.  Keenan,  39  A.2d 
851  (N.J.  Chan.  1944).  Further,  the  courts  have  traditionally  refused  to  inter- 
fere with  the  police  practice  of  limiting  access  to  such  records  to  certain 
persons.  See  cases  cited.  Comment,  "Retention  and  Dissemination  of  Arrest 
Records:  Judicial  Response,"  38  U.Chi.L.Rev.  850  (1971).  Although  records  are 
freely  exchanged  among  law  enforcement  agencies,  certain  limits  have  often 
been  placed  on  public  inspection  on  the  grounds  that  the  public  has  no  right  to 
inspect  criminal  records  maintained  by  law  enforcement  agencies.  See,  e.g., 
Cal.  Gov't.  Code  §  6254(f)  (1968)  ;  People  v.  Wilkins,  287  P.2d  555  (Cal.  App. 
1955)  ;  Cal.  Ops.  AtVy  Gen.  1  (1960).  Recent  Congressional  legislation  has 
similarly  limited  the  right  of  public  inspection,  specifically  exempting  law 
enforcement  records  from  the  Freedom  of  Information  Act.  On  the  other  hand, 
when  release  of  such  records  to  the  public  has  been  challenged  as  an  improper 
invasion  of  individual  privacy,  the  majority  view  has  been  to  reject  the 
contention.  See  Purd/y  v.  Mulkey,  228  So.2d  132  (Fla.  App.  1969)  ;  Kolb  v. 
O'Connor,  142  N.E.2d  818  (111.  App.  1957)  ;  Voelker  v.  Tyndall,  75  N.E.2d  548 
(Ind.  1947). 

The  retention  of  arrest  and  conviction  records,  and  the  release  of  information 
they  contain,  has  only  lately  been  subject  to  successful  challenge.  Even  in  recent 
years,  the  release  of  arrest  record  information  has  been  limited  in  only  a 
handful  of  cases,  largely  involving  unusual  facts.  See  United  States  v.  Kalish, 

271  F.Supp.  968  (D.P.R.  1967)  ;  United  States  v.  Jones,  Crim.  No.  36388-69 
(D.C.  Gen.  Sess.,  April  1970)  (return  of  record  required  after  dismissal  of 
charge  because  of  a  case  of  mistaken  identity)  ;  Irani  v.  District  of  Columbia, 

272  A.2d  849  (D.C.  Ct.  App.  1971)  (record  of  arrest  expunged  on  affirmative 
showing  of  innocence  where  graduate  student  petitioner  was  seeking  federal 
employment. and  where  the  record  could  be  used  against  him)  ;  Henry  v.  Looney, 
317  N.Y.S.2d  848  (Sup.Ct.Nassau  Co.  1971)  (where  court  feared  further  use 
of  arrest  records  by  employers)  ;  Wheeler  v.  Goodman,  306  F.Supp.  58  ( W.D.N. C. 
1969)  (youth  of  "hippies"  arrested  under  vagrancy  statutes  and  extreme  mis- 
behavior of  police  were  regarded  as  justifications  for  return  of  arrest  records), 
conviction  vacated  for  reconsideration  in  light  of  Younger  v.  Harris,  401  U.S.  37 
(1971)  ;  Hughes  v.  Rizzo,  282  F.Supp.  881  (E.D.  Pa.  1968)  (clearly  unlawful 
arrest)  ;  In  re  Alexander,  259  A.2d  592  (D.C.  Ct.  App.  1969)  (return  of  records 
will  not  be  ordered  except  in  rare  cases  involving  unusual  facts). 

But  very  recently,  courts  have  expanded  the  relatively  narrow  principles  In 
these  cases.  See  Davidson  v.  Dill,  503  P.2d  157  (Colo.  1972)  ;  Eddy  v.  Moore, 
487  P.2d  211  (Wash.  App.  1971)  (which  required  return  of  photos  and  finger- 
prints after  dismissal  of  criminal  charges  in  the  absence  of  a  compelling 
.showing  of  necessity  to  justify  retention)  ;  and  Gregory  v.  Litton  Systems,  Inc., 
316  F.Supp.  401  (CD.  Cal.  1970)  (where  an  employer  was  enjoined  from  using 
arrest  records  as  a  basis  for  denying  employment  because  such  use  resulted 
in  discrimination  against  blacks). 

There  are  three  principal  reasons  for  this  judicial  concern:  1)  increasing 
public  concern  for  the  loss  of  privacy  as  a  "natural  by-product  of  our  modern 
technology,"  Davidson  v.  Dill,  supra,  at  158;  2)  the  belief  that  a  person  with  a 
"criminal  record"  is  more  apt  to  be  subject  to  police  scrutiny  and  other  gov- 
ernmental disadvantages.  See  cases  cited  id.  at  159;  3)  the  economic  harm 
that  may  inure  if  the  arrest  of  a  person  becomes  known  to  present  or  prospective 
employers  and  credit  reporting  agencies. 
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Primary  concern  has  focused  on  the  harmful  effects  of  a  "criminal  record" 
upon  employment,  whether  with  government  or  private  employers.  Documenta- 
tion of  the  use  of  such  records  to  assist  in  employment  decisions  is  extensive. 
Perhaps  the  best  known  example  is  the  Duncan  Report,  which  examined 
employment  practices  in  the  District  of  Columbia  and  found  that  information 
on  arrest  records  was  supplied  to  350  to  400  persons  daily  by  the  D.C.  Metro- 
politan Police  Department,  and  that  the  use  of  such  records  very  often 
resulted  in  denial  of  employment.  Duncan  Report  6  (1970)  ;  of.  Morrow  v. 
District  of  Columbia,  417  F.2d  728  (D.C.  Cir.  1969).  Another  study  indicated 
that  75%  of  New  York  employment  agencies  surveyed  would  not  even  refer 
someone  with  an  arrest  record  to  a  prospective  employer.  President's  Comm'n 
on  Law  Enforcement  d  Administration  of  Justice  Report:  The  Challenge  of 
Crime  in  a  Free  Society  75  (1967).  In  still  another  report  it  was  found  that 
many  employers  ask  a  job  applicant  whether  he  has  ever  been  "arrested," 
■'detained,"  or  "taken  into  custody."  Karabian,  "Record  of  Arrest :  The  Indelible 
Stain,"  3  Padfio  L.J.  20,  32  (1972)  ;  cf.  Note,  "Civil  Liability  for  Illegal  Arrests 
and  Confinements  in  California,"  19  Hastings  L.J.  974,  977,  n.l7  (1967). 

Conviction  records  also  lead  to  difficulties  in  obtaining  employment.  Schwartz 
and  Skolnick,  "Two  Studies  of  Legal  Stigma,"  10  Soc.  Prohs.  133  (1962)  ; 
"Special  Project — The  Collateral  Consequences  of  a  Criminal  Conviction,"  23 
Vand.  L.  Rev.  929,  1001  et.  acq.  (1970)  ;  see  also,  The  Closed  Door:  The  Effect 
of  a  Criminal  Record  on  Employm^ent  with  State  and  Local  Agencies  (1972), 
for  a  recent,  comprehensive  study  on  the  effect  that  release  of  arrest  and 
conviction  records  has  an  employment  opportunities.  (This  study  is  reproduced 
in  Hearings  on  H.R.  13315  before  a  Subcommittee  on  the  House  Comm.  on 
the  Judiciary,  92d  Cong.,  2d  Sess.  (1971).) 

Courts  have  also  begun  to  note  the  wide  availability  of  record  information 
and  the  effects  of  such  availability :  economic  losses,  injury  to  reputation,  loss 
of  opportunities  for  schooling,  employment  or  professional  licenses,  and  further 
investigations  resulting  in  loss  of  present  employment.  Davidson  v.  Dill,  supra; 
Eddy  v.  Moore,  supra;  Menard  v.  Mitchell,  430  F.2d  486,  490  (D.C.  Cir.  1970)  ; 
see  also  In  re  Smith,  310  N.Y.S.2d  617  (Family  Ct.  1970). 

There  is  clearly  afoot  a  trend  that  dissemination — and  even  retention — of 
arrest  record  information  should  be  as  limited  as  is  consistent  with  valid  law 
enforcement  interests.  Some  police  departments  already  have  acted  on  their 
own  to  restrict  the  scope  of  record  dissemination,  via.,  Dallas,  the  District  of 
Columbia,  Kansas  City,  Mo.,  and  San  Antonio.  The  Rules  in  Section  4  provide 
for  modernizing  record  retention  and  release  practices,  an  idea  whose  time 
indeed  has  come. 

Rule  401.  General  Rule.  Unless  otherwise  provided  by  law,  arrest  and  con- 
viction records  may  be  released  only  under  the  following  circumstances : 

(a)  To  law  enforcement  agencies  of  any  jurisdiction — for  law  enforcement 
purposes ; 

(b)  To  criminal  justice  personnel — for  purposes  of  executing  the  responsibili- 
ties of  their  position  in  a  matter  relating  to  the  individual  whose  record  is 
requested ; 

(c)  To  defense  counsel  or  their  agents — for  purposes  of  providing  repre- 
sentation in  a  criminal  or  juvenile  proceeding  to  the  person  whose  record  is 
requested — upon  acceptable  proof  of  that  representation  ; 

(d)  To  the  individual  who  is  the  subject  of  the  record  requested — for 
purposes  of  his  representing  himself  in  any  criminal  or  juvenile  proceeding,  or 
for  assisting  his  counsel  in  such  representation  : 

(e)  To  prospective  employers,  governmental  or  private,  when  the  law 
expressly  so  requires  or  when,  pursuant  to  a  determination  by  (title  of  agency 
head),  reasons  of  national  security  so  dictate. 

[Alternative  Formulation.  Riile  401(e)  :  To  prospective  employers,  govern- 
mental or  private — for  employment  purposes,  provided  that  no  information 
concerning  any  arrest  shall  be  released  unless  that  arrest  resulted  in  a  con- 
viction, and  provided  further  that  no  more  than  five  vpars  have  elar^spd  since 
the  date  of  such  conviction,  or  the  last  known  date  of  release  from  inf'arcera- 
tion,  whichever  event  occurred  last,  unless  the  law  expressly  requires  other- 
wise, or  pursuant  to  a  determination  by  the  (title  of  agency  head),  reasons 
of  national  security  so  dictate.] 
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Commentary 

This  Rule  lists  those  agencies  and  persons  having  access  to  arrest  and 
conviction  records ;  it  also  limits  the  purposes  for  which  such  access  is 
allowed.  The  compilation  and  release  of  such  records  is  still  recognized  as  a 
proper  police  function  in  general.  Hee  Davidson  v.  Dill,  supra;  Spock  v.  District 
of  Columbia,  283  A.2d  14  (D.C.  Ct.  App.  1971)  ;  Morrow  v.  District  of  Columbia, 
supra.  Only  by  curtailing  access  to  such  records,  however,  will  such  recognition 
continue  to  be  assured. 

Rule  401(a)  provides  that  release  to  law  enforcement  agencies  is  allowed 
for  law  enforcement  purposes.  The  Rule  accords  with  the  SEARCH  Model 
Regulations,  the  Duncan  Report,  provisions  of  statutes  which  apply  to  the 
records  of  various  state  Bureaus  of  Criminal  Identification  {e.g.,  see  Ariz. 
Rev.  Stat.  §41-1750),  and  recent  bills  submitted  to  Congress  (such  as  S.  2546, 
92d  Congress,  1st  Sess.  (1971)  and  H.R.  13315,  92d  Congress,  2d  Sess.  (1972)). 
It  is  substantially  similar  to  the  existing  policies  and  practices  of  Cincinnati, 
Dallas,  Dayton,  Kansas  City,  Missouri,  the  District  of  Columbia,  Oakland, 
Phoenix,  San  Antonio,  and  San  Diego. 

Rule  401(b)  authorizes  the  release  of  records  to  criminal  justice  personnel 
for  use  in  the  performance  of  their  official  functions  while  dealing  with  the 
individual  whose  record  is  requested.  Release  to  these  persons  is  generally  in 
accord  with  the  existing  policy  of  all  participating  departments  although, 
unlike  the  Model  Rules,  criminal  justice  personnel  are  usually  placed  together 
in  one  category  with  police  agencies,  e.g.,  as  law  enforcement  agents  in  the 
Duncan  Report,  and  as  criminal  justice  agencies  in  the  SEARCH  Model  Regu- 
lations and  by  the  police  departments  of  Dallas  and  Kansas  City,  Missouri. 
The  Model  Rules  have  adopted  the  separate  categories  of  "law  enforcement 
agencies"  and  "criminal  justice  personnel,"  see  Section  1(e)  and  (g),  because 
this  allows  distinctions  to  be  made  between  the  circumstances  under  which 
release  is  authorized  to  each  and  gives  "law  enforcement  agencies"  its  more 
common  meaning. 

Some  of  the  circumstances  in  which  release  of  arrest  and  conviction  infor- 
mation may  be  made  to  criminal  justice  personnel  are:  1)  in  deciding  whether 
to  charge  an  individual  with  an  offense;  2)  in  determining  the  severity  of  the 
offense  to  be  charged;  3)  in  deciding  whether  to  arrest  or  to  summons;  4)  in 
determining  whether  to  release  the  accused  prior  to  trial  or  appear  (see,  e.g., 
Russell  V.  United  States,  402  F.2d  185,  186  (D.C.  Cir.  1968) )  ;  5)  in  impeaching 
a  witness  with  a  prior  conviction  (see,  e.g.,  Suggs  v.  United  States,  407  F.2d 
1272  (D.C.  Cir.  1969)),  and  Gordon  v.  United  States,  383  F.2d  936  (D.C.  Cir. 
1967))  ;  6)  in  sentencing*  (see,  e.g.,  Powell  v.  State,  229  P.2d  230  (Ok.  Crim. 
1951),  and  Murphy  v.  State,  40  A.2d  (Md.  1944) )  ;  and  7)  in  determining  whether 
to  grant  parole  {see  the  Duncan  Report  16).  See  also.  Comment,  "Retention 
and  Dissemination  of  Arrest  Records :  Judicial  Response,"  supra,  at  855. 

Rule  401(c)  provides  for  release  of  records  to  defense  counsel  or  their 
agents  upon  the  presentation  of  proof  that  the  attorney-client  relationship 
exists.  Release  is  limited  to  the  purpose  of  providing  representation  in  any 
criminal  or  juvenile  proceeding.  This  provision  is  largely  in  accord  with  the 
practice  in  the  District  of  Columbia.  Kansas  City  allows  a  defense  attorney 
access  to  the  file  if  the  request  for  access  is  approved  by  the  department's 
legal  advisor.  Dallas  allows  attorneys  access  to  conviction  records,  but  not  to 
arrest  records.  The  SEARCH  Model  Regulations  exclude  access  to  defense 
counsel  and  to  legal  aid  societies.  The  Model  Rules  allow  access  to  defendant's 
attorney  because  information  concerning  arrests  and  convictions  may  be  relevant 
in  preparing  a  defense.  Moreover,  it  does  not  seem  necessary  to  require  that 
an  attorney  seek  a  court  order  before  gaining  access  to  the  record. 

Rule  401  (d)  provides  an  individual  with  information  concerning  his  own 
arrest  and  conviction  records  in  cases  in  which  he  appears  pro  se  in  a 
criminal  or  juvenile  proceeding.  This  provision  follows  logically  from  401(c)  : 
if  defense  counsel  Is  allowed  access  then  surely  the  individual  himself  should 
be.  No  participating  department  has  a  comparable  specific  provision,  though 
a  number  of  departments  seem  to  follow  this  Rule  under  a  more  broadly 
phrased  provision  :  San  Antonio,  Dayton,  and  D.C. 


*  The  Administrative  OflBre  of  the  United  States  Courts  has  reoommended  the  Inrlnslon 
of  previous  arrests  not  resulting  In  ronvlotlons  In  presentence  reports.  The  Presentence 
Report  11    (1965). 
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Kale  401(e)  allows  release  for  employment  purposes  only  when  national 
security  dictates,  or  when  the  law  expressly  requires  that  such  information  be 
released.  Where  a  top  security  clearance  may  be  required,  for  example,  it  is 
unlikely  that  even  a  sealing  would  prevent  the  obtaining  of  the  information. 
Booth,  "The  Expungement  Myth,"  38  L.A.B.  Bull.  161,  163  (1963).  In  a  recent 
case,  (Gregory  v.  Litton  Systems,  Inc.,  »«pra,  where  an  employer  was  enjoined 
from  using  arrest  records  as  a  basis  for  denying'  employment,  the  court  also 
held  that  the  order  would  not  prohibit  an  emplbyer  from  complying  with  any 
requirement  of  national  security  clearance  regulations.  For  a  further  discussion 
of  national  security,  see  Exec.  Order  No.  10,5iO,  3  C.F.R.  936  (1953),  and 
Cole  V.  Young,  351  U.S.  536  (1956). 

No  other  release  for  employment  purposes  is  allowed.  The  alternative  of 
giving  government  employers  access  to  records  while  barring  private  industry 
was  considered,  but  it  was  felt  that  government  should  not  ask  private  industry 
to  do  what  it  is  unwilling  to  risk  doing  itself.  Except  in  cases  of  national 
security,  government,  when  acting  as  an  employer,  is  really  no  different  than  a 
private  employer.  Indeed,  it  can  be  argued  that  governmental  agencies  should 
take  a  leadership  role  in  hiring  selected  individuals  with  a  prior  criminal 
history,  in  hopes  that  private  industry  will  follow  suit. 

The  alternative  subsection  401(e)  relaxes  the  severe  limitation  on  the 
record  access  accorded  prospective  employers.  This  alternative  treats  arrest 
records  differently  from  conviction  records.  For  a  limited  number  of  years 
conviction  records  may  be  released  to  prospective  employers — whether  public 
or  private.  Records  of  arrests  not  leading  to  convictions  are  not  to  be  dis- 
seminated, as  in  the  above  formulation  of  subsection  (e). 

This  bifurcation  is  similar  to  some  existing  standards.  The  Kansas  City 
Police  Department  allows  dissemination  of  conviction  information  to  private 
persons  but  denies  access  to  arrest  records.  The  Dayton  Police  Department,  In 
the  absence  of  a  waiver  from  the  subject  Individual,  allows  only  conviction 
records  to  be  released  to  governmental  and  law  enforcement  agencies  seeking 
record  checks  for  employment.  Records  of  arrest  only  are  not  disclosed.  The 
District  of  Columbia  (by  ordinance)  allows  anyone  access  to  conviction  records 
relating  to  offenses  committed  not  more  than  10  ye^rs  prior  to  the  request,  but 
restricts  access  to  arrest  records  In  a  manner  similar  to  either  form  of  subsec- 
tion (e). 

The  limiting  of  conviction  record  release  to  those  convictions  occurring 
within  the  previous  five  years  Is  premised  on  the  notion  that  "ancient"  wrongs 
should  be  Ignored.  See  "Security  and  Privacy  Considerations  In  Criminal 
History  Information  Systems,"  Project  SEARCH  (Technical  Report  No.  2, 
July,  1970).  This  Is  an  approach  adopted  In  the  District  of  Columbia,  by  the 
SEARCH  Model  Regulations,  and  by  suggested  legislation.  H.R.  13315  (92d 
Congress,  2d  Session.  1972). 

The  alternative  subsection  (e)  Is  restrictive  enough  to  satisfy  those  evidenc- 
ing concern  over  police  records,  the  right  of  privacy,  and  equal  protection  of 
the  laws.  See  Menard  v.  Mitchell,  supra;  Eddy  v.  Moore,  supra;  see  also. 
Comment,  "Maintenance  and  Dissemination  of  Criminal  Records :  A  Legislative 
Proposal,"  19  U.C.L.A.L.  Rev.  654  (1972)  in  which  the  author  recommends  legis- 
lation which  would  forbid  the  release  of  arrest  records  to  employers  and  which 
would  only  permit  the  release  to  employers  of  "non-obsolete"  conviction  records 
(those  records  where  less  than  seven  years  has  elapsed  since  the  defendant 
fulfilled  all  conditions  of  his  sentence).  Id.  at  679. 

Rule  402.  Inspection  hy  the  Subject  of  a  Record.  Any  person  desiring  to 
Inspect  his  own  arrest  or  conviction  record  shall  be  allowed  to  do  so  for  a 
period  not  to  exceed  one  (1)  hour  at  the  place  where  such  a  record  Is  kept: 
provided  that  the  person  has  conformed  to  (such  application,  fee,  and  identifi- 
cation procedure  as  the  law  enforcement  agency  may  nyish  to  provide).  Such 
person  may  not  retain  or  reproduce  the  record,  but  may  take  notes  or  make 
a  written  summary  In  his  own  handwriting.  If  he  Is  unable  to  Inspect  his 
own  record  becau.se  of  Illiteracy,  he  may  select  a  person  to  provide  assistanop 
to  him.  [If  he  is  unable  to  Inspect  his  own  record  because  he  is  charsred  wifh 
a  crime  and  confined,  appropriate  arrangements  shall  be  made  to  allow  him 
to  Inspect  the  record  at  the  place  of  confinement.] 

Commentary 

The  right  to  personal  Inspection  of  one's  arrest  or  conviction  records  exists 
now  In  California,  where  recently  enacted  legislation  specifically  affords  this 
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opportunity.  Cal.  Penal  Code  §§  11120-11127  (1971).  A  similar  regulation  allow- 
ing individual  inspection  is  contained  in  the  SEARCH  Model  Regulations,  Regu- 
lation 13.  The  Model  Rule  is  based  primarily  on  these  two  sources. 

Present  law  enforcement  practices  generally  allow  an  individual  broader 
access  to  records  concerning  himself  than  is  permitted  by  this  Rule.  San 
Antonio  releases  the  record  to  the  individual,  or  to  other  persons  designated 
by  him,  on  written  request  by  the  individual.  Dayton  has  a  similar  provision. 
Washington,  D.C.,  pursuant  to  the  Duncan  Report,  provides  for  release  of  the 
record  to  the  individual  and  to  his  authorized  agents.  Kansas  City,  Mo.,  allows 
individuals  to  obtain  a  copy  of  their  own  record  if  they  apply  in  person.  The 
disadvantage  of  such  policies  is  their  susceptibility  to  abuse  by  prospective 
employers. 

The  Model  Rule  is  designed  to  serve  two  purposes:  (1)  to  allow  an  individual 
sufficient  opportunity  to  inspect  his  record  for  accuracy  and  completeness ;  and 
(2)  to  protect  him  against  possible  abuses  by  employers  who  require  him  to 
obtain  a  copy  of  his  record  as  a  condition  of  employment.  These  aims  are 
achieved  by  prohibiting  the  individual  from  securing  the  actual  record  or  a 
copy  of  it,  but  allowing  him  up  to  one  hour  to  inspect  the  record  for  accuracy 
and  to  make  notes  concerning  its  contents. 

Rule  403.  Release  to  Bona  Fide  Researchers.  Upon  approval  by  (title  of 
agency  head  or  his  designee),  information  contained  in  arrest  or  conviction 
records  may  be  released  to  bona  fide  researchers  for  research  purposes  upon  the 
condition  that  said  researchers  will  not  make  public  or  otherwise  disseminate 
information  identifying  particular  individuals,  nor  at  any  time  attempt  to 
contact  such  individuals. 

Commentary 

Rule  403  allows  release  of  records  for  bona  fide  research  purposes.  This  is 
a  novel  provision.  However,  the  SEARCH  Model  Regulations  include  extensive 
provisions  for  researchers'  use  of  records.  Affording  access  to  records  can  pro- 
vide an  opportunity  for  important  research.  See  Kogon  &  Loughery,  "Sealing 
and  Expungement  of  Criminal  Records— The  Big  Lie,"  61  J.  Crim.  L.C.  &  P.S. 
378  (1970).  Moreover,  it  is  expected  that  departments  will  carefully  screen 
the  credentials  of  all  those  who  seek  access  to  records  for  research  purposes. 
In  many  cases  aggregate  data  not  identifying  offenders  by  name  will  suffice ; 
where  this  is  true,  anonymity  of  records  should  be  preserved. 

Rule  404.  Release  of  Juvenile  Records.  Juvenile  records  may  be  released 
pursuant  to  the  general  provisions  of  Rule  401.  In  addition,  the  juvenile 
record  of  a  person  who  has  not  reached  the  age  of  Teighteen]  at  the  time  the 
record  is  requested  may  be  released  to  his  parents,  guardian,  or  other  duly 
authorized  custodian. 

Com^mentary 

Although  the  emphasis  of  these  Rules  is  on  adult  arrest  and  conviction 
records,  some  standards  were  thought  necessary  for  juvenile  records,  particu- 
larly since  most  states  do  not  have  specific  statutes  governing  dissemination 
of  such  records. 

Rule  404  allows  dissemination  of  juvenile  records  to  persons  authorized  to 
receive  records  under  Rule  401.  In  addition,  custodians  of  the  child,  whether 
parents  or  institutions,  are  allowed  access — since  their  custody  of  the  juvenile 
is  for  the  juvenile's  benefit  and  the  information  may  be  helpful  to  them. 

This  formulation  is  taken  largely  from  the  Uniform  Juvenile  Court  Act, 
(adopted  by  the  National  Conference  of  Commissioners  on  Uniform  State  Laws 
In  July,  1968,  and  approved  by  the  American  Bar  Association  in  August,  1968)  ; 
from  the  District  of  Columbia  Code  §§16-2330-2335  (1970),  which  provide 
specific  rules  for  the  release  of  law  enforcement  records  relating  to  juveniles ; 
and  from  the  Duncan  Report. 

SECTION  5.  PROCEDURES  FOR  RELEASE  OF  RECORDS 

Rule  501.  statement  of  Disposition  or  Present  Status.  No  information  con- 
cerning arrests  or  convictions  that  occurred  after  (the  effective  date  of  the 
Rules)  shall  be  released  unless  such  information  includes  a  statement  of  either 
the  final  disposition  of  the  matter  or  the  present  status  of  the  case  (e.g.,  trial 
pending)  if  no  final  disposition  has  been  made. 
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Commentary 

This  rule  provides  that  information  contained  in  arrest  or  conviction  records 
may  not  be  released  without  including  a  notation  of  final  disposition,  or  a 
notation  of  the  present  status  of  the  case  if  it  is  still  pending.  Excepted  are 
records  made  prior  to  the  adoption  of  these  Rules. 

It  has  been  estimated  that  8,640,000  "arrests"  *  occurred  in  the  United  States 
in  1971,  a  rate  of  44  arrests  per  1,000  population.  FBI  Uniform  Crime  Reports 
1971  31.  The  Uniform  Crime  Reports  make  no  estimate  of  the  percentage  of 
full-custody  arrests  that  are  followed  by  formal  charging.  However,  the  UCR 
does  state  that  82  percent  of  those  "arrested"  for  "crime  index  type  offenses" " 
were  prosecuted.  In  all  likelihood,  that  percentage  is  lessened  for  offenses  of  a 
minor  nature,  i.e.,  a  higher  percentage  of  those  arrested  for  felonies  are  formally 
charged  as  against  those  arrested  for  misdemeanors.  In  addition,  a  large 
number  of  those  formally  charged  are  not  found  guilty.'  One  author  has  esti- 
mated that  half  of  the  1,340,000  arrests  made  in  California  in  1971  led  to 
release  without  formal  charging,  or  dismissal  or  acquittal.  Karabian,  supra, 
at  21,  n.l. 

In  spite  of  the  large  ratio  of  arrests  that  do  not  result  in  charging — much 
less  conviction — it  has  been  suggested  that  35%  of  all  records  did  not  include 
any  information  concerning  the  final  disposition  of  the  case.  President's  Com- 
m-ission  on  Law  Enforcement  and  Administration  of  Justice:  The  Challenge  of 
Crime  in  a  Free  Society  268  (1967).  It  is  not  then  surprising  that  widespread 
release  of  incomplete  records  has  led  to  criticism  of  law  enforcement  agencies. 
-See  Hess  &  LePoole,  "Abuse  of  the  Record  of  Arrest  Not  Leading  to  Convic- 
tion," 13  Crime  d  Delinquency  495  (1967)  ;  Karst,  "The  Files:  Legal  Controls 
Over  the  Accuracy  and  Accessibility  of  Stored  Personal  Data,"  31  Law  d 
Gontemp.  Prob.  342  (1966). 

A  letter  dated  June  2,  1971,  from  then  FBI  Director  J.  Edgar  Hoover  to  all 
law  enforcement  agencies  asked  that  "special  attention"  be  given  "to  the  urgent 
need  to  report  a  final  disposition  for  each  charge  submitted  to  the  FBI.  .  .  ." 
Citing  Chregory  v.  Litton  Systems,  Inc.,  supra,  and  Menard  v.  Mitchell,  supra, 
Mr.  Hoover  noted  that  "[t]here  is  an  answer  to  this  problem,  one  answer 
and  one  only.  Report  the  final  disposition  in  each  case  at  whatever  level  .  .  . 
the  public  interest  in  safety  from  criminal  attack  demands  it,  as  well  as  our 
own  interest,  and  the  interests  of  other  elements  in  the  criminal  justice  system 
in  performing  professionally  and  efliciently  toward  that  same  objective." 

Some  departments  already  impose  such  a  requirement — though  it  is  not 
always  followed.  Final  disposition  is  required  on  central  criminal  records  in 
the  District  of  Columbia.  B.C.  Code  §  4-134a.  In  New  York  City,  the  record  in 
central  police  custody  is  supposed  to  contain  the  final  disposition.  New  York 
Police  Department  Rule  54.0  ff,  1956.  A  standard  requiring  notation  of  dis- 
position has  been  recommended  in  recent  testimony  in  Congress  (Katzenbach, 
testimony  on  Hearings  on  H.R.  13315),  and  Cat  Penal  Code  §)$  1115-1116 
require  a  disposition  report  for  any  record  of  arrest  transmitted  to  the  state 
Bureau  of  Criminal  Identification  and  Investigation.  The  purpose  of  this 
requirement  is  that  the  record  "will  not  show  merely  a  dangling  reference  to 
an  arrest."  Baum,  "Wiping  Out  a  Criminal  or  Juvenile  Record,"  40  Cat  S.B.J. 
816.825  (1965). 

This  Rule  is  given  prospective  application  only  because  of  the  immense 
administrative  burden  involved  in  searching  out  the  final  disposition  of  thou- 
sands of  old  cases.  In  some  instances  that  information  may  not  be  available 
or,  if  available,  be  very  difi^cult  to  discover.  Limiting  this  Rule  to  prospective 
application  is  similar  to  the  approach  taken  in  California  where  §§  1115-1117 
(1961)  were  held  to  apply  only  to  post-1961  arrests.  53  Cat  Ops.  Atty.  Oen. 
109.  (1970). 

Rule  502.  Certification  of  Purpose:  Indemnification.  Any  nongovernmental 
persons   or   organizations   authorized   by   these   Rules   to   receive   information 


^  As  iipert  In  the  TTnlform  Crimp  Report,  "arresf"  Inchides  taklnfr  Into  custody,  sum- 
moning or  cithicr  for  nil  offenses  exoept  traffic  violations. 

"These  offenses  are:  murder,  forcible  rape,  robberv.  asrsrravated  assault,  burglary, 
larceny  $^0  and  over  In  value,  and  auto  theft.  UCR — IftTl  nt  .5. 

''One  UCR  Table,  based  upon  records  from  jtirlsdlctlons  with  a  population  of  fi3  3 
million  Indicates  16.S  percent  of  those  persons  held  for  nrosecutlon  are  acquitted  or 
dismissed,  and  18.5  percent  are  referred  to  juvenile  court.  VCR — 1971  at  110. 
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contained  in  arrest  or  conviction  records  shall  be  furnished  such  information 
upon  application  in  writing  accompanied  by  the  following  certification  : 

I  certify  that  I  am  familiar  with  the  limited  purposes  set  forth  in  the  Rules 
of  the  (name  of  police  agency)  for  which  arrest  and  conviction  information 
requested  may  be  used,  and  that  the  information  requested  will  be  used  solely 
for  these  limited  purposes  and  not  to  harass,  degrade,  or  humiliate  any  person, 
[nor  shall  the  information  be  used  for  an  employment  or  related  purpose]. 

The  specific  purpose  for  which  the  information  is  requested  is 

The  information  released  shall  be  used  for  this  purpose  only  and  {name  of 
requesting  person  or  organization)  hereby  agrees  to  indemnify  the  {name  of 
police  agency)  for  any  liability  arising  out  of  the  improper  use  of  the  infor- 
mation provided. 

Commentary 

The  purpose  of  requiring  a  formal  certification  is  threefold.  First,  it  reduces 
the  burden  of  verifying  proper  purpose  by  requiring  the  agency  or  person  re- 
questing the  information  to  state,  in  writing,  the  purpose  for  which  it  will  be 
used.  Second,  it  places  the  onus  of  demonstrating  the  propriety  of  the  purpose, 
and  the  liability  for  any  improper  use  of  the  information,  on  the  requesting 
agency  or  person.  Third,  it  creates  a  written,  official  record — thereby  protecting 
the  integrity  of  the  parties  involved. 

The  language  of  certification  is  a  revision  of  that  contained  in  the  San 
Diego  Police  Department's  "Instruction  on  Official  Department  Correspondence." 
It  is  very  similar  to  the  certification  required  by  Cal.  Penal  Code  §  11105.  The 
indemnification  provision  was  largely  taken  from  a  notarized  request  form  used 
by  the  City  of  Spokane,  Washington  {see  Winner,  "Police  Court  Records — 
Problems  Now  Confronting  Cities  in  Light  of  Eddy  v.  Moore,"  Municipal 
Research  and  Service  Center  of  Washington)  which  was  in  keeping  with  a 
unique  statutory  provision.  Wash.  Rev.  Code  Ann.  §  72.50.179,  established  a 
cause  of  action  to  anyone  whose  record  was  released  in  violation  of  the  release 
statutes.  (The  statute  was  repealed  in  1972.)  A  certification  form  may  be 
necessary  in  other  jurisdictions  as  well,  especially  if  a  cause  of  action  for 
invasion  of  privacy  by  improper  release  of  a  record  is  maintainable. 

Rule  503.  Maintaining  Records  of  Persons  and  Organizations  Receiving  In- 
formation. A  record  shall  be  kept  of  all  persons  and  organizations  to  whom 
information  contained  in  arrest  or  conviction  records  has  been  released,  and 
the  purposes  for  which  such  release  was  authorized. 

Commentary 

A  complete  record  is  to  be  kept  of  all  persons  and  agencies  to  whom  arrest 
and  conviction  records  are  released — in  order  that  these  recipients  may  be 
informed  of  any  destruction  or  sealing  [or  closing]  of  a  record,  of  any  change 
in  the  status  of  a  charge,  and  of  any  correction  of  record  inaccuracy.  Rule  503 
insures  that  the  complying  agency  can  identify  those  persons  to  whom  records 
are  released,  and  that  release  was  made  within  permissible  limits. 

The  SEARCH  Model  Regulations,  Regulation  15,  contain  a  similar  provision 
requiring  a  listing  of  agencies  to  whom  criminal  offender  information  is 
released. 

Rule  504.  Responding  to  Requests  for  Non-Releasahle  Information.  When  a 
request  for  the  release  of  information  contained  in  arrest  and  conviction 
records  is  received,  and  such  information  may  not  be  released  under  these 
Rules,  the  following  reply  is  to  be  made  : 

The  arrest  and  conviction  records  of  the  {name  of  police  agency)  are  not 
public  records  and  are  not  open  to  public  inspection.  As  a  matter  of  depart- 
ment policy,  release  of  such  records  is  limited  almost  entirely  to  law  enforce- 
ment agencies  and  criminal  justice  personnel.  The  purpose  of  this  policy  is 
to  protect  the  right  of  privacy  of  individual  citizens.  Accordingly,  the  depart- 
ment has  not  conducted  a  search  of  its  records  for  information  relating  to  your 
request. 

Commentary 

This  Rule  requires  a  standard  response  for  use  in  denial  of  access  to  arrest 
or  conviction  record  information.  This  response  is  to  be  used  for  all  inquiries 
where  release  is  unauthorized,  irrespective  of  whether  or  not  there  is  a  record 
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for  the  individual  who  is  the  subject  of  the  inquiry.  Such  an  approach  is 
necessary  to  implement  the  department's  policy  limiting  disclosure.  If  request- 
ing persons  unauthorized  to  receive  record  information  were  informed  in  one 
case  that  "the  subject  has  no  criminal  record"  and  in  another  that  "the 
subject's  record  cannot  be  released,"  the  non-disclosure  policy  might  be 
defeated  by  those  sophisticated  enough  to  note  the  difference  in  response. 

SECTION    6.   DESTBUCTION   OR   SE^AUNG   OF  RECORDS 

Rule  601.  Destruction.  Unless  otherwise  required  by  statute  or  judicial  order, 
arrest  or  conviction  records  shall  not  be  physically  destroyed  or  sealed  [until 
the  subject  thereof  reaches  the  age  of  seventy]  [except  that,  upon  a  determina- 
tion by  the  (head  of  agency)  that  manifest  injustice  would  result  from  the 
maintenance  of  such  record,  destruction  or  sealing  may  be  authorized]. 

Commentary 

The  Model  Rules  adopt  the  position  that  unless  required  by  law,  the  destruc- 
tion of  arrest  or  conviction  records  is  not  a  desirable  thing.  A  number  of 
considerations  have  influenced  this  position. 

First,  it  is  believed  that  adoption  and  adherence  to  these  Rules  will  vastly 
reduce  the  record-dissemination  abuses  which  destruction  is  designed  to 
eliminate. 

Secondly,  attempts  to  eliminate  every  vestige  of  an  actual  event  seem  futile, 
since  an  individual's  past  "brushes  with  the  law"  can  very  often  be  recon- 
structed through  indirect  sources.  See  Kogen  &  Loughery,  supra.  Indelible  traces 
still  remain:  (1)  present  limitations  exist  on  the  success  of  requesting  full 
return  of  records  distributed  to  other  agencies :  e.g.,  fingerprints  sent  to  the 
F.B.I.,  see  Menard  v.  Mitchell,  328  F.Supp.  718  (D.D.C.  1971)  (expungement 
refused)  ;  (2)  employers  may  ask  the  employee  whether  he  has  ever  had  an 
arrest  record  expunged  or  destroyed — there  may  even  be  available  a  record  of 
expungement,  perhaps  sealed,  perhaps  not,  see  Note,  "Discrimination  on  the 
Basis  of  Arrest  Records,"  56  Cornell  L.  Rev.  470  (1971)  ;'  (3)  in  the  case  of 
conviction  and  actual  incarceration,  the  time  served  is  hard  to  explain  on  an 
employment  form  asking  for  past  history,  see  Kogen  &  Loughery,  supra,  at  385 ; 
(4)  certain  convicted  persons  often  have  to  acknowledge  their  presence  in  a 
community  by  registering  with  a  law  enforcement  agency,  e.g.,  persons  con- 
victed of  specified  sex  offenses  are  required  to  register  with  the  county  sheriff 
(Ariz.  Rev.  Stat.  Ann.  §  13-1271)  ;  and  (5)  destruction  does  not  erase  the 
memory  of  those  connected  with  a  given  event — which  persons  may  appear 
later  and  unexpectedly  on  the  scene,  with  their  recollection  warped  to  the 
detriment  of  the  subject  individual. 

Thirdly,  it  is  unclear  that  such  destruction  will  truly  protect  the  person 
who  was  the  subject  of  the  destroyed  arrest  record.  As  Judge  Nebeker  notes 
in  his  concurring  opinion  in  Irani  v.  District  of  Columbia,  supra,  at  851,  there 
are  numerous  circumstances  in  which  a  person  might  have  to  reveal  the  fact 
of  arrest  regardless  of  destruction.  Further,  the  majority  opinion  in  Irani 
expressly  states  that  absent  specific  statutory  authorization,  courts  may  lack 
authority  to  permit  persons  to  give  a  negative  answer  to  questions  concerning 
criminal  history  because  they  have  no  inherent  power  to  grant  immunity 
from  prosecution  for  perjury  or  other  criminal  offenses. 

Fourth,  retention  of  arrests  and  conviction  records  allows  for  the  conduct  of 
research  which  ultimately  may  be  of  service  to  the  criminal  justice  system. 
A  research  exception  is  provided  by  the  SEARCH  Model  Regulations.  See 
also  Kogon  &  Loughery,  supra,  at  386  n.33,  quoting  an  extract  of  a  letter  from 
the  Director  of  the  Ohio  Youth  Commission  stating :  "Many  of  the  psychiatrists 
and  psychologists  wish  to  retain  the  records  for  research  purposes." 

Fifth,  the  availability  of  the  record  may  be  a  benefit  to  the  individual  in 
some  cases,  e.g.,  where  it  provides  proof  that  no  conviction  occurred.  Sterling 
V.  Citv  of  Oakland.  24  Cal.  Rptr.  696  (App.  1962). 

Sixth,  and  perhaps  most  important,  the  retention  of  records  may  be  necessary 
to  protect  the  department  and  individual  nfllioprs  from  civil  liability.  These 
records  may  be  material  in  a  civil  case  tried  long  after  the  event.  Spock  v. 


*Thp  NotP  sfatps  that  a  survey  of  forms  collected  In  Amerl^.-jn  Mnnatrement  Associa- 
tion Book  of  Employnipnt  Forms  1fi7-274  (19fi7>  shows  fifi<^  of  private  companies  asked 
whether  an  applicant  for  employment  has  ever  been  arretted.  Id.  at  471,  n.  5. 
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District  of  Columbia,  supra,  at  17,  expressly  notes  the  possibility  of  a  charge 
against  a  law  enforcement  officer  as  a  valid  justification  for  retention  of 
records. 

The  first  optional  provision  authorizes  destruction  when  the  subject  of  a 
record  reaches  the  age  of  seventy.  This  would  permit  purging  of  records  when 
it  appears  these  records  are  of  minimal  value  to  the  possessing  agency. 

The  second  optional  provision  could  be  useful  in  the  highly  unusual  case 
where  none  of  the  reasons  militating  against  destruction  are  present.  If  on 
balance  maintenance  of  the  record  creates  a  "manifest  injustice"  and  serves 
no  good  purpose,  destruction  is  called  for. 

Rule  602.  Notification  of  Other  Agencies.  When  destruction  or  sealing  of 
arrest  or  conviction  records  is  required  by  statute  or  judicial  order,  all  law 
enforcement  agencies  to  whom  such  records  have  been  released  shall  be  so 
notified  at  the  time  of  destruction  or  sealing,  and  asked  to  return  all  copies  of 
the  record. 

Commentary 

This  Rule  simply  provides  that  if  the  records  are  destroyed  or  sealed,  or  if 
release  is  otherwise  limited,  all  law  enforcement  agencies  to  whom  such 
records  have  been  released  shall  be  notified  of  the  requirement.  This  is  similar 
to  California  practice.  California  provides,  for  example,  that  when  a  custodian 
is  informed  of  a  sealing  of  records  which  were  sent  to  them  by  another  law 
enforcement  agency,  subsequent  requests  for  such  records  are  to  be  answered 
with  "We  have  no  record  on  that  named  individual."  40  Cal.  Ops.  Atty.  Gen. 
50  (1962). 

[optional  section  7.  CLOSING  RECORDS 

Rule  701.  Designation  of  a  Closed  Record,  (a)  If  a  person  has  been  arrested 
and  his  case  has  been  disposed  of  other  than  by  conviction,  the  record  per- 
taining to  that  arrest  shall  be  designated  a  closed  record  five  years  after  the 
date  of  the  person's  last  known  arrest  or  conviction,  the  last  known  date  that  the 
person  was  released  from  any  prison  or  jail,  or  the  last  known  date  that  the 
person  was  subject  to  probation  or  parole,  whichever  event  occurred  last  in 
time. 

(b)  If  a  person  has  been  arrested  and  his  case  has  been  disposed  of  by 
conviction,  the  record  pertaining  to  that  conviction  shall  be  designated  a 
closed  record  ten  years  after  the  date  of  the  person's  last  known  arrest  or 
conviction,  the  last  known  date  that  the  person  was  released  from  any  prison 
or  jail,  or  the  last  known  date  that  the  person  was  subject  to  probation  or 
parole,  whichever  event  has  occurred  last  in  time. 

Commentary 

This  Rule  provides  that  the  arrest  or  conviction  record  of  a  person  who  has 
been  arrested  or  convicted  will  be  "closed"  if  that  person  is  "clean"  for  a 
period  of  ten  years  after  a  conviction  or  five  years  after  an  arrest  where 
there  is  no  conviction.  The  concept  of  closing  records  is  drawn  from  the 
proposed  SEARCH  Model  Regulations,  Regulation  12. 

Shorter  time  periods  prior  to  closing  records  were  considered  and  rejected 
as  being  unrealistic  and  unmindful  of  criminal  patterns  and  activities.  H.R. 
13315.  92d  Congress,  2d  Session  (1972)  proposed  destruction  of  arrest  records — 
including  those  with  a  disposition  of  conviction  after  a  two-year  "clean" 
period.  It  has  come  under  heavy  criticism  from  the  police  community.  See,  e.g.. 
Commentary  on  H.R.  13315,  Police  Legal  Center,  lACP  Research  Division 
(1972). 

This  Rule  does  not  distinguish  between  serious  and  less  serious  offenses. 
To  do  so  would  involve  administrative  judgments  perhaps  possible  with  a 
vast  computer  informational  system,  but  otherwise  involving  a  huge  burden 
on  law  enforcement  agencies.  Fixed  rules  for  arrest  records  and  conviction 
records  provide  a  system  which  can  be  administered  with  a  minimum  of 
administrative  inconvenience. 

Rule  702.  Release  of  a  Closed  Record.  Information  contained  in  a  closed 
record  shall  be  held  in  confidence  and  shall  not  be  released  to  any  person  or 
organization  except  as  follows  : 

^a)   where  necessary  for  in-house  custodial  activities  of  the  department: 

(b)  where  the  information  is  to  be  used  for  hona  fide  research  purposes; 
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(c)  where  access  is  allowed  by  Rule  402  (personal  inspection  by  the  subject 
of  the  record)  ; 

(d)  where  necessary  to  permit  the  adjudication  of  a  claim  that  the  record 
is  inaccurate ;  and 

(e)  where  a  statute  or  court  order  specifically  provides  otherwise. 

Commentary 

The  purpose  of  closing  a  record  is  to  insulate  an  individual  from  the 
liabilities  which  normally  attach  simply  due  to  the  existence  of  arrest  or 
conviction  records.  The  principal  justification  is  that  "careful  purging  programs 
would  contribute  significantly  to  effective  programs  of  rehabilitation."  SEARCH 
Model  Regulations  53.  Where  an  arrested  individual  has  not  previously  been 
convicted  of  a  crime  and  his  arrest  does  not  culminate  in  such  a  conviction, 
closing  or  expunging  his  record  is  required  by  state  or  court  decision  in  some 
jurisdictions.  See,  e.g.,  U.S.  v.  MoLeod,  385  F.2d  734  (5  Cir.  1967)  ;  U.S.  v. 
Kalish,  supra. 

Closed  records  would  not  be  available  for  dissemination  to  employers  or  law 
enforcement  agencies,  for  example,  unless  allowed  under  the  exceptions :  for 
in-house  custodial  activities ;  iona  fide  research ;  the  individual's  own  access ; 
adjudication  of  a  claim  that  the  record  is  inaccurate ;  and  compliance  with  a 
statute  or  court  order.  These  are  instances  where  release  is  for  the  subject 
individual's  benefit,  or  else  poses  a  minimal  threat  to  his  privacy. 

Rule  703.  Opening  a  Closed  Record.  A  closed  arrest  or  conviction  record  may 
be  opened  if  the  individual  who  is  the  subject  of  the  record  is  subsequently 
charged  with  a  crime.  If  the  charge  does  not  result  in  conviction,  the  opened 
record  shall  be  reclosed,  but  the  record  of  the  new  charge  shall  remain  open 
until  closed  pursuant  to  Rule  701.  If  the  charge  does  result  in  conviction,  the 
opened  record  will  remain  open  until  closed  pursuant  to  Rule  701. 

Commentary 

Optional  Rule  703  provides  for  reopening  a  closed  record  if  the  subject 
thereof  is  later  charged  with  a  crime.  Reopening  is  provided  because  the 
subject's  entire  criminal  history  may  have  relevance  to  the  treatment  and 
disposition  of  the  new  charge. 

Rule  704.  Notification  of  Other  Agen^es.  When  a  record  has  been  deemed 
a  "closed  record,"  all  persons  or  organizations  who  are  known  to  have  a  copy 
of  such  record,  shall  be  notified  at  the  time  of  closing  that  the  record  has 
been  closed  and  shall  be  requested  to  return  all  copies  of  the  record.] 

Commentary 

This  Rule  is  similar  to  Rule  602,  in  providing  for  return  of  information  when 
destruction  or  sealing  is  required  by  law.  See  the  Commentary  to  Rule  602, 
supra. 

SECTION    8.    WHEN    FOREGOING   RULES    MAY   BE   DIRRKGARDEO 

Whenever  it  appears  that  any  of  the  foregoing  Rules  should  be  modified  or 

disregarded  because  of  special  circumstances,  specific  authorization  to  do  so 

should  be  obtained   from  the  department's  legal  advisor  or    (in»ert  name  of 
other  appropriate  department  or  prosecution  official). 

Commentary 

Section  8  recognizes  that  there  may  be  a  few  unanticipated  situations  where 
the  application  of  the  foregoing  rules  will  interfere  with  or  Impede  reasonable 
law  enforcement  action.  For  these  unusual  circumstanoes  it  provides  an  escape 
hatch  whereby  certain  designated  hieh  oflioials  have  the  authority  to  suspend 
application  of  the  Rules. 

Dayton,  Ohio,  Police  Department  Records  Release  Policu.  General  Order  #10-79 
and  Correspondence  Concerning  the  Policy 

Dayton  Police  Department  Official  Policy — General  Order  #10-73 

Subject:  Police  Records  Release  Policy.  Revises  General  Order  #33-71. 

In  order  that  the  department  fulfills  its  responsibilities  with  respect  to  the 
collection,  preservation,  and  release  or  review  of  records,  and  so  as  to  imple- 
ment and  protect  constitutional  guarantees  or  privacy,  the  following  policy  i^ 
adopted. 
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This  order  supersedes  ALL  previous  orders,  memos,  Manual  of  Procedure, 
and  procedures  developed  through  unofficial  sources. 

I.   ADULTS 

A.  Unless  provided  for  in  this  order,  NO  departmental  records 'of  finger- 
prints, photographs,  or  previous  criminal  or  traffic  activity  are  to  be  released 
or  reviewed  by  ANYONE  other  than  sworn  members  of  THIS  department. 

B.  Release  or  review  of  records  can  only  be  accomplished  as  authorized 
below : 

1.  An  individual,  who  personally  appears  at  the  Information  Counter, 
properly  identifies  himself,  and  signs  a  Records  Review  Request  form,  may 
REVIEW  his  own  personal  record.  He  may  make  notes  of  its  contents,  but 
may  NOT  remove  the  records  from  the  Information  Counter  or  purchase 
copies  of  it.  The  record  is  to  remain  in  the  custody  of  the  Department  of 
Police. 

2.  Persons  who  submit  written  requests  or  waivers  by  mail,  seeking 
release  of  their  records  are  to  be  advised  that  such  requests  or  waivers 
cannot  be  honored.  These  persons  are  to  be  advised  by  mailing  them  a 
3"  X  5"  card  entitled  DAYTON  POLICE  DEPARTMENT'S  RECORDS 
POLICY.  This  card  is  available  at  the  Information  Counter. 

3.  Pursuant  to  a  request  from  a  public  law  enforcement  agency,  (eg. 
Police  Departments,  Ohio  State  Patrol,  F.B.I.,  Corrections  or  Courts  Agen- 
cies) for  purposes  of  prosecution,  building  a  criminal  case  leading  to  a 
prosecution,  or  conducting  an  investigation  for  probation  consideration. 

4.  Governmental  and  law  enforcement  agencies  seeking  records  checks 
of  persons  they  are  considering  for  employment,  in  the  absence  of  a 
notarized  waiver  from  the  person  being  investigated  are  to  receive  ONLY 
records  of  convictions  and  not  records  of  arrests  where  no  conviction 
was  obtained.  For  purposes  of  this  policy,  bail  forfeitures  are  to  be 
considered  as  convictions. 

Records  of  arrests  which  have  no  disposition  are  to  be  released  only  to 
public  agencies  such  as  those  listed  in  Paragraph  B-3  above,  and  then 
only  for  those  reasons  listed  in  B-3. 

5.  Exceptions  to  paragraphs  B-1,  2,  3,  and  4,  are  where  the  release  of 
records  is  required  by  law.  (eg.  Visa,  Passports,  Immigration,  Prison  Visits, 
Used  Car  Salesman,  etc.).  It  these  cases  the  Release  waiver  or  request  must 
be  notarized. 

If  Records  Section  personnel  receive  a  request  that  appears  to  fall  within 
this  exception  clause,  but  not  specifically  mentioned  herein,  they  are  to 
obtain  clearance  from  the  Supervisor  of  the  Records  Section  prior  to  hon- 
oring the  request. 

C.  Members  of  this  department,  as  well  as  members  of  any  law  enforcement 
agency,  as  described  in  paragraph  B-3,  who  receive  departmental  records  as 
described  in  this  order,  are  not  to  pass  them  on  to  persons  not  authorized  to 
receive  them  under  the  provisions  of  this  order. 

D.  In  those  instances  where  persons  appear  at  the  Information  Counter  with 
a  request  to  review  their  personal  record  of  arrests  and  convictions,  the  Infor- 
mation Counter  personnel  are  to  respond  as  follows : 

1.  Carefully  check  the  identification  offered  to  ascertain  that  it  matches 
the  person  presenting  It. 

2.  Produces  the  Records  Review  Request  form  for  that  person's  signa- 
ture, and  sign  as  a  witness  to  the  signature. 

3.  Explain  to  the  individual  that  the  record  must  be  reviewed  at  the 
Information  Counter,  and  no  part  of  it  may  be  removed  or  copies  purchased. 

Counter  personnel  are  not  to  verify,  in  any  way,  any  information  the 
person  may  elect  to  copy  from  this  record. 

4.  After  the  individual  has  reviewed  the  record  it  Is  to  be  returned  to 
the  jacket  (felony  records)  or  the  envelope  (misdemeanor/traffic  records), 
and  the  signed  and  witnessed  Records  Review  Request  form  is  to  be  placed 
in  the  jacket  or  envelope  with  the  record. 

E.  Except  where  valid  law  enforcement  purposes  dictate  to  the  contrary,  no 
pictures  of  subjects  are  to  be  released  to  the  news  media.  This  is  to  include 
arrested  persons,  police  officers  or  applicants,  taxi  drivers  or  applicants,  or 
any  other  persons  whose  pictures  may  be  in  department  files. 
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Division  commanders  may  make  exceptions  to  this  rule  when  they  feel  a 
compelling  need  to  do  so,  but  in  each  instance  where  exception  Is  made,  the 
Commander  making  it  is  to  cause  a  report  to  be  forwarded  to  the  Director  of 
Police  explaining  the  action  and  the  reason  such  action  was  deemed  necessary. 

IL   JUVENILES 

Juvenile  police  records  are  not  for  public  use  and  are  to  be  released  only  to 
police.  Courts,  and  Corrections  agencies  as  defined  in  Section  I,  paragraph 
B-3  of  this  order. 

III.   BEQUESTS  BT  TELEPHONE  FBOM  POLICE,  COUBTS,  AND  COBBECTIONS  AGENCIES 

A.  Police,  Courts,  or  Corrections  personnel,  as  described  in  Section  I,  Para- 
graph B-3  of  this  order,  who  request  records  by  telephone  are  to  be  required 
to  identify  themselves  by  name,  agency,  purpose  for  the  check,  and  the  tele- 
phone number  of  their  agency. 

Records  personnel,  taking  the  call,  are  to  advise  such  agency  they  will  be 
called  back  with  the  information  after  the  check  has  been  made.  The  "call  back" 
is  to  be  to  the  telephone  number  of  the  agency  requesting  the  information  and 
to  no  other  phone  number. 

B.  Records  personnel,  taking  this  type  call,  are  to  check  for  the  record  re- 
quested and  if  the  subject  has  a  record  they  are  to  do  as  follows : 

1.  Execute  a  Records  Review  Request  form  and  print  the  words  "Re- 
quested by  Telephone"  on  the  agency  signature  line,  and  the  phone  number 
which  was  left  for  the  "call  back."  Fill  in  specific  purpose  the  information 
was  requested.  Make  the  "call  back"  to  the  agency  of  the  requesting  oflScer, 
and  give  the  information  to  him. 

2.  Upon  completion  of  the  call  the  Records  Review  Request  form  is  to 
be  placed  in  the  felony  jacket,  or  misdemeanor/trafllc  envelope  along  with 
the  record  and  returned  to  file.  The  Records  Section  employee  making  this 
call  is  to  sign  the  form  on  the  witness  line  to  show  who  executed  the  form 
and  made  the  "call  back." 

3.  If  the  subject  checked  has  no  record  with  this  department,  the  "call 
back"  Is  to  be  made  anyhow,  but  execution  of  a  Records  Review  Request 
form  will  not  be  necessary. 

IV.  BEQUEBTINO  AUTHOBITT'S  CEBTIFICATION  OF  NECESSITT  AND  PUBP08E  ; 

INDEM  NIFICATION 

Any  person  or  Interests  authorized  by  these  rules  to  receive  arrest  and  con- 
viction records  shall  be  furnished  such  records  upon  application,  in  writing, 
accompanied  by  the  following  certification  signed  by  the  requesting  authority 
or  executed  In  the  manner  described  under  Section  III,  paragraphs  B-1,  2,  &  3 
of  this  order.  City  of  Dayton  police  officers  are  to  be  exempt  from  the  above 
provisions  of  this  order. 

BECOBDS  BEVIEW   BEQUEST  FOBM 

The  undersigned  wishes  to  examine  the  record  of 

Print:  Last  Name  First  Middle 

"I  certify  that  the  Information  applied  for  Is  necessary  In 

Age/Sex/Race 
the  Interest  of  the  due  administration  of  the  law,  and  not  for  the  purposes  of 
assisting  any  persons  or  any  private  or  government  Interests  to  use  such 
Information  for  their  own  benefit  or  in  harassing,  degrading  or  humiliating 
any  person ;  nor  shall  the  Information  be  used  by  non-governmental  agencies 
for  employment  or  related  purposes.  The  specific  purpose  for  which  the  Infor- 
mation is  requested  is The  informa- 
tion released  shall  be  used  for  the  purpose  only  and  the  requesting  authority 
hereby  indemnifies  the  Department  for  any  liability  arising  out  of  the  im- 
proper use  of  that  Information. 


Signature  of  Agency  Representative 


Signature  Witnessed  by 

(Person  witnessing  signature  signs  here). 
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V.  RESPONSES  TO  REQUESTS  FOR  RECORDS  MADE  BY  UNAUTHORIZED  PERSONS  OR  FOB 

UNAUTHORIZED   PURPOSES 

In  responding  to  a  request  for  records  made  by  a  person  or  interest  which 
is  not  authorized  to  receive  them  or  to  a  request  for  records  made  for  an 
unauthorized  purpose,  the  following  response  is  to  be  made  : 

"The  arrest  and  conviction  records  of  the  Dayton  Police  Department  are  not 
public  records  and,  therefore,  are  not  open  to  public  inspection.  As  a  matter  of 
department  policy,  dissemination  of  such  records  is  limited  almost  exclusively 
to  law  enforcement  agencies  and  criminal  justice  personnel.  The  purpose  of 
this  policy  is  to  protect  the  privacy  of  citizens.  Accordingly,  the  department 
has  not  conducted  a  search  of  its  records  for  information  relating  to  your 
request. 

When  a  refusal  to  check  records  has  to  be  executed  by  mail,  Counter  Per- 
sonnel are  to  mail  the  above  statement  to  the  requesting  person,  agency  or  in- 
terest. This  statement  has  been  provided  on  3"  x  5"  cards  for  this  purpose 
and  a  supply  is  available  at  the  Information  Counter. 

It  is  hoped  that  this  posture  with  regards  to  records  will  protect  citizens' 
rights  and,  at  the  same  time,  protect  our  own  law  enforcement  needs  to  main- 
tain records  on  persons  not  convicted  of  a  crime  but  who  have  been  arrested. 

Robert  M.  Iglebubqeb, 

Director  of  Police. 


April  8,  1974. 
Mr.  Frank  A.  Schubert, 
Administrative  Assistant  to  the  Director, 
Department  of  Police, 
Dayton,  Ohio. 

Dear  Mb.  Schubert  :  The  attached  correspondence  speaks  for  itself.  I  would 
like  to   reprint   this   material  in  the  published  hearings.   You  might  want  to 
respond  to  Mr.  Stewart's  allegations. 
With  kindest  wishes. 
Sincerely  yours, 

Sam  J.  Ervin,  Jr., 

Chairman. 


E.  N.  Stewart  Electric  Co., 
Dayton,  Ohio,  March  22,  1974- 
Senator  Samuel  Ervin, 
Chairman, 

Constitutional  Rights  Committee, 
Senate  Office  Building, 
Washington,  D.C. 

Dear  Sir:  May  I  be  presumptuous  in  trying  to  present  a  slightly  different 
viewpoint  on  our  local  Police  department's  handling  of  their  arrest  records? 

According  to  our  local  Dayton  Daily  News,  of  March  19,  1974,  you  are  to 
receive  testimony  on  the  release  of  criminal  records  to  only  persons  or  organiza- 
tions connected  with  police  activities. 

According  to  the  enclosed  Xerox  copy,  the  above  isn't  quite  true.  I  was  fa- 
miliar with  the  incident  when  it  occurred  from  two  different  sources. 

I  was  first  familiarized  with  this  case  when  a  policeman  friend  called  me 
around  three  in  the  morning,  wanting  to  know  if  this  was  the  Mr.  Limbert 
I  knew.  The  record  copy  of  his  arrest  record  was  found  lying  beside  the  Xerox 
machine.  I  notified  Mr.  Limbert  the  next  day  (Monday),  and  questioned  him  on 
the  circumstances.  He  admitted  the  record  of  arrest,  but  stated  there  was  no 
trial  or  conviction. 

Over  the  next  few  days  we  learned  this  arrest  record  was  forwarded  to  all 
newspapers,  TV  and  radio  stations  in  the  area.  We  have  reason  to  believe  this 
was  done  by  a  particular  City  Commissioner  because  of  a  verbal  altercation 
on  a  radio  "talk"  show. 

In  later  conversation  with  several  policemen,  I  was  told  that  "this  happens 
all  the  time". 

A  simple  request — please  get  both  sides  of  the  question  during  an  inves- 
tigation. 

Sincerely, 

E.  J.  Stewart. 
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[From  the  Journal  Herald,  Dayton,  Ohio,  Feb.  1,  1973] 

Recall  Chief  Will  Run  fob  Mayor 

(By  John  Felton,  Journal  Herald  Staff  Writer) 

A  new  contender  has  entered  the  Dayton  mayor's  race,  and  he  is  liliely  to  be 
one  of  the  most  controversial  candidates  in  years. 

Charles  Limbert,  1309  Grand  Ave.,  hit  the  news  last  week  when  he  announced 
he  was  mounting  a  campaign  to  recall  City  Manager  James  E.  Knude  and  City 
Commissioner  Thomas  B.  Andrews. 

Yesterday,  Limbert  returned  to  city  hall  again  to  pick  up  recall  petitions 
and  to  announce  he  also  will  take  our  petitions  to  run  against  Mayor  James 
R.  McGee. 

Limbert  has  already  offered  himself  as  a  candidate  to  oppose  Andrews  for 
a  commission  seat  in  the  event  of  a  recall  election. 

Limbert  describes  himself  as  a  self-employed  businessman.  After  his  recall 
announcement  last  week,  he  resigned  as  a  part-time  talkmaster  on  WAVI 
radio's  Saturday  "Ev  and  Charlie  Show." 

Describing  himself  as  an  "ultra-conservative,"  he  said  he  will  run  for  oflBce 
"with  the  city  charter  in  my  left  hand,  the  Bible  in  my  right  hand  and  common 
sense  in  my  head." 

He  sparked  rumors  in  city  hall  yesterday  when  he  said  he  was  running  for 
mayor  because  "intimidation  and  pressure  was  put  on  me  not  to  pick  up  the 
recall  petitions."  The  intimidation,  he  said,  came  from  Knude  and  Andrews. 

Limbert  said  the  intimidation  took  the  forms  of  Andrews  showing  reporters 
a  copy  of  Limbert's  arrests. 

Andrews  said  he  obtained  a  Dayton  Police  Dept.  record  on  Limbert  "for  my 
own  information."  Knude  was  not  involved  in  obtaining  it,  he  said. 

Reporters  for  the  Dayton  Daily  News  and  WHIG  television,  said  Andrews 
showed  them  the  record.  Journal  Herald  reporters  have  not  seen  the  record. 

Limbert  admitted  he  had  been  arrested  but  said  he  had  never  been  convicted 
as  a  result  of  any  of  his  arrests,  which  he  said  were  made  "at  least  10  years 
ago." 

One  arrest  was  on  a  "false  charge"  of  automobile  theft,  Limbert  said.  He 
declined  to  discuss  the  other  arrests. 

Limbert  said  the  arrest  record  flap  "cost  me  the  support  of  many  groups, 
including  the  Fraternal  Order  of  Police." 

He  said  last  week  he  was  counting  on  FOP  support  In  the  recall,  because  the 
recall  of  Knude  was  based  on  the  city  manager's  "incompetent"  handling  of 
contract  negotiations  with  the  FOP. 

Limbert  said  Andrews  obtained  the  arrest  record  "to  box  me  Into  a  corner, 
to  try  to  make  me  back  down. 

"I  was  shocked  at  the  action  Mr.  Andrews  took,"  he  said.  "However,  I  will 
not  back  down.  The  voters  need  a  representative  in  city  hall  who  is  afraid  of 
no  man  or  no  scandal.  And  I  am  that  man." 

He  will  continue  to  collect  signatures  for  the  recall  at  the  same  time  he 
collects  signatures  for  his  mayoral  candidacy,  he  said. 

Limbert  has  to  collect  nearly  23.000  signatures  of  registered  voters  in  30  days 
in  order  to  force  a  recall  election.  The  election  w'ould  be  held  40  to  60  days 
after  the  petitions  are  turned  in. 

The  mayoral  candidacy  will  be  easier.  The  requirement  is  for  800  signatures, 
which  are  due  next  Wednesday. 


CiTT  OF  Dayton,  Ohio. 
Department  of  Police. 

April  11,  1971 
Sam  Ebvin.  Jr., 

Chairman.  ZT.S!.  Senate,  Committee  on  the  Jtidieiary,  fiuhcnmmittee  on  Constitu- 
tional Rirrhtx,  Washington,  B.C. 
Dear  Senator  Ervin  :  Thank  you  for  sending  me  a  oopv  of  a  letter  from  n 
Daytonlan  discussing  a  case  involving  a  Mr.  Limbert  of  this  city  In  which  the 
existence  of  a  criminal  arrest  record  "leaked". 

I  certainly  would  agree  that  this  Is  reprehensible,  and  we  are  quite  sensitive 
to  this  problem.  We  do  our  best  to  prevent  such  occurrences ;  however,  we 
are  not  in  any  sense  "fool-proof. 
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I  agree  with  you  that  the  existence  of  legislation  establishing  a  cause  of 
action  in  such  situations  would  be  desirable  and  would  help  to  impress  upon  all 
persons  who  have  access  to  criminal  justice  information  of  their  responsibility 
to  maintain  the  confidentiality  of  such  information. 

I  am,  naturally,  more  than  a  little  embarrassed  and  concerned  about  what 
happened  to  Mr.  Limbert  and  this  situation  was  further  ammunition  in  my 
drive  to  tighten  up  our  departmental  procedures  last  August. 
Sincerely, 

Fbank  a.  Schxjbebt, 
Administrative  As»istant  to  the  Director. 


Newspaper  Articles  on  Winston-Salem,  N.C.,  Police  Departmental  Records 
Release  Policy  by  Bill  Bancroft  appearing  in  the  Winston-Salem  Journal, 
March  1974 

Police  to  Stop  Sharing  Records  With  Employers 

Sharing  of  a  person's  criminal  record,  a  long-standing  police  department 
service  to  employers  and  others  who  ask,  will  be  discontinued  April  1.  Police 
Chief  Thomas  A.  Surratt  made  the  announcement  this  week  in  letters  to  mem- 
bers of  the  business  community. 

The  practice  is  being  ended  because  of  "continued  and  increasing  demand  on 
the  Records  Division  and  the  "responsibility  of  protecting  individual's  rights 
as  they  relate  to  a  police  arrest  record,"  Surratt  said. 

"We  cannot  guarantee  the  accuracy  or  completeness  of  our  arrest  and  dis- 
position records,"  Surratt  said.  "For  that  reason  we  cannot  in  good  conscience 
(not  to  mention  law)  continue  to  routinely  release  them." 

Lt.  W.  L.  Keiger,  head  of  the  police  records  division,  said  the  decision  will 
mean  the  department  will  be  able  to  consolidate  records,  thus  conserving  space 
and  avoiding  spending  about  $5,000  for  a  new  rotary  filing  cabinet. 

Police  have  been  keeping  the  arrest  and  conviction  records  of  individuals 
on  four-by-six  white  cards  showing  the  date  of  arrest,  the  charge  and  the 
judgment  and  have  about  250,000  of  them,  Keiger  said. 

They  are  kept  in  two  of  the  four  rotary  files  in  the  basement  of  city  hall. 
The  other  two  are  for  records  of  calls  and  complaints,  Keiger  said. 

"The  two  rotary  files  (that  keep  the  arrest  records)  are  bulging  at  the 
seams,"  said  Keiger. 

He  said  that  beginning  April  1,  the  department  will  discontinue  recording 
traflSc  offenses  except  for  drunk  driving,  hit  and  run,  and  manslaughter  charges. 
In  addition  Keiger  said,  the  recording  of  the  court  judgment  after  an  arrest 
will  be  discontinued. 

Keiger  said  his  division  will  "purge"  all  minor  traflSc  records. 

Discontinuing  records  of  the  judgment  will  help  to  streamline  the  record 
checking  system  when  an  oflScer  calls  in  for  information,  Keiger  said.  Now  if 
an  individual  is  charged  but  his  case  is  pending  in  the  courts,  the  card  is  kept 
in  a  different  file.  A  marker  card  is  inserted  in  the  main  file  to  tell  that  the 
card  Is  elsewhere.  Keiger  said. 

The  cards  are  kept  separate  by  the  date  each  Individual's  case  Is  to  be  heard 
in  court,  so  that  when  the  judgment  Is  handed  down.  It  can  easily  be  recorded. 

Under  the  new  system,  with  the  recording  of  the  judgment  eliminated,  the 
cards  can  be  consolidated  in  one  file. 

Keiger  said  that  police  may  still  get  information  on  traflSc  violations  from 
the  state  Police  Information  Network,  hooked  up  to  the  state  motor  vehicles 
department  computer  in  Raleigh. 

Keiger  said  the  department  has  been  considering  the  change  for  several  years. 
He  said  he  hopes  to  get  about  two  or  three  extra  years  of  filing  space. 

After  that  period,  Keiger  said,  the  state  may  have  in  operation  a  computer 
.system  that  hooks  together  the  criminal  records  from  the  courts,  corrections 
department  and  law  enforcement  units. 

"What  we  are  doing  Is  trying  to  buy  a  little  time  on  filing  space  until  the 
system  Is  going,"  Keiger  said,  "and  then  we  will  dispose  of  all  of  the  criminal 
history  cards." 
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Surratt  said  in  his  letter  tliat  "tlie  records  you  liave  been  receiving  from  our 
files  do  not  reflect  a  certified  court  judgment.  Tlie  District  Coutt  and  tlie  De- 
partment of  Motor  Vehicles  are  in  a  position  to  provide  certified  records  to 
those  who  need  them." 

Said  Keiger,  "It  is  just  a  matter  of  time  until  bills  are  introduced  that  will 
make  the  divulging  of  these  records  illegal." 


Police  Policies  on  Abbests  May  Be  Illegal 

The  abolishment  of  the  long-standing  police  department  service  of  sharing 
a  person's  arrest  record  with  employers  and  certain  others  who  ask  may  run 
counter  to  state  law.  That  may  also  be  true  of  the  existing  practice  of  charging 
50  cents  for  each  search  of  an  arrest  record. 

In  addition,  the  related  action  to  discontinue  recording  the  disposition  of 
arrests  will  leave  the  department  with  no  oflicial  records  of  whether  its  offi- 
cers win  or  lose  their  cases  in  court,  considered  a  key  measure  of  a  depart- 
ment's effectiveness. 

And  the  practice  of  not  recording  dispositions  runs  counter  to  a  movement  in 
law  enforcement  over  the  past  few  years  to  require  that  dispositions  always 
be  included  with  arrest  records  to  insure  fairness  to  individuals. 

These  conclusions  are  a  result  of  interviews  with  local  and  state  officials 
and  the  staff  of  a  U.  S.  Senate  subcommittee  investigating  the  dissemination  of 
police  record  information.  These  conclusions  are  also  backed  up  by  a  review 
of  state  law  and  a  U.S.  Justice  Department  study. 

The  police  department  announced  this  week  it  would  stop  sharing  criminal 
records  with  employers  starting  April  1.  The  announcement  was  contained  in 
letters  from  Police  Chief  Thomas  A.  Surratt  to  members  of  the  business 
community. 

Surratt  said  the  practice  Is  being  ended  because  of  "continued  and  increasing 
demands  on  the  Records  Division,"  and  the  "responsibility  of  protecting  Indi- 
vidual rights  as  they  relate  to  a  police  arrest  record." 

He  also  said:  "We  cannot  guarantee  the  accuracy  or  completeness  of  our 
arrest  and  disposition  records;  for  that  reason,  we  cannot  in  good  conscience 
(not  to  mention  law)  continue  to  routinely  release  them." 

Lt.  W.  L.  Keiger,  head  of  the  police  records  division,  said  the  decision  will 
mean  the  department  will  be  able  to  consolidate  records,  thus  conserving  space 
and  avoiding  spending  about  $5,200  for  a  new  rotary  filing  cabinet. 

A  staff  member  of  the  U.S.  Senate  subcommittee  who  asked  that  his  name 
not  be  used  praised  the  department  action :  "Your  police  department  is  trying 
to  do  something  progressive.  The  area  of  biggest  abuse  Is  the  release  of  police 
department  records  to  employers  who  don't  understand  the  records  at  all," 
the  source  said. 

"We  look  on  what  we  did  here  as  the  enlightened  thing  to  do  at  the  time," 
said  George  Cleland,  police  attorney.  "We  are  trying  to  eliminate  one  area  of 
unnecessary  encroachment  in  First  Amendment  rights. 

"Until  we  get  good  guidance  from  the  federal  government  of  what  to  do  we 
are  really  in  the  box,"  Qeland  said. 

Under  a  1971  ruling  from  the  state  attorney  general,  "There  Is  no  statutory 
requirement  that  arrest  records  or  disposition  records  be  maintained.  In  the 
event  that  they  are  maintained  they  would  be  public  records  .  .  .  and  would  be 
subject  to  examination  by  the  general  public  at  a  reasonable  time." 

Keiger  said  that  new  departmental  rulings  allow  only  law  enforcement,  court 
probation  and  corrections  personnel  and  members  of  the  press  and  persons 
Involved  In  security  and  private  detective  work  to  view  the  records. 

It  will  be  the  practice  under  the  new  policy  to  refer  others  Interested  In  a 
persons  police  record  to  the  courts,  where  arrests  as  well  as  dispositions  of 
cases  are  recorded,  Surrat  said. 

Cleland,  when  asked  about  the  phrase  referring  to  law  In  the  letter  annonnc- 
Ing  the  new  policy,  said:  "The  language  In  there  Is  put  In  strlctlv  as  precau- 
tionary," He  said  he  Is  aware  of  the  current  law  and  attorney  general's  ruling. 

Until  April  1,  when  the  new  policy  goes  Into  effect,  the  police  department 
will  continue  to  charge  50  cents  to  people,  mostly  employers,  who  want  to  see 
an  arrest  record. 
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Persons  connected  with  law  enforcement  and  the  press  are  not  charged  the 
fee,  under  existing  policy. 

That  policy  may  be  against  state  law,  dccording  to  Carroll  Leggett,  deputy 
state  attorney  general.  "You  can't  charge  mbney  to  see  them  (records)  ;  you 
can  charge  a  copying  fee." 

Another  attorney  in  the  attorney  general's  office  who  declined  to  give  his 
name  said,  "It  is  a  question  which  can't  be  fairly  answered  on  horseback."  He 
said  there  is  no  formal  opinion  by  the  attorney  general  and  told  a  reporter 
to  ask  for  one. 

NOT  NEW  PBACTICE 

Keiger  said  the  practice  of  charging  a  fee  for  each  record  search  has  been 
going  on  for  three  to  four  years  and  was  instituted  because  searches  "became 
such  a  burden.  We  feel  like  the  persons  asking  us  to  do  it  should  be  taxed  for 
the  service. 

"We  charge  even  if  we  look  it  up,"  Keiger  said.  "A  good  many  businesses  ran 
charge  accounts  with  us,  and  we  just  billed  them  monthly.  We  were  doing  It 
day  in  and  day  out  for  them." 

In  an  interview  Tuesday  Keiger  said  his  division  will  discontinue  recording 
the  disposition  of  arrests. 

Recording  the  disposition  of  all  cases  on  arrest  records  is  important  for 
several  reasons,  criminologists  say.  First,  a  record  should  show  complete  infor- 
mation so  that  incomplete  even  incorrect,  conclusions  will  not  be  drawn  from 
the  record  in  question.  And  second,  the  disposition  of  arrests  provides  a  key 
method  of  gauging  a  police  department's  effectiveness. 

Although  the  police  department  will  have  an  alternative  source  of  disposi- 
tion information — raw  data  from  the  courts — that  information  will  not  be 
collated  in  summary  form. 

According  to  the  international  City  Management  Association  in  its  1973  mu- 
nicipal yearbook :  "The  ultimate  test  of  the  police  in  terms  of  criminal  appre- 
hension is  to  secure  conviction  of  offenders. 

"Certainly  arrests  that  do  not  lead  to  convictions  cannot  be  considered  as 
productive  as  those  that  do,"  the  publication  said.  "Moreover,  the  public  does 
not  want  to  focus  solely  on  measures,  such  as  numbers  of  arrests,  that  may  lead 
to  perverse  incentives  for  police  employees  to  arrest  people. 

"The  per  cent  of  arrests  that  lead  to  convictions  is  a  measure  recommended 
for  judging  the  ultimate  effectiveness  of  arrest  and  to  a  lesser  extent,  the 
quality  of  arrest,"  the  book  said. 

"Not  keeping  conviction  rate  records  would  indicate  to  me  they  are  not  as 
concerned  about  the  total  effort  as  they  should  be,"  said  Junius  V.  Beaver, 
assistant  professor  at  the  prestigious  Southern  Police  Institute  at  the  University 
of  Louisville  (Ky.). 

"I  can't  understand  any  logical  reason  for  not  keeping  conviction  rate  rec- 
ords," Beaver  said.  "It  seems  to  me  they  ought  to  be  able  to  tell  you  at  any 
given  time  what  the  rate  is." 

"That  type  of  information  for  a  given  time  frame  is  always  available,"  said 
Capt.  J.  E.  Masten,  chief  of  the  detective  division.  "I'm  not  concerned,"  he  said. 
"If  we  need  the  information  for  administrative  purposes  we  can  get  it." 

BUM  MART  AVAILABLE 

According  to  Keiger,  information  Is  currently  given  to  the  police  department 
by  the  courts  in  raw  form  and  then  punched  onto  computer  cards.  A  summary 
from  the  computer  has  been  available  when  needed  and  Is  often  included  In 
the  department's  monthly  reports. 

After  April  1,  Keiger  said,  the  Information  from  the  courts  will  no  longer  be 
entered  Into  the  computer  and  police  will  have  to  work  from  the  raw  data. 

Lawrence  M.  Baskir,  chief  counsel  of  the  Senate  subcommittee  Investigating 
dissemination,  said  the  action  here  to  discontinue  recording  dispositions  "Is  kind 
of  running  counter. 

"There  ought  to  be  an  obligation  of  anybody  who  has  a  record  to  keep  it 
complete  and  up  to  date,"  said  Baskir. 

Basklr's  subcommittee,  the  constitutional  rights  subcommittee  of  the  Senate 
Judiciary  Committee,  which  Is  headed  by  Sen.  Sam  J.  Ervin  ,Tr..  D-N.C,  is 
studying  two  bills  which  would  set  guidelines  for  the  use  of  police  records. 
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"In  both  bills  (Ervin  and  the  Administration  have  each  introduced  one)  there 
is  an  obligation  to  keep  records  up  to  date  and  complete." 

Baskir  said  the  committee  is  studying  provisions  limiting  the  use  of  arrest 
records  within  a  police  department.  "The  more  modern,  thoughtful  police  are 
saying  the  only  time  you  really  want  an  arrest  record  is  for  a  M.O.  (method 
of  operation)  file  for  detectives," 

"But  it  is  hard  to  find  other  circumstances  where  police  need  to  know  arrest 
records,"  Baskir  said.  "We  want  to  make  sure  computers  don't  do  the  arresting, 
and  you  kind  of  have  that  problem  if  a  policeman  can  punch  a  computer  and 
get  arrest  records. 

"He  will  say,  "Well,  this  guy  has  a  long  arrest  record ;  he  probably  did  this 
one  too,"  Baskir  said. 

A  committee  staff  member  said  three  states  have  just  recently  required  law 
enforcement  oflScials  to  keep  both  arrest  and  disposition  records.  He  said  a 
number  of  studies  also  call  for  it. 

The  National  Advisory  Commission  on  Criminal  Justice  Standards  and  Goals, 
a  group  of  prominent  people  in  law  enforcement  studying  the  country's  criminal 
justice,  said  in  a  report : 

"The  possible  harm  to  the  individual  outweighs  the  benefits  to  the  criminal 
justice  community  of  retaining  arrest  data  without  dispositions  attached. 

"In  some  instances  such  as  an  arrest  without  a  conviction,  the  records  prob- 
ably ought  to  be  physically  destroyed,"  the  report  said. 

The  report  set  a  standard  of  dissemination  of  records  of  arrests  without  con- 
viction :  "All  copies  of  information  filed  as  a  result  of  an  arrest  that  is  legally 
terminated  in  favor  of  the  arrested  individual  should  be  returned  to  that  in- 
dividual within  60  days  of  final  disposition  .  .  .  ." 


Police  to  Keep  Arbest  Records 

courts'  needs  lead  to  reversal  of  decision 

Police  announced  yesterday  that  they  have  reversed  last  week's  decision  not 
to  keep  disposition  records  in  arrest  cases.  They  will  continue  to  keep  them 
on  each  person's  individual  record  and  in  a  monthly  summary. 

Lt.  W.  L.  Keiger,  head  of  the  police  department's  records  division,  made  the 
announcement  yesterday.  He  said  the  decision  was  made  mainly  because  "the 
courts  felt  they  couldn't  operate  without  them." 

"It  would  cripple  us  if  we  didn't  have  that  information,"  Frank  J.  Teager, 
district  attorney,  said  today.  "We  don't  care  where  it  comes  from  as  long  as 
we  get  it." 

Yeager  said  it  would  take  a  full-time  man  who  did  nothing  but  look  up 
individual  records  if  the  same  information  was  gathered  from  courthouse  files. 

The  department  announced  last  week  it  would  discontinue  the  long-standing 
practices  of  recording  dispositions  and  sharing  the  records  with  employers. 
The  decision  not  to  let  employers  see  the  records  still  stands,  Keiger  said. 

Keiger  said  the  decision  was  made  Wednesday  afternoon  in  a  meeting  with 
police  oflScials,  Yeager  and  A.  D.  Lambert,  assistant  clerk  in  the  clerk's  oflSce. 
Lambert  is  in  charge  of  all  district  court  clerks. 

It  was  reported  last  week  that  the  recording  to  disposition  records  is  im- 
portant for  several  reasons,  according  to  criminologists.  First,  a  record  should 
show  complete  information  so  that  incomplete,  even  incorrect,  conclusions  will 
not  be  drawn  from  the  record  in  question.  And  second,  the  disposition  of  arrests 
provides  a  key  method  of  gauging  a  police  department's  effectiveness. 

"Certainly  arrests  that  do  not  lead  to  convictions  cannot  be  considered  as 
productive  as  those  that  do,"  according  to  the  Internal  City  Management  Asso- 
ciation 1973  Yearbook. 

"Moreover,  the  public  does  not  want  to  focus  solely  on  measures,  such  as 
numbers  of  arrests,  that  may  lead  to  perver.se  Incentives  for  police  employe.s 
to  arrest  people. 

"The  per  cent  of  arrests  that  lead  to  convictions  Is  a  measure  recommended 
for  judging  the  ultimate  effectiveness  of  arrests  and  to  a  lesser  extent  the 
quality  of  arrests,"  the  book  said. 
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A  number  of  studies  have  recommended  and  a  number  of  states  have  passed 
laws  which  require  that  disposition  records  be  kept  with  arrest  records. 

The  National  Advisory  Commission  on  Criminal  Justice  Standards  and  Goals, 
a  group  of  prominent  people  in  law  enforcement  studying  the  county's  criminal 
justice  system,  said  in  a  report : 

"The  possible  harm  to  the  individual  outweighs  the  benefits  to  the  criminal 
justice  community  of  retaining  arrest  data  without  dispositions  attached." 

In  addition,  Yeager  said,  the  records  are  necessary  in  impeaching  the  credi- 
bility of  witnesses  who  testify  in  trials,  in  screening  prospective  jurors  and  for 
the  judge  in  sentencing. 

"We  like  to  know,  for  Instance,  whether  a  juror  has  been  arrested  several 
times  for  drunken  driving,"  said  Yeager.  "We  don't  want  him  to  sit  on  a  drunken 
driving  case." 

"Take  a  man  with  no  criminal  record,"  Yeager  said,  "maybe  probation  would 
be  better  for  him  rather  than  an  active  sentence." 

Keiger  said  the  decision  reached  Wednesday  will  mean  police  will  continue 
to  utilize  the  four-by-six  white  cards  which  show  date  of  arrest,  the  charge  and 
the  court  judgments  and  kept  for  each  person. 

It  also  means  that  except  for  most  traflBc  cases  a  statistical  analysis  will  be 
available  each  month  by  computer  of  the  conviction  rates.  The  same  will  be 
true  for  such  traffic  offenses  as  driving  under  the  influence  and  manslaughter, 
Keiger  said. 

Keiger  said,  however,  that  the  filing  system  for  dispositions,  which  will  be 
changed  April  1,  will  have  the  effect  of  putting  much  of  the  burden  for  accurate 
records  on  the  court  system. 

Under  the  current  system,  the  court  sends  a  sheet  to  the  police  department 
showing  the  case  number,  the  name,  the  charge  and  the  disposition. 

"Our  biggest  problem,"  Keiger  said,  "Is  that  we  don't  have  as  much  personal 
discretion  as  we  sometimes  need  and  there  may  be  problems  In  matching  up 
our  Information  with  the  court's." 

He  said  that  in  a  number  of  Instances  In  the  past  the  courts  have  not  advised 
the  department  of  certain  dispositions  and  police  records  and  division  personnel 
have  had  to  go  to  the  courthouse  to  find  them.  "If  we  don't  get  them,"  Keiger 
said,  "they  won't  be  entered." 

"It  will  be  the  court's  responsibility  that  we  get  a  copy  of  the  judgment  If  we 
are  going  to  furnish  records  to  them,"  Keiger  said. 

One  of  the  original  concerns  of  the  records  division  that  more  space  be  made 
available  by  purging  some  records  will  be  satisfied,  Keiger  said,  when  police 
throw  out  driving  arrests. 


GENERAL  NEWSPAPER  AND  MAGAZINE  ARTICLES 

Aryeh  Neier  "Have  You  Ever  Been  Arrested"  The  New  York  Times 

Magazine,  April  15,  1973 

(Aryeh  Neier  is  Executive  Director  of  the  American  Civil  Liberties  Union) 

On  Jan.  18,  1970,  Paul  Cowan  was  arrested  in  Brooklyn  for  possession  of 
marijuana.  Two  months  later  the  charge  was  dismissed.  In  September,  1970, 
Cowan  moved  to  Boston.  He  applied  for  a  license  to  drive  a  cab.  On  Feb.  15, 
1971,  a  hack  license  was  issued,  but  a  week  later,  on  Feb.  22,  he  was  ordered 
to  report  to  the  Boston  Police  Department's  Bureau  of  General  Services  and 
informed  that  his  license  was  being  revoked.  The  reason :  a  routine  check  with 
the  Federal  Bureau  of  Investigation  had  disclosed  that  an  "open"  charge  of 
possession  of  narcotics  was  pending  against  Cowan  In  New  York.  He  protested 
that  the  charge  had  been  dismissed.  No  good.  On  March  12,  1971,  Paul  Cowan 
received  formal  notice  that  his  license  had  been  revoked  because  he  was  "not 
a  suitable  person  to  be  so  licensed."  Cowan's  story  is  unusual  In  only  one  re- 
spect. He  found  out  why  he  lost  his  job.  Most  people  who  are  denied  jobs  be- 
cause of  arrest  records  are  never  told  the  reasons. 

In  1967,  the  President's  Commission  on  Law  Enforcement  Issued  a  series  of 
comprehensive  reports  on  crime  in  America  that  are  still  considered  the  deflnl- 
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tive  findings  on  tne  subject.  The  commission  found  that  58  per  cent  of  white 
urban  males,  like  Paul  Cowan,  will  be  arrested  at  some  time  during  their  lives. 
(The  figure  for  non white  urban  males  is  90  per  cent,  for  U.S.  males  in  all 
categories  50  per  cent ;  for  all  females  it  is  12  per  cent. )  Like  Paul  Cowan, 
many  of  those  arrested  are  not  convicted.  In  fact,  of  about  8.6  million  persons 
arrested  in  1971  for  all  criminal  acts  other  than  traffic  offenses,  nearly  4  million 
were  not  convicted.  They  are  presumed  innocent.  In  practice,  they  often  suffer 
consequences  as  grave  as  if  they  had  been  guilty. 

The  F.B.I,  is  the  major  source  of  arrest-record  information.  As  a  matter  of 
routine,  almost  all  police  departments  in  the  country  forward  to  the  bureau 
for  filing  the  fingerprints  of  persons  they  have  arrested.  (All  persons  finger- 
printed upon  induction  into  the  armed  sevices  are  also  on  file  in  the  F.B.I. 
fingerprint  files. )  Testifying  in  the  case  of  Menard  v.  Mitchell  in  1970,  a  bureau 
official  reported  that,  on  the  average  working  day,  the  bureau  received  29,000 
sets  of  fingerprints.  Only  13,000  came  from  law-enforcement  agencies.  The  re- 
maining 16,000  sets  were  sent  in  by  banks,  insurance  companies,  government 
employers  (municipal,  county,  state  and  Federal),  licensing  agencies  and  the 
like.  In  return,  these  agencies  received  from  the  F.B.I,  whatever  information 
it  had  in  its  files  on  the  29,000  persons  involved.  That's  how  Paul  Cowan's 
Brooklyn  arrest  record  got  to  the  people  who  give  out  hack  licenses  in  Boston. 

While  the  bureau  has  been  very  efficient  about  gathering  and  disseminating 
arrest  records,  it  has  been  fairly  careless  about  including  data  on  the  dispo- 
sition of  the  cases.  In  the  Menard  case,  the  special  agent  in  charge  of  the 
F.B.I.'s  Identification  Division,  Beverly  Ponder,  got  a  little  testy  when  ques- 
tioned about  this  by  a  volunteer  lawyer  for  the  National  Capital  Area  Civil 
Liberties  Union,  Raymond  Twohig. 

TwoHio:  Does  the  F.B.I,  make  any  effort  to  obtain  final  dispositions  where 
requests  are  received  for  arrest  records?  Before  disseminating  those  arrest 
records? 

Ponder:  We  urge  the  contributors  [to  the  F.B.I,  fingerprint  files]  to  submit 
to  us  final  dispositions,  but  we  don't  go  out  and  try  to  pick  them  up. 

Under  further  questioning,  Ponder  testified  that  there  is  no  statistic  avail- 
able within  the  F.B.I,  on  the  local  dispositions  that  have  been  recorded  in  the 
bureau's  files  and  that  he  knew  of  no  way  to  make  an  intelligent  estimate  of 
them.  That  helps  to  explain  how  It  happened  that  the  Boston  hacklicensing 
people  weren't  told  that  the  charges  against  Paul  Cowan  had  been  dismissed. 

Some  employers  are  not  interested  in  arrests,  only  convictions.  One  such,  it 
was  thought,  is  the  Federal  Civil  Service  Commission.  Mr.  Ponder  was  asked 
about  that  by  Twohig : 

TwoHio:  Is  the  F.B.I,  aware  that  recently  Federal  job-application  forms 
were  changed,  and  the  question  which  asked  if  the  applicant  was  arrested  now 
asks  if  he  has  been  convicted? 

PoNDEB :  Yes,  I  am  aware  of  that. 

Twohig  :  Do  Federal  agencies,  In  particular  civil-service  commissions,  re- 
ceive at  present  all  information  about  arrests — or  only  arrests  with  convic- 
tions— when  they  apply  to  the  F.B.I.  ? 

Ponder:  They  receive  all  the  material  that  appears  on  the  Identification 
records. 

Twohig:  And  that  Includes  conviction  and  non-convlctlon  arrests? 

Ponder  :  That  is  correct. 

The  circumstances  of  this  case  were  that  Dale  Menard,  a  former  Marine, 
had  been  arrested  by  the  Los  Angeles  police  for  "suspicion  of  burglary."  He 
was  never  convicted  or  even  prosecuted.  In  fact,  it  Is  not  clear  that  a  crime 
was  committed  by  anyone.  Menard  had  the  misfortune  to  be  sitting  on  a  park 
bench  In  a  neighborhood  where  the  police  had  received  a  telephone  complaint 
about  a  prowler.  With  the  help  of  the  National  Capital  A.C.L.U..  Menard  sued 
to  remove  his  arrest  record  from  the  files  of  the  F.B.I,  and  to  stop  the  F.B.I, 
from  reporting  his  record  to  potential  employers.  Menard's  suit  has  been  In 
court  for  more  than  five  years.  It  has  been  heard  twice  hv  Federal  District 
Courts  and  twice  by  the  United  States  Court  of  Appeals  In  the  District  of 
Columbia,  where  It  Is  now  awaiting  decision. 

Back  in  .Tune.  1071.  the  Menard  case  was  the  subject  of  a  controversial  de- 
cision bv  Federal  District  Judge  Gerhard  Gesell.  He  ordered  the  F.B.I  to  stop 
distributing  arrest  records  to  anyone  but  law-enforcement  agencies  and  then 


1067 

only  for  law-enforcement  purposes.  Gesell  found  "that  Congress  never  intended 
to  or  did  in  fact  authorize  dissemination  of  arrest  records  to  any  state  or  local 
agency  for  purposes  of  employment  or  licensing  checks."  He  concluded  that  the 
arrest-record  distribution  system  "is  out  of  effective  control." 

Congress  acted  quickly  to  overturn  the  order.  A  bill  Introduced  by  Senators 
Alan  Bible  and  Howard  Cannon  of  Nevada  was  passed  which  made  F.B.I, 
arrest  data  available  to  "any  non-law-enforcement  official  or  agency"  author- 
ized to  get  the  information  by  state  or  local  law.  The  two  Senators  said  they 
were  particularly  concerned  that  the  information  be  available  to  Nevada's 
gaming  industry  so  that  people  with  arrest  records  would  be  kept  out. 

The  case  for  the  bureau's  role  of  maintaining  and  dissemination  records  was 
recently  set  forth  by  L.  Patrick  Gray  3d,  acting  director  of  the  F.B.I.,  in  a 
written  response  to  a  question  from  Maryland's  Senator  Charles  Mathias  Jr., 
of  the  Senate  Judiciary  Committee,  which  was  considering  Gray's  nomination 
as  permanent  director  of  the  F.B.I.  Gray  wrote : 

"The  arrest-record  files  of  the  F.B.I.  Identification  Division  as  well  as  those 
of  many  state  and  local  identification  bureaus  are  replete  with  lengthy  arrest 
records  of  longtime  hoodlums  and  members  of  organized  crime  whose  arrests 
never  resulted  in  conviction.  Many  sex  offenders  of  children  are  not  prosecuted 
because  parents  of  the  victim  do  not  want  to  subject  the  child  to  the  traumatic 
experience  of  testifying.  Others  are  not  tried  because  key  evidence  has  been 
suppressed  or  witnesses  are,  or  have  been,  made  unavailable.  The  latter  situa- 
tion is  not  uncommon  in  organized-crime  cases.  To  prohibit  dissemination  of 
such  arrest  records  would  be  a  disservice  to  the  public  upon  whom  they  [per- 
sons with  records]  might  prey  again." 

Gray  went  on  to  speculate  about  "the  potential  school  teacher  with  two  prior 
rape  arrests  and  no  convictions"  and  "a  police  applicant  with  prior  Peeping 
Tom  arrest  and  no  conviction."  Given  these  possibilities,  "the  rationale  for  dis- 
seminating arrest  records  not  supported  by  convictions  is  substantial,"  said 
Gray. 

Protesting  this  viewpoint,  Ralph  Temple,  the  lawyer  who  recently  argued 
Dale  Menard's  current  appeal,  has  commented :  "That  turns  the  Constitution 
upside  down — it  presumes  guilt."  Temple,  who  is  legal  director  of  the  National 
Capital  A.C.L.U.,  Is  trying  to  persuade  the  U.S.  Court  of  Appeals  in  the  District 
of  Columbia  that  punishment  by  record  dissemination,  without  trial  and  con- 
viction, violates  the  Constitutional  guarantee  of  due  process  of  law. 

Opposition  to  the  dissemination  of  arrest  records  is  mounting  elsewhere. 
Representative  Don  Edwards  of  California  and  Senators  Quentin  Burdick  of 
North  Dakota  and  Sam  Ervin  Jr.  of  North  Carolina  are  leading  a  fight  to  pass 
legislation  prohibiting  the  F.B.I,  from  disseminating  arrest  records  that  do 
not  result  In  convictions.  Two  United  States  Courts  of  Appeals  have  also  re- 
cently found  that  questions  about  arrest  records  are  racially  discriminatory. 
Citing  these  court  decisions,  the  New  York  City  Commission  on  Human  Rights 
Issued  "guidelines"  on  Jan.  14,  1973,  stating  that  "it  will  be  considered  an 
unlawful  discriminatory  practice  for  employers  or  employment  agencies  to  ask 
of  any  applicant  or  employe  any  questions  relating  to  arrest  records"  or  to 
solicit  the  information  from  another  source.  Illinois  has  passed  a  law  making 
it  an  unfair  labor  practice  to  deny  a  job  because  of  an  arrest  record. 

The  guidelines  of  the  City  Commission  on  Human  Rights  were  an  outgrowth 
of  several  days  of  hearings  last  year  on  employment  difficulties  faced  by  people 
with  .arrest  records  and  people  with  conviction  records.  Those  hearings  were. 
In  p«!rt.  a  result  of  the  commission's  earlier  hearings  on  the  employment  prac- 
tices of  the  Board  of  Examiners  of  the  New  York  City  Board  of  Education, 
which  licenses  teachers  for  the  New  York  City  public  schools.  The  hearings 
had  produced  testimony  about  such  things  as  the  denial  of  teacher  licenses  to 
peon'e  arrested  In  civil-rights  demonstrations  in  Mississippi.  Another  Board 
of  Examiners  case  involved  a  young  man.  David  Mills  (not  his  real  name), 
who  had  been  convicted  of  a  misdemeanor  in  New  York  City  Criminal  Court 
fn  Dpofimher.  19fi9.  In  Februarv.  1970.  Mills  applied  for  a  license  as  a  substitute 
teacher  in  the  public  schools.  In  Mav,  1970.  he  was  summoned  before  the 
Board  of  Examiners  to  explain  the  circumstances  of  his  conviction.  At  the 
time.  Mills's  conviction  was  on  aripeal.  and  he  was  assured  by  two  examining 
officers  that  if  it  was  reversed,  he  wotild  have  no  difficulty  getting  a  license. 
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In  October,  1970,  the  Appellate  Court  unanimously  reversed  Mills's  convic- 
tion "on  law  and  the  facts."  Mills  immediately  took  a  copy  of  the  decision  to 
the  Board  of  Examiners.  He  then  started  to  get  a  runaround.  Even  though  he 
had  taken  the  license  examination  the  previous  February,  he  was  told  for  the 
first  time  that  he  now  needed  a  "nomination"  from  a  specific  high  school  that 
wished  to  employ  him.  Next,  he  was  told  that  his  application  had  to  be  ap- 
proved by  the  Board  of  Education's  Department  of  Personnel.  In  late  November, 
the  Department  of  Personnel  approved  the  license  but  the  Board  of  Examiners 
still  refused  to  issue  it,  claiming  more  time  was  needed  to  investigate  Mills's 
"criminal"  record.  Finally,  with  delay  piled  upon  delay.  Mills  filed  suit  against 
the  Board  of  Examiners  to  compel  it  to  issue  the  license.  In  the  face  of  the 
lawsuit,  the  Board  of  Examiners  finally  granted  Mills  his  license  in  March, 
1971. 

The  first  court  case  to  be  decided  on  the  basis  that  inquiries  about  arrest 
records  are  racially  discriminatory  was  Gregory  v.  Litton  Systems,  a  case 
brought  by  the  American  Civil  Liberties  Union  of  Southern  California.  At  first 
glance,  Earl  Gregory,  a  Los  Angeles  black,  seems  an  unlikely  candidate  for  a 
test  case.  He  had  a  record  of  no  fewer  than  14  arrests.  Gregory  had  sought  a 
job  as  a  sheet-metal  mechanic.  Although  he  was  otherwise  qualified,  he  was 
turned  down  because  "Litton's  standard  policy,"  it  was  stipulated  in  court,  "is 
not  to  hire  applicants  who  have  been  arrested  on  a  number  of  occasions  beyond 
minor  traflSc  offenses." 

Gregory's  trial  indicated  that  his  arrest  record  was  not  unusual.  Dr.  Ronald 
Christensen,  one  of  the  authors  of  the  Report  of  the  President's  Law  Enforce- 
ment Commission,  who  appeared  as  a  witness,  testified  that  a  person  who  has 
been  arrested  once  tends  to  accumulate  additional  arrests  during  his  lifetime, 
the  average  for  a  white  man  being  7 ;  for  a  black  man  the  lifetime  average  is 
12.5.  Christensen  and  another  prominent  analyst  of  crime  statistics,  Dr.  Marvin 
Wolfgang,  also  testified  that  in  one  large  category  of  arrests — on  "suspicion" 
or  for  "investigation" — blacks  were  arrested  about  four  times  as  often  as 
whites.  As  an  indication  of  how  much  importance  could  be  attached  to  these 
arrests,  Dr.  Wolfgang  cited  a  study  of  "investigation"  arrests  in  1961  in  Balti- 
more, which  revealed  that  98  per  cent  of  the  persons  arrested  were  released 
without  further  proceedings.  The  court  also  heard  extensive  testimony  about 
studies  which  showed  that  persons  who  had  been  arrested  on  a  number  of 
occasions  performed  as  efficiently  and  honestly  on  the  job  as  persons  who 
had  never  been  arrested. 

Litton  Systems  argued  that  the  "business  justification  for  considering  a  per- 
son's arrest  record  in  determining  whether  or  not  to  hire  him  is  the  same  as 
considering  a  record  of  conviction.  ...  It  is  not  a  fact,  and  it  cannot  be  as- 
sumed, that  all  arrests  which  did  not  result  in  conviction  are  unfounded."  The 
testimony  by  Christensen  and  Wolfgang  proved  to  Litton  "that  people  with 
arrest  records  are  arrest-prone,  and  that  the  proneness  increases  with  the 
number  of  prior  arrests.  There  is  business  justification  in  declining  to  hire  f)eo- 
ple  with  arrest  records  because  the  employer  has  a  legitimate  reason  in  not 
wanting  to  hire  people  who  are  more  likely  to  be  absent  when  they  are 
arrested.  .  .  ."  While  Litton  cited  no  other  "business  justifications,"  the  firm 
expressed  a  certain  pique  that  It  was  being  singled  out  for  attack.  An  inquiry 
about  arrest  records,  Litton  told  the  court,  "Is  one  of  the  most  common  em- 
ployment practices  known  to  man.  Almost  anyone  who  has  ever  applied  for 
a  job  has  answered  this  type  of  question  ...  the  employer  who  does  not  obtain 
and  utilize  arrest  information  In  determining  whether  or  not  to  hire  Is  the 
exception,  not  the  rule." 

Litton's  arguments  about  the  frequency  with  which  employers  rely  on  arrest 
records  are  supported  by  a  February,  1972,  report  Issued  by  the  Georgetown 
University  Law  Center.  The  report  was  prepared  under  a  grant  from  the  U.S. 
Department  of  Labor.  It  found  that  "the  existence  of  arrest  records  Is  all- 
pervasive  In  our  society  and  that  millions  of  Individuals  may  be  hampered  In 
their  efforts  at  finding  jobs  and  pursuing  careers  because  of  such  rpoords." 
Most  state  and  county  governments  Inquire  about  such  records  on  job-appHca- 
tlon  forms,  according  to  the  Georgetown  report.  Sometimes  arrest  records  are 
absolute  barriers  to  public  employment,  the  report  say.s,  but  more  commonlv 
thev  restrict  applicants  to  low-skill  jobs. 

In  Its  first  decision  In  the  Dale  Menard  case,  the  U.S.  Court  of  Appeals  In 
the  District  of  Columbia  cited  a  study  showing  that  7.5  per  cent  of  the  employ- 
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ment  agencies  in  the  New  York  area  will  not  accept  for  referral  applicants 
with  arrest  records.  Another  survey  cited  by  the  court  showed  that,  of  75  em- 
ployers, 66  would  not  consider  hiring  a  man  who  had  been  arrested  for  assault, 
although  he  had  been  acquitted. 

The  fact  that  Litton's  policies  were  no  worse  than  those  of  other  employers 
did  not  deter  a  Federal  court  from  awarding  Earl  Gregory  $4,400  in  damages 
because  of  the  inquiry  about  his  arrest  record.  In  February,  1973,  that  judg- 
ment was  upheld  by  the  U.S.  Court  of  Appeals  in  California. 

The  most  sweeping  action  against  arrest  records  was  a  recent  decision  by  the 
Supreme  Court  of  Colorado.  The  court  ruled  that  arrest  records  of  persons  not 
convicted  must  be  expunged  unless  the  police  can  demonstrate  the  need  to  retain 
a  particular  record. 

Dorothy  Davidson,  executive  director  of  the  Colorado  A.C.L.U.,  was  the 
plaintiff  in  the  suit.  She  had  been  arrested  in  1968  while  trying  to  act  as  an 
observer  at  a  police-hippie  confrontation  in  Denver.  (These  arrests  are  an 
occupational  hazard  for  local  A.C.L.U.  directors.  In  1968,  there  were  similar 
arrests  in  four  other  states.  I  was  the  director  of  the  New  York  A.C.L.U  at 
the  time  and  was  arrested  observing  an  antiwar  demonstration  in  Manhattan's 
Washington  Sqtiare  Park.  None  of  us  were  convicted.)  The  court  found  ex- 
pungement of  arrest  re(*ords  necessary  because  "the  record  here  is  devoid  of 
any  facts  showing  .  .  .  the  ability  of  the  [Denver  police]  department  to  keep 
them  confidential." 

Only  expungement  can  keep  arrest  records  confidential,  as  has  been  demon- 
strated in  New  York.  In  1964,  the  New  York  State  Identification  and  Intelli- 
gence System  was  established.  It  was  not  supposed  to  be  available  for  private- 
employment  checks.  However,  in  1969,  the  State  Legislature  passed  a  law 
requiring  the  fingerprinting  of  all  employes  in  the  securities  industry,  one  of 
the  state's  largest.  Prints  are  now  checked  against  the  six  million  on  file  with 
N.Y.S.I.I.S.  and  the  information  is  given  to  the  State  Attorney  General,  who 
makes  it  available  to  the  employers.  In  his  first  report  on  the  program,  Attor- 
ney General  Louis  Lefkowitz  announced  with  great  pride  that  several  hundred 
employes  had  been  found  to  have  "criminal  records"  and  that  many  were  fired. 
About  half  of  those  fired  had  no  record  of  conviction,  only  arrests.  A  Federal 
District  Court  dismissed  the  New  York  Civil  Liberties  Union  challenge  to  the 
fingerprinting  and  the  decision  was  upheld  on  appeal. 

Fingerprinting  of  employes  had  been  sought  by  the  securities  industry  as  a 
means  of  trying  to  step  thefts.  Fear  of  crime  is  always  the  reason  for  compiling 
and  disseminating  arrest  records.  The  records  presumably  tell  us  whom  we 
should  fear  and  thus  enable  us  to  shield  ourselves  from  them.  The  trouble  Is 
that  people  with  records  don't  simply  disappear  from  the  face  of  the  earth. 
They  continue  to  live  in  our  cities,  many  of  them  In  our  black  ghettos.  Having 
used  their  records  to  keep  them  out  of  our  places  of  employment,  we  still  have 
to  live  with  them.  Are  they  less  likely  to  commit  crimes  because  we  can  keep 
them  from  getting  jobs? 

Job  problems  are  not  the  only  consequences  of  arrest  records.  Consider  the 
case  of  Mildred  Brown.  She  has  lived  in  a  housing  project  on  Manhattan's  East 
Side  for  20  years.  The  New  York  Housing  Authority  recently  found  that  she 
was  "Ineligible  for  continued  occupancy  on  the  ground  of  undesirablllty,"  a 
finding  based  In  large  part  on  her  son's  arrest  record.  While  no  comprehensive 
studies  have  been  done  on  housing  problems  growing  out  of  records  of  arrests 
not  followed  by  convictions,  Mrs.  Brown's  case  Is  not  unusual. 

Arrest  records  also  affect  chances  for  admissions  to  educational  Institutions, 
opportunities  for  financial  credit,  and,  as  Litton's  arguments  about  "arrest- 
prone"  people  suggest,  they  Increase  the  likelihood  of  re-arrest.  A  young  black 
man  In  Washington,  D.C.,  recently  filed  suit  to  stop  police  harassment  growing 
out  of  his  arrest  record.  He  had  been  arrested  while  a  senior  in  high  school 
in  May.  1970.  In  January.  1971,  he  was  acquitted  of  a  robbery  charge  because 
of  an  apparent  case  of  mistaken  identity.  He  Is  now  a  college  student  and  a 
National  Merit  Scholarship  winner.  According  to  his  court  complaint,  on  at 
least  three  occasions  police  have  shown  his  photograph  in  neighborhoods  where 
crimes  have  been  committed,  seeking  to  have  him  identified  as  the  criminal 
in  some  new  crime.  Each  time  this  has  been  done,  his  family  and  acquaintances 
have  been  Interrogated  anew. 

People  with  arrest  records  are  natural  targets  for  investigation  when  new 
crimes  are  committed.  Inevitably,  arrests  follow.  Being  "arrest-prone,"  there- 
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fore,  is  often  a  function  of  having  been  arrested.  The  practice  is  to  "round  up 
the  usual  suspects,"  as  Capt.  Louis  Renault  (played  by  Claude  Rains)  put  it 
in  the  film  "Casablanca." 

Each  year,  law-enforcement  agencies  grow  more  eflScient  in  disseminating 
records.  The  bureau's  Identification  Division,  which  was  receiving  29,000  Sets 
of  fingerprints  daily  in  1970,  is  only  a  manual  system  operating  through  the 
U.S.  mail.  Recently,  to  supplement  this  service,  the  bureau  established  a  com- 
puterized system,  the  National  Crime  Information  Center,  to  speed  the  ex- 
change of  records  with  local  law-enforcement  agencies  around  the  country. 

Private  industry  is  in  the  record-keeping  and  record-selling  business  in  a  big 
way.  The  biggest  firm  in  the  business.  Retail  Credit  Company  of  Atlanta,  has 
more  than  7,000  employes,  maintains  dossiers  on  about  45  million  people  and 
processes  more  than  35  million  reports  a  year.  The  member  firms  of  a  trade 
association  known  as  the  Associated  Credit  Bureaus,  which  among  them  do  a 
business  of  close  to  $l-billion  a  year,  maintain  files  on  about  110  million  Ameri- 
cans. The  information  in  these  files  in  sold  to  creditors,  employers  and  land- 
lords. 

Much  of  the  information  sold  by  the  credit  bureaus  comes  from  law-enforce- 
ment files.  There  is  no  indication  that  the  F.B.I,  gives  any  information  directly 
to  a  credit  bureau.  However,  the  F.B.I,  has  been  notoriously  loose  in  policing 
the  further  distribution  of  the  records  it  disseminates.  Here  is  the  testimony 
on  this  point  of  Special  Agent  Ponder  at  the  Menard  trial : 

Q.  Is  there  any  procedure  whereby  the  F.B.I.  or  any  division  of  the  F.B.I, 
inquires  into  the  uses  to  which  the  arrest  information  Is  put  by  contributing 
agencies? 

A.  No. 

Q.  Are  any  restrictions  imposed  by  the  F.B.I,  on  the  use  to  which  that  in- 
formation Is  put? 

A.  Yes.  OflScial  business  only. 

Q.  Are  there  memoranda  or  orders  indicating  that  there  is  a  restriction? 

A.  It  is  right  on  the  record  itself. 

Q.  Are  there  any  form  letters  that  are  sent  to  contributing  agencies  explain- 
ing what  "official  business  only"  means? 

A.  Well,  in  years  gone  by  we  have  brought  this  to  the  attention  of  contrib- 
utors, that  this  information  is  disseminated  strictly  for  official  use  only. 

The  questioning  of  Ponder  took  place  on  Dec.  17,  1970.  Subsequently,  he 
supplied  for  the  court  record  the  F.B.I.'s  most  recent  notice  on  the  issue,  a 
memorandum  from  the  late  J.  Edgar  Hoover,  dated  Oct.  18,  1965.  If  the  records 
were  used  for  other  than  "ofl5cial  uses,"  Hoover  warned,  "this  service  is  sub- 
ject to  cancellation."  No  other  penalty  was  mentioned. 

The  laws  of  many  states  provide  that  juvenile  records,  are  confidential.  How- 
ever, they  have  been  as  readily  available  as  all  other  records.  The  F.B.I.,  which 
respects  all  state  and  local  laws  which  confer  access  to  records  on  various 
agencies,  disregards  state  laws  governing  confidentiality.  Special  Agent  Ponder 
was  asked  In  the  Menard  trial,  "Are  there  any  differences  in  dissemination 
practices  with  respect  to  juveniles  and  adults,  of  arrest  records?"  His  complete 
reply  was :  "No." 

The  New  York  State  Identification  and  Intelligence  System  also  gives  out 
juvenile  arrest  records.  When  I  asked  the  director  of  the  agency  about  this, 
he  told  me  that  N.Y.S.I.I.S.  understood  the  law  to  make  the  disposition  of  a 
juvenile-arrest  confidential,  but  not  the  underlying  arrest. 

The  widespread  availability  of  law-enforcement  records  has  created  a  pariah 
class  of  millions  of  persons  made  up  of  ex-convicts  and  people  arrested  but  not 
convicted.  That  pariah  class  is  the  crime  problem,  or  at  least  a  large  part  of 
it.  Crime  Is  centered  In  those  cities  and  those  parts  of  cities  where  people  go 
when  they  are  trying  to  escape  their  past  records.  The  time-honored  way  of 
escaping  was  to  He  when  asked.  "Have  you  ever  been  arrested?"  As  law-enforce- 
ment agencies  and  private  companies  Improve  the  efficiency  of  their  dissemina- 
tion of  records,  lying  no  longer  works.  The  truth  about  the  past  record  catches 
np.  no  matter  where  a  person  moves. 

Shocking  as  the  notion  might  be.  those  lies  served  an  important  .social  pur- 
pose. When  a  man  with  an  arrest  record  could  lie  his  way  into  a  joh.  all  of  us 
had  a  little  le.«?s  to  fear.  Todav.  when  we  expose  the  He.  we  slmplv  Insure  that 
one  more  person  won't  be  able  to  escape  his  arrest  record  and  Integrate  him- 
self Into  socletv. 
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Judicial  and  legislative  action  to  control  the  use  and  distribution  of  arrest 
records  will  not  have  much  impact  for  a  long  time  to  come.  The  records  of 
people  arrested  in  the  past  have  often  been  so  widely  circulated  as  to  make 
It  very  difficult,  if  not  impossible,  to  prevent  them  from  continuing  to  haunt 
people  for  years  to  come.  But  action  has  to  start  sometime,  and  the  best  time 
is  now.  There  Is  even  a  small  sign  that  the  F.B.I.  Is  concerned.  At  the  hearing 
last  Feb.  28  to  decide  whether  he  should  be  confirmed  as  F.B.I,  director,  L. 
Patrlclc  Gray  testified  that  he  had  "purged  inactive  arrest  records  of  indi- 
viduals age  80  and  older  from  the  fingerprint  files."  All  the  octogenarians  I 
know  who  are  out  looking  for  jobs  are  very  grateful. 


Richard  E.  Cohen,  "Justice  Report — Nixon  Administration  Weighs  Restrictions 
on  Use  of  Criminal  History  Data  Banks"  National  Journal,  October  27, 
1973 

Somewhere  in  the  federal  government,  there  is  a  file  on  you — perhaps  dozens 
of  them. 

In  this  computer  age.  It  Is  easy  technologically  to  find  out  what  is  in  those 
files.  A  tape  whirs.  A  printer  clatters.  And,  zap,  the  computer  spews  out  what 
It  knows  about  you :  whether  you  have  a  criminal  record,  how  much  money 
you  have  In  your  social  security  account,  or  whatever  Information  that  happens 
to  be  stored  In  that  particular  data  bank. 

The  process  is  so  fast  and  simple  that  It  has  become  a  way  of  life  In  the 
1970s.  Thousands  of  times  daily,  federal  computers  spin  out  bits  and  pieces  of 
knowledge  about  Americans  who  are  looking  for  jobs,  applying  for  grants  or 
doing  any  number  of  other  things  that  trigger  an  electronic  search  for  skeletons 
in  their  closets. 

Not  everyone  has  access  to  those  files.  But  with  cold  dispassion  the  computers 
hand  up  the  information  to  the  many  public  and  private  offices  that  do  have 
entry,  such  as  federal  and  state  agencies,  defense  contractors  and  federally 
insured  banks. 

Personal  data  banks  have  mushroomed  so  rapidly  that  no  one  knows  how 
many  there  are.  A  Senate  subcommittee  recently  counted  750  of  them  In  federal 
agencies  alone,  and  the  enumerators  regard  that  number  as  just  the  tip  of  the 
Iceberg. 

The  proliferation  of  data  banks,  the  widespread  access  to  their  contents  and 
the  awareness  that  their  Information  Is  not  always  complete  or  correct  have 
combined  to  arouse  the  concern  of  Members  of  Congress,  civil  libertarians  and 
scholars  among  others. 

To  these  persons,  criminal  history  data  banks  are  of  particular  concern  be- 
cause of  their  ability,  rightly  or  wrongly,  to  destroy  an  individual's  career. 

As  criminal  justice  data-gathering  programs  develop,  it  becomes  less  likely 
that  a  person's  brush  with  the  law  will  escape  the  computer's  attention.  The 
Federal  Bureau  of  Investigation  (FBI)  estimates  that  Its  new  automated  data 
center,  which  now  has  4.2  million  criminal  record  entries,  will  contain  21.7 
million  within  10  years. 

As  the  principal  custodian  of  such  files,  the  Justice  Department  Is  taking 
steps  to  clamp  significant  restrictions  on  their  use,  as  well  as  the  use  of  other 
federal  and  state  data  banks  containing  criminal  history  Information. 

The  department  is  circulating  tentative  regulations  and  legislation  that  If 
adopted  would  affect  many  agencies  and  private  companies  that  draw  on  crim- 
inal justice  data  banks. 

Controversy :  The  Justice  Department's  move  has  touched  off  a  debate  within 
the  Nixon  Administration  that  could  alter  federal  policy  toward  the  regula- 
tion of  all  data  banks,  public  and  private. 

At  Issue  is  the  extent  to  which  individual  privacy  Is  to  be  limited  by  a 
public  "need  to  know"  and  the  extent  to  which  the  government  can  collect  and 
disseminate  information  about  an  Individual  without  his  consent. 

The  controversy  has  been  sharpened  by  revelations  of  milltarv  surveillance 
of  civilians  and  the  various  Illegal  events  associated  with  the  Watergate  scan- 
dals. Several  sets  of  congressional  hearings  during  the  past  decade  also  have 
focused  public  attention  on  the  Issue. 
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Apart  from  its  long-range  effects,  the  debate  -within  the  Administration  will 
provide  a  test  of  the  Justice  Department's  ability  to  exert  policy  control  over 
the  traditionally  independent  FBI. 

Agencies  that  have  had  access  to  FBI  data  banks  in  their  day-to-day  opera- 
tions have  met  with  Justice  Department  representatives,  and  have  raised 
objections  to  portions  of  the  draft  bill. 

A  further  element  in  the  controversy  is  the  role  of  state  and  local  govern- 
ments, which  are  prime  suppliers  of  criminal  data,  and  whether  they  can  be 
penalized  if  they  refuse  to  cooperate  with  federal  programs  for  the  exchange 
and  collection  of  data. 

In  the  absence  of  congressional  action  to  thwart  such  episodes,  there  could 
be  repetitions  elsewhere  of  a  recent  skirmish  in  Massachusetts,  which  resulted 
in  a  federal  retreat  from  what  Gov.  Francis  W.  Sargent,  R.  called  "threats" 
by  the  Defense  Department  and  the  Small  Business  Administration  to  slash 
their  Massachusetts  programs  if  the  state  continued  restricting  their  access 
to  its  data  banks. 

In  addition,  a  recent  report  by  an  HEW  Department  citizens'  advisory  com- 
mittee, proposing  strict  limitations  on  data  bank  use,  has  brought  the  issue  to 
the  notice  of  federal  policy  makers — partially  because  the  recommendations 
have  received  support  from  HEW  Secretary  Caspar  W.  Weinberger  and  Elliot 
L.  Richardson,  who  established  the  committee  in  1972  while  he  was  HEW 
Secretary.  Richardson  resigned  as  Attorney  General  on  Oct.  20  and  President 
Nixon  named   Solicitor  General  Robert  H.   Bork  as  acting  Attorney   General. 

Background :  The  current  debate  is  the  second  round  of  the  policy  discussion 
of  federal  use  and  regulation  of  data  banks. 

Hearings — During  the  mid-1960s,  congressional  hearings  gave  publicity  to 
the  then-incipient  use  of  federal  computers. 

These  hearings  "successfully  squelched  the  nearly  fait  accompli  of  a  'national 
data  center,'  "  said  Norman  G.  Cornish,  deputy  staff  director  of  the  House 
Government  Operations  Subcommittee  on  Foreign  Operations  and  Government 
Information  and  former  staff  director  (1964-65)  of  the  Special  Subcommittee 
on  the  Invasion  of  Privacy,  chaired  by  Rep.  (1959^73)  Cornelius  E.  Gallagher, 
D-N.J. 

The  aborted  national  data  center  had  been  proposed  by  oflBcials  of  the  Budget 
Bureau  (now  the  OflSce  of  Management  and  Budget).  The  Gallagher  hearings 
also  resulted  in  the  abandonment  of  psychological  testing  of  federal  employees 
by  the  Civil  Service  Commission,  Cornish  said. 

Though  these  and  subsequent  investigatory  hearings  have  accomplished 
short-term  results,  neither  Congress  nor  the  executive  branch,  has  established 
any  comprehensive  policy  for  government  use  of  data  banks.  Thus,  the  increased 
sophistication  in  the  past  few  years  of  federal  computer  technology  has  taken 
place  on  a  relatively  uncontrolled  and  uncoordinated  basis. 

The  Senate  Judiciary  Subcommittee  on  Constitutional  Rights,  chaired  by 
Sen.  Sam  J.  Ervin  Jr.,  D-N.C,  has  conducted  a  staff  survey  of  the  number  of 
federal  data  banks,  in  connection  with  its  study  of  the  impact  that  computer- 
ized information  systems  can  have  on  individuals.  Through  agency  responses  to 
its  questionnaire,  the  subcommittee  has  identified  more  than  750  separate 
federal  banks  of  data  on  individuals. 

Lawrence  M.  Baskir,  chief  counsel  and  staff  director  of  the  subcommittee, 
said  that  the  figure  represents  "perhaps  a  third  or  a  half"  of  the  systems  in 
existence.  He  said  that  new  systems  are  "growing  like  weeds,  with  little  statu- 
tory justification." 

Credit  investigations — The  principal  congressional  action  to  regulate  data 
bank  use  was  the  1970  passage  of  the  Fair  Credit  Reporting  Act  (64  Stat  114), 
which  forced  credit  bureaus  and  other  consumer  reporting  agencies  to  adopt 
privacy  safeguards  in  the  evaluation  of  a  consumer's  credit  standing  and 
general  reputation. 

Sen.  William  Proxmire,  D-Wis.,  who  was  a  chief  engineer  of  the  law's  enact- 
ment, held  hearings  this  month  in  his  Senate  Banking.  Housing  and  Urban 
Affairs  Subcommittee  on  Consumer  Credit  on  a  bill  he  introduced  to  strengthen 
the  1970  law.  The  bill  (S  2360)  would  add  several  provisions,  including  one 
giving  consumers  the  right  to  inspect  their  credit  files  and  obtain  a  written 
copy  of  the  information. 
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Another  provision  would  require  anyone  who  takes  adverse  action  against 
a  consumer  on  the  basis  of  the  credit  report  to  inform  the  consumer  in  writing 
of  the  syeciflc  reason  for  the  adverse  action. 

Sheldon  Feldraan,  the  Federal  Trade  Commission's  assistant  director  for 
special  statutes,  testified  July  24  before  the  House  Banking  and  Currency  Sub- 
committee on  Consumer  Affairs  in  support  of  several  changes  in  the  act,  which 
the  FTC  administers.  Most  of  Feldman's  recommendations  are  consistent  with 
S  2360. 

Government  data  banks — The  July  1973  report  of  the  HEW  Secretary's  Ad- 
visory Committee  on  Automated  Personal  Data  Systems.  Records,  Computers 
and  the  Rights  of  Citizens,  concluded : 

"Even  at  the  federal  level  there  are  few  statutes  that  protect  personal  data 
in  statistical  reporting  and  research  files  from  unintended  administrative  or 
investigative  uses.  The  Census  Act,  the  Public  Health  Service  Act  and  the 
Social  Security  Act  are  notable  exceptions.  Otherwise,  there  is  little  to  prevent 
anyone  with  enough  time,  money  and  perseverance  (to  say  nothing  of  someone 
who  can  issue  or  obtain  a  subpoena)  from  gaining  access  to  a  wealth  of  infor- 
mation about  identifiable  participants  in  surveys  and  experiments.  This  should 
not,  and  need  not,  be  the  case." 

Baskir  of  the  Ervin  subcommittee  said  that  regulation  of  criminal  justice 
data  banks  is  the  "most  feasible"  effort  by  Congress  in  the  months  ahead  be- 
cause the  subject  is  "narrow  enough  and  we're  familiar  with  the  issues." 

Acting  Attorney  General  Bork  said  Oct.  22  that  he  would  carry  forward 
Richardson's  programs.  Richardson's  interest  in  regulating  criminal  justice 
data  systems  had  been  pushed  along  by  two  events  outside  his  control : 

The  enactment  of  a  1972  Massachusetts  statute  on  privacy,  which  already 
has  caused  a  confrontation  between  Massachusetts  authorities  and  the  Justice 
Department  over  the  use  of  criminal  data  : 

A  provision  in  the  recently  enacted  Crime  Control  Act  of  1973  (87  Stat.  197) 
prohibiting  federal  agencies  from  using,  for  purposes  other  than  law  enforce- 
ment, research  of  statistical  information  compiled  by  agencies  funded  by  the 
Law  Enforcement  Assistance  Administration  (LEAA),  except  where  authorized 
by  statute,  and  also  requiring  procedures  "reasonably  designed  to  ensure  that 
all  information  is  kept  current." 

This  law  is  the  first  clear  expression  of  congressional  intent  that  federally 
supported  criminal  justice  agencies  establish  procedures  to  protect  the  con- 
fidentiality and  completeness  of  their  data. 

Because  these  agencies  provide  most  of  the  raw  data  for  the  FBI's  National 
Crime  Information  Center  (NCIC),  the  proviso  also  is  an  indirect  invitation 
to  the  Justice  Department  to  set  restrictions  on  the  FBI's  data-collection 
activities. 

FBI  DATA 

The  development  by  the  FBI  of  a  computerized  criminal  history  (CCH)  pro- 
gram within  the  NCIC  has  become  the  focal  point  of  the  national  debate  over 
the  data  bank,  because  it  may  supplant  much  of  the  current  FBI  manual 
identification  system. 

The  CCH  program  also  may  challenge  traditional  state  independence  in  the 
collection  of  criminal  history  data. 

Concept:  Although  the  CCH  program  was  created  in  1971,  and  still  is  only 
a  small  element  of  all  criminal  information  systems  on  federal  and  state  levels, 
it  has  stirred  considerable  congressional  and  state  reaction  because  of  its  po- 
tentially broad  governmentwide  dimensions  and  the  resulting  fear  of  misuse. 

Search— The  genesis  for  CCH  was  the  July  1969  creation  of  Project  SEARCH, 
an  informal  consortium  of  state  governments  funded  by  LEAA.  The  group's 
name  is  an  acronym  for  "System  for  Electronic  Analysis  and  Retrieval  of 
Criminal  Histories";  its  goal  was  to  demonstrate  and  evaluate  the  technical 
feasibility  and  operational  utility  of  an  interstate  transfer  of  criminal  history 
data. 

While  Project  SEARCH  has  continued  to  provide  reports  on  the  use  of 
telecommunications  in  law  enforcement  activities,  it  now  plays  no  operational 
role  in  the  development  of  the  nationwide  criminal  data  system.  A  July  1970 
report  of  the  Security  and  Privacy  Committee  of  Project  SEARCH,  however, 
has  provided  one  of  the  principal  working  papers  in  the  use  of  such  a  system. 
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A  key  recommendation  of  the  report  was  that  "participating  agencies  should 
be  instructed  that  their  rights  to  direct  access  encompass  only  requests  reason- 
ably connected  with  their  criminal  justice  responsibilities." 

FBI — In  late  1970,  then  Attorney  General  (1969-72)  John  N.  Mitchell  con- 
cluded, after  a  vigorous  internal  debate  between  LEAA  and  the  FBI,  that  the 
FBI  should  take  control  of  the  SEARCH  prototype  and  operate  it  as  a  part 
of  NCIC,  which  already  has  been  established  for  purposes  such  as  cataloguing 
wanted  persons,  stolen  securities  and  stolen  automobiles. 

"When  it  became  clear  in  the  fall  of  1970  that  the  system  was  going  to  be 
a  reality,"  said  Lawrence  Baskir  of  the  constitutional  rights  subcommittee, 
"the  FBI  made  a  pitch  to  Mitchell  that  it  ought  to  run  the  system.  Although 
former  LEAA  Administrator  (1971-73)  Jerris  Leonard  argued  that  the  states 
did  not  want  to  be  part  of  a  system  operated  by  the  FBI,  given  the  choice 
between  Leonard  and  Hoover  (J.  Edgar  Hoover,  who  was  FBI  director  from  1924 
to  1972),  Mitchell  chose  Hoover.  The  upshot  was  that  the  FBI  was  to  run  the 
whole  show  and  the  states  were  reduced  to  operating  cogs." 

Goals — The  original  goal  of  the  FBI  was  to  have  all  50  states  in  the  CCH 
system  by  1975.  To  date,  only  six  states  (Arizona,  California,  Florida,  Illinois, 
New  York  and  Pennsylvania)  have  joined,  and  "it's  doubtful  that  the  1975  goal 
is  attainable  because  the  development  is  extremely  complex,"  said  Norman  F. 
Stultz,  chief  of  the  NCIC  section  in  the  FBI's  computer  systems  division. 

Each  state  must  satisfy  three  requirements  before  it  can  join  the  CCH 
system : 

The  state  must  maintain  a  centralized  fingerprint  identification  bureau. 

It  must  have  a  process  for  collecting  the  criminal  hi.story  data. 

It  must  have  a  computer  capability. 

LEAA  provides  much  of  the  funding  to  meet  these  elements,  Stultz  said. 

Operations :  Standards  for  NCIC  operation  were  the  subject  of  considerable 
discussion  during  the  Senate  Judiciary  Committee  hearings  last  March  into 
the  ill-fated  nomination  of  L.  Patrick  Gray  III  to  be  director  of  the  FBI. 

Sen.  Charles  McC.  Mathias,  Jr.,  R-Md.,  said  at  the  time :  "Despite  the  NCTC's 
national  importance  and  the  nationwide  interest  in  its  potential,  there  is  in 
fact  very  little,  if  any,  legislative  base  for  it.  We,  in  Congress,  never  really 
have  set  statutory  standards  for  its  development  and  for  its  operation,  for  the 
philosophy  with  which  its  activities  are  conducted,  and  the  statutory  base  Ihat 
does  exist  is  a  precotoiputer  concept.  .  .  .  All  of  that  is  just  really  a  pretty 
vague  and  misty  area." 

Gray — In  responding  to  Mathias'  concern.  Gray  referred  to  a  558-page  NCIC 
operating  manual  as  well  as  to  a  policy  paper  of  the  NCIC  advisory  policy 
board,  composed  primarily  of  state  and  local  police  chiefs.  He  said  all  com- 
puters "capable  of  interfacing  directly  with  the  NCIC  computer"  must  be  under 
the  management  of  a  criminal  justice  agency. 

Also,  Gray  said,  "Experience  to  date  indicates  that  the  security  and  confi- 
dentiality requirements  as  contained  in  the  NCIC  policy  paper  governing 
access  to  criminal  history  records  are  sufl^ciently  stringent.  .  . ." 

However,  Gray  acknowledged  that  the  FBI  "has  no  further  control  over  the 
Information  once  it  leaves  our  possession,"  such  as  when  it  is  given  to  another 
federal  agency. 

In  response  to  a  Mathias  question  regarding  the  key  is.sue  of  whether  NCIC 
safeguards  ensure  that  arrest  and  disposition  records  are  complete.  Gray  said: 

"The  arrest  records  of  the  FBI  identification  division,  as  well  as  those  of 
many  state  and  local  Identification  bureaus,  are  replete  with  lengthy  arrest 
records  of  long-time  hoodlums  and  members  of  organized  crime  whose  arrests 
never  resulted  in  conviction.  Many  sex  offenders  of  children  are  not  prosecuted 
because  parents  of  the  victim  do  not  want  to  subject  the  child  to  the  trau- 
matic experience  of  testifying.  ...  To  prohibit  dissemination  of  such  arrest 
records  would  he  a  disservice  to  the  public  upon  whom  they  might  prey  again." 

Fltultz — NCIC  chief  Stultz  said  FBI  policy,  as  is  the  case  with  its  manual 
Rvstem  of  fingerprint  files,  is  that  "information  is  to  be  used  only  for  friminnl 
justice  purposes  except  where  permitted  bv  federal  or  state  stntute  or  execu- 
tive order."  The  conflict  arises  in  determining  what  is  "valid  use  outside  crim- 
innl  justice  purposes,"  he  said. 

Currently,  the  nuasi-governmental  Postal  Service  and  the  following  federal 
agencies  have  "on-line"  access  to  NCIC  : 
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Four  divisions  of  the  Trea8nry  Department,  including  ttie  Internal  Revenue 
Service,  Secret  Service,  Customs  Bureau  and  the  Bureau  of  Alcohol,  Tobacco 
and  Firearms ; 

The  four  military  criminal  investigating  agencies  ; 

The  Justice  Department. 

In  addition,  Stultz  said,  "many  agencies"  have  access  to  records  in  the 
manual  division.  He  was  unable  to  give  a  precise  figure. 

Stultz  also  echoed  Gray's  testimony  that  NCIC  is  a  "user's  system"  in  the 
sense  that  "the  central  file  is  an  amplified  index  of  state  systems,  which  the 
states  can  modify  and  update."  The  information  is  made  available  to  other 
states,  he  said,  in  accordance  with  policy  set  by  the  NCIC  advisory  policy 
board,  whose  members  are  appointed  by  the  users. 

The  board's  policy  statement  says,  "The  justification  for  a  national  index 
is  to  efl5ciently  and  effectively  coordinate  50  state  systems  for  offender  criminal 
history  exchange.  The  need  is  to  identify  the  interstate  mobile  offender." 

Baskir  disputed  the  FBI's  statement  that  NCIC  is  a  "user's  system." 

"It's  a  user's  system  but  the  FBI  sets  the  rules,"  he  said.  "The  demands 
of  uniformity  suggest  a  unified  system,  and  while  there  is  a  strong  reason  to 
resist  centralization,  it's  difficult  to  do  because  there  are  51  interests  (the 
FBI  and  the  states),  each  having  its  own  complex  of  forces." 

GAO  criticism — In  a  Jan.  16,  1973,  reiwrt,  the  General  Accounting  Office 
(GAO)  reviewed  the  history  of  NCIC  and  concluded  that  "the  cost  to  develop 
and  operate  the  criminal  history  exchange  system  has  not  been  determined  .  .  . 
(and)  .  .  .  sound  financial  management  of  a  project  of  this  magnitude  requires 
at  least  an  estimate  of  the  costs  of  the  project." 

The  GAO  report  referred  to  unidentified  LEAA  and  state  officials'  statements 
that  a  fully  operational  system  could  cost  at  least  $100  million. 

FBI  and  LEAA  officials  agreed  that  there  is  no  official  estimate  of  either 
initial  or  on-going  NCIC  costs.  The  FBI  has  requested  $7.8  million  to  operate 
NCIC  this  fiscal  year. 

Stultz  said  he  had  "no  idea"  whether  the  $100-million  figure  was  reasonable 
but  stressed  that  the  FBI  "intends  to  complement  the  states,  not  replace 
them." 

George  Hall,  acting  assistant  administrator  of  LEAA's  National  Criminal 
Justice  Information  and  Status  Service,  said,  "We  are  now  trying  to  shed 
some  light  on  what  will  be  the  total  cost  of  NCIC,  but  the  question  of  the 
cost  of  an  automated  system  is  not  the  proper  question  to  ask  because  some 
of  the  components  of  the  system  are  already  authorized  for  other  purposes." 

State  legislation :  Three  states — Massachusetts,  Alaska  and  Iowa — have  set 
limits  on  the  use  of  criminal  history  records  concerning  their  own  citizens. 
Massachusetts  and  Alaska  adopted  statutes  based  on  a  model  state  act  developed 
by  Project  SEARCH,  and  the  Iowa  legislature  formulated  Its  own  standards. 
The  Alaska  and  Iowa  laws,  passed  this  year,  have  not  yet  caused  serious  federal 
challenges.  But  the  1972  Massachusetts  law  resulted  in  a  confrontation  with  the 
Justice  Department. 

Massachusetts — The  Massachusetts  statute  sets  procedures  for  sue  and  access 
to  individual  criminal  history  records,  permitting  such  records  to  be  dissemi- 
nated only  to  criminal  justice  agencies,  except  where  authorized  by  statute.  In 
the  first  seven  months  of  1973,  72  requests  from  public  and  private  groups  for 
access  to  the  records  were  turned  down  by  the  state's  criminal  history  systems 
board.  Among  those  turned  down  were  the  Defense  Department,  Coast  Guard, 
Postal  Service  and  Federal  Aviation  Administration. 

Gov.  Sargent  said  at  an  Aug.  3  press  conference  that  the  Small  Bu.slness 
Administration  (SBA)  has  threatened  to  withhold  $30  million  in  loans  and 
direct  aid,  and  that  the  Defense  Department's  Defense  Investigative  Service 
has  frozen  2.400  jobs  In  Massachu-setts  unless  the  state  ties  into  the  NCIC 
system. 

U.S.  suit — The  most  direct  challenge  to  the  Massachusetts  law  was  thP  filing 
nf  a  suit  by  James  N.  Gabriel,  U.S.  attorney  In  Massachusetts,  contesting  the 
state's  limiting  access  to  state  criminal  history  information.  The  suit,  which 
Gabriel  filed  June  8.  was  brought  on  behalf  of  SBA  and  the  Defense  Depart- 
ment. 

At  the  Aue.  3  press  conference.  Sargent  said :  "My  concern  Is  locallv  oriented. 
We  are  being  penalized  and  bullied  to  join  a  system  even  though  the  safeguards 
are  not  there." 
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David  P.  Heilner,  SBA  regional  director,  said : 

"We  understand  what  Massachusetts  is  trying  to  do,  but  we're  trying  to  find 
ways  to  help  people  start  businesses.  We  can't  help  unless  we're  convinced  the 
man  is  rehabilitated.  Our  inability  to  have  access  to  criminal  history  files  will 
inhibit  us  because  if  Washington  asks  to  check  out  a  criminal  record  and  we 
can't  get  the  information,  then  we  can't  make  the  loan." 

Soon  after  he  took  ofl5ce,  Richardson  ordered  a  review  of  the  Massachusetts 
suit.  The  result  was  that  William  D.  Ruckelshaus,  then  deputy  attorney  general, 
announced  Sept.  25  in  Boston  that  he  and  Gabriel  had  decided  to  dismiss  the 
suit,  concluding  that  "it  would  be  more  practical,  more  appropriate  and  more 
effective  for  the  affected  federal  agencies  to  seek  congressional  authorization 
for  such  access." 

Before  he  left  office,  Ruckelshaus  said  the  suit  was  dropped  because :  "We 
didn't  think  we  could  win  in  telling  a  state  how  to  use  its  information,  and  the 
Attorney  General  has  shown  a  lot  of  sensitivity  to  this  problem." 

Asked  why  the  suit  Initially  was  filed,  Ruckelshaus  said,  "There  is  some 
question  of  whether  there  was  an  adequate  exchange  of  information  between 
the  U.S.  attorney's  office  in  Boston  and  Washington." 

CONTBOLB 

In  an  effort  to  deal  with  the  many-faceted  problems  related  to  the  use  of 
criminal  justice  data  banks,  Richardson  announced  Aug.  3  that  LEAA  would 
draft  regulations  for  protection  of  Information  in  LEAA-funded  criminal  data 
systems,  and  that  a  Justice  Department  task  force  would  prepare  legislation 
dealing  with  security  and  privacy  aspects  of  all  criminal  justice  information 
systems. 

Martin  B.  Danzlger,  an  associate  deputy  attorney  general  who  has  been 
assigned  overall  department  supervision  of  the  two  projects,  said  that  Richard- 
son was  reacting  to  several  factors,  including  recently  enacted  federal  and 
state  legislation,  the  access  issue  raised  by  the  "Bible  rider",  a  petition  for  the 
promulgation  of  NCIC  rules  initiated  by  several  political  figures  and  "his  own 
personal  interest." 

Ruckelshaus,  who  resigned  from  the  Justice  Department  at  the  same  time  as 
Richardson,  said  in  an  interview  before  he  resigned  that  the  department  is 
trying  to  guard  against  "misuse  of  information." 

The  administrative  regulations  are  being  prepared  by  LEAA  in  cooperation 
with  the  FBI  and  must  be  approved  by  the  Attorney  General.  The  department 
expects  to  issue  a  notice  of  rule  making  within  a  month  so  that  It  can  get 
reaction  from  other  agencies  and  the  public. 

A  draft  of  the  legislation  was  sent  at  the  end  of  September  to  the  Office  of 
Management  and  Budget  (0MB),  which  then  circulated  It  to  affected  agencies. 

Following  the  Initial  comments,  the  bill  has  been  redrafted  and  again  cir- 
culated. Both  Danzlger  and  0MB  officials  predict  that  an  Administration  bill 
will  be  sent  to  the  Congress  this  session. 

Regulations :  The  effort  to  develop  regulations  is  the  direct  result  of  an 
amendment  to  the  1973  Crime  Control  Act,  which  extends  LEAA  authority. 

An  amendment  to  the  act,  cosponsored  by  Sens.  Edward  M.  Kennedy,  D-Mass.. 
and  John  L.  McClellan,  D-Ark.,  prohibits  the  use  of  LEAA-flnanced  research 
or  statistical  Information  for  non-law  enforcement  purposes,  and  requires  that 
"criminal  history  Information  collected,  stored  or  disseminated  through  support 
under  this  title  shall  contain,  to  the  maximum  extent  feasible,  disposition  as 
well  as  arrest  data  where  arrest  data  is  Included  therein." 

Thomas  M.  Sussman,  chief  counsel  to  Kennedy's  Judiciary  Subcommittee  on 
Administrative  Practice  and  Procedure,  said  the  amendment's  supporters  real- 
ized that  regulating  the  LEAA-flnanced  state  systems  was  a  "backdoor"  ap- 
proach to  solution  of  the  NCIC  problem.  But  he  said  the  amendment  was.  In 
part,  an  effort  to  show  the  Justice  Department  that  there  is  broad  support  of 
NCIC  regulation  In  the  Senate  Jtidlclary  Committee  so  that  It  can  see  "the 
handwriting  on  the  wall."  (McClellan  Is  chairman  of  the  committee's  Subcom- 
mittee on  Criminal  Laws. 

The  department  aLso  Is  responding  to  an  Aug.  3  petition  from  Gov.  Sareent : 
Sens.  Edward  W.  Brooke.  R-Mass.,  and  Harold  E.  Hughes.  D-Iowa :  Reps. 
Michael  J.  Harrington.  D-Mass..  and  Barry  M.  Goldwater  .Tr.,  R-Callf..  and 
several  private  groups,  asking  that  the  Attorney  General  develop  standards  for 
CCH  operation. 
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Sarah  C.  Carey,  who  has  coordinated  the  legal  action  as  an  attorney  for 
the  Lawyers'  Committee  for  Civil  Rights  Under  Law,  said,  "There  are  presently 
DO  controls  or  formal  regulations,  only  informal  regulations  on  CCH." 

Joint  process — In  a  Sept.  10  letter  to  Kennedy,  Richardson  said  that  LEAA 
and  the  FBI  would  issue  the  regulations  jointly  within  a  "few  weeks."  He 
added : 

"While  this  cooperative  effort  takes  a  bit  more  time,  the  end  result  should 
be  a  comprehensive  set  of  regulations  governing  all  aspects  of  the  NCIC 
system." 

Mary  C.  Lawton,  associate  deputy  attorney  general  (OflSce  of  Legal  Counsel), 
is  assisting  in  the  coordination  of  the  LEAA  and  FBI  regulations.  She  said, 
"The  process  has  been  a  whole  lot  easier  than  I  thought,  because  the  FBI  is 
aware  that  a  bill  is  being  drafted  imposing  controls  on  NCIC,  and  that  the 
regulations  must  be  consistent  with  the  bill. 

"The  FBI  has  lost  whatever  policy  fight  it  was  going  to  make.  The  new 
rules  will  supplant  and  differ  from  the  old  ones.  The  problem  with  NCIC  is 
that  its  only  remedy  to  bring  states  in  line  is  to  kick  them  out ;  this  is  self- 
defeating." 

George  Hall,  who  is  the  LEAA  oflScial  most  actively  involved  in  the  drafting 
of  the  regulations,  said,  "NCIC  will  continue  to  be  a  user's  system ;  setting 
parameters  does  not  make  it  less  so.  Most  of  the  concern  in  the  regulations 
relates  to  use  of  criminal  history  data  outside  the  criminal  justice  system." 

Stultz  of  the  FBI  said  he  expects  that  the  regulations  will  be  "consistent" 
with  the  present  NCIC  policy.  He  added  that  the  problem  with  including 
criminal  dispositions  in  record  keeping  is  that  "the  courts  and  correctional 
institutions  don't  have  computer  capability"  and  that  there  is  a  need  for  man- 
datory reporting. 

Sample  draft — One  of  several  drafts  of  the  regulations,  described  by  a  Senate 
staff  aide,  who  did  not  want  to  be  identified,  as  "similar  in  Intent  to  what  the 
Kennedy-McClellan  supporters"  were  expecting,  mandates  the  regulation  of  the 
collection,  dissemination  and  use  of  criminal  justice  information  in  each  state 
by  a  central  committee  and  limits  access  to  law  enforcement  agencies  specifi- 
cally authorized  to  obtain  such  access,  except  where  otherwise  provided  by 
federal  or  state  statute. 

The  draft  regulations  make  a  distinction  between  "criminal  offender  records" 
and  "criminal  intelligence."  Criminal  intelligence  generally  is  not  public  infor- 
mation and  relates  to  data  collected  In  investigations.  In  the  draft  made  avail- 
able to  NJR,  access  to  criminal  intelligence  information  systems  would  be  more 
strictly  regulated  than  would  access  to  criminal  offender  records. 

Legislation :  The  preparation  of  a  bill  to  regulate  the  exchange  of  criminal 
justice  information  is  not  a  new  process  for  the  Justice  Department.  It  Is 
likely,  however,  that  the  contents  of  any  bill  It  sends  to  Congress  this  year 
win  be  significantly  different  from  Its  predecessors. 

In  1971,  Sen.  Roman  L.  Hruska,  R-Neb.,  Introduced  S.  2546,  a  Justice  Depart- 
ment bill  that  would  have  given  the  Attorney  General  the  power  to  determine 
which  agencies  may  have  access  to  criminal  justice  Information.  A  similar 
proposal  was  about  to  be  sent  to  the  Congress  this  spring,  with  OMB  approval, 
before  the  April  30  resignation  of  former  Attorney  General  (1972-73)  Richard 
G.  Klelndlenst. 

Task  force. — Shortly  after  he  took  office  May  25,  Richardson  appointed  a 
task  force  on  security  and  privacy,  headed  by  Jerry  Clark  an  attorney  In  the 
Office  of  Criminal  Justice,  which  Is  directed  by  Danzlger.  Clark  said  that 
"Richardson  felt  the  previous  bill  needed  changes"  and  that  the  HEW  report 
was  one  of  the  key  reference  points  for  the  task  force. 

Ms.  Lawton  of  the  Office  of  Legal  Counsel  said  the  bill  will  regulate  all 
federal  criminal  justice  data  banks.  Including  those  not  under  the  direct 
supervision  of  the  Justice  Department,  and  would  affect,  for  example,  agencies 
such  as  Defense  Department  and  Civil  Service  Commission,  which  now  rely 
on  these  data  banks  for  criminal  Investigations  and  security  clearances. 

OMB — The  Richardson-approved  bill  was  sent  during  the  last  days  of  Sep- 
tember to  OMB.  which  then  referred  the  bill  to  several  agencies  for  comment. 
William  V.  Skldmore.  a  branch  chief  In  OMB's  legislative  reference  division, 
chaired  a  meeting  Oct.  5  during  which  the  bill  was  discussed  among  interested 
agencies.  Following  the  meeting,  Danziger  said  : 

"I  am  very  hopeful  that  we  can  resolve  the  conflicts  in  terms  of  getting  an 
Administration  bill." 
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In  an  earlier  interview,  Wilfred  H.  Rommel,  0MB  assistant  director  for 
legislative  reference,  said : 

"A  lot  of  work  must  be  done  with  the  bill  because  many  agencies  have 
something  to  say  about  it.  There  is  a  lot  of  pressure  from  the  Hill  for  the 
Administration  to  produce  a  bill  this  year,  and  OMB  hopes  to  have  something 
before  Congress  adjourns." 

Agencies :  Ms.  Lawton  predicted  in  September  that  when  OMB  sends  the 
bill  to  the  agencies,  "You'll  hear  the  screams." 

Although  OMB  regulations  prohibit  public  comment  by  agency  officials  about 
legislative  proposals  being  drafted,  a  sampling  of  opinion  lends  some  credence 
to  her  prediction.  However,  it  is  apparent  that  other  agency  officials  recognize 
an  element  of  inevitability  to  Administration  support  of  the  Justice  Department 
bill. 

David  B.  H.  Martin,  special  assistant  to  the  HEW  Secretary  and  executive 
director  of  the  HEW  privacy  report,  said  the  Oct.  5  meeting  was  "long,  dis- 
cursive and  productive ;  there  is  a  spirit  of  getting  a  meaningful  bill  as  soon 
as  possible." 

A  principal  issue  during  the  meeting,  Martin  said,  was  that  some  agencies 
felt  the  bill  "goes  too  far"  in  making  it  necessary  for  agencies  to  get  special 
legislation  to  revive  access  to  criminal  offender  records  for  non-criminal  justice 
purposes.  "Not  everyone  is  enchanted  with  that"  and  "resistance  to  changing 
what's  been  done  for  years"  is  a  big  obstacle,  Martin  said. 

Treasury — The  Treasury  Department  earlier  this  year  implemented  the 
Treasury  Enforcement  Communications  System  (TECS),  a  criminal  records 
system  used  by  the  Internal  Revenue  Service,  Secret  Service,  Customs  Bureau 
and  the  Bureau  of  Alcohol,  Tobacco  and  Firearms.  The  Justice  Department 
bill  likely  would  regulate  TECS,  said  Brent  Moody,  deputy  assistant  secretary 
(enforcement)  of  Treasury. 

"Although  there  has  been  no  abuse  of  today's  data  banks,  more  attention 
is  rightfully  being  paid  to  the  issues  of  access,"  Moody  said.  "There  is  a  need 
to  implement  some  protections  after  due  deliberations  without  restricting  the 
operational  capability  of  the  systems.  We  will  be  cooperative  in  that  type  of 
effort,  taking  into  account  our  diverse  responsibilities,  including  the  protective 
responsibility  of  the  Secret  Service." 

SBA — J.  Gregory  Austin,  general  counsel  of  the  Small  Business  Administra- 
tion, said  several  agencies,  including  SBA,  need  access  to  good  information,  for 
purposes  such  as  determining  the  grant-worthiness  of  loan  applicants.  "The 
taxpayers  would  be  upset  if  they  felt  we  were  giving  grants  to  an  embezzler 
or  member  of  the  Mafia,"  Austin  said. 

He  said  "it  is  possible  under  new  Justice  Department  regulations  that  we 
would  be  forced  to  withhold  money"  and  that  some  of  the  positions  being 
advocated  within  the  Administration  "may  be  a  bit  emotional  in  terms  of 
'Big  Brotherism'." 

Civil  Service — A  top  staff  official  of  the  Civil  Service  Commission,  who  did 
not  want  to  be  identified,  said  the  proposed  legislation  "would  put  some  change 
in  our  operations,  and  I  am  prepared  to  defend  the  need  of  the  commission's 
getting  the  fullest  practical  information  bearing  on  a  person's  ability  to  do 
the  job. 

"If  we  don't  have  the  information,  this  might  have  a  bearing  on  whether  a 
person  is  employable  for  certain  jobs.  For  example,  a  rule  prohibiting  arrest 
records  without  dispositions  would  inhibit  us  because  there  are  all  sorts  of 
reasons  why  a  case  may  be  dropped  prior  to  conviction  that  Civil  Service  wants 
to  know  about." 

Defenfte — According  to  participants,  David  O.  Cooke,  deputy  assistant  secre- 
tary of  Defense  for  administration,  has  participated  in  data  bank  discussions 
on  behalf  of  the  Pentagon.  He  was  not  available  for  comment. 

CONGRESS 

Assuming  an  Administration  bill  is  sent  to  the  Congress,  it  likely  would  be 
referred  to  two  subcommittees  whose  chairmen  have  been  among  the  Members 
of  Congress  most  outspoken  in  arguing  for  the  protection  of  personal  privacy 
and  the  confidentiality  of  records.  The  two  are  Sen.  Ervin.  chairman  of  the 
constitutional  rights  subcommittee,  and  Rep.  Don  Edwards,  D-Calif.,  chairman 
of  the  House  Judiciary  Subcommittee  on  Civil  Rights  and  Constitutional 
Rights. 
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other  Members,  representing  all  segments  of  tlie  political  spectrum,  have 
developed  an  interest  in  regulation  ot  data  banks,  with  the  result  that  more 
than  two  dozen  bills  have  been  introduced  this  year  concerning  the  general 
subject  of  privacy  and  data  banks. 

Jiirvin:  ±Jecause  of  his  time-consuming  responsibilities  as  chairman  of  the 
fcJenate  Select  Committee  on  Presidential  Campaign  Activities,  Ervin  has  been 
unable  to  devote  as  much  time  to  the  activities  of  the  constitutional  rights 
subcommittee  as  he  has  in  recent  years. 

However,  he  discussed  the  issue  of  access  to  criminal  justice  data  banks  in 
a  June  28  speech  at  Miami  (Ohio)  University  when  he  said  that  arrest  records 
"should  be  available  only  to  those  criminal  justice  agencies  which  can  demon- 
strate that  they  need  such  arrest  and  disposition  records  in  order  to  carry  out 
their  law  enforcement  duties.  Other  organizations,  businesses  and  the  like 
should  have  no  access  to  this  kind  of  information,  which  can  be  so  damaging 
to  the  lives  and  liberties  of  innocent  citizens." 

The  subcommittee  staff  has  prepared  a  bill,  still  being  reviewed,  which  chief 
counsel  Baskir  said  will  serve  as  an  "outer  limit"  on  the  boundaries  of  privacy 
to  balance  what  he  believes  will  be  the  "law  enforcement  systems  approach" 
of  the  Administration  bill.  He  said  he  hopes  there  will  be  hearings  on  the 
legislation  next  spring. 

Edwards:  Hearings  began  Sept.  26  in  Edwards'  subcommittee  on  his  bill 
(HR  9783)  to  regulate  the  use  of  federal  criminal  data  banks.  In  an  opening 
statement,  he  said : 

"We  can  no  longer  assume  the  necessary  precautions  for  the  security  and 
privacy  of  our  citizens  will  be  observed  without  Congress  exercising  its 
responsibility  to  legislate  parameters  for  the  operation  of  these  computer  data 
banks." 

In  an  interview,  Edwards  acknowledged  that  "we  need  the  support  of  the 
Justice  Department  to  pass  a  bill  that  means  anything."  He  said  the  Massa- 
chusetts action  and  HEW  study  signal  some  "change  in  attitude"  by  parts  of 
the  executive  branch. 

Edwards  also  said  "extraordinary  care"  should  be  exercised  before  any 
employer  is  provided  information  from  a  criminal  justice  data  system  because 
"many  fine  people,  often  minorities,  have  been  treated  unfairly." 

Goldwater:  A  bill  (HR  10042)  introduced  by  Rep.  Goldwater  would  regulate 
use  of  and  access  to  all  data  banks,  public  and  private.  The  aim  of  the  legis- 
lation, he  said,  is  preventive.  "All  we're  going  to  do  is  open  up  computers  so 
that  those  who  have  responsibilities  will  be  aware  of  the  privacy  concern ;  we 
don't  want  to  impair  the  growth  of  technology." 

He  said  there  is  "little  policy  difference  between  regulation  of  public  and 
business  data  banks."  While  it  would  be  preferable,  Goldwater  said,  if  the 
regualtion  were  to  be  done  voluntarily,  "I  don't  see  the  trend  there." 

He  said  his  principal  concern  was  to  eliminate  the  citizen's  fear  of  "bigness." 
Goldwater  criticized  some  Members  for  supporting  privacy  legislation  because 
they  are  "anti-law  enforcement  and  anti-military." 

Koch :  One  Member  to  whom  Goldwater  specifically  referred  was  Rep.  Edward 
I.  Koch,  D-N.Y.,  who  has  introduced  H.R.  9786,  a  bill  that  would  establish  a 
Federal  Privacy  Board  to  monitor  the  operation  of  public  and  private  data 
banks. 

Koch  said  regulation  of  data  banks  is  "too  big  a  monster  to  deal  with  in  a 
piecemeal  fashion."  The  bill  would  establish  general  guidelines  that  the  board 
would  implement  on  an  agency-by-agency  basis. 

He  said  that  "time  is  right"  for  legislation  because  people  are  "fed  up  with 
the  invasion  of  privacy  by  government." 

OUTLOOK 

The  increasing  federal  presence  in  law  enforcement  activities,  fostered  in 
part  by  the  growth  of  state-operated,  LEAA-funded  programs,  has  increased 
the  likelihood  of  broad  federal  guidelines  on  the  use  of  criminal  justice  data 
banks.  This  policy  formulation  may  have  an  effect  in  the  private  sector  as 
well  as  in  government. 

Ms.  Lawton  of  the  Justice  Department  said  that  "we're  trying  to  leave  the 
federal-state  balance  alone"  in  preparing  new  regulations  and  legislation.  But 
she  conceded  that  a  federal  statute  would  change  the  relationship  and  give  the 
federal  government  an  opportunity  to  "reach"  farther. 
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How  far  that  reacli  will  extend  and  how  strong  an  impact  it  will  have  will 
be  determined,  in  large  part,  by  the  position  put  forth  in  the  bill  being  prepared 
by  the  Administration  with  the  Justice  Department's  leadership. 

Paul  L.  Woodard,  former  LEAA  general  counsel  and  now  a  consultant  for 
Project  SEARCH,  said  that  because  some  departments  traditionally  have 
opposed  similar  proposals  to  regulate  the  use  of  data  banks  "there  will  be  a 
lot  of  problems  in  getting  a  meaningful  bill." 


A  HEW  Advisory  Unit  Proposes  a  Code  of  Fair  Practice — To  Deal  With 
THE  "Big  Brothebism"  Problem  of  Data  Banks 

The  HEW  Department's  Advisory  Committee  on  Automated  Personal  Data 
Systems  showed  no  fear  of  biting  off  more  than  it  could  chew. 

What  began  last  year  as  a  narrow  study  of  the  use  of  social  security 
numbers — which  HEW  assigns — ended  up  recently  as  a  broad  blueprint  for 
addressing  the  social  implications  of  computer  technology  in  the  hands  of 
public  as  well  as  private  users. 

The  committee's  executive  director,  David  B.  H.  Martin,  said  that  because  the 
membership  of  the  committee  was  broad  based,  "we  hope  we  have  managed  to 
isolate  issues  that  need  to  be  addressed  across  the  board." 

Martin,  special  assistant  to  the  HEW  Secretary,  is  moving  to  Justice  where 
he  will  head  an  oflSce  dealing  with  government  information  policy.  He  has  been 
an  aide  to  Elliot  L.  Richardson,  who  resigned  Oct.  20  as  Attorney  General,  in 
several  capacities. 

Background :  Richardson  established  the  advisory  committee  in  February 
1972,  while  he  was  HEW  Secretary,  after  receiving  the  report  of  a  social  security 
task  force  headed  by  former  Commissioner  (1962-73)  Robert  M.  Ball  of  the 
Social  Security  Administration. 

Martin  said  that  the  task  force,  which  had  studied  the  use  of  the  social 
security  number  as  an  identifier,  concluded  that  there  was  a  need  for  considera- 
tion of  broader  issues,  including  harmful  consequences  that  may  result  from 
using  automated  personal  data  systems,  and  safeguards  that  might  protect 
against  potentially  broad  consequences. 

The  25-member  committee  included  computer  managers  and  operators,  public 
and  private  administrators,  legislators  and  academicians.  Its  chairman  was 
Willis  H.  Ware,  a  computer  scientist  on  the  corporate  research  staff  of  the 
Rand  Corp.  In  nine  meetings  during  its  year-long  existence,  the  committee  heard 
more  than  100  witnesses. 

In  its  report  of  July  31,  1973,  the  committee  recommended  that  Congress  ap- 
prove legislation  to  establish  a  "Code  of  Fair  Information  Practice"  for  all 
automated  personal  data  systems.  The  report  di.scussed  cultural  ramifications 
of  computer-based  record  keeping,  with  particular  attention  to  threats  to  privacy, 
and  also  recommended  limitations  on  use  of  the  social  security  number. 

Concerns :  J.  Taylor  DeWeese,  a  committee  member  who  is  an  attorney  with 
the  Philadelphia  firm  of  Dilworth,  Taxson.  Kalish,  Levy  and  Coleman,  said 
the  report  was  "very  worthwhile"  because  it  brought  together  persons  of  broad 
backgrounds  who  engaged  in  "vigorous  debate  reflecting  their  constituencies." 
DeWeese  said  it  was  "unfortunate"  that  the  report  contains  no  description  of 
the  extent  of  data  banks  and  how  thev  are  used. 

"Our  hearings  include  much  good  description,  but  it's  buried  in  the  transcript 
of  the  hearings."  he  said.  "A  fantastic  amount  of  data  is  being  collected  with 
very  few  controls.  There  is  a  marked  lack  of  knowledge  by  managers  of  the 
systems  of  what  they  include,  how  they  are  being  used  and  who  has  access." 

Another  committee  member,  Guy  H.  Dobbs,  vice  president  for  technical  de- 
velopment of  computer  services  of  Xerox  Corp.  in  Santa  Monica.  Calif.,  said 
that  the  committee's  report  commended  "as  much  as  is  realistically  accomplish- 
able in  a  legislative  sense." 

He  expressed  concern  that  "policy  makers  do  not  appreciate  the  impact  of 
technology  on  individual  lives,"  in  part,  because  "our  culture  and  conteninomrv 
management  of  technologv  is  oriented  toward  technical  progress  making  it 
diffioult  for  policy  makers  to  appreciate  the  implications  of  progress." 

Dobbs  said  the  implementation  of  the  committee's  recommendations  would 
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result  in  a  5-  to  10-per  cent  increase  in  cost,  primarily  for  administrative 
expenses.  "This  is  modest  in  terms  of  the  possible  return  in  protections  to  the 
public,"  he  said. 

The  purpose  of  the  committee,  Dobbs  said,  was  two-fold  : 

To  educate  the  public  and  policy  makers  ; 

To  recommend  approaches  to  satisfy  the  legislative  interest  in  establishing 
safeguards. 

Recommendations :  Executive  director  Martin  said  the  committee's  proposed 
Code  of  Fair  Information  Practice  is  intended  to  serve  as  a  "least,  common 
denominator"  and  that  several  codes  are  likely  to  evolve  in  specialized  areas 
of  application.  He  cited  the  Fair  Credit  Reporting  Act  (84  Stat.  114)  as  a 
code  already  in  existence. 

The  basic  elements  the  committee  addressed,  he  said,  are  secrecy,  right  of 
access,  opportunity  to  view  and  contest  the  data  and  a  right  to  contest  the 
use  of  the  data. 

Public  notice — The  committee  recommended  that  any  organization  having  an 
automated  personal  data  systems  for  administrative  purposes  should  give 
annual  public  notice  of  its  existence  and  character. 

Before  a  new  system  is  established  or  an  existing  system  enlarged,  the 
committee  said,  the  organization  should  give  individuals  who  may  be  affected 
by  its  operation  "a  reasonable  opportunity  to  comment."  The  public  notice  would 
include  information  about  the  purpose  of  the  system,  the  categories  of  persons 
on  whom  data  are  to  be  maintained,  the  sources  of  data,  the  use  to  be  made 
of  the  data,  procedural  safeguards  and  the  name  and  address  of  the  person 
immediately  responsible  for  the  system. 

Access  to  system — Of  particular  concern  to  the  committee  was  a  uniform 
policy  for  the  security  of  data  systems  and  who  may  use  them. 

Its  report  stated : 

"If  organizations  maintaining  personal  data  systems  are  left  to  decide  for 
themselves  when  and  to  what  extent  to  adhere  fully  to  the  safeguard  require- 
ments, the  aim  of  establishing  by  law  a  basic  code  of  fair  information  practice 
will  be  frustrated." 

Among  the  recommendations  to  deal  with  this  concern  were : 

There  shall  be  no  transfer  to  another  organization  of  individually  identifiable 
personal  data  that  is  not  maintained  in  an  automated  personal  data  system 
"without  the  prior  informed  consent  of  the  individual  to  whom  the  data 
pertain." 

With  respect  to  data  already  in  an  automated  system,  there  shall  be  no 
transfer  of  data  to  another  system — except  where  the  individual  requests  such 
transfer — unless  the  organization  specifies  requirements  for  security  of  the 
data,  including  limitations  on  access  to  it.  and  determines  "that  the  conditions 
of  the  transfer  provide  substantial  assurance  that  those  requirements  and 
limitations  will  be  observed." 

The  organization  shall  "take  affirmative  action"  to  inform  affected  employees — 
those  "having  any  responsibility  or  function"  in  any  aspect  of  the  system  or  the 
use  of  data  it  contains — about  the  safeguard  requirements  and  the  rules  de- 
signed to  assure  compliance  with  them. 

A  complete  record  of  every  access  and  use  of  any  data  in  the  system  shall  be 
kept,  including  the  identity  of  all  persons  and  organizations  to  which  access  has 
been  given. 

The  data  shall  be  as  accurate,  complete,  timely,  and  pertinent  as  is  necessary 
to  assure  accuracy  and  fairness  in  determination  of  any  individual's  qualifica- 
tions and  opportunities. 

Rights  of  data  subjects — The  committee  recommended  giving  individuals  the 
right  to  take  affirmative  action  concerning  the  accuracy,  use  and  access  to 
information  about  themselves. 

Among  the  proposed  rights  are : 

The  right  to  be  informed  whether  the  data  being  requested  is  required  legally 
and  the  known  consequences  of  providing  or  not  providing  the  data ; 

The  right  of  full  access  to  data  in  the  system  about  one's  self  in  a  form  com- 
prehensible to  him ; 

The  individual's  right  to  be  informed  about  the  uses  made  of  data  about  him, 
including  the  identity  of  all  persons  and  organizations  involved,  and  their 
relations  with  the  system  ; 
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The  maintenance  of  procedures  that  allow  an  individual  to  contest  the  accu- 
racy, completeness,  pertinence  and  necessity  for  retaining  data  about  himself  and 
that  permit  such  data  to  be  corrected  or  amended  when  the  individual  so  re- 
quests. In  the  event  of  a  disagreement,  "the  individual's  claim  should  be  noted 
and  included  in  any  subsequent  disclosure  or  dissemination  of  the  disputed 
data,"  the  committee  said. 

Social  security  number — The  committee  recommended  that  the  social  security 
number  (SSN)  not  be  made  a  universal  identifier,  and  that  it  be  used  only 
"for  carrying  out  requirements  imposed  by  the  federal  government"  through  a 
specific  legislative  mandate. 

In  all  other  instances,  the  report  said  an  individual  should  not  be  coerced  into 
providing  his  SSN,  nor  should  his  SSN  be  u.sed  without  his  consent.  The  com- 
mittee also  recommended  legislation  to  prohibit  use  of  the  SSN  for  promotional 
or  commercial  purposes. 

Reaction :  Preliminary  reaction  to  the  report,  which  was  circulated  widely 
among  federal  oflScials,  generally  has  been  favorable,  Martin  said  that  com- 
ments he  has  received  "indicate  that  people  know  it's  an  important  problem." 

In  releasing  the  advisory  committee  report,  HEW  Secretary  Caspar  W.  Wein- 
berger said  that  "the  basic  conclusions  that  the  committee  has  reached  are 
certainly  sound"  and  that  an  individual  should  have  the  right  "to  know  what  is 
in  the  system  about  him  and  not  to  allow  it  to  be  disseminated  to  other  systems 
without  his  specific  permission.  .  .  ." 

Former  Attorney  General  Richardson  said  determining  limits  on  record  keep- 
iig  "cannot  be  left  exclusively  to  those  who  design  and  apply  the  technology." 

".  . .  We  must  make  sure,"  he  said,  "that  the  uses  made  of  records  about  people 
do  not  themselves  have  consequences  that  are  inimical  to  social  values  and  basic 
qualities  of  life  that  we  have  long  sought  to  protect." 

Sen.  Sam  J.  Ervin  Jr.,  D-N.C,  chairman  of  the  Senate  Judiciary  Subcommittee 
on  Constitutional  Rights,  which  has  conducted  an  extensive  study  on  federal 
data  banks  and  the  Bill  of  Rights,  said  the  report's  principles  "provide  a  sound 
basis  upon  which  to  design  safeguards  against  the  misuse  of  personal  data 
systems."  But  Ervin  expressed  concern  that  the  report's  "least-common-denom- 
inator" approach  will  result  in  "the  maximum  protection  actually  available  to 
citizens." 

Rep.  Barry  M.  Goldwater  Jr.,  R-Calif.,  saying  that  "there  is  not  now  a  satis- 
factory legal  framework  to  protect  our  citizens"  from  indiscriminate  use  of 
data,  has  introduced  H.R.  10042,  a  bill  to  establish  a  Code  of  Fair  Personal 
Information  Practice,  which  is  analogous  to  the  one  proposed  in  the  HEW 
committee's  report. 

Outlook :  Lawrence  M.  Baskir,  chief  counsel  and  staff  director  of  Ervin's 
constitutional  rights  subcommittee,  called  the  committee's  report  "a  major  step" 
in  recognition  of  the  privacy  problem  because  "it  not  only  deals  with  HEW,  but 
speaks  to  the  entire  executive  branch." 

Executive  director  Martin  said  the  committee's  intention  was  to  "develop  a 
climate"  for  the  evolution  of  standards  on  the  operation  of  data  bank  systems 
and  that,  "to  the  extent  other  agencies  don't  react  after  reading  the  report  in 
order  to  make  real  its  recommendations,  then  it  seems  to  me  Congress  could 
undertake  to  do  so." 

But  Charles  C.  Joyce  Jr.,  assistant  director  for  government  communications 
of  the  Office  of  Telecommunications  Policy,  said  that  "because  the  HEW  report 
did  not  make  a  convincing  case  that  we  are  facing  a  crisis,"  it  might  be  better 
for  the  Congress  to  set  ground  rules  on  individual  records  and  hold  the  agencies 
responsible  for  enforcement. 

The  Issue  of  Access  to  FBI  Arrest  Data 

The  first  significant  limitations  on  the  distribution  of  data  in  FBI  files  were 
imposed  by  Judge  Gerhard  A.  Gesell  of  the  U.S.  District  Court  for  the  District 
of  Columbia  in  Menard  v.  Mitchell.  His  June  15,  1971,  ruling  set  off  legislative 
actions  that  have  diminished  somewhat  its  imi)act. 

As  its  statutory  justification  for  the  collection  and  exchange  of  arrest  and 
fingerprint  data,  the  FBI  continually  has  cited  28  USC  534,  passed  in  1930, 
which  gives  the  Attorney  General  power  to  collect  criminal  identification  rec- 
ords and  exchange  them  "with  and  for  the  official  use  of  authorized  officials  of 
the  federal  government,  the  states,  cities  and  penal  and  other  institutions." 
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Decision :  Responding  to  the  challenge  to  halt  dissemination  of  arrest  and 
fingerprint  data  in  the  FBI  manual  file,  Gesell  prohibited  the  circulation  of 
arrest  records  outside  the  federal  government  for  employment  or  licensing  checks 
and  said  it  was  "beyond  reason"  that  Congress  intended  that  a  local  ordinance 
or  statute  authorized  a  prospective  public  or  private  employer  to  receive  finger- 
print or  arrest  information. 

Noting  that  "systematic  recordation  and  dissemination  of  information  about 
individual  citizens  is  a  form  of  surveillance  and  control  which  may  easily  in- 
hibit freedom  to  speak,  to  work  and  to  move  about  in  this  land."  Gesell  said  the 
FBI  data  system  is  "out  of  effective  control"  and  that  "the  bureau  needs  legis- 
lative guidance  and  there  must  be  a  national  policy  developed  in  this  area 
which  will  have  built  into  it  adequate  sanctions  and  administrative  safeguards." 

Bible  rider:  Six  months  later,  Congress  inserted  a  provision  in  the  Supple- 
mental Appropriations  Act  of  1972  (85  Stat  627)  giving  the  FBI  authority  until 
June  30,  1972,  to  exchange  criminal  record  information  with  federally  chartered 
or  insured  banks,  and  authorized  state  and  local  public  agencies  to  check  the 
records  for  employment  or  licensing  purposes. 

Sen.  Alan  Bible,  D-Nev.,  the  .sponsor  of  the  amendment,  said  that  the  termina- 
tion of  service  resulting  from  the  Menard  decision  was  completely  unaccept- 
able. "The  FBI,"  he  said,  "is  the  only  agency  able  to  provide  centralized  crim- 
inal records  services."  Bible's  amendment  was  accepted  without  Senate  debate. 

When  a  similar  provision  was  attached  to  the  fiscal  1973  appropriations  bill 
for  the  Justice  Department,  the  Senate  accepted  an  amendment  to  the  so-called 
"Bible  rider"  offered  by  Sen.  Sam  J.  Ervin  Jr.,  D-NC,  forbidding  disseminations 
of  the  FBI  records  unless  the  record  shows  that  the  person  pleaded  guilty,  nolo 
contendere,  or  was  convicted.  Ervin  said  that  the  FBI  should  be  required  to 
show  a  guilty  disposition  of  the  offense — if  there  was  one — because  "dissem- 
ination of  information,  mere  arrest,  without  any  follow-up  as  to  whether  there 
was  a  conviction,  has  caused  great  difficulty  to  many  Americans." 

However,  the  conference  committee  deleted  the  Ervin  amendment  and  also 
added  the  word  "hereafter"  to  the  original  Bible  rider  to  give  it  permanent 
status.  Ervin  and  Rep.  Don  Edwards,  D-Calif.,  objected  to  the  action,  saying 
that  this  was  a  legislative  action  that  should  be  considered  by  the  Judiciary 
Committees  of  the  Senate  and  House.  But  they  did  not  move  to  vote  against 
the  conference  committee  action. 

When  the  1973  Justice  appropriations  bill  (HR  8916)  was  considered  in  the 
Senate  Sept.  17,  it  included  the  original  Bible  rider  with  the  Ervin  amendment. 
The  issue  will  be  resolved  by  a  conference  committee. 

House — Jay  B.  Howe,  staff  assistant  to  the  House  Appropriations.  Subcom- 
mittee on  State,  Justice,  Commerce  and  the  Judiciary,  said  that  the  subcom- 
mittee did  not  consider  the  "Bible  rider"  issue  this  year  because  the  word 
"hereafter"  in  last  year's  bill  made  the  amended  rider  permanent  legislation. 
Howe  said  that  further  action  on  the  issue  is  "something  the  Judiciary  Com- 
mittees will  have  to  settle." 

In  an  interview.  Rep.  Edwards  said  he  did  not  raise  the  issue  when  the 
Justice  Department  appropriations  bill  passed  the  House  June  29  because 
House  Parliamentarian  Lewis  Deschler  had  informed  him  that,  due  to  the 
addition  of  "hereafter"  in  last  year's  bill,  any  further  action  would  be  improper 
"legislation  in  an  appropriations  bill." 


Richard  E.  Cohen,  "Justice  Report — Hearings  Focus  on  Privacy,  Limitations  on 
Use  of  FBI  Data"  National  Journal,  February  16,  1974 

The  Senate  and  House  Judiciary  Committees  soon  will  begin  separate  hearings 
on  controversial  proposals  to  legislate  the  first  national  rules  on  the  quality,  use 
and  dissemination  of  criminal  justice  information. 

Proposed  legislation  would  impose  significant  restrictions  on  the  operations  of 
the  Federal  Bureau  of  Investigation  (FBI)  and  the  thousands  of  police  depart- 
ments across  the  country  that  exchange  information  with  the  FBI. 

Congressional  and  public  interest  in  regulating  the  data  exchange  has  been 
aroused  by  the  development  of  a  national  computerized  system  for  exchanging 
criminal  records,  and  concern  that  the  lack  of  federal  rules  governing  the  tradi- 
tional manual  police  records  systems  could  result,  with  the  use  of  more  sophis- 
ticated technology,  in  a  dangerous  invasion  and  abuse  of  personal  privacy. 
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Three  priucipal  bills  have  been  introduced,  two  of  them  by  the  Members  whose 
subcommittees  will  be  forums  for  the  hearings : 

S.  2963,  sponsored  by  Sen.  Sam  J.  Ervin  Jr.,  D-N.C,  chairman  of  the  Senate 
Judiciary  Subcommittee  on  Constitutional  Rights; 

S.  2964,  a  Justice  Department  bill  introduced   by  Sen.   Roman   L.   Hruska, 
R-Neb.,  ranking  minority  member  on  the  Senate  Judiciary   Committee; 

H.R.  9783,  introduced  by  Rep.  Don  Edwards,  D-Calif.,  chairman  of  the  House 
Judiciary  Subcommittee  on  Civil  Rights  and  Constitutional  Rights. 

FBI  regulation :  Sponsors  of  the  proposals  have  emphasized  that  the  bills  are 
designed  primarily  to  ensure  the  "right  of  privacy."  But  they  have  been  hesitant 
to  say  publicly  that  the  legislation,  which  stands  a  good  chance  of  being  passed 
by  Congress  this  year,  would  be  the  first  significant  statutory  regulation  of  the 
FBI's  record-keeping  operations.  Passage  of  the  bill  would  also  represent  the 
first  full-scale  effort  to  impose  standards  on  the  bureau  since  its  creation  in  1906. 
In  introducing  his  bill  Feb.  5,  Sen.  Ervin  said  the  FBI's  nationwide  system  of 
distributing  criminal  records  "operates  without  formal  rules."  In  imposing  upon 
criminal  justice  data  banks — both  computerized  and  manual — "strict  but  man- 
ageable privacy  limitations,"  the  bill  "would  for  the  first  time  give  firm  statu- 
tory authority"  for  these  systems,  Ervin  said. 

Since  its  establishment,  the  FBI  has  kept  records  by  its  own  rules  pursuant  to 
28  use  534,  which  give  the  Attorney  General  power  to  "acquire,  collect,  classify 
and  preserve"  criminal  identification  and  other  records,  and  to  exchange  them 
"with,  and  for  the  oflScial  use  of,  authorized  oflScials  of  the  federal  government, 
the  states,  cities  and  penal  and  other  institutions." 

During  the  tenure  of  J.  Edgar  Hoover  as  the  bureau's  longtime  director 
(1924-72),  most  of  the  rules — to  the  extent  that  they  were  written  down — were 
set  by  Hoover  and  received  the  pro  forma  approval  of  a  succession  of  Attorneys 
General.  As  an  example,  there  is  not  available  for  public  consumption,  even  for 
local  police  officials,  a  comprehensive  listing  of  the  procedures  and  restrictions 
on  the  use  and  exchange  of  criminal  records  with  the  FBI.  The  bureau's  central 
files  in  Washington  include  70  million  criminal  fingerprint  cards  representing 
20  million  persons.  Each  day,  3,300  new  cards  are  added  to  the  repository. 

Rep.  Charles  E.  Wiggins,  R-Calif.,  ranking  Republican  on  the  House  Judiciary 
Subcommittee  on  Civil  Rights  and  Constitutional  Rights,  said  in  an  interview : 
"Congress,  as  a  whole,  has  been  concerned  with  the  relative  insulation  of  the 
FBI  from  oversight. 

"The  personality  and  political  clout  of  J.  Edgar  Hoover  kept  the  bureau  from 
previous  regulation.  He's  gone  now,  and  we  revere  his  work,  but  review  of  the 
FBI's  operations  is  desirable.  We  won't  interfere  with  their  proper  functioning, 
but  regulation  of  their  use  of  criminal  records  is  a  proper  legislative  purpose." 

Wiggins  also  expressed  reservations  about  the  scope  of  the  bills  under  con- 
sideration. 

Federalism :  Ervin,  who  is  retiring  after  this  year,  has  gained  a  reputation  in 
his  20  years  in  the  Senate  as  one  of  its  leading  spokesmen  for  "states'  rights" 
in  the  federal  system.  But  he  faces  criticism  that  his  bill  would  impose  tough 
federal  guidelines  upon  state  and  local  governments  in  the  area  of  law  enforce- 
ment, which  they  traditionally,  have  regulated  themselves. 

Lawrence  M.  Baskir,  chief  counsel  of  Ervin's  constitutional  rights  subcom- 
mittee, said  the  staff  recognized  the  danger  of  federal  control  and  searched 
carefully  "for  a  device  to  unify  national  policy  without  giving  it  to  the  federal 
government."  He  said  he  could  not  guarantee  that  the  Ervin  formula  would 
operate  as  conceived,  but  added:  "If  New  Federalism  has  meaning  anywhere, 
it  should  mean  the  states  ought  to  be  able  to  operate  their  own  police  forces. 
The  last  thing  we  want  is  a  federal  police  force." 

The  solution  proposed  in  the  Ervin  bill  is  the  setting  of  broad  federal  rules 
governing  the  use  and  dissemination  of  criminal  records,  with  enforcement 
lodged  under  the  aegis  of  a  federal-state  mechanism.  But  the  Justice  Department 
and  Edwards  bills  provide  for  continued  supervision  of  the  FBI  records  by  the 
Attorney  General.  In  the  past,  the  Attorney  General  has  delegated  this  respon- 
sibility to  the  FBI  director. 

Martin  B.  Danziger,  associate  deputy  attorney  general  responsible  for  the 
drafting  of  the  Justice  Department  bill,  said  in  a  press  briefing  Feb.  1  that 
federal  controls  of  the  use  and  dissemination  of  criminal  records  are  necessary 
because  "as  the  technology  of  data  collection  has  changed,  it  demands  a  control 
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on  the  handling  of  the  records.  If  you  allow  the  50  States  to  act  on  their  own, 
the  ability  to  exchange  information  in  a  positive  sense  will  break  down.  Thus, 
there  is  a  need  for  the  federal  government  to  enter  the  field." 

Francis  B.  Looney,  deputy  commissioner  of  the  New  York  City  police  depart- 
ment and  president  of  the  International  Association  of  Chiefs  of  Police,  said  in 
an  interview  he  hopes  Congress  will  not  pass  legislation  "that  will  prevent  local 
police  agencies  from  carrying  out  their  functions." 

FBI  Director  Clarence  M.  Kelley  said  in  a  Feb.  13  speech  to  a  group  of  law 
enforcement  officers :  "My  opinions  and  concerns  on  this  issue  must  necessarily 
represent  yours." 

The  chief  inspector  of  the  FBI's  identification  division,  Beverly  E.  Ponder, 
predicted  that  "Congress  will  get  much  backlash  from  a  wide  variety  of  sources 
if  it  tries  to  restrict  dissemination  of  records."  Ponder,  who  has  been  one  of  the 
oflScials  responsible  for  determining  whether  an  applicant  is  entitled  to  access 
to  FBI  records,  said  that  in  addition  to  law  enforcement  agencies,  other  public 
and  private  agencies,  such  as  banks,  "consider  this  information  vital." 

White  House  stance:  The  Justice  Department  bill  was  introduced  six  days 
after  President  Nixon  announced  Jan.  30  in  his  State  of  the  Union  message 
a  Cabinet-level  review  of  government  and  industry  practices  relating  to  the 
right  of  privacy,  and  of  steps  that  can  be  taken  to  ensure  a  balance  is  struck 
"between  legitimate  needs  for  information  and  the  right  of  privacy." 

However,  neither  the  President's  oral  nor  written  statements  to  Congress  made 
any  reference  to  the  Justice  Department  bill,  which  had  been  circulating  within 
the  Administration  for  four  months,  and  was  extensively  reviewed  by  the  Office 
of  Management  and  Budget  (0MB). 

Geoffrey  C.  Shepard,  associate  director  of  the  President's  Domestic  Council, 
told  NJR  that  "the  Justice  Department  bill  is  not  the  President's  initiative, 
although  it  does  have  the  normal  OMB  clearance." 

Shepard  said  the  Administration's  review  of  privacy  policies  would  take 
several  months  to  complete,  and  it  would  be  "silly  to  hold  up  the  Justice  Depart- 
ment bill  that's  been  ready  for  two  months." 

One  reason  for  the  President's  reluctance  to  give  prominent  endorsement  to 
the  bill  may  have  been  the  continued  opposition  to  parts  of  the  bill  from  several 
other  federal  agencies,  including  the  HEW  and  Defense  Departments,  Civil 
Service  Commission  and  Small  Business  Administration. 

Shepard  said  the  report  of  the  Cabinet-level  committee  will  become  "the 
program  of  the  Presidency."  He  predicted  that  additional  privacy  legislation  will 
be  submitted  later  this  year. 

The  study  will  follow  on  the  heels  of  a  report  by  an  advisory  committee  of  the 
HEW  Department,  which  recommended  last  year  broad  steps  for  regulating 
both  publicly  and  privately  operated  computer  systems. 

David  B.  H.  Martin,  executive  director  of  the  advisory  committee,  said  he 
vyelcomes  the  President's  action  concerning  privacy.  He  said  that  because  no 
process  has  been  established  that  would  allow  other  agencies  to  react  to  the 
HEW  report,  "it  might  have  been  awkward  to  introduce  legislation  based 
solely  on  our  report." 

While  emphasizing  that  the  HEW  report  was  "thorough,"  Martin  said  it  did 
not  address  all  federal  problems.  "You  don't  want  to  bite  the  bullet  if  it's  going 
to  explode  in  your  mouth,"  he  said. 

Hope  Eastman,  associate  director  of  the  American  Civil  Liberties  Union's 
Washington  office,  said  she  was  pleased  that  privacy  is  "one  of  the  President's 
top  10  issues."  but  that  "the  issue  has  been  studied  to  death,  the  problems  are 
fairly  clear,  and  we  need  recommendations  now." 

BACKGROUND 

The  Feb.  5  filing  of  separate  bills  by  Sens.  Ervin  and  Hruska  represented  the 
culmination  of  parallel  efforts  to  draft  detailed  legislative  guidelines  for  the 
operation  of  criminal  justice  information  systems.  Ervin  first  became  interested 
in  the  subject  as  the  result  of  his  constitutional  rights  subcommittee's  hearings 
on  privacy  in  1971.  Subcommittee  assistant  counsel  Mark  H.  Gitenstein  super- 
vised the  preparation  of  Ervin's  bill  beginning  a  year  ago. 

The  Justice  Department  process  was  launched  last  summer  by  then  Attorney 
General  Elliot  L.  Richardson,  and  most  likely  would  have  been  completed  three 
months  sooner  had  it  not  been  for  Ricardson's  abrupt  resignation  Oct.  20,  when 
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he  refused  President  Nixon's  order  to  fire  the  then  special  prosecutor  Archibald 
Cox.  Hurdles :  Justice  Department  officials  had  to  overcome  a  series  of  hurdles 
before  Attorney  General  William  B.  Saxbe  gave  final  approval  to  the  introduc- 
tion of  the  department's  bill  by  Hruska.  Conflicting  sets  of  interests  had  to  be 
considered,  each  of  which  will  likely  undergo  further  testing  during  congres- 
sional consideration  of  the  bill.  They  include : 

The  relationship  within  Justice  between  the  FBI  and  Law  Enforcement 
Assistance  Administration    (LEAA)  ; 

The  opposition  to  the  bill  by  other  government  agencies ; 

An  effort  by  new  Attorney  General  Saxbe  to  foster  a  closer  cooperation  be- 
tween Congress  and  the  Justice  Department  under  its  new  leadership. 

In  the  meantime,  the  two  Judiciary  Committees  marked  time  until  the  Justice 
Department  bill  was  introduced.  Two  days  of  hearings  were  held  on  Rep. 
Edwards'  bill  by  his  subcommittee  last  year. 

Justice  Department :  The  key  policy  dispute  within  the  department  were 
resolved  by  Richardson  before  he  resigned.  The  department's  bill  (S.  2964) 
generally  reflects  his  goals,  although  the  issues  were  reexamined  twice  following 
his  resignation. 

"For  all  intents  and  purposes,  this  bill  was  in  the  can  before  Richardson's 
resignation.  It  was  his  insight  and  .support  that  have  made  this  bill  possible," 
said  Danziger,  the  principal  coordinator  of  the  bill's  drafting,  who  left  Justice 
Feb.  8  to  become  director  of  the  United  Mine  Workers  Welfare  and  Pension 
Fund. 

The  nub  of  the  policy  dispute  at  Justice  centered  on  the  institutional  differ- 
ences between  the  FBI,  which  for  the  most  part  has  represented  the  views  of 
police  departments,  and  LEAA,  which  acts  on  behalf  of  agencies  throughout 
the  criminal  ju.stice  system.  In  particular,  LEAA  finances  Project  SEARCH, 
an  interstate  consortium  evaluating  the  utility  of  criminal  history  data  transfer. 
A  1970  Project  SEARCH  report  was  one  of  the  early  working  papers  in  the  use 
of  such  a  system. 

Although  department  officials  will  not  discuss  publicly  the  substance  of  the 
disagreements  between  the  two  agencies,  Norman  F.  Stultz,  chief  of  the  bureau's 
computerized  National  Crime  Information  Center  (NCIC),  said  the  differences 
in  viewpoint  reflect  the  distinction  between  an  "operational"  agency  and  a 
"funding"  agency. 

LEAA  Administrator  Donald  E.  Santarelll  said  the  FBI  went  to  Robert  H. 
Bork,  who  was  acting  Attorney  General  from  Oct.  20,  1973,  until  Jan.  4,  and 
then  to  Saxbe  in  an  effort  to  reopen  issues  that  previously  had  been  resolved. 
Both  Santarelli  and  Mary  C.  Lawton,  deputy  assistant  attorney  general  (office 
of  legal  counsel )  said  there  were  no  substantial  changes  between  the  Richardson 
proposal  and  S.  2964. 

OMB :  While  the  Justice  Department  was  attempting  to  keep  a  united  front 
on  its  bill,  it  also  was  working  last  fall  through  OMB  to  gain  White  House 
support  of  its  plan.  In  addition  to  going  through  the  normal  routine  of  convincing 
OMB  officials  of  the  merits  of  their  proposal.  Justice  officials  had  to  overcome 
the  objections  to  their  proposal  from  agencies  that  stand  to  lose  access  to  FBI 
files. 

The  result  of  this  process  was  that  instead  of  receiving  the  traditional  desig- 
nation of  being  "in  accord  with"  or  "consistent  with"  the  President's  program, 
the  bill  went  to  Congress  with  a  statement  that  OMB  "has  advised  (the  Justice 
Department)  that  there  is  no  objection  to  the  submission  of  his  proposal  from 
the  standpoint  of  the  Administration's  program." 

Also,  OMB  will  permit  objecting  agencies  to  present  their  views  to  Congress. 

Explaining  OMB's  action,  general  counsel  Stanley  Ebner  called  the  proposal 
"an  unusual  piece  of  legislation  which  addresses  a  controversial  area  about 
which  there  is  much  to  be  learned."  He  said  it  was  a  "Justice  Department  bill" 
and  that  OMB  allowed  Justice  to  introduce  the  bill  only  after  "a  point  of 
diminishing  returns  had  been  reached  at  OMB  in  resolving  the  issues." 

Anthony  L.  Mondello,  general  counsel  of  the  Civil  Service  Commission,  said 
that  "OMB  neither  tried  to  force  the  Justice  Department  bill  down  our  throats 
nor  allowed  Justice  to  go  its  own  way."  Nor.  he  said,  was  there  any  effort  to 
develop  an  Administration  consensus  behind  the  bill.  He  said  the  commission's 
basic  objection  to  the  bill  is  that  it  would  be  inhibited  from  continuing  to  per- 
form its  own  background  investigations  on  persons  seeking  federal  employment. 

Another  agency  that  participated  in  the  OMB  review  process  and  has  objec- 
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tions  to  S.  2964  is  the  Small  Business  Administration  (SBA).  Its  general  coun- 
sel, H.  Gregory  Austin,  said  SBA  favors  limiting  access  to  criminal  records,  but 
that  it  wants  continued  access  to  offender  records. 

Citing  past  incidents  in  which  Congress  and  the  public  vigorously  criticized 
SBA  for  making  loans  to  organized  crime  figures,  Austin  said :  "To  prevent 
making  loans  Congress  finds  objectionable,  we  need  access  to  information  in  the 
FBI  data  banks.  If  it  was  generally  known  that  the  SBA  was  denied  access  to 
this  information.  Congress  might  make  open  warfare  on  the  SBA. 

"SBA  is  not  an  investigatory  agency  ;  there  is  no  way  we  can  substitute  for 
access  to  FBI  information." 

In  a  press  briefing.  Senate  Constitutional  Rights  Subcommittee  chief  counsel 
Baskir  predicted  that  "Sen.  Ervin  won't  be  sympathetic  to  giving  exemptions 
to  agencies." 

Bill  introduction :  The  Feb.  5  introduction  of  the  Justice  Department  bill  and 
of  the  Ervin  bill  marked  an  unusual  degree  of  cooperation  between  parties  in 
the  past  five  years,  particularly  in  the  year  that  Ervin  has  headed  the  Senate 
Select  Committee  on  President  Campaign  Activities,  investigating  the  Watergate 
scandal. 

Ervin  and  Hru.ska  co-sponsored  each  other's  bill  and  both  bills  were  co- 
sponsored  bv  Senators  covering  a  broad  band  of  the  political  spectrum.  They 
included  Sens.  Quentin  N.  Burdlck,  D-N.D.,  Robert  C.  Byrd,  D-W.  Va.,  Hiram 
Fong,  R-Hawaii,  Charles  McC.  Mathias  Jr.,  R-Md.,  Hugh  Scott,  R-Pa.,  and 
Strom  Thurmond,  R-S.C,  all  members  of  the  Judiciary  Committee. 

A  Judiciary  Committee  aide,  who  did  not  want  to  be  identified,  said  the 
bipartisan  congressional  cooperation  as  wel'  as  the  cooperation  with  the  Justice 
Department,  resulted  from  having  "a  new  kind  of  Attorney  General,  one  who 
is  willing  to  deal  with  Congress,  and  who  cares  about  legislation." 

The  Democratic  aide  said  he  was  referring  to  both  Richardson  and  Saxbe.  He 
.said  the  Nixon  Administration's  previous  Attorneys  General,  John  N.  Mitchell 
(1969-72)  and  Richard  G.  Kleindienst  (1972-73),  "cared  more  about  publicity 
than  substantive  legislation."  He  also  said  Sen.  Hruska,  the  committee's  ranking 
Republican  member,  played  a  "key  role"  in  bringing  the  two  sides  together. 

Regulations  :  Contemporaneous  with  the  Justice  Department's  effort  to  prepare 
legislation  for  regulation  of  criminal  justice  data  banks  was  a  departmental 
effort  to  establish  interim  regulations  for  the  use  of  LEAA-funded  data  systems. 
The  regulations  were  required  by  an  amendment  to  the  Crime  Control  Act  of 
1973  (87  State  197). 

In  the  proposed  regulations  issued  Feb.  14,  Justice  requires  each  state  to 
submit  to  LEAA  by  July  1  a  plan  for  the  maintenance  of  criminal  records,  and 
to  implement  the  plans  by  July  1,  1976.  The  proposal  would  require  each  state 
to  set  rules  on  dissemination  of  criminal  records  and  to  ensure  that  each  element 
of  an  individual's  record  be  listed  within  30  days  of  the  transaction.  Public 
hearings  will  be  held  beginning  March  1  prior  to  final  enactment  of  the  regula- 
tions later  this  spring. 

PROPOSALS 

The  scope  of  coverage  of  the  Ervin  and  Justice  Department  bills  is  broad. 
Also,  both  bills  would  impose  comprehensive  federal  rules  on  the  files  that  would 
be  regulated.  (The  Edwards  bill  is  less  comprehensive  and  detailed  than  either 
of  the  others.  Its  provisions  are  closer  to  the  Ervin 'bill  than  to  the  Justice 
Department  bill.) 

"It  would  be  hard  to  find  a  criminal  history  information  system  not  covered 
by  this  bill,"  said  Danzinger  of  the  Justice  Department  bill.  Not  only  would  it 
apply  to  any  system  operated  by  the  federal  government  or  participating  in  an 
interstate  system,  but  it  also  would  include  any  system  operated  by  a  state  or 
local  government,  which  either  receives  some  funding  from  the  federal  govern- 
ment or  exchanges  information  with  a  federal  or  federally  funded  system. 

Key  issues :  Among  the  provisions  in  the  bills  that  would  most  significantly 
affect  current  practices,  and  still  opposition  from  hitherto  participating  agencies, 
are  rules  on  who  may  receive  FBI  criminal  records,  criteria  for  what  records 
may  be  disseminated,  requirements  that  tho.se  records  be  complete  and  how  the 
rules  .shall  be  enforced. 

Dissemination. — The  issue  of  who  may  exchange  criminal  records  with  the 
FBI  is  treated  separately  for  law  enforcement  agencies  and  non-law  enforcement 
agencies. 
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With  some  exceptions,  the  Ervin  bill  would  permit  only  the  dissemination  of 
complete  conviction  records — information  disclosing  a  plea  of  guilty  or  a  con- 
viction— while  the  Justice  Department  bill  would  apply  the  less  rigorous  stand- 
ard of  "criminal  offender  record  information,"  which  includes  a  factual  sum- 
mary of  each  event  of  the  criminal  justice  process.  In  short,  the  Ervin  bill 
would  require  a  conviction,  while  the  Justice  bill  would  require  only  the  listing 
of  a  disposition  to  the  complaint. 

Each  bill  would  permit  use  of  these  records  only  for  the  administration  of 
criminal  justice,  except  where  there  is  a  federal  or  state  statute,  which  spe- 
cifically authorizes  the  dissemination. 

Arrest  records. — Dissemination  of  arrest  records,  those  on  which  no  disposi- 
tion of  a  pending  complaint  is  listed,  would  be  strictly  limited  by  each  proposal. 
The  Ervin  bill  would  permit  use  of  such  data  only  if  the  individual  has  applied 
for  employment  at  a  law  enforcement  agency,  the  matter  about  which  the  arrest 
record  pertains  has  been  referred  to  the  agency  for  prosecution,  or  if  an  individ- 
ual has  been  arrested  and  there  has  been  a  prior  arrest  less  than  one  year  before 
the  latter  arrest  which  is  pending. 

The  Justice  bill  would  permit  dissemination  of  arrest  records  under  court 
order,  in  cases  of  the  appointment  of  judges  or  civil  oflBcers  by  the  President,  or 
if  the  Attorney  General  determines  that  the  matter  affects  the  national  defense 
or  foreign  policy. 

Intelligence. — The  Ervin  bill  would  prohibit  maintenance  of  criminal  justice 
intelligence  information — which  is  primarily  investigative  data — in  a  criminal 
justice  information  system.  Baskir  called  use  of  intelligence  data  a  "much  more 
dangerous  abuse  of  privacy"  than  the  use  of  arrest  records. 

The  Justice  Department  bill  would  permit  storage  of  intelligence  files  in 
accordance  with  regulations  to  be  developed  under  the  act.  An  agency  would  have 
the  burden  of  establishing  its  need  for  the  intelligence  data. 

Updating. — Each  bill  would  require  contributing  agencies  to  keep  criminal 
data  complete  and  accurate  so  that  there  would  be  a  full  record,  especially  on 
the  disposition  of  a  complaint. 

Sealing. — Each  bill  would  require  the  removal  from  the  data  systems  of  infor- 
mation concerning  an  individual  who  has  not  been  convicted  of  a  felony  offense 
in  the  previous  seven  years.  In  an  NJR  interview,  FBI  Director  Kelley  called 
the  seven-year  limitation  "unrealistic"  and  said  "it  needs  more  consideration 
reflecting  the  views  and  needs  of  law  enforcement  oflBcers." 

However,  Senate  and  Justice  Department  individuals  familiar  with  this  issue, 
who  did  not  want  to  be  identified,  said  that  the  problems  may  not  be  so  great  as 
it  appears,  because  the  FBI  uniform  crime  reports  for  1972  indicate  that  the 
average  criminal  career  lasts  only  five  years. 

Enforcement. — The  Ervin  bill  would  establish  a  complex  federal-state  admin- 
istrative system.  General  responsibility  for  administration  and  enforcement  of 
the  new  law  would  rest  with  a  Federal  Information  Systems  Board.  Each  of  the 
board's  nine  members  would  be  appointed  by  the  President,  and  it  would  include 
three  federal  oflBcers,  three  representatives  of  state  government,  and  three 
private  citizens  well-versed  in  constitutional  law  and  information  systems  tech- 
nology. Also  created  would  be  an  advisory,  committee  composed  of  one  represent- 
ative from  each  participating  state  who  would  be  appointed  by  the  Governor. 

The  Justice  Department  bill  retains  for  the  Attorney  General  power  to  regu- 
late the  act.  In  the  past,  this  power  has  been  delegated  to  the  FBI  director  and 
the  bill  does  not  appear  to  prohibit  such  a  practice. 

Norman  Stultz,  head  of  NCIC,  the  FBI's  computerized  criminal  history  system, 
said  that  while  the  bureau  would  work  under  whatever  system  the  Congress 
creates,  he  would  "hate  to  see  too  many  layers  of  authority." 

Sen.  Ervin  said  the  purpose  of  the  federal-state  hoard  is  to  "create  an  agency, 
which  is  outside  the  present  law  enforcement  community  and  without  vested 
interests  in  present  law  enforcement  data  banks,  to  administer  the  act."  He  also 
said  the  mechanism  would  give  the  states  "their  proper  role  in  the  development 
of  policy." 

Rep.  Wiggins  was  in  some  agreement  with  Ervin  on  this  point,  saying  he 
"questioned  the  extensive  power  given  to  the  Attorney  General  in  the  Adminis- 
tration bill." 

Reaction :  Detailed  responses  to  the  proposals  will  be  presented  during  the 
hearings  to  be  held  by  both  the  House  and  Senate  Judiciary  Committees  in  the 
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next  month.  In  preliminary  comments,  oflBcials  of  agencies  utilizing  the  FBI 
records  raised  doubts  about  the  bills  while  advocates  of  greater  protection  of 
privacy  generally  expressed  satisfaction. 

Anthony  Mondello,  general  counsel  of  the  Civil  Service  Commission,  said  he 
objects  to  any  bill  to  the  extent  it  would  cut  off  the  commission  from  FBI 
records.  He  said  these  records  are  used  by  a  large  number  of  federal  agencies. 

Clarence  A.  H.  Meyer,  Nebraska  attorney  general  and  chairman  of  the  crim- 
inal law  and  law  enforcement  committee  of  the  National  Association  of  Attor- 
neys General,  favored  keeping  criminal  records  in  the  criminal  justice  commu- 
nity :  "Law  enforcement  records  are  now  out  of  hand  because  individual  police 
don't  have  to  power  to  resist  giving  records  to  outsiders." 

A  view  that  iwssibly  reflects  that  of  many  local  police  departments  was 
expressed  during  a  hearing  before  the  House  Civil  Rights  and  Constitutional 
Rights  Subcommittee  Oct.  11,  1973,  by  Allen  W.  Sill,  chief  of  police  in  West 
Covina,  Calif. 

".  .  .  If  there  are  instances  of  abuse  practiced  by  local  law  enforcement 
agencies."  Sill  said,  "then  it  seems  only  reasonable  to  me  that  local  legislation, 
not  federal,  is  the  answer." 

However,  Andrew  Klein,  aide  to  Massachusetts  Gov.  Francis  W.  Sargent,  R, 
who  has  led  that  state's  effort  to  establish  the  nation's  most  comprehensive 
state  law  on  privacy,  called  the  proposals  "a  minimum  safeguard  of  constitu- 
tional rights  which  the  federal  government  has  a  responsibility  to  protect." 
Klein  said  the  legislation  might  cause  a  problem  for  a  state  like  Massachusetts, 
which  might  have  tougher  standards  than  does  the  federal  proposal,  if  it  seeks 
to  protect  its  citizens'  records  when  they  are  given  to  another  state. 

OUTLOOK 

Forecasts  on  the  possibility  of  passage  of  criminal  justice  privacy  bills  this 
year  range  from  cautious  to  optimistic. 

The  resolution  of  the  privacy  issues  will  affect  not  only  the  FBI  and  other 
criminal  justice  system  operations,  but  may  be  the  first  step  taken  by  the  federal 
government  in  regulation  of  all  data  banks  and  their  information. 

Senate  :  The  Constitutional  Rights  Subcommittee  will  hold  six  days  of  hearings 
on  the  Ervin  and  Justice  Department  bills  the  first  two  weeks  in  March. 

Baskir,  the  subcommittee's  chief  counsel,  said  witnesses  will  include  repre- 
sentatives of  federal  and  state  government,  the  public,  the  police  and  govern- 
ment employees. 

He  said  the  legislation  may  be  "a  grindingly  slow  process  and  we  want  to  get 
the  subject  before  Congress  before  Sen.  Ervin  retires." 

LEAA  Administrator  Santarelli  said  he  doubts  legislation  can  be  passed  this 
year  because  Ervin  would  continue  to  be  busy  with  the  work  of  his  Watergate 
committee.  Baskir  vigorously  disputed  that  contention. 

House :  The  situation  is  somewhat  less  clear  in  the  House  Judiciary  Commit- 
tee, which  will  he  spending  much  of  its  time  in  the  next  few  months  on  its 
inquiry  into  the  impeachment  of  President  Nixon.  Although  Chairman  Peter  W. 
Rodino  Jr.,  D-N.J.,  has  ordered  the  committee  staff  to  proceed  with  the  normal 
legislative  workload,  the  work  of  the  committee  may  be  held  up  if  members  lack 
time  to  invest  in  other  legislation. 

Beyond  that  point,  there  is  less  enthusiasm  for  the  privacy  legislation  among 
the  Republican  members  of  the  committee  than  appears  to  be  the  case  in  the 
Senate.  When  the  Justice  Department  bill  was  introduced  in  the  House  (HR 
12574)  Feb.  5,  it  was  done  as  a  courtesy  by  two  Democrats,  Rodino  and  Ed- 
wards. (They  also  introduced  the  Ervin  bill  as  HR  12575.) 

Rep.  Wiggins,  the  ranking  Republican  on  the  Civil  Rights  and  Constitutional 
Rights  Subcommittee,  which  has  jurisdiction  over  the  bill,  said  Feb.  7  he  would 
file  an  identical  bill.  He  explained  the  delay  in  an  interview  by  saying  "I  was 
not  fully  satisfied  with  the  bill  but  I  recognize  the  desirability  of  having  some 
initial  Republican  support."  Wiggins  did  say,  however,  he  hoped  the  committee 
could  report  a  bill  to  the  Hou.se  this  year. 

Rep.  Edwards,  chairman  of  the  subcommittee,  has  invited  Saxbe,  Santarelli 
and  Kelley  to  testify  before  the  panel  later  this  month.  He  expressed  hope  that 
his  subcommittee  will  be  able  to  produce  this  year  "a  piece  of  legislation  tailored 
to  the  delicate  balance  necessary  in  this  area." 
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FBI's  70  Million  Fingerprint  Files  Face  Scrutiny,  Restricted  Use 

Enactment  of  proposed  legislation  to  regulate  the  use  of  criminal  records 
would  cause  a  tremor-like  reaction  in  the  identification  division  of  the  FBI. 
The  division's  criminal  files  hold  70  million  cards  with  the  fingerprints  of  20 
million  persons,  with  cards  on  approximately  3,300  new  persons  added  to  the 
files  each  day. 

An  FBI  brochure  describes  the  collection  as  "The  world's  greatest  repository 
of  fingerprints." 

Bills  introduced  in  Congress  by  two  Democratic  subcommittee  chairman  with 
jurisdiction  over  the  subject  matter,  as  well  as  a  separate  Justice  Department 
bill,  would  impose  outside  controls  on  the  bureau  and  open  its  processes  to  a 
public  scrutiny  unparalleled  in  the  FBI's  66  year  history.  The  changes  proposed 
in  FBI  operating  procedures  would  affect  the  contents  of  its  criminal  records, 
agencies  entitled  to  receive  them  and  review  of  the  setting  and  enforcing  of  the 
division's  rules. 

In  an  interview  a  week  before  the  release  of  the  Justice  Department's  bill, 
Beverly  E.  Ponder,  chief  inspector  of  the  division,  said:  "Our  experience  since 
1924  leads  us  to  believe  there  is  no  reason  for  us  to  conduct  a  review  of  how 
FBI  records  are  used  by  policy  agencies." 

But  the  identification  division's  data  collection  process  was  termed  "out  of 
effective  control"  by  Judge  Gerhard  A.  Gesell  of  the  U.S.  District  Court  for  the 
District  of  Columbia  in  his  June  15,  1971,  decision  in  Menard  v.  Mitchell.  (For 
background  on  the  Menard  decision  and  congressional  reaction,  see  Vol.  5,  No. 
43,  p.  1607.) 

The  pending  legislation,  which  would  regulate  all  criminal  justice  information 
systems,  originally  was  prepared  in  response  to  concern  over  the  developing 
computerization  of  police  records  by  the  FBI.  But  the  effect  of  the  proposal,  if 
enacted,  would  be  to  impose  similarly  tight  restrictions  on  the  FBI's  manual 
record-keeping  operation,  which  has  approximately  17  times  more  entries  than 
the  computerized  system,  which  so  far  includes  only  six  states. 

Operation :  The  identification  division  operates  today  much  as  it  did  in  1924, 
when  it  was  created  to  serve  as  a  national  repository  of  criminal  identification 
data  in  the  reorganized  FBI.  Fingerprint  identification  is  a  laborious  process 
based  on  a  one-by-one  examination  of  the  prints ;  Ponder  said  the  division  hopes 
to  have  a  computerized  scanner  in  operation  by  1978. 

The  division's  3,300  employees  work  around  the  clock  cataloguing  11,000  aew 
entries  each  day — 70  per  cent  of  them  on  individuals  with  a  prior  record — and 
disseminating  approximately  10,000  "rap  sheets"  to  the  7,000  "contributing  agen- 
cies" entitled  to  exchange  records  with  the  FBI.  All  but  800  of  those  agencies 
are  local  law  enforcement  units ;  the  others  are  federally  chartered  banks,  and 
federal  and  state  agencies  that  are  authorized  by  statute  to  exchange  records. 

In  exchange  for  sending  the  bureau  a  fingerprint  card  that  includes  the 
individual's  name  and  physical  characteristics,  the  date  of  arrest,  charge  and 
disposition,  if  any,  the  contributing  agency  receives  the  "rap"  sheet  listing  all 
recorded  incidents  of  the  individual's  criminal  activity  anywhere  in  the  nation. 

(The  division's  separate  civil  file  houses  88  niillion  fingerprint  cards  on  38 
million  persons.  The  civil  file  includes  records  on  individuals  such  as  military 
personnel,  federal  employees,  alien  and  Boy  Scouts  who  have  received  a  merit 
badge  in  fingerprinting.  The  file,  established  by  various  Presidential  and  Cabinet- 
level  orders  and  kept  as  a  repository  for  noncriminal  identification  purposes, 
would  not  be  regulated  by  the  proposed  legislation.) 

Ponder  said  that  when  the  division  was  established  "the  idea  of  the  criminal 
file  was  to  assist  law  enforcement  by  exchanging  information  about  interstate 
criminals."  He  said  only  Congress  can  limit  what  information  the  bureau  may 
collect.  (Current  law,  28  USC  534,  gives  the  FBI  broad  authority  in  data  collec- 
tion.) 

Menard. — Following  the  Menard  decision  in  1971,  in  which  Judge  Gesell 
banned  further  dissemination  of  criminal  data  outside  of  law  enforcement  agen- 
cies. Congress  gave  the  FBI  temporary  authority  to  exchange  records  with 
federally  chartered  banks  and  authorized  government  agencies  upon  approval 
of  the  Attorney  General. 

A  Jan.  17,  1972,  order  by  Attorney  General  (1969-72)  John  N.  Mitchell  dele- 
gated to  the  FBI  power  to  approve  such  exchanges.  Since  that  time,  "there  have 
been  no  steady  checks  on  the  bureau,  but  they  have  called  us  when  they  have  a 
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question  about  the  authority  of  the  state  statute,  and  we  check  it,"  said  Mary 
C.  Lawton,  deputy  assistant  attorney  general  (Office  of  Legal  Counsel),  who  has 
acted  as  the  Justice  Department  liaison  officer  with  the  FBI  on  the  issue. 

Ms.  Lawton  acknowledged  that  there  have  been  "relatively  few"  referrals  to 
her  since  she  refused  five  requests  in  1972  on  the  basis  that  the  statutes  were  not 
specific  enough.  She  said  this  action  established  a  pattern  of  policy  and  that  the 
FBI  "responds  positively"  to  most  specific  state  statutes.  "The  bureau  doesn't 
like  to  exercise  discretion,  and  I'd  rather  it  not  do  so,"  she  said.  "There  is  a 
need  for  tightening  up  the  system  with  legislation." 

State  statutes. — A  1972  FBI  "compilation  of  fingerprint  legislation"  shows 
that  state  laws  require  agencies  to  exchange  fingerprint  checks  for  a  wide  assort- 
ment of  professions. 

Among  the  persons  subject  to  fingerprint  checks  in  New  York  are  private 
investigators,  securities  and  insurance  agents,  and  hospital  and  medical  school 
employees.  Florida  statutes  include  fire  fighters,  bail  bondsmen  and  applicants 
for  real  estate  licenses.  District  of  Columbia  statutes  require  the  fingerprinting 
of  auctioneers,  bowling  alley  operators  and  hackers,  among  others.  The  number 
of  such  groups  has  been  reduced  considerably  since  the  1971  Menard  decision, 
according  to  Ponder. 

Criticism :  Critics  of  the  identification  division  focus  primarily  on  its  lack  of 
formal  procedures  and  enforcement.  Sen.  Sam  J.  Ervin  Jr.,  D-N.C,  chairman  of 
the  Senate  Judiciary  Subcommittee  on  Constitutional  Rights,  said :  "Custom 
and  several  letters  from  the  director  of  the  FBI  to  local  police  departments 
seem  to  be  the  only  limitation  on  access  to  the  information,"  and  that  "in  all 
too  many  cases,  (the  rap  sheets  are  made  available)  to  private  employers." 
(Ervin's  bill  prohibits  such  dissemination.) 

Ervin  criticized  the  bureau's  practice  of  disseminating  a  rap  sheet  even  if  it 
does  not  show  how  the  arrest  case  was  disposed  of.  He  said,  "There  are  probably 
several  million  so-called  criminal  records  on  persons  who  were  never  prosecuted 
or  convicted  of  the  charge  for  which  they  were  arrested." 

Ralph  J.  Temple,  an  attorney  with  the  Washington  chapter  of  the  American 
Civil  Liberties  Union  (ACLU),  said  that  while  "the  FBI  knows  its  records  and 
their  exchange  with  local  businesses  are  dear  to  the  heart  of  local  police,  the 
FBI  has  made  no  effort  to  make  any  kind  of  showing  of  improper  conduct  of 
local  police  officials."  He  called  "phony"  the  FBI  policy  to  enforce  its  restriction 
on  secondary  dissemination. 

John  H.  F.  Shattuck,  national  staff  counsel  with  ACLU,  said,  "The  bureau 
responds  to  every  iwssible  request  even  though  nothing  requires  it  to  give  out 
the  information." 

Response :  Norman  F.  Stultz,  chief  of  the  FBI's  computerized  recordkeeping 
operation,  responded  that  law  enforcement  officers  "recognize  the  need  for  some 
privacy  regulations."  Also,  he  said,  "(state)  legislatures  and  the  Congress  have 
set  additional  requirements  for  the  use  of  criminal  records,  which  police  haven't 
asked  for." 

In  an  interview,  Stultz  said  that  these  officials  are  concerned  about  uses 
outside  of  law  enforcement  because  "they  don't  want  to  destroy  the  effectiveness 
of  these  records  which  were  intended  for  law  enforcement  purposes." 

Ponder  said  he  agrees  with  Ervin  that  arrest  records  should  show  the  disposi- 
tion of  the  case.  He  said  the  FBI  would  welcome  legislation  forcing  local 
authorities  to  provide  mandatory  reporting  of  dispositions. 


Articles  Appearing  in  the  Los  Angeles  Times 

[February  3,  1974] 

U.S.  Facing  Demands  to  Curb  Computer  Data  on  Individuals 

(By  Robert  A.  Jones,  Times  Staff  Writer) 

Washington. — Two  weeks  ago  a  suburban  newspaper  published  in  Southern 
California  returned  from  lunch  to  find  two  FBI  agents  waiting  in  his  office. 
The  agents  introduced  themselves  and  explained  that  they  had  come  to  discuss 
an  article  the  newspaper  had  published  recently. 

The  article,  actually  a  syndicated  column  carried  on  the  editorial  page,  had 
criticized  the  FBI's  new  computer  background  file  on  criminals  and  suspected 
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criminals.  The  column  called  it  "the  FBI's  great  electronic  brain"  and  raised 
the  si)ecter  of  the  computer  becoming  "the  dawn  of  Big  Brother." 

For  more  than  an  hour  the  agents  attempted  to  convince  the  editors  of  the 
paper,  the  Anaheim  Bulletin,  that  the  column  was  mistaken,  "They  said  no 
intimidation  was  involved  but  the  whole  point  was  to  convince  us  not  to  print 
stories  like  that  anymore,"  said  Kenneth  Grubbs,  the  paper's  editorial  page 
editor.  The  editors  were  unconvinced  and  the  agents  departed. 

FBI  agents  have  made  at  least  one  other  visit  to  a  person  who  publicly  criti- 
cized their  computer  files.  The  second  case  involved  a  Massachusetts  resident 
who  wrote  to  Gov.  Francis  W.  Sargent  complaining  of  what  he  believed  were 
several  abuses. 

FBI  oflBcials  deny  that  the  actions  are  intended  to  squelch  such  criticism,  but 
the  incidents  do  disclose  the  seriousness  with  which  the  FBI  and  other  federal 
agencies  regard  the  public  attitude  toward  a  growing  demand  that  controls  be 
placed  over  the  government's  store  of  background  information  on  individual 
citizens. 

Such  fears  may  be  diflScult  to  assuage.  Relatively  minor  abuses  of  data 
systems  can  ruin  lives,  as  when  the  computer  wrongfully  claims  that  innocent 
persons  have  committed  crimes  or,  almost  as  bad,  when  the  machines  are  fed 
vague  suggestions  that  certain  persons  are  less  than  worthy  citizens. 

Increasingly,  computer  records  are  being  criticized  for  more  subtle  reasons, 
perhaps  best  expressed  by  author  Donald  G.  MacRae : 

"In  all  societies  .  .  .  men  have  lived  in  the  interstices  of  their  institutions. 
They  have  counted  on  the  mercy  of  error,  ignorance  and  forgetfulness  in  their 
dealings  with  their  fellows  and  their  state.  But  in  a  world  of  computers  this 
mercy  may  not  long  exist.  All  our  failings  and  achievements,  our  credit-worth 
and  our  petty  delinquencies,  our  obedience  and  our  defiance,  can  live  in  the  con- 
stant present  of  the  machine." 

In  Washington  a  recent  count  showed  that  there  were  at  least  750  computer 
data  systems  under  government  control  collecting  every  kind  of  personal  infor- 
mation from  mental  illness,  drug  use  and  juvenile  delinquency  to  credit  status 
and  criminal  activity.  The  number  of  data  systems  outside  the  Capitol  is  so 
large  that  no  one  has  tried  to  count  them. 

With  the  notable  exception  of  Massachusetts,  these  systems  have  grown 
without  regard  to  state  or  federal  regulation.  In  large  part  agencies  are  free  to 
place  whatever  information  they  please  in  the  data  banks  and  to  share  that 
information  with  whomever  they  see  fit. 

All  of  that  may  soon  change.  In  his  State  of  the  Union  message,  President 
Nixon  said  that  "the  problem  is  not  simply  one  of  setting  effective  curbs  on 
invasions  of  privacy  (by  automated  data  systems)  but  ...  of  limiting  the  uses 
to  which  essentially  private  information  is  put  and  of  recognizing  the  basic 
proprietary  right  each  individual  has  in  information  concerning  himself." 

On  Tuesday  the  Administration  will  follow  up  the  President's  message  by 
submitting  to  Congress  extensive  legislation  aimed  primarily  at  the  network 
of  state  and  federal  criminal  data  banks  called  the  National  Crime  Information 
Center,  currently  under  control  of  the  FBI. 

The  bill  is  the  product  of  several  disputes  between  the  Justice  Department 
and  other  federal  agencies,  and  eventually  was  released  with  the  proviso  that 
the  other  agencies,  principally  the  Department  of  Defense,  the  Small  Business 
Administration,  and  the  Civil  Service  Commission,  would  have  the  right  to 
oppose  certain  features  of  the  legislation  in  Congress. 

These  agencies  objected  to  their  exclusion — along  with  all  other  noncriminal 
agencies — from  access  to  the  information  stored  in  the  data  banks.  The  bill 
specifies  that  only  law  enforcement  groups  will  be  given  access  unless  federal 
or  state  statute  si>ecifically  grants  such  access  to  other  agencies. 

If  passed,  the  legislation  would  also  overrule  the  controversial  "Bible  rider," 
named  after  Sen.  Alan  Bible  (D-Nev.),  that  in  1972  granted  the  FBI  permission 
to  share  its  information  with  federally  chartered  or  insured  banks  and  many 
other  civil  agencies  on  the  state  and  local  level.  Thus,  opposition  to  the  measure 
is  likely  to  be  widespread. 

Nonetheless,  heightened  interest  in  the  legislation  reflects  the  general  teeling 
by  the  Administration  and  in  Congress  that  the  time  has  arrived  for  comprehen- 
sive controls  on  all  forms  of  automated  data  systems. 

The  Justice  Department  bill,  sponsored  by  Sen.  Roman  L.  Hruska  (R-Neb.), 
will  be  joined  by  far  stricter  legislation  offered  by  Sen.  Sam  J.  Ervin  Jr. 
(D-N.C),  and  yet  a  third  approach  in  the  House  by  Rep.  Don  Edwards 
(D-Calif.). 
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The  Justice  Department  and  Ervin  bills,  however,  are  seen  as  the  most  coni- 
prehensive  measures.  The  details  are  complex  but  both  attempt  to  deal  with 
the  most  troubling:  aspects  of  automated  data  systems.  Here  are  the  key  issues : 

— Who  will  ultimately  control  all  of  the  computer  information  collected  by 
the  nation's  police  agencies?  The  Justice  Department  would  leave  such  control 
to  the  police  agencies,  where  it  now  rests.  The  Ervin  bill  would  place  control  in 
a  new  civilian  agency  called  the  Federal  Information  Systems  Board.  Such  a 
board  would  enforce  the  new  law  and  regularly  audit  the  data  banks. 

— Who  will  have  access  to  the  criminal  information?  Current  criticism  of 
computer  systems  often  centers  on  their  vulnerability  to  abuse  by  a  wide  array 
of  civilian  and  private  groups,  from  school  boards  to  credit  companies. 

The  Justice  Department  would  limit  access  to  police  agencies  with  several 
exceptions :  The  attorney  general  could  allow  civilian  use  of  criminal  informa- 
tion when  he  believes  it  necessary  for  the  national  defense  or  foreign  policy ; 
the  information  also  would  be  available  for  investigations  of  potential  presiden- 
tial appointee  of  high  rank ;  finally,  the  President  could  order  extraordinary  use 
of  it  at  any  time. 

— Both  bills  also  would  ensure  that  citizens  could  check  information  about 
themselves  in  police  computers  and  correct  mistakes.  In  addition,  the  Ervin 
bill  would  prohibit  the  inclusion  of  "criminal  intelligence"  in  any  automated 
system.  Criminal  intelligence  includes  information  provided  by  informants, 
siwculations  of  oflBcers,  rumors,  political  beliefs  and  the  like. 

The  Ervin  version  would  allow  access  by  noncriminal  agencies  only  under 
specific  federal  or  state  mandate.  Such  access  would  be  limited  to  records  of 
convicted  persons. 

— Records  of  arrest  without  convictions.  The  inclusion  of  this  information  in 
most  criminal  data  banks  has  been  severely  criticized,  since  thousands  of 
persons  every  year  are  arrested  for  crimes  and  found  innocent  in  the  courts.  In 
some  agencies,  later  information  that  the  arrested  person  was  found  to  be 
innocent  is  never  entered  into  the  computer,  and  the  stigma  of  arrest  remains. 

In  New  York,  for  example,  law  enforcement  agencies  claim  they  do  not  have 
the  capability  to  update  their  arrest  record.  Both  bills  would  require  updating 
and  would  limit  exchange  of  arrest  records  but  the  Ervin  restrictions  are  far 
more  strict 

Sen.  Hruska,  sponsor  of  the  Justice  Department  bill,  and  Sen.  Ervin  have 
agreed  to  eosponsor  each  other's  proposals,  an  indication  that  the  two  plan  to 
work  together  in  the  Senate  Judiciary  Committee  to  produce  a  compromise 
measure. 

However,  the  lack  of  full  Administration  support  behind  the  bill  will,  ac- 
cording to  some  congressional  sources,  considerably  weaken  the  White  House's 
leverage  in  lobbying  for  its  passage.  Some  federal  departments  may  fight  for  the 
bill  while  others  fight  against  it. 

The  Department  of  Defense,  Small  Business  Administration  and  Civil  Serv- 
ice Commission  almost  certainly  will  push  for  dilutions  to  sections  limiting 
their  access  to  information,  while  the  FBI  and  other  police  agencies  will  vig- 
orously oppose  any  new  agency  that  would  separate  them  from  control  of  the 
system. 

An  array  of  private  interests  will  appeal  for  access  to  at  least  some  of  the 
information.  Many  public  school  systems  consider  criminal  background  infor- 
mation to  be  vital  in  screening  applications  for  teaching  positions,  especially 
when  young  children  are  involved. 

The  media  also  may  raise  objections.  The  strictures  against  dissemination  of 
material  will  cramp  the  style  of  many  newspapers,  radio  and  television  stations 
that  are  traditionally  given  background  histories  of  suspects  by  friendly  police 
oflBcials. 


[Feb.  20,  1974] 

Capital  Craze  :  Computers  Full  of  Personal  Data 

(By  Robert  A.  Jones,  Times  Staff  Writer) 

"The  horror  of  that  moment,"  the  king  went  on,  "I  shall  never,  never  forget!" 
"You  will,  though,"  the  queen  said,  "if  you  don't  make  a  memorandum  of  it." 

— Lewis  Carroll,  "Through  a  Looking  Glass" 

Washington. — For  more  than  a  century  this  city  has  been  writing  memo- 
randa so  it  will  not  forget,  millions  of  memoranda  that  eventually  have  filled 
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warehouses  and,  in  their  own  way,  recorded  the  petty  and  not-so-petty  details  of 
the  lives  of  those  who  live  in  this  country. 

For  about  a  decade  those  memoranda  increasingly  have  been  committed  to 
the  memory  banks  of  government  computers.  Behind  the  stone  walls  of  federal 
buildings  here  probably  the  greatest  concentration  of  computers  in  the  world 
store  and  .share  with  each  other  information  on  virtually  every  person  in  the 
United  States. 

Now  Congress  is  preparing  to  consider  more  than  a  dozen  pieces  of  legislation 
that  would  control  the  government's  data  banks  because  serious  questions  have 
been  raised  over  the  intrusions  into  personal  privacy  that  the  computers  repre- 
sent, and  because  of  the  possible  abuses  of  the  system. 

Of  particular  interest  are  two  bills,  one  an  Administration  version  and  the 
other  by  Sen.  Sam  J.  Ervin  Jr.  (D-N.C),  to  limit  the  use  of  criminal  data 
banks.  Other  legislation  would  cover  the  entire  spectrum  of  government  back- 
ground computers  and  still  other  bills  would  apply  to  private  systems. 

Yet,  to  those  outside  the  agencies,  the  myriad  of  government  data  banks 
remains  vaguely  defined.  An  investigation  by  the  Senate  Judiciary  Committee's 
subcommittee  on  constitutional  rights  has  found  at  least  750  such  systems  within 
the  federal  sphere,  but  even  subcommittee  staff  members  say  they  do  not  know 
exactly  who  is  storing  what  information  about  whom. 

"No  one  knows  because  no  one  has  really  looked  before."  said  Dorothy  Glancy, 
an  investigator  on  the  subcommittee  staff. 

In  April  the  subcommittee  hopes  to  issue  a  report  on  the  government's  data 
bank  operations.  It  will  fill  several  volumes. 

Staff  members  say  they  will  list  every  system  now  operating  or  being  planned 
by  the  federal  government,  from  the  legislative  branch  to  the  judicial.  In  the 
meantime,  however,  subcommittee  staff  members,  independent  researchers  and 
other  government  officials  have  described  what  they  believe  are  the  data  banks 
that  will  attract  the  most  attention  in  Congress  during  what  one  senator  has 
called  the  coming  "year  of  privacy" : 

— In  the  FBI's  Identification  Building,  the  heart  of  the  National  Crime  Infor- 
mation Center  hums  and  whirs  24  hours  a  day,  365  days  a  year.  The  $11  million 
worth  of  computers  located  there  form  the  nucleus  of  the  most  criticized  of  the 
government's  data  banks.  Actually  a  network  of  state,  local,  and  federal  systems, 
the  NCIC  eventually  will  store  records  of  the  criminal  acts  of  millions  of  persons 
and  shuttle  the  information  between  some  45,000  terminals  throughout  the 
country. 

The  NCIC  has  drawn  criticism  largely  because  it  will  combine  the  capacities 
of  what  is  now  a  myriad  of  disjointed  systems.  In  California  alone  there  are  35 
separate  criminal  data  banks,  according  to  aj-eport  by  the  Law  Enforcement 
Assistance  Administration,  including  everything  from  a  statewide  criminal 
records  computer  to  an  "automated  worthless  document  index"  in  Los  Angeles. 
The  worthless  document  computer  cost  $508,790. 

— Outside  of  police  agencies,  criminal  history  data  banks  often  are  used  to 
screen  credit  and  employment  applications.  The  Small  Business  Administration, 
for  example,  maintains  its  own  file  on  criminal  behavior  to  check  against  appli- 
cations for  loans.  It  has  another  background  file  listing  those  suspected  of  orga- 
nized crime  activity. 

— The  Treasury  Enforcement  Computer  System  eventually  will  combine  all 
background  data  from  the  Treasury  Department's  several  agencies  and  may 
become  one  of  the  largest  single  systems  in  the  government.  Under  the  Bureau 
of  Customs,  terminals  placed  at  every  border  crossing  will  check  entering  per- 
sons for  past  drug  violations  or  other  activity  that  would  suggest  smuggling. 
The  computer  also  will  be  fed  by  the  Internal  Revenue  Service  and  the  Bureau 
of  Alcohol,  Tobacco  and  Firearms,  as  well  as  the  Secret  Service,  which  now 
maintains  its  own  computer  with  approximately  300,000  files  of  persons  consid- 
ered potential  threats  to  a  President. 

The  Treasury  Department  says  the  system  will  be  segmented,  preventing  one 
agency  from  using  the  information  from  another.  However,  some  critics  believe 
that  a  system  which  combines  criminal  and  noncriminal  data  would  be  vulner- 
able to  abuse  through  electronic  code  breaking. 

— Predelinquency  programs  are  now  in  progress  in  several  states,  including 
California.  Funded  by  the  Law  Enforcement  Assistance  Administration,  pre- 
delinquency programs  develop  files  on  children  who  in  the  opinion  of  school 
teachers  and  other  officials  may  become  troublemakers  in  the  future. 
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— Apart  from  criminal  data  banlis,  government  agencies  maintain  files  whose 
information,  while  not  legal  in  nature,  can  be  almost  as  damaging  as  a  criminal 
record.  Under  the  National  Institute  of  Mental  Health,  a  system  titled  Client 
Oriented  Data  Acquisition  Project  seeks  to  profile  each  individual  who  has  taken 
part  in  a  federally  funded  drug  treatment  program.  Computers  at  the  Depart- 
ment of  Health,  Education  and  Welfare  store  the  information,  which  NIMH 
officials  say  will  be  used  for  "program  management."  Although  the  name  of  each 
individual  is  not  included,  the  information  does  list  a  "client  identifier"  number 
as  well  as  his  birth  date,  zip  code  and  mother's  maiden  name.  Under  the  Treat- 
ment Alternative  to  Street  Crime  program,  a  subprogram  of  CODAP,  similar 
information  is  filed  on  juvenile  drug  patients. 

— Although  most  systems  can  be  easily  divided  into  criminal  and  noncriminal 
categories,  others  are  not  so  easily  separated.  Such  is  the  case  with  Project 
DAWN,  an  acronym  for  Drug  Abuse  Warning  Network. 

Funded  by  the  Drug  Enforcement  Administration,  an  agency  of  the  Justice 
Department,  Project  DAWN  pays  hospitals  and  other  institutions  $1  apiece  for 
the  records  of  patients  who  have  abused  or  may  have  abused  drugs. 

"Usually  the  patients  aren't  told  that  their  hospital  records  are  being  turned 
over  to  a  federal  law  enforcement  agency,"  said  Marjorie  Eltzroth,  executive 
director  of  the  Massachusetts  Commission  of  Privacy  and  Personal  Data.  As  in 
the  CODAP  system,  names  are  not  listed  on  data  sheets  but  the  presence  of  the 
mother's  maiden  name  in  both  systems  makes  them  virtually  interchangeable. 
The  range  of  drugs  included  under  the  DAWN  program  is  wide  and,  according 
to  one  congressional  investigator,  includes  instances  of  inhalation  of  Clorox 
fumes  and  overdoses  of  aspirin. 

— In  almost  every  federal  agency,  the  number  of  "in-house"  data  systems 
are  proliferating. 

The  Selective  Service  System  has  now  computerized  the  draft  records  of  more 
than  14  million  persons.  The  Department  of  Health,  Education  and  Welfare 
plans  to  computerize  files  of  all  adopted  children  and  their  new  parents;  it 
already  has  automated  files  on  the  children  of  migrant  farm  workers. 

Both  the  Senate  Watergate  committee  and  the  special  prosecutor's  oflSce  have 
computerized  their  investigations  dealing  with  all  aspects  of  suspected  illegal 
acts  of  the  Nixon  Administration,  and  the  White  House  itself  has  computerized 
a  minute-by-minute  record  of  the  President's  personal  contacts  and  activities. 
According  to  one  congressional  investigator,  the  White  House  also  has  a  computer 
index  of  5,000  files  but  no  one  outside  the  President's  office  knows  of  whom  or  for 
what. 

In  most  cases  these  systems  are  designed  only  for  the  convenience  of  the 
agency,  reducing  administration  costs  and  increasing  efl5ciency. 

"But  what  happens,"  asked  Andrew  Klein,  a  special  assistant  in  privacy 
legislation  to  Massachusetts  Gov.  Francis  W.  Sargent,  "if  the  Small  Business 
Administration  wants  to  check  on  the  psychiatric  evaluation  of  some  loan 
applicant  that  just  happens  to  be  stored  in  the  Veterans  Administration  com- 
puters? Does  the  VA  turn  it  over? 

Technically,  the  computer  data  banks  of  the  loan  agency  could  be  "inter- 
faced," or  electronically  coupled,  to  those  of  the  Veterans  Administration.  At 
present  the  VA  has  some  30  million  files  recording  information  on  both  veterans 
and  their  facilities. 

In  most  cases,  separate  data  banks  cannot  now  be  interfaced  without  extensive 
reprogramming  of  the  stored  information. 

"The  idea  that  you  can  simply  plug  one  computer  into  another  is  false," 
Klein  said.  "The  information  must  be  arranged  in  identical  fashion,  which  is 
almost  never  the  case  with  government  agencies.  That  is  not  to  say,  of  course, 
that  it  can't  be  done." 

Rather  than  full  interfacing,  most  data  banks  share  information  through  the 
use  of  a  common  identifier,  usually  the  Social  Security  number.  Because  of  the 
prevalence  of  that  number  on  many  government  forms,  the  records  of  one 
system  can  be  searched  in  a  matter  of  seconds  to  augment  the  records  of  another. 
The  process  is  manual,  however,  and  requires  that  information  be  transmitted 
via  teletype  or  other  means. 

Permission  to  conduct  such  a  search  at  present  rests,  usually,  with  the  admin- 
istrator of  the  agency  system.  "The  man  at  Veterans  Administration  or  Selective 
Service  looks  over  the  request  and,  if  it  seems  all  right  to  him,  it  goes  through," 
said  Lawrence  M.  Baskir,  chief  counsel  for  the  constitutional  rights  subcom- 
mittee. 
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Congressional  investigators  tiave  posed  the  theoretical  case  of  one  man's 
history  to  indicate  the  possibilities  in  the  computer  age. 

The  hypothetical  history  involves  a  man  who  files  for  conscientious  objector 
status  under  the  Selective  Service  System  but  is  nonetheless  sent  to  Vietnam 
where  he  acquires  a  drug  habit  and  is  dishonorably  discharged.  Back  home  he  is 
successfully  treated  at  a  Veterans  Administration  hospital  and  eventually  mar- 
ries a  government  nurse.  The  two  adopt  a  child  who  was  bom  to  migrant  farm 
worker  parents  and  the  family  settles  in  a  home  mortgaged  by  the  Federal 
Housing  Administration. 

"You  could  get  enough  stuff  on  those  people  from  government  computers  to 
write  'War  and  Peace,'  "  one  investigator  said. 

At  one  point  or  another  all  these  federal  systems  would  fall  under  some 
control  if  both  criminal  and  noncriminal  sanctions  are  passed  into  law  this  year. 
However,  even  advocates  of  the  bills  on  Capitol  Hill  say  they  expect  serious 
consideration  of  only  two  or  three  proposals,  principally  those  controlling  crim- 
inal data  banks. 

"In  the  end,  it's  a  race  between  those  thinking  up  the  systems  and  those 
thinking  up  ways  to  control  them,"  said  David  B.  H.  Martin,  special  assistant 
to  the  secretary  of  HEW,  who  has  advocated  strict  controls.  "Right  now,  no 
one  knows  who  will  win  the  race.  No  one  in  fact,  knows  if  the  controllers  are 
really  in  the  race." 

Articles  and  Editorials  Appearing  in  the  Washington  Post 

[Feb.  27,  1974] 

Saxbe  Defends  Crime  Data  Bill 
(By  Susanna  McBee,  Washington  Post  Staff  Writer) 

Attorney  General  William  B.  Saxbe  yesterday  defended  the  Justice  Depart- 
ment's proposed  bill  to  regulate  the  use  of  criminal  information  and  attacked 
two  key  provisions  of  a  more  restrictive  bill  introduced  by  Sen,  Sam  J.  Ervin 
Jr.  (D-N.C). 

In  testimony  before  a  House  judiciary  subcommittee,  Saxbe  also  confirmed 
newspaper  reports  that  the  FBI  has  objections  to  the  department's  bill.  FBI 
Director  Clarence  M.  Kelley  is  to  outline  the  bureau's  concerns  when  he  testifies 
Thursday  before  the  Civil  Rights  Subcommittee. 

Saxbe  objected  to  the  Ervin  bill's  provisions  that  would  set  up  a  federal- 
state  board  to  make  policy  for  running  crime-data  banks  and  would  allow 
states  to  expunge  old  criminal  records.  He  also  criticized  a  bill  introduced  by 
Rep.  Don  Edwards  (D-Calif.)  that  would  require  states  to  expunge  such  files. 

"From  the  standpoint  of  administrative  eflBciency,  there  must  be  one  indi- 
vidual directly  responsible  for  the  issuance  of  detailed  and  technical  regula- 
tions," the  Attorney  General  said,  adding  that  he  already  has  this  authority. 

In  opposing  the  purging  of  old  crime  records,  Saxbe  said,  "I  believe  that 
such  a  provision  goes  beyond  what  is  required.  There  may  be  times  when  a 
record  would  need  to  be  reopened,  as  for  example  when  a  convicted  person 
seeks  collateral  review  of  his  conviction.  To  foreclose  the  possibility  by  destroy- 
ing all  traces  that  an  individual  ever  had  a  record  would  seem  unvdse." 

He  noted  that  the  department's  bill  requires  sealing  old  files  seven  years 
after  a  person's  release  from  prison  or  probation  in  felony  cases  and  five  years 
after  release  from  custody  in  misdemeanor  cases.  Sealed  records  would  be 
closed  and  unavailable  to  anyone  either  inside  or  outside  the  police,  court  or 
corrections  systems. 

The  sealing  provision  is  known  to  be  opposed  by  the  FBI,  whose  top  oflScials 
feel  it  would  hinder  police  investigations  and  hamper  the  suitability  checks 
made  by  the  FBI  on  high  government  officials. 

Saxbe  told  the  subcommittee  that  sealing  could  pose  difficult  problems,  and 
suggested  that  Congress  might  want  to  include  a  requirement  that  no  criminal 
record  could  be  sealed  before  the  suspect  is  30. 

"Criminal  careers  as  a  rule  last  five  to  seven  years,"  he  said,  "and  the  risk 
of  a  man  being  involved  in  further  crime  decreases  rapidly  after  age  30." 
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Asked  if  President  Nixon  can  gain  access  to  Justice  Department  criminal 
files,  Saxbe  replied  that  he  would  consider  any  White  House  request  in  light 
of  whether  there  was  "a  need  to  know,"  but  said  he  thinks  the  files  should  be 
"jealously  guarded."  Saxbe  also  conceded  that  FBI  Director  Kelley  could  give 
FBI  files  to  Mr.  Nixon  without  consulting  Saxbe,  but  he  said  he  would  expect 
Kelley  to  refer  any  presidential  request  for  information  to  him. 


[Mar.  5,  1974] 

Communication  Aims  of  FBI  Hit  by  GAO 
(By  Susanna  McBee,  Washington  Post  Staff  Writer) 

The  Federal  Bureau  of  Investigation  wants  to  take  control  of  the  day-to-day 
exchange  of  messages  among  police  departments  across  the  country,  the  General 
Accounting  Office  has  reported. 

Moreover,  the  bureau  does  not  really  know  how  state  and  local  police  are 
using  the  computerized  criminal  history  data  that  it  now  supplies  them  from 
its  own  message  interchange  system  at  the  National  Crime  Information  Center 
(NCIC)  here,  the  GAO  says. 

These  findings,  which  seem  to  raise  the  specter  of  the  FBI's  assuming  a 
big-brother  role  in  handling  all  kinds  of  police  information,  are  contained  in  a 
report  sent  last  Friday  by  Comptroller  General  Elmer  B.  Staats  to  Sen.  Sam 
Ervin  Jr.  (D-NC).  The  FBI  declined  comment. 

Sen.  Ervin's  Constitutional  Rights  Subcommittee  of  the  Senate  Judiciary 
Committee  will  begin  a  two-week  series  of  hearings  on  the  issue  today.  The 
subcommittee  had  sought  a  report  from  GAO,  the  congressional  investigative 
arm,  on  Feb.  21. 

Involved  in  the  issue  are  two  separate  police  communications  systems. 

One  is  called  NLETS,  National  Law  Enforcement  Teletype  System,  which  is 
run  by  the  states.  In  1966  NLETS  was  set  up  as  a  nonprofit  corporation  to 
handle  administrative  messages,  such  as  checks  of  driver  records,  prisoner 
transfers  and  all-points  bulletins  between  state  and  local  police  agencies. 

For  instance,  in  January,  when  the  body  of  a  young  woman  was  found  in 
northwest  Washington,  police  discovered  a  nearby  car  with  Vermont  tags, 
queried  Vermont  state  police  over  the  NLETS  system  and  within  seven  minutes 
had  a  positive  identification  of  the  woman.  Pan  American  World  Airways 
ticket  agent  Barbara  L.  Meyersburg. 

The  other  system  is  the  FBI's  NCIC  which  began  operating  in  1967  as  a 
telecommunications  network  linking  the  FBI  and  state  and  local  police  for  the 
exchange  of  information  on  wanted  persons  and  stolen  property. 

Since  1971  NCIC  has  also  been  receiving  and  disseminating  criminal  histories, 
which  now  make  up  450,000  of  the  4.8  million  records  the  network  holds.  In 
10  years  the  bureau  exi)ects  NCIC  to  contain  8  million  criminal  histories 
among  21.7  million  records. 

A  major  difference  between  NLETS  and  NCIC  is  that  the  state-operated 
system  does  not  maintain  records  of  its  communications  in  a  data  bank,  and 
the  FBI's  system  does. 

Because  of  the  proliferation  of  criminal-information  storage  and  the  potential 
for  its  misuse,  the  Justice  Department  has  proposed  legislation  to  regulate  its 
use  and  some  members  of  Congress,  including  Sen.  Ervin,  have  introduced 
bills  to  that  end. 

Last  July  11,  FBI  Director  Clarence  M.  Kelley  asked  then-Attorney  General 
Elliot  L.  Richardson  for  funds  in  the  fiscal  1975  budget  to  upgrade  NCIC's 
message-switching  capability.  In  that  memo,  according  to  the  GAO  report, 
Kelley  asked  for  Richardson's  concurrence  that  the  bureau  has  the  legal 
authority  to  expand  NCIC  jurisdiction  to  the  state  systems. 

On  Aug.  6  the  department's  Office  of  Legal  Counsel  said  it  was  arguable 
whether  such  authority  exists.  On  Jan.  15  of  this  year  Kelley  renewed  his 
request  to  Attorney  General  William  B.  Saxbe  and  contended  that  NCIC 
operation  of  the  central  message-switching  unit  for  the  states  would  save 
the  taxpayers  money. 
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On  Feb.  1  the  Law  Enforcement  Assistance  Administration,  a  Division  of 
the  Justice  Department  which  aids  states  and  cites  in  improving  their  criminal- 
justice  systems,  wrote  Saxbe  a  memo  strongly  opposing  the  FBI  proposals. 
The  LEAA  argued  that  states  and  localities  are  fully  capable  of  handling  their 
own  message  systems  and  that  the  FBI,  as  a  police  agency,  should  not 
concern  itself  with  other  agencies  that  use  NLETS,  such  as  courts  and  cor- 
rectional units. 

The  LEAA-FBI  fight  goes  back  to  1969,  when  the  LEAA  funded  a  state-run 
project  with  $4  million  to  develop  the  prototype  of  what  is  now  the  computer- 
ized criminal-history  part  of  NCIC.  The  LEAA  wanted  the  central  computer 
here  to  contain  only  summary  data,  not  complete  files,  on  state  offenders,  and 
it  wanted  to  set  up  a  policy  board  consisting  of  the  FBI,  the  LEAA  and  the 

The  GAO  report  said  that  the  Office  of  Management  and  Budget  had  agreed 
with  the  LEAA  position  in  a  September  1970  letter  to  then-Attorney  General 
John  N.  Mitchell.  But  Mitchell  never  passed  the  0MB  recommendation  on  to 
either  the  FBI  or  the  LEAA,  and  he  decided  that  December  to  let  the  FBI 
take  control  of  the  computerized  criminal  histories,  the  GAO  said. 

"Data  is  not  available  to  indicate  how  computerized  criminal-history  infor- 
mation has  been  used,"  Staats  said  in  his  covering  letter  to  Ervin. 

He  also  noted  that  with  the  licensing  of  NCIC  by  the  FBI  and  an  LEAA 
plan  to  build  a  satellite  telecommunications  system  for  NLETS,  the  two  sys- 
tems "could  result  in  duplication  and  unnecesary  expenditure  of  federal  funds." 

According  to  a  well-placed  source,  the  issues  raised  by  the  legislation  to 
regulate  use  of  criminal  information  and  the  FBI's  bid  for  preeminence  over 
all  criminal  information  are  these : 

•  Who  will  regulate  and  control  federal,  state  and  local  criminal  information, 
intelligence  and  statistics? 

•  If  NLETS  is  merged  into  NCIC,  what  kinds  of  information  will  be  in  it, 
what  kinds  of  records  will  be  kept  and  who  will  receive  it? 

•  Should  the  FBI  have  a  dominant  role  in  operating  and  regulating  for  the 
states  key  portions  of  criminal-information  systems,  including  data  on  the 
routine  operations  of  police,  courts  and  corrections  agencies? 


MATERIALS  RELATING  TO  INDIVIDUALS  INJURED  BY  MISUSE  OF 
CRIMINAL  JUSTICE  INFORMATION 

Correspondence  with  Senator  Sam  J.  Ervin,  Jr.,  on  Individual  Cases 

[Note:  The  following  letters  are  representative  of  the  many  individual  cases 
that  came  to  the  subcommittee's  attention  during  the  course  of  its  work  on 
this  legislation.  Names  and  identifiable  material  have  been  removed  from  the 
material,  and  the  letters  are  reprinted  with  the  permission  of  the  individuals 
involved.] 

[Name  Withheld] 
San  Francisco,  Calif. 

I,  [name  withheld],  was  walking  on  the  sidewalk  of  Shattuck  Street  near  the 
corner  of  Center  Street  in  downtown  Berkeley,  California  at  about  2  P.M.  on 
May  15,  1973.  I  was  in  Berkeley  for  the  purpose  of  finding  an  apartment  to  rent. 

I  noticed  some  television  cameramen  clustering  around  some  people  in  front 
of  the  Bay  Area  Rapid  Transit  (BART)  elevators  on  the  sidewalk  of  Shattuck 
Street.  I  approached  the  scene  and  asked  a  BART  official  what  individual  the 
media  was  covering.  He  said  the  person  was  Mr.  Claude  Brinegar,  the  Secretary 
of  Transportation.  I  asked  the  BART  official  which  individual  was  the  Secretary. 
He  replied  that  the  Secretary  was  the  short  bald  man. 

Having  a  question  in  mind  for  the  Secretary  and  observing  no  police  lines  to 
keep  the  public  away,  I  walked  up  to  Mr.  Brinegar  and  tapped  him  on  the 
shoulder  with  my  right  index  finger  to  get  his  attention  (as  he  was  facing  away 
from  me).  When  he  turned  toward  me,  I  said  to  him,  "Excuse  me,  sir,  could  you 
tell  me  if  you  think  the  President  should  be  impeached?"  Since  some  public 
officials  had  already  called  for  impeachment,  and  since  Mr.  Brinegar  was  a  public 
servant  appointed  directly  by  the  President,  I  felt  that  this  was  a  fair,  though 
controversial,  constitutional  question  to  put  to  the  Secretary.  I  delivered  the 
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question  in  a  calm  manner  as  reported  by  Michael  Harris  of  the  San  Francisco 
Chronicle.  I  waited  for  an  answer.  When  after  a  number  of  seconds,  Mr. 
Brinegar  failed  to  respond  to  my  question,  even  so  much  as  to  say,  "No  com- 
ment", I  began  to  restate  the  question  once  again  in  a  calm, manner.  Just  as  I 
was  beginning  to  restate  the  question,  I  heard  someone  behind  me  say,  "Grab 
him !",  at  which  point  four  men  grabbed  me  and  started  pulling  me  away  from 
Mr.  Brinegar.  Meanwhile,  Mr.  Brinegar  continued  to  say  absolutely  nothing. 

Feeling  that  my  freedom  of  si)eech  guaranteed  to  me  under  the  First  Amend- 
ment to  the  Constitution  was  being  forcibly  taken  away  from  me,  I  repeated 
my  question,  "Do  you  think  the  President  should  be  impeached?",  several  times 
in  a  loud  and  anxious  manner  while  I  was  being  carried  away  in  hammer 
locks.  My  purpose  in  loudly  repeating  this  question  was  to  let  the  media  and 
my  fellow  private  citizens  know  that  my  basic  right  to  freedom  of  speech  was 
being  taken  from  me  by  force  because  various  public  officials  and  police  officers 
did  not  like  the  controversial  nature  of  my  constitutional  question,  and  con- 
sequently had  decided  to  persecute  me  in  a  vicious  and  perverted  manner  for 
asking  this  question.  As  my  assailants  dragged  me  away,  I  never,  intentionally, 
struggled  against  them  but  rather  attempted  only  to  keep  my  balance.  After 
these  men  had  dragged  me  thirty  yards  or  so,  they  finally  got  around  to  identify- 
ing themselves  as  iwlice  officers  and  informing  me  that  I  was  under  arrest. 

Upon  telling  me  that  I  was  under  arrest,  they  proceeded  to  put  handcuffs  on 
me.  Next,  they  took  me  through  a  building  to  a  "dead-end"  corridor  of  BART. 
The  man  who  had  ordered  and  led  the  assault  against  my  person,  and  who  I 
assumed  to  be  a  Secret  Service  man  traveling  with  Mr.  Brinegar,  told  the  two 
Berkeley  policemen  (who  had  Jielped  him  grab  me)  to  keep  me  in  the  corridor 
until  he  returned.  (The  fourth  man  who  attacked  me,  a  BART  official,  left  us 
immediately  after  I  had  been  handcuffed.)  I  voluntarily  gave  a  great  deal  of 
personal  information  to  Mr.  Jenson,  Inspector  for  the  Berkeley  Police  Depart- 
ment, while  we  waited  for  the  supposed  Secret  Service  man  to  return.  I  expressed 
to  them  my  fear  that  I  would  be  secreted  away  to  some  Federal  prison.  I 
trusted  the  local  authorities  more  than  the  Federal  authorities ;  this  was  my 
motive  for  giving  them  as  much  information  about  my  person  as  possible. 

After  about  twenty  minutes  had  passed,  the  assumed  Secret  Service  man 
returned  with  a  BART  Security  police  officer  who  identified  himself  as  Detective 
[omitted].  At  this  point,  the  Secret  Service  man  left  the  corridor,  and  I 
never  .saw  him  again.  (I  pi-esume  he  went  to  rejoin  Mr.  Brinegar.)  Detective 
[omitted],  Inspector  [omitted],  and  a  Berkeley  policeman  then  took  me  under 
Center  Street  using  another  BART  corridor,  upstairs  through  another  building, 
and  finally  outside  to  the  sidewalk  at  the  comer  of  Shattuek  Avenue  and  Center 
Street  away  from  the  BART  entrance.  A  Berkeley  police  car  drove  up  alongside 
us,  and  we  all  got  into  the  car.  The  police  officers  took  me  to  the  Berkeley 
jail.  They  took  me  downstairs,  through  a  number  of  locked  security  doors,  and 
into  the  booking  room  in  front  of  the  cell  blocks.  To  my  considerable  relief, 
Inspector  [omitted]  then  removed  the  handcuffs  from  my  wrists.  The  policemen 
proceeded  to  book  me  on  the  Federal  felony  charge,  of  assaulting  or  trying  to 
murder  a  Cabinet  Member.  The  Detective  [omitted]  booked  me  on  the 
misdemeanor  charges  of  simple  assault  and  resisting  arrest  in  the  name  of 
BART  Security  Police.  After  Detective  [omitted]  left,  I  asked  Inspector 
[omitted]  what  charges  were  being  made  against  me  and  what  my  bail  would 
be.  He  described  the  charges  and  showed  me  the  Federal  felony  I  was  being 
charged  with — all  written  up  in  the  Federal  Penal  Code  with  the  notation 
"10  years"  at  the  end  of  it.  Inspector  [omitted]  said  my  bail  was  set  at  twenty 
thousand,  five  hundred  dollars  (i.e.  $20,500). 

Inspector  [omitted]  told  the  police  jailer  to  allow  me  to  make  two  telephone 
calls,  and  then  he  left.  The  jailer  locked  me  into  the  "prisoner"  telephone  booth. 
I  contacted  my  friend  [omitted]  at  High  Street  Day-Care  Center  in  Oakland,  Ca., 
where  I  was  employed  as  a  head  teacher.  I  told  him  my  location,  the 
charges  against  me,  and  my  bail.  Because  I  had  to  first  call  "information" 
to  find  out  my  wife  [omitted] 's  "work"  telephone  number,  the  jailer  took  away 
my  right  to  a  second  telephone  call  and  locked  me  in  a  cell  block  with  another 
man  at  about  3  P.M.  on  that  day  of  May  15th.  .  .  . 

...  In  a  very  short  time,  however,  a  guard  came  to  get  me.  He  opened  both 
barred  doors  and  said,  "[omitted],  come  with  me".  I  was  very  afraid  that  he  was 
taking  me  to  a  Federal  penitentiary  since  I  had  been  accused  of  a  felony  under 
Federal  law  and  had  a  twenty  thousand  dollar  bail  hanging  over  my  head.  I 
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asked  him  about  this  and  was  very  relieved  to  find  out  that  this  was  riot  the 
case.  Instead,  the  guard  was  taking  me  to  a  processing  room  where  another 
guard  was  waiting  for  us. 

These  two  guards  were  intelligent,  pleasant  men,  and  I  felt  an  indescribable 
sense  of  relief  just  being  with  them  (and  away  from  Sam  and  that  tiny  cell!). 
When  they  proceeded  to  hint  that  I  might  be  getting  out  soon,  my  spirits  really 
went  up !  However,  they  had  to  get  down  to  their  job  which  was  to  take  "mug 
shots",  photographs)  of  me  and  fingerprint  me.  One  of  the  guards  was  just 
learning  how  to  take  fingerprints  so  the  whole  process  took  a  long  time.  They 
took  nine  sets  of  fingerprints  and  my  "palm"  prints.  The  "palm"  prints,  the 
guard  explained,  were  the  "newest  thing".  So  there  it  was — nine  "fingerprint" 
cards  with  photographs — one  for  the  Secret  Service's  computer  bank, — the  FBI's 
computer  bank,  the  CIA's  computer  bank, — the  local  police  files,  etc.,  etc.  I 
was  carefully  labelled  as  a  potential  criminal  for  the  benefit  of  police  records 
across  the  entire  nation  just  because  I  had  the  nerve  to  ask  a  public  servant 
an  important  Constitutional  question !  At  this  point,  the  distinction  between 
our  supposed  "American  democracy"  and  a  so-called  "totalitarian  society"  en- 
tirely escaped  me. 

As  the  last  of  the  fingerprints  were  being  taken,  another  guard  came  down 
to  the  processing  room  and  said  these  magic  words :  "Someone  is  here  to  bail  you 
out".  I  asked  the  guards  if  I  could  go  back  and  say  good-bye  to  Sam  and  Ted 
before  I  left.  They  agreed.  They  led  me  back  to  the  cell  block  and  opened  the 
two  barred  doors  so  that  I  could  get  my  blankets  and  say  farewell  to  my  cell- 
mates. I  shook  their  hands  and  wished  them  well,  for  I  knew  that  they  were 
being  victimized  by  the  i)enal  system  far  more  than  I  had  been. 

I  returned  my  blankets  to  the  supply  room  and  walked  with  the  guard  back 
up  through  the  police  station.  I  saw  the  policemen  watching  the  closed-circuit 
T.V.  monitors  just  as  I  described  earlier  in  this  narrative.  My  wife  [omitted]  and 
a  friend  of  hers  were  waiting  for  me  "on  the  outside".  It  was  very  good  to  be 
relatively  free  again ! 

[Omitted]  told  me  that  she  was  able  to  bail  me  out  because  the  Federal  felony 
charge  of  assaulting  a  Cabinet  Member  had  been  dropi>ed — thus  reducing  my 
bail  to  a  mere  five  hundred  dollars.  My  captors,  of  course,  had  felt  no  obligation 
to  tell  me  that  the  Federal  authorities  had  taken  this  action.  I  believed  that  my 
jailers  calculated  that  my  brief  time  in  jail  would  intimidate  and  upset  me 
more  if  they  refrained  from  informing  me  that  I  was  no  longer  an  accused  felon 
who  was  liable  to  be  in  prison  for  months  or  even  years.  (My  wife  and  family 
could  never  have  raised  a  huge  sum  such  as  twenty  thousand  dollars.)  I  felt, 
in  other  words,  that  they  had  intentionally  withheld  this  information  as  a 
"scare"  tactic.  I  was  not  grateful  that  Mr.  Brinegar  had  dropped  his  felony 
charge ;  I  was,  instead,  very  angary  that  this  false  charge  had  ever  been  made 
in  the  first  place. 

As  the  situation  stood  at  the  time  of  my  release  from  jail,  I  was  still  a 
criminal  defendant — and  not  a  free  man.  BART  was  still  charging  me  with  the 
two  misdemeanor  charges  of  simple  assault  and  resisting  arrest ;  these  charges 
were,  conveniently,  too  small  to  receive  substantial  attention  from  the  media 
and  yet  quite  large  enough  to  punish  their  intended  victim.  I  felt  that  this  was 
BART's  way  of  being  a  good  host  to  Secretary  Brinegar.  By  pressing  these 
charges,  BART  was  doing  Secretary  Brinegar  the  favor  of  continuing  the  cam- 
paign of  persecution  against  me  which,  it  should  be  remembered,  the  Secretary 
himself  had  initiated  with  his  (presently  dropped)  felony  charge.  However, 
such  etiquette  (should  we  say  subservience?)  shown  by  a  small  bureaucracy 
in  its  relationship  with  a  large,  and  financially  supportive,  "fellow"  bureaucracy 
was  to  be  expected.  (After  all.  Watergate  has  demonstrated  thoroughly  to  us 
that,  for  our  present  administrators,  "loyalty  to  their  superiors  is  the  name  of 
the  game" — and  forget  the  rule  of  law  and  old-fashioned  integrity,  that's  a  course 
much  too  risky  for  these  supposedly  "perilous"  times.) 

BART  manager  William  Stokes  was  standing  right  next  to  Mr.  Brinegar  when 
I  asked  the  Secretary  "the  question"  and  was  dragged  away.  A  few  minutes 
after  the  incident  occurred,  Mr.  Morgan  Doyle,  a  reporter  for  KPFA  radio, 
asked  Mr.  Stokes  for  his  opinion  of  what  had  happened.  Mr.  Stokes  replied  that 
"he  hadn't  seen  anything" !  (I  have  a  copy  of  Mr.  Doyle's  tape-recording  of  this 
response).  BART  certainly  made  a  big  fuss  over  this  incident  that  was  allegedly 
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so  small  that  BART's  General  Manager  was  unable  to  discern  its  occurrence 
while  it  was  happening  right  next  to  him. 

But  even  though  BART  wanted  to  help  out  the  U.S.  Department  of  Trans- 
portation by  "handling"  me,  BART  was  smart  enough  to  realize  that  the  simple 
assault  charge  was  patently  false.  For  this  reason,  BART  quietly  dropped  this 
charge  a  few  days  before  my  arraignment.  In  the  meantime,  I  was  able  to  secure 
the  services  of  Mr.  [omitted],  a  very  competent  attorney. 

Mr.  [omitted]  and  I  showed  up  for  my  arraignment  in  Berkeley  Municipal 
Court  on  the  morning  of  May  23,  1973.  During  this  arraignment.  Judge  George 
Brunn  offered  his  oflBcial  opinion  that  there  were  no  grounds  to  continue  pressing 
the  charge  of  resisting  arrest  BART,  acting  through  the  District  Attorney's 
OflJce,  failed  to  heed  advice.  July  23rd  was  set  as  my  trial  date. 

After  a  number  of  delays,  the  trial  date  was  re-set  for  July  31st.  The  night 
before  the  trial,  the  District  Attorney's  Office  called  up  my  attorney  Mr. 
[omitted]  and  told  him  that  the  resisting  arrest  charge  was  going  to  be  dropped 
due  to  "insufficient  evidence" ;  the  District  Attorney  said  that  we  did  not  even 
have  to  show  up  for  the  trial  at  all.  Mr.  [omitted]  called  me  up  and  told  me  what 
the  District  Attorney  had  said.  I  replied  that  I  wanted  to  go  to  court  anyway. 
So  the  next  morning  we  went  to  court.  When  my  case  came  up,  the  District 
Attorney  stood  up  and  told  the  judge  that  he  wanted  to  drop  his  last  charge 
against  me.  The  judge  then  asked  him  why  he  wanted  to  take  such  action.  Then, 
Mr.  [omitted]  and  I  had  the  satisfaction  of  hearing  the  District  Attorney 
distinctly  whisper  the  words,  "insufficient  evidence". 

In  the  weeks  that  followed,  I  drew  up  a  legal  claim  against  BART  for  the 
sum  of  one  hundred  thousand  dollars  damages.  The  summary  of  this  legal  claim 
reads  as  follows : 

I  expect  and  deserve  $100,000.00  in  compensation  from  BART  for  the  following 
damages:  (1)  abridgment  of  my  First  Amendment  right  as  a  citizen  of  the 
United  States,  and,  in  a  more  basic  sense,  the  abridgment  of  my  feelings  of 
dignity  as  a  law-abiding  United  States  citizen;  (2)  direct  participation  by 
BART  in  my  persecution  through  BART's  active  support  of  the  crimes  of 
assault  and  battery,  false  arrest,  false  imprisonment,  and  malicious  prosecution, 
committed  against  my  person;  (3)  the  grievous  mental  trauma  and  stresses 
caused  by  this  persecution  and  the  costs  of  psychiatric  treatment  to  ameliorate 
those  conditions;  (4)  damage  to  my  good  name  due  to  the  reporting  of  criminal 
charges  against  my  person  in  official  police  records  and  in  the  news  media — 
hollow  and  malicious  charges  that  were  later  dismissed  due  to  "insufficient 
evidence" ;  (5)  legal  fees  needed  to  secure  redress  from  the  outrages  perpetrated 
against  me. 

I  presented  this  legal  claim  to  BART  on  August  23,  1973.  BART  sent  me  an 
official  rejection  of  my  legal  claim  on  November  2,  1973.  In  their  rejection  letter, 
they  also  informed  me  that  I  had  only  six  months  from  that  date  (November 
2nd)   to  sue  them. 

Several  weeks  after  BART's  rejection  of  my  legal  claim,  I  made  a  telephone 
inquiry  about  the  effect  of  my  case  on  my  permanent  State  of  California  Teach- 
ing Credential.  I  talked  to  Mr.  Edward  [omitted],  an  investigator  for  the  State 
Committee  of  Credentials.  He  checked  his  backlog  of  cases  to  see  if  my  case 
was  slated  for  investigation.  He  found  that  my  case  had  been  automatically 
selected  for  investigation  because  of  the  arrest  records,  which  the  police  had  sent 
the  Committee,  for  the  crimes  of  simple  assault  and  resisting  arrrest.  Mr. 
[omitted]  said  that  he  would  investigate  me  and  present  the  results  of  his 
investigation  to  the  State  Committee  of  Credentials.  Then,  this  Committee  would 
decide  whether  or  not  I  would  be  penalized  by  having  my  State  Teaching 
Credential  revoked  or  suspended.  He  told  me  that  the  Committee  could,  under 
the  State  Education  Code,  take  such  disciplinary  action  even  though  the  charges 
against  me  had  been  dropped.  This  was  how  I  discovered  that  BART's  false 
charges  against  my  person  were,  in  addition  to  everything  else,  a  real  threat  to 
my  chosen  means  of  making  a  living  in  the  State  of  California. 

I,  of  course,  resolved  to  sue  BART.  I  contacted  Mr.  Michael  [omitted],  the 
attorney  who  had  won  my  criminal  case  for  me.  At  that  time,  however,  he  was 
too  busy  with  other  cases  to  handle  my  proposed  lawsuit  against  BART.  Yet, 
Mr.  [omitted]  strongly  believed  that  the  suit  could  be  won.  Given  these  cir- 
cumstances, Mr.  [omitted]  immediately  contacted  a  colleague  of  his,  Mr. 
[omitted]  and  asked  him  if  he  would  discuss  taking  the  case  with  us.  Mr.  [omitted] 
agreed  to  do  so. 
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When  Mr.  [omitted]  and  I  met  with  Mr.  [omitted],  we  described  the  case  to 
him  in  great  detail.  Mr.  [omitted]  tentatively  accepted  the  case  in  the  name 
of  his  law  firm,  [omitted]  &  [omitted].  Shortly  thereafter,  I  met  with  Mr. 
[omitted]  and  his  law  partner,  Mr.  Edward  [omitted],  and  we  reached  a  formal 
agreement  whereby  the  firm  would  issue  a  suit  against  BART  for  one  hundred 
thousand  dollars. 

I  believe  my  cause  is  just.  Now  that  the  AFL-CIO,  Time  Magazine,  Howard 
K.  Smith,  the  Denver  Post  and  the  ACLU  officially  take  the  position  that  Presi- 
dent Nixon  should  indeed  be  impeached  (unless  he  resigns),  I  feel  that  my 
society  should  not  regard  my  question  as  having  been  the  least  bit  impertinent 
or  inflammatory.  I  feel  that  the  courts  of  the  United  States  should  rule  that  I 
deserve  recompense  for  having  been  illegally  "roughed  up"  for  asking  this 
question.  I  do  not  feel  that  I  should  regard  the  dropping  of  false  criminal 
charges  against  my  person  as  any  kind  of  recompense  at  all.  I  feel  that  I  prob- 
ably could  have  gotten  that  much  justice  in  some  totalitarian  countries. 

In  summary,  I  believe  my  society  has  wronged  me  and,  as  a  consequence 
imperiled  the  civil  rights  of  all  law-abiding  private  citizens.  I  am  waiting  for 
justice.  I  am  waiting  for  the  restoration  of  my  previously-held  belief  that  my 
society  is  freer  and  more  just  than  most.  I  am  waiting  apprehensively 


[From  the  Oakland  Tribune,  May  24,   1973] 

Judge  Raps  D.A.  In  Berkeley  Case 

(By  Noel  Lieberman,  Tribune  Staff  Writer) 

Berkeley. — Municipal  Court  .Judge  George  Brunn  yesterday  assailed  the  dis- 
trict attorney's  office  for  insisting  on  trying  a  case  against  a  San  Francisco 
man  who  asked  U.S.  Transportation  Secretary  Claude  S.  Brinegar  if  he  thought 
President  Nixon  should  be  impeached. 

Judge  Brunn  made  his  comments  after  reading  the  police  report  pertaining 
to  the  incident  at  the  arraignment  of  Christopher  [omitted],  25,  of  450  Fifth 
Ave.,  San  Francisco,  who  is  charged  with  obstructing  or  resisting  an  oflBcer. 
Addressing  his  remarks  to  Deputy  Dist.  Atty.  Carl  Payne,  Brunn  said  "I  hardly 
can  conceive  of  a  more  futile  case  for  the  district  attorney  to  try  than  this  one. 
It's  a  misuse  of  the  resources  of  this  court,  but  I  can't  stop  you  if  you  want  to 
try  it." 

When  Michael  [omitted],  [omitted] 's  attorney  rejoined  that  the  case  also  would 
constitute  a  "misuse  of  the  resources  of  a  jury,"  Briinn  replied,  "I  agree." 

Payne  had  told  Brunn  earlier  that  "there  is  no  chance  of  resolving  this 
matter"  by  disposing  of  it  outside  of  the  courtroom. 

[Omitted],  a  nursery  school  teacher,  pleaded  not  guilty  and  Brunn  set  a  jury 
trial  for  9  a.m.  July  23.  He  was  arrested  on  May  15  by  BART  police  after  asking 
Brinegar,  who  was  touring  Berkeley's  central  subway  station,  "Should  President 
Nixon  be  impeached." 

[Omitted]  originally  was  charged  with  assaulting  a  U.S.  cabinet  officer.  as.«;ault- 
ing  a  police  officer  and  resisting  an  officer.  He  was  charged  only  with  the  latter 
offense  and  is  now  free  on  $5(X)  bail. 

In  a  press  conference  following  the  arraignment,  Hallinan  said,  "What  it 
comes  right  down  to  is  that  Mr.  [omitted]  merely  asked  Brinegar  the  same 
question  every  person  in  the  United  States  is  asking — should  the  President  be 
impeached  ?" 

[Omitted]  said  he  asked  Brinegar  the  question  in  a  soft  voice  and  prefaced  it 
with  "excuse  me."  When  he  received  no  answer,  [omitted]  said,  he  posed  the 
question  again  in  a  "reasonable  voice"  before  BART  police  moved  in  and  arrested 
him.  [Omitted]  acknowledged  that  he  repeated  the  questions  several  times  in  a 
loud  voice  as  he  was  being  pulled  away. 

"I  felt  my  freedom  of  speech  was  being  impeded,"  [omitted]  related.  "The 
basic  constitutional  issue  is  whether  we  have  the  freedom  of  asking  our  public 
servants  a  question  in  a  public  place  without  being  dragged  off  by  Big  Brother." 

[Omitted]  said  he  was  in  Berkeley  to  look  for  an  apartment  when  the  in- 
cident occurred  and  that  he  had  never  been  arrested  before.  He  faces  a  possible 
sentence  of  one  year  in  jail,  a  $500  fine  or  both. 
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[From  the  San  Francisco  Chronicle,  May  16,  1973] 

Cabinet  Member's  Fuel  Prediction 

(By  Michael  Harris) 

Secretary  of  Transportation  Claude  S.  Brinegar  predicted  yesterday  that  the 
nation's  gasoline  supplies  would  be  even  tighter  in  mid-1974  than  they  will  be 
this  summer. 

"It  looks  like  a  two-year  shortage,"  he  said. 

Brinegar,  in  the  East  Bay  for  a  brief  visit  to  BART,  said  he  believed  volun- 
tary allocations  of  scarce  oil  supplies  could  see  the  country  through  the  energy 
crisis. 

"But  the  government  has  to  be  prepared  for  rationing  if  necessary,"  he  added. 

shipments 

By  1975.  Brinegar  said  he  expected  greater  oil  shipments  from  the  Middle 
East  and  domestic  refinery  capacity  to  be  increased. 

"There  could  be  some  tight  situations  in  the  East  this  winter,"  Brinegar 
continued.  "I  don't  think  people  will  go  cold,  but  there  may  be  some  houses  kept 
at  67  degrees  instead  of  72." 

Brinegar,  a  former  Union  Oil  Co.  executive  named  to  the  cabinet  four  months 
ago,  was  in  the  Bay  area  on  a  nationwide  inspection  tour. 

TRAVEL 

He  left  the  St  Lawrence  Seaway  locks  early  in  the  day  and  visited  the 
Department  of  Transportation's  experimental  rail  facilities  at  Pueblo,  Colo., 
during  the  morning. 

He  arrived  at  Oakland  Airport  at  1 :05  p.m.  in  a  Coast  Guard  jet  and  left  at 
2:47  p.m.  to  visit  Federal  Aviation  Administration  facilities  in  Palmdale  (Los 
Angeles  county )  and  take  an  aerial  look  at  the  San  Bernardino  Freeway  during 
the  evening  rush  hour. 

Brinegar,  who  had  taken  a  longer  look  at  BART  earlier  this  year  said,  "I'm 
learning  about  its  start-up  problems,  but  I'm  confident  that  American  technology 
is  pretty  competent.  Given  time,  I'm  sure  the  problems  will  be  worked  out." 

BERKELEY 

Brinegar,  BART  General  Manager  B.  R.  Stokes  and  other  BART  officials  rode 
a  BART  train  to  the  main  Berkeley  station,  where  the  party  rode  an  escalator 
to  the  street  for  a  brief  look. 

He  stayed  only  long  enough  to  be  accosted  uy  a  young  man  identified  as 
Christopher  [omitted],  25,  who  asked — calmly  at  first  and  with  growing  excite- 
ment as  he  repeated  the  question  half  a  dozen  times,  "Excuse  me,  do  you  think 
the  President  should  be  Impeached?" 

[Omitted]  was  forcibly  removed  and  was  taken  to  the  Berkeley  city  jail,  where 
he  was  held  in  lieu  of  $500  bail  on  charges  of  assaulting  a  Federal  officer  and 
resisting  arrest  Later,  at  Brinegar's  request,  the  first  charge  was  reduced  to 
simple  assault 

Phone  Call:  Ms.  Patricia  [omitted],  Secretary  for  Dr.  [omitted]  who  is  the 
Executive  Secretary  of  the  Committee,  (February  27,  1974),  (Telephone  num- 
ber: 916-445-0243)  : 

I  asked  Ms.  [omitted]  how  the  staff  of  the  Credentials  Committee  found  out 
about  my  arrest  record,  since  the  arrest  occurred  several  months  after  I  received 
my  permanent  Teaching  Credential  on  January  9,  1973. 

Ms.  [omitted]  replied  that  when  I  applied  for  a  State  of  California  Teaching 
Credential,  I  submitted  a  set  of  fingerprints  on  an  official  fingerprint  card  as 
part  of  my  application.  I,  of  course,  remembered  doing  this,  since  I  was  informed 
that  no  credential  can  be  issued  to  a  candidate  unless  he  submits  a  set  of  his 
fingerprints. 

Ms.  [omitted]  said  that  certain  members  of  the  Committee's  staff  (who,  she 
declined  to  tell  me)  received  the  fingerprint  card  that  went  along  with  my 
application.  As  a  function  that  they  performed  for  the  Commission  of  Teacher 
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Preparation  and  Licensing  (she  wouldn't  tell  me  the  title  of  this  function),  these 
staff  members  sent  my  fingerprints  to  the  Fingerprint  Division  of  the  Bureau 
of  Identification,  Law  Enforcement  Division  of  the  State  of  California  Depart- 
ment of  Justice. 

The  Fingerprint  Division  first  checked  the  Bureau  of  Identification's  files 
(or  "rap  sheets"  or  C.I.&I.  records)  to  see  if  I  already  had  a  "rap  sheet".  Since 
I  had  just  recently  moved  to  California,  they  found  that  I  had  no  such  file. 
They  then  informed  the  staff  members  of  the  Credentials  Committee  that  no 
"rap  sheet"  existed  for  me.  (If  such  a  record  had  existed  under  my  name,  they 
would  have  automatically  given  a  full  copy  of  this  record  to  the  staff  members.) 
Ms.  [omitted]  said  that  the  purpose  of  this  check  is  primarily  to  determine  if 
the  applicant  answered  truthfully  to  the  questions  on  the  application  having 
to  do  with  any  arrests  or  convictions. 

The  Fingerprint  Division  then  sent  my  "applicant"  fingerprint  card  to  the 
Records  Department  of  the  Bureau  of  Identification.  The  Records  Department 
made  up  a  "rap  sheet"  for  me  on  the  basis  of  this  card  and  information  con- 
cerning my  Teaching  Credential. 

When  the  Records  Departnient  received  a  set  of  fingerprints  and  an  arrest 
record  concerning  the  incident  that  occurred  on  May  15,  1973  from  the  Berkeley 
Police  Department,  they  added  this  data  to  my  "rap  sheet".  They  then  sent  this 
updated  "rap  sheet"  to  the  staff  of  the  Committee  of  Credentials.  Voila ! 

The  staff,  as  I  have  said  earlier,  decided  to  do  what  they  call  a  "review"  on 
my  arrest  record.  Ms.  [omitted]  said  this  review  would  probably  consist  of  a 
description  of  the  charges  the  police  report  on  the  incident,  and  the  court  docket 
showing  the  disposition  of  the  case.  She  said  the  review  on  my  arrrest  record 
was  still  incomplete  because  the  staff  had  not  yet  received  ttie  court  docket 
showing  the  disposition  of  my  case.  She  said  that  my  file  showed  that  the  staff 
had  made  a  telephone  request  for  the  docket  but  had  not  received  it. 

Ms.  [omitted}  said  I  would  be  notified  by  mail  when  the  review  of  my  case 
was  complete.  She  told  me  that  I  would  be  notified  at  least  thirty  days  prior 
to  the  closed  Committee  hearing  that  would  decide  the  fate  of  my  permanent 
Teaching  Credential.  She  said  that  I  could  present  my  side  of  the  story  to  the 
Committee  at  this  hearing,  both  verbally  and  in  writing.  She  said  that  I  could 
be  represented  by  an  attorney  at  this  hearing. 

I  then  asked  Ms,  [omitted]  why  the  staff  had  decided  to  do  a  review  on  my 
particular  arrest  record  without  even  waiting  to  see  what  the  court  disposition 
of  the  case  would  turn  out  to  be.  She  said  the  guidelines  laid  down  by  the 
Committee  of  Credentials  to  its  staff  made  a  review  mandatory  in  my  case.  I 
asked  her  to  mail  me  a  copy  of  these  guidelines  or  describe  them  to  me.  She 
refused  to  do  this  because  she  didn't  think  that  these  guidelines  were  "public 
information".  She  said  I  could  request  a  copy  of  the  guidelines  in  writing  if  I 
wanted  to.  (I  will  do  this.) 

In  conclusion,  I  would  like  to  add  that  on  two  different  occasions,  Ms.  [omitted] 
interrupted  my  inquiry  to  say  that  if  I  took  an  unaccepting  stance  in  relation 
to  the  "work"  of  the  Comn;ittee  and  its  staff,  such  a  stance  would  only  make  an 
unfavorable  decision  on  my  case  more  likely.  I  told  her  that  I  didn't  want  to  get 
subjective ;  I  told  her  I  only  wanted  objective  information.  I  felt  that  her  warn- 
ings were,  in  essence,  threats. 


[Name  Withheld], 
Billings,  Mont.,  February  22,  1974- 

Hon.  QUENTIN  N.  BUBDICK, 

U.S.  Senate, 

Senate  Office  Building,  Washington,  D.C. 

Dear  Senator  Burdick  :  It  has  come  to  my  attention  that  you  are  sponsoring 
a  bill  in  the  Senate  wherein  an  attempt  is  being  made  to  grant  to  federal  youth 
offenders  the  unrestricted  privilege  of  having  their  criminal  records  forever 
expunged.  As  we  all  know,  the  Federal  Youth  Corrections  Act  seems  to  grant 
this  privilege  now,  however,  because  of  various  "sophisticated"  information 
gathering  services  this  privilege  is  never  fully  extended  to  such  a  person. 

Enclosed  please  find  a  newspaper  article  which  appeared  in  the  Billings 
Gazette,  our  only  daily  newspaper,  and  a  copy  of  a  complaint  recently  filed  in 
the  Federal  District  Court.  The  newspaper  article  is  inaccurate  in  that  the 
credit  bureau  is  reporting  that  Mr.  [name]  was  arrested,  that  he  was  convicted 
and  that  the  conviction  was  set  aside.  The  plaintiff,  Mr.  [name],  is  exactly  the 
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type  of  individual  our  legislature  had  in  mind  in  enacting  the  Federal  Youth 
Corrections  Act.  Mr.  [name]  plead  guilty  to  the  crime  of  theft  of  government 
property.  He  was  treated  under  the  Youth  Corrections  Act  and  sentenced  to 
one  year's  probation.  Approximately  six  or  seven  months  after  sentencing  he 
was  released  from  probation  and  his  conviction  was  set  aside. 

Prior  to  his  conviction  Mr.  [name]  served  in  the  United  States  Marine  Corps 
where  he  was  wounded  in  action  in  Viet  Nam  and  released  from  the  service. 
Subsequent  to  his  conviction  Mr.  [name]  was  employed  at  various  places  and 
left  each  employer  under  honorable  circumstances.  Every  former  employer  inter- 
viewed has  recommended  Mr.  [name]  highly  for  re-employ.  Mr.  [name]  is  now 
married,  the  father  of  two  children  and  attending  college  at  the  College  of 
[omitted]  in  [omitted],  Montana,  carrying  a  cumulative  grade  point  average  of 
2.71  based  on  a  4.00  scale. 

Mr.  [name]  would  like  to  eventually  enter  a  law  school  somewhere  in  the 
country.  However,  his  chances  of  admission  are  relatively  small  as  long  as  the 
various  admissions  departments  have  access  to  the  file  kept  by  the  local  credit 
bureau.  It  is  still  less  likely  that  a  prospective  employer  would  hire  Mr.  [name] 
for  any  type  of  professional  or  managerial  position  if  all  he  has  to  do  is  write 
the  credit  bureau  and  learn  of  his  conviction. 

I  am  advising  you,  as  well  as  our  Montana  Congressmen  and  Senators  by 
copies  of  this  letter,  of  these  facts  in  an  effort  to  demonstrate  that  there  is  an 
immediate  need  for  a  cure  of  my  client's  problem.  I  would  be  most  interested  in 
learning  of  the  contents  of  your  proposed  bill  and  being  advised  of  its  progress 
through  committee.  Until  this  lawsuit  reaches  a  favorable  conclusion,  which  is 
purely  speculative  at  this  point,  or  until  some  remedial  legislation  is  passed 
restricting  the  dissemination  of  such  information  by  credit  bureaus,  young  men 
and  women  in  my  client's  position  will  be  denied  those  things  which  appear  to  be 
promised  by  the  Federal  Youth  Corrections  Act. 
Sincerely, 


Enclosures. 

[From  the  Billings  Gazette,  Feb.  12,  1974] 

Ckedit  Report  Goes  to  Court 

(By  Richard  H.  Geissler,  Gazette  Staff  Writer) 

Three  years  ago  [name]  made  a  mistake,  was  caught  and  given  a  second 
chance. 

Today  the  United  States  government  says  the  decorated  Vietnam  veteran  is 
not  a  convicted  felon. 

But  the  Retail  Credit  Co.,  and  its  hundreds  of  branch  oflSces  throughout  the 
nation,  say  he  is. 

The  private  credit  reporting  company's  contention  has  cost  [name]  a  job  and 
threatens  his  career  opportunities  for  the  rest  of  his  life. 

The  question  of  private  dossiers  in  general — and  [name]  misleading  dossier 
in  particular — has  reached  the  U.S.  Senate. 

And  on  Monday,  a  lawsuit  challenging  the  credit  company's  procedures  was 
filed  in  U.S.  District  Court  in  Billings. 

[Name],  formerly  of  Billings  and  now  of  Great  Falls,  and  his  Billings  lawyer, 
[name]  are  not  asking  for  damages  but  only  to  have  the  court  order  the  credit 
company  to  change  its  ways. 

The  questions  raised  by  [name]'s  civil  suit  extend  beyond  Billings  and  his 
personal  file. 

[Name]  complained  to  Senate  Majority  Leader  Mike  Mansfield  about  what  he 
felt  was  a  violation  of  his  rights  by  the  credit  company,  and  his  complaint  was 
forwarded  to  Sen.  Quentin  N.  BUidick,  D-N.D. 

Burdick  is  chairman  of  the  Senate  Subcommittee  on  Penitentiaries.  He  and 
his  committee  have  been  looking  into  problems  such  as  [name]'s  for  the  past 
few  years  and  now  hope  to  come  up  with  legislation  to  correct  the  situation. 

[Name],  now  24,  married  and  father  of  two,  had  made  a  mistake — his  only 
one  of  record. 

He  admitted  that  mistake  to  U.S.  District  Judge  James  F.  Battin  in  Billings 
in  January  1971.  The  judge  promised  him  that  if  he  obeyed  court-imposed  rules 
while  serving  a  period  of  probation,  the  sentence  would  be  deferred. 
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The  deferred  sentence  gave  [name]  a  second  chance.  He  served  his  probation 
without  faltering  and  returned  to  court  six  months  later  to  be  told  that  the 
charge  would  not  be  entered  on  his  permanent  record  as  a  conviction. 

[Name]  officially  was  not  a  convicted  felon. 

But  the  credit  company  had  clipped  a  newspaper  article  covering  [name]'s 
arrest  and  put  it  into  his  file.  There  was  no  followup  story  filed  concerning  the 
overturning  of  his  conviction. 

So  while  the  government  said  he  was  "clean,"  the  credit  agency  said  [name] 
was  a  convicted  criminal. 

After  [name]  lost  a  job  as  an  insurance  salesman  he  complained  to  the  credit 
company. 

"Once  you're  a  criminal,  you're  always  a  criminal,"  he  told  me  at  the  credit 
office  when  I  protested,"  [name]  said. 

"I  asked  if  I  could  add  anything  to  the  file  or  have  the  erroneous  information 
withdrawn  and  was  told  'no,'  "  he  said. 

"Of  course  that  claim  by  Mr.  [name]  is  not  correct,"  answers  Jack  Lane, 
manager  of  Retail  Credit's  state  headquarters  in  Billings. 

"We  do  not  maintain  files  on  everyone  in  Montana  as  so  many  people  claim. 

"And  we  definitely  do  not  compile  dossiers  on  those  we  do  have  files  on.  We 
go  through  and  destroy  irrelevant  material  in  files  every  13  months,"  Lane  said. 

But  what  is  left  in  the  file  is  widely  dis.seminate<l.  Retail  Credit  has  offices  in 
every  major  city  in  Montana,  and  the  company,  which  is  based  in  Atlanta,  Ga., 
has  branched  across  the  nation. 

Montana,  several  other  Western  states  and  the  federal  goversment  have 
deferred-sentence  options  for  youthful  first-time  offenders. 

The  heart  of  the  deferred  sentence  is  the  promise  that  if  the  defendant  re- 
habilitates himself,  the  charge  will  be  withdrawn  and  he  will  not  have  the 
lifelong  stigma  of  a  felony  conviction. 

"The  advantage  is  for  the  defendant's  future.  If  he  is  a  convicted  felon,  he 
is  denied  a  substantial  area  of  employment  opportunities,"  Yellowstone  County 
Atty.  Harold  F.  Hanser  said. 

And  that  promise  often — in  the  practical  operation  of  justice — influences  many 
first-offender  youths  to  plead  guilty  rather  than  fight  a  long  court  battle. 

[Name],  Billings  lawyer  who  represented  [name],  said  that  the  hope  extended 
by  a  deferred  sentence  did  influence  [name]'s  decision  to  plead  guilty. 

[Name]  had  been  a  Marine  sniper  in  Vietnam.  His  combat  action  was  cut 
short  when  he  stepiied  on  a  land  mine. 

The  explosion  claimed  an  elbow  joint  and  left  [name]  with  a  100  percent 
disability  rating. 

Returning  to  Montana  after  a  medical  discharrge,  [name]  went  to  work  for 
Avco  Electronics  Corp.  in  Glasgow.  The  company  had  a  government  contract  for 
making  mortar  shell  casing  out  of  "restricted  metals." 

In  September  1970,  [name]'s  house  guest  and  fellow  worker,  became  involved 
with  stealing  the  restricted  metal  and  selling  it  in  Denver. 

[Name]  readily  admits  that  when  he  discovered  [name]'s  activities  he  did  not 
report  him,  but  decided  to  help  him  dispose  of  "the  last  haul"'  of  stolen  metal. 

[Name]  recommended  to  [name]  that  he  plead  guilty,  and  six  months  later 
Battin  set  the  conviction  aside. 

When  [name]  applied  to  be  an  agent  of  the  National  Life  and  Accident  In- 
surance Co.,  he  checked  the  "no-felony  conviction"  block  on  the  application  and 
went  to  work. 

The  insurance  company  checked  with  the  credit  agency  and  within  a  week 
[name]  was  out  of  a  job.  He  was  unsuitable,  the  insurance  firm  said. 

[Name],  in  his  complaint,  asks  the  court  to  order  Retail  to  purge  its  [name] 
file  and  further  restrain  the  credit  agency  from  ever  again  telling  its  subscribers 
about  the  nonconviction. 

James  Meeker,  subcommittee  staff  member  in  Washington,  said  Monday  night : 

"There  are  problems,  such  as  [name]'s  occurring  with  credit  companies 
nationwide  all  the  time. 

"The  Nixon  Administration  just  last  week  introduced  legislation  concerning 
the  abuse  of  federal  records  information. 

"And  Sen.  Burdick  ha.s  twice  proposed  legislation  that  would  extend  to  any- 
one who  attempts  to  keep  records  on  citizens. 

"His  bill  introduced  in  1971  came  up  against  massive  opposition.  It  has  been 
redrafted  and  was  reintroduced  last  year.  It  is  now  pending  action,"  Meeker  said. 
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March  13,  1974. 
Re     National  Crime  Information  Center, 
(NCIC)  National  Crime  Data  Banks 
Senator  Sam  J.  Ervin, 
Senate  Office  BuiUing, 
Washington,  D.C. 

Dear  Senator  Ervin  :  I  recently  read  of  your  attempts  to  safeguard  the  rights 
of  individuals  whose  arrest  records  are  stored  with  the  Federal  Bureau  of  In- 
vestigation and  the  National  Crime  Information  Center.  I  also  thought  you 
might  find  enlightening  a  recent  incident  in  this  jurisdiction. 

On  January  6,  1974,  at  4:25  a.m.,  one  [name  withheld],  [withheld],  Cali- 
fornia, was  approached  by  two  police  officers  of  the  Grand  Junction  Police 
Department  while  he  was  standing  under  a  street  light  reading  a  road  map. 
Mr.  [name],  had  earlier  that  morning  "thumbed"  a  ride  to  Grand  Junction, 
been  left  here  when  the  ride  terminated  and  was  attempting  to  determine  what 
direction  to  proceed  when  approached  by  the  two  officers. 

Mr.  [name]  provided  the  officers  with  his  identification  cards  and  was  allowed 
to  continue  on  his  way.  Within  minutes,  the  officers  returned,  alit  from  their 
vehicle,  drew  their  weapons  (so  I  am  informed  by  Mr.  [name])  and  placed  Mr. 
[name]  under  arrest  for  being  absent  without  leave  from  the  military.  Mr.  [name] 
was  not  informed  of  the  reason  for  his  arrest  until  he  was  being  "booked"  at 

the  police  station.  ^   ■■  ^     .   * 

At  the  time  Mr.  [name]  was  informed  of  his  arrest,  he  attempted  to  inform 
the  officers  of  his  discharge  from  the  U.S.  Navy  on  April  9,  1973.  The  officers 
refused  to  listen  to  Mr.  [name]  and  proceeded  to  "book"  and  incarcerate  Mr. 
[name].    It  was  later  determined  that  the  Navy  did  not,   in  fact,   want   Mr. 

[name]  and  he  was  released.  v.      oo   -in-ro   • 

Mr  [name]'s  arrest  was  aggravated  by  the  fact  that  on  December  28,  197d,  in 
Enterprise,  Kansas,  he  was  subjected  to  almost  the  identical  procedure,  namely, 
detention  by  the  Enterprise  Police  Department  who  immediately  made  efforts  to 
determine  if,  in  fact,  Mr.  [name]  was  wanted  by  the  Navy.  The  information  that 
department  received  was  that  Mr.  [name]  was  not  sought  by  the  Navy  and  he 
was  released  within  a  matter  of  2  or  3  hours.  Regretfully,  such  did  not  occur  in 
Grand  Junction,  Colorado,  even  though  Mr.  [name]  had  with  him  a  xerox  copy 
of  his  discharge.  I  also  might  add,  that  in  both  of  the  above  instances,  the 
information  was  provided  by  the  National  Crime  Information  Center— both 
that  he  was  wanted  and  that  he  was  not  wanted. 

I  am  of  the  personal  opinion  that  some  type  of  controls  must  be  placed  on 
the  maintenance  and  use  of  so-called  data  banks,  and  submit  the  case  of  Mr. 
[name]  is  a  prime  example  of  the  need  for  such  controls.  One  potential  saf^ 
guard  would  be  a  requirement  that  the  submitting  authority  be  required 
periodically  to  confirm  the  previous  submission  of  information,  whether  it  be 
information  on  stolen  items,  wanted  persons  or  any  other  subject  matter. 

In  addition,  I  submit  that  the  most  recent  indictment  of  Mr.  Mitchell,  Ehrlich- 
man  Haldeman,  et.  al.,  emphasizes  the  glowing  inequities  in  the  present  system. 
I  understand  that  after  their  arraignment,  on  March  9,  1974,  they  were  not 
required  to  submit  to  fingerprinting  or  photographing  before  being  allowed  to 
return  to  their  homes.  On  the  other  hand,  I  have  represented  numerous  individ- 
uals for  the  most  minor  traffic  offenses  who  were  subject  to  arrest  and  incar- 
ceration as  well  as  fingen^rinting  and  photographing.  Those  fingerprints  and 
photographs  were  then  forwarded  to  the  Federal  Bureau  of  Investigation  and 
retained  by  it.  In  the  event  an  accused  person  is  found  not  guilty,  the  finger- 
prints and" photographs  are  retained,  but  in  many  instances  no  notation  is  ever 
made  of  the  acquittal  of  that  individual.  ^     ,,  4. 

In  reality  the  question  of  whether  an  individual's  fingerprints  and  photo- 
graph is  filed  with  the  F.B.I,  rests  solely  on  the  contacting  police  officer.  If,  on 
a  whim,  an  officer  arrests  an  individual  that  individual's  fingerprints  and  photo- 
graph are  automatically  forwarded  to  the  F.B.I.  Conversely,  if  an  individual 
is  issued  a  summons  to  appear,  is  later  found  guilty,  but  receives  no  ^ail 
sentence  his  fingerprints  and  photograph  are  never  forwarded  to  the  *.B.l. 
regardless  of  the  gravity  of  the  offense.  While  such  treatment  may  not  be 
technically  a  violation  of  equality  of  protection  of  the  laws,  I  submit  they 
certainlv  violate  the  spirit  of  that  right 

In  conclusion,  I  would  only  say  that  I  will  continue  to  hope  that  some 
safeguards  can  be  established  to  control  the  examples  I  have  enumerated. 

Sincerely,  [Name.] 
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[Name  Withheld], 
Yonkers,  N.Y.,  March  27,  1974. 
Senator  Sam  J.  Ebvin,  Jr. 

Chairman,  Senate  Judicinry  Subcommittee  on  Constitutional  Rights, 
The  Capitol,  Washington,  D.C. 

Dear  Senator  Ervin  :  I  am  writing  in  response  to  the  current  hearings  before 
the  Senate  Judiciary  Subcommittee  on  Constitutional  Rights  regarding  the 
sealing  of  individual  criminal  records.  I  have  had  a  personal  experience  with 
the  present  criminal  identification  and  dissemination  system  which  I  would  like 
to  make  a  part  of  the  public  record.  I  wish  to  do  this  in  an  effort  to  inspire 
changes  in  the  current  system  to  make  it  more  equitable  and  humane.  The 
following  is  my  personal  narrative. 

On  June  30,  1973,  I  began  serving  with  the  Federal  Aviation  Administration, 
[name]  Region,  as  a  Labor  Relations  Specialist  under  a  career-conditional 
appointment.  I  secured  this  appointment  through  a  competitive  examination 
(FSEE)  on  which  I  scored  102. 

Approximately  2  months  after  my  appointment,  I  was  called  into  the  OflSce 
of  the  Assistant  Chief,  Manpower  Division.  After  some  courteous  preliminaries 
he  informed  me  that  due  to  agency  needs,  I  was  hired  prior  to  the  completion  of 
a  security  investigation.  He  then  confronted  me  with  the  fact  that  the  sub- 
sequent investigation  had  revealed  that  I  had  been  in  "trouble"  while  serving 
in  the  Army  in  1957.  He  asked  for  an  explanation  which  I  provided  as  follows : 

One  evening,  while  in  basic  training  at  Fort  Dix,  New  Jersey,  I  became 
involved  in  an  altercation  with  another  soldier.  This  occurred  in  the  barracks 
with  approximately  20-30  other  soldiers  present.  My  opponent  was  getting  the 
better  of  me  and  I  pulled  out  a  knife  and  menaced  him  with  it.  This  resulted 
in  a  small  riot  which  caused  damage  to  the  barracks.  After  a  minute  or  two  I 
was  coaxed  into  dropping  the  knife.  No  one  was  injured  and  the  knife  was 
broken  and  thrown  down  a  flight  of  stairs  where  it  was  picked  up  by  a  sargeant 
who  had  come  to  see  what  the  commotion  was  about.  This  incident  resulted  in 
my  being  charged  with  assault  with  a  deadly  weapon.  I  was  tried  by  Special 
Court  Martial  and  found  guilty  of  the  charge.  I  was  fined  approximately  $250 
and  received  a  30-day  suspended  sentence. 

After  making  this  statement  of  the  bare  facts  of  the  incident  to  the  Assistant 
Chief,  I  then  offered  the  following  points  which  I  felt  mitigated  the  seriousness 
of  the  offense : 

1.  This  was  an  isolated  incident  in  my  life  and  not  a  pattern  of  my  behavior. 

2.  Ordinarily,  this  would  have  been  considered  a  "barracks  fight,"  but  damage 
to  the  premises  had  to  be  accounted  for  so  formal  charges  were  brought  against 
me.  » 

3.  No  one  was  injured. 

4.  I  received  a  very  light  sentence  which  was  an  indication  of  the  court's 
feeling. 

5.  I  had  been  candid  in  filling  out  my  application  since  it  does  not  require 
listing  of  Special  Courts  Martial. 

6.  At  the  time  of  the  incident,  I  was  a  high  school  drop-out.  Since  then,  I 
have  taken  a  B.A.  degree  and  I  am  currently  finishing  work  on  my  M.A.  in 
English  Literature.  In  effect,  I  have  rebuilt  my  life. 

7.  The  incident  occurred  17  years  ago. 

8.  I  was  17  years  old  at  the  time. 

The  Assistant  Chief  was  very  kind  and  accepted  my  story  as  I  had  presented 
it  He  was  concerned  by  my  obvious  distress  and  was  quick  to  reassure  me 
that  my  job  was  not  in  jeopardy.  To  the  contrary,  he  stated  that  the  adminis- 
tration was  very  pleased  with  my  work  and  as  far  as  they  were  concerned,  the 
case  was  closed.  The  subject  was  never  brought  up  again. 

As  you  can  see,  my  particular  situation  has  a  happy  ending.  But  what  would 
have  happened  if  the  security  check  had  been  made  prior  to  my  entering  on 
duty?  Would  I  have  been  hired?  I  doubt  it.  Does  justice  demand  that  I  be 
denied  access  to  a  public  service  career  on  the  basis  of  a  momentary  lapse  of 
control  17  years  ago?  Is  not  the  perpetual  aspect  of  the  current  criminal  identi- 
fication system  a  contributing  factor  in  recidivism?  What  I  mean  is,  that  by 
closing  so  many  job  doors  on  a  permanent  basis  to  the  offender  who  has 
served  his  time,  you  are,  in  effect,  closing  off  hope — and  without  hope  the  choices 
are  despair  or  criminality. 
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The  present  system  makes  all  sentences  life  sentences.  Surely  a  more  equitable 
system  could  be  devised,  i.e.,  keeping  only  multiple  offenders  on  permanent  lists, 
or  non-dissemination  of  information  regarding  juvenile  offenses.  Almost  any- 
thing would  be  an  improvement,  for  as  long  as  this  system  exists,  a  system 
which  relegates  hundreds  of  thousands  of  Americans  to  a  permanent  status  of 
second-class  citizenship,  then  talk  of  criminal  rehabilitation  and  even  criminal 
justice  begins  to  have  a  very,  very  hollow  ring. 
Sincerely, 

[Name.] 
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